OB3O0P NMPOAYKTA

MANAGED XDR

KpyrnoCcyToO4YHbIA MOHNTOPWHI, MPOaKTUBHbIN
MONCK HEeAEeTEKTMPYEMbIX YIPO3 N CBOEBPEMEHHOE
pearmpoBaHe Ha HIX

FACCT.RU



HoBblie uenmn b

Cyber response
chain

o aTtakn

OTtpenam nHdopmaLMOHHON 6€30MacHOCTY CTaHOBUTCS BCE C/IOXHEEe
npepoTBpalLatb MHUNAEHTHI. [Tpyn coBpemeHHOM naHawadTte
Knbepyrpos Takas Leflb CTaHOBUTCS HEPeanmMCTUYHOW.

B Tekywmnx peanmax npodpeccmnoHanmam cneumnanmnctos b oueHnBaeTcs
Mo TOMY, HACKOJIbKO ONMepaTnBHO OHN MOTYT O6Hapy>XNTb MHLNAEHT,
orpaHun4mTb MacwTab yuwepba n cokpaTuTb cCpegHee BpemMs
BOCCTaHOBJ/IEHMS.

YT106bl COOTBETCTBOBATb akTyasibHbIM TPeboBaHNSAM, KOMaHgaMm
B Heobxogmmo paboTaTb B COOTBETCTBUM CO CNeaytoLen
nocnenoBaTelbHOCTbIO OENCTBUN:

Bo Bpems atakun Nocne atakwn

HARDEN PREVENT CONTAIN RECOVER NEUTRALIZE

PREPARE SIMULATE DETECT REDIREST INVESTIGATE ATTRIBUTE

Bpems —
KftoyeBon pakTop

13 nHen

NHunpeHTbl IB HensbexxHbl, MO3TOMY OnepaTnBHOE pearnpoBaHume
Ha HNX — 3aga4a NepBOCTENEHHON BaXHOCTN. HYem 60orblue BpeMeHN
YXOOUT Ha OBHapyXeHne NHLUNOEHTA N pearnpoBaHve Ha Hero, Tem
L0OpPOXe CTaHOBUTCSA Npouenypa NosIHOro BOCCTaHOBNEHMS.

$ 1,25 mnH

B CcpeoHeM NpoxXoonT C MOMEHTa nolty4YyeHunsa B cpeoHeM 3aTpadymMBaeTCd Ha MHUMNOEHT npwv
aTakKyrnwmnvnm 0ocTtyrna B CeTb XepTBbl 40 06Hapy>KeH|/||/| cnycTsa 200 nnw 6onee gHew ¢
pasBepTbiBaHNA NMporpamMmMbl-BbiMOratesnsa MOMeHTa ero Ha4dana (I'Ipl/l cpegHeM BpemMeHn

FACCT.RU

obBHapy>XeHUsa 1 coepxneaHns 287 gHei),
cornacHo gaHHbim IBM



Managed XDR

Knacc npoaykTos,
yBenun4mnsarLwmx
CKOpPOCTb

n 3pPeKTNBHOCTDb
pearnposaHus

Managed XDR npepoctaBnseT NCKAOYNTENbHbIE BO3MOXHOCTM
OBHapy>XeHWd yrpos 1 pearmpoBaHnda Ha HAX 38 CHET NCMONIb30BaHNSA
MHOFO4Y/CNEHHbIX NCTOYHVKOB TeNeMeTpun N nepenoBbiX TEXHONOT NN
MaLINHHOIrO OBy4YeHUS.

F.A.C.C.T. Managed XDR 3apgenctByeT MOLWHOCTK NnaTtdopMbl
netoHauwuum BIO, paHHble knbeppasBenkm 1 MOENV MALUNHHOIO
oBy4eHus onsa koppensaumum cobbiTU, TEM CaMbIM 3aLluLULasa CeTH,
KOHEeYHble CTaHUMM 1 obnadyHble NpoCTpaHCcTBa.

OPPeKkTBHOCTb OETEKTUPOBAHUSA N pearnpoBaHus 3HAYNTENbHO
yBenunynBaeTca 6naropgaps cepsucam F.A.C.C.T..

Managed XDR pewaeT cambie akTyallbHble
npo6nembl VIb Ha cerogHsAWHMN geHb

9

4

O6ner4yaeTt paboTy ¢ cobbITUAMMN

Kaxxgbin yac B cuctemax VIb reHepupytotcs
Tbica4m cobbiTnin. F.A.C.C.T. XDR koppenunpyet
OaHHble 1 onpenenseT Te NpobremMbl, KOTopble
TpebytoT OencTBUN.

N

Ob6vepounHaeT oTaeNbHbIE pPeLeHns

YnpaBneHune noptdenem VIb-peweHnn —

3TO CJ/IOXHbIN N TPyAO3aTpaTHbIN NpoLecc.
KomnoHeHTbl F.A.C.C.T. XDR paboTatoT Kak
efvHoe uenoe, noebiwaga nokasatenu ROL.

FACCT.RU

Pacwunpsier BO3MOXHOCTN

KomanHpgbl VIB 3a4acTyto neperpy>xeHsbl
3ajadamMuy U NCMNbITbIBAIOT HEXBATKY PECYPCOB.
F.A.C.C.T. XDR ynpouiaeT pabouiune 3agadn
6narogaps onTUMU3aLVv NPOLLECCOB
oBHapy>XXeHs N pearnpoBaHus.

6

OTcnexmnBaeTt 3BONOLNIO YIPO3

Knéepatakm NOCTOSHHO YCOXHSAIOTCS.
HdaHHble knbeppasBenk N NMPOaABUHYTble
TEXHONMOr MM MO3BONSAOT BbiCTpanBaTh
Hanbonee akTyallbHY 3aLLMTY.



O6wunm o630p peLeHns

\ i_fﬂl”“ MOHWTOPWHI 24/7, MTPOAKTUBHbI NONCK

-

Cepsuchol F.A.C.C.T.
HEOETEKTUPYEMbIX YITPO3 1 PEATIPOBAHWE

A

- BA3AAHHbIX XDR FACCT.XDR <«——» API/SYSLOG  SIEM/SOAR

A
____________________ I,El,aHHl::Ie 06 akTmsHocTwn, renemerpug,
MeTagaHHble, Norm n T.4.

3auimTa KOHe4YHbIX 3awumTa KopnopaTnBHON deTtoHauunsa Bpeno-
CTaHUWA n pearnpoBaHue noYTbl HocHoro MO
nepCOHaﬂbeIe KOMMNbHOTEPbI BJ'IO)KeHVIFI,CCbIJ'IKVI,CbVILLIVIHI’VICI'IaM V|301'IVIpOBaHHaF| cpefa, aHanms
N cepBepbl $annoB 1 ccobinok
AHanuns ceteBoro Threat Intelligence YnpasneHue
Tpaduka APy LIS yrpO3, OTHETHI NOBEPXHOCTbIO aTaKkun
MOHUTOPUHF ceTu, oBHapyXeHne 1] AL Ao o = KoHTponb 3alnLL,eHHOCTI
aHomanuin nepumeTpa

F.A.C.C.T. Managed XDR nokpbiBaeT 60/bLUNHCTBO
3agad uumkna paboTbl C NHUNAEHTaAMK

A

o aTtakn

{ MANAGED XDR fg;s;::mnbwe }

Bo Bpemsa atakun Nocne atakwn

HARDEN PREVENT CONTAIN RECOVER NEUTRALIZE

PREPARE SIMULATE DETECT REDIREST INVESTIGATE ATTRIBUTE

FACCT.RU

XDR

\/



PacwunpeHmne BO3SMOXXHOCTEN
KomaHabl V1B
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MoHuTopuHr 24/7 MpoakTnBHbIA Nonck PearnposaHune Ha

HepeTeKkTpyeMbiX

KpyrnocyTtouHbii CERT-GIB

MOMO>ET CKOH yrpos
LeHTpnpoBaTb

YCUNVS Ha BaXXHOM 1 MonyyaTb

BbiABJ1IeHHblI€ NHUNOEHTDbI

Cokpalainte yuepb oT yrpos n pearvpyimnTte
Ha MHUMAEHTbl 6biICTpee C MOMOLLbIO

Mo3BoNbTe OMbITHBLIM cneyua-

Knro4YeBble yBeOOMMNEHUA N HY XXHble
OTHeTbl N peKkomMeHgaunm

06Hapy>XnTb HEN3BECTHbIE,

NNCcTam NMPOBEPUTb FMMOTE3bl Ha
ocHoBe TenemeTpunmn XDR, 4To6bI

komaHpgobl akcnepTtoB F.A.C.C.T., kKoTopble
ncrnonb3ytoT XDR ans c6opa gaHHbIX 1
yAaNeHHOro pearnpoBaHmns

CJ/10>XXHble U LueneBble Yrpo3bl

F.A.C.C.T. Managed XDR: ru6kocTb, KOTOPYI MOXHO
N3MEPNTb, N CKOPOCTb KOTOPOI HET paBHbIX

BecnpeueneHTHas cnHeprusa
NPOAYKTOB

CneunanusnpoBaHHble peweHna F.A.C.C.T. pa6oTatoT B
cBsi3ke 1 o6ecrneyrBatoT MOBbILEHHYO 3aLlNTy CErMeHTOB
MHPPaCTPYKTYpPbl OT pasHbiX BUAOB aTak C BO3MOXHOCTbIO
pas3BepTbiBaHWS NOKanbHO U B obnake.

N7

YMHas npnoputnsaumsa
N pekomMmeHpauunmn

PeweHne oTkpbiBaeT [OCTYMN K 6a3e 3HaHN 06
aKTyanbHbIX Yrpo3ax No pernoHam v otpacnsam. [JaHHble
arpernpyroTcs B TOKallbHbIX LLEHTPax UccrenoBaHui

1 OCHOBaHbl Ha LOMTOM OMblTe PaboTbl KOMAAHUM, €€
na6éopaTtopui KOMMbIOTEPHON KPUMUHANUCTUKY 1
viccnenoBaHUsAX.

FACCT.RU

<

OKoHOMUNSA BpemeHn 6narogaps
WHHOBALVWOHHOI aBTOMAaTM3auum

Cunctema obpabaTbiBaeT CNOXHbIE MHLUOEHTbI
aBToOMaTnyecKkun, n3baBnsasa KNneHTa oT pyyYyHoro pasbopa
COTEH pa3poO3HEHHbIX COObITUI, a KOMaH4a 9KCNEPTOB
F.A.C.C.T. Bcerga nomMoraeT B pearmpoBaHnn Ha NHLNLOEHT.

Q

O6Hapy>xeHune n pearnpoBsaHune
B peXnme peasibHOro BpeMeHMn

PearnpoBaHue npoBognTCcs cpasy e Nocrie BbiiBNEHUS
yrpos B 3aluuLaemMon nHdpacTpykType, 1 BKItovaeT
N30NALNI0 XOCTa, CO0P KPUMUNHAMNCTUYECKNX OaHHbIX U
KapaHTUH parnnos.



MpenmyuwectBa Managed XDR

B undpax

272% ROI

BosBpaT nHBeCTULNIA
no nccnenoBaHuto
areHTcTtBa Forrester

Ha 20%
6bicTpee

BosBpaTt nHBECTUL U
no nccnenoBaHunto
areHtcTBa Forrester

Ha 20% Bbiwe

BosBpat nHBeCcTuumin
no nccnenoBaHuIo
areHTcTBa Forrester

OcHoBHble PYHKLNN peLleHns

3awmTta KOHEeYHbIX

CTaHUnn n pearnpoBsaHmne

(EDR)

AHanns ceteBoro
Tpaduka (NTA)

HeTtoHaunga
BPE€AOHOCHOro
no (MWD)

3awwmTa KopnopaTuBHoOm
noyutsl (BEP)

CepBucol MXDR

FACCT.RU

O6Hapy>XeHune yrpos Ha xoctax

* Knaccudunkatopbl ons noBegeH4YeCcKoro

aHann3a Ha OCHOBE anropuTMoB
MalNHHOro oby4yeHumnsa

SddekTUBHOE pearnpoBaHmne

Moppep>xka npotokonos L2-L7

C6op ceTeBbIX IOrOB U MeTagaHHbIX
CeTeBbIX COeANHEHW

Monb3oBaTenibCkre CUrHaTypbl

BoisBneHne C2-tpaduka

ABTOMaTMyeckasi HacTpowmka
BUPTYanbHbIX MaLlH

AHann3 o6beKTOB 13 pa3HbiX
NCTOYHUNKOB

Bonee 290 nopgpep>xnBaembix opmaToB

JlokanbHoe nnn obnavyHoe
pa3BepTbiBaHME

OunbTpauns cnama
AHTUBNPYCHbIN aHanns

PeannctunyHbie BYpPTYyalbHble MallHbl
(MopdurHr o6pazos)

KpyrnocyTo4YHbIA MOHUTOPWHI COBbITUA

DOunbTpaumsa MOXHOMONOXNTENbHbIX
cpabaTbiBaHUI

Mpsamoe B3avimogencTeme
C aHanmTuKkamu

TecTnpoBaHue rmnoTes

e KoHTponb 3anycka npunoxeHunin

* IHBeHTapu3aLmnsa akTUBOB

* O6Hapy>xeHune yrpos UEFI

* C60p KPUMUHANNCTUYECKNX AaHHbIX

BbisiBrieHVE CKPbITbIX KAHAIOB
(DNS-, ICMP-TyHHenupoBaHue, DGA)

AHanuns 3awndpoBaHHOro
Tpaduka (ETA)

N3BneyeHmne o6bEKTOB A1 aHanmsa

* AHanuna ccbInok
e PeTpocneKkTuBHbIN aHann3

e TexHoONoruv NPOTUBOLENCTBUS
obxopny cpeacTB o6HapyXeHus

e [Moppo6Hble OTHETHI

* TyHHenupoBaHue Tpadurka

* [poTmBOAeNcTBME TEXHMKaM obxona
CpencTB o6HapyXeHuns

e 3alwumTa nocne ocTaBKu MNCEM

* BbisBneHune BEC-atak n puwmHra

e [lepcoHannsnpoBaHHbIN
naHpwadT yrpos

» PasnunyHble cueHapuu pearvpoBaHus
Ha BbIABNIEHHbIE NHLUAEHTbI

* KomaHAa BbICOKOKACCHbIX
3KCnepToB



OnmncaHne
KomMnaHunn

1 300+

YyCrMEeLHbIX CCNenoBaHni
Mo BCEMY MUPY

N21

MepBbI/ MOCTaBLLUK YCYTri
Incident Response B Poccun

TexHonornn
N NHHoOBaLU M

MopTtdonno ycnyr

F.A.C.C.T. — oavH n3 BegyLmx MnpoBbIX
pas3paboTUMKOB peLeHnn onga obHapy>XeHns

N NpenoTBpaleHns kmbepartak, BbiIaBNEeHNA
MOLLUEHHNYEeCTBa 1 3alTbl UHTENNEKTYanbHON
COO6CTBEHHOCTMW B CETW.

950+

enterprise—KnmeHTOB

20 mnpp, +

COXPaHAKT Hall TEXHOIOTrnn
B 604 XeTe KJIMEHTOB €XerogHo

Knéep6esonacHocTb

* Threat Intelligence

¢ YnpasneHne NoBepXHOCTbIO
aTaku

* 3awuTa 3N1eKTPOHHON MoYTbl

* AHanus ceteBoro Tpaduika

* [etoHauunsa BMO

*  3awmTa KOHEeYHbIX
ctaHumm (EDR)

« XDR

AyAanT n KOHCanTUMHr

O6yvatowme nporpaMmmbl

PearnpoBaHune Ha UHUMAEHTbI
1 undpoBas KpUMMHaANNCTUKA

Managed Services

NccnepoBaHme BbICOKOTEXHO-
JNTIOFrNYHbIX npeCTynneHmﬁ

MpepoTBpalwaem n nccrnepyem
knéepnpectynneHus ¢ 2003 roga

BOPbBA C KWBEPTIPECTYIHOCTbIO

120+

naTeHTOB N 3aABOK

MpoTtuBopeiicTBNe
MOLIEHHNYEeCTBY

¢ [poTmBopencTeme

MOLLEHHMYeCTBY client-side

¢ ApanTtunBHas ayTeHTupuKaums
* 3awwuTa oT 60TOB
* BbiiBNeHve nnaTexHoro

MOLLEHHMNYeCTBa

¢ [loBepeH4Yeckunii aHann3

*  AHanus salmLLeHHOCTI
* TecTupoBaHue

Ha NMPOHWKHOBEHNEe

¢ Red Teaming
* OueHka coOTBETCTBUSA

N KOHCanTuHr

* [1ns TeXHNYeCcKnx cneumnanmncToB e
e [ns wnpokown ayantopumn

© PearmpOBaHme Ha MHUNOEHTbI
© PearmpoaaHme Ha MHUNOEHTbI

no nognumcke

* Managed Detection
* Managed Threat Hunting

¢ ViccneposaHne

KnbepnpecTynneHni

FACCT.RU

20 net

NPaKTUKN U YHUKaIbHOWM
9KCMepTU3bl Ha pbiHke PO

3awuTa 6peHpa

¢ AHTUOULWINHI

¢ AHTMNUpPAaTCTBO

¢ AHTMMOLLEHHNYECTBO

¢ AHTUKOHTpadakT

* BbiaBneHne yTeyek gaHHbIX
* 3Bawwurta VIP-nepcoH

* BbisBneHue cnepos
KOoMMnpomeTaLmm

» [MpoBepka rotoBHOCTMN
K pearvpoBaHuto
Ha VHLMAEHTbI

MacTep-knaccel gns oeTen

¢ Undposas kpummHannctmka
« eDiscovery

¢« Managed Response

+7 495 984 33 64



