WHOOPMALINOHHAA BE3OIMACHOCTb

InfoDiode: peLLeHus ansa ogHOHanpaseHHOM Info
nepeaiun JaHHbIX -Diode

YcTponicTea nepefayn OaHHbIX Knacca «Auofd» UCMONb3yTes Ansa oM3NYeckoro pasfesieHns ceteil B YCNOBUAX COXPaHEHUs
O[HOHAMNPaBNEeHHOro KaHana nepefadqu vHopmauun. Ipy Takoin opraHm3aLuy nepefayn CUrHanoB U AaHHLIX UCKITHOYAKTCA
yA3BUMOCTU, KOTOpPblE, KaK MNpaBuio, CONPOBOXAAKT MNOCTPOEHWE apXUTEKTYPbl HAa OCHOBE MEXCETEBbIX IKPAHOB W
NPoOrpaMmmMHbIX CPEACTB 3aLUNTDI.

®n3nyeckoe pasfeneHne CerMeHToB CeTi 6a3npyeTcs Ha NPUHLIMME «ranbBaHNYeCKON Pa3BA3KN», 4TO MOMHOCTLI0 UCKIHOYaeT
BO3MOXHOCTb MOCNATh Y4epe3 «amof» Kakoi-nnbo CUrHan BHYTPb 3aLLMLLAEMOr0 WK 13onupyemoro cermeHta. OCHOBHOE
OT/IMYME TaKOro PeLleHns OT NPOCTOro «BO3AYLLUHOIO 3a30pa», TO €CTb MOSIHON U30NALMM CErMEHTOB, COCTOUT B TOM, YTO B
Cnyyae yCTaHOBKM «An0fa» COXPAHAETCH BO3MOXHOCTb Mepefayu CUrHanoB M AaHHbIX TOSIbKO B OAHOM HanpasfieHun. 310
NO3BONAET 3aLMLLAEMOMY CErMEHTY 3(DEKTUBHO M OMepaTUBHO «AENUTHCA>» [JaHHbIMW C BHELHUMMW MOTpebutenamn 6e3
Yrpo3bl CO CTOPOHbI HELOBEPEHHbIX CeTeid. pefcTaBUTENsIMM MMEHHO TaKOro Knacca YCTPOWCTB SBNAIOTCA MPOAYKTbI
InfoDiode. Pewwenus InfoDiode o6ecneynBatoT rapaHTMpPOBaHHYI0 CErMEHTALMI0 CETEN Ha (DU3NYECKOM YPOBHE. BCTPOEHHbIE
(busnyeckne mexaHuambl o6ecrneveHns 6esonacHoctu InfoDiode He cTaHOBATCA MeHee 3O eKTUBHBIMI CO BPEMEHEM.

Pewenus InfoDiode sBnsTCA OCHOBOW [N1F MOCTPOEHWS KOMMNEKCHOM CMCTEMbI 3aliuTbl 1 06ecneyeHns 6e30MacHOCTU
00bEKTOB KPUTWUYECKOM WHCGOPMALMOHHON UHGpacTpykTypbl (KWW). OHu o6ecneqmBatoT annapaTHyio 3aliuty CeTeil
(PMHAHCOBLIX OPraHW3aLmWiA, NPOMbILLINIEHHbIX 0OLEKTOB, 00LEKTOB 3HEPreTUKM, CUSTOBbIX CTPYKTYP W CUCTEM YMNpaBiieHus
TPAHCMOPTOM.
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AnnapatHble komnnekceol InfoDiode

AK InfoDiode - 6a3oBoe, ceptucpuumposanHoe ®CTIK Y[ (4), annapatHoe peLLeHne, rapaHTUpyoLLee 3almuTy Ha annapaTHoMm
ypoBHE W 3hheKTUBHO peluaroLee 3agady no nepegade UDP, Syslog, SPAN Tpadhuka 3a npeaenbl 3aLiniiaeMoro 06bekra.
Mo3Bonset achdekTnBHO opraHn3oBaTh cTOPOHHME SOC 1 NOC LeHTPbI, LEHTPbI MOHUTOPUHIA U HABMOAEHNS.

InfoDiode MINI

InfoDiode RACK single

basoBoe annmapatHoe  pelleHue NS
MOHT2Xa B CTOWKY. CepTudnuMpoBaHO
®CTIK Y[ (4). Obecrne4ynsaer 3awmTy Ha
annapatHoM ypoBHe. PeliaeT 3agadqn no
nepegade UDP, Syslog, SPAN Tpacuka
notpebuTensam 3a npeaenamn LOBEPEHHOr0
CermMeHTa, 130nnpys 3TOT CermeHT. Vimeet
pe3epBMpOBaHMe Mo 3NEKTPONUTAHNIO.

InfoDiode RACK double

basoBoe annapatHoe pelleHue Ang MOHTaXa
Ha DIN-peiiky. Ceptucpuumposaso ®CTIK V[
(4). O6ecne4mBaeT 3alnTy Ha annapartHom
ypoBHe. Pewaet 3agadqn no nepepave UDP,
Syslog, SPAN Tpacbuka notpebutensm 3a
npeaenamu [0BEPEHHOr0 CermMmeHTa, n3onupys
9TOT CErMeHT.

ba3oBoe annapatHOe peLleHue A1 MOHTaxXa B
CTOWKY (nBa «nomga» B OQHOM).
CeptncpuumpoBaHo OCT3K  v[ (4).
O6ecne4nBaeT 3aLUTy Ha annapaTHOM YpPOBHE.
Pewaer 3apga4n no nepepade UDP, Syslog,
SPAN Tpacbhuka notpebutensm 3a npegenamu
LOBEPEHHOr0  CermMeHTa,  M3onupys  310T
cermMeHT.  lImeer  pesepBMpOBaHWe Mo
3NEKTPONUTAHNIO.
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AnnapatHo-nporpammHbie komninekcol InfoDiode

InfoDiode PRO u InfoDiode SMART — ceptudpuumposanHbie ®CTIK V[ (4) pewenus. MpeaHasHayveHbl ans nepeaadin 3Havu-
MbIX 0ainoBbIX MOTOKOB, ANCTPUOYTUBOB, pennuk BM 1 6a3 AaHHbIX, 3NEKTPOHHOW NOYTbI, 63KANO0B, NPOMBbILLNEHHbIX MPOTO-
konoB u pennnk SCADA cucTem U3 JOBEPEHHOIO CErMeHTa BOBHE. [103BONAIOT CO34aTb NOHOLEHHbIE KONUI AaHHbIX 3a Npe-
Jienamm 3alMiLLaemoro CeTeBoro nepumeTpa.

InfoDiode PRO base

basosoe annapatHo-nporpaMmmHoe peLleHue.
CeptucpmumposaHo ®CTIK VYO (4). O6ecne4msaer
3alMTY Ha annapaTtHOM YpoBHe. Pelsaet 3agaun no
nepenade  QalnoBbiX  MOTOKOB,  AWUCTPUOGYTWBOB,
03KanoB 6a3 [aHHbIX, PEnuK BUPTYaNibHbIX MALLWH,
3MIEKTPOHHOW MOYTbI, BMOEO W APpYyroro tpaduka 3a
npenensl [I0BEPEHHOr0 CermeHTa LLeneBbIM
noTpebuTensmM, 301nUpys 3TOT CErMEHT.

InfoDiode PRO cluster

KnactepHoe  annapaTtHO-MpOrpammMHOe  PeLUeHue.
CeptucpuumposaHo ®CTIK VI (4). O6ecneymsaer
3aWnTy Ha annapaTHOM YpoBHe. PeluaeTt 3agayn no
nepepaye  (hamnoBbiX NOTOKOB,  AUCTPUOYTMBOB,
63kanoB 6a3 AaHHbIX, PENAUK BUPTYanbHbIX MaLLUH,
9NTEKTPOHHON MOYThI, BUAEO W APYroro Tpaduka 3a
npeaensl NI0BEPEHHOr0 CerMeHTa LIeNIeBbIM
noTpebuUTenaMm, n3onnpys atot CErmMeHT.
O6ecne4nBaeT MOBBIWEHHYD  OTKA30YCTOM4YMBOCTb
nepefayn AaHHbIX 3a CHET KNacTepu3aun O0CHOBHbIX
KOMMOHEHT.

InfoDiode SMART

HoBoe annapaTHO-NporpaMMHOE  peLieHne  Anis
nepejayn NPOMbILLIEHHBIX NPOTOKOJ0B. O6ecneymBaet
nuterpaumio  SCADA  cucteM M OpraHusaumio
0e30nacHoro  (OYHKUMOHUPOBAHMA  CUTYALMOHHbIX
LLlEHTPOB, Haxoaawmxcs 3a rpaHuuen nepumetpa KU,
B YCNOBWAX €ro rapaHTUpPOBaHHOM N30NALUN.

MoxeT nepefaBath Cpa3y HECKOMbKO BUAOB Tpadhuka
(Chaiinbl, NpoOMbILLNEHHbIE NPOTOKONLI, BUAEO). meeT
APl nona  peanu3auum  nepefays  HeTWUMOBbIX
NPOTOKOJIO0B.
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Tabnuua nog6éopa pewieHust InfoDiode

HanmeHoBaHue peLueHus

MapameTpbl ATK InfoDiode ATK InfoDiode AK InfoDiode AK InfoDiode
PRO SMART MINI RACK
OaHoHanpaBneHHbIN Tpaduk ¢
OTCYTCTBUEM (DU3NYECKON
BO3MOXHOCTW Nepefadn B 06paTHyto fla fla fla fla
CTOPOHY
VHTEHCHBHAS Mepegava ﬂepvenaqa UDP u ﬂepvenaqa UDP u
y Konui Tpadhuka npu | Konuii Tpadpmka npu
OCHOBHOE Ha3Ha4eHue (barinosas nepenasa POMBILINEHHBIX pasMeLLeHmnn pas3meLLeHnu
3HAYMTENbHbIX MPOTOKOJIOB 1 . , »
yctpoiicTea Ha DIN- ycTpoiictea B 19
06bEMOB JJaHHbIX JanHbix SCADA y y
peiike CTOIKe
MpOMbILLINEHHbIE NPOTOKONbI U NPOTOKOMbI MOHUTOPHUHIa
OPC UA
OPC DA
Modbus TCP
Omron FINS
S7
Mitsubishi SLMP Her Ha* Her Her
IEC 61850 MMS
IEC 60870-5-104
DLMS
MQTT Ja
SNMP B nnane 1 kB. 2024r.
®daiinosblit 06MeH
FTP(S)
SMTP(S)
SFTP la Ja** Het Het
SMB\CIFS
SFTP
Tpacouk over UDP 1 noToKoBbIN Tpadhuk
Syslog
Aa Aa
netcat
y a a
SPAN Tpaduk, Hepa36opynBbIii Her Her h n
CTPUMMUHT
UDP unicast la
UDP multicast Her Het
Het Ja
UDP broadcast
Ha Ha
CTpumuHr paboyero ctona APM la

* - ¢ ucnonb3oBannem gon. M0 — pewenuns ot MasterSCADA (MasterOPC). ins nepeaadn OPC DA — Master OPC ycTanaBnusaeTcs Ha cepsepbl/BM'bi

NCTOYHMKA U NPUEMHUKaA

** - ¢ ncnonb3osaxmem gon. M0 — koHHeKkTOpbl 0T AMT-TPYN
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Tabnuua nog6éopa pewieHust InfoDiode

HaumeHoBaHue peLueHus

MapameTpsl AMK InfoDiode AlK InfoDiode AK InfoDiode AK InfoDiode
PRO SMART MINI RACK
dunanyeckune NopTbl U NPoONycKHas crnoco6HOCT
Mopt IN — 10/100/1000 Mbit/s,
RJ-45 (mepb)
1000 1000 100/1000
Mopt OUT — 10/100/1000 Mbit/s,
RJ-45 (megpb)
1000
Mopt IN — 10/100/1000 Mbit/s,
SX/LX (onTuka LC-LC)
Het Het Het

Mopt OUT - 10/100/1000 Mbit/s,
SX/LX (onTuka LC-LC)

KoHchuryprpoBaHme, HafieXXHOCTb 1 MOHUTOPUHT YCTPOIiCTBA

MporpamMmmHbIe CPeCcTBA HACTPOMKN

Be6-koHCcoMb
Cli
@aiin KoHurypawmn

M0 KoHdpurypatop
@ain KoHgurypaumu

Hert, B cocTaBe
peLIeHNs
otcytcTByeT 10

HeT, B cocTaBe
peLIeHNs
otcytetayet 10

Knactepu3aauus

PesepBupoBaHue anekTponuTaHms

KoHTpOsb LienoCcTHOCTY nepesaBaemMblx
NaHHbIX

Co6bITUs 6€30NaCHOCTYU U UHTErpauus
¢ SIEM

MonuTopuHr no SNMP

Ja

Het

Het

Het

Ja

Ja

Ja

Het

Het

TexHu4eckas nofaepxka, ceptnchmkaumsa u KnaccuukaTopsl

Poccuiickas paspaboTtka

NuueHaung C3KN ®CTIK y
pa3paboTynka

CepBuC rapaHTUIAHOTO 06CTYXMBAHNA
Ha Tepputopun PO

Ceptuchukar ®CTIK Y14

CepTudumkar cooTBETCTBUSA
TaMOXXEHHOT0 COK3a

Peectp poccuiickoro M0
(MuHUnpb! PO)

Karanor TG
(MunnpowmTpora PO)

PeecTp npombILLneHHON NpOAyKLmMK,
npou3BefeHHoN Ha Tepputopun PO
(MunnpowmTtpora P®)

Ja

Ja

B npouecce
BHeCeHus

Ja

Ja

TH B3

8517 62000 3

8517 62000 3

8517 62000 3

8517 62000 3

OKna 2

26.20.40.140

26.20.40.140

26.20.40.140

26.20.40.140

KTPY (pekomeHmyembilii)

26.20.40.140

26.20.40.140

26.20.40.140

26.20.40.140
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TexHuyeckue xapakrepuctukn AK InfoDiode

XapaKTepuCTUKH

AK InfoDiode RACK single

AK InfoDiode RACK double

AK InfoDiode MINI (Desktop, DIN module)

BapuaHTbl ucnosHeHns

Kpenex ans MoHTaxa
B 19” cTOMKY

Kpenex o1 MoHTaxa
B 19” cTonKy

HacTtonbHoe ucnonHenue u kpenex Ha DIN
-PEViKY 1 MOHTXHYIO NNacTUHy

CKopocTb nepefadn JaHHbIX

1 Gbps

1 Gbps, 2 Gbps npu
1CMoNb30BaHNUK 2 MOAYNEN

100/1000 Mbps

CraHzapTbl nepefayin gaHHbIX

1000Base-SX, 1000Base-T

1000Base-SX, 1000Base-T

100/1000Base-T

MopTbl 4N NOAKNIOYEHMS LC, RJ45 LC, RJ45 RJ45
060pya0BaHmMA
Temnepatypa Pa6oyas ot +0 o +40 C, Pa6oyas ot +0 o +40 C, Pa6oyas ot +0 o +50 C,

XpaHeHue o1 -40 po +70 C

XpaHeHue o1 -40 po +70 C

XpaHeHue oT -40 go +70 C

OTHOCWTENbHAS BNAXHOCTb

Pa6oyas ot 5 10 90%
XpaHeHue 0T 5 10 95% 6e3
06pa3oBaHus KOHAeHcaTa

Pa6oyas ot 5 10 90%
XpaHeHue o1 5 1o 95% 6e3
06pa3oBaHus KOHAeHcaTa

Pa6ou4as ot 5 10 90%
XpaHeHue 0T 5 10 95% 663 06pa3oBaHms
KOHJigHCaTa

MToHWXeHWe aTMOCEpHOro
AaBMeHNs, MM pT. CT.

500

500

500

AC/DC 4 BBopa, 230 VAC +/- 20%, 4 BBopa, 230 VAC +/- 20%, 2 BBoaa, 10-36 VDC,
50-60 'y, Max 15 W, 50-60 'y, Max 30 W, Max 10 W, apantep nutaHua 12V, 1,25 A
noakntoyenne IEC320 IEC  nopkntoyenune IEC320 IEC

CepTudomkarsl EAC EAC EAC

Paamepbl, LLUXBXI, Mm 440 x 44,5 x 250 440 x 44,5 x 250 120 x 50/40 x 145,5

Bec, kr 51 52 1

Cneundukauumn ana 3akasa AK InfoDiode*

Kog npogykTa Onucaxue

AMTID-HW-BK AK InfoDiode RACK single, chopm-thaktop 1RU (1Gbps, 1000Base-SX, LC-LC)

AMTID-HW-BKT AK InfoDiode RACK single, hopm-chaktop 1RU (1Gbps, 1000Base-T, RJ45)

AMTID-HW-HA-BK AK InfoDiode RACK double ¢ asyms mogynamu, dpopm-taktop 1RU (1Gbps, 1000Base-SX, LC-LC)

AMTID-HW-HA-BKT AK InfoDiode RACK double ¢ agsyms mogynsamu, dpopm-aktop 1RU (1Gbps, 1000Base-T, RJ45)

AMTID-HW-MINI AK InfoDiode MINI, HacTonbHOe ucnonHeHue, MoHTax Ha DIN-peitky (100/1000 Mbps, 100/1000Base-T, RJ45)

* LleHbl Ha yKasaHHbIe B TabNMLe KOAbl NPOAYKTOB NPEA0CTaBNAOTCA M0 3anpocy, npu o6palieHun Ha InfoDiode@amt.ru
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TexHuyeckue xapakrepuctuku AlK InfoDiode PRO

Mapametp Mokasarenb
[Mpon3BoANTENLHOCTD [0 900 Mbps
B03MOXHOCTb KnacTepusawmm Ectb

MNopaepxmBaemble MPOTOKOMbI

FTP/FTPS, CIFS, SMTP, SFTP, StartTls, IPSec, UDP

Moagepxusaemble MHTErpaLum

SNMP, Syslog, NTP, Active Directory

VHTepdhencol AaHHbIX/ ynpasneHns

4 x 1000Base-T

KommyTauuoHHble uHTepdencol conpsxeHns BHyTpu AlK - mexay
annapaTtHON KOMMOHEHTOM 1 cepBepamu

1000Base-SX

®opm-akTop AlK InfoDiode PRO base

3 rack unit (fBa cepeepa 1 0fHa annapatHas KOMMOHEHTA -

Nno 0OAHOMY rack unit Kaxgplit)

®opm-akrop AlK InfoDiode PRO cluster

6 rack unit (4eTbipe cepsepa W ABe [BOIHblE annapaTHbIe KOMMO-
HEHTbI - N0 0AHOMY rack unit Kaxabln)

B03M0OXHOCTb MOHTaXa B 19” TENEKOMMYHUKALMOHHBIN LiKadg) Ja
Bec AlK InfoDiode PRO base 25,1 kr
Bec AlK InfoDiode PRO cluster 50,6 kr

InekTponuTaHue 100 - 240 B (AC)

Yactota 50 - 60 'y (onHOMA3HBIN)
lMoHWKeHMe aTMOCEPHOr0 fAaBfeHNs, MM PT. CT. 500

Pa6ouas Temneparypa Bo3fyxa 10-35C

Pa6oyas BnaxHoCTb BO3yxa 5-95%

Cneundukauus ans 3akasa AlK InfoDiode PRO*

Kog npogykTa Onwucaxue

MonHoe onucaHue

AMK InfoDiode PRO base

AMTID-IDK-1000-SCFM AlNK InfoDiode PRO base, Bkntoyas

10 InfoDiode PRO

Komnnekt 6a3oBoro o6opygosanus AlK: 2 npokcu-cepsepa,
AK InfoDiode RACK single (AMTID-HW-BK), hopm-ghakTop
3RU, MporpammHoe o6ecneyeHue InfoDiode PRO

AlK InfoDiode PRO cluster

AMTID-IDK-2000-SCFMHA AlK InfoDiode PRO cluster, Bkntoyas

10 InfoDiode PRO

Komnekt 060pynoBaHus s opraHnsanmum 0TkasoycTon4meo-
ro knactepa AlK: 4 npokcu-cepsepa, 2 AK InfoDiode RACK
double (AMTID-HW-HA-BK), dhopm-chaktop 6RU, Mporpamm-
Hoe o6ecneyeHue InfoDiode PRO

* LleHbl Ha yKasaHHbIe B TabNMLe KOAbl NPOAYKTOB NPEA0CTaBNATCA Mo 3anpocy, npu o6patlieHun Ha InfoDiode@amt.ru
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TexHuyeckue xapakrepuctukun AMK InfoDiode SMART

MapameTp lMokasarensb

Mpon3BOAUTENbHOCTb [o 1 Gbps

MoaaepxnuBaemMble MPOTOKOSbI (B TOM YucAe ¢ ucnonb3oaHnem gonon- OPG UA/DA, Modbus TCP, Omron FINS, Mitsubishi SLMP, IEC

HWUTENBHbIX KOHHEKTOPOB) 61850 MMS, IEC 60870-5-101/103/104, DLMS, S7, DNP.3,
FDST, ICCP (TASE 2), C37.118
MoanepxmBaemble UHTErpaLuu Ovation OPG Server, Siemens WINCC, KepServerEX, Aveva Histo-

rian (Wonderware), MasterSCADA 4D/MasterOPC, KOTMI, ACO-
KY, COY ®okyc, Alpha.SCADA

ViHTepeichl LaHHbIX/ ynpasneHus 2 x 1000Base-T

®opm-dakTop AlK InfoDiode SMART 1 rack unit

B03M0OXHOCTb MOHTaXa B 19” TENEKOMMYHUKALMOHHBIN LiKad) Ja

dnekTponuTasme 4 BBogia, 100 — 240 B (AC), Max 60 W, nyckoBoli TOK - He 6onee
10 A Ha Kax[blii BBOA

YactoTa 50 - 60 'y (ooHOMA3HBIN)

Cxema oxnaxpeHus MaccusHas (6e3BEHTMNATOPHAA)

[ToHWXeHWe aTMOCEPHOr0 AaBNeHUs, MM PT. CT. 500

Pabou4ne Temnepatypa 1 BNaXXHOCTb BO3Ayxa 0-40C,5-95%

Pasmepbl, LLUXBXI, Mm 483 x 44,5 x 250

Bec, kr 6,1

Cneundmnkauus ana 3akasa AlK InfoDiode SMART

Kog npogykTa Onuncanme lMonHoe onncaHwe

AlK InfoDiode SMART

AMTID-SMRT-BK-1000  AIK InfoDiode SMART - Base KIT, 1Gbps,  AIlK InfoDiode SMART, 6a308biii KomnnekT: dhopm-gaktop 1RU
Bkntoyas M0 InfoDiode SMART (1Gbps, 1000Base-T, RJ45), Mporpammuoe o6ecneyenue InfoDi-
ode SMART Ha AlK InfoDiode SMART, nogaepxka UDP, MQTT

KonHektopbl gns AlK InfoDiode SMART

AMTID-SMRT-CN-MB BHeluHee nporpamMmHoe obecneveHue ans  [porpammHoe o6ecrneyeHne (KOHHekTop) ans BM u/unm cepse-
AlK InfoDiode SMART - BHelLHW KOHHEK-  poB, ansa pa6oTbl AMK InfoDiode SMART ¢ nofaep»xkoii npo-
Top ans npotokona ModBus MbILLNIEHHOr0 npoTokona ModBus

AMTID-SMRT-CN-OPCUA BHewHee nporpammuoe obecnedenue ans  lporpammHoe obecneyeHne (KOHHeKTop) ans BM w/unu cepse-
AlK InfoDiode SMART - BHelLHW KOHHEK-  poB, ansa pa6oTbl AMK InfoDiode SMART ¢ nofaep»xkoii npo-
Top ansa npotokona OPC-UA MblLLINeHHOro npotokona OPC-UA

AMTID-SMRT-CN-FT BHeluHee nporpamMmHoe obecneveHue ans  [porpammHoe o6ecrneyeHne (KOHHekTop) ans BM u/unm cepse-
AlK InfoDiode SMART - BHelUHWiA KOHHEK-  poB, ans pa6oTbl AMK InfoDiode SMART ¢ nopaep»koit npoTo-
Top onsa npotokonos FTP/FTPS, CIFS, SFTP  konos FTP/FTPS, CIFS, SFTP

* LleHbl Ha yKasaHHbIe B TabNMLe KOAbl NPOAYKTOB NPeA0CTaBNATCA M0 3anpocy, npu o6patlieHun Ha InfoDiode@amt.ru
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