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InfoWatch ARMA

OTeyecTBeHHaa cuctemMa
3awuTbl UHchopmauuum B ACY TI1
Ha NMPOMBbILUIEHHbIX NPegNpPUATUAX

PasButne MHayctpum 4.0 NnprBENO K CAVSHUIO ABYX «<MnpoB» — ACY Tl n knaccuyeckoro IT, paHee
CyLLeCTBOBaBLUMX N30IMPOBAHHO APYT OT Apyra. TpaanumnoHHas Mmogens yrpos OT-ceTtel Hauana obpacTaTb
YA3BUMOCTAMMN MHPOPMALIMOHHbBIX CUCTEM CO CTOPOHBI IT. DTOT NpoLuecc NAET B YC/IOBUAX, KOrAa Ha NPeAnpUATUax
CpeACTBa 3alMTbl yCTaHaBIMBAKOTCA TOYEYHO, C/1Tab0 MHTErPUPOBaHbl MeXAy COO0MN U He MMEIDT eANHOro LeHTpa
ynpasneHus. Pesynbrat — otcyTcTBue y aenaptameHToB VB ACY Tl BO3MOXHOCTEN onepaTtnBHO pearnpoBaTb

Ha BTOPXEHMS 1 knbepartaku.

(; InfoWatch ARMA — oTteuecTBeHHaa cUCTEMA 3aLUUTbl UHOpPMaLUKn
ARMA ﬁ B ACY TI1 Ha npoMbIWNeHHbIX NPeanpUATUaX

[Mo3BoNAeT NOCTPOUTL LIENOHNPOBAHHYIO 3aLLMTY MHDOPMaLMK OT COBPEMEHHbIX KNGepyrpos,
NCXOAALNX KaK OT BHYTPEHHMX, TakK 1 OT BHELLHWX HapyLIUTenen.

MNosBonsieT BbINOAHUTL A0 90% TEeXHUYECKUX Mep
NMpukasa N°239 OCTIK Poccun ot 25 gekadbpsa 2017

PuMcknmMu uncpamm Ha grarpaMme ykasaHbl rpynmbl

XVl mep Mpukasa N°239 ®CTIK Poccuu.
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CocTtaB cucrembl 3aLUThbl
InfoWatch ARMA

CepTncnumpoBaHHbI NMPOMbILLIEHHbI
MexXceTeBon 3KpaH Hosoro nokoneHust (NGFW)

Infowatch ARMA Industrial Firewall

CpeactBo 3awmThbl paboynx cTaHUum
n cepsepoB ACY TTI1

InfoWatch ARMA Industrial Endpoint

Bce npogykThl
WHTErpUpOBaHbI
g Mexay coGoii »

EovHbIN LeHTp ynpaBneHns CUCTEMOM 3aLUUThbI
InfoWatch ARMA

InfoWatch ARMA Management Console




InfoWatch ARMA
Industrial Firewall

CepTnnumMpoBaHHbIN MPOMbILUIEHHbIR
MeXCeTeBOW 3KPaH HOBOIO
nokonenusa (NGFW)

InfoWatch ARMA Industrial Firewall nossonser cBoeBpeMeHHO 06HapyX1BaTb 1 6/10KMPOBaTh aTakm
‘ Ha ACY TI1, nonbITKK aKCnyaTaumm ya3BMMOCTEN, a TakXKe 3alMilaTh OT HECAaHKLMOHNPOBaHHbIX
NEeNCTBUIA B MPOMBbILLINIEHHOW CETU.

Kakue 3agaum pewaer

@

3awuTa nHpopmaumm B ACY TI1 ot Knbepatak U HECaHKLUMOHUPOBAHHOIO AoOCTYNna

VIMeeT BO3MOXHOCTb (hu/ibTpaLmm cETeBOro Tpaurka Ha NpukiagHoM ypoBHe 6narofgaps TeXHON0rum riy6oKom
NHCNEKLMM NPOMBbILLNEHHbIX NPOTOKOMOB (DPI). COAepXXnNT BCTPOEHHYIO CUCTEMY OOHAPYXXEHMS 1 NpeaoTBPaLLeHNA
BTOPXXEHWM, a Tak>Ke BO3MOXHOCTb OpraHM3aunmn 6e3onacHoro yganéHHoro nogknoverms dyepes VPN.

LERE

CootBeTtcTBUE TPeOOBaHMAM perynaropa

[No3BoONgeT peann3oBaTtb Mepbl 3aLUMThl 3HaUMMbIX 00bekToB KV, cornacHo tpeboBaHuam [Npukasa N°239 OCTIK
Poccun. Mimeet ceptudmkat ®CTIK Poccun (N°4429 co cpokom aencteug go 27 nonsa 2026) no 4 ypoBHIO A0BEPUS.
ABNgeTcs MexceTeBbIM 3kpaHOM Tuna «/[» yetBépToro knacca sawmntbl (MT.M3.44.13) n cnctemon oOHapyXeHnq
BTOPXKEHWI YPOBHA ceTn yeTBEPTOro knacca 3awmtol (MT.COB.C4.M3). Bkao4éH B eAnHbIR peecTp poccuinckoro MO
MuHKOMCBSA3M PO.

u

oo
O6ecneyeHmne HenpepbiBHOM paboTtbl ACY TI1 B ycnosusix coemewenus IT nu OT

OcTaHoBKa paboThbl CPEACTB 3alUWThbl MOXET NPUBECTN K MPOHUKHOBEHMIO 3M10YMbILIIEHHNKOB B MPOMbILLIEHHYO
CeTb U1, Kak CNeacTBme, — K HapyLleHnio TexHonornyeckoro npouecca. InfoWatch ARMA Industrial Firewall
NOAAEPXKMBAET PEXMM OTKa30yCTOMYMBOrO Knactepa, 61arogapsa KOTOPOMY MOBbLILWAET HAAEXHOCTb PpaboThl
cucTeMbl 3aWnTbl nHopmauunm B ACY TI1.



CBOeBpeMeHHOe 06HapyXeHne 1 NnpegoTepalleHne BTopxeHui B ACY Tl 3aBucut
noquy n pO(beCCMOHan bl OT CMNOCOOHOCTN CPpecTBa 3aLUnTbl MHPOPMaLIMN aHaIM3nPOoBaTb COAEPXaHNE NakeToB

npowmblilAeHHoro tTpaduka. InfoWatch ARMA Industrial Firewall rny6oko nHcnektnpyet

AOBepﬂ IOT 34d LU‘MTy ACy Trl nakeTbl MPOMbILLIIEHHBIX MPOTOKOMOB. [1pefocTaBNgeT NOIHYIO MH(POPMALIMIO O COOLITUAX
o o 6€e30MacHOCTN B MPOMbILL/IEHHONM ceTh 1 no3BondeT 3awmuate ACY Tl oT kubepaTtak.
InfoWatch ARMA Industrial Firewall?

Fny6okas MHCNeKLUmMa nakeToB NPOMbILIIEHHOro Tpadpumka

Bbicokasa BUOMMOCTb NPOMbILL/IEHHOW CeTU OrpaHuyeHne NpoMmbILIeHHOro Tpaduka Ha YPOBHE OTAE/IbHbIX
MPOMbILU/TIEHHbIX MPOTOKO/10B

OnpepfenaeT NPOTOKO/bl HA OCHOBE CoAepXKaHNs NakeToB NPOMbILLIEHHOMO TpaduKa.

Pa360op cobbITnii 6€30MacHOCTX MO MPOMbILLIEHHBIM MPOTOKONaM NO3BONSET AeTanbHO

3admKcmpoBaTb AeNCTBUSA NONb30oBaTene n paboTy CUCTEM 1 CBOEBPEMEHHO

oTpearvpoBaTb Ha KWGepyrpo3bl.

[Mo3Bongdet 3afaTb NpaBuaa B3aMMOAENCTBUA B CETU Ha YPOBHE MPOMBbILLNEHHbIX
NMPOTOKO/OB W OTAE/bHbBIX KOMaHZ. 2T0 AaET BO3MOXHOCTb COKPATUTb MH(OPMaLIMOHHbIE
NOTOKM TOMBKO A0 PernaMeHTUPOBaHHbIX N YMEHbLUNTL KOTIMYECTBO /TOXHbIX
cpabaTtbiBaHW.

NMosBonser pa60TaTb C TpaCbVIKOM Ha ypoBHE KOMaHA NMpoToKo/10B U HACTPOUTb 3allnTy nog CBOU
3apaun. Bor HeKOTOpPble CLUueHapunn, KotTopbie UCMO/Ib3YIOT HAWKN KNTUEHTbI:

KoHTponb aencrTeuii nonb3oBaTtenemn KoHTponb HepgonycTuMbIx onepauun ¢ NJ1K
HasHaualiTe nonb3oBatenam npaea, UTOObI KOHTPOMNPOBATb 1EMTMTUMHOCTb ,D,el7ICTBl/IIZ YcTaHoBUTE 3anpeT Ha nsMmeHeHna B CMctemMe, B HaCTHOCTK, 6/'IOKVIDOBKy
B CeTu. Hanpmmep, OorpaHm4ybTe NpaBa onepartopa oo beHKLI,l/II/I UTeHnq l/IHdi)OpMaLI,I/II/I. NNy onoBeLlleHmne npmn NonbiTke 3arpy3ky nporpamMmbl ynpasneHna nan 0OHOBMEHMUA

onepaunoHHol cuctemsl MNJ1K.



Kakue npotokonbl uHcnektupyet InfoWatch ARMA Industrial Firewall

[ny6uHa NpopaboTkn 1 0OOBLEM NOAAEPXKMBAEMbIX (DYHKLMI N MapaMeTpoB NpuBeAEH B TexHnyeckoM onvcanum InfoWatch ARMA Industrial Firewall.

lNo3Bonsget counbTpoBaTh NO MNOJSIAM A0 YPOBHSA KOMaHA U UX 3HAYEHUMN OO6Hapy>X1BaeT BTOPXXEHUSA U OCYLLIECTBNSIET MOHUTOPUHI

S7 Communication S7 Communication

S7 Communication plus

Modbus TCP Modbus TCP

Modbus TCP x90 func. code (UMAS) Modbus TCP x90 func. code (UMAS)
OPC DA OPC DA

OPC UA OPC UA

IEC 61850-8-1 MMS

IEC 61850-8-1 GOOSE

IEC 60870-5-104

IEC 61850-8-1 MMS

IEC 61850-8-1 GOOSE

IEC 60870-5-104

ENIP / CIP

Profinet

DNP3



MpoMbiwNeHHaa cucTema oGHapYXeHUs 1 NpeaoTBPaLLEHUSA BTOPXEHUN

OG6Hapy>xnBaeT 1 6110KNPYET KOMMAbIOTEPHbIE aTaki Ha ACY Tl 1 nonbITkKn skcnayataunn yassmmoctei MNJ1K.

MouyeMmy Halwa cnctema o6Hapy>XeHUa U NpeaoTBpaLLEeHUs BTOpXXeHun achdhekTneHee knaccuvecknx COB?

CopepXxut 6a3y pelualoLwmx npasmn o6HapyXeHus Mcnonb3yeT rny6okyto nHecrnekuyuto npotokonos (DPI)

M npepoTBpaLlleHnsa BTopxeHuin gns ACY Tr1 Ans 6nokMpoBKK kKnbepartak Ha ACY TrI1

OéHapyxleaeT NOMbITKM aKCMN/TyaTaunmn Kak K/1aCCnYyeCKmnx yQSBVlMOCTeVI (OI'IepaLJ,I/IOHHbIX Bnarouapﬂ AetasibHoOMYy pa360py Tpadﬁ)VIKa 00 YPOBHA KOMaH4 1 nX 3HaYeHuNn
CNCTEM, 6a3 AaHHbIX, CKaHNpOBaHNA CeTn 1 ,Elp.), TakK CI'IeLI,VICbVIL{eCKI/IX yF!SBI/IMOCTeVI MOXHO HACTpPOWTb aBTOMATUYECKYIO 6/'IOKI/IDOBKy BPeAOHOCHbIX MakeToB B Tpad)l/IKe
ACY TI1. [Mo3BOMSET CaMOCTOSATENNbHO AOMNOMHATL NPeayCcTaHOBAEHHYO 6aly COB OT UCTOYHMKA YIrPO3bl.

COOCTBEHHbIMW NO/1b30BATENbCKUMM npasunamu angd MaKCUMaibHOM 3alnThl

KOHKpeTHbIX ACY TrI.

MeXxceTeBoe aKpaHUpPOBaHUE AN NPOMbILL/IEHHbIX 06BbEKTOB

KOHTpOMpyeT AOCTYN K CeTeBbIM pecypcaMm, 3allmiaeT OT HECAHKLIMOHMPOBAHHOMO AENCTBMA B MPOMbILLIEHHOW CETN U perncTpupyeT Bce MHMOPMALIMOHHbIE MOTOKM.

Mo4yeMy Hall MeXxceTeBOM 3KpaH rnosbIwaeT achpheKTMBHOCTb 3awmTbl ACY TI?

MNMpepoTBpaLLaeT camMble PacnpoCTPaHEHHbIE aTakN Ha CEpPBUCHbIE Mcnonbsyet rnyb6okyo uHcnekumio npotokonos (DPI)

hbyHKUUN NpOMBILLINEHHOrO o60opyaoBaHUS ansa MmkpocerMmeHTaumm cetn ACY Tl

MNosBongaer OrpaHnNYNTb NCNOMb30BaHNE CePBUCHbIX beHKLI,I/IVI MPOMbILNMEHHOIO [NosBondaer KOHTPOMMPOBATb l/IHCbOpMaLI,l/IOHHbIe MOTOKN KakK Mexay IT-n OT—CeTﬂMVI,
TpagurKa: 3anpeTnTb HeCaHKLUMOHVPOBaHHble aencteua ¢ [MJTK: nepenpowmBky, Tak 1 Mexnay cermeHtamu, Hanpumep, BHyTpn OT-ceTel, a TakxXe rmbKo pasrpaHmMymBaTh
nameHeHue MO, sanuce nHpopmaumm 8 MK 1 ap. npaBa nonb3oBatener BHyTpu OT-cermeHTa. MrkpocermeHTaums nossonder

npeaoTBpaTHTL NOTEHLMAaNbHYIO ataky Aaxe B C/lydae NOSABNEeHUs HeJOBEPEHHbIX
cuctem BHyTpm ACY TT1.

OGecneunsaeT 3alUUTY MHOPMALIMM NP 0ObeANHEHWM B €ANHYIO CeTb (h1IManos

5630I'IaCHoe ynaneHHoe I'IO.El,KnIO‘-IeHMe t-Iepe?’ VPN npeanpuaTns, yaané&HHoM noaxkaYeHun K Npou3BoACTBEHHOM NoLwanke

AW NpU paboTe TEXHNYECKOV NOAAEPXKKN.



NMpumepbl yctaHoBKU InfoWatch ARMA Industrial Firewall

LecTb cnoco60B 3aLuUTbl OT PAaCNPOCTPAHEHHbIX TUMOB KU6GEpPYrpos.

Coop
TenemeTpumn 2. MIHgpopmaums o6 OC (B yactHocTn Windows)

3awumwanTte
ACY TI1 Ha rpaHuue

C KopnopatTmBHbIM CermeHToOM
prop e} @ O

| m— —
Kuéepvrpo3bl WHTEepHeT KopnopaTtusHbIii YpoBeHb
Pyrp | CermMeHT SCADA
PaccmoTtpum npumep: ACY TI1 He nsonupoBsaHa . VingpopmavyonHbie sosaelicTens
OT KOPMOPaTUBHOM ceTu. BTOpXXeHne B MPOMBbILL/IEHHYIO

CceTb BO3MOXHO Yepes PULLIVHT, 3apaxéHHoe 0
WV B pe3ynbTate nepexoia Ha 3apak€HHbIi Be6-canT
1 fanee B MPOMbILLIEHHYIO CETb.

YposeHb [T/IK

CermeHTupyiTe cetb

ARMA(‘ I\ =3 MexXxnay KopnopatTuBHbIM CEFMEHTOM
A
nACY TI
NHTEpHET KopnopatvBHblii InfoWatch ARMA KommyTaTop CepBepbl
CermeHTt Industrial Firewall ACY TT AyTeHTuhuLMpyiiTe Nonb30BaTenel, 6nokupyiite ataku
C nomoLubto IPS, orpaHnymBainte MHMOPMaLVOHHbIE
Q% D NOTOKW 13 KOPNOPATUBHOM ceTu Ha ypoBeHb ACY Tr.
SYSLOG
SIEM APM SCADA
YposeHb
SCADA
DMZ =1 )
MK
CepBep AaHHbIX Sawmwaemas ACY T YposeHsb MJIK



Sawmwante ACY TN @?

&)

]

——
Ha rpaHMU‘e C KaHanom TexHnyeckas MHTEpHeT KopnopaTrBHbIli YpoeeHb SCADA
TEXHUYECKOU Noaaep>XkKu noAAEpxKa cerment
Knbepyrposbl
He3alwnWEHHbIN KaHan TeEXHUYEeCKOW NOALEPXKN
MO>XeT CNoCcOOCTBOBAThL NPOHNKHOBEHMNIO
BpeaoHoCcHoro MO wav npeaocTaBmTb
KnoepnpecTynHukam yaaneHHbIi 4OCTyn
K MPOMbILL/IEHHOW CETU.
’__ HanpasreHmne nHHOPMAUMOHHbBIX BO3AENACTBUNI
CQ =R
TexHn4yeckas nogaepxka YpogeHb MJ1K

& = Q)

WHTEepHeT KopnopaTuBHbii InfoWatch ARMA KommyTtaTtop
CermMeHT Industrial Firewall
Q B
SYSLOG
SIEM CepBep AaHHbIX
ARMA
=1 ®
TexHnyeckas InfoWatch ARMA Sawmuaemas ACY TI1
nogaepxka Industrial Firewall

(—[
CepBepsbl
ACY T

)

—

APM SCADA

YpoBeHb
SCADA

MK

YposeHs IM/1K

CermeHTupymte cetb MeXay TEXHUYECKOM
nogaep>xkonm n ACY Tl

BnokunpyinTe HepaspelléHHble AeNCTBUA TEXHUYECKOW
NOAAEPXKM NO YCTAHOB/IEHHbBIM 3apaHee npasuiam

1 npasam 419 Nob30BaTe NEeN, XYPHanMpynTe

BCe NPOUCXOAdALLNE OENCTBUS, BbIABIAUTE aTaky

1 pacnpocTpaHermne spedoHocHoro 0.



3awmanTe

B3anmocBsasaHHble ACY TI KopnopaThaHili cervent

Knbepyrposbl
Ecnn knbepnpectynHuk atakoBan ogHy ACY yepes
yassumoctn [MJ1K e€ ypoBHSA, OH MOXET MOy UYNTb R D D
[OCTYN K CMexHoM ACY uepes KOpropaTUBHbIl = — —
CErMEeHT UK CMEeXHbIV ypoBeHb /1K, Hanpasnerne YposeHb SCADA YpoBeHb SCADA

MHGOPMALMOHHBIX

BO34EHNCTBUI

YpoeHb [MTJTK YposeHb [T/IK
ACY TI1 ACY Tl 2
Q CermeHTupyiTe cetb
Mexay cMexHbimu ACY Tl
WHTEepHeT KopnopatusHbiii
CEermMeHT YcTaHoBMTE NpaBuaa v NOINTUKN B3aNMOAECTBUSA

ACY TI1, pa3HOro ypoBHS 3alUMULEHHOCTH, a TakXe
orpaHuybTe Tpauk cetr BHYTpU 060COONEHHbIX
NN CMeXHbIX ACY TT1.

ARMA D DTO MOXET ObITb 0COOEHHO aKTyaslbHO, eC/M OAHa
) “R) ’ :

—— — 13 ACY Tl noakntodeHa K BHEWHeN cucteme
YpoeeHb SCADA InfoWatch ARMA YposeHb SCADA nepenadv faHHbIX.
Industrial Firewall
YposeHb MJ1K YposeHb /1K
3awmiyaemas 3awmiyaemas
ACY TT1 ACY TI1



3awumuianTe cetb
mexay SCADA v NJ1K

Knbepyrposbl

[MpoHnKHOBEHKE BpedoHOCHOrO MO,
HeCaHKLUWOHMPOBAHHOE NOAK/IOYEHNE YCTPOWCTB =]
1 faxe OeCTBUA ONepaTopoOB MOTYT HaHeCT yuLep6

ACY Tl BHYTpM NnepumeTpa. Cepsepbi

ACY TI

YposeHb SCADA

ACY TI1
ARMA /—\
Q 'F:@
MHTepHet KopnopatvsHblii InfoWatch ARMA KommyTtaTtop

CerMeHT Industrial Firewall

DMZ =1
ARMA
Qﬁ é 'F®
SYSLOG
SIEM CepBep AaHHbIX InfoWatch ARMA

Industrial Firewall

VAL

YposeHs IMN/1K

APM
SCADA

=
CepBepbl
ACY TN

)

—

APM SCADA

YposeHb SCADA

4R =

InfoWatch ARMA YposeHb [1/1K
Industrial Firewall

CermeHtupymTte cetb
mexay SCADA v INJ1IK

B ACY TI1, rae HeT KpUTUYEeCKM OnacHbIX NPOLEeCCoB,
Hanpumep, Ha 3N1eKTPOCEeTAX, yCTaHOBKA MEXCETEBOrO
skpaHa mexay SCADA u INJIK no3BONT NOCTPOUTL
OOMNONHUTENbHbBIN 3LEN0H 3aLKThl, pa3aennTb Npasa
nonb3oBaTenen.



HononHutenbHble cueHapun 3alunTbl

Nony4anTe gaHHbIE O BCEX
COObITUAX NH(pOPMaALIMOHHOM
6e3onacHocTtu BHYTpu ACY TI1

Ecnuv He TpebyeTtca 610KMPOBaTh ataku, yCTaHOBUTE
InfoWatch ARMA Industrial Firewall B pexvme MOHUTOPUHIa
ceTu 1 nonydarite nHpopmaumio 06 aHoMannax 1 coobITUAX
©e30MacHoOCTH.

KopnopaTusHblii
cermeHT

Q

SIEM

4R

InfoWatch ARMA
Industrial Firewall

CeteBoe

o6opynoBaHune ACY TTI1

Cobbitns Vb

parHnya ACY TI1

==
CepBepbl
ACY TI1

SPAN

0]

InfoWatch ARMA
Industrial Firewall

APM
SCADA

Wkadebl
aBToMaTM3aLmm



HononHutenbHble cueHapun 3alunTbl

3awumwanTte yganéHHoe
noaksto4vYeHue

InfoWatch ARMA Industrial Firewall o6ecneunBaet
6e30nacHoe yaanéHHoe nogknoyveHre 6narogapsa 3awmre
KaHanoB aAMUHUCTPMPOBaHNA 1 CO34aHMIO Naponei
Pa3HOro YPOBHA C/IOXKHOCTEN, a Takxe 3alumiiaeTt
nepuMeTp CeTn Npu 00beAMHEHNN OOBLEKTOB B €ANHYIO
cetb (VPN).

YAanéHHbI
0OBLEKT

R

InfoWatch ARMA
Industrial Firewall

@

VPN

R

InfoWatch ARMA
Industrial Firewall

LleHTpanbHas

riyiowaagka



BapunaHTbl yCTAHOBKU U PeXUMOB pPaboThbl

Pexxnm mappyTtusauum

OGHapy>XbTe BTOPXEHUSA 1 3a610KUPYITE aTakun B CeTaX
C pa3HbIMMK agpecamu

B pexuvme mapuwpytnsaumm InfoWatch ARMA Industrial Firewall yHkunoHnpyer
KakK MEeXCeTeBOW aKpaH C PyHKUMAMYK OOHAPYXXEeHWS 1 NpeaoTBPaLLEHNS BTOPXEHW,
obecneynBas 3alWmnTy Nnepegayr nHpopmaunm Ha yposHe L3.

MOXeT MCMoMb30BaTbCA NPU 00beAVHEHWN NOACETEN, UMEIOLLMX Pa3HOe afpecHoe
NPOCTPAHCTRBO.

Pexunm npospayHoro mMocra

OGHapy>XbTe BTOPXEHUA N 3a6/10KUPYNTE aTaku B CETAX
c o6WwnM agpecom

InfoWatch ARMA Industrial Firewall paGoTtaeT kak cuctema oOHapyXeHnq
N NpeaoTBpPaLLEeHNst BTOPXKEHW B MPO3paYyHOM peximme ¢ BOSMOXHOCTBLIO 6/10KMPOBKHM
BPEeOOHOCHbIX MaKeTOB MeXAy CeTSMU OAHOIro aApPEeCHOr0 NMPOCTPAHCTBaA.

VIHTepdericbl Mpn 3TOM COeAMHEHbI B CETEBOI MOCT.
[Mpn 0BHapy>XeHU NOAO3PUTENBHOIO MO0 BPEAOHOCHOrO Tpadurka MHpopmMauna

O HEM OTMPaBAETCA Ha BeO-UHTepdec Ana MHOPMUPOBAHNA NOMTb30BaTeNeln,
a npu HeoBXoANMMOCTN — OJTIOKMPYETCH.

InfoWatch ARMA Industrial Firewall moxeT ycTaHaBnMBaTbCs B CETb B OAHOM U3 ABYX
TUNOB PEXMMOB paboThl. [1epBbIi — B pexume MapLlipyTnsaumm, Npo3paYyHoro MocTa,
OTKa30YyCTOMYMBOro KnacTepa Ui MOHUTOPUHIa. BTOpoi — KOMOBVHMPOBaHHbLIM COCOOOM.

4R

InfoWatch ARMA
Industrial Firewall

s s

Network Network

4R

InfoWatch ARMA
Industrial Firewall

Network Network



4R

InfoWatch ARMA
Industrial Firewall

3epPKaAIMPOBAHHBIN
ropr

G

Switch

D

Network

PeXXnm oTKaszoycTon4ymBoro Ksacrepa
B KOH(purypaumm active-passive

ObecneubTe HenpepbIBHOCTb U HAAEXHOCTb paboTtbl ACY TI1

B pexuvme oTkazoycTorumBoro knacrtepa Asa InfoWatch ARMA Industrial Firewall
0O0beAVHSIOTCA B €[IMHbINA K1acTep B pexumMe active-passive.

Becb Tpadhuk B knactepe obpabaTbiBaeT BeAylliee YCTPOMCTBO, @ pe3epBHOE —
HenpepbIBHO CUHXPOHU3MPYET C HUM CBOKO KOHUIypaumto n 6epéT Ha ce0a yHKLMIO
06paboTky Tpadunka, B C/iydae, ecnm Beylee yCTPONCTBO BbIAET U3 CTPOS.

Pe>XXnm MOHUTOpPUHra ¢ rnybokMM aHarIM3om
nakeToB Tpacuka (DPI)

OGHapy>XbTe BTOPXXEHUSA B KOMUKU ceTeBOro Tpacuka
C 3epKaniMpoBaHHOro nopra

B pexwume sniffing mode (moHuTopunHra) InfoWatch ARMA Industrial Firewall pa6otaet
B KauecTBe CUCTEMbl OOHAPYXXEHMS BTOPXKEHWUI, KOTOpas aHanu3npyeT Konnmn CETEBOro
Tpadrka, CHATOro C 3epKaavpoBaHHOrO NopTa.

[MpoBoanT rny6oknin aHanns naketos (DPI) n, B cnyvae HeOO6XOAMMOCTH, yBEAOMISET
cneymnanncta MB ACY TI1 0 cobbITUAX MHPOPMaLMOHHOW 6€30MacHOCTY.

s

Network

IP-aapec
“+®)

InfoWatch ARMA
Industrial Firewall

BepyLee yctponictBo

4R

InfoWatch ARMA
Industrial Firewall

Pe3epBHOE YCTPONCTBO

IP-aapec 2

Network



BapunaHTbl NOCTaBOK M annapaTtHble KOHdUrypauum

BapVIaHTbI NMOCTABOK

BMpTyaﬂbele MallUHbI

InfoWatch ARMA Industrial Firewall moxeT pa6oTaTb CO BCeMM NONyNSPHbIMK CUMCTEMaMM
BUPTYanu3aunm:

VMware
ORACLE VirtualBox

Microsoft Hyper-V

AnnapaTtHble KOHUrypaumm

MoHTax B 19-A10AMOBYIO CTOKY

ARMAIF-RUGRACK ARMAIF-19RACK

-
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InfoWatch ARMA Industrial Firewall noctaBnaetca B Buae o6pasa BUPTyasibHOW MaLUNHbI
NN KaK NPOrpaMMHO-annapaTtHbIi KOMMIEKC.

npOFpaMMHO-aI‘H‘IapaTHbIVI KoMMN/ieKkc

CepBepHOe 1 NPOMBILLIEHHOE UCMONHEHNS NPeayCMOTPEHbI 6e3 ABMXYLLMX YacTe:

CepBepbl Intel x86 / x64

npOMbIUJﬂeHHbIe KOMMbIOTEPbI

MAK InfoWatch ARMA npefactaBneH kak B CEPBEPHOM, TaK 1 B MPOMBbILLNEHHOM
NCMONHEHMSX 63 ABMXKYLLUMX YacTel A9 MOHTaxa B CTOKY unn Ha DIN-peiiky.

MoHTtax Ha DIN-peiiky nnu B 19-gi0iMoBYyto CTONKY

ARMAIF-DIN ARMAIF-BOX



[NprobpeTante NULEH3MIO B 3aBUCUMOCTH OT TeX (DYHKLNIA, KOTOPbIE HY>XHbl UMEHHO ceinvac
JlnueHsnm n onumn macwtTabmpoBaHus e il At A

paclwmnpuTb B IOOON MOMEHT NpK HEOOXOAUMOCTMW.

Buabl nuyeH3um Ha MO

1 [POMbILLEHHBIN MEXCETEBOW 3KpaH HOBOIO NokoneHus ¢ VPN
[MpoMbIlWNeHHas cuctema o6HapyXeHus 1 NnpeaoTepalleHuns BTopxeHnuii (IPS, IDS)

[MPOMBILLTEHHBIN MEXCETEBOW 3KPaH HOBOTO NokoneHns ¢ VPN

[Ny6okasa MHCNeKLUMSA NPOMBbILLNEHHbIX NPOoTOKoN0B (DPI)

n _ _ VPN C nonHoM NuueH3mner Bbl 3HaYMTENbHO paclwmpuTe BUAMMOCTb NPOMBbILLIEHHOW CeTH,
[PORMIETEMISRIRIET MISXESWEeH) ELRETR HIREOI® NN € cMmoxeTe paboTaTb C MPOMbILLNEHHBIMKU MPOTOKOAAMK, NOMb30BaTbCS 6a301M MPOMbILLNEHHbIX

CUrHATYpP U TOHKO HACTpamBaTb MNOTUTUKN 6e30MnacHOCTM.

ny6okada MHCNeKLUMsa NPOMbILINEHHbIX NpoTokonos (DPI)

[MpoMbIlWNeHHas cuctema o6HapyXeHus 1 NpeaoTBpalleHns BTopxeHnuii (IPS, IDS)



TexHn4YecKkne XxapakKTepUCTUKH

‘ ARMAIF-RUGRACK

VicnonHeHne
CeteBble noptbl Ethernet 176 / cek, wt
MaccuBHOe oxnaxaeHve

Mutaxne

Bcé o6opynoBaHme npeacraBneHo B 6a30BOM KoMiieKTaumm

MpeumywecTBa Pabotaet npu Temnepatypax ot —10 go +55°C
CreneHb 3awmnTbl kopnyca — IP 20

MoHTax B 19-410MMOBYIO CTOVKY

[poMbIWeHHOE, 6€3 OBVOKYLLMXCH YacTen

o 6

[a

24 B, 120 Bt, DC/ DC, pesepBurpoBaHme C NoaaepkKomn
roOpaAYen 3aMeHbI

O6ulas NponyckHaa CNOCOOHOCTbL BCEro YCTPOMCTBA C BKMIOYEHHBIM MOAY/1IEM MEXCETEBOIO 3KpaHMpoBaHug, [0/ cek o 4

O6Ulada NponyckHast CNOCOOGHOCTb BCEro YCTPOMCTBA C BK/IIOUYEHHbBIMY MOAYISIMY MEXCETEBOr0 3KPaHUPOBaHNS,
cucTeMbl 0GHapYXeHUs BTOPXEHU 1 ry6GoKO/ MHCMEeKLMeR NPOMbILLIEHHBIX MPOTOKOM0B, M6 / cek

MexceTeBOi aKpaH, NakeTos / cek

MexceTeBoW aKpaH, KoMYecTBO OAHOBPEMEHHbIX COeAnHEeHN (Ceccuii)

[abapuTHble pa3mepsl (L x [ x B), mm

Bec, kr

[o 500

[o 1800 000

Jo 2 000 000

U



e/ ARMAIF-19RACK Menyuecres

VicnonHeHne

CeteBble noptel Ethernet 176 / cek, wt
[MaccvBHOE oxNnaxaeHune

[MutanHne

O6Llas NponycKkHas CNoCOGHOCTb BCErO YCTPOMCTBA C BK/IOUYEHHBLIM MOAY/IEM MEXCETEBOr0 aKpaHMpoBaHus, M6 / cek

O6uas NnponyckHaa CNoCOOHOCTb BCEro YCTPOMCTBA C BKMOYEHHBIMU MOAYIAMU MEXCETEBOIO SKPaHMPOBaHUS,
CUCTEMbl OOHAPYXEHUS BTOPXXEHU 1 TyOOKOM MHCMEKLMEN MPOMBbILLIIEHHbIX MPOTOKO0B, M6 / cek

MexxceTeBoli akpaH, NakeToB / cek

MexceTeBol 3KpaH, KOIM4eCTBO OAHOBPEMEHHbIX COeANHEHUI (CeCCUi)
Pabotaet npu Temnepartypax

PaboTaeT npu BNaXHOCTU

[abapuTHble pa3mepsl (L x [ x B), mm

Bec, kr

[Npr HEOBXOAMMOCTM KOMIMIEKTYETCS NaTon bypass

MoHTax B 19-4101MMOBYIO CTONKY

CepBepHoe, 6e3 ABMXYLLUNXCA YacTen

4 B8 koHpurypaunn ARMAIF-19RACK-4E,
8 B kKoHUrypaunm ARMAIF-1I9RACK-8E

Het

2 x 450 BT, C BOSMOXHOCTbBIO ropsiyeit 3ameHbl

[o 6

[o 500

[o 2 000 000

[o 8 500 000

OT1 0 pgo +40°C

O7110 po 95% (6e3 KoHAeHcaTa)

444 x 615 x 44

10,8
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1 AR MAIF_DIN Mpenmywectea

VicnonHeHne

CeteBble nopThl Ethernet 116 / cek, wT
[MaccvBHOE OXNaxaeHne

[MutaHne

O6Lwasa NponyckHas CNOCOOHOCTb BCErO YCTPOWCTBA C BK/IIOYEHHbBIM MOAYNEM MEXCETEBOIO 3KPaHnpoBaHus, [0 / cek

O6Lasa NponyckHast CMoCOOHOCTb BCEMO YCTPOWCTBA C BKIIOUYEHHBIMU MOAYISIMY MEXCETEBOIO 3KPaHUPOBaHNS,
cucTeMbl 0GHapYXXeHNs BTOPXKEHU 1 ryGOoKOM MHCMEeKLMeRn NPOMbILLIEHHbBIX NPOTOKOM0B, M6 / cek

MexxceTeBoii akpaH, NakeToB / cek

MexceTeBoi akpaH, KONMMYeCcTBO OAHOBPEMEHHbIX COeANHEHUI (CECCIiA)
Pabotaet npu Temnepartypax

PaboTaeT npu BNaxXHOCTU

PaboTaet npu B1bGpaLuun

Pabotaet npun yaape

[abapuTHble pa3mepsl (L x 7 x B), mm

Bec, kr

20

CreneHb 3awwmThl kopnyca — IP 30

MoHTax Ha DIN-peliky nim HaCTobHOE UCMOHEHNE

[MpoMbILLIEHHOE, 6€3 ABMXKYLLMXCH YacTel

[o 4

[a

OT12 no 24 B, BHeLHWIA 6/10K NUTAHKS

o1

o 80

[0 120 000

[o 250 000

OT1-20 go +70°C

O715 po 95%

2G, o110 go 150 Iy, amnautyga — 0,35 MM

25G, nonycunHycomaa, NpoAo/IKUTENBHOCTL — 11 MC

155 x 110 x 79

1,15



ARMAIF-BOX MpeumywiecTtBa

VicnonHeHne

CeteBble nopThl Ethernet 116 / cek, wT
[MaccvBHOE OXNaxaeHne

[MutaHne

O6Lwasa NponyckHas CNOCOOHOCTb BCErO YCTPOMCTBA C BK/IIOYEHHbBIM MOAYNEM MEXCETEBOIO 3KPaHNpoBaHus, [0 / cek

O6Lasa NponyckHast CMOCOOHOCTb BCEMO YCTPOWCTBA C BKIIOUYEHHBIMM MOAYISIMY MEXCETEBOIO 3KPaHUPOBaHNS,
cucTeMbl 0GHapPYXXeHNs BTOPXKEHU 1 ry6GOoKOM MHCMEeKLMeR NPOMbILLIEHHbBIX NPOTOKoM0B, M6 / cek

MexxceTeBoii akpaH, NakeToB / cek

MexceTeBo akpaH, KOIM4eCTBO OAHOBPEMEHHbIX COeANHEHUI (CeCCIii)
Pabotaet npu Temnepartypax

PaboTaeT npu BNaxXHOCTU

PaboTaet npu B1bGpaLuun

Pabotaet npun yaape

[abapuTHble pa3mepsl (L x 7 x B), mm

Bec, kr

[pr BO3MOXHOCTM MOXET KOMM/IEKTOBATbCA N1aton bypass

MoHTax Ha DIN-peliky nim HaCToNbHOE UCMOMHEHNEe

[pombllwneHHoe, 6e3 ABVXKYLLMXCHA YacTen

[o 6

[a

2 x 24 B, BCTPOEHHbIe 6/10KN NNTaHWUA C pe3ePBLPOBaHNEM
(6€3 BOSMOXHOCTM ropsayeli 3ameHbl)

o 2

[0 180

[o 1100 000

o 1000 000

OT1-10 oo +40°C

OT15 no 95% (6e3 koHaeHcarTa)

3G, ot 5 0o 500 Iy,

20G, IEC-68-2-27, nonycuHycouaa, NPOA0IKUTENBHOCTL — 11 MC

192 x 230 x 127

4]
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InfoWatch ARMA Industrial Endpoint — nporpammHoe o6ecneveHne, KOTopoe 3aulnuiaeT paboune

InfowatCh ARMA ARMA@ CTaHUMW 1 cepBepbl OT KNOEpyrpo3 Ha YPOBHE ANCNETUYEPCKOro ynpaBaeHns, No3BoNad 3anyckaTte

TONbKO pa3pelléHHble NporpamMbl. BOKMpPYeT 3anycK HeJOBEPEHHbLIX MPOrPaMM U KOHTPOMPYeT

|I"'IdUStI’ia| End pOint LIENOCTHOCTb haiinoB pabounx cTaHUmii n cepeepoB ACY TrI.

CpepactBo 3aWwmTbl MHPOPMaLUn
pabounx ctaHuum u cepeepos ACY Tr1

Kakue 3agauum peLwaeTt

. Mo3BonseT co3gaTb 3aMKHYTYIO MPOrpaMMHYIo cpeay

KoHTponupyeT uenoctHocTb haiinos

HenpepblBHO cNneanT 3a HEM3MEHHOCTLIO CpeAbl pabounx cTaHuui 1 cepepoB ACY Tl — chaiinos, nanoxk,
KaTanoros.

KoHTponupyet 3anyck NpunoXXeHui no «6esomMy CrimcKy»

Pa3peluaeT 4OCTYN TOMBbKO K TEéM MPOorpamMMam, KOTopble HeoOGXoAMMbl cneumanmucTam ansa padoThbl.
Takoii «6enblii CNMCOK» AOBEPEHHbIX MPOrpamMmM MOXET (DOPMUPOBATLCHA Kak BPYUHYIO, TaK 1 aBTOMaTUYeCKMU,
€CN1 BKIOUNTL PEXUM 0By YEHMS.

KoHTponupyet nogkntovdeHne CbEMHbIX HOCUTENEN

MpeacTtaBbTe cutyaumto. Onepatop ACY T, UTo6bl HE CKy4aTb B HOUHYIO CMeHY, NpuHéc USB-moaem 1 noakaoumnn
ero k paboyeli cTaHuMmn B N301MpoBaHHOM cermeHTe. Cam TOro He NoJo3peBas, OH TONbKO YTO CO34a KaHas

ONs 0octaBkM BpeaoHocHoro MO,

InfoWatch ARMA Industrial Endpoint no3BonaeT pa3peluaTtb UK 3anpellatb NOAKIIOYEHNE CHEMHbBIX HOCUTENEN
Ha YpOBHE Kiacca yCTponcTB — Hanpumep, hnelw-Hocutenei, CD-/ DVD-AncKoB, MynbTUMEANAHBIX YCTPOUCTB 1 Ap.




B 4ém npeumyLlecTBa 3aMKHYTOW NPOrpaMMHON cpeabl
InfoWatch ARMA Industrial Endpoint

HenpepbiBHOCTL pa6oTtbl ACY TI1

3afava 3aMKHYTOW NPOrPaMMHON Cpefbl — COXPaHWUTh HEMPEPBIBHOCTL PAOOThI MPOMbILLIEHHbLIX CUCTEM.
BpepnoHocHoe nporpaMmHoe o6ecrnedeHne He CMOXET MOBNATL Ha CUCTEMY Aaxke NMpu 3arpyske Ha pabouyto
CcTaHUuWto. B otanyme ot 3alimThbl TO/IbKO C NPUMEHEHNEM aHTUBMUPYCa, HepaspelléHHoe MO He 3anycTuTcs,

a 3/10YMbILUNEHHWK HE CMOXET MPUYNHUTL BPeA, Aaxe eCcnn ero Koa ellé He nonan B 6a3bl aHTUBMPYCHbIX
cUrHaTyp.

MuHnmanbHasa Harpys3ka Ha oGopy.qoaaHme

InfoWatch ARMA Industrial Endpoint He NpOBOANT MOCTOAHHOIO CKaHMPOBaHNA, MOSTOMY HE CO3AaéT
OOMNONMHUTENbHOM Harpy3ku Ha paboune ctaHumum 1 cepeepbl ACY TI1.

ABTOMaTM3aUUSA NPOLIECCOB 3aLUUTbI

CaMOoCTOATENBHO COCTaBAAET «Oe/ible CNUCKN» MporpaMm 6narogaps PexXmnMy o0y4denuns. 10 No3BoNseT
CHU3UTb B/IMSHNE Ye/10BeYeCKoro akTtopa npu o6paboTke 60/1bLUINX MACCUBOB AaHHbIX.
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I f W t h AR MA InfoWatch ARMA Management Console no3Bo/sgeT 4eHTpann3oBaHHO OOHOBIATL MPOAYKThI
n o a C ARMA( cuctembl 3awnTbl InfoWatch ARMA 11 ynpaBisTh X KOHPUrypaumren, a Takxxe onTMmMnM3npoBaTb

Management Console

paboTy ¢ Knbepyrposammn 1 3HauMTENbHO MNOBBLICUTL CKOPOCTb PACC/1e10BaHNSA NHLUMAEHTOB.

EAQWHBIA LEeHTp ynpaBneHUa CUCTEMOW
3awumTbl InfoWatch ARMA
Kakue 3agaum pewaer

LleHTpanusoBaHHoOeE yrnpaBneHue cuctemom 3awutbl InfoWatch ARMA

[lo3BoNdeT LeHTpanM30BaHHO yNpaBaaTe KOHMUrypaumern n 06HOBAEHUAMY NPOMBILLIEHHOTO MEXCETEBOTO
3KpaHa HoBoro nokoneHnq (InfoWatch ARMA Industrial Firewall) 1 cpeactsa 3awmtbl pabounx CTaHUKi

n cepepoB ACY Tl (InfoWatch ARMA Industrial Endpoint), a Tak>xe 3arpy3koii 0GHOBNEHMA NpaBu/
npowmbliwneHHon COB, 3anyckom «6efblxX CIUCKOBY» MPOrpamMmm 1 CbEMHbBIX HOCUTENEN.

YnpasneHnue nHunaeHtamu Ub n nx paccnepnosaHue

PaccnepnoBatb MHUMAOEHTLI ObICTPEe 1 yaoOHEee, KOr4a OHM OTOOpaXxatoTcd B eANHOM BeO-UHTepence.
InfoWatch ARMA Management Console co6upaet cobbITnga MHPOPMaLNMOHHOM 6€30MaCHOCT, KOTOPbIe
NOCTYMWW CO CPeAcTB 3amnTbl cuctemsl InffoWatch ARMA v KoppenvpyeT nx B MHUMOEHT, NOKa3biBaeT
MNHUMAOEHTbBI Kak B3aMMOCBS3aHHYI0 LIeNoYKy COObITUIA 1 NO3BONGET ONPeAeUTb Hauyano kubepaTaku.
[Mpun HeobxoanmocTn nepedaét nx B SOC- 1 SIEM-cuctemsl 1 nHdpopmunpyet wrat Vb.

MpepoTtBpaLleHne yuwepba Ha npounsBoacTBe

[lo3BongdeT B aBTOMaTM3MPOBaHHOM PeXyMe HacTpanBaTb 1 NepefaBaTb peKOMeHaauUnn No peLeHmto
NHUMAEHTOB Kak COTpyAHWKaM BHYTpu wrata UB, Tak n ancnetyepam ACY Tl Ha NpoM3BOACTBEHHOM NAoLLaaKe.
[1Tpo3payHoe n YETKoE KPOCC-PYHKLIMOHANbHOE B3aUMOAENCTBME B €AMHOM BED-UHTEPdEce No3BoNdeT
OblCTpee /10Kan1M30BaTh Knbepartaky 1 CHU3UTb PUCK (Pr3MYecKoro yuepba Ha Npon3BoACTBeE.

MonHas KapTMHa MHOPMaLMOHHOK 6€30MacHOCTM Ha NPON3BOACTBE
[MpenocrtaBnaeT LeHTpanM30BaHHbIN U MTHOBEHHbIV OCTYMN KO BCEM AENCTBUSM NO/Ib30BaTe1en, COObITUAM

n nHumaeHTam b B ceTu, a Takxxe npoaykTam cuctemsl 3almtel InffoWatch ARMA He3aBucrMo OT MacliTaba
KOMMaHW1 1 Napka 060pya0BaHNS.




Kak nomoraeT cneunanuctam
UbB 6bicTpee n achcbekTuBHeEE
JPearvpoBatb Ha KubepaTakm

Cxema aBTOMaATU4YECKOMN
6NTOKNPOBKU Yrpo3bl
M eé NCTOYHUKA

KoHTponupyet n aHanusupyet cobbitua b
ABTOMaTMYECKad KapTa MH(MOPMaLMOHHBIX MOTOKOB AAET NOHYIO MH(POPMaLMIO O CETEBOM B3aMMOLENCTBIM

ceTeBbIX KOMMNOHeHTOB ACY TTI1, 4TO MO3BONAET CBOEBPEMEHHO BbISIBMSATE HAPYLEHWA B CEFMEHTauUnn cetu,
Hanndne Hebe3onacHoOro Tpadmka N yBeAoOMAATb O HeaBTOPU3OBAHHOM OCTYME.

ABTomaTtusupyert npouecchl Mb: oT pearmpoBaHnsa Ha MHLMAEHTbI
0O B3auMoaencTBmA cneumasimcToB

[NosBongaer HAaCTPOUTb aBTOMATU3NPOBAHHYIO peakKUynto Ha MHUMAEHT, Hanpumep, 6/‘IOKVIpOBKy atakum n eé
MCTOYHKKAE, N Nepedady nepCoHa/lbHbIX peKOMeHD,aLI,VIVI Mo pelweHno nHumngeHTa B 3aBMCMMOCTM OT ero Tmna.
CHMXXaeT KONMYeCcTBO NOXHbIX cpabaTbiBaHUMN

[NozBongaet HaCTpanBaTb MHOMBUAOYATbHbIE MPpaBW/ia Koppendaunn n pearmpoBaHna Ha MHUMOEHTLI.
270 CoKpallaeT KOMM4eCTBO JTOXHbIX cpaéaTmBaHmM N NOoBblIlLAeT CKOPOCTb 06Hapy>|<eHM9| Kméepyrpog.

4R 0 4R

[MpoMbILWNEHHBIN MNpoMmbIWwneHHbIR MNpoMbIWNeHHbIN
MeXCeTeBOW 3KpaH MeXCeTeBOW 3KpaH MeXCeTeBO 3KpaH

[MpaBuno 6/10KMPOBKM A7151 MPEeAOTBPALLUEHNS ATAKMU

% ®)

LleHTp ynpaBneHus
CUCTEMOWM 3aLUUTbI

Kubeparaka CooblyeHne
Ha ACY TI1 0 knbepartake

V/HCTD)/KLU/!FI 10 PeLleHno nHUYnQeHTa V/HCbOpMMDOBClHMe
006 uHUMaeHTe
Cneumnanuct b ACY TI1 AnmuHucTpatop cetn ACY TT1 Onepatop SIEM-cuctemsl
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NonpobyinTte Ha Bawem
npeanpuaTtmn -

KomaHpaa InfoWatch npegycmotpena HeCkonbko BapmuaHToB TecTupoBaHug InfoWatch ARMA. HauaTe MOXHO

C AeMOHCTpaunn paboThl, a Aanblle BblOpaTh, HY>XKHO N1 Bam npurnawars cneunanncta InfoWatch ana nposegeHmns
NMUAOTHOIO NPOEKTa UKW yAacTCA CAMOCTOATE/IbHO PAa3BEPHYTb PELLEHMNE Ha BaLLMX MOLLHOCTAX. YTO Obl Bbl

HI BbIOpaan, Mbl BaC NOAAEPXMNM.

sales@infowatch.ru +7 495 22 900 22

o ®
- INFOWATCH

InfoWatch — BegyLLnin pOCCUNCKKA pa3paboTumk pelleHnii Aona obecneyeHna MHPOoPMaLMOHHON 6e€30MacHOCTH
opraHusaumi. MouwHaa akagemmnyeckasa 6a3a, nyyllre MHXeHepbl, MateMaTuky U NuHreucTel ¢ 2003 roga
ob6ecneunBatoT TexHoornyeckoe npenmyulectso InfoWatch B o6nactv 3awmTbl NpeaAnpuATin OT COBPEMEHHbIX
Knoepyrpos, MHPOPMaUMOHHbIX 1 MHCAOEePCKMX aTak.

[MpU3HaHHbIN 3KCNepT 1 Anaep pbiHka Poccun n CHI™ B 06n1acTv 3awwmThl KOpnopaTuBHbIX AaHHbIX InfoWatch ycnelwHo
BbINoAHWA 6onee 3000 NPOeKTOB A4/ KOMMEPYECKNX 1 FOCYAapCTBEHHbIX OpraHn3aunii B 20-Tn cTpaHax mupa.

[Be Tpetn n3 50-T1 KpynHernLwmnx koMnaHnin Poccun (B COOTBETCTBUN C PENTUHIOM «2DKcnepTay) gosepunu InfoWatch
BbIMO/THEHNE MacCLUTaOHbIX 1, 3a4aCTyt0, HECTaHAAPTHbBIX MPOEKTOB, CBA3aHHbIX C MH(POPMALIMOHHON 6€30MacHOCTbLIO.
[MpuYrHa Takoro 4OBEPUA — HE TONTbKO BbICOKOE KayeCTBO M YHUKA/TbHOCTb TEXHOIOMUIA, HO U YyBCTBO YBEPEHHOCTH,
KOTOpOEe BO3HMKAET OT CoTpyaHMYecTBa ¢ InfoWatch 6narogaps conpoBOXAEHMIO KITMEHTOB Ha BCeX 3Tanax
NMPOEKTHbIX PadoT.

arma.infowatch.ru Q/InfoWatchOut E /InfoWatch
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[MonHoe nnm 4acTu4Hoe KOMMpPOBAHUE MATEPUA/IOB BO3ZMOXHO TO/ILKO MPU YKA3AHUN CChIIKU
HQ UCTOYHUK — CaiT infowatch.ru — nm Ha CTPAHNULY C NCXOAHOM MHGopmaymne
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