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AkTyanbHble VIb-3apgaun

[TpOTMBOAENCTBME COXHbBIM
yrpo3am B kKbeparpeccmBHOM
cpene

3amelleHne yweawmnx
MOCTaBLUMKOB B CXaTble CPOKM

CooTBeTcTBYE TPEGOBAHNSIM
perynaTopos

Kaspersky
Symphony

DKcnepTHay 3awunTa
ANs Bawero 6usHeca

PeweHne KUMA

Kasj (KUMA) —
BbICOKOMPOW3BOANTENBHOE peLleHue knacca SIEM poccuinckoro
NPOW3BOACTBA, NpeaHa3Ha4YeHHoe ANs LeHTPann3oBaHHOMro coopa,
aHanusa n koppenaunmn MIb-cobbiTnin 3 pasnnyHbiX UICTOYHNKOB
AaHHbIX AN BbIGBNEHWS NOTEHUMANbHbIX KNOEPUHLNOEHTOB

I CBOEBPEMEHHOW VX HETPanm3aLmm.

KomnnekcHaq sawmra

Kaspersky Unified Monitoring and Analysis Platform o6beanHseT
NpPoayKTbl «JlabopaTopuin Kacnepckoro» 1 CTOPOHHUX MOCTaBLLVKOB
B ednHyto cuctemy b n asngeTcs KoueBbiIM KOMMNOHEHTOM Ha

Ny T peannsaumm KOMMIEKCHOMo 3aMTHOro NoAxona, CocCoBHOro
obesonacuTb OT aKTyasbHbIX KN6EPYrPO3 HE TONbKO MO OTAENIbHOCTU
KOPMOPaTMBHYIO U UHOYCTPUAaNbHYO Cpeay, HO 1 Hanbonee
aKCnNyaTUpyeMbIA 310y MbILLAEHHKaMW CThIK IT/OT-cuctem.

Takxxe Kaspersky Unified Monitoring and Analysis Platform nomoraeTt
NOAOWT KOMIMJIEKCHO K BOMPOCY COOTBETCTBUS TPEBOBAHNSM
3aKOHOLAaTENbCTBA B 061acTy obecneyeHns 6e30nacHOCTN OO bEKTOB
KWIN. B yacTHOCTW, BCTPOEHHbIM Moaynb [ocCOlNKA nossonseT
HaNPAMYO 0BMEHMBAaTbLCS AaHHbIMY 06 nHUMaeHTax ¢ HKLKIA.
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ApxuteKTypa pelueHus
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Bnaropaps Hannunio y peluerns
rnékoro APl BO3MOXHa NHTerpaums

C LUNPOKUM HaBOPOM MNPOLYKTOB
CTOPOHHUX MOCTaBLUKOB, B TOM YnCe
€ NnaTGopMON pearnpoBaHns Ha
VHUNOEHTBI, CUCTEMOW perncTpaumm

1 y4yeTa 3as1BOK, CKaHEPOM
3aLUMLLEHHOCTY I MHOTUMU SPYTMUA
NPOAyKTaMW.

UNHTerpaumns «n3 KopobKun»

Kaspersky Unified Monitoring and Analysis Platform nopooep>xnsaet

cnenyioLLyto UHTErpaLmio:

MO c OTKPbITbIM
NCXOAHbIM KOOOM

Unbound, Dovecot, Nginx, Apache,

DNS BIND, pfSense (¢ OpenVPN), Exim,

Squid, Postfix n ap.

KntoueBble npoayKThl
OT Pas/INYHbIX
NOCTaBLLKOB

Microsoft, Palo Alto Networks, Cisco,
Juniper, TrendMicro, VMWare, «Kog
B6e3onacHocTu», CheckPoint, Fortinet,
Positive Technologies, Infotecs,
InfoWatch, «<bacTmnon», Huawei, Oracle,
MikroTik, «<budunT», 1C, «C-Teppa» 1 ap.

OnepaumnoHHble
CnctTembl
Windows, Linux, FreeBSD

NHTerpauns IRP / SOAR

Security Vision, R-Vision

MNoopep>xnBaemblie
cnocobbl cb6opa u
NONyYEeHNS COBbITUIA

Netflow, Kafka, NATS, SQL, TCP, UDP,
HTTP, Files, SNMP, WMI n gp.




PeweHwne
Kaspersky
Tt Security Center
A Kaspersky

&

Total Security
nng bnsHeca

Kaspersky
EDR Expert

Kaspersky
Anti Targeted
Attack

Kaspersky
Security ansa
VHTEpPHET-LLIIO30B

Kaspersky
Security pns
NMOYTOBbIX CEPBEPOB

Kaspersky
CyberTrace

Kaspersky
Threat Data
Feeds

Kaspersky
Threat Lookup

Kaspersky
Industrial
CyberSecurity

MHTerpaumns c npogyktammn
«JlabopaTopum Kacnepckoro»

Kaspersky Unified Monitoring and Analysis Platform o6meHvBaeTcs
NHbOPMaLMEN C PeLLEHVSIMY 1 TEXHONOrNaMN «JTabopaTopumn
Kacnepckoro», YTo NO3BONSET CBA3aTb YCTAHOBNEHHbIE Y BaC
npoaykTbl «JlabopaTopuim Kacnepckoro» 1 caenatb nx paboTy
ewe adpdekTnBHeE.

Kak cBazaHo ¢ KUMA

ABTOMAaTUYECKU CEOP VHBEHTAPU3aLIMOHHON MHbOpMaLWW: ycTaHoBeHHoe MO,
YS3BUMOCTU, O60pYAOBaHWe, BNageney akTuea U T. . Arperaumst onoBeLLeHUl

06 yrpo3sax, a Takxe yrnpaBieHve areHTaMn Ha pabourx MecTax Ajs pearnpoBaHvis
Ha BbISIBNIEHHbIE HLMOEHTbI. YCTaHOBKa NaTyei 15 BbIGBNEHHbIX YSI3BUMOCTEN

OnoBelLleHNs 06 yrposax, 06Hapy>KeHHbIX Ha PaBoUnx CTaHLUAX

LleHTpann3oBaHHbIN C60p OMOBELLEHW O MPOABUHY ThIX Yrpo3ax 1 APT-aTakax

Ha ypOBHE pabouunx MeCT, a Takxxe Noaaep>ka Nnepenayn Cbipo TenemeTpumn

0N 6onee LWMPOKMX BOSMOXHOCTEV MO pacClefoBaHNo 1 IPOakTUBHOMY
nouncky yrpos. B pamkax nuuensnn Kaspersky Symphony XDR npenoctaBngdercs
pearvpoBaHue C NCMoNb30BaHMEM BO3MOXHOCTEN EDR-areHToB kak B py4YHOM
pexnme (13 KapTOUKM akT1Ba), Tak 1 aBToOMaTuyYecku (Mpy cpabaTbiBaHny Npasuna
KoppensLui)

LleHTpann3oBaHHbIM CH0P OMNOBELLEHW O MPOABUHY ThIX Yrpo3ax 1 APT-aTakax
Ha ypOoBHE ceTu

OnoBeLLEeHVs 06 yrposax, 0ObHapy>KEHHbIX BED-LLIIO30M

OnoBelleHNs 06 yrpo3ax, 06Hapy>KeHHbIX MOYTOBbLIM LLTIO30M

MNoTokoBoe oboralleHne cobbiTuin Ib KOHTEKCTOM U MpefocTaBneHe
nHdopmauumm B nHTepdelice Kaspersky Unified Monitoring and Analysis Platform.
HakonneHre cobCTBEHHbBIX 3HaHWM 06 Yrpo3ax, Moy4YeHHbIX B MpoLecce
paccnefoBaHns MHLUWAEHTOB, U YApaBAeHUe STUMM 3HaHUSIMY

A\CTOUYHMK KOHTEKCTHOM MHGOPMAaLMI MO HOBLIM YrpO3aM, MHAMKaTopam
KOMMpPOMETaLMN, TaKTUKaM U TEXHVKAM 3/10YMBbILLAEHHMKOB, @ Tak>Xe 4OCTY
K aHanMTuyYeckm otyeTam o6 APT-yrposax, 06 yrposax ons GrHaHCOBbIX
opraHn3aumnin i TPOMbILLNEHHBIX MPEeanPUATUI

OnoBelleHNs 06 yrposax, 06Hapy>XEHHbIX B HAYCTPUanbHbIX
TEXHOJOMMYECKNX CETHX, @ Tak>Ke MNOAAePXKa CLIEHaPVEB NHBEHTaPN3aL aKTUBOB
1 pearnpoBaHg



BcecTopoHHa4
3awmTa

STO KOMMMEKCHOE peLleHe
nomoraet Mb-cny>x6am
OoTpaxaTb NPOABNHY Thie
KnbepaTakiu Ha BCEX YPOBHSAX
3HaUUTENBbHO BbICTPEE

1 C MEHBLUVMW YCUUSMUA
©narofaps onTUManbHO
HaCTPOEHHO aBTOMaTN3aLmMn
3aUTHBIX OeNCTBUN,
KPOCC-MPOAYKTOBOMY
B3aMMOOENCTBUIO,
0o60raLleHNio 4OCTOBEPHOM
aHanUTVIKOM O Kbepyrposax
I MHOrOYPOBHEBOMY KOHTPOSIO
noTeHUManbHbIX TOYek BXxoaa
3710YMbILLNIEHHMKOB
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MnaBHbIN Nnepexon K XDR-
KOHUenuun

Kaspersky Symphony XDR

Kaspersky Unified Monitoring and Analysis Platform ssngeTca
LLEeHTpanbHbIM 371EMEHTOM B peLueHumn knacca XDR (
) — Kaspersky Symphony XDR.

Kaspersky Symphony XDR — 3TO BCe, UTO CErOAHS HY>XHO
NB-akcnepTam, UTobbl yCrneLHO oTpaXaTb CNOXHbIE KnbepaTaku.

PeweHune ob6beanHaeT TexHonorum EPP n EDR, NoYTOBbIN 1 MHTEPHET-
LLSTKO3bl, NIECOYHULLY, UHCTPYMEHTbI aHann3a ceTeBoro Tpadika,
nnaTPopmMy MoBbILLEHNS OCBEAOMNEHHOCTN COTPYOHVKOB,
aHanUTMYecKmne gaHHbIe O KNBepyrposax 1 CUCTEMY MOHUTOPWHIA U
Koppensiumm cobbiTuin 6esonacHocTn (SIEM). Bce anemeHTbl Kaspersky
Symphony XDR B3anMocBs3aHbl Mex gy co601, [ONONHAIOT OpYr Apyra
1 BXOOAT B OOHY NINLEH3VIO.
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KnioueBble npenmyLliecTBa

MacwwTabupyemas
apxXuTeKTypa N HA3KnE
CUCTEMHbIE TPEBOBaHNS

PeleHne cospaHo ang pa6OTbI
B COBpeMeHHbIX AMHaMN4YHO

N3MEHAOLLNXCSH I BEICOKOHAarpy>XeHHbIX

W T-cpenax. MoaysbHas
MUIKPOCEepBUCHaS apXUTekTypa
PELLIEHVIS MO3BOSSET NIErko
N3MEHSATb KOHOUIYPaLIO CUCTEMBI,
obecneyrBast MacLUTabupyeMoCTb,
OTKa30yCTONYMBOCTb U TMBKOCTb
BapuaHTOB pa3BepPThIBaHUS

ABTOMaTNYECKWUIA
c6op nHpopmaumn
O KOHEYHbIX TOYKaX U
pearnpoBaHue

ABTOMaTUYECKWUI CHOP
VIHBEHTaPW3aLIMOHHON MHGOPMALLN
(ycTaHoBneHHoe MO, ya3BMMOCTH,
obopynoBaHve, BlageneL, akTmea
W T. O.) MOXET UCMONb30BaTLCS

019 Koppenaumm cobbiTun Vb

C YYETOM KOHTEKCTAa, a Tak>ke npwu
paccnenoBaHny HLMOEHTOB.
YnpaBneHne areHTamm Ha paboumx
MEeCTax MoMOoraeT B mpoLiecce
pearvpoBaHus Ha BbISIBIIEHHbIE
VHLWOEHTHI

Bbicokasa

nponsBoanTesibHOCTb

BbicokonponsBoanTENbHbIN
MOTOKOBBIV ABMXOK KOPPREALNN
obecnevrBaeT NPON3BOANTENBHOCTb
6onee 300 TbICAY COBbITUI B CEKYHAY
(EPS) Ha oanH y3en Koppensaummn.
MopynbHas apxUTeKTypa peLleHNs
NMO3BONYET eLLe BOsbLUE YBENNUNTD
OBLLYIO NPOV3BOAUTENBHOCTb 3a CYET
H6anaHCPOBKM 1 pacrnpeaeneHns
HarpysKu Mexay KOMMOHEHTaMM

TecHoe
B3anMoaencTBme
c Kaspersky
Threat Intelligence

«JlabopaTopus Kacnepckoro»
ABISIETCS OAHUM U3 NINOEPOB

B 06/1aCTU CEPBMCOB ONEPAaTVBHOIO
VHDOPMUNPOBaHUSA O KMBEPYrpO3ax.
PeweHne Kaspersky Unified
Monitoring and Analysis Platform
TECHO UHTErPYPOBAaHO C BoraTbiM
nopTdonmo cepBncos Kaspersky
Threat Intelligence, uTo No3BongeT
BbISIBNATb I IPUOPUTN3POBAaTL
YrpO3bl 11 B OAVH KNK MOyYaTb
LOCTYM K KOHTEKCTHOW HdOPMaLmn
MO HOBbIM aTakaMm, HAvKaTopam
KOMMpOMETaLNW, TakTyKam U
TEXHVKaM 3M10YMbILLIEHHVKOB

NoTokoBas koppenaumns
B peanbHOM BpeMeHU

Kaspersky Unified Monitoring and
Analysis Platform obecneuvBaeT
LleHTpanM3oBaHHbI c6op 1 aHanms
XYPHasoB perncTpaLun, KOpPEeENLmo
cobbiTuin 1B B peanbHOM BpeMeH!

1 CBOEBPEMEHHOE OMOBELLEHWE

06 NHUMaOeHTax

WHTerpmpoBaHHbI
monynb flocCOlMKA

ObecneyeHne CoOoTBETCTBUA
TpeboBaHNSM PerynsaTopoB

PelleHre noMoraeT opraH13aLmsm
COOTBETCTBOBATb AEVCTBYIOLLEMY
3akoHogaTenscTBy P® B chepe
6e30nacHOCTV 06bekToB KA.

B yacTHOCTM, OHO NO3BONSET
BbINMOMHUTb TPeboBaHUS B YacTu
OBHapyXeHUs, NPeaynpexaeHns

1 NMVKBUOALMM MOCNEenCTBUM aTak,
NHDOPMUPOBAHSA O KOMIMBIOTEPHbBIX
VHUMOEHTAaX, a Tak>Xe YCTaHOBEHWS
MPWYMH U YCNOBWIA X BO3HNKHOBEHUS.
BcTpoerHbin mogynb FocCOlMNKA
HaNpPaMyto 06MEHVBaETCS AaHHbIMM
06 nHUMaeHTax ¢ HKLIKW



LleHHOCTb pelueHns gnsa 6usHeca

Bonee 25 neT npakTuyeckoro onbita «JlabopaTopun Kacnepckoro» B o61acTyi CO3aaHNs CPeACcTB 3alluThl
nHpopMaLmn, NPOTMBOAENCTBUS LIEIEBbIM aTakam 1 aHanu3sa BpefoHOCHoro MO nernm B OCHOBY peLLeHns
Kaspersky Unifed Monitoring and Analysis Platform. lNpombliLLieHHbIE KOMAaHUY NO-PasHOMY MOAXOOAT

K 3awmTe IT- n OT-cpen. BonbLUMHCTBO KOMMaHWIA [aBHO UCMONb3YIOT NMPOBEPEHHbIE CUCTEMbI OBHAPY KEHNS
Yrpo3 1 pearpoBaHng Ha MHLMOEHTbI B KOPNOPAaTUBHbIX CETSX.

CHMKeHne pUCKoB CokpalleHre noTepb OddekTnBHOE peLlleHne

CHWXeHWe pUCKOB MHOOPMAaLIMOHHOM CokpallleHne NpsMbIX NOTepb [TpenocTaBneHne

6e30MnacHoCTM OT LeneHanpaBneHHbIX 4eNCTBIN BbICKOMPOW3BOANUTENBHOrO
3/10YMbILLIIEHHNKOB PELLIEHS B YCNIOBUSX MONTUKIA

MMMOPTO3aMeLLEHNS

EonHaga cuctema lMNoBblWweHne CooTBeTCcTBUE

6e3onacHoCTU nPOoAYKTUBHOCTHA TpGGOBaHI/ISIM

O6befMHEHNE B LLIENOCTHYIO [NoBblLLEHVE NPOLYKTUBHOCTM ObecneyeHre NMoOMOoLLM

aKocucTemy 6e30MnacHoOCTu paboThl MIB-cny»6 Mo BbiGBAEHWIO, B COOTBETCTBUM TPEB6OBaAHNSAM

NHTErPUPOBaHHbBIX PELLIEHWI paccnenoBaHio 1 pearnpoBaHio BHYTPEHHUX MONNTUK 6E€30MacHOCTH

«JlaBopaTopun Kacnepckoro» Ha CNOXHbIE KNBEPUHLNOEHTHI 1 BHELLIHVX PETYINPYIOLLYX OPraHoB

I CTOPOHHUX Mpoun3BoauTenen (B YacTHOCTW, TPeboBaHNaM O3-187

1 nprkasza GCTIK Poccum N2239)
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