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KoHTenHepunsauuns

OOVH 13 rnaBHbIX MAPOBbIX TOEHAOB

B 06nacTtu paspaboTku MO.
TexXHONOorvisl MO3BONSIET YCKOPUTb
MPOLIeCC CO3aHVs 1 [OCTaBKN
MPUNOXEHWI, OOHAKO apXUTEKTYPHbIE
OCOBEHHOCTU KOHTEHEPHbIX Cpe[,

He NMo3BONIOT OBECMEeUNTb VX 3aLLUNTY
TPaLVLNOHHBIMU PELLIEHNSMI.
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KOMMaHWIN CTankmBanicb
¢ > nHumpeHTom B Kubernetes
3a nocnegHue 12 mecgaues*

%

KOMMaHWin OTKNaabBanv BbIXOL,
NPWNOXEHWI 13-3a NPOGIEM
C 6e30MacHOCTbIO KOHTENHEPOB*

e

KOMMaHWIA CTank1Baamchb

C NoTepew KNMEHTOB 1/Unin
[0OX0O0B 3a nocrnegHve 12 mecsues
13-3a Npobnem ¢ 6e30MacHOCTbIO
KOHTenHepoB*

* Mo paHHbIM RedHat 2023

3awumTa KOHTEMHEPHbIX cpep,
1 NoBbieHne 6e30nacHoOCTH
rmépuaHon NHPpPaCTPYKTYpPbI
opraHmsauuu

Kaspersky Container Security (KCS) — aT10 peLueHune, koTopoe
obecneynBaeT 6e30MacHOCTb KOHTEMHEPHbIX MPUIOXEHWN Ha BCEX
aTanax >XNU3HEeHHOro LMKa: OT paspaboTKm OO SKCryaTaumni.
MpPoAyKT NO3BONASET 3aUUTUTL BU3HEC-MPOLLECCHI OpraHn3aLmm,
COOTBETCTBOBAaTb CTaHAAPTaM 1 HopMaM 6€30MacHOCTH, a TakXe
nomMoraeT peann3oBaTb NPUHLKMN 6e3onacHom pa3paboTku MO
(DevSecOps).

C nomoLubto Kaspersky Container Security MOXHO BbICBOOOANTD
pecypcbl B-cny>x6bl Ang pelweHns opyrmx 3agad n CokpaTuTb
BPEMS BbiBOLA MPOAYKTOB Ha PbIHOK 6/1arogaps BCEOObLEMITIOLLEN
3almTe OT aKTyanbHbIX KNb6epyrpos 1 asTomMaTn3aumnmy NpoBepPOK
Ha COOTBETCTBME TPEOOBaHNSM.

Kaspersky Container Security cnpoekTnpoBaH C y4eTOM

OCOBEHHOCTEN KOHTEMHEPHBIX Cpen, 1 obecrneyrBaeT 3amnTy
Ha pa3HbIX YPOBHSIX: OT 06pa30B koHTelHepoB o OC xocTa.

KnioueBble BO3ZMO)XHOCTU
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MpoBepka Ha cobnoaeHne
TpeboBaHWUIA PerynsaTopos

BcTpavBaHue

B npouecc pa3p860TKI/I

- WNHTerpaums c peectpamm 06pasos
n nnatdopmamm Cl/CD

- WHTerpaung c cuctemamm
6e30MacHOCTM 1 YBEAOMMIEHNI

- lNpoBepka B COOTBETCTBUM
co ctaHgapTtom CIS

- AHanus yassumocTer no by
OCTOK M NIST
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Busyannsauus
N NHBEHTapM3auuns
PECYpCOB B Kflactepe

3awumTa opkecTpaTopa

- ObecneyeHrie 6e3onacHoOCTH
KOHTENHEPOB B paHTanme

- VIHTerpaumsa c nnatpopmamu

opKecTpauyin - NHdopmaTmBHbIE fawbopapl

N BULXKETHI
- OTCcnexviBaHne NoTpebnsembix H
PECYPCOB B KnacTepe - HarnsgHas nHBeHTapusaums
pecypcoB



ApxutekTtypa Kaspersky Container Security

3alLKTa Ha CTaaWM XpaHeHUs 1 CBopKM KaspeFSkY 3alLyTa cpembl NCMoHeHs!
Container
O Security
CkaH1poBaHe 06pa3os KoHTponb sanycka®
1 KOHPUIYpPaLWOHHbIX daiinos
3alwmTa UHPPacTPYKTYpbI
KCS CkaHep (o6pa3bl u laC) OpkecTpaTop
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. C6opka 1 3anyck
O6pas KoHTelHepa
XpaHeHue Cpepa 3anycka KOHTelHepoB
nnatdopma
O6pa3s KoHTeliHepa OnepaLmoHHas cuctema

Pa6ounii ysen

Kaspersky Container Security (KCS) o6ecneunBaeT 3alUTYy Ha KaXXAOM 3Tane co3aaHng 1 aKkcnayaTaumm
npunoxeHus. KCS coctonT na Tpex koMnoHeHToB: KCS AreHT, KCS CkaHep 1 KCS Ynpasnsatowuii cepeep.

KCS CkaHep obpa3zos KCS AreHT KCS Ynpasngaiowui

n MH¢paCprKTypbl OBHapyXrBaeT yS3B1MMOCTM cepeep

MpoBepseT penosutopui Ha YDOBHE KOHTEIHEPOB, knacTepa, OTBeuaeT 3a KOHTPOJb COCTOAHNS
1 opkecTpaTopa, obecnevrsas 2

Ha aKTyasnbHOCTb 1 6€30MacHOCTb 6630MaCHOCTb CPEIb! BLINOMHEHS. 1 B3aMOLENCTBIE KOMMOHEHTOB

06pa3oB. KpoMe Toro, ckaHep AreHT yCTaHaBMMBaETCS B KacTep MPOLYKTa, a TakXe 3a arperaumio

No3BONYET MPOBEPSATL OBPa3 B pamkax B BIOE 0BOCOBAEHHOIO KOHTElHEPA. NHdOPMaLMV 06 OBHaPYKEHHbIX

Cl-npoLiecca, CHMXas pUckiu Ha aTane COBBITUSX.

cBopKUW. YCTaHaBNMBaETCS B KNacTep YCcTaHaBnMBaeTCs B KnacTep

C CEpPBEPHBIMU KOMMOHEHTaMU C CEepPBEPHBIMU KOMMOHEHTaMM

opkecTpaTopa. opkecTpaTopa.

BcTpanBaHume B npouecc pa3paboTku

PeecTp n cncrtema KkoHTpons Bepcuin Cl-nHCTpYMEHTbI

ViccneposaHue CospaHve 1 TecTmpoBaHme

. CkaHupoBaHue laC v Dockerfile Ha owmbkmn | - CkaHvpoBaHue 06pas3oB Ha YS3B/MOCTH,
B KOHPUrYypaunm 1 Hannyne CekpeTos BpenoHOCHOE MO 1 Hanuume CekpeToB

- TpoBepka 06pas3oB 13 peecTpa

OpkecTtpaTop CD-NHCTPpYMEHTbI
Bononteqve ,ﬂOCTaBKa 1 pas3BepTbiBaHne
- MOHUTOPWHI U KOHTPOSb 3aMnycka KOHTENHEPOB - KoHTponb focTaBkmn 06pasoBs, NpoBepka
B COOTBETCTBUM C NOAUTVKaMV 6e30MacHOCT Ha COOTBETCTBME NONNTVIKAM 6€30MacHOCTM

- [loBeneHyeckun aHanm3a KOHTeMHepOB
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BesonacHocTb
MUPOBOIro YPOBHS

BosmoxHocTv mpoaykTa
COOTBETCTBYIOT JTyULLMM NPaKTUKaMm
3aLUNTHI KOHTEMNHEPHBIX CPEen,

KauecTBeHHad 3alumTa,
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OTevectBeHHOE 10 CooTtBeTCcTBUE
PeLLeHVie OT HaaeXHOro Tpe6OBaHV|9|M
POCCUINCKOro BeHaopa

AHanus ygssumocTel no by ®CTIK
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