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Yrpo3sbl Ha
komnbtoTepbl ACY

aHHbIM Kaspersky ICS CERT,
nbtoTepoB ACY
11 BbIV aTakoBaHb!

MNMoppobHee

Cpeamn OCHOBHbIX
uenen APT aTak:

Kputnueckas
MHdpacTpyKTypa

ATaKu C LIENbIO 3aKPENUTLECA

Ha «4YepPHbI AEHbY, @8 B HEKOTOPbIX
Cnyyasx 1 C Lefblo HaHECEHUS
npsMoro yulepba

[ocyupexaeHus

ATaku ons cbopa BCEBOZMOXHOIo
poga nHdopmaummn

06 VHMUMaTVIBax 1 MPOeKTax
rocynapcCTBa, CBA3aHHbIX

C pasBUTVEM NMPOMBILLIEHHbIX
CEeKTOPOB 3KOHOMUKN

MpeonpuaTtng BINK

[MaBHble daKTopPbl aKTUBHOCTU
aTaKyoLWMX — reononnTnyeckas
HanNPAXEHHOCTb

Y3HaTb 60/bLUE O TeXHUKAX, TaKTUKax
mnpouenypax atak Ha NPoOMbILLNEHHbIE
KOMMaH Ha nprMepe MMrnjiaHToB

ang ynaneHHoro gocTyna

MNMoppobHee

Knéepyrposbl gnga ACY
1N NPOMBbILLIEHHbIX NpeanpuaTui

PocT nHTepeca xakTBMCTOB K CICTEMaM aBToMaTmn3aLmu,
yBenuueHune yncna APT-yrpos B NPpOMBILLIEHHOM CErMEHTE, YXO[,
3apy6exHbIX BEHOOPOB C POCCUINCKOrO PbiHKa, ocnabneHune
YPOBHS 3aLLMLLEHHOCTW, HOBbIE PETYNATOPHbIE TPEOOBAHNS —
HOBag peasibHOCTb BNaAenbLEB 1 ONEPaToOpPOB NPOMbILLIEHHbIX

NHDPACTPYKTYP.

Havnbonee 3HauMble SMEHEHNS B naHawadTe yrpo3 ong
NPOMBbILLNEHHbIX Npennpuatini u OT-MHPPaCTPYKTYpP ByayT Tenepb
onpenenaTbcy, NpPexae BCEro, reononTUYECKNMM 1 CBA3aHHbLIMU

C H/MW MaKPO3KOHOMUYECKUMY PaKTopamMu, 1 B CKOPOM ByayLLEM Mbl
YBUANM CMeLLeHMe oTpacnieBoro okyca akTuBHoCcTv APT.

Mo paHHbIM Kaspersky ICS CERT, B uncne muweHen atak Bce
Yyalle ByaoyT BCTpeYaTbCs OpraHn3aumm

v

Cenbckoe X034ICTBO,
NPON3BOACTBO YAOBPEHN,
CENbXO3TEXHUKN 1N MPOAYKTOB
NUTaHNS

BBVI,D,y Mag4aLlLnX NpoaoBOSIbCTBEHHbIX

KPpU3VCOB U Nepeaenos
NPOLOBONbCTBEHHBIX PIHKOB

iy

OHepreTuka, 0obbliua

1 06paboTka NosIe3HbIX
NCKOMaeMblx, LIBEeTHas

1N YepHaa MeTannyprus,
XUMUYECKas MPOMbILLIEHHOCTb,
CYOOCTPOEHVE, MPrBopo-

N CTaHKOCTPOEHME

MockonbKy AOCTYMHOCTL MPOAYKLUMN
STUX KOMMNaHUN N X TEXHONOT NI
BXOLOST B qDYHJZI,aMeHT SKOHOMUYECKOMN

6e30mnacHOCTU CTpaH 1 NoJINTNYECKNX
aNbsiHCOB

2

JlorncTuka n TpaHcnopT
(BKNtOYas TpaHcnopT
SHEepPropecypcoB)

BBI/IJ:I,y HaYaBLUNXCS rnobanbHbIX

NepPEeCTPOEHMIN NOrNCTUYECKIX
Lernoyek

|

XarTek-koMmnaHmu,
dapmaueBTVKa 1 MPOU3BOACTBO
MeOULIMHCKOrO 060pYyA0BaHNS

MockonbKy OHM HEOBXOANMb
NS obecneyeHns TEXHONOrNYeCKon
HE3aBNCMOCTN

YCTOMUYMBOE pasBnTNE NPOMBILLNEHHBIX NPEeanpPUaTUN 1 O6bEKTOB
KPUTUYECKON MHPPACTPYKTYPbl HANPSMYIO 3aBUCUT OT CTabUIbHOCTU
NPON3BOACTBEHHbIX 1 BU3HEC-MPOLLECCOB 1 3aLUUTbl BaXHbIX
aKTVBOB. B anoxy 4eTBepTOon NPOMBbILLIEHHOW PEBOMIOLMN YACTIO

aTak Ha NPOMbILLIEHHbIE CUCTEMBI, B YaCTHOCTU Ha ACY T SCADA,
npogosmkaeT pacTu. [Npn 9TOM TpagULMOHHbIE PELLEHNS HE CMOCO6HBI
3aWNTUTb NPOMbILLNEHHbIE CPeabl OT HOBbIX KNG6EPYrpo3.

IMEHHO NO3TOMY CerofHs kak HUKOrga BaXeH Bbl6op HageXXHOro
napTHepa, KOTOPbIN 06afaeT 9KCNePTN30M Ha CTbiKe MPOMBbILLNIEHHOWN
1 KOPNOpPaTUBHOM KN6ep6e30nacHOCTY 1 rOTOB MNPEAIOXNTL MOJHBbIIA
apceHan pacLUMPeHHbIX 3aLLUTHBIX TEXHOOTUIA.


https://ics-cert.kaspersky.ru/publications/reports/?t=dll-hijacking
https://ics-cert.kaspersky.ru/publications/reports/2023/09/13/threat-landscape-for-industrial-automation-systems-statistics-for-h1-2023/
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Bnaronaps equHon XDR-nnatdopme
Kaspersky Industrial CyberSecurity
B-cneumanucT BuanT OBbLLYyO
KapTUHY TOrO, YTO NPOUCXOANT

B TEXHONOMMYECKOW CETU: CEPUM
VNHUMOEHTOB B CETU Ha YPOBHE Pabouuix
MECT, TOYHbIE MapaMeTpPbl ak TUBOB,
KapTbl CETEBbLIX KOMMYHVIKALIA
[axe 05 CerMeHTOB, 419 KOTOPbIX
3epKanmpoBaHve TpaduKa noka
HEBO3MOXHO, 1 MHOroe pyroe.

B3anmopencrtseume
KOMMOHEHTOB nnaTtdopmbl:
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CeTeBble MNepenaya
KOMMYHMKaLLN TENEMETPUM XOCTa
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KoHTponb
0bopynoBaHNs

PearnpoBaHne
Ha NHLWVOEHTbI

7 Kaspersky
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for Nodes

3allnTa KOHEeYHbIX TOYEK,
{Haqa TexHonorven EDR

Pabouas cTaHUmg

Cepsep

MopTaTnBHbIE CKaHep®I

MN3onguma xocTa

Nepenosble TeXHOMOrNN
sawutbl ACY TI1

Kaspersky Industrial CyberSecurity (KICS) —

9TO crneuvanu3vpoBaHHas NpomelluneHHas XDR-nnatdopma,
paspaboTaHHas Ans KOMMIEKCHOM 3aTbl OCHOBHbIX KOMMOHEHTOB
cCUCTeM aBTOMaTU3aL 1 YNpaBneHs Npon3BoACTBOM Ha BCEX
YPOBHgX. bnarogaps oTAMYHON MHTErpauuy KOMNOHEHTOB NNaTdopMbl
OPYr C ApYroM Bbl CMOXETE LieHTpanrM3oBaHHO KOHTPONMPOBaTb BCE
pPa3pO3HEHHbIE MPOMBILLNIEHHbIE CETU, paboyrie MecTa 1 CUCTEMbI
aBTOMaTU3aLMN. DTO CNOCOBCTBYET MNOBLILLEHWIO OCBEAOMIEHHOCTN
0 cuTyauuun n 6osnee adHEKTUBHOMY NPOTUBOAENCTBUIO CITOXKHbIM
yrposam.

XDR-nnatdopma COCTOUT N3 ABYX B3aNMOLOMONHSAOLLMX
koMnoHeHTOB. KICS for Nodes 3alumiiaeT NpoMbILLEHHbBIE paboyre
mMecTa, B TO BpeMd kak KICS for Networks cneamt 3a 6e30nacHOCTbIO
NPOMBILLNEHHBIX ceTel. [acCrBHbI MOHUTOPVIHI MOMOraeT cobupaTb
AaHHble, He Neperpy>as CeTb, 1 6e3 HexxenaTenbHOro BO3AeNCTBUS
Ha YyBCTBUTENbHbIE KOMMOHEHTbI ACY TIl. BOSMOXHOCTb aKTUBHOIO
onpoca CeTu N03BOASET ObICTPO 1 TOYHO COBMPAaTb AaHHbIE

O TOMONOrK CETEN N HacTpoMKax. DyHKLMS ayauTa paboumrx MecT
NMOMOraeT rapaHTUPOBaTb COBMIOOEHNE MOANTUK 6GE30MACHOCTH,
BKJIOUas 6€30MacHOCTb TEKYLLMX HACTPOEK, 1 OpraHn3aLmio npouecca
BbISIBJIEHNS | MUTUraLMmn ySa3BMMOCTEN.
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3awmTa NPOMBbILLNEHHbIX
YyCTPOWCTB €TEBbIX YrPO3

EnmHas koHconb

HaTtvBHas HTerpaumns
Kpocc-npoayKToBble CLieHapumn
O6wwi kill-chain

YnpaBneHve puckamu n
aKTViBaMun

Cepsep CeHcop

STHbIE OENCTBUS

3anperT 3anycka KapaHTuH



Toukun npumeHeHus nnaTtPopmbl
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Cuncrtema paHHero
OBHapy>XeHnNsa aHoManumn

PelleHvie nomMoraeT NpenoTBpaTuTb
OTKa3bl, aBapU, HE3anIaHNPOBaHHbIE
MPOCTOU MPOMBILLIIEHHOrO
060pYyn0BaHVs, BbISBUB NPU3HaKM
NpoBneMbl 1 aHOManWy 3a40Nro

[0 TOro, Kak OHV MOBAUSAIOT

Ha paboTy npennpusaTtus. Kaspersky
MLAD ncnonb3yeT HEMPOHHbIE

ceTn, MallHHOE OByYeHMe,
OVarHoCTUYeCKe Npasuna
nunHTerpupyetcd ¢ KICS for
Networks ons 6onee abdeKTUBHOrO
0BHapPYXEHUS OTKTOHEHNIA

B TEXHOJIOTMYECKOM MPOLLECCE UM

B paboTe 060pYyA0BaHNS, CBA3aHHbIX,
B TOM YuCne, C AeNCTBUSMUA
KN6epnpecTynHNKOB.

MNMoppobHee

IT-cpena

DMZ / GTW

OT-cpepa

] ] =

Pabouas cTaHums CepBep Pabouad cTaHums LLinto3
onepartopa SCADA VMHXeHepa ACY TI
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KoHTponnep VIHTennekTyanbHoe
NPUCOEeANHEHNS 3NEeKTPOHHOE
(BCU) ycTporcTeo (IED)

[@lg

[Mporpammupyembie PeneinHas ABTOHOMHbIE
noruyeckme 1 NpOTMBOAaBapuiiHas NOACUCTEMbI
koHTponnepel (PLC) 3awmTa (pyuHas nposepka

c nomoubto KICS
Portable Scanner)
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o

i e, | D —
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O6Hapy>xeHune
YCTPOWCTB

oeHTrndnkaumsa n yyueT ycTponCTB
B NMPOMBbILLIEHHON CeTn

CuncTtema obHapy>XeHns
BTOPXKEHUIN

OnoseLueHns o Bpe,D,OHOCHOM

aKTWBHOCTU B CETU 1 MpU3HaKax
aKCMNyaTaunn ysassnumocTel

LleHTpann3oBaHHbIN

KICS

PelueHne ons MOHUTOPUHIa NPOMbILLIEHHOM CETU 1 aHannsa Tpaduika
Ha ypOBHE NponpreTapHbIX MPOTOKOIOB, NOCTaBNSEMOE B BUAE
NPOrpamMMHOro NPoAyKTa U BUPTYanbHOrO YCTPOCTBA.

KICS for Networks BbigBnseT aHomanuu v BTopxxeHns B ACY Tr1

Ha paHHWX 3Tanax, AEMOHCTPUPYET pa3BUTHE aTakn Kak rno ceTu,

Tak 1 Ha yanax (EDR knnnyenH n TenemMeTpuio), NO3BONSET BbINONHATb
OTBETHble AeNCTBUS Ha YPOBHE Y3/10B 1 CETEBOIrO 0O0PYaOBaHMS.

PaboTad Ha npeapynpexaeHne NHUMaeHToB, peleHne nomMoraeT
O6H8py>KI/ITb " paHXunpoBaTb PUCKN Ha OCHOBE OaHHbIX

06 YA3BNMOCT4AX, CETEBbIX COEONHEHNAX NN BaXXHOCTU Pa3IMYHbIX
aKTMBOB.

Deep Packet
Inspection (DPI)

KoHTponb
LLeNOCTHOCTMN CeTU

OB6HapyXeHne HeCaHKLMOHNPOBAaHHbIX
Y3/10B U coefiMHEHW

AHanna napameTpos
TEXHOSIOrMYECKOro npoLecca
NPakTNYeCKU B peXMe peanbHOro
BPEMEH

MNoppepikka
BHELUHNX CUCTEM

KoHTponb komaHg

[NpoBepka KOMaHA, NnepeaaBaemMbix

MO MPOMBILLIEHHBIM MPOTOKONaM
OBMeH faHHbIMU 06 OBHaPY >KEHHbIX

aKTVBaXx U COBBLITUSX 6830MacHOCT
Gnarogaps HTerpaunn yepes API

MPOMbILLUNIEHHOW CETU

KICS for Networks ocylLecTBAgeT LEHTPaNM30BaHHbI ayanT Y3M0OB MPOMBbILLNEHHOM CETU: areHTCKUI
(Mpw nomoLwy KICS for Nodes) 1 6esareHTCKn ayauT KOHEeYHbIX TOYEK 1 CETEBOro 060pYA0BaHNS Ha NpeameT
YS3BUMOCTEW 1 COOTBETCTBUS TpeboBaHaM VB npu nomoLum popmata OVAL* n XCCDF**,

- OBHoBNgeMble 6a3bl yI3BUMOCTEN
MPOMBILLIEHHOrO 060PYAOBaHUS
Kaspersky ICS CERT

- MNoppepkka 6a3bl AaHHbIX
ysa3BumMocTen @CTOK

- 3almeHHoe XpaHunuLe
YUETHbIX 3amnuncelt 4ns BCcex
y3/0B CeTu

- [lpoBepka Ha cooTBeTCTBUNE
npukadam GCTIK

- OTYeThl 419 OQHOro Y3na Unu e aunHbIin
OBLLMIA OTYET MO BCEM ayanTam CceTn - PepakTop npaBwi Ans cosaaHng

NMob30BaTEeNIbCKNX NOJINTUK

*  Open Vulnerability and Assessment Language (OVAL) (OTKPbITbIN 93bIK ONNCaHKS 1 OLEHKI YI3BUMOCTEN).
** The Extensible Configuration Checklist Description Format (XCCDF) (paclunpsiembii opmaT onmcaHns KOHTPOMbHbIX IMCTOB HAaCTPOEK).
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- KoHTponb 3anycka nporpamm

- AHTVBUMpPYC

- KoHTponb nogkntoyaembix
USB-ycTpoiicTs

- [TpoBepka LenoCTHOCTU
dainnos/nanok 1 npoekTos MJ1K

- 3awmTa oT WndpoBaHNg

- AyouT 6esonacHocCTu

- BbigBneHve ya3sMmocTen

- 3almTa OT ceTeBbIX aTak

- basosble EDR-cueHapuu:
WHCTPYMEHTbI paccnenoBaHns
1 pearnpoBaHuns

- KoHTponb focTtyna k peecTpy

Mpon3BognTENbHOCTbL

HesHaunTenbHO BIvsHWeE

Ha 3alliaemMble YCTpOVICTBa, 4TO
rnoMoraeT COXpaHnTb MakCMaslbHYHO
npon3BoANTENbHOCTb CNCTEM

Mo,u,yanaq APXNTEKTYpa

C rimbkMY BO3MOXHOCTSAMM
I HACTPOWKO 6e3 BAUSAHUS
Ha TEXHONOrNYecKuii NpoLecc

KICS

KICS for Nodes obecrneumBaeT 3aLlnTy pabourx MeCcT B pamMmKax
NPOMBILLNEHHOW ceTu. PelleHne NnocTaBngeTcs B BUOE
NpOorpamMmMHOro obecneyeHns ans KOMnbOTEPOB C BCTPOEHHOM
ICS EDR ¢yHKLMOHANbHOCTHIO.

KICS for Nodes Portable Scanner — nopTaTnBHaga Bepcus
peLleHns, He TpebytoLlas ycTaHOBKM. [loaxoanT Ans peryngapHoro
CKaHMPOBaHWS N30NMPOBaHHbLIX MOACUCTEM 1 OOOPYOOBaHMS,

a Tak>Xe rocTeBbIX YCTPOWCTB, Ha KOTOPbIE HEBO3MOXHO NOCTaBUTb
NONHOMYHKLMOHaNbHOE peLleHne.

EEE % El

BcTpoeHHble Cepsep Cepsep
CUCTEMbI Historian SCADA
Kaspersky
Industrial CyberSecurity =
for Nodes O
Lnios
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CraHuus VHxeHepHas CraHuns
ynpaBneHuns CTaHUMS onepaTopa
crcTemoi

LLiInpokoe nokpbiTne

- Bce Windows, HaunHag ¢ XP SP2
n Server 2003 SP1

- MNopTaTuBHbIV CKaHep

- 34 cemenctBa OC Ha 6ase Linux

MpoBepka LenoCTHOCTI:

- Siemens SIMATIC S7-300, S7-400,
S7-400H, S7-1500, S7-1200

- Schneider Electric Modicon
M340, M580

- YcTpolicTea Ha 6asze CODESYS V3

- OBEH INJ1K210

- Fastwel CPM723-01

- MpocodT-Cunctemsl Regul R500

- Siemens cepun SIPROTEC 4

PaclumnpeHHasd 3awmra

- 3alwmTa oT BpeaoHocHoro 10,
LWNDPOBaHNS 1 KCMIONTOB

- AHanus XypHanoB

- YnpaBneHue ceTeBbIM 9KPaHOM

- BctpoeHHasa TexHonorng ICS EDR

AyounT

KomnnekcHbI ayonT 6€30nacHOCTU
YS13BMMOCTEW 1 COOTBETCTBME
TpeboBaHVsIM Ha 6a3e OTKPLITOro
ctaHpapTa OVAL



MpenmylwecTBa
nHterpauum ¢ KUMA

LlenbHoe npepnoxeHve
ong sawmtel OT- n IT-cpen

YHUPULIMPOBaHHbIE Npasuia
LETEKTUPOBAaHWS, eAHas 6a3a
aKTNBOB, KPOCC-CLEHapUI
ong osyx cermeHTtoB (OT nIT)

MNMopaepxxka pasneneHns
Ha Norn4yeckmne JoMeHbl (TEHaHTbI)
B pamkax ogHoro SIEM

VIHBeHTapu3aLng
MHOOPMAaLMOHHbBIX aKTUBOB
11 6a30BOE pearnpoBaHme

MoTokoBOE o6oralleHme
COBbLITUN U 0BOralLleHNe COBbITA
o 3anpocy

MNopoaepxxka cLueHapres
pearpoBaHuns

IT Cybersecurity

XDR

Kaspersky
Symphony

EnvHasg kmbep3sawmnTa
NPOMBbILUNIEHHOIO

N KOpNopaTUBHOIoO CErMeHTOB
OAHOro npeanpuaTng

Yurcno atak Ha NPOMBbILLNIEHHbIE CUCTEMBI, B YaCcTHOCTM Ha ACY T

1 SCADA, npogomxkaeT pacTu. IMEHHO NOSTOMY cerogHs Kak
HUKOrga BaXKeH BbI6op HaOeXXHOro NapTHeEPa, KOTOpbI obnagaeT
9KCMNEPTN30W Ha NepeCEeUEHN MPOMBILLIEHHON 1 KOPMNOPAaTVBHON
Knbep6e30nacHOCTY 1 FOTOB NPeasioXXTb KOMMIEKCHbIV moaxom,
CNOCOBHbIN 06€30MacKTb MPOMBILLIIEHHYIO 1 KOPMOPAaTUBHYIO cpeny
OT aKTYyanbHbIX KNBEPYFPO3.

Bnaropaps TecHom uHterpaumm ¢ SIEM-cuctemon Kaspersky Unified
Monitoring and Analysis Platform (KUMA) nnatdopma Kaspersky
Industrial CyberSecurity no3BongeT peanv3oBbiBaTb 60sbLLE
CueHapveB B3aMOLENCTBUS C PELLEHNSMU CTOPOHHMX MOCTaBLLNKOB
1 pacwnpuTb AENCTBUS MO paccnefoBaHuio 1 pearnpoBaHuIo.

OT0 Tak>xe NO3BONSET 3aLNLLATb OU3HEC HE TOMbKO B MPOMbILLAEHHOM
cpeae, HO 1 B TOW YacTw, rAe NPOMbILLIEHHAd cpea nepecekaeTcy

C KOprnopaTmnBHOW, TECHO B3aIMOAENCTBYS C KOPNOpaTVBHOWN
XDR-nnatdopmonm Kaspersky Symphony XDR.

MNonpobHee

KoHBepreHuus
OT-n IT-cpen

OT Cybersecurity
Kaspersky
Unified Monitoring XDR
and AnalySiS = Kaspersky
Platform hﬂ Industrial

CyberSecurity

lpaHuua cpepn


https://www.kaspersky.ru/enterprise-security/unified-monitoring-and-analysis-platform
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MobanbHoe
npUCyTCTBME, OMbIT
1 3HAHWS MUPOBOro
YPOBHS
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Bonee 100
cepTudurKaToB

O COBMECTUMOCTU
C peLleHnamun
BeHoopoB ACY TT1

ICS
CERT
CobcTBEHHOE
MeXayHapoaHoe
nogpasgeneHmne
Kaspersky ICS CERT
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