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BBepeHuve

Kaspersky Scan Engine (KSEn) — aTO nyuLlee B Kflacce peLleHne
A5 OBHapY>XeHUs 1 6opbbbl C KNBepyrpo3amm, KOTOPOE C NErkOCTbiO
WNHTErprpyeTcs NoYT C NOBLIMU MPUIOXEHUSMU.
OTeuecTBEHHOE _ .
le) Kaspersky Scan Engine npegHasHa4yeH 05 KOMMJIEKCHOM 3aLLnThI
NHTEePHET-NOPTaNoB, BEO-NPUIOXKEHNIA, MPOKCU-CEPBEPOB, CETEBbIX
XPaHWUANLL JAaHHBIX 1 MOYTOBbIX LLMKO30B.

C anpeng 2020 roga
npvkazom MnHKOMCBSA3M
P® Kaspersky Scan
Engine BHeceH B PeecTp
oTeyecTBeHHOro 0.

PelwieHne NpocTo B pa3BepTbiBaHUN 1 3KCMyaTaLumm, OHO paboTaeT
yepes npoTtokonbl HTTP nnn ICAP B KaueCcTBE CaMOCTOATENBHOIO
CEpPBUCA, MacLLUTabnpyemMoro Knactepa, Unm KoHTerHepa Docker. KSEn
NCMNOb3YET HOBEWLLIME TEXHONOM M OBHAPY >KEHWS ONS BbIGBNEHNS

N YHUYTOXEHNS PasNYHbIX KNOEPYrpO3, B TOM YNCIE TPOSIHOB,
dULMHra, YepBel, Py TKUTOB, LUMMOHCKUX W PEKIaMHBIX NPOrpamMm v T.n.
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OCHOBHbIE BO3MOXHOCTI

IBa pexknuma paboThl

REST-like cepBuc

nony4yaet HTTP-3anpochl

OT KJIMEHTCKMX NPUNOXEHWI
1 CKaHpyeT nepepaBaemble
O6beKThl, 3aTEM
Bo3BpaLwaeT HT TP-oTBeThHI
C pe3synsraTamu NPOBEPKN.

ICAP-cepBep ckaHupyeT
HTTP-Tpaduk, npoxoadLiuni
yepes NPOoKCU-cepBep,
CeTeBble XpaHumLa
OaHHbIX, MeXceTeBble
aKpaHbI Unn Ntobble apyrue
NPWNOXeEHWSs, paboTatoLme
yepes npotokon ICAP.
LaHHas mogenb nHTerpaumn
Tak>Xe No3BongeT
ckaHnpoBaTtb URL-agpeca,
KOTOpbIE 3anpaLumBatoT
nosib3oBaTeNu, Nocse Yero
OTPUNETPOBLIBaTL BEG-
CTpaHuLpbl C BPEAOHOCHbBIM
VAW peknamMHbIM KOHTEHTOM.

KSEn pn4a Linux

Tak>xe BoCTyneH B BUae
docker-koHTelHepPa

(B HTTP- n ICAP-pexunmax)
N MOXET ObITb PasBepHyT
B BUAE OTAENbHOro
KoHTelnHepa unu B Docker
Swarm, Kubernetes,

AWS EKS, nnu ntobbix
aHaNorn4YHbIX 061aYHBIX
cpepax.

Mpadunueckuin
nHTepdenc

PelweHne Kaspersky

Scan Engine ocHalleHo
rpacduryeckm
NoJsIb30BaTENbCKUM
BEB-NHTEppENCOM, roe
MOXHO N1erkO HaCTPOUTb
CNy>X6Yy NN NPOCMOTPETb
COBbITUS U Pe3ynbTaThbl
CKaHPOBaHWS.
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WNHTerpauus ¢ nio6biM peLleHneMmM B ceTu

Bnarogaps 6oratomy REST-API
Y HanM4nio NCXOOHOro KoAa, Bl
MO>KEeTe BbIMONHUTb UHTErpaumio
Kaspersky Scan Engine ¢ ntotbim
peLLEeHEM B BaLLEN CeTu.

3alwTa Be6-nopTtana
OT 3arpy3ku BPeOoOHOCHOro
KOHTEHTA.

3awwmita ny6amyHbix (AWS S3
bucket n gpyrue) v nprBaTHbIX
(Nextcloud, ownCloud,
BO3MOXHO Apyriie) obsiaqHbix
XPaHWWLL, OT 3arpysKu
BPEOOHOCHOIO KOHTEHTA.

3alpmTa MarasnHOB MPUIOXEHWIA
1 061a4HbIX MAPKETINENCOB

OT 3arpy3ku BPeAOHOCHbIX
MPUNOXEHNIA.

3awwmTa $ainnoBoro
xpaHunuwa Ha Windows / Linux
OT BPEOOHOCHbIX $harnos.

AHTVBMPYCHBI NNaruH

K CTOPOHHEMY BEG / MOUYTOBOMY
Lwo3y. Crmcok rotoBbIxX
VHTEerpauun oocTyneH

MO 3anpocy 1 MOCTOAHHO
MOMONHSAETCS.

AHTVBMPYCHbI MOZY b

K KOpNopaTBHOWN cCTEME
LOKYMEHTOOBOPOTA,

K CHOPOYHOMY KOHBEVEPY
pa3paboTku MO 1 NHbIM
cUCTeMaM, Fae TpebyeTcs
obecneunTb NPOBEPKY PaliioB
Ha HanMue BPEeOOHOCHOIO Koga.



OcHoBHble PyHKLN

3HamMmeHuTble
TexXHONormmy 3aLwnThbl

3HaMeHUTbIE TEXHONOMN 3aLLNThI
«JlabopaTtopun Kacnepckoro»

3P dEKTVBHO OBHapYXMBatOT
BpenoHocHoeE MO 1 MFHOBEHHO
pearvpyoT Ha yrpossl

B3anmopgencrtene
c nnatdopmamu

MNopoepyxka B3anMOAENCTBUS

C MHOXECTBOM CTOPOHHUX NAaTdopM,
B ToM umncne Amazon S3, Nextcloud,
ownCloud, Kubernetes n 1.4.

[MepepnoBble GyHKLMN

[Tepenosble GYHKLM 3BPUCTUYECKOTO
aHanmsa v TEXHOMOr N OBHaPY >KEHWS
Ha 6a3e MaLUMHHOro OByYeHs

HacTpoinkun punbTtpauymnn

BO3MOXHOCTb HAaCTPOWKM GUALTPaLLA
C NMoMOLLbIo Moayng Format
Recognizer — oH MOXET onpenensTs

1 NponyckaTb Galinbl onpeneneHHbIX
GopMaTOoB B MPOLIECCE CKaHNPOBaHWIS.
Mogynb NoAOEPXKUBAET AECATKN
GopMaToB, B TOM YMC/E UCTIONHIEMbIE
dannbl, dannel Office, Megnadaiiss

1 aPXVIBbI

dunbTpayma

dunbTpaus BpeaoHOCHBIX,
OULLNHFOBBIX U PEKIAaMHBIX
URL-agpecoB

O6e3BpexmnBaHne
dannos

O6e3BpexuBaHme 3apaxeHHbIX
dalinoB, apX1BOB 1 3alLNbPOBaHHBIX
06bEKTOB. HalnaeHHbIE yrpo3bl MOXHO
KaK y4ansTb MOHOCTbLIO, Tak U, Mpw
BO3MOXHOCTW, «/1€UNTb» 3aPaKEHHbIV
dann, yoansag niib Bpe4OHOCHYIO
YacTb KOAa

«bur pata»

ODDEKTNBHOCTD «BUr faTax:
rnobanbHag pacnpeneneHHas

ceTb Kaspersky Security Network
npenocTaBngeT MHGopMaLmio

o penyTauum GainoB 1 UHTEPHET-
pecypcoB, obecneuyrBag 6onee
BbICTPOE 1 HaOexXHOe 06HapYXeHe

yrpos

TLS B pexunme
REST-Like

BosmMoXxXHOCTb B3anMogencTBmS
no TLS npu paboTe B pexime REST-like
cepBuca

O6Hapy>keHune

OBHapy>XeHe 06 bEKTOB, KOTOPbIE
yrNaKoBaHbl HECKObKVIMY Pa3HbIMU
ynakoBLUKamu. MNMoanepK1BatoTcs
ThICAYUM Pa3INYHbIX GOPMaTOB

1 BEPCUI YNaKOBLLVKOB 1 apX1BaTOPOB

O6HoBNeHne

OBHOBEHNE aHTUBUPYCHOIO

[BVIXXKa: TEXHOMOM UM OBHapYKEHWS

1 anropuTM 06paboTK OBHOBASAOTCS
UV MOANDULIMPYIOTCS B XOAE OBbIYHbIX
OBHOBNEHWN aHTUBUPYCHBIX 633

MaclwTtabunpoBaHue

Kaspersky Scan Engine obnapaet
OTNNYHOW MPOMYCKHOW CMOCOBHOCTHIO
C BO3MOXHOCTbIO BBICTPOrO
MacLITabnpoBaHns

KnacTtepHbin pexum

MopaepX1BaeTCy KNacTEePHbIN PEXIM
pPaboThl, KorAa 3aKkasymk CTaBuT cebe
B CETb HECKOJBKO 3K3EMMNSPOB

KSEn v ynpaBngeT umu Yepes Be6-
NHTepdeinc



HoBble Bo3amMo)xHocTu Kaspersky Scan Engine 2.1
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BesonacHocTb
1 KoMnnameHc

MHOrononb30BaTENBCKNA PEXIM

1 KOHTPOMb OCTYMa B 3aBUCMMOCTH
oT ponei OnepaumoHHbI ayauT
[Mopnep>xka ayTeHTudkaummn HTTP-
KJIMEHTOB C MOMOLLbO API-TokeHOB
3awwmTa oT aTaku nepebopoM Naponew
B Web-UI.

YnyuJLeHHbIn
dyHKUMOHan

[NonHas nopaep>xka systemd npw
paboTe c cepBucamu (start/stop/
status/restart).

Hawwun Harpaabl

sk

NameHeHns
B apXUTeKType

Scan Engine pasneneH Ha 2 mooyns

C BOBMOXHOCTbIO UX HE3ABUCVIMOrO
penusa: AV-gsmxok (KAV SDK)

VI MPOAYKT C MOMHBIM QYHKLMOHANIOM
(Scan Engine kak o6€pTka Hag KAV
SDK) 9T0 nsmeHeHve ynpoctut

11 YCKOPWT 3amyck HOBbIX Bepcuin Scan
Engine.

YnyuLeHHbIn
KNacTepPHbIN PEXNM
paboThl

ABTOMAaTNYECKOE YAaneHne

113 KnacTepa NpocTanBatoLLX Y3108

1 NofaepXka reTeporeHHbIX KNacTeposB
(HTTP nICAP).

HenaBHWe BbicLUVE Harpanbl OT HE3aBMCUMbIX TECTOBbIX labopaTopuii
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[NononHeHHad
OOKYMEHTauuns

PykoBoacTtsa no nHrerpaumm ¢ SIEM-
cuctemamu (MicroFocus ArcSight,
Splunk) PykoBoacTBa No MHTerpawumm
¢ Oracle Solaris VScan, F5 Application
Security Manager, GoAnywhere MFT,
Dell Isilon OneFsS.

N3meHeHns cnctemHoro
XYpHana

B0O3MOXHOCTb OTNPaBKM HECKOMBKIM
agpecatam.
DunbTpaLs OTAPaBASEMbIX COBbITUN.

MoppobHee


www.kaspersky.ru/top3
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BecnnaTtHasa 30-gHeBHas npobHas Bepcus!
MepenanTe No Cchinke 1 nony4mTe NPobHyto Bepcuio KSEn

MoppobHee
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