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MponyKT kKnacca industrial NTA gnsa pewweHusa
3apa4 npomsbisieHHoro SOC
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https://www.ptsecurity.com/ru-ru/

KnioueBbieé BO3MOXXHOCTMU
U NpeMMylLlecTBa

PT Industrial Security Incident Manager — 370 a3d®MEKTVBHbIM UHCTPYMEHT

HEeMNpPepbIBHOIrO aHanmsa Tpadurka TexHONOrnM4yeckmx ceten npeanpua-

TUW. ABNgeTca npodeccroHanbHbiM NpoaykToMm knacca NTA (network traffic

analysis) Oa9 MPOMbILUIEHHbIX LEHTPOB pearnpoBaHna Ha WHUMOEHTbl WH-

chopmMaymoHHom 6esonacHocTn (SOC). MpepocTasngaeT cneunanmnctam SOC

BO3MOXXHOCTb KOHTRONMPOBAaTb padoTy ACY Tl ¢ TOUKM 3peHnd nHdopMa-
O6nacTu npuMeHeHHns LMOHHOM 6e30MacHOCTMU.

ABTOMaTM3NpOBaHHbIE
CMCTeMbIl yrnpaBneHnd

TEXHONOTNYECKMU + KoMnoHeHT nnatcgopMbl PT ICS. OBHapy KMBaeT CeTeBble Yrpo3bl, HapyLle-

npoueccamm

DOMBILLACHHbIX HUa pernamMeHToB b 1 aHoOManmm B TeXHONOrn4eckoM Tpadrke. C MOMOLLbIO

npeanpUsTU PT ISIM egnHbirt SOC nonyyaeT ceTeBble KOHTEKCTHbIE AaHHbIE O B3auModen-
CTBUM KOMMNOHEHTOB ACY Tl 1 MoxeT onpenennTb UCTOYHUK YIrpo3bl, Mac-

CucTeMbl ynpasrieHuns WTabbl aTak 1 BbIOpaTb NpaBubHbIM CNOCO6 pearmpoBaHna Ha MHLUWMAOEHT.

rOPOLACKOM UHXEHEePHOM
MHDPACTPYKTYPON - BbICTpOe BHEeApPEHME U NOBbIEeHNe 3aLULLLEHHOCTU. APXUTEKTYPa NacCue-
HOIO MOHUTOPUHIA N PEXXKM aBTOMaTMYeCKoro ooyderHna PT ISIM no3sonsatoT

ABTOMATU3NPOBAHHbIE g g . ™
CUCTEMbI YIIPaBAeHMs B KpaTyaniime CpoKM MOOKIUYNTL CUCTEMY K AencTBytolen cetn ACY
0ObEeKTOB KPUTUUECKOMN M NoNy4dnTb nepBble pe3yJibTaTbl BHEOPEHWNA.
MHMDPACTRYKTYPbI

= Lleno4ykn MHUMAEHTOB. Ha OCHOBE BbIABIEHHbIX COObITUM aBTOMATUUECKM

CncTtembl ynpasienna cTpouTcs rpad passuTtus ataku. PT ISIM onpenenser, HaCKOMbKO OHa onac-

3:$22i%%ypom Ha, C yquowl Ba)Kl—viOCTI/I 33TPOHYTbIX 3/I0YMbILLIEHHUKOM PECYPCOB W Xapak-
LeHTPOB 06PaBOTKM Tepa ero gencTBumn.

OaHHbIX, 0eN10BbIX

M TOProBbIX LEHTPOB * Buayanusauus WMHUMAEHTOB. 3a cuyeT ynobHbiX CPeAcTB rpaduyeckoro

oTOBPaKeHVa 31eMeHTOB CEeTeBOW TOMOMOrNK 1 TEXHONOMMYEeCKOro npoLuec-
ca (MHEeMoOCXeM) MOXHO BU3YaNM3MPOBaTb WMHUWMOEHTb MHMOPMALMOHHOM
6e30MacHOCTW, B TOM YKC/1e Ha YPOBHE BU3HEC-NOMMKN.

[MpooMblLLINEeHHblIE
npegnpuaTus
nnpom3BoacTBa

C pacnpegeneHHom
MHMPACTPYKTYpPOW - OOHapy>XeHue HapyweHun noautuk NB. CrctemMa No3BoNseT BOBPEMS Bbl-

ABNATb HApPyLUeHWsa NOJIUTUK MHMOOPMALMOHHOM 6€30MacHOCTU 1 yCTaHOB-
NeHHbIX MPeanpPUATUEM TEXHOTOTMYECKUX PEerlaMeHTOB.

= Jlerkas uHTerpaums B cyuwecTtBytowme npoueccol UB. PT ISIM pacnonaraet
BCEMU HEOOXOOAMMbIMU MeXaHn3MaMy OA9 BCTPavBaHUA B CyLLeCcTByoLlMe
npouecchbl b npegnpuatra 1 nx pacLuMpeHns: BepxXHeYPOBHEBOW M AeTanm-
3MPOBAHHOW OTYETHOCTbLIO, Mepegaden oToeNbHbIX COObITUN U UHLUMOEHTOB
Ha ypoBeHb SOC B SIEM- u opyrme crucTeMbl, BO3MOXXHOCTbIO Pacc/1egoBaHms
MHUMOEHTOB 1 Tak ganee.

* MHBeHTapusauua U KOHTPONb LenocTtHoctu cetn ACY TI. PT ISIM aBToMa-
TUYECKW UHBEHTAPU3NPYET 3/1EMEHTbI CETU, BKJIHOUYAA KOMMOHEHTbI MPOMBbILL-
NEHHOWM CUCTEeMbl YNpaBNeHns, U HeMpPepbIBHO KOHTPOMMPYET LeNOCTHOCTb
TEXHONOrMYEeCKowm CeTu.

6300

YueT cneuudunku npepnpuatua. C nomoulbto PT ISIM MOXHO OTCNEXU-
npasuna oOHapyXeHnsa

BaTb YrpO3bl M BEKTOPbI aTak, YHWKaNbHble 079 MPOMbILAEHHOro 06bekTa.
019 3TOro MCNonb3yrTCa AaHHbIe, MoNyYaeMble B pe3yabTaTte aHaam3a 3alm-
weHHocTn ACY TT1 npeanpuaTus.

MPOOMBbILLNTEHHbBIX YITDO3



* MunHMManbHoOe KOJIMYECTBO JIOXKHOMOJIOXKUTENbHbIX cpabaTbiBaHUMN.
3a cyeT HacTpamBaeMblx MpaBua obHapyxeHusa yrpos PT ISIM nomoraet
COCPEAOTOUNTLCA Ha OEeVNCTBUTENbHO BaKHbIX coObITUax Vb.

- CooTBeTcTBME TPebOOBaHMUAM MNPOMbILWIEHHON cpeabl. Du3nyeckme ycno-
BUS aKCMNyaTauuMn B MPOMbILIAEHHOCTY ObIBalOT KpavHe arpecCcuBHbIMU,
cnonHeHre komnoHeHToB PT ISIM nonbuvpaeTca C y4eToM crneundurkm
OTpac/IM 1 3alMLLEAEeMOro NPeanpPUATUS.

= OnpepeneHne cermMeHtoB cetn. PT I[SIM aBToOMaTtuyecky onpenensa-
eT CerMeHTbl TeXHOMOMMYeCKom ceTu, OBHapyXXMBaad MapLUpyTM3aTopbI
M noaceTn. 3a cyeT BM3yanm3aumy HakoMNMeHHbIX AaHHbIX MOXXHO KOHTPO-
NMPOBaTb BbINONIHEHME TPEeBOBaAHUIN K CerMeHTUPOBAHMIO.

PT Industrial Security Threat Indicators

[na obHapyXeHWa HapyLleHnn MHdopMaumoHHom 6e3onacHocTn PT ISIM
MCNOMb3yeT COOCTBEHHYIO YHUKaNbHYO ©6a3y MNPOMbILUEHHbIX KUbepy-
rpo3 — PT Industrial Security Threat Indicators (PT ISTI). OHa no3songaeTr
Ha pPaHHewr CTagun BbIABNATb MOArOTOBKY K KMbepaTakam Ha 10 1 obopy-
noBaHve ACY Tl (ckaHupoBaHume y3n10B ceTu ACY TTI1, akcnayaTayuto ya3-
BUMOCTEN), HAXOOUTb HEeOOCTAaTKM B HacTponke cucTteM (cnabble naponu,
OTKNIIOUEeHHOEe LWndpoBaHMe), O0OHaPYXXMBaTb MPUMEHeHWe noTeHUManb-
HO Hebe30onacHbIX CPeacTB CeTeBOro B3amMMogencTeua (Hanpumep, ycTa-
peBLIME BEPCUU MPOTOKOOB) M UCMNOMb30BaHWE HeJOKYMEHTUPOBAHHbIX,
B TOM 4yucne Hebe30MmacHbIX, KOMaHg ynpaBneHna obopypoBaHuem (MJIK,
MPOMBbILLUIEHHbIMU KOMMYTaTOpPaMM U TepMUHANaMN).

Bas3a yrpo3 nomoraet PT ISIM npeBeHTUBHO BbISBNATL YA3BUMMOCTU CETU
ACY TI1, B TOM 4Kcne Te, YTO aKCMAyaTUpYyoTCa BUPYCaMU-LLINMDPOBaNbLLM-
kaMu (Hanpumep, WannaCry, Petya) n opyrum BpegoHocHbIM MO (Hanpumep,
Trisis, Triton), a TakXe uaeHTUdrUMpPOoBaTb B ceTu padoTy ManHepoB
KPUNTOBAJOThI.

okcnepTbl Positive Technologies peryngapHo nononHatoT PT ISTI curHaTypa-
MU 1 NpaBraaMy 0OBHapy»XeHMa aTak Ha NPOMbILLIeHHOe 06opyaoBaHme

M nporpamMmMHoe obecrnedeHune. basza dopmMupyeTcs Ha OCHOBE YA3BM-
MOCTEN N TUMUUYHbBIX HEJOCTaTKOB MHMOopPMaUMoHHOWM He3onacHocTn ACY
TIM, HaMaeHHbIX cneuranMcTamMm KOMMnaHuM B Xoae NpoOeKTOB MO aHanm3y 3a-
LLNLLEHHOCTU, @ Tak)Ke B paMKax PeryngapHbix MCCneaoBaHmm HOBbIX YIpoO3.

Basza comoepXMT HECKOSbKO TbhbICAY WMHOMKATOPOB KOMMPOMETauuMm CeTu,
CUTHATYpP, NPaBK OOHAPYXEHWSA aTak Ha pacnpocTpaHeHHble cucTtembl (ABB,
Emerson, Hirschmann, Schneider Electric, Siemens, Yokogawa 1 Tak ganee).
[ocTaBka obHoBNeHW B PT ISIM ocyLuecTBngeTcsa BPYYHYO UM aBTOMaTU-
YeCKW C MOMOLLIbIO MakeTOB 3KCMepTn3bl.

Llenu u 3apgaum

PT ISIM npegHa3HadyeHa gaa Nooaep XK HEMPEPbBIBHOCTY U 014 MOBbILLe-
HNSA YPOBHS 3alUMLLEHHOCTW, OOCTYMNHOCTU TEXHOMOMMYECKMX MPOLEeCcCCOB
C MOMOLLbIO aHalM3a CeTeBOro TpadurKa U NPEBEHTUBHOIO NMOUCKa Yrpos3
(threat hunting), HanpaBneHHbIX Ha ACY TTI1.

Llenu BHeApPEeHUA CUCTEMbI

= HenpepblBHbIM aHann3 knbdep3awnmueHHocT ACY TT1
» KOHTPpOIb AeNCTBUIM NepcoHana 1 noapsaauynkos

= ObHapyeHune HapyweHum Vb 1 kmbepatak Ha ACY TT1

PT ISIM netView Sensor

He TpebyeT OT Monb3oBaTenen
cneymanbHbIX HaBbIKOB

HW BO BHeOpeHU,

HW B aKCMNyaTauum

PT ISIM onpepenset
Yrpo3bl B COOTBETCTBIMU

c MmaTpuuen MITRE ATT&CK
n npukaszom OCTIK Poccum
Ne 239



MeHbLue

T14aca

3aHMMaloT MNyck

1 aBTOMaTM4yeckas HacTpomnKka
PT ISIM netView Sensor

Ha OenCTBYIOLLEM CerMeHTe
ACY TTI1

80%

aKTyanbHbIX yrpo3 ACY Tl MoxeT
OblTb OOHAPYKEHO CEHCOPOM

PT ISIM netView Sensor

«N3 KOPOOBKU» — HE3 KPONOTVBOWN
npenBapuTenbHOM HACTPOMKK,
XapakTepHOM ANa opyrmx
peleHunn

CBoeBpeMeHHOe BbigBNIeHNe NHUMAOEHTOB U MH(DOPMUPOBA-
HWe OTBETCTBEHHbIX L,

Co3naHne 0OBEPEHHOIrO MCTOYHMKA AaHHbIX 4Na adhdekTnB-
HOrO paccnenoBaHMa HapyLlleHun NbB

AHaNM3 MHUMOEHTOB, BKJOYaa onpeneneHve npuymH
BO3HMKHOBEHWV4A, a TaKXXe OUeHKY I'IOC)'Ie,D,CTBI/II;I

MnaHrpoBaHMe Mep Mo YCTPAHEHUIO 1 NpeaoTBPaLleHNIo
VHUWMOEHTOB

ObecnedeHne COOTBETCTBUSA TPeBOBaAHUAM PeryanpyoLnx
opraHnsaunm (B ToM ymcne BoinonHeHmne npurkasos ®CTIK
Ne 31, 239, HOpPM 3akoHa o 6e3onacHocTy K Ne 187-D3

M BbICTpaviBaHne B3ammoaenctema ¢ LueHTpamuy TocCOMKA).

PelueHUue TeXHUYECKUX 3apaaud

HenpepbiBHag ob6paboTka Konumn Tpaduka ACY TI1,
nosy4aeMoro yepes ogHoHanpaBaeHHbIM W3 (anon,
OaHHbIX)

AHaNM3 cobbliTUM Ha YPOBHE KOMMYHUKALMOHHbBIX MPO-
TOKOJT0B, BKtoUaa npombilneHHble (CIP, DIGSI, GOOSE,
IEC104, MMS, Modbus, OPC, PROFINET DCP, Schneider
Electric UMAS, Siemens S7, SPA-Bus, NpoTOKObl YCTPONCTB
Yokogawa, koMnaHum «9KPA» 1 gpyrune)

ABTOMaTMUYeckoe NocTpoeHmne rpada pPa3BUTUS aTaku
ABTOMaTuyeckaa Bu3lyanumsauyusa cetun ACY TT1

BbigBneHre HeaBTOPW3OBAHHbIX MOAKIIOYEH NI
kK ceTn ACY TI1

CobntogeHune TpeboBaHUM K cCerMeHTaunm nNpoMblLLIEHHOM
ceTun

HeTekTnpoBaHme NoTeHUManbHbIX YIPO3 U MPAMbBIX MOMbITOK
KCnNyatauynn M3BeCTHbIX y§|3BI/IMOCTeI7I

O6HapyXeHre HeaBToOPU30BaHHOTO M3MEHEeHNs
TEXHONMOMMYECKMX MapamMeTpoB

KoHTponb gocTtyna K napameTtpam MNJIK no cetn
(UTEHME U U3MEHEHKME MUKPONPOorpamMmm 1 npoekTos MJTK)

ObHapyxeHne HeaBTOPU30OBaAHHOIo yrnpasiieHnsa
MJIK no cetun

BbiaBneHne CNoxHbIX, pacnpeneseHHbIX BO BDEeMeHM aTak
Ha ACY TT1 (Lueno4dku aTtak)

I3BnedeHme 1 nepefada ManmioB N3 TEXHONIOMMYECKOro
Tpadurka BO BHELLIHME CUCTEMDI

leHepaunsa MHUMOEHTOB VB € yyeToM normkm
TEXHOIOMMYEeCKOoro npoLecca

Busyanmsaumsa MHeMOCXeMbl TexnpoLlecca 1 nHankaumsa
KOMMOHEHTOB, paboTa KOTOPbIX HapyLLeHa B pe3ynbraTe
nHUmoeHTos b

dDopMUMpPOBaHME M OTNPAaBKa OTYETOB 00 MHUKMAOEHTaxX
M COCTOAHUM 3amleHHocTn ACY TI1 BO BHelHMe
cucTtembl (SIEM-cuctemy, TocCOMKA).



BO3MOXXHOCTHU MacLUTaOMpOBaHUsA

PT ISIM, Kak 1 KOMMNAEKCHOE pelleHne Ha ero 6a3se, rmbko MacwTabupyeTtcs
B 3aBVICVMOCTWM OT KOHKPETHbIX TpeboBaHUM M 3adad. BHeopeHue KOMMoHeH-
TOB NPOAYKTa MOXET MPOUCXOONTb MO3TAMHO, U AN 3TOrO HE HYXHbI KPYMHbIE
efHOBPEMEHHbIe MHBeCTULUMK. ba3oBas BepCcra ceTeBOoro ceHcopa —

PT ISIM netView Sensor — TpebyeT MUHUMANbHbIX YCUMUM MO yCTaHOBKE

N yaeanbHO NOOXOAUT Kak Ans NMUNOTHOrO BHEAPEHWA, Tak U ONA KaXXO4o4HeB- I-
HOW aKcnnyaTauun. B ganbHemwem onuuum auueHsmpoBaHua PT ISIM no3so-
NAOT pacwnpaTb MYHKLUMOHANBHOCTb CUCTEMbl 6e3 3aMeHbl 0B0opYya0BaHUS.
MIToroBoe KonmyectBo KoOMMNoHeHToB PT ISIM B cocTaBe CUCTEMblI He OrpaHu-
4eHo. Ha HavanbHbIX 3Tanax pa3BepTbiBaHMA CUCTEMA MOXKET UCMOMb30BaTbCA
TOBKO Ha KPUTUYECKM BaXKHbIX MAOLWaAKax C MOCNeayoLWM NONHbIM MOKPbITU-
eM BCexX MPOoLLeccoB B MPOMbILLUNEHHOW CeTu.

KoOoMNoHeHTbl cucrembl. HasHaueHume
U TeXHUYEeCKUue 0OCO0eHHOCTH

PT ISIM — nporpaMMHO-anmnapaTHbIM KOMMIEKC, BKOUYAOLIMIM cepBepbl aHanm3a
ceTeBOro Tpaduka (CeHCcopbl), cepBepbl BU3HEC-aHANUTUKK 1 YNPaBAeHUd YPOBHSA
cUTyaumoHHoro ueHtpa (SOC), mpegHasHadyeHHbIV ONa MHOMKAUMK U KBUTUPOBA-
HUF KPUTUYECKWM OMAaCHbIX MHLUWMOEHTOB NepCOHaIOM MPOMbILLUNMEHHbIX OOBbEKTOB.

= Ha ypoBHe 3almilaemMoro ceteBoro cermerHta ACY Tl (B KOTOPOM pacnosio-
»eHbl APM onepaTtopos, cepepbl SCADA u MNJIK) nprMeHsaeTca cepsep cbopa
M aHanmsa Tpadrka — PT ISIM View Sensor. B Hero noctynaeT Konua Tpadrka
C NopTa 3epKanmpoBaHua kommyTaTopa (Mirror, SPAN) vnun TAP-ycTponcTBa.

= [nga ueHTpanmsaumm npouecca ynpaBfeHUa CEeHCOPpaMK MUCMOMb3YETCH KOM-
noHeHT PT ISIM Overview Center. OH npenocTaBnseT CBOAHYIO MHMOPMaLUMIO
O 3aPErncTPUPOBaHHbIX MHUMOEHTax, obecneumBaeT LUEHTPaNIM30BaHHYK Ha-
CTPOWKY M OBHOBMEHME KOMMOHEHTOB Ha MOAK/IOYEHHbIX K HEMY CeHCOopax.
Kpome Toro, ceHcopsbl PT ISIM MoryT nocTaBnaTb MHMOOPMaLMIO O COBbITUAX
M MHUMAeHTax Hanpsamyto B SIEM-cuctemy (Hanpumep, MaxPatrol SIEM).

* Bce komnoHeHTbl PT ISIM paboTatoT nopn ynpasneHvem Astra Linux n Debian.
B3aunmMopgencTere KOMMOHEHTOB MponcXoguT no npoTtokony HTTPS. Ona ycTta-
HOBKMW W1 MepBOHaYanibHOM HACTROMKKM MOXET TpeboBaTbCa AOCTYM MO MPOTOKO-
ny SSH.

MprMep apXUTEKTYPbI C MPUMEHEHMEM
PT ISIM View Sensor o6enx Bepcuii 1 cepeepa

ynpaenenuns PT ISIM Overview Center

KomnnekcHoe pelleHne

Ha 6a3e PT ISIM,

MaxPatrol SIEM

1 MaxPatrol VM ngeaneHo
noaxoauT ANA opraHu3aumnm
SOC npoMbIlWNEeHHOro
npeanpuaTms

ny©oKum aHanm3

NOTOKa TeXHONOrM4Yyeckoro
TpaduKa CO CKOPOCTbIO
no 300 M6ut/c



KoMmnoHeHTb! PT ISIM

KoMnoHeHT Ha3sHayeHue U OCHOBHbIE BO3MOXXHOCTHU
PT ISIM View Sensor = AHanums konuu Tpaduka cermeHTa ACY Tl
o6eunx Bepcum = O6paboTka COOLITUN B peaslbHOM BpeMeHU

= [Nogpepxka NpoMblLLNeHHbIX 1 IT-npoTtokonos (DPI)

= ABTOMaTuyeckasa ngeHTudunkauma yanos cetn ACY T
(MHBEHTapu3aLuma)

= Hanuure pepakTopa NoAb30BaTENbCKUX MPABUN

= ABTOMAaTMYECKOE NOCTpoOeHMe rpada pa3BuUTVAa aTaku

= Busyanumsaumsa Tononorum npoMblLLUIEHHOW ceTu

= MI3BnedeHmne hannos 13 Tpaduka B UHAYCTPUANbHbIX CETAX

= MIHTennekTyanbHoe oOHapyXeHne HapylleHun (HeaBTOPU30BaHHOIO
ynpaBneHnsa komnoHeHTamMm ACY Tl 1 akcnnyaTaunm ya3pmMMocTen)

= OnpepeneHve CerMeHToB CeTu

= AHanum3 coObITUM C YYeTOM BU3HEeC-N0rnky Texnpouecca

= MOLWHbIV PETPOCNEKTUBHbIV aHaM3 COObITUI

PT ISIM Overview = LleHTpanunsoBaHHoOe ynpaBneHne ceHcopamm PT ISIM (obHOBREHME,
Center OWVNarHoCTUKa U 1. 4.)
= [NpepnocTaBneHne CBOOHOM MHMOPMaLKM O 3adUKCUPOBaAHHbIX
MHUMpgeHTax b
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CTpaHuua co cBoaHOM aHanuTnkon 8 PT ISIM netView Sensor [pad pas3snTUS aTaku, NOCTPOoeHHbIN PT ISIM netView Sensor

JlononHuTeNbHble BHELLWHUE KOMMOHEHTbI

Onga nogkniovyeHus = AnnapaTHbin gron, o6ecneymBaolnii Ha GU3NYECKOM YPOBHE
ceHcopos PT ISIM OfHOHaMpPaBNEeHHYI0 nepegady OaHHbix co SPAN-nopTa KOMMyTaTopa
MOryT UCNONb30OBaTbCSH Ha ceHcop PT ISIM
cnepywouwme .

= Arpervpytollee yCTpPOWCTBO, MO3BOIAIOLLIEE YMEHbLLNTL Tpebyemoe
AOMNOJNIHUTEJIbHbIE

KONMMYeCTBO 3aKynaeMbix ceHcopoB PT ISIM 3a cueT arperaumnm Tpaduka

KOMMOHEHTbI:

C HeckoNbkx SPAN-NOPTOB KOMMYTaTOPOB

= PereHepupytollee yCTROMCTBO, MO3BONAOLIEE PEMNNNLUMPOBATL TPAMDUK
c ogHoro SPAN-nopTa Ha HECKOMbKO APYTMUX MOPTOB 419 YCTPONCTB
MOHWTOPWHIa

= TAP-yCTpOMCTBO A4N14 NONyUYeHUa Konum Tpadrka
npw otcyTcTBUK SPAN-nopTa



Bepcum ceHcopa

PTISIM PTISIM
BO3MOXHOCTb netView proView
Sensor Sensor
BesonacHaa v 6bicTpad nHTerpauns ¢ cetoto ACY Tr1 + +
[Monb3oBaTenbCckuii Beb-nHTepdenc ynpasaeHnsa MHUMOAeHTaMu + +
ABTOMaTUYeCKkoe NocTpoeHue rpada pas3BmUTHSa aTakm + +
Brisyanvsauma nHUMOeHTOB Ha cxeMe ceTnt ACY TT1 + +
ABTOMaTMYeCKOe NOCTpOeHe KapTbl y3/10B ceTu ACY TI1 + +
ABTOMaTMUYeCKOe NOCTPOEHME KapTbl CETEBBLIX KOMMYHMUKaLMn ACY TI1 + +
Busyanmsauuna cxembl cetn ACY TI + +
KoHTponb noaktoueHnin yanos Kk cetu ACY Tl B peanbHOM BpeMeHM + +
Mopaep»xKa NpoMbllLNeHHbIX MpoTokonos (DPI) + +
M3BneyeHre hannos U3 Tpadrka B UHOYCTPUAIbHbIX CeTSX + +
[Monck v hurneTpaumsa cobblTin + +
O6Hapy»xeHue akcnnyatTaunm yassmmocten 8 1O 1 obopyaosaHmm ACY TIM1 + +
KOHTPOMb LEeNOCTHOCTU CeTEBbIX KOMMYHMKaLWM + +
O6Hapy»XeHMe CeTeBbIX CErMeHTOB + +
ABTOMaTM4YecKkoe PopMUPOBaHME 6esbiX CIMCKOB CETEBbIX COeANHEHNN + +
ABTOMaTU4yeckoe hopMmpoBaHme BenbiX CMUCKOB Y3/10B CeTH + +
YnpasneHve 6enbiMu CNMCKaMu CeTEBbIX COeANHEHUM + +
YnpaBneHue 6enbiMuy cnuckamm y3nos cetrt ACY Tl + +
3anuch U xpaHeHune Tpaduka cetun ACY T + +
DKCnopT Tpaduka 1 UHdopMaLmny 06 NHUKMAEHTax + +
NHBeHTapursauuvsa y3noe cetn ACY T + +
PeTpocnekTUBHbINM aHann3 cCobbITUM + +
ObHapyeHne ceTeBblX aHOManmm + +
Hanunune pexxrMa aBTOMaTUYECKOro oby4yeHns + +
KOHTPONb KPUTUMYECKIM BaXKHbIX MapaMeTpoB Texnpouecca - +
Brsyanmsauma MHUMOEHTOB Ha MHEMOCXeMe Texnpouecca - +
PepnakTop npasun + +
Co3faHve rparyeckmx MHeEMOCXEM - +
DKCMNOPT AaHHbIX BO BHeLWWHMe cucTeMbl (Hanpumep, B SIEM-cuctemy) + +
Hanuure 6asbl 3HaHWIM NPOMbILLNEHHbIX yrpo3 (PT ISTH + +
MopkntoyeHue kK PT ISIM Overview Center + +




NMpuMepbl CLiIeHapueB
MCNOoJIb30BaHUSA

CueHapui 1. ABTOHOMHOeE ynpaBJ/ieHue
M MUMHUMAJIbHbIE 3aTpaThbl

Ha kaxgyto M3 3almilaemMblX MaoWagoK ycTa-
HaBAMBaETCS MUHMMaNbHbIM HaboOpP KOMMOHEH-
TOB (ceHcop PT ISIM netView Sensor v npu Heob-
XOOUMOCTU OOHOHAaMNPaBAEHHbIM W3 AaHHbIX)
0N MOHUTOPUHIa UHMOPMaLUMOHHOW Be3onac-
HOCTW CMIaMK CREeLMannMCcCTOB 3akasunKa.

He TpebyeT rnybokoe npegBapuTenibHoe nccne-
JOBaHMe TeXHONOrM4Yyeckoro npouecca v cetu
ACY TIM.

Kaxk bl CeHCOP ynpaBaaeTca oTAeIbHO.

Ona passepTbiBaHWA HYXHbl MUHNMallbHble YCU-
g, cneuynasbHble 3HaHNA He Tpe6yPOTCS:|.

MogxoounT ONga 3alnTbl HeBONbLIKMX UHMPa-
CTPYKTYP, @ TakKe A4 No3TanHoro Macltadbu-
POBaHMA peleHns Ha BoNbWMX NPeanpPuAaTUAx
C pacnpegeneHHon MHMPACTPYKTYPOW.



CueHapum 2. MakcumanbHaa 3 heKTUBHOCTb
U LeHTpanM3soBaHHoOe ynpaBJieHue

= [lpoBoguTCS aHanM3 3alWMLIEHHOCTU  TEXHOMOrMYeCKMx
CerMeHToB M KoMnoHeHToB ACY Tl gng OOCTUMXKEHWA MaKCu-
MaslbHOW 2 MEKTUBHOCTU CUCTEMbI MOHUTOPWHIA.

= [lpun ncnonbloBaHum ceHcopoB PT ISIM proView Sensor Bek-
TOPbI aTak, HanaeHHble B XO4e aHanm3a 3alMLIEeHHOCTW, MO-
ryT OblTb yUTeHbl B KOHQUIYypauUMM CUCTEMbl MOHUTOPUHIA.
DTO OaeT BO3MOXHOCTb OMepaTtrMBHO pearmpoBaTb Ha CJIOXK-
Hble KmbepaTakun, crneundunyHble ONa KoHkpeTHow ACY TI,
BKJIIOUAs aKCMAyaTauMio ya3BrMMOCTEN HYNeBOro aH4.

= OpraHmsyeTtcsa oOWMM CUTYAUMNOHHbBIV LeHTP A8 06paboTKu
MHUWMOEHTOB.

= PT ISIM Overview Center ynpaBndeTr BCEMU KOMMOHEHTaMU
PT ISIM.

= NMHumaeHTbl obpabaTbiBatOTCA LLeHTPaIM30BaAHHO
B SIEM-cucteme.
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Cneuudukauua oéopyaosaHus

PT ISIM PT ISIM

View Sensor o6enx Bepcun Overview Center
Mpoueccop Intel Xeon E-2134 3,5 T, Intel Xeon E-2134 3,5 T,

kaw 8M, 4C/8T koW 8M, 4C/8T
o3y 2x16 65 DDR4 2 x16 6 DDR4
XpaHunuwe 2x 480 b SSD 2x 480 b SSD
CeTeBble NOoAKNIOUYeHUs 6 x 10/100/1000 M6uT/c, RJ-45; 2 x 10/100/1000 M6uT/c, RJ-45
NMuTtaHue 220 B, AC (nepeMeHHbIN TOK) 220 B, AC (nepeMeHHbI TOK)

ptsecurity.com
pr@ptsecurity.com

Positive Technologies — BefyLMin paspaboTunk peLleHnin onsa MHMOoPMaUMOHHOM 6e30MacHOCTU. Yxe 21 rog Halla OCHOBHas
3ajaya — npepoTBpallaTh KMGepaTakn OO TOro, Kak OHW MPUYMHAT HEermpueMeMbl yulep6 GU3HECY W LenbiM OTpacnsM
3KOHOMMKU. Hallm TEXHONIOTUM U CEPBUCHI UCMONb3YoT 6onee 2900 opraHusaumii Mo BCeMy MUpPY, B TOM uuciie 80% KOMMNaHuit
U3 penTuHra «dkcnepT-400».

Positive Technologies — nepBas 1 eaMHCTBEHHasA KOMNaHUA U3 chepbl KNGep6e3onacHOCTM Ha MockoBcKom Gupxke (MOEX: POSI).

CneauTe 3a Hamm B couceTax (Telegram, BKoHTakTe, Twitter, Xabp) n B pasgene «HoBocTu» Ha canTe ptsecurity.com, a Takxke
nopnucblBanTech Ha Tenerpam-kaHan IT's positive investing.
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