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OkcnepTHOe paccriefoBaHne No Konum ceTeBoro Tpadurka
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PT Network Attack Discovery — cnctema aHannsa cetesoro Tpaduka (network traffic analysis, NTA) gns
KOHTPONS BPELOHOCHO akTUBHOCTIN Ha NeprMeTpe 1 BHYTPpU ceTh. STO YyAO6HbIN UHCTPYMEHT ANs pac-
cnefoBaHuiA, KOTOPbI 0O6HaPYXNBaeT akTUBHOCTb 3/10YMbILLIEHHVKOB Aaxe B 3aWwndpoBaHHOM Tpadu-
ke. PT NAD 3HaerT, 4yTo uckatb B ceTu.

MNpoBepka ceTeBON aKTUBHOCTM

PT NAD onpepensiet 6onee 100 ceTeBbIX MPOTOKOMNOB 1 9 MPOTOKONIOB TYHHENNPOBaHUS 1 pa3bupaeT
35 Hambonee pacnpoCTpaHeHHbIX N3 HUX A0 YPOBHS L7 BknlounTensHo. Ha ocHoBe pas6opa v aHanm-
3a 6onee 1200 napameTpOB NPOTOKONOB CTPOATCS MOAENN CeTEBbIX y310B. OTO MNO3BONASET NONYYNTb
Noapo6HYI0 KapTUHY aKTUBHOCTY B MHGPaCTPYKTYpe 1 BbiSBUTbL Npo6nembl VB, koTopble cCHuXatT 3¢b-
$eKTNBHOCTb CUCTEMbl 6€30MacHOCTIN 1 cNoco6CTBYIOT pa3BuTuio atak. PT NAD 3HaeT Bce 0 kaxnom ce-
TEBOM y3/1e, MUHUMU3NPYET NCMONb30BaHNE HEKOHTPONMPYEMbIX KOMMNOHEHTOB VI T-uHdpacTpyKkTypbl 1
CHUXaeT PUCK B3/1OMa KOMMaHnn 4epes HIX.

06Hapy)KeHV|e CNOXHbIX LeieBbiX aTak

CncTema aBTOMAaTUYeCKy OBHAPYXMBAeT MOMbITKWA MPOHUKHOBEHUS B CeTb W MPUCYTCTBME 3/10-
YMBbILMIEHHNKOB B UHGPACTPYKType MO MHOXEeCTBY MPU3HAKOB, HampuMep Mo MpUMeHEeHHbIM
NHCTPYMEHTaM U MO faHHbIM, NepefaHHbiM Ha cepBepbl aTakyoLwX.

Heo6xoanmbiit MUHCTPyMeHT SOC

PT NAD — He3aMeHNMbI NICTOYHWK AaHHbIX Ans SIEM-peweHunin. Cuctema XxpaHUT MmeTagaHHble 1 Cbl-
poii Tpaduk, NO3BONSET ONEepPaTVBHO HAXOAUTL ceccun 1 oTéMpaThb NOAO3PUTENBHbBIE, SKCNOPTMPOBaTb
n nmnopTupoBaTtb Tpaduk. Takum o6pasom PT NAD rapaHTupyeT nosHyio BugnmocTb cetun ansg SOC,
yrnpoLLaeT NpoBepKy YCNELWHOCTN aTaku, MTOMOraeT BOCCTaHOBUTb XPOHOSOI IO 1 CO6paTh fokasaTenb-
Hylo 6a3y.
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Ha faw6opae onepaTtop nonyuyaeT feTanbHyo nHGOPMaLMio 0 MOA03PUTENbHOR aKTUBHOCTM.
OTo nomMoraeT onepaTuBHO pearnpoBaTh Ha MHLMAEHTbI 1 MPOBOANTL PaccnefoBaHns



PT NAD BbISIBJISIET:
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3 A Kak aTaKyloT Baly koMnaHuio? MpoBepbTe CBOIO CETb 1 NeprMeTp —
& 3aKaxuTe 6ecnnaTHyto NunoTHyio Bepcuio PT NAD Ha caiiTe.

CueHapum NnpUMeHeHud

= MoHuTOopUHr ceTeBol 6e3onacHocTu. PT NAD nomoraeT o6HapyXuTb OWNGKN KOHGUrypauum
N HapyleHns pernameHToB Vb, HanpumMep He3aBepLUEHHbIE CeaHChl, CIOBapHble Naponu, NCnosb-
30BaHMe yTUANT AN yaaneHHoro [ocTyna uimnm MHCTPYMEHTOB A1 COKPbITUS CETEBO aKTUBHOCTH.

* BblgaBneHune atak Ha nepumeTpe U B UHPpacTpykType. BcTpoeHHble Mogynun rny6oKoi aHannTuku,
CO6CTBEHHble NpaBuia AeTEKTUPOBaHNS Yrpo3, MHANKATOPbI KOMMNPOMEeTaLn 11 PETPOCMNEeKTUNBHbIN
aHann3 No3BONSIOT OTCNEANTb aTaky Ha PaHHNX CTaANsX U Noce NPOHNKHOBEHNS 310y MbILLINEHHNKa
B MHPaCTPYKTYpY.

= PaccnepoBaHue aTtak. Onepatop VB oTcnexnBaeT aTakun 1 onpeaenseT nx yCnelwHoCTb Ha OCHOBe
aHanmnsa MeTagaHHbIX. CneumnanmncT No paccnefoBaHNio BOCCTaHaBNNBAET XPOHOJONMIO aTaku € no-
Moublo faHHbiXx B PT NAD 1 BbipabaTbiBaeT KOMMEHCUpyioLwmne Mmepbl.

* MNouck yrpos. PT NAD nomoraeT BbicTpouTb npouecc threat hunting B opraHnsauum, npoBepsTb rn-
noTesbl, HaNpPrMep O MPUCYTCTBUN XaKepPOB B CETW, 11 BbISIBASTb CKPbITbIe YrPO3bl, KOTOPbIE HE O6Ha-
pyXmMBalTCs CTaHAaPTHLIMY CPEenCcTBaMuy Knéep6e3onacHOCTH.
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Kak pa6oTtaet PT NAD

PT NAD 3axBaTbiBaeT n pasbupaeT ceTeBoli Tpadurk Ha nepumeTpe 1 B MHGPaCTPYKType C MOMOLLbIO
co6CcTBeHHON TexHonoruy DPI. B kauecTBe ncTouHmka Tpaduka MOXHO MCMonb3oBaTh ycTpolicTea TAP,
6poKepbl CeTeBbIX NakeTOB 1 akTUBHOe ceTeBoe o6opynoBaHne. AHanmn3npys Konmio ceTeBoro Tpadpuka
CTaTUCTNYECKUMM N MOBEAEHYECKMIN MOAYNSIMI, CUCTEMA ONpPefenseT akTUBHOCTb 3/10YMbILLNIEHHIKA
Ha caMblX paHHUX dTanax NPOHNKHOBEHNS B CETb, a TakXe BO BPeMSs MOMbITOK 3aKpenuTbCs 1 pasBuTb
aTaky BHyTpu cet. PT NAD xpaHunT KOnuio Cbiporo Tpadumka N Ha ero oCHoOBe reHeprpyeT MeTafaHHble
ANS peTpoCneKkTUBHOro aHanusa. lMocne o6HOBNEHNS NPaBu OGHaPYXEHNs Yyrpo3 1 penyTaLnoHHbIX
cnuckoB oT PT Expert Security Center npoaykT aBToMaT4ecku nepenpoBepseT cobpaHHble faHHble
o Tpaduke n cooblaeT aHannTukam SOC 0 CKPbITOM NPUCYTCTBUW 3N0yMbIlLeHHKa B ceTu. CoyeTas
B ce6e HeCKOMbKO MexaHN3MOoB 06HapyXeHns CnoxHbix yrpos, PT NAD o6ecneynBaeT BUANMOCTb CETH
KoMMaHuny, o6HapyXunBaeT NO[O3PUTENbHbIE COEANHEHNS 1 CETEBble aHOManun 1 NoMoraeT KOHTPoNnN-
poBaTb pernameHThl V1b.

Positive Technologies — BefyLmnii pa3apaboTunk peleHnii Ansg nHPopMaLMoHHoN 6e3onacHocT. Yxe 21 rof Halla OCHOBHas 3a-
fava — npefoTBpaLlaTh Knbéepatakiul O TOro, Kak OHV MPUYUHAT HeMpremMnembli yiep6 6U3Hecy 1 LesbiM oTpacisM 3KOHOMUKN.
Hawww TexHonorum n cepsrchl ncnonbaytot 6onee 2900 opraHusaumnii no Bcemy mupy, B Tom yucne 80% KoMnaHuin n3 penTuHra
«QkenepTt-400».

Positive Technologies — nepBasi 1 eanHCTBEHHas KOMNaHns 13 chepbl knbepbesonacHocTn Ha Mockosckoii 6upxe (MOEX: POSI).

Cnepute 3a Hamu B couceTax (Telegram, BKoHTakTe, Twitter, Xabp) n B pasnene «HoBocTu» Ha caiiTe ptsecurity.com, a Takxe nop-
nucelBanTech Ha Tenerpam-kaHan IT's positive investing.
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