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R-Vision Security information and event management (SIEM) - 0CHOBHO KOMMOHEHT /15 MOCTPOEHWS
LleHTpa knbepbesonacHocTn. ObecneumBaeT LIeHTpaIM30BaHHOE ynpaB/ieHne NoToKamMm COBbITUI CO BCEX
MHPOPMALIMOHHBIX CUCTEM, MOMOraeT CBOEBPEMEHHO BbIABIATb MHUMAEHTbI U COXPaHATb LLETOCTHOCTb
6u3Heca.

B R-Vision SIEM peann3oBaH KOMMIEKCHbIN NOAX04 K 06paboTke CObbITUI, KOTOPLIN OXBaTbIBAET BCE 3Tarlbl
paboTbl C OAHHLIMK, MPWY 3TOM NOMOraeT ONTUMU3NPOBAaTb PECYPChI KOMMaHUK.

PacLumpeHHbIn @yHKLIMOHaN cbopa CobbITUN U MpaBu/i
Koppenaumn, NoMoraloT CBOEBPEMEHHO OBHAPYXNUTb
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n Moaenen cobblTuin obecneunsatoT CO0p BCEX
Heob6X0ANMBbIX AaHHbIX

Hannune 6a30BbiX WabnoHOB 1 6ObLIOrO NepeuHs

3anaum PeweHwne

:—| [locTpouTb LEHTP o

“=| oBHapyxeHus b ?
MHUMOEHTOB '

= CobupaTb 1 XpaHUTb b A

“—| YyHWKanbHble AaHHbIe 0
opraHv3aLmm

=] CokpaTuTb Bpems Ha ==

“—| noaokoueHVe HoBbIX ---bD F"'"ﬁ

MCTOUYHUKOB COBbITUM

E=

MpunoxeHus

Ll

: Pabouvte cTaHuMK

Endpoint

Konnektop

KoHBenep 06paboTki CobbITHiA
: Hopmanuzsaums

A
QuibTpaums

O6oralueHve
|
|
=
Cepsepa

MocTaBWUKHK
co6bITUN

OtnpaBka

Cob6bITUM

_? Log Management

XpaHeHue

Basa naHHbIX
Pecypcbl xpaHeHus
QID
8- 6
O6nauHble
cUcTeMb

Monenb xpaHeHns

a

HTTPS

Dawinbl

Pa6oTa ¢ cobbITMAMU
Mowck ¢ nomolbio RQL

BuoxeTsl 1 gawbopds!

KOHHEKTOPOB AaeT BO3MOXHOCTb B KpaTuanLime CPOoKu
MNOAKUaTb M0Oble MCTOUHUKN COBbITUM

R-Vision SIEM

MpaBuna koppenauumn

MpaBuna Kak Ko

A3bik VRL

IoACKasKy CuHTaKcnca PearvposaHve

Banmpauwvs

O6Hapy>xeHue

Bpokep
COO06LLEeHNI

AKTUBHbIE
CMUCKK

BepcnoHHOCTb
npaeun

MpeuMyulecTBa Ucnonb3oBaHua R-Vision SIEM

CBoeBpeMeHHoe o6Hapy)eHue yrpos 3a
cueT 06paboTKM COBLITUN U AETEKTUPOBAHNA
WMHLUWOEHTOB B PEXUME pearibHOro BpeMeHu

YnpaBneHue noToKkaMu AaHHbIX
C NMOMOLLBIKO NHCTPYMEHTOB BMU3Yyalin3aunu

C60p Heo6xoaMMbIX COBbITUN
MCMOJIb3YA HaCTpanBaeMble MOAENN AaHHbIX

BbisiBNeHMe KPUTUUHBIX MHLIMAEHTOB
C paclMpeHHbIM GYHKLIMOHANOM Mpaswn
Koppensaumm

PaunoHanbHoe ncnonb3oBaHue pecypcoB
6narogaps rmbK1MM HaCTPOMKaM XpaHeHNs

Jlerkoe MacwTabupoBaHue 3a cCueT
APXUTEKTYPHbLIX BO3MOXXHOCTEN
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Jio6ble ucTouHuKM ana c6opa cobbITUN

C6op aaHHbIX B R-Vision SIEM opraH13oBaH C MOMOLLbIO KOHBEEpPa 06paboTKM COBbITUI, KOTOPbIN
B yOO6HOM dpopmMaTe rnoMoraeT onpeaenstb UCTOUHWKM 19 c6opa MHPOPMaLLMK 1 MapaMeTpbl MOAKMIOUEHNS.

[ns NoOKMOUEHNA NCTOUHNKOB COBBITUI MOXHO MCMOMb30BaTh Kak NpeayCTaHOBEHHbIE WabIoHbI
KOHHEKTOPOB, TaK 1 Co34aBaTb COBCTBEHHbIE 1 B AaNbHENLWEM TUPaXMPOBaTb UX B cucTeme R-Vision SIEM.

EAVHBIN LLeHTp ynpaBneHus cobbiTusMu
[Ona panbHenwen paboTbl C COBpPaHHbIMM  AaHHbIMW pa3paboTaH rpaPUUEcKnin KOHCTPYKTOP,
KOTOPbIN MO3BONAET LIEHTPaNn30BaHHO HaCTPOUTb:

* [Npurem * Hopmanuzauuio + O6oralleHune
« OuMbTPaUMIO 1 OTMPAaBKY COBBLITUI B XPaHWULWA WK B CUCTEMY AN MOC/IeayloWwero aHanmnsa

nonHoq)yHKLlMOHaﬂbele npaBuUnia Koppendauuu

[MpaBK/IbHO HanMcaHHbIe NpaBuia KOPPENALMM MO3BOAIOT BbIABIATL LMPOKMIA CAEKTP MHLIMAEHTOB.
B R-Vision SIEM npaBuna oeTekTMpoBaHWA peann3oBaHbl BOKPYT KOHLLenuun «detection as code»
6€e3 orpaHuyeHnit B 10ruKe 419 0bHapyXeHUa MHLMOEHTOB pasiyHOro T1na.

ONTUMK3MPOBAaTL MPOLLECC MOATOTOBKM NPaBW/ AETEKTUPOBAHWUA MOMOraloT MOACKA3KM U TECTUPOBaHNE
OOCTYrMHble N3 HTepdenca. B fanbHenweM BEPCUOHUPOBaHME NO3BOMIAET KOHTPOIMPOBaTL COCTOAHNE
CO30aBaeMoro KoHTeHTa.

'mbkoe xpaHeHue

YTOObI yUeCTb BaxHble COBbITUA U HETUMNUHbIE MOTPEBHOCTU MO XPaHEHMIO MHOOPMALIMK, B CUCTEME
R-Vision SIEM pa3paboTaHbl:

YHuBepcanbHaa Moaenb NHCTpYyMeHT co3aaHus D@yHKLIMOHaN ANA TMBKOM
OaHHbIX, KOTOpaa CoaepPXUT COBCTBEHHbIX MOAENEeN COBbITUI, NOHaCTPOVIKM nonewn
60/1bLLIOE KONTMUECTBO KOTOPbIE MOXHO pacLUIMpPUTb B COBCTBEHHbIX MOAENAX
npeaHacTPOEHHbIX Monewn 6e3 yuepba Ana XpaHMMbIX AaHHbIX COo6bITUI

CucTeMa MeTPVK XpaHeHUs MO3BO/AET OTCEXMBATL 3arpy3ky XpaHuauLL 1 6a3 AaHHbIX, 3adaBaTb
BPEMEHHbIe MHTEPBasbl ANA PA3/IMUHBIX TUMOB XPaHEeHUsA 1 ONTUMU3UPOBATL UCMOb30BaHKE
annapaTHbIX PecypCcoB.

BbiCcTpbI MONCK CO6bITUMN

PyHKLIMOHas Noncka SaeT BO3MOXHOCTb aHann3npoBaTth 60/bwre 06beMbl COBpaHHbIX AaHHbIX:

« [pu obpalleHUM K CObbITUAM MOXHO CO34aBaTh 3amnpOoChl IIOOOro YPOBHA CNOXHOCTH, UCMOb3YA
MaTeMaTUUecKune 1 normyeckme ycnoBua

« [1nsa popMmpoBaHua 6o1ee TOUHOM BbIGOPKM AOCTYMNHa MHOrOYypoBHEBas GUIbTpaLLmns
pe3ynbTaToB NMoMUCKa, r’MbKoe ynpaBieHne HacTporkamMmn GUIbTPOB U BO3MOXHOCTb 0OBAaBNATb
3HaUeHus B GUNbTPbI MPAMO 13 NPOCMaTPUBAEMOrO COBbITUA

+ BbiABUTb Hanboee yacTo BCTPeUaloLMeCs 3HaUeHNA MOMOraeT CTaTUCTMKa MO MOAM COBbITUM

+ Bce co3aaHHble 3anpoChbl MOXHO COXPaHATb, UTO MUHUMU3UPYET TPYOO03aTpaThl aHaIMTUKaM
npu paboTe ¢ AaHHbIMK

MocTpoeHne KOMNNEKCHOM 3alluTbl BMecTe ¢ TexHonornamm R-Vision
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R-Vision - pa3paboTunk cucTeM knbepbesonacHoOCTw.
KoMnaHwusa ¢ 2011 rona co3naeT TEXHOSOM MKW, KOTOpbIE MOMOratoT
BU3Hecy 1 rocyaapCTBEeHHbIM OpraH13aLnaM No BCeEMY MUPY
yBEPEHHO MPOTMBOCTOATb aKTyasbHbIM KN6epyrpo3am

n obecneunBaTb HadexHoe yrnpasneHme nHGOoOPMaLIMOHHOM
6€e30MacHOCTbIO.

TexHonornun R-Vision ncnonb3ytoTca B 6aHKax, rocyaapCTBEHHbIX
opraHuM3aumax, HepTerasoBom OTpPac/u, SHepreTuke, MeTannypruu,
MPOMBILWIEHHOCTU U KOMMaHWAX APYruxX OTpacnen.
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