R-Vision Threat
Intelligence Platform

[MlnaTtpopMa aHannsa
MHopMaLuuun 06 yrposax




R-Vision Threat Intelligence Platform (TIP) npeacTasnaeT co6oi crneumnanmavpoBaHHyio NiaThopmy
aHanu3sa nHdopMaLmm 06 yrpo3sax. lNpoaykT obecrneunBaeT aBToMaTUUECKuin C60p, HoOpManM3aumnio

1 oboralleHre MHAMKATOPOB KOMMPOMeTaLLMK, nepenavy 06paboTaHHbIX AaHHbIX HAMPAMYIO

Ha BHYTPEHHWe CpefCTBa 3all1Thl, a TaKXe MOUCK 1 OBHapYyXXeHEe MHONKATOPOB BO BHYTPEHHeN

MHPPaCTPYKTYpe opraHn3aLmm.
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R-Vision TIP o6ecrneunBaeT aBTOMaTUUYECKMIM COOP,
HOpManu3aumio, oboralleHne 1 XxpaHeHne aaHHbIX Tl
13 PasNnUHbIX MICTOUHNKOB 6/1aroaaps BCTPOEHHON
MHTEerpaLmm C KtoueBbIMM KOMMEPUECKMMU 1 OMEH-
COPCHbIMYM MoLwaaxkamm obMeHa AaHHbIMK 06 yrpo-
3ax 1 cepBucamm

[NnaTdopMa aBTOMaTUIMPYET K/TloueBble paboune
cLueHapum Npu NoMoLLmM npasun: oboratleHue loCs
OOMONMHUTESIbHBIM KOHTEKCTOM, MOHUTOPUHI B
cobbITnax SIEM, akcrnopT Ha C3W ang 6/10KMpoBKU,
ornoselleHna 06 0bHapyxeHWAX No e-mail, oTnpasKa
nHumaeHToB B R-Vision SOAR ana pearnpoBaHua

®yHKLMOHan ceHcopoBs nnatdopmsl R-Vision TIP
No3BOMAET MOyYaTb AaHHbIE U3 PA3/IUUHbIX
SIEM-cucTeM 1 OCyLLeCTBNATL aBTOMaTUUECKUN
PeaKTUBHbIN 1 PETPOCMEKTUBHbIN MOUCK PENEBaHT-
HbIX MHOMKATOPOB B MHPPACTPYKTYPE, CHMXaA
Harpysky Ha SIEM

MNpwu coBMecTHOM Ucnonb3oBaHuM ¢ R-Vision Endpoint no3ssonseT:

' OcyLLl,eCTBJ'IFITb MOUCK NHOMKATOPOB KOMMNPOMETaL MM Ha KOHEUHbIX YCTpOVICTBaX

v OborauaTtb HanaeHHble MHAMKATOPbL! AOMOMHUTEbHBIM KOHTEKCTOM M3 R-Vision TIP

v [NepenasaTtb MHLMAEHTLI AN1A Aa/lbHENLLEro paccneanoBaHns 1 pearnposaHma B R-Vision SOAR
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C6op aaHHbIX Threat Intelligence

R-Vision Threat Intelligence Platform arperupyeT AaHHble 06 yrpo3ax 13 pasnnuHbiX MICTOUHMKOB
B aBTOMaTUUECKOM pexunme. Cuctema obnanaeT BCTPOEHHOM MHTErpaLmen C niollankammv obMeHa
NaHHbIMK 06 Yrpo3ax 1 cepBrcamMu:

+ R-Vision Threat Feed « PTThreat Intelligence Feeds + MITRE ATT&CK®

« AT&T Cybersecurity « RST Threat Feed +  OTKPbITbIE UICTOUHUKM

« Group-IB Threat Intelligence + BIL.ZONE ThreatVision « Bo3moxHO noaxntoueHne
« Kaspersky Threat Intelligence « ACOWV OUHLIEPT OPYrX NCTOYHMKOB

O6pa6oTka 1 oboraueHve

B npoLiecce 06paboTki MHAMKATOPbI HOPMaNU3yTCS U MPUBOAATCA K €AMHOW MOAEeN MPeaCTaB/IeHNS,
nyénvpytolmneca MHAMKaTopPbl CBA3bIBAIOTCA 1N 06beAnHAITCA. KaxAoMy MHOMKaTOPY KOMMpoMeTaunm
npucBanBaeTCA PENTUHT K ONpeaensaioTCA NONUTUKKN yCTapeBaHUA NHAMKaTopoB.. R-Vision TIP
Mo3BO/IAET 0boralath MHANKATOPbLI KOMMPOMETALMM AOMONHUTESIbHBIM KOHTEKCTOM, KOTOPbIN OTCYT-
CTBYET B UCXOAHbIX AaHHbIX OT MOCTaBLUMKa. [ToaaepxmsaeTcs > 20 cepBMCOB O60raLleHus:

. VirusTotal - RiskiQ - OPSWAT Metadefender « Shodan
« Whois + pgeolocation.io - MaxMind « [Hpyrne

AHanus B3anMocBA3en

AHanna B3aMMocBA3er noMoraeT Nb-crneumanmcTy npaBuiibHO MHTEPNPeTUPOBaTh AaHHbIE N CHOPMU-
pOBaTb LLeNOCTHYI0 KapTUHY Yrpo3bl. R-Vision TIP cobrnpaeT MMEIOLLYIOCA Y MOCTaBLLMKa MHOOPMaLLMIO
06 nHOuKaTope 1 CBA3aHHbIE C HUM:

- Bro +  YA3BMMOCTU + TexHWKW, TaKTUKW 1 OpYrom
« Otuethl « Cy6bekTbl yrpo3 KOHTEeKCT 13 MITRE ATT&CK®
OkcnopT Ha C3U

MpenBapuTenbHas 06paboTka MOMOraeT CHU3UTb KOMIMUECTBO NOXHbIX CpabaTbliBaHW, KOTOPbIE UacTo
BO3HMWKaIOT NMpW UCMOMb30BaHUM ChipbiX AaHHbIX. O6paboTaHHbIe AaHHbIE aBTOMaTUYECKM NepeaatoTcs
Ha nMeloLLVecs BHyTPEeHHWE CpeacTBa 3allnTbl MHGOPMaLIMK:

. UserGate . Palo Alto Networks . McAfee . [Opyrve C3A
- Cisco « Check Point « IdecoUTM

[lononHWTenbHO ecTb BO3MOXHOCTb 06MeHa AaHHbIMM C MOMOLLbIO PacrpoCTpaHeHHbIX GOpPMaTOoB:
STIX 2.1, CSV, JSON.

MNownck n obHapyxeHue B UT-uHPpacTpykType

R-Vision TIP obecrneunBaeT peTpOCNEKTUBHbIV 1 MPOAKTUBHbIN MOUCK peneBaHTHbIX MHOMKATOPOB
B cO6bITUAX SIEM C MOMOLLIbIO CEHCOPOB M PaCcChIIaeT OMOBELLEHWA B ClTyyae OBHapYyXeHWA.

ABTOMaTM3aLUA CLLeHapueB

MnaTdopMa No3BONAET HACTPOUTD BbINOMHEHUE PErYNSAPHO NOBTOPSIOWMXCA ONepaLmni C MHAMKATO-
pPaMu KOMMPOMETaLIMM B aBTOMaTUUECKOM pexunmMe. 3adaB nocneaoBaTelbHOCTb NpaBui 06paboTku,
MOXHO MOTHOCTbHIO aBTOMAaTU3MPOBATL OMPEAENEHHbIN CLIeHapUi paboTbl C HAGOPOM AaHHbIX:

OT WX NoNyJYeHust 40 6NIOKMPOBKMN CPeaCcTBaMM 3aLUmnThI.

®opmMupoBaHue 6lonneTeHen

YO06HbIV KOHCTPYKTOP Bto/1/1IeTeEHEN MoMoraeT chopMmMpoBaTb MHPOPMaLIMOHHbIE MaTepuarbl
o yrpo3am 1 ya3BMMOCTAM, Pa3oc/aTh 6io/IneTeHr No A0UEePHUM OpraHM3aLmnsaM, a Takxe 3KCropTu-
pPOBaTb Ha BHELLHWE CUCTEMbI C MOMOLLLbIO API.
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O KoOMnNnaHum

R-Vision - pa3paboTunk cuctem knbepbe3onacHOCTH.
KoMnaHusa ¢ 2011 roaa co3gaeT TEXHONOM MK, KOTOPbIE MOMOraloT
B13HeCy 1 rocy4apCTBEHHbIM OPraHn3aLLMAaM No BCEMY MUPY
yBEPEHHO MPOTUBOCTOATL aKTyaslbHbIM KUBEepyrpo3am

n obecneunBaTb HadexHoe yrpasneHue nHGopPMaLIMOHHOM
6€30MacHOCTbIO.

TexHonoruun R-Vision ncnonb3ytoTca B 6aHKax, rocyaapCTBEHHbIX
opraHunsaumax, HepTerasoBow OTPac/n, SHepreTuke, MeTannypruu,
MPOMBILIIEHHOCTU M KOMMNaHUAX APYrnx oTpacnien.

CucTtema R-Vision TIP 3apernctpupoBaHa B PeecTpe
oTeuecTBeHHoro N0 u ceptuéuumnposaHa PCTIK Poccumn
no 4 ypoBHIO AOBEpHUS.

@ rvision.ru t.me/rvision_pro
X sales@rvision.ru /rvision_ru
[ +7(499) 32280 40 ® /RVisionPro

HanpxecT nHpopmMaLMoHHOW 6e3omacHOCTU: rvision.ru/blog



