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R-Vision Vulnerability Management (VM) npeacrasnseT co60i KOMMIEKCHYIO CUCTEMY aBTOMaTM3aLImMm
rnpoLLecca yrnpasneHusa yassuMocTamu. R-Vision VM BbigBNAET yA3BMMOCTY MHPOPMaLMOHHOW 6e3omnac-
HOCTUM B MHGPACTPYKTYpe OpraHn3aLLnm, arpermpyeT nonyyeHHyo nHdopmaumio B eamHon 6ase, no3sons-
€T MPUOPUTU3NPOBATL OBHAPYXXEHHbIE YA3UMOCTU MO YPOBHIO KPUTUUHOCTU U OCYLLECTB/IATH KOHTPO b
3a NPOLLECCOM MX YCTPaHEHUSA.
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R-Vision VM obnanaeTt BCTPOEHHbIM CKaHEepPOM YA3BU-
MOCTEW, a TakXKe No3BONAET MMMOPTUMPOBAaTL YA3BNUMOC-
TV 13 BONBLUIMHCTBA BHELIHMX MCTOYHMKOB, UTO NMO3BO/A-
€T co34aTb U NoAAEePXMNBaTb B aKTyaslbHOM COCTOAHUM
COBCTBEHHYIO 6azy yA3BUMOCTEN.

HacTpavBaeMbIl penTUHT YA3BMMOCTEN obecreunBaeT
NMPUOPUTM3ALIMIO YA3BMMOCTEN B COOTBETCTBUM

C pernameHTamun opraHun3aunu. lNpu pacuete pentuHra
YUMTbIBaOTCH /t06ble aTprbyThl YA3BUMOCTH, aKTMBa
VNN FPYMMbl aKTUBOB.

BcTpoeHHbiv B R-Vision VM MeHekep 3a0au U UHLK-
LOEHTOB, a TaKxe UHTerpauma c Service Desk-pelueHusa-
MW MO3BO/AIOT MOMHOCTbLIO aBTOMaTU3NPOBAaTbL MPOLLEecc
yCTpaHeHus yassnumMocTen. CoBpeMeHHbIN BEG-MHTEp-
denc cUCTEMbI MOMOraeT JIErKo HaNTWN HYXXHYIO MHPOP-
MaLMIO, N3YUnTb CTaTUCTUKY M MOArOTOBUTbL OTUET ASA
pyKOBOACTBaA.

Mpn coBMecTHOM ncnonb3osaHuu ¢ R-Vision Endpoint nossonserT:

v TonyyaTb HbOPMaLLMIO 06 MBMEHEHUSAX C KOHEUHbIX YCTPONCTB B aBTOMaTUUECKOM PEXMME

v BbigBnaTb YA3BNUMOCTU MyTEM aHaM3a yCTaHOB/IEHHOIO Ha KOHEUHbIX yCTpOVICTBaX Mo
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MHBeHTapu3aumsa

ApxutekTypa R-Vision VM no3BongaeT ckaHnpoBaTb MHPPaACTPYKTYpy Mnoboro Maclutaba, obecrneursas
OefynnvKaLmio XOCTOB 1 paboTy B CETAX C OAMHAKOBOW aapecaLument. B 6azoBov Bepcum AOCTYMNHO
6onee 30 roToBbIX KOHHEKTOPOB K BHELWHUM CUCTEMAaM:

« CMDB-cucTemsl « TekcToBble Gansibl «  AHTMBUMPYChI « [Opyrvne C31
+ bBasbl naHHbIX + Active Directory « SIEM-cuctembl

MpY HEO6XOANMOCTU MOXHO BOCMO/b30BaTbCA BCTPOEHHbBIM KOHCTPYKTOPOM UHTErpaLLmnit.

BbisBneHue

R-Vision VM B yoaneHHOM pexume cobrpaeT MHGOPMaLLMIO C KOHEUHbIX YCTPOWCTB 1 MepeaaeT ee Ha
cepBep yrpasneHus, rae NnpoucxoamnT obHapyxeHue yasBMMoCcTeN. [1py 3TOM Harpyaka Ha KOHeUHble
YCTPOWCTBa M CeTb Nepenaun AaHHbIX MUHUManbHa. CucteMa noaaepXmBaeT MHTerpaLmio ¢ 605b-
WMHCTBOM CKaHEPOB YA3BMMOCTEW, a TakxXe No3BO/IAET NOMONHATL 6a3y YA3BUMOCTEN BPYUHYIO.

MNpuopuTtusauma

BasoBbivt BapuaHT pacueTa penTnHra yassnmMoCcTen OCYLLECTBAETCH MO C/IeAYIOWMM NapaMeTpam:

« OueHka CVSS « CrTaTycC ysaA3BMMOCTH «  KputnuHocTb rpynnsl UT-akTBOB
« Hanuune akcnnonta « KpuTnuHocTb akTnBa « [pyrve napameTpel

R-Vision VM no3sonsgeT HaCTPOUTb pacueT penTUHIra Ha OCHOBE /IIOBbIX aTPUOYTOB YA3BMMOCTH,
obopyanoBaHua Unv rpynnsl IT-akTMBOB, B KOTOPbIE BXOAUT AaHHOe obopyaoBaHue. bnaronapsa HacTpa-
nBaeMon Gpopmyrie pacueTta penTuHra MOXHO NPUOPUTUINPOBATL YA3BMMOCTM MO PEKOMEHAALIMAM
OCTIK, MexayHapOoOHbIM NPaKTUKaM U CornacHoO BHYTPEHHUM pernaMmeHTam opraHn3aLnm.

YcTpaHeHue

R-Vision VM nosBonsaeT 3aaaTb AN9 YA3BUMOCTU N0H60M TpebyeMbii Habop CTaTyCoB, a AN MPUHATUA
PUCKa UM KOMMEHCUPYIOLLMX Mep 3adaTh CTaTyC Ha BPeMA. BCTPOEHHbIM MeHekep 3a4au U MHLMAEH-
TOB, a TaKXe MHTerpauma ¢ BHeWHUMK Service Desk pelleHraMn 0aloT BO3MOXHOCTb 3GHeKTUBHO
aBTOMAaTU3MPOBAaTbL NPOLLeCcC PaboTbl C YA3BUMOCTAMU. IMONNTUKK YIPaBAEHUA YA3BUMOCTSAMM MO3BO-
NIAOT aBTOMaTUUECKM CO3AaBaTh 3aAaun/VHLMOEHTbI HAa YCTPaHeHWe YA3BUMOCTEN, MEHATL UX CTaTyC
W ynoanaTh yCTapeBLMEe/3aKpbIThle YA3BUMOCTU N3 CUCTEMBI.

KoHTponb

C nepeuHeM ya3BuMocTen B nHTepoeice R-Vision VM MOXHO paboTaTb B pa3/inuHbIX pa3pe3ax: NpocTo
YySI3BMMOCTW Ha YCTPOWCTBAX, C FPyNnMpPOBKON Mo akTueam, MO 1 CVE. [1na kaxaoro npeacTaBneHus
npenycMoTpeHa naHens GuIbTpaLmnm n CKBO3HOM Nouck. R-Vision VM ¢ukcrpyeT ¢akT ycTpaHeHus
YA3BMMOCTW, NPUCBaKBast €M CTaTyC 3aKPbITON, a Takxe NMO3BONAET 3aKpbiBaTb YA3BUMOCTH BPYUHYIO.

B nHTepoence R-Vision VM npenycMoTpeHo 60/blloe KOTMUECTBO NMPeaHacTPOEHHbIX rpaduKoB

M OTUETOB, a TakKXXe AOCTYIMHa X MOMb30BaTENbCKasA HACTPOMKa MOA HY>KAbl OpraHU3aLunu.

B3sanMoaencTeue c npoayktamm R-Vision

CoBMecTHOe 1cnosb3osaHue R-Vision VM ¢ cuctemMon R-Vision SOAR Mo3BonfeT opraHM3oBaTh NpoL.ecc
yrnpaBneHnst ya3BrMOCTAMM 0600 YPOBHS CMIOXHOCTM M aBTOMaTU3UPOBaTb NPOBEPKY YCTPaHEHUS
YA3BMMOCTEN. YA3BUMOCTM 060PYO0BaAHUA U FPYMIM aKTUBOB MOXHO YUUTbIBATb B OLIEHKE PUCKOB U NP
nposeneHun ayamTtos B R-Vision SGRC.
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R-Vision - pa3paboTunk cucTeM knbepbesonacHoOCTw.
KoMnaHwus ¢ 2011 rooa co3aaeT TeXHO/Or MK, KOTOpbIe MOMOratoT
BU3Hecy 1 rocyaapCTBEeHHbIM OpraH1M3aunaM No BCeEMY MUPY
yBEPEHHO MPOTMBOCTOATb aKTyasbHbIM KN6epyrpo3am

n obecneunBaTb HadexHoe yrnpasneHne nHGOoOPMaLIMOHHOM
6€e30MacHOCTbIO.

TexHonoruun R-Vision ncnonb3ytoTca B 6aHKax, rocy4apCTBEHHbIX
opraHun3aumax, HepTerasoBom OTpPac/Iu, SHepreTuke, MeTannypruu,
MPOMBILWIEHHOCTU U KOMMaHWAX APYruX OTpacnen.
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