KomnnekcHas 3awmTa
MHPOPMALIMOHHbBIX CUCTEM
Ha nnatpopme SAP NetWeaver

L SafeERP

KoHTponupyviTe 6e30MacHOCTb

BCcex SAP-cncTem B pamkax eguHOro
peLleHnd, cepTUMULMPOBaAHHOIO
SAP Add-0n

SAP° Certified

Integration with SAP Applications

G I s HapexHbie
peLlleHna angd

FA3SUHDOPM Be30onacHoOCTU

CEPBWUC bu3Heca




KiroueBble 0cobeHHOCTH

AHanu3 3almLEHHOCTU
SAP

* AyauT MHbOPMaLMOHHO BGe30nacHoCTH
24/7/365

« ABTOMaTM3aLMg NpoBepok 6e30MacHOCTH
SAP-cucTtem

« Kactomusauua cueHapues NpoBepok

KoHTposib AocTyna n obecneyeHue
uenoctHoctn SAP

* KOHTpO/b N3MEHeHNdA 0BbEeKTOB Peno3nTopus
SAP-cuctem

« CooTBeTcTBME TPEOOBAHUAM KOHTPONA
uenoctHocty ®CTIK Poccum ana NCIMAH
11 2 yPOBHA 3aWMLLEHHOCTM

CooTBeTCTBME pErnameHTam
MU CTaHOQpTaMm
» Ceptudukat coorBetcTBmga GCTIK Poccum
no 4 ypoBHto koHTpona HOB 1 TY

* Ceptudukat Powered by SAP Netweaver

CDyHKLl,VIOHa}'IbeIe BO3MOXHOCTU

AHanM3 KaCTOMU3MPOBAHHOIO
kopa ABAP

* (Cebiwe 100 cueHapueB NpoBepoK KoAa
Ha YA3BMMOCTU

« bonee 50 cueHapmeB NpoBepokK Koaa
Ha BbiCTpoaeicTBMe

« [poBepka kayecTBa pa3paboTku

M OTYETHOCTb

@ LleHTpann3oBaHHoe yripaBiieHne

° KnmeHT—cepBepHaq dAPXUTEKTYPa pelleHnd,
egnHa4d naHeslb MOHUTOPKWHIa

* MoaynbHbIi PYyHKLMOHAN

* OTYéTbl AN9 CMeymanmncToB U pyKOBOACTBA

e MHTerpauusa c SIEM

¢ HP ArcSight
+ IBM QRadar
+ Ankey Siem u ap.

KOHTpO/Ib LLeNoCTHOCTU
A9 3alKMTbl NePCOHAJIbHBIX AAHHbIX

SafeERP dwukcmpyeT v KOHTpoampyeT

HEeM3MeHHOCTb KOHMUrypauuu 1 koaa SAP-cuctem,

npowenumnx npoBepky Ha 6e30MnacHOCTb. ITn

YyHKLMM CBOAAT K MUHVMYMY PUCKM BO3[ENCTBUA
3/10YMbILLIIEHHUKOB NpWY 0BHOBIEHNN CUCTEMBI, MPU

N3MEHeHNN eé KoHdUrypaummn, npu gopabotke
(PYHKUMOHaNa Ha sa3bike ABAP. DyHKLKUSA KOHTPONS
LesIoCTHOCTW peanmM3oBaHa METOAOM
NepruoAnNYecKoro BblYNCIEHUSA KOHTPOJIbHbBIX CYMM
MPOrpamMMHbIX 0ObEKTOB C MCMOJb30BaAHMEM
KpUNTOrpauyeckx anropuTmos.

PerucTtpauua goctyna
K KOH(pnaeHUManbHo MHPopmMaLmmn

MporpammHsblii komnnekc SafeERP obecneuvBaeT
MexaHW3M KaTeroprpoBaHng COBbITINMY
besonacHocTu. [Mo3BONSET CO34aBaTb C/IOXKHbIE
arpernmpoBaHHble CObbITUS He30MacHOCTU, KOTOPbIe
B CBOIO 04Yepe/b Aal0T BO3MOXHOCTb OHO3HAYHO
NHTEPNPeTMPOBaThb COBbLITME MB Kak MHUMAEHT.
MpenycmMoTpeHa BO3MOXHOCTb hUKCaLMM COBbITUI
neyaTu MHOOPMALMM OrpaHNUYEHHOro AOCTYNa.
DYHKLMOHAN MOHUTOPUHra cobbiTnii Vb
nporpaMmmMHoro komnnekca SafeERP obecneunBaet
MaKCVMaJsbHbIA KOHTPOJIb AOCTYNA K MHMOpMaLmK.



HenpepbiBHOE CKaHMpOBaHWe
M aHanu3 3alULLEHHOCTU

[MporpammHbii Komnnekc SafeERP aBTomaTmsmnpyet
npoLecc ynpaeieHus 6e30nacHoCTbIO B
SAP-crcTemax KoOMNaHmuy, NpefoCcTaBasas NOMHYO
KapTUHY 3aMLEHHOCTW CUCTEM MO BCEMY
nanawadTy. SafeERP BbICTpO 1 ¢ MUHUMabHBIMM
YCUIMAMM MOIb30BaTe e aHanm3npyeT
3aWMWEHHOCTb CUCTEeMbI M CTAaBUT Ha KOHTPO/Ib
KPUTWYHbIE 06beKThl. [1pK aHanmn3e 3aWmLEHHOCTN
MCMOb3YTCA 0PULMaNbHbIE peKOMEeHAALNM
KomnaHum SAP SE, a Takxe nydlive MMpoBble
NpakTVKKM 6e30MnacHoi HaCTPOKKM. [porpamMmmMHbliA
komnnekc SafeERP obecneuvBaet
LLleHTPaNM30BaHHbIA cbop 1 MpocMoTp HacTpoek Ub,
M3MEeHeHW YYETHbIX 3anunceii Nob30BaTenei,
pOJieit, MOJTHOMOYMIA Yepes eANHYI0 KOHCOJTb
MHMOPMaLMOHHOM Be30MacHOCTM.

B xone nepBoHa4anbHOW HACTPOMKKM MPOrPaMMHOIO
komnnekca SafeERP npepgnaratotca
pPEKOMEeH/10BaHHble MapamMeTpbl HACTpoek
6e30MnacHOCTM AN CyllecTBytoulero naHawadTa
SAP.

MHbopmaLmoHHaa besonacHocTb SAP

AHanus koga

SafeERP no3sonseT obHapyx1BaTb yA3BMMOCTH

B KACTOMM3MPOBaHHOM Kofe SAP-cuctem.
[MpoBepky KoAa BKIKOUAOT MHOXECTBO CLieHapVeB,
cpeauv KOTOpbIX:

+ KPUTUYHbIE BbI30BbI KOMaHa OC

© KpUTW4YHble obpauerHna k CYB[

* KPUTUYHbIE BbI30BbI (DYHKLUWI 94pa
+ OTCYTCTBME MPOBEPOK aBTOPM3aL MM
+ NMPOrpaMMHble 3aKaagKm

+ ya3BMMOCTM TUNa «Backdoor»

[Momnck ya3BMMOCTEN OCYLLEeCTBAAETCS

no ncxodHomy Koy SAP-cuctem bes
[OMOSIHNTENbHOM BbIFPY3KWM KO3

BO BHeLLHee CPpe/iCTBO aHan3a, YTo yBeM4mnBaeT
6e30MacHOCTb M NOBbILAET CKOPOCTb MPOBEAEHNA
TecToB. TakXe BO3MOXHO BCTpamBaHue npotecca
NMpOBEPKW KOJa B TPAHCMOPTHYIO CUCTEMY Ha
YyPOBHe MpoBepku 3anpocos. OTUETbI, KOTOPbIE
(POPMUPYIOTCH MO pe3y/ibTaTamMm CKaHUMPOBaHUS
KoAa Ha Y43BMMOCTU, COLepKaT npumepsbl

MX 3KCMIyaTaLMmM 1 ONMcaHns B3Hec-pUCKOoB.
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