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SafeTech CA — coBpeMeHHbI OTeYeCTBeHHbIN LIeHTp cepTu-
drKaLmm, cnocobHbIin 3ameHnTb Microsoft CA 1 He TONBKO.
MpOoAYyKT NO3BOASET CHU3NUTL PUCKM MPUOCTAHOBKM PaboThl
Microsoft CA Ha TeppuTopumn Poccninckoin ®esepauin 1 BbINoA-
HUTb TPeboBaHNSA 3aKOHOAATENBLCTBA MO MMMOPTO3aMeLLEHMIO.

PeLueHMe No3BONSET 1ErkO U MPUBLIYHO OCYLLIECTBIATD!

* BbIMyck cepTuurkaToB no 3anpocam PKCS#10,

* MPVIOCTaHOBKY 1 BO30O6HOBNEHWE AeCTBMA CepTUPLKATOB,
* OT3bIB CEPTUPUKATOB,

* nogaepxky RSA, nybnnkaumto CRL (Touka CDP) n kopHeBOro
ceptudukara (touka AlA),

* XpaHeHne rnepeyHs BblMyLeHHbIX CepTI/Iq)I/IKaTOB.

WHTerpauusa pewenus peannsyertca Yepes REST API.

K/TIOMEBbIE MPEUMYLLLIECTBA

Yno6cTBO M PyHKUMOHANBHOCTL MHTEpdelica

ObecneyrBaeT paboTy He TONbKO € 6a30BbIMU GYHKLMSMUA
yrpaBneHVsiMI cepTUdUKaTaMu, HO 1 paboTy C MaccoBbIMMU
onepaLsiMn 1 BbIMyCKOM CepTUPUKATOB, NOyYeHeM CTaTu-
CTUKN 1 HPOPMALIMM O JOCTYMHOCTY MUKPOCEPBUCOB.

MmnoprosamelneHne

Peanunsyet npotokon Microsoft WS-Trust X.509v3 Token
Enrollment Extensions (MS-WSTEP). Takxe SafeTech CA
noazepxmsaet nHTerpaumo ¢ MS ActiveDirectory. B coBo-
KYMHOCTM 3TO feNaeT BO3MOXHbIM 3aMeHUTb Microsoft CA

1 obecrneunTb auto enroliment-cepBmc Ha MNOIHOCTbLIO OTeYe-
cTBeHHoM [10.

M6kocTb M MacluTabupyeMocTb

MuKpoCepBUCHas apxmnTekTypa obecrneunsaeT ropusoH-
Ta/lbHYHO 1 BEPTVKA/bHYH MaCLUTabupyemMocCTb 1 MO3BOASeT
pa3MellaTb 4ONO/IHUTENIbHbIE CEPBUCHI B Pa3/iIMvHbIX Cer-
MeHTax.

Bbicokuit ypoBeHb 6esonacHocTH

Moagepxka GpariMBOPKOB 1 TEXHONIOTMIA, Kak Spring Security,
OpenlID Connect, WS-Trust v T.4.,

PoneBas MoZenb pasrpaHUYeHns foCTyna (BkaoYas noa-
LepXKky 6a30BbIx poneli: AaMUHucTpaTop, OnepaTop, AyanTop
B wnTa.);

MNoagepxka OAuth OIDC, BkAtoUas BO3SMOXHOCTb UCMO/b30-
BaHVSA BHELLHUX CLUCTeM 6e30MacHOro AocTyna 1 KaTaaoros
Cy6beKToB

AyanT 1 XKypHaNMpoBaHue cobbITUIA 6e30NacHOCTY, MOAAePXKKa
TPaHCASALMN COBBITUY BO BHELLHME CUCTEMbI 0becneyveHus
Wb (SIEM, IPS/IDS)



OCHOBHbIE KOMMOHEHTbI

CepBuc ceptudukaumm

BbinonHseT GyHKLMN BbIMycka 1 NepeBbInycka,
NMPNOCTAaHOBKN AEVICTBMH, BO306HOBNEHNSA AEVICTBMH,
0T3bIBa CepTUPMKATOB.

Kpuntorpaduueckmuin Moaynb
OTBeyaeT 3a KpunTorpapryeckre onepaLyu, BbIMOHsE-
Mble LIeHTPOM cepTUdUKaLN.

CepBHc nonuTuk
MpezocTaBnsieT HPOPMALMIO O MONUTUKE LieHTpa CepTu-
burkaumy, WwabnoHax 1 NoaaepXrnBaeMblx aTpnbyTax.

Enrollment Service

ObecneuuBaerT:

— MOAJEPXKKY BbIMyCKa M aBTOMATUYECKOro
nepesbinycka cepTndrKaToB A/18 Nonb3osaTenen MS
Active Directory n komnbetoTepos MS Windows,

— peanusayuto npotokona Microsoft WS-Trust X.509v3
Token Enrollment Extensions (MS-WSTEP).

Mopynb ayauta 6e3onacHocTy

OTBeyaeT 3a ayanT 1 I0rMpoBaHmne cobbITuiA 6esonacHoCTH
1 [eiCTBUM aAMNHUCTPATOPOB 1 nonb3osatenel SafeTech CA.
Mogynb nogaepXmBaeT BOSMOXHOCTb OTMPAaBKM COBbITUM BO
BHeLUHMe SIEM-cucTembl.

CepBuc ynpaBneHms fOCTynoM
BbInonHsaeT GyHKUUM ayTEHTUGMKALMN 1 aBTOPU3aLIN
nosib30BaTeNel, yrpaB/ieHVe Nob30BaTENAMY U UX POJISIMU.

Mopynb ynpaBneHus nonb3oBaTesiiM1 U NPaBaMM
pocrtyna

BbInonHseT GYyHKUMM perucTpaumm 1 ynpasaeHus
nosib30BaTeNsAMu, HaCTPOKKW pPosiei 1 Npas JocTyna.

WEB-unTtepdeic apmmumnctparopa YL /oneparopa YL
ObecneunBaeT GyHKLIMN HACTPOWNKM, YNPaBAEHMSA XN3HEH-
HbIM LMKNOM cepTrdumKaTa, NoayHeHUs CTaTUCTUKA LLeHTpa
cepTndMKaLM 1 MHGOPMALIMM O TeKYLLEEM COCTOSIHUN
cepsucos SafeTech CA.

BHyTpeHHMe uHTepdenchbl
ObecneymBatoT BHyTpeHHee B3aMOJelCcTBME
1 NPeAoCTaBNAT psij BHYTPeHHMX AP

— REST APl — REST-vHTepdelicb! Ans BbiMycka cepTuhnKaToB
1 ynpaBneHus CUCTEMOI;

— CRL Distribution Point — Touka pacnpocTpaHeHus crmcka
0TO3BaHHbIX cepTudumkaTos (CRL)

CepBHc KN1MEHTCKOro aocTyna
ObecneyrBaeT MapLLUPYTU3aLMIO 3aNpPoCoB MeXAy cepBu-
camu SafeTech CA
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SafeTech CA o6ecneumBaeT Bbino/iHeHMe Tpe6oBaHUI 3aKOHOAATE/ILCTBA B 06/1aCTV MMMOPTO3aMeLLeHUS:

e Ykas lNpe3sungeHTa PP ot 30.03.2022 Ne 166 .
e Ykas lpe3sungeHTa PO ot 01.05.2022 Ne 250
e Ykas lpe3sugeHTa PP o1 07.05.2018 Ne 214
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Mpukasbl MuHMcTepcTBa Lndpposoro passnTma Ne 334 ot
04.07.2017 v Ne 335 o1 04.07.2018

e [loctaHosneHwue Mpasutenscrea PO Ne 1236 o1 16.11.2015




