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UserGate Client - nporpammuoe obecneueHue knacca
Endpoint Detection & Response (EDR) ona KOHeYHbIX CTaHLWA.

be3onacHOCTb KOHEeUHbIX CTaHLM C nomouibto peweHnin UserGate
ABNAETCA BAXHbIM KOMMOHEHTOM Bbl CMOXETE CO3/aTb
COBpeMeHHOI CeTesol NHTErPUPOBAHHYIO CUCTEMY

B ycnoBmAx MaccoBOro yganeHHoro
AOCTYNa M Pas3BUTUA MHTEPHETa
Bellen Kaxaoe yCTPONCTBO

KOMMOHEHTOB OTC/IEXMBAHNSA,
YNPaBNeHna 1 PaclipeHHoM
3aLLNTBI KOHEYHbBIX TOYEeK, BXOAALLMX

6e3onacHoCTH, MOCKOJIbKY BCE
borbliee KonMuecTso Pa3nMyHbIX

B KOPMOPATUBHOM CETU MOXET CTaTb YCTPOMCTB NCNONb3yOTCA ANA BXOAA B Ballle CETEBOE OKPYXeHMe,
TOYKOW BXOAa 419 3/10YMbILLIEHHWKOB B KOPNopatveHyto CETb A1A PELEHNA 1 0becneynTb HaaeKHYI0 3aLuUTy
1 BpeaoHocHoro 0. exxeHeBHbIX O13HeC-3a4auy. cBowx IT-pecypcos.

UserGate Client - areHT UserGate SUMMA.
Ob6ecneunBaeT BUAMMOCTb COObITUIN 6€30NMaCHOCTU, KOHTPOSb
N CeTeBOW AOCTYN C HynesbiM goBepuem (ZTNA).

3aLI_LI/ITa KOHEYHbIX TOYeK

KoHTponb ceTeBOro
[ocTyna

- YnpasneHne
SIEM
- Beb-cepsuchl

UoA

EDR NAC o

AHanus

Cetun

Mopkntouasch k UserGate SUMMA, UserGate Client npenocTasnaet AONOAHUTENbHYI0 MHOGOPMALMIO O KOHEUHOWN TOUKe
1 obecrneyrBaeT BO3MOXHOCTb KOHTPOMMPOBATL YCTPONCTBO BHYTPW 1 3a Npefenamm neprumeTpa cetu.
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OyHKUUN
UserGate Client

CoobulaeT akocucTeme
KOMMOHEHTOB 6e30mMacHOCTH
UserGate SUMMA

O COCTOSHUM YCTPOWCTBA,
paboTaoLLMX Ha Hem
NPUNOXKEHMAX 1 BEPCUAX
Mno.

KOHTpOJ’IVIpyeT [OCTyMn B C€Tb Ha OCHOBE
MONNTNK COOTBETCTBUA Tpe6OBaHl/IF|M

(Network Access Control).

PeanusyeT noakntoueHne K KOpnopaTUBHOM CETH,
NOCTPOEHHOE Ha NPUHLMNAaX CETEBOro AOCTYMNa
C HyneBbIM fosepuem (Zero Trust Network Access).

NMpenmyuwectBa
UserGate Client

‘ ABNAETCA BarKHbIM KOMMOHEHTOM
peanvsaunn KoHuenumn ceTeBoro
AOOCTYyMNa C HyJ1ieBbIM AOBEPVIEM
(ZTNA).

@ LleHTpann30BaHHO pa3BepTbiBaETCA
Ha TbiCAYax YCTPOWCTB.

® OcyulectsngaeTt cbop NOros,
XKYPHanoB v ot4etoB ana SIEM-
cnctembl UserGate Log Analyzer.

¢ [No3BonseT 6bICTPO U be3onacHo
NOAKMOYATHCA K KOPNOPATUBHBIM
CeTAM MO 3aLMLIEHHbIM KaHaam
CBA3MN.

® ObecneyvBaeT 3aMmchb

N XpaHeHue nHdopmalmm

0 CeTeBOW aKTUBHOCTYU ¥ IeNCTBUAX
nonb3oBaTeneit B KOHEYHbBIX TOUKaX.

UserGate Client
3ALWMTA KOHEYHbIX YCTPOWCTB OT COBPEMEHHbBIX YTPO3

yﬂpaBﬂﬂeT NONNTUKAMM NCMOJb3yEMbIX

Ha YCTPOVICTBE MPUNOXKEH NN |

MpenocTaBnaeT 3aLnTy ypoBHs |

NMepCcoOHaIbHOIro MeXXCeTeBOro 3KpaHa.

ObecneuvsaeT
6e3onacHoe yaaneHHoe
coefuHenue (Virtual
Private Network).

lNo3BonseT onepatMBHO
pearnpoBaTh Ha OnacHble
cobbITVA

CooTBeTcTBYET TPeboBaHNAM
POCCUICKOro 3aKoHOAATENbCTBA
(UserGate Client BHeceH B peecTp
POCCUICKOro NPOrpamMmmMHOro
obecneueHns, 3aNnCb B peectpe
13087).
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MexaHn3mMbl NICNOJIb30BaHNA

UserGate Client

Knaccnueckuni EDR (Endpoint
Detection & Response)

EDR coctouT 13 areHTos
UserGate Client, ycTaHaBnu-
BaeMbIX Ha KOHEYHbIE TOUKH,

1 cepsepHon yactu (UserGate
Management Center + UserGate
Log Analyzer). UserGate Client
BeeT MOHUTOPUHI KOHEYHON
TOYKM 1 NepedaeT faHHble

0 CObbITVAX Be30MacHOCTH

B UserGate Log Analyzer.

UserGate Log Analyzer aHanu-
3MpYyeT NosyYeHHble fAaHHble,
COMOCTABMAET WX C 6azamu
NHOVKATOPOB KOMMPOMETaLIMN
(IoC) v apyrov AOCTYNHOMN NH-
bopmaLimeit 0 CNOXKHbIX Yrpo3ax.
Mpwn 0BHapyXeHUM CoBbITHA

C Npu3Hakamu KnbepuHLUmMaeHTa
EDR-crcTema onoBselaeT co-
TPYAHWUKOB CNyK0bl 6e30MacHo-
CTW, a TakKe BIIOKMPYET CETEBYIO
aKTUBHOCTb, 3aBOANT UHLMAEHT
6e30MacHOCTM 1 BbINOHAET
Apyrve aencteua bnaropaps
BO3MOXHOCTAM MHTErpaLum

B pamKax arocmcTembl UserGate
SUMMA.

KoHTponb goctyna K cetu
(Network Access Control, NAC)

NAC coctonT 13 areHToB UserGate
Client, cepgepa ynpasneHua UserGate
Management Center, cepeepa aHanu-
TvKn UserGate Log Analyzer n mexce-
TeBOro akpaHa UserGate NGFW.

UserGate Management Center dop-
MUPYET NpaBwa 6e30MmacHOCTI 1A
AOCTYMa B CETb, OCHOBBIBAACH Ha AaH-
HbIX KOHEYHOro YCTPOWCTBa (Bepcua
OC, Hannue 0OHOBAEHNIA, Hannune
KoHkpeTHoro 10O n T.a.). UserGate
NGFW nonyuaet nHdopmaumio

O COOTBETCTBMM KOHEYHOTO YCTPOW-
CTBa NOANUTMKaM 6e30macHOCTH

1 MPUHMMAET pellieHre o NpefocTas-
NeHun gocTyna.

o—lélo
3awunTa KOHEeYHbIX TOYeK

BHe nepumetpa

UserGate Client umeeT GyHKLMOHanN
MEXCEeTEBOrO 3KpaHa ypOBHA y3na.
37O NO3BONAET COXPAHUTL YPOBEHD
3aLMTbI KOHEYHOTO YCTPOICTBA NPK
noKuaaHuv nepumetpa cetu. Mpu

oo yananeHHom paboTte coxpaHnTCA
BO3MOXHOCTb GUSIbTPOBATL BPEAOHOC-

Hble 1 3anpelleHHble CaWTbl, a TaKXe

obecneyrBaTh 3alLUTY CETEBbIX COeAN-

HEHWIA OT Pa3NNYHbIX YrPO3.

UserGate Client
3ALUMTA KOHEYHBIX YCTPOMCTB OT COBPEMEHHbIX YTPO3

MopknioueHne
K 3awjnweHHom cetu (VPN)

UserGate Client umeeT BO3MOXKHOCTb
NOAKMOYATLCA K 3aLUMLLEHHbIM
KOPMOPaTUBHbLIM CETAM MOCPEACTBOM
BCTpoeHHoro VPN-knneHTa. Anroput-
Mbl LG POBaHWA TpadrKka No3Bo-
nAT 6€30MacHO NoyYaTh 4OCTYN

K BHYTPEHHVM pecypcam 1 AaHHbIM
OpraHmM3aLnmn BHe 3aBMCKMMOCTH OT
MEeCTOMONOKEHMA COTRYAHMKA U €ro
YCTpOVCTBa. JoNoNHuTeNbHbIE Mexa-
HV3Mbl ayTeHTUdMKaumy (Multi-Factor
Authentication, MFA) no3sonar
NpefoCTaBmUTb AOCTYMN TONbKO TEM
nonb30oBaTeNAM, KOTopble MPOLLIN
COOTBETCTBYIOLLYIO MPOBEPKY.

KomnoHeHT ceTeln ¢ HyneBbim
poBepuem (ZTNA)

C nomollbio UserGate Client nosas-
NIAETCA BO3MOXHOCTb OPraHn3oBaTh
APXMTEKTYPY HYNIEBOIO AOBEPUA
(Zero Trust Network Access, ZTNA)

B KOPMOPATMBHOW CETU 3a cYeT
MeXaHW3MOB ayTeHTUOUKALIM
nosb3oBaTene 1 NoOANTUK AOMyCKa
YCTPOWCTB B CeTb. [JoNOAHUTENbHbIE
MPOBEPKM MO3BOAT CHU3UTb PUCK
HenpaBoOMEepPHOro AoCTyna K IT-nH-
bpacTpyKType, a TakKe rpaHynsapHo
Pa3rpaHNYNTL MPUNOKEHNUA, K KOTO-
pbiM ByeT NpefoCTaBAeH AOCTYM.
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MexaHn3mMbl NCNOJIb30OBaHUA
UserGate Client
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JKkcneptusa UserGate

UserGate Client
3ALUMTA KOHEYHBIX YCTPOMCTB OT COBPEMEHHbBIX YTPO3

C nomouwbto nakeTtos s3KkcnepTmsbl oT MRC UserGate (LleHTp
MOHUTOPWHIa 1 pearnpoBaHunsa) MOXHO OOHapyXmnBaTb cneabl
kKomnpomeTauum (loC) Ha KOHeYHbIX CTAaHUMAX, @ TakKe 6NOKMPOBATb
BPEeAOHOCHYIO aKTUBHOCTb B CJlydae 0OHapy»KeHNA MHUNAEHTA.

UserGate Client
nocraBnsAeTcs B Buge:

® MPOrPaMMHOrO KOMMEKCa Kak areHT 3KOCUCTEMbI
6e3onacHocTn UserGate SUMMA, BKtouatoLero B cebs
NNUEH3MIO ANA LLEHTPaNM30BaHHOMO YNpaBieHns yepes
UserGate Management Center 1 nepefayv fJaHHbIX
B UserGate Log Analyzer;

® 10 CepBMUCHON Mofeny be3onacHoOCTb Kak ycyra
(Security as a Service).

C nomolLbto pasHbix Gopm NOCTaBKM Nepes Bamm
OTKPbIBAETCA MHOXECTBO CLieHapueBs BCTpanBaHma
byHKumin 6esonacHocTv UserGate B Baly [T-
APXUTEKTYPY.

Tpe6oBaHMA K ycTaHOBKe
UserGate Client

[porpammHbI NnpoayKT UserGate Client MmoxeT ObiTb
YCTaHOBSEH Ha KoMMbtoTepsbl € Bepcrert OC He Huxe
Windows 8/10. [1na MuHManbHom paboTocnoCcobHOCTH
HeobxoAMMO OT 6 [6aNT onepaTUBHON NaMATY, a Takxe
NpPOLEeCCOp C TaKTOBOW YaCTOTOM He Hike 2 i

1 200 MbalT cBOOOAHOMO MPOCTPAHCTBA Ha »KEeCTKOM
JVICKe.




www.usergate.ru | sales@usergate.ru

NMpoayKTbl 3KOCUCTEMDI
UserGate SUMMA

UserGate NGFW e

MexceTeBon 3KpaH HOBOro nokoneHua UserGate npeno-
CTaBnseT GyHKLMUM 6e30MacHOCTU Ans ceTel noboro dpop-
maTa 1 pasmMepa, obecrneunsan MakcmanbHyto BUAMMOCTb
COObITWI 1 BBICOKMI YPOBEHbB 3alnThl OT yrpo3. OrpoMHYto
POJb B MOCTPOEHNM 3aLLUMLLEHHOW MHOPACTPYKTYPbI Urpa-
€T BO3MOXKHOCTb YBUAETb, MPOaHaNM3NPOBaTh 1 MHTEPNpe-
TUPOBATb BCe COObITUA 6E€30MaCHOCTH, K KOTOPbIM OTHOCAT-
CA NEeNCTBMA NONb30BaTeNen, MPUNOKEHN 11 YCTPOUCTB.
[na 3TOro Heobxoanmo obecneunBaTb KauecTBeHHYIO

1 NPON3BOANTENBHYIO MHCNEKLUMIO SSL-TpaduiKka. bnarogaps
nepenoBbiM TexHonoruam UserGate MeXKceTeBOW 3KpaH
HOBOrO NOKONEHVA MOXeT AellndpoBaThb BECh TPADUK,
Bkmoyaa TLS 1.3 n TLS GOST.

UserGate Management Center e

LleHTpanv3oBaHHaa c1ucTema ynpaBieHnsa 3KOCUCTEMON
6e3onacHocTn UserGate SUMMA KopnopaTrBHOIO YPOBHS.
C nomouybto UGMC HacTpanBatoTca BCe NapameTpbl
paboTbl MeXkceTeBbIX SKpaHOB UserGate: ceTeBble
HaCTPOWIKK, MPaBWIa MEXCETEBOTO 3KPaHNPOBaHWA,
KOHTEHTHOW QUABLTPALIK, CUCTEMbI OOHAPYXEHNA
BTOPXEHWI 1 apyrve. UserGate Management Center
MO3BOJIAET CUCTEMATU3NPOBATL MOAXOA K COCTABIEHMIO
HacTpoekK Yepes npumMeHeHe WabnoHOoB, a TakKe
NpO3payHO MPUMEHUTL STV HACTPOMKI Ha BbIOPaHHOMN
YaCTV Napka MexceTeBblX 3KpaHOB. Cpean OCHOBHbIX
dyHKuMn UGMC: ueHTpan13oBaHHoOe ynpasnexve,
aBTOMaTM3aLmMA 6e30MacHOCTI, PONEBOW AOCTYN
AMVUHUCTPATOPOB, KOHTPONb OOHOBNEHNIA.

Mopaynb IDPS UserGate o

[1na obHapyKeHWs BpeaOHOCHOW aKTUBHOCTY Npeanpus-
TUAM HEOOXOAVMO NMPOBOANTL HEMPEPBIBHbIV MOHUTOPWHT
Tpaduka. B 3ToM nomMoraloT cpefcTsa 0OHapyKeHms

1 NpenoTepatleHns BTopxeHnit (COB nnun IDPS).

B coctase UserGate NGFW npucyTcTByeT COOCTBEHHDIN
BbICOKOMPOV3BOANTENbHbIN MoAyNb COB/IDPS. AamuHN-
CTPaTOP MOXET CO3AaBaTb Pa3fnyHble HAboPbI CUTHATYP,
peneBaHTHbIX A/1A 3alUWTbl onpeaeneHHbIX CepBUCOB,

1 3aflaBaTb NpaBuna, onpefendallne AecTBUA ANd Bbl-
BpaHHOro TMna Tpaduka, KOTopbIN ByAeT NPOBEPATLCA

B COOTBETCTBUM C Ha3HaYeHHbIMM NPOGUIAMM.

UserGate Client
3ALWMTA KOHEYHbIX YCTPOWCTB OT COBPEMEHHbBIX YTPO3

UserGate SIEM o
(SIEM, IRP, SOAR)

CoBpeMeHHbIV NaHAwadT Yrpo3 HAaCTONbKO pazHoobpa-
3€H ¥ AHAMUYEH, UTO YiKe He JOCTAaTOYHO MCMOb30BaTh
TONbKO 6a30Bble CPeACTBa 3aLMThl M 0becneyeHus
6e3onacHocTn. UserGate SIEM coyeTaeT B cebe QyHKLMM
SIEM (Security Information and Event Management) u
IRP (Incident Response Platform), yto npegocTasnaet
BO3MOXKHOCTU /18 cOOpa OroB 1 COOLITUIA, MOUCKa
MHUMOEHTOB W pearvpoBaHna Ha HYX. YNobHaa cuctema
OPKeCTPMPOBaHWA, aBTOMAaTU3aLMM 1 PearnpoBaHna Ha
CobbITVA He30MacHOCTY NMO3BOMIAET TaKKe peanr3oBaTb
kKoHuenuwmio SOAR (Security Orchestration, Automation
and Response) B pamkax akocucTembl UserGate SUMMA.

UserGate Client e
(EDR, ZTNA, NAQ)

MporpammHoe obecneveHne knacca Endpoint
Detection & Response (EDR) ana KoHeuHbIX yCTPOWCTB.
UserGate Client obecrneunsaeT BUANMOCTb CODbITIN
6e30MacHOCTU, KOHTPOSb U CETEBOW AOCTYM C HYNIEBbIM
nosepuem (Zero Trust Network Access). [MporpaMmHbii
NPOAYKT LIEHTPaNM30BaHHO Pa3BepTbIBAETCA Ha ThICA-
uax YCTPOWMCTB, OCYLIeCTBNAET COOP JIOTOB, KYPHANOB
n otyeToB Ana SIEM-cuctembl UserGate Log Analyzer,
No3BONAET HLICTPO M 6E30MaCHO NMOAKIIIYATLCSA K KO-
nopatneHbIM ceTam no VPN-TyHHenAam, obecneynBaeTt
3aMnCb U XpaHeHne NHGopMaLmmn O CETEBOMN aKTUBHO-
CTW 1 OeNCTBMAX NONb30BaTeNel B KOHEUHbIX TOUKaX.

Mopaynb WAF UserGate o
(penus oxunpaertca)

MpumeHerre Web Application Firewall cuntaetca
Hanbonee 3GpPEeKTUBHBIM NMOAXOAOM K 3alluTe Beb-
pecypcos. Mogyns WAF skocnctembl UserGate
SUMMA ycTaHaBnmBaeTca Ha GU3NMUECKUi nnu BupTy-
anbHbIA CEPBEP 1 MOXET BbIABNATH PazHO0ObpasHble
BUAbI aTaK. DTOT MHCTPYMEHT GunbTpaumm Tpadu-

Ka paboTaeT Ha NPUKIaAHOM YPOBHe 1 3aliuLiaeT
BEO-NPUNOXKEHNUA METOAOM aHanm3a Tpaduka HTTP/
HTTPS n cemanTukn XML/SOAP.
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