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Cuctema ynpaBneHus
YA3BMMOCTAMN KOHQOMIypauum
nporpamMMHoOro obecrnevyeHusd
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X-Config Heobxoaum, ecnu:

OrcytcTBYyeT aKkTyanbHas B pesynbTaTte ayouta o6pa3syerca
nHchopmauma 0 COCTOAHU 6onblon 06bemM HECTPYKTYPUPOBAHHbIX
KoHpurypaumin N0 ¢ Toukm 3peHunsa Vb N HEMPUOPUTUINPOBAHHbLIX AaHHbLIX
Bbonbwasa Harpy3ka Ha T n lcnonb3yemble rpynnoBbie NOANTUKIA
MNB-cnyx6bl B pe3ynstaTe OTCYTCTBUA He 3aKpbiBaloT nNpobnemy, Heobxoanm
BbICTPOEHHOI0 rnpoLecca KOHTPOSb

BoamoxxHoctn X-Config

O6ecneuyeHne cooTBeTCTBUA TpeboBaHUAM perynsTopos
M NIyYMWMM npakTukam KoHdurypauum MO
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Cuctema oTcnexuBaeT COOTBETCTBME Bcel WT-mHpacTpykTypbl  0683aTeNbHbIM

TpeboBaHWAM PErynAaTOpPOB, @ TakXe Ny4LlUMM 0BLLEeNpU3HaHHbLIM NpakTkam 6e30nacHoro
KOHDUryprpoBaHus.

BbinonHeHune Tpe6oBaHuii WcTouHnku ana cosfaHus cTaHAapToB
perynsTopoB

® nyulme NpakTkm
® PCIDSS ® TpeboBaHuA PerynsTopoB 1 OTPacneBbIX
» BCTIK cTaHOapToB

® cob6CcTBeHHAsA 3KcnepTM3a
® bank Poccun v gp.

® TEXHOMNOrMYeckoe COTPYOHNYECTBO
c npoussogutenamum 10

= % OpraHusauua npolecca ynpaBJfieHUs

rﬁ\ yassumocTaMmu KoHcpurypauun MO

E: N\l

Cvuctema no3BonsieT BbICTPOMTbL paboymi  npouecc ynpaBneHuss 6e30MmacHOCTbO
KOH(UrypaumMm CUCTEMHOMO W MPUKMNAAHOro MPOrpaMMHOr0 obecrnedeHns: co3naBaTb
BHYTPEHHME MONUTUKK, NpoBepaTb VIT-MHGpacTpykTypy MO BbIGPAHHOMY PachiMCaHuIo,

KOHTPOJIMPOBATb CbaKTVI‘-IECKOE 3aKpPbITUE BbIABNEHHbLIX YA3BMMOCTEN U d)OpMVIpOBaTb OTHETHI
B pa3nn4yHbIX NpeacTtaBneHnax.



—7>1 T[proputnsauna HecooTBETCTBUIA
—1*!  no cTeneHn KpPUTUYHOCTH

Cnctema aBTOMATMYECKM paccTaBnsieT MpUOpUTETbl ANA  NUKBUZAUUM  BbIABNEHHbIX
yA3BMMOCTE U OTCMEeXWBaeT WX yCcTpaHeHne. B oT4eTtax MOXHO AMHaMUYecKu
oThunbTpoBaTh Havbonee KpUTUYHbIE YA3BUMOCTU KOHUrypauwim un npuBEcCTU UX B
COOTBETCTBYE MOMUTMKE B NEPBYIO 0Yepeb.

|§§§'@'| MopmupoBaHne KOPNopaTuBHbIX NONUTUK
6e3onacHoro KoHdurypmposaHus

Cuctema nossonseT hopmMvpoBaTb COBCTBEHHbIE KOPNOPaTMBHbIE MONUTUKM HGe3onacHon
HaCTpOWKK cucTemHoro v npuknagHoro N0 Yyepes rmbkoe NpodmnMpoBaHme NOCTaBASEMbIX C
cucTemMon ctaHgapToB 6e3onacHoro koHdurypuposarus. [Nogpasgenenns VT n VIB cvoryT
BbICTPOUTbL BanaHc Mexay ypoBHeEM 6e30MacHOCTU 1 3(pheKTUBHOCTbLH0 BU3HEC—MNPOLIECCOB.

Ponesas mogenn B3aumogencreuvs
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Apmunuctpatop X-Config FnaBHbIN ochuuep 6e3onacHocTn
ynpaBnsieT BCeEMU HaCTponKamm 1 yTBEPXAAeT Npodinnm cTaHgapToB
nonb3o0BaTeNs My CUCTEMbI 6e30MacHOro KoOHPUryprupoBaHus
Odmuep 6e3onacHocTn NT-cneunanucr
HanonHAEeT peecTp pecypcoB, 3aBOANT Ha OCHOBE OTYETHOCTW OpraHu3yeT
3apaqu, co3gaeTt Npodmnm NPoBEPKM paboTbl M0 YyCTPaAHEHWNIO YA3BUMOCTEN
KOHdmrypaumin
—
e
NHBeHTapu3auuna pecypcoB cetn

[na opraHv3auunm KoppekTHow paboTbl Mo npoBepke KoHdurypauun 10 Ha cooTBeTCcTBME
BblbpaHHon nonuTtuke V1B cuctema npoBoguT MHBEHTaApM3auMio 3alUMLL@eMbIX MallvH, B
pamMkax KOTOpOM onpedenatTcs: Tun annapatHoro obecnevenus, nnatdopma (OC),
yctaHoBneHHoe [10, obHOBNEHWSA, OTKPbITblIe CETEBble MOPTbl. AOMUHUCTPATOPblI CUCTEMbI
TakXe MOryT co3gaBaTb COBCTBEHHbIE MOMb30BATENbCKME CBOWCTBA PECYPCOB, KOTOPbIE
MOXHO 1cnonb3oBaTh Npu pabote ¢ Hen. ocTynHa nHterpaums ¢ CMDB-pewernsamn.



Ynobereo paborbl B macwutabHbIX MHcppacTpyKTypax

[TOCTOAHHbIE N3MEHEHMA B KPYMHbIX MHJIPACTPYKTypax He NoTpebytoT BOMbLLNX YCUIAIA M0 UX
COMpOBOXOEHNIO B CWUCTEME: Ha OCHOBEe cobpaHHon uHdopmauum 06 o06CnyXmnsaemMblx
pecypcax )opMmnpyoTCA aBTOMATUYECKM HAMOMHAEMble AMHAMUYECKWE Ipynnbl, 3IEMEHTbI B
KOTOPbIX MPOBEPSAIOTCHA MO HACTPOEHHbIM A1 HWUX npodunam Ha 6a3e CcTaHOapToB
6e30nacHOro KOHUryprpoBaHus.

OnTMMM3auus gNsa NPUMEHEHUN B KPYNHbIX
pa3BeTBJIEHHbIX UHIPACTPYKTYpax

B cucteme peanu3oBaHa CeTb KOMMEKTOPOB, MNO3BOMAKOWAA MacluTabupoBaTb cbop
NHpopMaLmKM 0 KOHpUrypaumax 0o Heob6xoamMmon Npon3BoaNTENBHOCTI.

X-Config onTumusunposaH anqa npuMeHeHns B MHppacTpykTypax ot 50 go 10 1bic. xocToB
B pamMkax ogHo nHctannaumm, go 2000 xocToB B pamMkax OfHOM 3a4a4u Ha MPOBEepKY.

CoBmecTumocTb

[NepeveHb MoOOepXXMBAEMOro CUCTEMHOINO WM MPUKIIAAHOr0 MNporpamMmMHoro obecneveHuns
nocTosHHO pacwmpsaetca. Mbl Takke rotoBbl 06ecne4vnTb BO3MOXHOCTb KOHTPONs
cneundmyHoro O (B ToM 4ncne yHUKanbHbIX UM CaMOMUCHbBIX CUCTEM) MO OTAENbHOMY
3anpocy.

| \/I Dnepaumouﬂble cucremMbl

® \Windows
® Linux

BupTtyanbHbie nHpacTpyKTypbl

K

MouTtoBbie cepBepbl

[

® Poccunckme OC

K

T/| Beb6-cepBepbl KonTteiHepbl cepBneroB

\/| cvea

[

Beb6-6pay3epbl

T/| OdchucHble nakeTbl




ApxutekTypa cucrembl

YpoBeHb
ynpasJyieHuns CONFIG Web App
cucremom
- - T—
{‘é}'@ Peectp &==| OTt4eTblio
O=—=
24 1| pecypcos ==| cooTBeTCTBUM
YnpasneHue == 0=
'5;(-}'}' cuctemon _
—11>1 CranpapTtbl 6e3onacHoro @‘: VHdhopmaumoHHsle
——H=l KoHdhurypyposatms o= pawsopab
YpoBeHb
aHanm3a
KOHcpurypaumin
&N, _5 3apaunm Ha
CgpI/II'ITbI {3}@ VUHBEHTAPU3ALIIO |_JJ + [i] LaHHble o
c6opa AaHHbIX = Y npoBepKy KOHchUrypaumsx
\ 4
YpoBeHb
c6opa coNnFic A coNnFic A coNnFic A
nHdopmaumnu Collectors Collectors Collectors
CkpunTbl [aHHble 0 CkpunTbl [aHHble 0 CkpunTbl [aHHble 0
c6opa aaHHbIX KOHhurypaumsx c6opa aaHHbIX KOHurypaumsx c6opa aaHHbIX KOHhurypaumsx
Kontponu-
pyembie —=2 Pecypchbl cetn Pecypchl cetn == —=3 Pecypchbi cetn
Pecypcbi
TepputopuanbHas TeppuTopuanbHas TepputopuansHas
rnowagka 1 rnowlagka 2 nnowapgka N




Mpenmywecresa X-Config

& =
[MonHocTbIO poccurickan pa3paboTka ['Mbkoe npothnnmpoBaH1e CTaHAAPTOB,
(Homep B PeecTpe poccuickoro 10 yauTbiBatoLLiee HeOAHOPOAHOCTL U
7045), TexHn4eckasa nogaepxka u VHAVBWOYaNbHOCTL KaXaon
COMPOBOXAEHWE NPOEKTOB MHCPPacTPYKTYpbI, MPeAOCTaBNEHNE
OT BeHgopa rOTOBbIX Npohmnen cTaHgapToB Ans

o6ecrneyeHrs COOTBETCTBUA TpeGoBaHMAM
PEerynsaTopoB 1 0TpacrneBbIx cTaHgapToB Vb

NS

m |

[Noppepyxka ny4Llmx npakTmuk
6e3o0nacHoro KoHUryprpoBaHus 1
BboraTas cobCcTBEHHAsA 3KCMNEPTM3a

MacwtabrpyemocTb

[7151 BO3MOXHOCTW 06CNYXXMBaHUS
[ECATKOB ThbICS1Y XOCTOB B paMKax 0HOM
WHCTaNMsaLUnmM CUCTEMbI

MpopaboTaHHasa creuvanicTamm Iﬁ
perynapHo pacLumpsaemas </
bubnmnoTteka cTaHOapToB ==
6e30nacHoOro KOHUryprupoBaHus . e

NHhopMaLen No Kaxaom HacTponke

Bo3MOXHOCTb MHTErpPaLMK C Apyrumm
cpeacTBaMm 3aLLmThl MHIOPMaLIMK
(SIEM, IRP, SOAR, CMDB])

o8 -

BoamoxHOCTb KacToMmnsaumm un %:(_}}.
MacLITabrpoBaHUA peLleHns C

y4yeTtom 6usHec—-3agau,
a TarKke I/IH,IJVIBVIJJ,yaJ'IbHOVI bezareHTHaa TexHonorna He Tpe6yeT

pa3paboTku CTaHOapToB yCTaHOoBKM gononHuTensHoro M0
6e30nacHoro KoHMUrypruposaHus v 6onee besonacHa




Poccunckuin pa3paboTymnk coBpeMEHHbIX MPOrpaMMHbIX
NPOAYKTOB B 06nacTu MHopMaLnoHHoM 6e30NacHOCTW.
KomnaHusa co3pgaet athpekTUBHbIE UHCTPYMEHTI,
nomoratoLume 6U3Hecy 1 rocyaapCTBeHHbIM OPraHn3aumam
pasnu4Horo macLuTaba NoBbILWaTh YPOBEHL
3awmeHHocTn T-nHdpacTpykTypbl

1N aBTOMAaTU3MpPOoBaTh Nnpoueccsl ynpasneHus V1b.
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CONTROL CONFIG

SpaceView

EqnHbIn LeHTp Cvictema ynpaBneHus CvicTema MOHUTOPUWHIa

yNpaBeHns XXN3HEHHBIM ySI3BUMOCTAMU 1 pearnpoBaHuns Ha
LIMKIIOM CPEeACTB KoHdurypaummn VHUMAEHTBI
KpunTorpagmyeckon NporpaMMHoro NHhOopPMaLMOHHOW
3aLLmMTbl MHhopMaLMn obecneyeHnst 6e3onacHocTU

Poccuitickasa pa3paborka
Bce npopykThl co3pgatoTcs Ha
TeppuTopun P® 1 BKNOYEHbI
B Peectp oTe4ecTtBeHHoro 10

YHuBepcanbHoOCTb
npuMeHeHus

PeLueHnsa noaxoaaT anga nobbix
OpraHn3auuin BHe 3aBUCUMOCTH
OT oTpacnun n macLuTaba

MNMpocrora pa3sBepTbiBaHNA
n obcnyxmvBaHua
[MpopykTbl 6ICTPO
NHTErpupyroTCa B

NT-nHdpacTpykTypy
1 Nerko NofaepXmnsarTcsa

N'mbkocTtb M macwTabupyemocTtb
CuctemMbl macLUTabupyoTcs 1
KacTOMU3VPYHTCS Nof,
busHec-TpeboBaHMA 3aKa34mka

Monutunka JINLLEH3NpPoBaHuA
Mopenb nnueH3npoBaHnd
NMno3BONAET I'IO,D,OGpaTb
onTnmarnbHOE peLleHne and
Ka)kgowv KoMnaHum

OnepatuBHasa Texnoagepxka
CneumanncTbl MOMOryT PeLUNTb
nobble BONPOCHI M0 HACTPOWIKE,
3Kcnnyataumm n 06HOBNEHWVIO
cucTem



www.spacebit.ru

info@spacebit.ru

8(495)989 9001



