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OBHapPYXUT YA3BMMOCTU B CETEBbLIX pecypcax i /
00 TOro, Kak 3TO cAeflatoT 3/IOYMbILUIEHHUKN

BO3MOXHOCTHU

OOGHapy>XuBaeT y3/bl CETU:
pabouune cTaHunK, CepBEPHDI,
ceTeBoe o6opynoBaHMe.

CkaHupyeT nopTbl TCP/UDP
Onga 6biIcTpOM NPOBEPKM
MOXHO BPYUYHYIO HACTPOUTb
CKaHMpPOBaHMe 4yacTo
MCMOSb3yEeMbIX MOPTOB.

OGHapy>XuBaeT YyA3BUMOCTHU
B cepBucax SMB, RDP, HTTP,
SNMP, FTP, SSH.

Mop6upaeTt naponu gns
CepBUCOB, TPeOYOLLNX
ayTeHTUdVKaLUIo.

AHanusupyer Be6-
MPUJIOXKEHUSA Ha Han4yne
yassumocTen (SQLI, XSS,
3anyCK NPou3BOJIbHbIX
nporpamMm).

MpoBOAUT UHBEHTapU3aLUIoO:
No3BONSEeT MOYyUYnTb Ba30BYIO
MHMOPMaLMIO O cucTeMax
(OC, oTKpPbITble NOPThI,
OOCTYMHblIE CEPBUCHI).

CkauaTtb
npoGHYylo
Bepcuio
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XSpider — npodeccroHanbHbI CKaHep YyA3BMMOCTEW, MO3BONAKWMIN oue-
HVWTb COCTOAHME 3alunUleHHOCTU IT-uHMdPaCTPYKTYpPbl. XSpider BbigBnaeT
KOMMOHEHTbI CeTu, aHanm3npyeT 1MX Ha YA3BMMOCTM U NpenocTaBaaeT noa-
poOHble peKoMeHaaLUMM Mo YCTPaHEeHMIO.

BbisBnsieT y9a3BUMOCTHU

MaBHOe Ha3HayeHure XSpider — cBoeBpeMeHHO OOHAPYXUTb YA3BVMOCTU
B MHOPACTPYKTYPE KOMMNaHMM 1 TEM CaMbIM NMPefoTBPaTUTb BO3MOXKHbIE aTa-
KWV C UX MCMONb30BaHMEM 40 HACTYMNEHUA HeraTUBHbIX MOCNeACTBUM.

CHMXKaeT Tpyao3aTpaTbl aKcnepToB no UB

XSpider no3sonseT aBToMaTM3NPOBaTb MPOLIECC KOHTPOMA ceTeBon 6e3onac-
HOCTU, NCKIOUAA HEeOBXOOMMOCTb B PYUHON MPOBEPKE KaxK40oro oTAeIbHOro
KOMMOHEHTa MHPOPMaLIMOHHOM crcTeMbl. B XSpider MOXHO HaCTPOUTbL aBTO-
MaTUYECKUM 3aMyCcK 3a4a4 Ha CKaHUPOBaHMe B HyXKHoe BpeMa. Noce 3aBep-
LIEHUSA CKAHNPOBAHNA CUCTEMHbIN MNAHUPOBLMK MOXET HaMpPaBWTb OTYET MO
SNEKTPOHHOMY afpecy WUn COXPaHUTb ero B YKa3aHHYIO CETEBYIO Marky.

AHanusupyeT pe3ynbTaTbl NPOBEPKU

XSpider BbigaeT B yqOOHOM U CTRPYKTYPUPOBAHHOM BUAE AaHHble O pe3y/bTa-
Tax CKaHMPOBaHMA ONA OeTallbHOro aHanmsa Tekyllen cuTyaumnm B cucteme.
B XSpider MOXHO hvnbTpOBaTb M FrPynnmMpoBaTh AaHHble, CPaBHUBATb pe-
3yNbTaTbl PA3/IMUHbBIX CKaHWPOBaHWM, Noay4YaTb OOLIME OLEHKM COCTOAHMUSA
CUCTEMbl U CTPOWTb perfamMmeHTUPOBaHHbIe OTYeThl. [10 BCeM 0BHapyKeHHbIM
YA3BUMOCTAM MOXHO MONYYUTb MOAPOOHYIO MHMOPMaLMIO U YeTKre PeKo-
MeHaauUuu no ux yctpaHeHuto. Ong ynobcTBa Nnonb3oBaTend JOCTyNHa reHe-
pauua 1 OCTaBka OTYETOB B YKa3aHHOe BpeM4.

YuuTtbiBaeT U3MeHEeHUs B UH(paCTPYKType

MexaHn3Mbl XSpider nNo3BONAKT NPOBOAVTL AeTallbHYO WHBEHTapusa-
UMIO M OTCNEeXMBaTb U3MEHEHUS B COCTOAHUM MHMPOPMALMOHHOW CUCTEMBI.
KOHTPOMIb MOABNEHUA HOBbIX CETeBbIX Y3/10B, M3MEHEeHUA cocTaBa OTKPbI-
TbIX MOPTOB, AOCTYMHbIX CEPBUCOB W ONepaLuoHHOM cuUcTeMbl genaet IT-
MHMPaCTPYKTYPY Npo3padYyHon ans onepatopa Mb.



5000+ komnanun

y>Ke Mcnonb3yoT XSpider
nns obecneveHus
6e30MacHOCTM CBOMX
MHPOPMaLMOHHbBIX CUCTEM

20+ ner

XSpider aBnaeTcsa NpuU3HaHHbIM
NMOepoM cpean CKaHepoB
6e3onacHocTu B Poccum

FrOCYAAPCTBEHHAA
CEPTUDPUKALIUA

+ Ceptudukatr CTIK Poccum
NOATBEPXKAAEeT BO3MOXXHOCTb
vcnonb3oBaHua XSpider
B cocTase AC, NCMAOH, TC
nACY TN KBO.

= CepTudukar COOTBETCTBUSA
MO PO nossonaeTt npume-
HATb XSpider ona ckaHum-
POBaHUA Ha YA3BUMOCTU
B ceTax MmMHuUCTepcTBa
060pOoHbI PO.

= XSpider B EaMHOM peecTpe
POCCUNCKKMX NPOrpamMmm angs
OBM 1 6a3 gaHHbIX: reestr.
minsvyaz.ru/reestr/75106

O KoMnaHuu

ptsecurity.com

pt@ptsecurity.com
facebook.com/PositiveTechnologies
facebook.com/PHDays
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NMpeunMyLlecTBa

O6wupHasn 6a3a 3HaHUN

= Cneuwanuctbl PT Expert Security Center n R&D-noapasngeneHuin Positive
Technologies NOCTOAHHO UCCNeayoT HOBbIe Yrpo3bl 1 PerynapHo nepena-
0T AaHHble O crnocobax X BbIaBNeHUA B eAVHYt0 6a3y 3HaHuM.

= TakxXe ocyllecTBnaeTCca nogaep»ka ya3BMMocTen 13 6aHka yrpos 6e3o-
nacHocTu nHdopmaunm (BAY) OCTIK Poccuu.

HU3Kn ypoBeHb JIOXKHbIX CpabGaTbiBaHUN

CneunanbHoO paspaboTaHHble anropuTMbl B XSpider no3BoNsaioT YTOUHUTL
aKTYyaslbHOCTb BbIIBIEHHbIX YA3BMMOCTeW, 6narogaps 4emMy nosaydaeTcsa A0-
BUTbCSA BbICOKOW TOYHOCTM paboThl MPOAYKTa.

BbicTpast yCTaHOBKA M HAacTpoMka
XSpider He TpebyeT pa3BepThiBaHUA MPOrPaMMHbIX MOLYEN Ha y3/ax, uTo
YApOoLaeT KCrayaTauno CUCTeMbl. Bce npoBepkiy NpoBOAATCA YAATEHHO.

Ypo6Hasa Mmoaenb IMLEH3UPOBaHUSA

JlnueH3mpoBaHMe XSpider ocyulecTBngetca nNo MNPOBEpPSAEeMbiM  y3/1aM.
Y nonb3oBaTtenew ecTb BO3MOXXHOCTb CaMOCTOATENbHO 400aBNATb HEOOXO-
OMMble Y3/bl B TNLEH3MI0. ECTb BO3MOXHOCTb pacLlUMPeHns NnLeH3nn.

Huskue annapaTHblie Tpe6oBaHuUA
MpenycMoTpeHa BO3MOXHOCTb YCTaHOBKW XSpider kak Ha annapaTtHyo nniaT-
dopMy, Tak 1 B BUPTYyanbHOW cpeae.

BbinosiHAET Tpe6oBaHUA 3aKOHOAaTeNbCTBA
[TloMoraeT coOOTBeTCTBOBaTb TpeboBaHMAM 3akoHa Ne 152-O3, npukasos
DOCTIK Ne 21,17, 31 1 239, mexxayHapoaHoro ctaHgapTta PCI DSS.

Positive Technologies yxe 18 net co3paet MHHOBaUMOHHblE pelleHns B cdepe MHpDOopMaunMoHHOM 6e3onacHocTu. [poayKTsl
1 CEepBMCbl KOMMaHWW MO3BOMAIOT BbISBAATb, BEPUMULMPOBATL U HENTPaNM30BaTb pealibHble GU3HEC-PUCKM, KOTOPblE MOryT
BO3HWKaTL B IT-MHMpPacTpyKType npeanpuatuii. Hawm TeXHONOory MOCTPOEHbI Ha MHOMOMIETHEM WCCNeA0BaTe/IbCKOM OrblTe
1 3KCMepTH3e BeAyLLUVX CNeLManvcToB no Knbepbe3onacHocTu

CeroaHsa cBoO 6e30MacHOCTb HaM foeepaoT 6onee 2000 komnaHui B 30 cTpaHax Mupa. B yncne Halvx kaveHTos B Poccun —
80% y4aCTHMKOB penTurHra «2kcnept-400».

CnennTe 3a Hamu B couceTax (Facebook, BKoHTakTe, Twitter), a Takxke B pasgene «HoBocTtu» Ha canTe ptsecurity.com
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