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KPUNTONPO NGATE

I

Kpuntollpo NGate — 310 yHVBEPCaNbHbI VPN-wnto3 Kpuntollpo NGate sBndetcs
BbICOKOMPOU3BOANTE bHbIA VPN-LL/I03, KOTOPbIN no-Hactogawemy 3GpGeKTMBHbIM peleHnem B 001actv
no3songer 6@30nacHo U ObICTPO OPraHN30BbLIBATL 3aLUKUTbl MHOPMALMN C LIMPOKAMU 1 TUOKMMN

BO3MOXHOCTAMU HACTPOWKK, MO3BONAIOLLMMM
OCYLLEeCTBNATb MHTErPaLMIO B CETAX NPeAnpuaTui
PA3/IMYHON APXUTEKTYPbI.

3ALLMLLEHHBIA AOCTYN YOANEHHbIX N0Nb30BATENEN
K KOPNOpaTUBHbIM Pecypcam Yepes HesalluLWEHHble
cemn.



ke
CTBA

OCHOBHBIE NMPEMMYLL
KPUMNTOMNPO NGATE

BE3ONACHOE U CAMOAOCTATOYHOE PELWWEHMUE

Kpuntollpo NGate

He NPOCTO NO3BO/NT BaM o e
BbINONHUTL TPE6OBAHMS | o= rocryn oo S
3aKOHOJATeNbCTBA B 0671aCTH OrPARMEY =
o6ecneyeHns 3aLLuTh 0
MHMOPMALIM C NPUMEHEHMEM rocr —\

anropuTMOB WM(POBAHNS AES, 3DES —

no FOCT, Ho M NpefoCTaBUT laoon J =

no-HacTosLemy padoyee NGate | nonHe
1 ynoGHoe peluexre — s
Ans obecneyenus = L oo (L
6e30MacHoro 4oCTyna — o= BT &

K pecypcam.



NMPOCTASA PEAJNIUZALUA KOHTPONA AOCTYINA K PECYPCAM

Kpuntollpo NGate o6nafaet WUpoKUMN BO3MOXHOCTAMM
No ynNpaBNeHuto JOCTYNOM yaanéHHbIX NoAb30BaTenei
CO CTPOron MHOrOGAKTOPHOM ayTeHTUOMKaL e

no ceptudwmkaty u/uwam LDAP/AD, a Takxe rnbkum
pa3rpaHuyeHrnemM Npas focTyna K pecypcam. [pu sTom
NONb30BATENMO JOCTATOYHO 3HATb TONbKO UMS BEO-
pecypca (Hanpumep, portal.company.ru), K KOTOpomy
eMY HYXHO NOAKMOYNTLCA, @ aAMUHNCTPATOP MOXET
C03/aBatb /I060e KO/IMYEeCTBO Pa3HbIX MOPTA/0B
AOCTYyNa A0S Pa3AnYHbIX TPYNn NoMb30BaTENEN.

B pesynbrate CyLeCcTBEHHO yNpoLLaeTcs npoueaypa
aAMWUHNCTPUPOBAHNSA O0NBLIOIO KOAMYECTBA Pa3HbIX
rpynn nonb3oBaTteneit ¢ 4oCTynom K 60bLLIOMY Yncay
Pa3/IMYHbBIX PECYPCOB, UTO YMEHbLLIAET KOMYECTBO
OWNOOK aIMUHNCTPUPOBAHUS 1 CHUXKAET PUCK YTEUKN
KOHOWUAEHLMANbHBIX JaHHbIX.
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Inferior Vena Cava
Tricuspid Valve

Mitral Valve
Papillary Muscle

HAJIMMUE KJIMEHTOB NOA4 BCE NONYNAPHbIE NNIAT®OPMbI

B HacTodlee Bpems BO BCEM MUPE KPaiiHe CIOXKHO HaliTh Npou3BOAMTENS, KOTOPbIA noaaepxuBan Obl

Ha KNIMEHTCKON CTOPOHE O0MbLIOE KOMMYECTBO ONEePaLMOHHbIX CUCTEM. Pa3BUTUE HOBbIX TEXHONOMMIA, 0COOEHHO
MOOU/IBbHO Chepbl, NUMNOPTO3aMeLLeHNe, TpebyroT noaaepxku He Tonbko OC Windows. Ho npu ncnonb3oBaHum
wnto3a Kpuntollpo NGate ¢ 1akoi npo6iemoii Bbl He CTONKHETECH, Beab VPN-kameHT NGate paspaboTtaH noj Bce
NoNynsipHble onepaunoHHbIE CUCTEMDI.

HOD,ﬂep)KVIBaeMbIe onepaunoHHble CUCTEMDI:

. @ pP- -
o= Windows 8aé ‘ Lw{A 10S W j
N o ans=0i1> SAILFISH OS
\

RHEL, CentQS, Debian, Ubuntu,
ROSA, Astra, ALTLinux v apyrue



AocTtyn
YEPE3 BPAY3EP

MOXHO ncnonb3oBath M060K Bpaysep C NOAAEPKKON
TLS ¢ TOCT. Tpwu pocTyne yepes bpaysep
no/Ib30BaTe/IM NOMALAKOT B CBOW /IMYHbBIN NOPTA.
[Mpwv 370M Ha nopTtane OyaeT 0ToOpaxaTbCa CIUCOK
PECYPCOB, K KOTOPbIM NMO/1b30BATENN UMEIOT AOCTYN
B COOTBETCTBUM C KOPNOPATUBHBIMM NOAUTMKAMY
6e3onacHocTn. Cnncok pecypcoB MOXeET BbiTb
MPOK3BO/bHbLIM, BK/OYas web-CTpaHuLbl nopTana

W KJINEHT-CEPBEPHBIE MPUKNAAHbIE MPOrPaMMbI.
CoBmMecTMMble Opay3epbl CeAYac CyLLECTBYIOT Takxe
NOA BCE NONYNAPHbIE ONepaLmnoHHble cuctembl: i0S,
Android, macOS, Windows, Linux.

AYTEHTUOUKALUUSA
C UCNOJIb3OBAHUEM TOKEHOB

Kpuntollpo NGate nogaepxunBaeT pasimyHble TOKeHb
AOCTYNa, Takue Kak ycTponcTa PyTokeH, eToken,
JaCarta, ESMART 1 MHOrve Apyrue — B TOM Yucne

C UCMONb30BAHWNEM POCCUICKON KpUNTOrpaduu

W C NOAAEPKKON CEPTUGUKATOB K/tOUEN SNEKTPOHHOM
nognucu B cootsetctsum ¢ FOCT P 34.10-2012.



TLS OFFLOADING

NGate MOXET NCNONb30BATHCS AN CHATUS HArpy3KK
no 06pabotke TLS-coeanHeHnit ¢ 63K3HA-CEPBEPOB. ITO

NO3BONAET KaK CYLLeCTBEHHO NOBbICUTb NMPOU3BOAUTE/IBHOCTD,
TAK N CHATb HArpy3Ky C CepBEPOB A0CTAaBKW AaHHbIX, NMO3BOIAA

M CTabMNbHO BbIMOMHATL CBOWN OCHOBHbIE 331a4MW.

MHTErPALMUA
C WALLARM WAF

Bnarogaps BO3MOXHOCTU NOCTABKN B UCMOHEHMSX,
npeanonaraLmnx rnyeboKy MHTErpaLunio C pelleHnem
Wallarm WAF (Web Application Firewall), npu ucnons3oBanum
NGate cTaHOBWTCA AOCTYNHA 3aLWIMTa BEO-NPUNOXEHNIA,
BblBIEHNE 1 ONIOKNPOBaHME aTak, 0OHapyxeHune
YA3BMMOCTEN 1 OTCEXMBAHME NepUMETPa C A000YUYEHNEM
no OTCNEeXUBAEMOMY TPAdUKY — W BCE 3TO C BO3MOXHOCTBIO

NOCTABKN yXxe NpoTeCTMpoBaHHbIX npodunein 6e30nacHOCTH.

im rocT TLS
O HTTPS
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BbIMONHEHUE TPEBOBAHWUN PEFYNISSITOPA

CepBepHbIE W KNNEHTCKME KOMMOHEHTbI KNAcCoB
KC1, KC2 n KC3 «TpeboBaHwuii K cpeactBam
KpUNTorpaduyeckomn 3aLimuTbl MHGOPMaLnK,
npefHasHaYeHHbIM 419 33WKUTbl MHOPMALIMK,
HEe COoLepxallen CBeAeHN|, COCTAaBAKOLLNX
rocyaapcrBeHHyto TaiHy» ®Ch Poccum.

Peanusaumsa kpuntorpapuyeckux npotokoa0B

B MO/IHOM COOTBETCTBUM C METOANYECKUMU
PEKOMEHAALNAMU N PEKOMEHAAUNAMM

no CTaH4apTU3aLMK TeXHUYECKOro KomuTeTa

no cTangapTu3aumumn «Kpuntorpapuyeckas
3almTa nHdopmaLmmns (TK 26): MP 26.2.001-2013

«Mcnonb3oBaHne HaboPOB aNroprUTMOB
WwndposaHus Ha ocHose [OCT 28147-89

A5 NpoTokona 6e30MacHOCTU TPAHCNOPTHOMO
ypoBHs (TLS)», P 50.1.114-2016 «MHbopmaumnoHHas
TexHonorusa. Kpuntorpapuyeckas 3auimra
nHdopmaLmu. MapameTpbl 3NANNTUYECKUX KPUBbIX
A5 KpUNTOrpaduyecknx anroputMoB 1 NPOTOKO/OBY,
P 50.1.113-2016 «MHbOpMaLMOHHASA TEXHONOTUS.
Kpuntorpaduyeckas 3alimta nHhopmaumu.
Kpuntorpaduueckue anroputMbl, COMyTCTBYHOLIME
MPUMEHEHMIO aNTOPUTMOB 3N1EKTPOHHON LNGPOBOTA
NoAMNCH N GYHKLMM X3LWNPOBAHNSY.
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MACLWLUTABUPYEMOCTDb

Kpuntollpo NGate ru6ko
MaclTabupyeTcsa B 4acTu
NPON3BOANTENBHOCTM W NETKO
VHTErpUpyeTcs B NoOYyIo CEeTEBYIO
NHOPACTPYKTYPY. [pn MCNob30BaHuM
0AHOW annapatHoit nnathopmbl NGate
w3 06ecneymBaeT BO3MOXHOCTb
0flHOBpeMeHHoW paboTtbl 10 40000
coefnHeHNin ¢ 06paboTKow
MHOOPMALMOHHbIX MOTOKOB

00 10 Tout/c. [laHHbIE XapaKTEPUCTUKM
NErko yBeNMYnTb BEPTUKAbHbIM
HapaLL/BaHNEM annapaTHbIX
MOLLHOCTER, [06aBNAS HOBblE
annapatHble naTGOpPMbl 1K y3bl

B Kn1acTep. Bcero xe B knacrepe Moryt
paboTatb A0 32 y3/10B OHOBPEMEHHO.

] — [ =)
P=ASN

8 F==T=1=T=0
= APM Cucrema
agMUHUCTpPaTopa ynpaBneHus

WUHTepHeT

3

BanaHcupoBLUKK
Harpysku

Y3en NGate

b

Y3en NGate

b

Y3en NGate

Do 32 yanos
NGate
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TEXHUYECKUE XAPAKTEPUCTUKMNU
WNMIO3A NGATE

[ponyckHas CnocobHOCTb LWAK03a B pexume TLS-proxy
¢ obecneyeHnem ayteHTupukaumn — 1o 10 rowmt/c.

Moanepxka a0 40000 oiHOBPEMEHHbIX
ayTEHTMOULMPOBAHHbIX COEANHEHMIA.

Bo3amoxHocTb 06paboTku 10 8000 HOBbIX
COefIMHEHUA B CEKYHAY.

B0O3MOXHOCTb HACTPOIIKK NpaB aoctyna
K NPUNOXEHWUAM 419 YOANEHHbIX NONb30BaTENEN
Ha OCHOBE NOMUTUK 6€30MaCcHOCTMH.

VHTerpaums ¢ Active Directory.

Moaaepxka pasrpaHnyeHns oCTyna Ha OCHOBE
ColePXaHns nonen cepTMGUKaToB NOMb30BATENEN.

B03MOXHOCTb paboThbl B BUPTYaAbHOM OKPYXEHUU.

WHTerpauns ¢ Wallarm WAF (Web Application
Firewall).

BO3MOXHOCTb naeHTMdMKALMYM NOMb30BaTeNEN
Pa3/INYHBIMK METOLAMM:

- cucnonb3oBannem Active Directory nnn LDAP;

~  CWCNONb30BaHNEM CePTUPUKATOB,

~  CWCNONb30BaHNEM BHYTPEHHET 6a3bl AaHHbIX
nonb3oBaTenein;

—  MynbTUdaKTOpHAsA ayTeHTndnKaums.

Bo3MoxHOCTb noagKnto4YeHna yaaneHHbix
nonb3oBaTteneit kak ¢ nomolbto VPN-kneHTa,
TakK M NOCPEACTBOM NOPTANbHOMO 1OCTyNa (Yepes

6pay3ep).
Moapepxka NTP (Network Time Protocol);
Mopaepxka SNI (Server Name Indication).

06ecneyeHne BbICOKO JOCTYNHOCT/ NOCPEACTBOM
Knactepusauuu (oo 32 yCTpoiiCTB B KnacTepe).
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NMPEMMYLWECTBA NGATE

I
= [leN0CTHOE YHIBEPCANbHOE PELIEHNE «BCE = PaboTa Ha pa3zHbix NnaThopmax (KNUeHTbl
B 01HOM». He TpebyeTcsa oTae/bHO CTaBUTb NOpTan noa Windows, macOS, Linux, iOS, Android, Sailfish).
c poctynom no TLS (SSL) v otaensHO HacTpanBaThb = He3aBuCMOCTb OT TUMa ceten (HeT npobnem ¢ NAT
KAneHTckuin VPN, N MEXCETEBbLIMI 3KpaHamu).
= PaboTa B pasHbIX pexumax, B TOM yucne = [TO/IHOLEHHOE pa3rpaHuyeHne aocTyna rpynn
C NCNONMb30BAHNEM PA3/INYHBIX BULOB W OTAENbHbIX NONb30BaTENEN.
TYHHENMPOBAHNS, a TakXe yepe3 web-6pay3sepsbl. = [IpOCTOTa NCMNONBb30BAHUS — HET HEOOXOAMMOCTH
= MacwrabupyeMocTb 40 Mo6bIX pa3sMepoB 1 0ObIX B 00y4eHNn NoNb30BaTeNeil.
MOLLHOCTE. = BbinosHeHue Bcex Tpeb0BaHNA perynsatopos

<3 KOPOOKU».



O KOMINAHUMU

Komnanus Kpuntollpo 3aHuMaeT nugupytoLlee
nonoxeHue B cpepe pa3paboTkn CPeAcTB
Kpuntorpaduyeckoi 3awutbl uHGopmauum (CK3U)
1 passutus Mudpactpyktypbl OTKpbIThIX Kntouein
(PKI) Ha TeppuTOopumn PO.

MpoaykTbl KoMnanuy Kpuntollpo BKOYaoT
NOALEPXKY BCEX COBPEMEHHbIX NNaTGOPM, UMEIOT
BEPCUM 419 MOOUNBHBIX YCTPOICTB, UHTETPUPOBAHDI

C BeflyLMU POCCUIACKUMM 1 3apyOexHbiMu IT
PELIEHUSMU, LUIMPOKO UCMONb3YIOTCS OpraHamu BAacTu
1 KOMMEPYECKUMMW OpraHn3aumnamMm BCcex otTpacneit.

OHV NPUMEHSIOTCS B CUCTEMAX SNEKTPOHHOrO
AOKYMEHT0000p0Ta, UCNOMHEHNS roc3aKasa, Caun
OyXranTepCcKoi U HaNoroBo OTYETHOCTU 1 T. 1.
Cpenctea anekTpoHHo noanucu Kpuntollpo CSP/JCP
yCTaHoBNEHbI 6onee yeM Ha 10 MUNANOHAX CepBEPOB,
paboymx MecTax u MOOUIbHBIX YCTPORCTBAX
nonb3oBatenei. Pa3zpaboTaHHble KOMMNaHMer
Kpuntollpo cpeacTtsa 06ecneyeHns esTebHoCTy
YI0CTOBEPSAIOLLMX LIEHTPOB BHEAPEHbI Honee

yem B 1000 opraHu3aunsx; B TOM YnACNE U B COCTaBe
[0N0BHOI0 YA0CTOBEPSIOWEro UeHTPa MUHKOMCBA3M
Poccun.
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