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CepBep ayTeHTUOUKaLMK U yNpaBaeHns 40CTyroMm
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CobOCTBEHHbIE MEXaHV3Mbl BXOAa
NPUNOXEHWI He BCeraa be3onacHbl

[To/1b30BaTeNdAM CNIOXHO 3aMNOMHUTL
MHOXeCTBO JIOTMHOB WU r1apone|7|

[1py yoaneHHoW paboTte COTPpYAHVKOB
MOBbILLIAETCH PYICK B3/1OMA YHYETHbBIX
3anucemn
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Pa3po3HeHHas perncTpaums CobbiTui
6€30MacHOCTW YCIOXHSET ayauT A0CTYNa

[1apoibHOM ayTeHTUOUKALMN
HeA0CTaTOYHO AN 3POEeKTVIBHOW 3aLUThI
MHOTUX MPUIOXEHU

JJoCTyn COTPYAHMKOB K 061a4HbIM
cepBlCaM HeyaobeH Unn HebesonaceH




PELLUEHWE

Co3AaTb eAyiHbI CepBUC AOCTYNa NONb30BaTeNeN K MPUIOXEHNAM KOMMIAHNM
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BLITZ IDENTITY PROVIDER

STO NPOrpPaMMHbI MPOAYKT, Pa3BePThIBaeMbI Ha CepBepax KoMNaHuW. PellaeT 3aaa4un
MAEHTUOUKALMK, ayTeEHTDVKALMN, aBTOPU3ALIMM U ayanTa

G elHbIN BXO4 U OA4HOKpaTHad NOAXOANT ANA BEO-CaNTOB, MOBUTbHBIX
ayTeHTudrKaumsg (SSO) —— TPWIOXEHNI U CMapT-yCTPOWCTB

3alLUMTa BEO-MPUIOXEHUI N CEPBICOB

_0
%) MYIbTUQAKTOPHAaA ayTeHTndmKaumna (MFA sa .
:’)) Y ¢ P y PuKaLs ( ) @ komnaHuu (Access Management, API Security)
— MOAJEepPXKa BXxOZa yepes colyasibHble 9 AOCTYN K MHOPACTPYKTYPHbIM CepBrcam
—  ceTn, baHkn 1 rocycnyrin (ECHA) (SSH, RDP, VPN)
.E|' NOAXOAUNT A5 Pa3HbIX MOb30BaTenew: MPOTOKOMIMPOBaHKE COObITVN 6e30MacHOCTU
| | o o o
o COTPYAHWVKOB, KNIVIEHTOB, KOHTPAreHTOB I MOA0TYETHOCTb AEVNCTBUI MOIb30BaTeNeN



EAVNHbIA BXOA, (SINGLE SIGN-ON)

[T03BONSIET MOB30BATENHO OAHOKPATHO BONTU B COOCTBEHHYH) YUETHYH 3aMUCh 1
MONY4YUTb AOCTYM KO BCEM MPUIOXEHUSAM KOMMGHM

A\ NOBbILLaeT y06CTBO ycunmeaeT . 3KOHOMWT Bpems
“ nonb3oBaTenemn 6e30MacHOCTb [e] N NHBECTULNN




BblIbOP METOAOB AYTEHTUPUNKAL NI

BCTpO@HHaFI MnoAAepPXKa MHOXeCTBa METOA0B ayTeHTI/Iq)I/IKaLI,I/II/I N oA TBePXAEHVA BXO/aA
BO3MOXHOCTb MOAKIHUNTE COOCTBEHHbIE METO/bl BXOAa, NCIOJ/Ib3yeMble BHYTPDW KOMITaHNW

e JIOTWH 1 Napo/ib, BCTDOEHHAS 48151 [eHepaTopbl Pa30BbIX KOAOB

=y 3alMTa OT NoAbopa 7] HOTP 1 TOTP
CMapT-kapTa, USB-kiroy ¢ Passkey n WebAuthn,

% 3N1eKTPOHHOM MOAMVCHIO, KUY n’)’ obrioMeTpryeckasd ayTeHTNOMKaLU A
be3onacHocT FIDO2 n U2F @ no Face ID 1 Touch ID
Push-ayTeHTrdmKauus, BXOA Mo SMS 1 email koabl NoATBEPXAEHNS,
QR-koay Flash Call

o BHeLUHWe NoCTaBLLUVIKMA
S MAEHTVNOUKALMK (CoupanbHble #.“ CobCTBEHHbIE METOAbI BXOAA

cetun, baHky, ECUA)




YHUBEPCAJ/IbHOCTD

BO3MOXHOCTb YUMThIBaTL MOTPEOHOCTV Pa3HbIX TPynn Moib3oBaTtenern 414 6e30MnacHoro v
3QPEKTVIBHOIO ynpasneHnd naeHTrnukaumen, ayTeHTonkayen n 4oCTtynom

g % 6e30MacHbIN 1 YAOOHbLIN AOCTYM K KOPMOPATUBHBLIM pecypcam
S : C noMoLbto Single Sign-0On (SSO), MHOrogakTopHOW ayTeHTdrKaumy (MFA)
S W onnTi KOHTPONSA AOCTYMa

KIMNEHTCKOIO OlMbITad

AenernpoBaHie yripaBineHnAa A0CTyrnomMm ANA BHELWHNX MaPTHEDPOB

BXO/ Yepes akkayHT coupansbHom cetu, baHkos, ECA nnm perncrpaums yepes
3KPaHHYHO GOPMY Ha carTe MOTYT ObiTb MCMOb30BaHbl 414 YayYLLIEeHUS
ﬂ KOHTpareHToB 6e3 HapyLLeHWS BHYTPEHHUX MONNTMK 6€30MacHOCTY KOMMaHK

KoHTpareHT



NoAAEP)XKA YCTPOUCTB AOCTYNA

CepBep ayTeHTUPUKALIMN YUUTLIBAET OCODEHHOCTU CLeHapueB A0CTyNa 1 6e30MacHOCTY
MNP NCMONB30BaHWK Pa3INYHbIX YCTPONCTB

CMapTPOHbI U NJIaHLUETbI MepcoHanbHbie KOMNbLIOTEPDI CmapT-ycTpoiicTBa




3ALLNTA BEB-NMPUNOXXEHNI U
CEPBV/COB

PeannsoBaHa BO3MOXHOCTb LIeHTPaIM30BaHHO HaCcTparBaTh /IOMVKY aBTOPM3aLIMM
A0CTyNa NoJib30BaTesier B BEO-MPUIOXKEHNA 1 CEPBUCHI KOMMAHY

icnonb3oBaHme AP| Security Gateway B COCTaBe cepBepa
ayTEHTUOUKALMW AN15 3aLLMThl BEO-CEPBUCOB

[TpaByna A4OCTyNa MOTYT YYUTbIBaTb, HaNpuUMep,
aTPVBYThl MONb30BaTeNe 1 MapaMeTPbl OKPYXEH

[TonUTNKK 4OCTYNa MOTYT OTIMYATBLCA ANA PA3INYHbBIX
MPUNIOXEHVIN, OpraHmn3aunia 1 rpyrnn rnoas3osaTenel

AKX




AYAUT N NOAOTYETHOCTD

PerncTprpyroTca BXoAbl MoMb30BaTeNen 1 AOCTYMbl K MPUIOXEHWAM U CepBMCaM
KOMMaHNK

OcyLlecTBneHye NnoCcToaHHOro BO3MOXHOCTb BbIrPY3KU COOBITNN
MOHW/TOPUHIra NO3BONAET CBOEBPEMEHHO 6e30MacHOCTV BO BHELLHIOK CUCTEMY
BbIABUTL M OTPearypoBaTb Ha aTaku ‘1’ aHanm3a 3almieHHoCcTy (SIEM)
[lonb30BaTendm A0CTYNHO yripaBaeHye Hannure cncreMbl MHGOPMYPOBAHUS
HaCTpOVIKamMu 6e30MacHOCTU YYETHOW MONIb30BATENA O BaXHbIX COObITNAX

3anncK B JINUHOM KabriHeTe 6e30MacHOCTM C YY4eTHOW 3aMnnCbio




MPEVMYLLLECTBA MPOAYKTA

. Poccunckas paspaboTtka

V' BK/IFOYEH B EAVHbBIV peecTp POCCUMCKIAX
nporpamm ang 58M

v CcepTrdnuUMpoOBaH No TpeboBaHUAM
6e3onacHocTn ®CTIK

v MoafepXxuBaeT b0NbLIMHCTBO NOMYAAPHbIX
oTeyecTBeHHbIX OC 1 CYB/]

@ MpocToTa h rIM6KOCTb HACTPOMKM

v’ BCTpavBaeTcs B VT-MHQPaCTpyKTypy
v aOMVHUCTPUPYETCHa Yepes Beb-nmHTepdenc

MHoO>XecTBO meTOA40B
ayTeHTudumnKaummn
v bonee 20 COBPEMEHHbIX CMOCOOOB

ayTeHTUGVIKaUUW

v\ BX0OZ, MO KBanMOUUMPOBAHHOW 311€KTPDOHHOW
noanuncy (YK3IT)

v BO3MOXHOCTb 6eCnapo/ibHOM
ayTeHTUGVIKaUU

—  NMoapep>kKka BHELLHUX CMCTEM
- naeHTndukaumm
V' MonynapHble B PoOCcnn couvanbHble ceTu

v’ NOBEPEeHHas ayTeHTUGVKALNA Yepes yYeTHble
3anncm 6aHkoB 1 rocycnyru (ECHIA)



TNUEH3VN N CEPTUNPUNKATDI

Blitz Identity Provider 3apeructprpoBaH B EanHoM peectpe poccninckoro MO (Ne842)
ceptnonumpoBaH OCTIK Poccum (Ned525 o1 10.03.2022), 4TO MOATBEPXAAET COOTBETCTBME
TpeboBaHVAM UHPOPMALIMOHHOW ©e30MacHOCT 1 A0MYCKaeT NPUMEeHeHMe NPoayKTa B

roOCyAapCiBEHHDBIX I/IHCIDOpI\/IaLLVIOHHbIX CNCTEeEMax

MUHUUDPbI
Poccuu




CXEMA PABOTHI

Nonb3oBaTenu s c .
: @ Blitz Identity Provider | ) XpaHWANLLE y4eTHbIX 3anuceil
3 . 1 naponen
HTTPS
y . : Email-cepsep, SMS-Lnt03,
— E cepBuChl push-yBegomneHui,
. 4 Flash Call
HTTPS : ; L
: rocycnyru (ECUA)
| EEmerE
= e
N . E— pen onnect,
= . =B OAuth 2.0, SAML, REST AP, y
= JWT BUTpUHa NpUnoxeHNia

MpUNoXKeHNs KOMNaHNM i [co) CepBuchl UHPPACTPYKTYPHON
KR 6e30macHoOCTU

“ (SIEM, IDM, NGFW, PKI)

° 0—d—_o o-I]l RADIUS

CeteBble cepBuchl (WiFi, VPN, RDP)



TUNOBAA CXEMA PASBEPTbIBAHWUA

Monb3oBaTenu S TN EE NN NN NN NN EEEEE NN AN I NI N SN NN EEE AN SN ENEEN NN NN EEEENEEN NN SN SN ENEENEENEENENEENEEEEEEEEEEEEEEEEEEEE ",

MpunoxxeHns

_ — » 3 : :
= OpenlID Connect, ;o CepBepa

OAUth 2.0, SAML, RADIUS, ~ § " ~ BlitzIdentity Provider s CotmaneHele ceTh, 6akki,
REST API, JWT P ————— . / ﬁ rocycnyru (ECNA)

s — XpaHWnLLE YUeTHbIX
3anviceii n naponei

HTTPS

a Web-proxy

__E: NLB, _»

Flash Call

= Email-cepsep, SMS-Lut03,

_> cepBuChl push-yBegomneHnin,
[ |
N .

R .
AMVHUCTPaTOP e | m—p  — |
1 cepBep IOroB '

o
e




KAK YCTPOEH BLITZ IDENTITY PROVIDER

. ‘OpenID Connect SAMLM i  RADIUS

gj::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::.‘jé E n OAuth 2.0 WS-Federation ’ o~ @ o
HEN SNC $ 8 9

[TocTaBLUMK [MocTaBLUMK CeTeBoli cepBUC :
naeHTUOUKaLMKN | | naeHTUdUKaLmy . ayTeHTUdMKaumm | | -~
—

o
(6 Fkn
=

Blitz Smart Card R R —————————————
Plugin Blitz Keeper REST API i

rocycnyru [ Jmosrn

LLinto3 6e3onacHocTm API CepBucbl yripaBneHus I
B i OpenD  (3SAML

YYeTHbIMW 3anncaMm

i Cnoii «Be6» Cnow «XpaHeHune» "
5 _ Cnoih «06BbEeKTbI»

B ®perimBopk Bootstrap

praHeHme CO6bITI/IVI XpaHeHl/le i i CepBepHblIli K3l i | Oyepesb COBLITUI
: 6e3onacHoOCTA WeTHle 3anucen : : MpunoxeHus

PostgreSQL Mpynnbl CobbITuS
5 @ BHewtss | §8 kafka nonb3osarenei 6e30MacHOCTL

e Couchbase BA ATpUGYTEI PaspeLueHus

AyTeHTUduKaTopbl

: Cnow «bn3sHec-normka»

Sjava PScala

VHbIX JaHHbIX ) 5
' H:Rabblt [Monb3oBatenu YcTpolictBa




PYHKUNOHAJIbHBIE BOSMOXXHOCTW

.......................................................................................................................................................

MNpeaocTaBasieMble
Cnocobbl
naeHTNdUKaLmm n
ayTeHTUdrKaymm

MNopnepxka
BHELLUHUX CUCTEM
NaeHTUGUKaLMn

Criocobsl
NoAKNtOYEHNS
NPWAOXEHWI

. JIOrMH 1 Naponb, BCTPOEHHadA 3aLlmTa OT nogoopa
. CmapT-kapTa, USB-KNHoY € 91eKTPOHHOW MOAMUCHHO,

FIDO2 n U2F TokeHbl, WebAuthn, Passkey

3. AnnapatHble bpenoku (HOTP, TOTP, OCRA)
4. TNporpammHble TOTP-6penokn (Google

Authenticator, AHaekc.Kntou v apyrue)

. SMS n email kogpl noaTBepXAeHUs, push-

ayTeHTUdMKaums, Bxoa no QR-koay, Flash Call

. Bxog vepes coumanbHble cetu (Araekc ID, VKD,

OaHoknaccHukn, Mail ID, Google 1D, Apple ID)

. Bxoga uepes rocycnyrin (ECHA), Mos ID, 6aHkn
. Bxog uepes yctaHosky Blitz Identity Provider apyrown

opraHusaun (besepauns)

. Bxoa c ncnonbsosaHuem Kerberos-cepsepa
. Bxog c ucnonbsoBaHmem coBMecTimMoro TLS, SSL-

Lwaro3a nan VPN-w3a

. OpenlID Connect, OAuth 2.0, SAML, WS-Federation,

RADIUS

. Beb-npokcn ¢ npobpocom Nor1Ha 1 Napons B

bopMy BXOZa BEO-MPUIOXKEHUSA

[MoaknoyeHme K
BHELLHVM
XPaHWNMLLLAM
YyYeTHbIX 3anuncein
n naposneu

CepBuchl
CaMOOBCNYXMBAHUS
noJsib3oBaTenein

[Mpouee

o Uk W =

. FreelPA, MS Active Directory

LDAP-coBMeCTUMbIN cepBep

[MpOn3BOIbLHOE XpaHWULLe (Yepes
KOHHEKTOP)

Perncrpauya nonb3oBatend

JINYHbBIN KabnHeT

BoccTaHoBeHVe 40CTyNa

BuTpriHa npunoxeHni

HacTpoiika ABYxXPaKTOPHOM ayTeHTUGUKaL N
[TpOCMOTP COOBITMIA 6E30MaCHOCTM 1 CMNCKA
MCNOb3YyeMbIX YCTPONCTB AOCTYMa

. Bblcokasg npon3BoAMTENBHOCTE MPK

pa3BepTbiBaHWM Ha CKDOMHbIX arnmapaTHbIX
pecypcax

Bbicokas HageXHOCTb npv pa3BepTbiBaH B
Knacrepe

CepBWC AN MOHUTOPUHIa Prometheus




NMPEMMYLLECTBA BHEAPEHWA SSO

Ansa coTpyaHMUKOB

..........................................................................................

v YnpouleHve AocTymna K
MHGOPMAaLIOHHBIM
pecypcam

V' YCcKkopeHue npoueaypb
MOyYeHnsd AOCTYMNOB

v VIckntoyeHye «naposibHOro
Xa0Ca»

Ana UT-nogpa3speneHvia

.........................................................................................

v CoKkpallleHve 3aTpaT Ha
AAMVHNCTPUPOBaHME

v" MHOrokpaTHoe CHuxeHue
KON-Ba 3a9BOK OT
Nnosb3oBatesnei

v YnpouleHve npoueaypsi
NpeAoCTaBNeHNS
BHeLIHero AocTyra

==n Anaoraena Vb

v CHWXeHne prckoB
HeCaHKLUMOHNPOBAHHOTO
A0CTyra

v [loBblLLUeHWe 6e3onacHoOCTU
33 CYET AOMNOHUTENBHbIX
GaKkTopoB

v YHUOMLMPOBaAHHbIE
MNONUTVKL ayTEHTUGKALMN



KPYNMHEWLUWME NPOEKTbI B MOPT®0OJINO

mos.ru AenaptameHT MHPOpMaUMOHHbIX  Blitz Identity Provider 15 MIH Nonb3oBaTenei
TeXHO10rn roposa MockBbl Blitz Smart Card Plugin 100 TbIC. COTPYAHVKOB

Blitz Identity Provider 3 M/IH KNMEHTOB
MHIOCCTPAX  CTTAO «MHrocctpax» y 4 ThIC. COTPYAHVIKOB

ESIA-Bridge 20 ThbIC. areHTOB

30 TbIC. COTPYAHWKOB
'pynna HMK Blitz Identity Provider 50 TbIC. paboumx
60 KOMMaHWM XONAMNHa



CACTEMA YINNPABNEHNA AOCTYINOM K

MH®OPMALUMNOHHBIM PECYPCAM (CYAUP) :l mos.ru

3AZAYA:

* YHUOULUMPOBATL MPOrPaMMHY0 MaaTGopmy, MOBLICUTL
MPOV3BOANTENIbHOCTL PAabOThl 1 3GPEKTUBHOCTL aKCMNyaTaunn CYANP

PE3Y/IbTATbI:

v YHUOULMPOBaHa NporpaMMHasd naathopma — MHOXeCTBO MPOrpaMMHbIX
MPOLYKTOB, PeLlaroLX 3a4a4y NAeHTNGrKaLMKU/ayTeEHTUGUKALN
NO/b30BaTeNel, 3aMellleHbl elHbIM peLLeH/em

V" TloBbllWeHa NPoV3BOANTENIbHOCTL W HAAEXHOCTb paboTsbl CYANP,
yBeny4yeH 3anac npon3BoANTEeNbHOCTY MPW COKPALLLEHWY annapaTHbIX
pecypcoB

v YnpouleHo nogknroydeHve k CYVIP HOBbIX MPUIOXEeHU 3a cYeT
COOTBETCTBMA MIATGOPMbI CTaHAAPTHBLIM MPOTOKOaM U CrelduKaLmnsam

v PacwmpeHsl GyHKLMOHaNbHble BO3MOXHOCTU CYANP, ycnneHa
6e30MacHOCTb YYETHbIX 3anncer Noib3oBaTenen

v" ToBbllWeHO ya06CTBO PaboThl aAMUHNCTPATOPOB U MONb30BaTeNel
v OcyulecTBneHo MnopTo3amelleHue

Eﬁ 8 MecaLes

15 MAIH MoNb30BaTenen
=2% 100 TbIC. COTPYAHMKOB
OPraHoB B1aCTu

JlocTyn K MHPOPMALIMOHHbBIM Tenetbon, smekTportan mosra wu CHUC
pecypcam ropona Mockes!

OuuvansHIi caiiT Mapa Mockab:

nnnnn

Boiit wepes

nnnnnnnnnnnnnnnnnn

oooooooooooooooo




CACTEMA AYTEHTUNDPUKAL NN
CMNAO «MMHFOCCTPAX»

3AJAY:

ObecneunTb YHUDULIMPOBAHHOE peLleHme Mo nAeHTUUKALMM
MONb30BaTeNel, areHToB, KANEHTOB

ObecneunTb GYHKLMOHMPOBAaHME Pa3HbIX PEXNMOB ayTeHTNGUKALMM

PE3YJIbTATDI:

v

v

Co3aaHo yHI/ICIDI/ILI,I/IpOBaHHoe TexXHn4yeckoe peeHne rno I/I,[],eHTI/ICI)I/IKaLI,I/II/I
NoNb30BaTeNnein K MPUACXKEHWAM KOMIMaHN

PeannsoBaHa UHTerpauusa c AD, Kerberos ang coTpyaHUKOB KOMMaHK

ObecneyeHa BO3IMOXHOCTb 1CMONb30BaHWsA ABYXDaKTOPHOM
ayTeHTUOMKaUMN AN areHToB

[ToAroToB/eHa eaMHaa Touka KOHTPOJIA AOCTYTa: Pad3HbIM KaTelrOprAM
COTPYAHNKOB MPegoCTaBNAaeTcd 4OCTYM K Pa3/INYHbIM TMRWNTOXEHNAM

UHIOCCTPAX

E 6 MecsLeB

3 MAH KIVNEeHTOB
@%@ 4 ThIC. COTPYAHWKOB
20 TbIC. areHTOB




CACTEMA AYTEHTUDPUKALU W ANA
MHTPAHET-NMOPTAJA I''PYInMbl HIIMK

3AAAUN:

«  ObecneunTb perncTpaunto 1 40CTOBEPHYH UAEHTNOUKALMIO YHETHBIX
3anncen paboTHUKOB [pynnbl H/TMK

«  ObecneunTb eiHbIN BXOJ B KaZPOBbIe 1 00yYaroLLe MPUNOXeHUs
H/IMK 415 0QUCHBIX COTPYAHWKOB

PE3Y/IbTATbI:

v ObecneyeHbl CamOCTOATE/IbHAsA PErMCTPaLA YYETHbIX 3anncen, a Takke
perncTpauus Yyepes oTAe bl KapoB. B npouecce perncrpauny aaHHble
CBEPArOTCA C KagapOBOW CUCTEMOW

v ObecneyeHa 0AHOBPEMEHHAA paboTa C ABYMA KaTanoraMu — kaTanor
YUYETHbIX 3annceint OPUCHBbIX COTPYAHMKOB 1 KaTanor BHELIHMX
PAbOTHMKOB, KOTOPbIM He TpebyeTcs A0CTYN KO BHYTPeHHUM UT-pecypcam

v Peann3oBaHa noagepxka nHtepdeinca Ha aHrmnckom, GpaHLy3Cckom,
AATCKOM U UTANbAHCKOM S3bIKax

v ObecneyeH eiHbIN BXOJ NONb30BaTeneil B KOPNopaTUBHbIM MopTar,
MOOUIBHOE MPUIOXEHWE, BED-MPUIOXEHNA U 0BNaUHbIX CEPBNCOB
KOMMaHuu

E 3 Mecdua

30 TbIC. COTPYAHMKOB
®2% 50 TbIC. paboUmx
60 KOMMNaHU XONANHra




AOMEHHAA AYTEHTUDPUNKALNA B
NMPUNOXEHNA BAHKA POCCUWN

3AZAYA:

« ObecneynTb CKBO3HYH AOMEHHYH ayTeHTUdVKALMIO MONb30BaTenei B
NPWNOXEHNS opraH3augn

PE3Y/IbTATbI:

v ObecneyeHa CKBO3HasA IOMEHHadA ayTeHTMOUKaUMA COTPYAHMKOB Mpu
A0CTyne B npunoxeHus (AD, Kerberos)

v PeannsoBaHa TexHonorua Web Single Sign-On

v ObecneyeHa NpoCcTas NHTerpauya — MCNob3yrTCa CTaHAapTHbIe
BO3MOXHOCTW noAkaroueHund nprnoxeHuin (OpenlD Connect, SAML,
web-proxy)

v PeannsoBaHa ayTeHTUdGKaLMa no cmapTt-kapTte, USB-kntouy 31eKTpoHHOW
noAnUCK

V' TlogkntoueHa BeH-KOHCOMb aAMNHUCTPUPOBAHWS MOb30BaTenel

Eﬁ 3 Mecdua

@%@ 50 ThIC. COTPYAHNKOB

LieHTpanbHbIn 6aHK
Poccumnckon ®@epepaumm




O KOMMNAHNW

IDENTITY BLITZ - poCcCMCKUI pa3paboTyumk MPpOorpaMmMHOro obecrneyeHus.
CrneynanmsnpyeTcd B pelleHny 3a4a4 yrpasneHus naeHTrnoukaumen,
ayTeHTUGVIKaLMen U KOHTPOIEM AOCTYMa No/ib30BaTenen K
MHOOPMALVIOHHBIM pecypcam

KomnaHug aBngeTcd akTMBHbIM Y4aCTHUKOM Ha pPbiHKE MHOOPMaLMOHHOW
6e3zonacHocTy € 2014 roga. [eatensHoCTb KoMMaHum nrueH3mnpoBaHa GCTIK

sonee 10 ner sonee D0 npoeKToB sonee 100 maH
HA PbIHKE YCMELLIHO PEA/IN30BAHO MOJIb3OBATEJIEV



HALLU NPEVMYLLUECTBA

S3KCMNEPTUN3A B IAM

F’MBKOE
LEHOOBPA3OBAHWUE

PACLLVIPEHHAS
KACTOMU3ALMA

OPUEHTALUNA HA KITMEHTA

NCKNHOYNTE/IbHAA
IPDPEKTUBHOCTb

KoMaHza BbICOKOKBAaNMPULMPOBaHHbIX CMELanICTOB rOTOBa OKa3aTb
MOMOLLIb MapTHePaM 1 KIeHTaM Ha BCex 3Tanax: 0T MPeAnpoOAakKHOM
MOArOTOBKM U MPOEKTUPOBAHWA apXUTeKTYpPbl 10 BHEAPEHWA U TEXNOAAEPXKKM

KNeHTbI MAaTAT TO/IbKO 3a YCYTK, KOTOPble UM HEOOXOAVMBbI.
BblbepyTe TUMN ANLEH3WK, KOTOPbLI HaWIy4YLIM 06Pa3oM COOTBETCTBYET
MOTPEOHOCTAM Ballero b13Heca

Bce ycnyrn n GyHKUMM AOCTYMHbI 113 KOPOOKK". HacTporika He TpebyeT
NPOrpaMMNPOBaHUS, HET HEOOXOAMMOCTM HaHMaTb Pa3paboTUKOB A4
aflanTayym NporpaMMHOro obecneyeHus K cpese KaeHTa

Halle nporpaMmHoe obecreyeHne MoOXeT ObITb ObICTPO aAanTUMPOBAHO
ANg YAOBNETBOPEHWNA KOHKPETHbLIX 3arnpoCoB 1 TDEOOBAHUM KIVMEHTOB

[JocTturHuTe BbICOKOW MPOn3BOANTENBHOCTV MNP MNHVIMa/TbHbBbIX
CNCTEMHDbIX Tpe6OBaHI/IS:|X. Halue peweHne 1erko l\/IaCLI_lTa6I/|pOBaTI:> N
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