KcnopT
DNOTOKOB B

. cur /'e‘: OHHbI
o"& BHTP

‘., A

OpHoOHanpaBneHHan
nepeaaya AaHHbIX /
3awura s
06beKkToB KMU

) CermeHTUMpOBaHue
|||t ceTeii ACY T

%\L\\ﬁ\ﬁ\\\\\\o\ ; '| L[ 4

28.04.2023 v
Cncrtema ogHoHanpaBAeHHOU

nepenayn aaHHbIX InfoDiode

AMT-TPYT]




CopepxaHue

‘ [MPOBJIEMbI N AKTYAJIbHbIE YTPO3bl, HOPMATUBHAA BA3A N CTAHAOAPTDI

\
‘ BAPUAHTbI 3ALLUMTbI CETEN, PELLEHMA HA PbIHKE U INFODIODE

\

‘ SAWNTA C NOMOLWbHO OAHOHANPABTIEHHOIO LW/THO3A
/

‘ ATMTMAPATHbBIE PELLUEHNA INFODIODE

4
‘ ATMTMAPATHO-MPOITPAMMHBLIE PELLEHNA INFODIODE







CoBpeMeHHasa opraHn3auust y>xe JaBHO HE U30NMPOBAaHHbIN CErMEHT

0 Tunosoe npeanpusatne moxet nmetb 4o 500 cBA3en C BHELLHMMN
KOHTpareHTamu, napTHepamm, BEHOOPaMM U opraHm3aymamu

0 ObnayHble pelleHns
O MNMoppepxka MNO, NT-nogaepxka
0 Cuctembl 63kannpoBaHus

O OTtonneHue, BeHTUNAUKUSA, KoHanumoHnposaHne (HVAC)

0 Cwuctembl 6e3onacHoOCTU (Kak MHOPMAaLMOHHON, Tak N obLuen)
O Oducnetyepckue
O Cucrtembl NOCTaBLMKOB U NOAPSAYMKOB

O O B pamkax cetn OT/ICS (AC YTI1) kak npaBuno «yHacnegosaHoO»

d MO cospgaBanock 6e3 yyeta Vb, paa npom. NnpoTOKOSOB HE
npegnonaratoT ayTeHTUMKaAUMIO B NpUHUUNE

WG rour



[NocneacTBma atak — CyLLECTBEHHbI!

Qd Cuctemsbl, ynpaensowmne dmnsndyeckumm odbbektammn 1 npoLeccamm
O OHepro- n anekTpocHabXxeHue
0 BooocHabXeHne n cucteMbl OXnaKaeHus
d BeHTunauus

d MNpombliwneHHoe obopynoBaHme

d Cucrtembl dmnsnyeckon 3allmThbl

d Cuctembl nporpaMmmHoON 3aLLUNUTbI
KoHdbmpaeHunanbsHOCTL

d lNepcoHanbHble AaHHble LlenocTHOCTL
JocTynHOCTb

d Cetn nepeaaym KpUTUYECKUX JaHHbIX
1 CBa3b




NHTepec kmbepnpecTynHMKOB K NPOMbILLNEHHbIM 0bbekTam pacTeT!

YassumocTten bonbLue, noBepxHOCTb aTtakn Ha KU wunpe

0 YAa3BuMOCTb «HYNeBOro AHA» - pearbHOCTb CerogHsWHero AHsA
0 CkopocCTb pacnpocTpaHeHUs aTakym > CKOPOCTU pacrnpocTpaHeHUN 3almThbl

0 Kanan B3aumoaencrBusi C «KCUCTEMOM-XKEePTBOM» - KITHOY K yCNeLHON aTake
U [eyHanpaBrneHHOCTb BaHa HA CaMOM paHHeM 3Tarie - NPy PeKOrHOCUMPOBKE, MHOTME TEXHUKU
peanusylTcs Ha OCHOBe ABYCTOpPOHHero B3ammogeuncteusd (RAT, phishing, ap.)

Q ,D,ﬂl/lTeﬂbele CUueHapun pa3BUTUA aTakn ABJIIAOTCA HOPMOU O6LL|,|/1€ TpeHAabl

O Wcnonb3oBaHme BciomoraTenbHbIX Mogynen ansa sawutbl BpegoHocHoro MO oT obHapyKeHus

U BekTop atakum cMmeljaeTcs Ha 4yerioBevyeckum dpaktop

0 OOwenocTynHOCTbL CPeACTB aTaku

O MO B cetn OT/ICS (ACY TIN) yacto «yHacnepoBaHoO»
Q IO cosgaBanock 6e3 ydeta Ub, psa npoMbilLNEHHbIX NPOTOKONOB HE nNpegnonaratoT

ayTeHTudumkaumo, EOL, AnnapaTHble cpeacTBa 1 ceTu He npegnonaratoT yctaHoBkn C3U CTpaHOBble 0COBEHHOCTU

0 «Hepa3bepuxa» mexay 6nokamun Ub, UT, ACY TN

0 3apybexHbIW OnbIT C 3aAepPXKKOW TPaHCIIMPYEeTCA B POCCUMUCKUE peanuu ;
a Perynmopbl MHOIMX CEKTOPOB YyXe BKITHO4YUJTN B CBOU OOKYMEHTDI Tpe6OBaHVIFI n pekoMmeHagauunnm - MT
no NpMMEeHEeHNo NPoAYyKTOB Kiacca «anoa»
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[TepedyeHb mep npuKkazos PCTIK Poccuu, peanmsyembix npumeHeHmnem InfoDiode

Mpukas ®CTIK N 17 ot 11 chespans 2013 r. u N 21 o7 18.02.2013 r.

0603Ha4yeHne 1 Mepbl 06ecneyeHus 6630NaCHOCTH 3HAYUMOr0 06bEKTa

HOMEp Mepbl
3K1C.16 BoisiBnexue, aHanu3 u 6110KMpOBaHKe B MHCDOPMALMOHHON CUCTEME CKPbITbIX KaHANoB nepefayn MHgopma- I n f O
Luu B 06X0[ peanu3oBaHHbIX Mep 3aLnTbl MHDOPMALUK UK BHYTPU Pa3peLLEeHHbIX CETEBbIX NPOTOKONOB
3nc.17 Pa36uenune HOPMaLUNOHHON CUCTEMbI HA CErMEHTbI (CErMeHTUPOBaHNe UHE(OPMALMOHHON CUCTEMbI) 1 f— | O e
obecrneyeHne 3aLuTbl NEpUMETPOB CErMEHTOB UH(OPMALIMOHHOM CUCTEMbI
31C.22 3awuta MHHopMaLMOHHOM CUCTEMbI OT Yrpo3 6e30MacHOCTH MHCOPMaLK, HanpaBMeHHbIX Ha 0TKa3 B 06-
CNYX1BAHUN MH(OPMALIMOHHON CUCTEMBI
31C.23 3awura nepumeTpa ((M3N4ecKMX 1 (Mnn) NOrMYECKNX rpaHuL) MHGOPMALMOHHON CUCTEMbI NPU e B3aUMO-
[IeACTBIAN C UHBIMWN MH(OPMALMNOHHBIMI CUCTEMAMKU U MH(DOPMALVOHHO-TENEKOMMYHUKALUVNOHHBIMU CETAMM
yna.3 Ynpasnexue (unbTpaums, MapLupyTU3aums, KOHTPONb COEAUHEHUIA, OJHOHANPABNEHHAA Nepeaya u UHble

€noco6bl ynpagnenns) MHHOPMaLNOHHBIMI MOTOKAMW MEXy YCTPOMCTBAMM, CErMeHTamu UH(OPMALMOH-

5 MNpukas ®CTIK N 239 ot 25 fexabpa 2017 r. u N 31 or 14 mapra 2014 r.
HOW CUCTEMbI, a TAKXe MeXay MH(hOpMaLWIOHHbIMM cuctemamn

O6o3Ha4eHue U Mepbl 06ecneyeHus 6830NacCHOCTH 3HAYUMOr0 06LeKTa

HOMEp Mepbl
3nc.2 3awuta nepuMeTpa MHPOPMALMOHHON (aBTOMATUINPOBAHHON) CUCTEMbI
3Kc.3 JLWEN0OHMPOBAHHAS 3aLLMTa UH(POPMALMOHHON (aBTOMATU3NPOBAHHOI) CUCTEMbI
I n f O 3K1c.4 CermeHTMpoBaHNe UHAPOPMALNOHHO (ABTOMATU3IMPOBAHHOM) CMCTEMbI

— | O e 31C.6 Ynpasnexue CETEBbIMU NOTOKAMM
3K1C.8 CoKpbITUE apXMTEKTYPbI U KOHCDUTYPALMK MHCDOPMALMOKHOM (ABTOMATU3MPOBAHHOM) CUCTEMbI
3uc.18 bnokupoeka focTyna K caitam MW TMNam CamToB, 3anpeLLeHHbIX K UCNONb30BaHUMID
3UC.31 3awuTa oT CKpbITbIX KAHANOB Nepejadu UHHopMaLmuK
3UC.34 Jawwra ot yrpoa oTkasa B obcnyxmeanun (DOS, DDOS-arak)

31C.35 VYnpagneHue CeTEBbIMK COEMHEHMAMM




3apybexHaa HopmaTuBHasa 6asa, perynmpytouias ucrnosrb3oBaHue

OAHOHanpaBJ1IEHHbIX yCTpOIZCTB

MexayHapoaHble CTaHAAPTDI

[pynna ctaHaapToB No ynpasnenuio b B cnctemax npombiliIeHHOM
aBTomaTu3sauum ANSI/ISA-62443

[JoKkymeHTbl nHcTUTYTa SANS, B yacTHocTum Tactical Data Diodes in
Industrial Automation and Control Systems
(https://www.sans.org/reading-room/whitepapers/firewalls/tactical-
data-diodes-industrial-automation-control-systems-36057)

CraHpapTt APl Standard 1164. Pipeline SCADA Security



https://www.sans.org/reading-room/whitepapers/firewalls/tactical-data-diodes-industrial-automation-control-systems-36057

3apybexHaa HopmaTuBHasa 6asa, perynmpytouias ucrnosrb3oBaHue

OAHOHanpaBJ1IEHHbIX yCTpOIZCTB

CLLA

«  «NIST SP800-82. Guide to Industrial Control Systems (ICS) Security» - NIST pekomeHAyeT UCMNO/1b30BaTb
ANOA KaK HEOTbEM/IEMYIO YaCTb 3aLLMUTbI NEPUMETPA U FPaHUL, CETU
(https://nvipubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-82r2.pdf)

« HdokymeHTbl NERC. NERC 1300 CIP-002 R3 Routable Protocols and Data Diode Devices
(http://www.nerc.com/page.php?cid=3]22|354)

. [Oupektnea NSA and CISA Recommend Immediate Actions to Reduce Exposure Across Operational
Technologies and Control Systems (AreHTCTBO HauMOHaNbHOM 6e30NacHOCTU U AreHTCTBO
Knbepbe3onacHOCTM U 3aLWmUTbl MHOPACTPYKTYPbI)
(https://us-cert.cisa.gov/ncas/alerts/aa20-205a)

« «Improving industrial control system cybersecurity with Defense-in-Depth strategies» - [lokymeHT The
Department of Homeland Security (DHS) Bkatoumn avoapl n ogHOHaNpPaBAEHHbIE WA03bl B PYKOBOACTBO
«CoBeplLuUeHCTBOBaHME MPOMbILINEHHON CUCTEMbI yripaBaeHusa KubepbesonacHocTbio» (https://us-
cert.cisa.gov/sites/default/files/recommended practices/NCCIC ICS-

CERT Defense in Depth 2016 S508C.pdf)

«  «Protecting drinking water utilities from cyber threats» - PekomeHgauun The Department of Energy (DOE)
(https://www.osti.gov/biblio/1372266)

. «Cybersecurity programs for nuclear facilities» - PykoBoactso Nuclear Regulatory Commission (NRC)
(https://www.nrc.gov/docs/ML1703/ML17031A020.pdf) QMT
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https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-82r2.pdf
http://www.nerc.com/page.php?cid=3|22|354
https://us-cert.cisa.gov/ncas/alerts/aa20-205a
https://us-cert.cisa.gov/sites/default/files/recommended_practices/NCCIC_ICS-CERT_Defense_in_Depth_2016_S508C.pdf
https://www.osti.gov/biblio/1372266
https://www.nrc.gov/docs/ML1703/ML17031A020.pdf

3apybexHaa HopmaTuBHasa 6asa, perynmpytouias ucrnosrb3oBaHue

OOHOHanpaBnNeHHbIX YCTPOUCTB

dpaHuma

«Cybersecurity for Industrial Control Systems» - [lokymeHT HaumMoHanbHOro areHTCTBa No 6e3o0nacHoCTH
MHPOPMaLMOHHbBIX cnctem PpaHumm («Mpu nogkntoueHnn ntobon cetn knacca 3 (OT), Takoh Kak
KENe3HOoA0POKHbIE KOMMYTALMOHHbIE CUCTEMBI, K CETU BoNee HU3KOro Kaacca Uan KopnopaTUBHOM CETH
(IT) monyckatoTcs K NPUMEHEHMIO TO/IbKO OAHOHANPABAEHHbIE LWAK3bI»)
(https://www.ssi.gouv.fr/uploads/2014/01/industrial security WG _Classification Method.pdf)

BennkobpurtaHus

«Rail Cyber Security Guidance to Industry» — [lokymeHT genapTameHTa TpaHcnopTa BennkobputaHum
pekomMeHAyeT ANOAbl K UCMONb30BAHUIO Ha KeNe3HOA0POKHOM TpaHcnopTe
(https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment data/file/7328
88/rail-cyber-security-guidance-to-industry.pdf)

fepmaHuAa

«Industrie 4.0. Security Guidelines» - JokymeHT HEMELKOM accoumaumnm mawmnHoctpoeHus (VDMA)
peKkomeHayeT Amoabl AaHHbIX ANA 3aWNUTbl KPUTUYECKMUX CEFMEHTOB CETH
(https://www.vdmashop.de/refs/Leitf 140 Security En LR neu.pdf)

«IT Security In Industrie 4.0» - noKyMeHT ®PeaepanbHOro MMHUCTEPCTBA SKOHOMMUKM PEKOMEHAYET ANoabl
AAHHbIX AN5 3aWUTbl U U30NIALNK KMEPEXOAHbIX» 30H Mexay Kputndyeckum mn cetamu (OT) n UT-ceTamu
(https://www.plattform-i40.de/PI40/Redaktion/EN/Downloads/Publikation/guideline-it-security-i40-action-
fields.pdf? blob=publicationFile&v=3

- -GROUP


https://www.ssi.gouv.fr/uploads/2014/01/industrial_security_WG_Classification_Method.pdf
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/732888/rail-cyber-security-guidance-to-industry.pdf
https://www.vdmashop.de/refs/Leitf_I40_Security_En_LR_neu.pdf
https://www.plattform-i40.de/PI40/Redaktion/EN/Downloads/Publikation/guideline-it-security-i40-action-fields.pdf?__blob=publicationFile&v=3

3apybexHaa HopmaTuBHasa 6asa, perynmpytouias ucrnosrb3oBaHue

OAHOHanpaBJ1IEHHbIX yCTpOIZCTB

CuHranyp

«Cybersecurity for Industrial Control Systems» - The Singapore Cybersecurity Agency
(CSA) peKomMeHAYEeT UCMOb30BaTb AMOAbI AaHHbIX U OAHOHAMNPABAEHHbIE LWAO3bI B
CBOMX MHCTPYKUMAX anA 11 ceKTopoB KPUTUYECKON MHPOPMALMOHHON MHPPACTPYKTYPDI
(Cll) B uenax nosbllWEHMNS YPOBHA NX ceTeBoM Be3zonacHoCTH
(https://www.csa.gov.sg/news/press-releases/press-statement-on-the-government-
lifting-the-pause-on-new-ict-systems)

«Annex Technology Roadmap» — Cybersecurity Infocomm Media Development Authority
(IMDA) peKomeHAayeT NCNOAb30BaTb ANOAbl AAHHbIX HA rpaHuLEe Knbepdusnyeckmnx
CUCTEM HA TaKUX 0OBEKTAX, KaK aTOMHbIE 3/IeKTPOCTaHLNMK, NPOU3BOACTBO
3NeKTpoaHeprumn/pacnpeneneHmne sneKTposHeprum, goboivya HepTn U rasa,
BOAOCHabeHne/cTouHble BoAbl M MPOU3BOACTBO
(https://www.imda.gov.sg/-/media/Imda/Files/Industry-
Development/Infrastructure/Technology/Technology-Roadmap/Annexes-A-3-Cyber-

Security Full-Report.pdf)

£ AMT
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https://www.csa.gov.sg/news/press-releases/press-statement-on-the-government-lifting-the-pause-on-new-ict-systems
https://www.imda.gov.sg/-/media/Imda/Files/Industry-Development/Infrastructure/Technology/Technology-Roadmap/Annexes-A-3-Cyber-Security_Full-Report.pdf




BapMaHTbI 3allnTbl CENMEHTOB CETN HE OIrPaHNYNBAOTCA TOJIbKO

Firewall nnn Bo3gyLLHbIM 3a30pOM

TunoBble BAPaHTbl 3alLUNThbI.

* [icnonb3oBaHue nporpaMmmMHbIX CPeaCcTB, Npexae BCEero -
MeXxceTeBblX akpaHoB Firewall

= Pusunyeckas n3onsaunsa CEerMeHTOB CETU — «BO3,EI,yLLIHbIl7I» 3a30p

,'J.vv- 1
<
e



YcneluHasa CTparternd — He AonycKartb pearnn3aumm CaMblX Pa3HbIX KI1TaCCOB aTakK

9P PEeKTUBHO NPOTUBOAENCTBOBATL aTaKe -
O3Ha4YaeT NpeaoTBPaATUTb KOHKPETHbIE
3Tanbl/nocneacTsms atakmn KaxXAabli pas,
KOraa TakaA aTaka OCcyLlecTBAAeTCA




CermeHTauusa cetm — NnnoKalnnayem yrnpasrieHne, rnepenoaemM ndaHHble

YIPABJIEHUE

ABTOHOMHOCTb QYHKLNM ypaBaeHUa B
YC/IOBUAX OTCYTCTBUS CBA3M C BHELLHUM

A4An
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)
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Cetn, N30JINpOBaHHbIE MNMporpaMmmHbiMn pelleHnaAMn, 4OCTaTOYHO YA3BUMbI

YIPABJIEHUE

ABTOHOMHOCTb PYHKLMM yNpaBieHnA B
YC/I0BUAX OTCYTCTBMA CBA3M C BHELLHUM

P/ 1N
W g

UHTEPHET
A AMT
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Cetn, N30JIMPOBaHHbIE alllapaTtHbiM peLLEHUNAMN — SCbeeKTI/IBHO N30JINPOBaHHbIE CETH

YIPABJIEHUE

ABTOHOMHOCTb PYHKLMM yNpaBieHnA B
YC/I0BUAX OTCYTCTBMA CBA3M C BHELLHUM

AdAN
aml
A\ / 4

= X

UHTEPHET
A AMT
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YCTpOMCTBO OQHOHanNpaBneHHoOW nepegavn JaHHbIX PYHKUMOHUPYET Ha

don3N4YeCKoM ypoBHe

« OpHOHanpaBrieHHbIN W3 — YCTPOUCTBO,
obecneynBatoLlee nepegavyy dannoBon U NOTOKOBOM
nHdopmMmaumn B OAHOM HanpaBieHUn U HE NO3BONSOLLEE
nepenady B oOpaTHOM

° OD,HOHaI'IpaBJ'IeHHOCTb nepenavn rapaHTnpyeTc
annapartHbiM pelleHnAMn

« [NpumeHsieTca onsa coeguHeHNs pasHbiX CEFMEHTOB CETU U
ncnonb3yetcs B obnactu 3awmTtbl MHopMaLumm

GGGGG



CTpyKTypa npeanoxeHnn yCTPOMCTB «amoa» Ha POCCUNCKOM PbIHKE

Poccunckmne BeHOopbl 3apyobexHble BeHAOpbI

YacTo He paccmaTpumBatoT NIMHENKY TakKUX YCTPOUCTB [MpakTnyeckn OTCYTCTBYKT HA POCCUNCKOM PbIHKE
Kak OCHOBHY0. Kak cneacteue - BHUMaHue, yaensiemMoe aTum 1. CaHkumn
yCTpOMCTBaM, OCTaTO4HOeE. 2. OrtcytcTBME cepTUdmMKaToB COOTBETCTBUSA OT
[Mpexne Bcero B 4acTtu: perynsaTopos

1. PasButunga

2. TexHu4yeckon noanepxku

3. HapawwusaHusa n macwutabnpoBaHus

4. CpOKoB Npon3BOACTBA U NOCTaBKM

nT.N.

AMT-TPYN

[MpeanaraeT KOMNMNEKCHbIE PELUEHUS:
iMeeT nosiHyo NUHENKY YCTPOMCTB, KOTOpPbIEe
NOCTaBNSET Ha PbIHOK yke bonee 6-Tn net

PasBuBaeT npoaykT (CM. HOBblE TMHENKN, CKOPOCTb
BbiIxoga Bepcun 10, yyactne B KOHPepPEeHUNSX N T.M.) Q

NmeeT npoayktoByto ninHenky: AK n AlK i
Ve rouer



InfoDiode — cepTnduumpoBaHHOE PErynaTopoM CPeacTBo 3alluUThl

CepTtudmkar Ha coorBeTcTBUA EAIC T —
CootetcTtBre TpeboBaHusaM: «O 6e30nacHOCTU  HW3KOBOJLTHOMO —— .
obopyaoBaHus», «OnekTpoMarHMTHas COBMECTMMOCTb TEeXHUYECKNX — [
cpeactB». EASC N RU [1-RU.MJ104.B.01883/20

= R ot

i [H[ u.ff..{ﬁ?ﬁﬂmgm ,- mpx.w&\u;mg
Ceptudukartsl ®CTIK Y4 N =

CootBeTrcTBMEe TpeboOBaHNAM K YPOBHAM [oBepuss — 4 YpOBEHb. : :
Ceptudpukar Ne 4118 P
CootBeTcTBME TpeboBaHMAM K YpPOBHAM [J0Bepus — 4 YpOBEHb. e —

CepTtndpukar Ne 4566
CootBetctBMe TY RU.29318444.00001-02 90 01.

R Y AN VAN Y AN Y VR Y 2N 7AN Y VAR Y ZEN Y VA Y 2R Y TR Y TRV Y

KaTtanor MuHnpomTopra
* https://gisp.gov.ru/goods/#/product/3827376

e https://gisp.gov.ru/goods/#/product/3827374
e https://gisp.gov.ru/goods/#/product/3491502 e
e https://gisp.gov.ru/goods/#/product/3827378 QMT
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https://gisp.gov.ru/goods/#/product/3827376
https://gisp.gov.ru/goods/#/product/3827374
https://gisp.gov.ru/goods/#/product/3491502
https://gisp.gov.ru/goods/#/product/3827378

Bce peweHnda «anoa» MOXHO YCI10BHO pPa3fesinTb Ha ABa KilaCCa

AnnapaTHble
«anoabl»

Matocobl
* Hepoporo
Pewatot 6a3oBble 3a4a4m U3onaumm

* Plug&Play
* He TpebytoT conpoBoxKaeHMa cnyxbbl sKcnayaTauum
MwuHycbl

* He nmetot IP, MAC agpeca
* TpebyloT KOMMYyTaALUKM «NOPT-NOPTH»
* Tlepepnatb Aaxe acMHXPOHHbIN TCP/IP TpadumK He nonyumnTcs

AnnapaTHo-
NporpamMmmHuble
«anoabl»

Mntocbl

* [epenatoT aCUHXPOHHbIN U Aaxe CUHXPOHHbIN TCP/IP Tpaduk

* HecKonbKo BMAOB NpUKNagHoro tpadpmnKka o4gHOBPEMEHHO

* [onHoueHHoe C3U (NAT, cnucKkn gocTyna, NopTbl, KOHTPO/b
N3MEHEHU KOHPUIypaLuumn, KOHTPONb AOCTYNa)

* WHTterpauun: SIEM, SNMP, AD, Syslog, NTP...

MuHychbl

* MoryT 3aHMmaTb 3 unun bonee RU

* TpebytoT cneunanmcTa B aKcnyaTaumm ¢ 6a3oBbiMM HaBbiKaMU

e TpebyloT nepmnoanyeckoro (xota n peakoro) obHosneHua MNO

Si—

—

CobntogaeTtca npuMHUMN
OA4HOHaNPaB/IEHHOCTU
dusnuecknia curHan
TONIbKO B OAHY CTOPOHY

- -GROUP



AK InfoDiode agpdheKkTUBHO coYeTaroT BCE NyyllMe NpakTUKK No 3awmTe nepmmMmeTpa
KN B cnydyae HeobxogumocTu nepeaadn UDP, Syslog, SPAN n ap. Tpaduka

ba3soBoe annapaTHoOe pelweHne ana ba3soBoe annapaTHoe peweHune ang AnnapaTHoe pelleHne gNAa MOHTaXa
MOHTaXa Ha DIN-peinKky nnm Desktop MOHTArKa B CTOMKY. B CTOMKY (ABa «AnMoaa» B 04HOM).
BapWaHT.

MINI

RACK single

RACK - double

AMT

GROUP



AlK InfoDiode no3BonseT cCOOTBETCTBOBATL Jy4YLLUMM NpakTUKam Mo 3aLuuTte
nepumetpa KU, nepegasatb pannoBbiv, NPOMbILLNEHHLIN 1 MHOW TpaduK

ATK INFODIODE PRO AMK INFODIODE SMART

InProxy, OutProxy 2 InProxy, 2 OutProxy InProxy, OutProxy cepsep
cepsep cepsepa

AK InfoDiode, rack 2 AK InfoDiode, rack «Anoa BHYTPU»

module module, Cluster

®opm dakTop - 3U dopm-dakTop - 6U ®opm dakTop - 1U

[nopn cCHapyXu vnopn BHYTpU

GGGGG



AMNMAPATHbIE PELLUEHUA
INFODIODE




AnnapaTHbi Komnnekc InfoDiode — npocToe n apdekTUBHOE peLleHne angd

cermMmeHTaumm cetu

AnnapaTtHas 0QHOCTOPOHHSASA nepeaaya JaHHbIX AnnapaTtHoe yCTPOWCTBO Af1s
OOHOCTOPOHHETIO obmeHa

* OOHOCTOPOHHUI MNOTOK AAHHbIX U3 3alLULLIaEMON 30HbI CETU

« OTcyTCcTBME BHELWLHENO AOCTYNa B 3alUMLLAEMYIO 30HY CETU OPUEMHIK O oo °H”EZEE?HE§§FK°
CUTHANA

« OrtcyTtcTBME ABYHanpaBneHHoro coegmHeHna TCP / IP AARIER

« [lporpammHasg ataka He MOXET U3MEHUTb NOSINTUKY annapaTHOu t ,_.

©e3onacHocTu

KOH(bMﬂeHLlMa.ﬂ bHOCTb CETMA

« Pa3pbiB ceTeBOro NpoToKona = aCUHXPOHHbLIV PEXUM Nepeaadn

* TonbKO «Mosfies3Had Harpyska» SPAN Tpaduk, TyHenmHr UDP
« [Jlnoa «HeBMOAMM» B CETU
« [wnop gaHHbIX He nMeeT HU IP-agpeca, Hn MAC-agpeca Bo3moxHo

« 3awwmwaet Bce IP-u MAC-agpeca ncxoaHbIX CETEBbIX
YCTPOWCTB, UCKITIOYaET BHELLHEE CKaHMPOBaHNE CETU U
NOCTPOEHME KapT 3alUULLEHHbLIX CETEN

HeBO3MOXHO

AMT

GROUP



SPAN-mirroring

BapuaHT 1. [lepenayva konum TexXHONMOrM4eckoro Tpadmka 3akpbIiTOro cermeHTa BO BHELLHIO CUCTEMY
MOHUTOPUHra ¢ ucnons3osaHnem SPAN. Konua TexHonorndeckoro tpadpuka nepegaercs Bo BHewHmn [MAK
rmybokoro aHanusa Tpaduka, KoTopbi obecnedmBaeT NOUCK CnegoB HapyLleHnn MHOoPMaLUNOHHOM Be3onacHOCTHU
B ceTax ACY TTI1, nomoraeTt Ha paHHEN CTaauu BbISIBNATb KMbepaTtakm, akTUBHOCTb BpegoHocHoro 10,
HeaBTOPU30BaHHblE AENCTBUS NepcoHana (B TOM YNCIE 3M0YMbILLSIEHHbIE)

= ==
\ J
3aKpbITbIM
TEXHOIOTUYECKUIN

CermeHT ceTu
(ACY TN, OKNK, KBO)

Konuna ceteBoro Tpaduka
Switched Port Analyzer

=

AK AMT InfoDiode A

- T =

\ J
Industrial Security
Incident Manager

Kaspersky
Industrial

CyberSecurity
PT ISIM

FRAMEWORK

THREAT
HUNTING

& Rhebo

Industrial Network Continuity

AMT

GROUP



[Mepenaya gaHHbIx gngd NOC n SOC 4yepes AK InfoDiode

BapwuaHT 2. [lepegaya cobbITUN TEXHONOMMYECKOW CETU C UCNOMb30BaHNEM Syslog Ha BHELLHIO CUCTEMY
MOHUTOPUHra. JlormpoBaHue cobbITUN BHYTPU TEXHOMNOIMYECKOro CErMeHTa B LLEHTpann3oBaHHOM cUCTeEME
MOHUTOPUHra CobbITUI MNO3BOSISIET CYLLECTBEHHO CHU3UTb BEPOATHOCTb BO3HMKHOBEHNSI aBapPUNHbLIX CUTYauun U
KOHCOnMMamnpoBaTb BCe AaHHble B €4MHOM CUTYaLUNOHHOM LEHTpe

-

3aKpbITbIN
TEXHOIOTUYECKNI
CEermeHT cetn
(ACY TN, OKUMU, KBO)

Syslog data

=

AK AMT InfoDiode

_@_

-

>llollo
-

= =
G J

CUTYaUMOHHbIN LEHTP

MOHUTOPUHT cobbITUI

@ Dpata Ostorage © visualize
") Processing
X A
wr
logstash elasticsearch kibana

£ AMT

WG rour




[Mepepayva Bnaeo notoka vyepes AK InfoDiode

BapuaHT 3. [lepegayva Bnaeo- n aygmo-tpadumka u3 3akpbiToro cermeHTa ¢ ncnons3osaHmem UDP, B Tom vncne
LLUIMPOKOBELLaTESbHbIX BUAEOMNOTOKOB. HacTo BO3HMKAET NOTPEOHOCTb OCYLLECTBNATL yaarieHHbIN BUOEO-
MOHUTOPUHT, NOMy4YEHNE CUTHASNIOB OT CUCTEMbI OMOBELLEHNSI BHYTPU 3aKPbITOrO TEXHOMNOIMYECKoro CerMeHTa.
Ncnonb3oBaHue AK InfoDiode obecneumBaeTt nonyvyeHne BMaeo- n ayamo- noTokos, Npu 3TOM rapaHTupyeT
N30NALUMIO 3aKPbITOro CermeHTa

UDP unicast
)
4 N 4
-~ - N
g m‘ AK AMT InfoDiode
oy . : J <>
é L O 4 - X =
\_ y, \. J
3aKpbITbIN CUTYaUMOHHbIN LEHTP
TeXHONOrMYecKkum B OTKPbITOM CErMEHTE
CEerMeHT ceTu AMT

GROUP

(ACY TM, OKUW, KBO)






AlK InfoDiode PRO — peweHusa gnsa nepegadn acnHxpoHHoro TCP\IP Tpaduka

BHyTpeHHUI AnnapaTtHoe yCcTponCTBO AN BHelwHnn
NpOoKCU-cepsep O4HOCTOPOHHEro obmeHa NpoKCKU-cepsep
MPUEMHUK OOHOCTOPOHHAA MEPEOATHMK
OMTUYECKOrO MEPELOAYA OMTUYECKOrO

CUrHANA OAHHBIX CUTHANA >

>
FTP, FTPS, SMTP, CIFS, IPSec ESP, TyHenuHr UDP

In Proxy
EAMT

- -GROUP

Out Proxy




ba3zoBbin BapmaHT AllK InfoDiode PRO

AK InfoDiode OutProxy



KnactepHbi BapuaHT AlK InfoDiode PRO — oTKka3oycTon4nBbIM BapuaHT

L[lyonpoBaHune Bcex aNeMeHTOB KOMMekca

InProxy-1 AK InfoDiode

OuUTl fcl

1]
a
fcl IN1 OUT2 fc2

AK InfoDiode




Y0o6HbIM U NOHATHbIN NHTepdenc agmmHuctpuposanua AlK InfoDiode PRO

In-Proxy

Streaming Services

Proxy Services

Server Settings

DNS Settings
Date and Time
Localization
Network interfaces

Network routes

System Administration

User management

Monitoring

Apply changes:

Discard

Apply

Network interfaces

D Ping  Pub.
B en v

B en2 v

B e v

B e v

B ens v

Interconnect

ID  IP address RX

eth0

Save

<?xml version="1.0" encoding="UTF-8" standalone="no"?>
<server target="tx" version="1.0"
xmlns="urn:ru:amt:diode:config:server:1.0">
<language>en</language>
<country>RU</country>

diode

C Logout

i B —winn man-~mane <timeZone>Asia/Yerevan</timeZone>
v 192.168.1.50/24 00:¢0:6d:35:68:1b A o <license/>
<subsystems>
v 192.168.1.1/24 54:a0:50:85:d8:41 ° <subsystem
xmlns="urn:ru:amt:dicde:config:subsystems:udp:1.0">
v 10.0.187.187/24 54:30:50:85:d8:42 o <enabled>true</enabled>
<rule enabled="true">

v 192.168.4.50/24 54:a0:50:85:d8:43 A o Form addrecoe—107 160 100 afoam -
S ‘Di olol= In-Proxy Apply changes: Apply Discard diode (* Logout ="514"/>

Streaming Services UDP Tunneling E

UDP Tunneling Enabled Source Destination NAT source NAT destination o">
RXMAC :

0.0.0.0/0 192.168.1.1/32:4000 192.168.2.2:5000

O]

IPsec Tunneling @ x

Proxy Services

Server Settings

 User-friendly Web-nHtepdenc (pycckasa n aHrnmnckasa sepcum)
* BoamoxHocTb ynpasneHuns nocpeactsom CLI n XML
» CneumanbHbIN PEXNM 3aLUUThI MPOTMB CIyYanHbIX NU3MEHEHUN

£ AMT

GROUP




Bo3amoxxHocTn n napameTtpbl AlK InfoDiode PRO

* NpounssognTtenbHocTb UDP - 900 Mbps

* NpounssoanTtenbHOCTb Npokcu cepsucos — 300 Mbps
* MNoppepxka npotokonos FTP/FTPS, CIFS, SMTP, SFTP v ap.

* [Mpuoputesauns nepegaym aHHbIX U NOTOKOB
 [NlomexoycTonymneoe KognposaHue

« Configuration/system backup

» Syslog/SIEM uHTerpauusa

 NTP cuHXxpoHmn3sauusa

* NHTerpaunsa c AD
« dopmupoBaHme panna meTta-mHpopmaummn anst ero aHanmsa
cpeacteamu DLP (4teHne), Syslog ayaut

* SNMP v2c n v3, syslog

GGGGG



CueHapun 1 - OgHoHanpaeneHHas Bbirpy3ka JaHHbIX U3 KPUTUYHOTO
TEXHOITOMMYECKOro cermeHTa

SMTP, FTP, FTPS, CIFS, SYSLOG...

In-Proxy Out-Proxy

KpUTWUYHLIN cermeHT HeKkpnTn4HbIN cermeHT

* BbIrpyska gaHHbIX U3 KpUTUYHbIX CETMEHTOB
« HyHO ncknounTs UHPOPMaLUMOHHbIE BO3AEANCTBUA U3BHE
* Hy>XHO NCKMOYUTL BO3MOXHOCTb YNpaBneHnsi 00bEKTOM



CueHapun 2 - OgHoHanpaBrneHHas 3arpy3ka AaHHbIX B 3aLLULLaeMyto

NHJOPMaLMOHHYO CUCTEMY

SMTP, FTP, FTPS, CIFS, SYSLOG...

Out-Proxy

In-Proxy

HeKpuUTn4YHbIN cermeHT KpUTUYHLIN cermeHT

« 3arpyskKa gaHHbIX B KOH(puaeHumanbHble MHPOPMaLNOHHbIE CUCTEMDBI
* Henb3s, 4TOObI AaHHbIE KYTEKIIU» N3 KPUT. UHPOPMALMOHHbBIX CUCTEM
* Hy>XHO UCKMIOYNTb BO3MOXKHOCTb yrpaBfieHUss 00 bEKTOM AAMT



[lepegayva gaHHbIX U pennuk 13 3awmuieHHoro cermeHTta vYepes AlK InfoDiode PRO

BapuaHT 1. IKCcnopT AaHHbIX
B AaHHOM cueHapuit obecneymBaeTcs rapaHTUA LEeNOCTHOCTM nepeaaBaemMblX AaHHbIX.
*  DKCNOPT AaHHbIX ANA CUTYAUUOHHbIX LLEHTPOB
Pennunka BM, 6a3 aaHHbIX
* [lepepaya pa3paboTaHHbIX AUCTPMOYTUBOB
PEA Pasp ANCTPMbY NHTepHeT /

e TpaHcnauma snaeo
P H A BHewHMe KaHanbl
MT.“. A‘.A

*ypHanbl cobbITUIA, MOYTOBbIE COOOLWEHNA, 1 1 {1
NPOMbILL/IEHHbIE NPOTOKOAbI, harabl U np.
(CIFS, FTP, SMTP, Syslog)

=

~ ™
InfoDiode
-> E:_@_..E ->
B B2 ads
- y, - y,
KpuTtnueckuii cerment JIBC KopnopatnsHasn MT

(ACY TN, OKNK, KBO) CeTb NpeanpuaTnA



[TonyyeHne obHOBNEHU U OaHHbIX B 3awiniaemMbln cermeHT Yyepes AlK InfoDiode PRO

BapuaHTt 2. UMnopT AaHHbIX
B naHHOM cueHapumn obecneumBaeTca rapaHTUA KOHOUAEHUMANbHOCTM 3alLNLLAEMbIX JAHHbIX.
* 3arpy3ka obHoBNEHUM

e XpaHeHue 63Kanos U T.N.

NuTtepHeT /

—I BHewHMe KaHanbl

dannbl obHoBNeHUA 10,
NoYTOBbIE COObLWEHMA U Np.

é )

6 InfoDiode
+ B.@:F *
BEEH H BE Hada
\_ J \_ _J

Kputnuecknm cermeHt JIBC KopnopaTtusHas
(ACY TN, OKUK, KBO) ceTb NpeanpuaTUA




ACUHXPOHHbLIN 0bMmeH ¢ noaTeepxaeHnem 4yepes AlK InfoDiode PRO

BapuaHT 3. OgHOBpemeHHas BbIrpy3Ka v 3arpy3Ka AaHHbIX
 Ob6beanHeHune BapuaHTta 1 n 2 ana AlK InfoDiode
e JInbo n3onnpoBaHHble, NMOO CUHXPOHU3UPOBAHHbIE KOHTYPbI

KypHanbl cobbITUI, NoYTOBbIE COODLWEHNA, NUHTepHet /
NPOMbILW/IEHHbIE MPOTOKOAbI, Ganabl U Np. BHelwHWe KaHanbl
dah
(CIFS, FTP, SMTP, Syslog) A1
Illl
InfoDiode ::::::
( \ L L 1 |}
e | E o4 "
InfoDiode a
g [ 1]
KEE| <= E«_®_»E BE Hada
- y, - . y,
Kputnuyeckuim cerment J1IBC \ / KopnopatnsHana
(ACY TM, OKNIK, KBO) _jl ceTb NpeanpuAaATUA
®annbl ob6HoBNEHMA O, QMT

-G ROUP
no4yToBbIE COO6LLI,€HMF| nnp.



AMNMNAPATHO-MNPOIMPAMMHbIE PELLUEHUA
INFODIODE SMART




Al'K InfoDiode SMART - HoBoe pelwieHune no 3awmnte KN ot AMT-TPYTI

 3awura u moHutTopuHr KUU
ObecneumnBaeTt 3aWnTY U MOHUTOPUHT obbeKTa KMM, MCKNIoYaa Kakoe-nnbo BO3,£I,€IZCTBM€ Ha Hero.

U Noppep»Kka npom. npotokonos OPC UA, Modbus, MQTT

ObecneynBaeT 3alLULLEHHOE YAa/IEHHOE B3aMMOAENCTBUE KPUTUYHBIX CEFMEHTOB OTAENbHbIX
npeanpuATU N opraHu3aunii Yepes HegoBepeHHble ceTu. MNepenaeT AaHHbIe 33 FPaHULY
[0BepeHHOoro nepumeTpa cetu no npotokonam OPC UA, Modbus, MQTT, FTP(S), CIFS, SFTP, UDP,

Ap.

(J OcHoBa gna opraHusaumu uMppoBbIX ABONHUKOB

MNepenaeT penankn Kputndeckux nHdopmaumoHHbix pecypcos (OPC cepsepos, SCADA cuctem
OCHOBHbIX BEHA0POB) 3a rpaHuupl nepumetpa ACY TMN n KUN gns nocneaytowent o6pabotkm m

dHa/113a.

@I Ze IO VY I\ 2§l U LeHTpanusosaHHble gucneTyEpCKUE M CUTYaLNOHHbIE LIEHTPbI
Obecneyunsaert LUEeHTPbI pea/ibHbiMU OHNaWH AaHHbIMUA, B TOM YuUcne C BM,CI,EO(I)MKCHLIMGI‘;I, B

yCcnoBunax FapaHTMpOBaHHOVI n3onAauunmu obbeKkToB HB6I’HOAEHMF|.

 Arperauunsa gaHHbix n3 SCADA cuctem B ERP, MES n «obnaka»
MNepepaeT gaHHble n3 Heckonbknx SCADA cuctem B ERP, MES cuctembl, o61auHble peluenHus,
NCKNOUYMB KaKkoe-1nbo obpaTHOE BANAHNE CO CTOPOHbI 3TUX CUCTEM.
AMT

GROUP




Al'K InfoDiode SMART MOXHO Ucnonb3oBaTb B pasHopogHou nHdpactTpyktype KN

(J KomnakTtHbiii — 1U rack pelwueHume. YnpouiaeT BctpansaHue B

Pa3HOPOAHYIO MH(I)paCprKTypy
Q BMpTyafIbeIe cpeasbl, cepBepbl 3dKka3yvynKa, 4OKepbl, onepauymnoHHbIE
CUCTEMDI

U Noapep»knBaet npom. npotokonbl (MQTT, Modbus, OPC UA...)

1 MHoro¢gyHKUMOHaNbHbIN (NepeaaeT HECKONbKO BUA0B MPOTOKON0B U
BMA0B TpadurKa 0AHOBPEMEHHO: Hanpumep, Buaeo, dannbl n OPC-UA)

U NpepocraBnseT BO3MOXKHOCTb pa3pabaTbiBaTb COO6CTBEHHbIE
AlNK INFODIODE SMART KOHHEKTOPbI NoJ, KOHKPEeTHbIe 334341 U N8 nepeaadn Tpebyembix
MPOMbILLIEHHbIX MPOTOKON0B

L PeanusoBaH Ha poccuiickoi nnatpopme, POCCUNCKOM NPOrpamMmmMHOM
obecnevyeHnn npounssoactea AMT-IPYII.

AMT

GROUP



CueHapumn npumeHeHus AlK InfoDiode SMART moryT 6bITb TUNU3MPOBaHbI

ArpervpytoLuan cu,
SCADA, MES, ERP, Hist. MuuHuctepctso, TUC
[dna pykosoacTea um KOHTPONb U MOHUTOPUHT OT4ETHOCTb N KOHTPO/b
BHELWHMX COTPYAHUKOB COCTOAHUA KUHPPACTPYKTYPbI» CNTYyauunu

ACY TN

Mpeaonpuatue
JIOKa/ibHa“A PEANP

[NoneBon ypoBEHb



CueHapumn npumeHeHus AlK InfoDiode SMART moryT 6bITb TUNU3MPOBaHbI

[onoBHOM BeHaopbl,
NUHTepHeT
XONONHT noapAAYMKM
Lleno4ykn NoCTaBOK U MNaTum obHOBNEHUN, TM, nonyyeHue natyen,
HOMEHKaTypbl nony4yeHme nHpopmaumnm npeaocTaB/ieHne penankK

[MpegnpuaTtune OpraHunsauyuns [NMpegnpuaTtune

[NoneBon ypoBEHb



CueHapumn npumeHeHus AlK InfoDiode SMART moryT 6bITb TUNU3MPOBaHbI

Moppa3nenexue: KoHTpareHTbl (y4yebHblie KoHeyHble
SOC, NOC, apxuBbl 3aBeAeHua 1 T.n.) notpebutenu
KoHTponb UB, ceTn, koHdugeHy.  MeToamyecku sHaunmmas [JaHHble ana nHPomaTos,
N pe3epBHble CerMmeHTbl MHGOPMaLUA, AaHHble ANS BM3yasibHble NaHenu,
nccnenoBaHUM

[peanpuatue [peanpuatue OpraHunsauua

[NoneBon ypoBEHb



[TpombiluneHHble nNpoToKosbl Yepes InfoDiode SMART - yxe peanbHOCTb

YnaneHHble
APM

Any -

Allen-Bradley Suite I-IpOMb“_LlneHHb'e
Aromat Suite

AutomationDirect Suite

Building Automation Suite n p OTO Kon bl

Contrex Suite
Cutler-Hammer Suite
DNP3 Suite

EFM Suite

Fanuc Focas Suite
Fisher ROC Suite

GE Suite

Honeywell Suite

|IEC 60870-5 Suite

Diode

KoHBepTepbl

IT and Infrastructure Suite
Mitsubishi Suite

Modbus Suite

Oil and Gas Suite

omron Suite -
OPC Connectivity Suite

Power Suite
SattBus Suite
Siemens Plus Suite
Siemens Suite e
Simatic Suite

CuTyaumoHHble
LEeHTpPbI

Simulation Suite

SIXNET Suite

SNMP Suite

Thermo Westronics Suite

NOBEPEHHbIN CETMEHT HEAOBEPEHHbIN CETMEHT

YnpaBneHue obopyaoBaHMem Cutyauy,. ueHTpbl, ancnetdyepckue, noapagyunku, SOC, NOC



45 AlK InfoDiode SMART no3Bonset cobupartb gaHHble SCADA 3a rpaHuuamm nepmmeTpa

Ke pServerEX

e info :
T KoHHexTop D d I KoHHekTop q

[
- ‘ ‘
< -
L e
(33 :L‘u!:'l :

. |nfo LleHTpanusoBaHHble
— OPC UA D aucnetyepckue

CUTYyaLMOHHbIE LEHTPbI

KoHHeKTOop
OPC UA

AMT

GROUP



3awmnta KU Tonbko Ha Firewall (AS IS) — puckoBaHHaga cxema

PaKTUYECKN «eanHan CeTby,
CErMeHTUPOBAHHAA C UCMONb30BAHUEM
NPOrPaMMHbIX peleHnn. YasBuma ana

3/10YMbILLIEHHNKOB.

AD Server

UcTopunyeckune
AaHHble

ICS
DMZ

Firewall

Firewall

Web Server

Firewall

Test

INTERNET

CTOPOHHUM
BEHAO0P

BHewHuNn
SOC

£ AMT

WG rour




Ot 3awmntbl KNMW Tonbko Ha Firewall k 3awmte ¢ AlK InfoDiode SMART (LLAT - 1)

ACY TN (OT) ceTb rapaHTUPOBAHHO
n3onuposaHa ot KOPI (IT) cetn
annapaTHbiMu peweHmnamu InfoDiode

UcTopunyeckune

YcTponcTsa
P AaHHble AD Server

Pennuka AaHHbIX — )
Ana ueneii NOC/SOC ﬂ CTOPOHHM
BEHA0
(- A‘.A P
<+———m a1 | [
!.- BHewHUM
ap s0C
OT cemo NOC I INTERNET
Firewall Firewall
Pennuka
AAHHbIX ANA
TecTupoBaHmA Ics “éve M:[;
Test




Ot 3awmntbl KW Ttonbko Ha Firewall k 3awmte ¢ AlK InfoDiode SMART (LLAT - 2)

JwenoHnpoBaHHaa 3awmTta ACY TI1

(OT) ceTu, 3aLLKUTa KaxKaoro
cermeHTa ¢ SCADA cucremom

UcTopuyeckune
AaHHblEe

YcTponcTsa

Pennnka gaHHbIX
ONA TeCTMpoBaHUA

E ICS

Test

AD Server

Web
Server

PennunKa aaHHbIX
ans uenet NOC/SOC

NOC

CTOpPOHHUM
BEHA0P
BHewHUM
SOC
I INTERNET
Firewall

WG rour



1. AK InfoDiode - 6a30Boe, ceptnomnumpoBaHHoe ®CTIK Y (4),

annapaTHOe  pelleHue, TrapaHTUpylollee  3aWMTy  Ha
annapaTHOM ypoBHe M 3¢PEeKTMBHO pellatoulee 3agady no
nepeaayve UDP, Syslog, SPAN Tpaduka 3a npeaensi KU,

. ANK InfoDiode PRO — ceptudpumumnposaHHoe OCTIK YA (4)
peweHne anAa nepefadn 3HauyMmbix ¢PansioBbiX MOTOKOB,
AncTpmnbytnesos, penamk BM u 6a3 AaHHbIX, 3/1EKTPOHHOM
noyTbl, 653KaNoB 1 T.M. U3 JOBEPEHHOrO CEerMeHTa BOBHE.

. AlNK InfoDiode SMART — HOoBOe pelieHne ansa nepeaayvu 3a
npeaensl nepumerpa KNN npomblNEHHbIX U cneynPuyecknx
NPOTOKO/I0B, B TOM 4ucne Buaeo, gna uHterpaumm SCADA
CUCTEM, OpPraHuU3auun yaaneHHbIX CUTYaUMOHHbIX LEHTPOB 33
rpaHMUEen nepumeTpa, B YCAOBUAX TAPaHTUPOBAHHOM
nsonaumun KU

AMT

GROUP



[MpoaykTbl InfoDiode coBmMecTMbl O MHOrMmu pewennamm C3U, ACY TI1, T

Kaspersky*
Industrial
CyberSecurity

I: PT ISIM

Kaspersky
Private Security

Network %

KBA3AP

=

CyberLympha

DATAPK

MaxPatrol

SIEM

F

Microsoft®

SQL Server

Postgre SQL

@) INFOWATCH

> Kepware’

V)/mg; ecima

J7 / ZABBIX

a
Windows Server % Wonderware
Update Services Historian

L ‘ L AMT

-GROUP

"




Konnyectso otpacnen npumeHeHuns InfoDiode nocToAHHO yBenn4ynBaeTcs

InfoDiode ncnonbayetcs B:

« TOK Pycluppo
* [1lnatexHble cucTemsl
« dUHaHCOBbIE opraHM3aLum POC¢MHMHMTOpMHr
« CunoBble BeAOMCTBa a TpaHCHedTb ’
+ MpoussoacTeo | Eod ¢ POCIHEPTOATOM
e TpaHCNOpTHbIE KOMMaHUU Q sollers KP3T
« JHepreTuka @

IOHU

npo leHepanbHan

npokypartypa P®

HCIK t

cucrema PocTtenekom
MAOATEXHBIX
KAPT

£ AMT

MuHucrepcreo )
T W croupr

3apaBooxpaHeHua PO







JInueH3noHHaga nonnuTMKa 1 KomnriekcHole peweHns ot AMT-TIPYTI

» CocTtaB cneuugukaymm

- ObopygoBaHume — koMmnnekt, nponssoactso AMT-IPYT1 +
nuuensnn Ha MO (beccpoyHble U NONHOMYHKLMOHASbHbIE)

- TexHn4yeckasa nogaepxka obopynosaHus n MO

- OTnenbHO KoMMoHeHTbl Ansa popmupoaHunsa UM cknaga (bes
NOKYNKu gononHutesrnibHoro MO)

- PaboTbl No BHeAPEHUO U MHTerpaumm

» TexHn4yeckaa nogaepxxka - BapuaHThbl
- 8x5 unun 24x7
- KombunHauusa — MO 24x7, 3ameHa obopyagoBaHust 8x5

- 3UIN ong knveHTa nnm TonbKo PEMOHT 0b0pyaoBaHUS
- Bble3q TexHmn4yeckoro cneuuanucta gna peMoHTa



Kak ¢ HamMu cBa3aTbCH

» Agpec: 115162, Poccus, Mockea, yn. LLlabonoska, A.
31, kopn. b, nogvesn 3, atax 2, Bxod ¢ KOHHOro

nepeyrka &
s
» TenedoH/®akc: +7 (495) 725-7660, +7 (495) 646-7560

« ®dakc: +7 (495) 725-7663

« E-mail: InfoDiode@amt.ru ’
« CanT: InfoDiode.ru
- TexHuyeckas nogaepxka: https://support.amt.ru o
iy . Yo

CNACUBO 3A BHUMAHUE!
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