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Hyma TexHonormm - poCCUWUCKMMA  Pa3paboTuMK  CMeunanm3vpoBaHHOIO
I ” ” l IQ NPOrpammMHOro obecneyeHuss U CPeACTB 3aWMTbl UHGopMauuu. [eATenbHOCTb KOMMAHUM

coCpeaoTOYEHa Ha MPoBeAeHUN Pa3paboToK NO KAUEeBbIM HAaNpPaBneHUAM WHGOPMALMOHHbBIX
TEXHONOTMI, 3HAUUMBbIX A1 CO3AAHUA 6€30MACHbIX MHPOPMALIMOHHbBIX CUCTEM.

0 ©

Han PaBieHna neaTe/ibHOCTU

& Pa3paboTka 1 NPOU3BOACTBO NPOrPaAMMHbIX 1 MPOrPaMMHO-
TEXHNYECKMUX CPeACTB 3aLuTbl MHMOPMALWK;

& Co3paHve 3aLMLLEeHHbIX NTPOrPaMMHO-TEXHUYECKIX KOMMIEKCOB:

& MNpoeKTnpoBaHve v peann3aLnsg KOMNAEKCHbIX peleHnit no
6e30MacHON 06pPabOTKe U XPAHEHWUIO AAHHbIX;

& OkasaHwe ycnyr no 3awurte nHpopmaLn B MHPOPMaLMOHHbIX
cucTemax;

& MpodunbHble Hay4YHO-1CCNen0BaTeNbCkMe U OMbITHO-
KOHCTPYKTOPCKME paboThl.

numa



NuueHsun HymaTex

®

Nvuensusa OCTIK Poccun N23527 Nuuensna OCTIK Poccun N21845 Nuuensna OCTIK Poccun N3551 Nuuensna OCTIK Poccun N23552
oT 25.09.2018 oT 25.09.2018 oT 27.12.2019 ot 27.12.2019
Ha OCyleCTBNEHne AEATEIbHOCTA NO Ha OCyLLleCTBNeHNe AeaTenbHOCTH Ha OCYLLECTB/IEHNE MEPONPUATIN B Ha NpoBefieHne paboT, CBA3AHHbIX C
TeXHNYECKOM 3aLinTe No pa3paboTke 1 Npon3BOACTBY 06/1aCTV 3aLWNTbI FOCYAAPCTBEHHON CO3[laHNeM CPeacTB 3allinTbl
KOH(UMAEHUMANbHON MHPOPMALNK. CpefCTB 3aWuThl TalHbl (B 4aCTW TEXHMYECKO NHpopmaLumn.
KOHMUAEHUMANBHOWN UHOPMaLUN. 3aLLNTbI MHOPMALINN.

@ e

Nuuensuna ®Cb Poccun N21189H Nuuensua OCb Poccun N212643 Nuuensua MO PO N21870
0T 26.11.2018 ot 23.12.2022 ot 16.12.2019
Ha OCYLLECTBNeHMe pa3paboTKy, Ha NpoBefeHne paboT, CBA3AHHbIX C Ha NpoBefeHne paboT, CBA3AHHbIX C
NPOM3BOACTBA, PACNPOCTPAHEH NS NCNONb30BAHMEM CBEAEHN, CO3AaHMEM CPeACTB 3aLuThI
WM POBANbHbIX COCTaBNAOLMX FOCYAAPCTBEHHYIO NHOPMaLMK.
(kpunTorpaduueckmx) CpeacTs. TalHy.

© 2023 Hyma TexHonoruu, 000. Bce npasa 3alyuLLieHbl.




Numa BIOS

Poccuickan BCBB ang x86/x64
nnatdopm Intel u AMD




Numa BIOS. O6wue cBepexHus

gs aoy B peectpe poccuickoro M0 Numa BIOS - poccuiickast BCBB, pa3pa6oTaHa B NOMHOM COOTBETCTBUM
« © = PeectpoBas 3anucb N25467 v
4 co ctaHgapTom UEFI n 3ameHseT ctaHgapTHbIN BIOS.

0T 24.06.2019
BapuaHT 1. CtaHgapTHbin BIOS BapuaHT 2. loBepeHHbiu BIOS
bonee 80 nCnNoNHEeHMI NOA Pa3NUUHbIE TUMDbI inA ncnonb30BaHUA B COCTaBe CEPBEPHbIX NAAT(hopM, K KOTOPbIM
CPeAcCTB BbIUNCNUTENbHOW TEXHUKM npeabABNAITCA Tpe60oBaHUA N0 6€30MacHOCTU UHGOPMaLUK
: Ceptudukat @CTIK Poccumn N24260 ot 23.06.2020
& CraumnonapHbie MIBM (& Cepsepbl L YPOBEHb J0BEpMA 1 TY ]

& MoHo6noku & Hoytbyku & TpOrpaMMHO-TeXHUUECKME MEKCETeBbIe IKPaHbI
(n.12.2 Tpe6oBaHKU N0 6€30MaACHOCTA UH(OPMALIMK,
yTBEpPXAeHHbIX npukazom OCTIK Poccuu oT 2 utoHa 2020r. N°76)

& 3auwmeHHble NPOrPaMMHO-TEXHNYECKNE KOMMIEKChI
([na 3awmTbl nHdopmauuu B TUC, UCNAH, ACY TN, KUN)

AUMA. | ssomomecc AGUARIUS iCl. DENSG I1POTEI/I Lannear

TECHNOLOGY | MAPTHEPOB TEXHO [koMmnbloTepc] CneuTexHuka

© 2023 Hyma TexHonoruu, 000. Bce npasa 3alyuLLieHbl. nU| I |D
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Numa BIOS. Oco6eHHOCTN U NpenmyLLecTBa

AM D ‘l [nsa kaxaou annapaTHoW Nnatopmbl pa3pabaTbiBAeTCA OTAENbHOE UCMOMHEHNE
Numa BIOS, o6nagatouiee HA6O0POM OCHOBHbIX DYHKLUKN CTaHAapTHOro BIOS.

(intelD’ lechnology ok paspaboTKi OT ABYX [0 LIECTU MECALEB

Provider

BO3MO)XXHOCTb peanu3auumn YHuKanbHbix yHkumii (no ynpasneHuto CBT, noaaepxke ycTponcTs, 6€30nacHoCTy)
U AOPa6boTKM nop TpeboBaHuA 3aKasumka (npoussoautens CBT);

MoaynbHas apXuTeKTypa (BO3MOXHOCTM MO BCTPaUBAHIIO KPUNTONPOBaiaepa, runepsusopa, C13, aopansepos u np.);
He6onbwow pasmep (okono 2 Mb B TUNOBOI KOHUrypaLum);
CooTBeTCTBME TPE60BAHNAM UMNOPTO3aMeLLeHUs U KpuTepusam Munnpomtopra (MM PO N°719 n MM PO No878);

FapaHTUPOBaHHOE OTCYTCTBIE ONACHBIX (DYHKLMOHANbHbIX BO3MOXHOCTE!N HA YPOHE NPOrpaMmMHOro obecneueHus
annaparHoii nnatdopmbl (apxUTeKTypa NPOrpaMMHOro o6ecrneyeHus U TeXHONOrn ero 6e3onacHon paspaboTku);

R QARR K

CywecTBeHHbIN NOTeHUMan no ceprudukaumn B cuctemax ceprucdukaumn OCTIK Poccun, Cb Poccuu u MMHO60POHDI
Poccum (icxogHble Kol NOCTYMHbI 4719 KOHTPONA OTCYTCTBUA HeeKNapUPOBaHHbIX BO3MOXHOCTEN (HAB-2);

B03MOXHOCTb npumeHeHus ceptupuumposanHoro OCTIK Poccuu, PCb Poccumn n MnHo60poHbl Poccun nporpamMmmHoOro
moayns gosepeHHon 3arpy3ku Numa Arce (npoussoactso HymaTex, pa3paboTaHHOro cneuyuanbHo A8 UCNONb30BaAHUS
B cpege Numa BIOS) - HOBbIl ypoBeHb 6e3onacHocTy!

© 2023 Hyma TexHonoruu, 000. Bce npasa 3alyuLLieHbl. nU| I |D “
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Numa BIOS. ba3oBble )YHKLNOHA/NbHbIE BO3MOXHOCTH

&  B03MOXHOCTb OTKNIOUEHMA ONpeaeneHHbIX annapaTHbIX KOMMNOHEHTOB, CMOHTUPOBAHHbIX HA NNATe;

@  KoHTponb uenoctHoctn moayneu BIOS n 3arpyaembix 06HEKTOB;

@  Bo3moxHocTb nporpammuoro o6HoBneHus (kak ¢ USB-flash, Tak u no cetn);

C KOHTpONb LenoCTHOCTY MUKponporpaMmmHoro o6ecrneyenus (firmware) otgenbHbIX KOMNOHEHTOB
(MMKPOKOHTpONNepoB) annapaTHOW NAAT(OPMbI;

&  PacwupeHHble hyHKLMM yNpaBneHns AOCTYNOM U PerucTpaunm cobbitum 6e30nacHoCTy;

¢ [MofaepXKa WUPOKOro cnekTpa onepaumoHHbix cuctem OC Windows (XP u HoBee), OC Linux (B T.u. BCe
oTeuecTtBeHHble), UNIX, DOS;

@ Nopaepxka ctangaptos: UEFI, ACPI, SMBIOS, CSM (legacy), PXEboot;

@  KoppekTHoe dhyHKuMoHUpoBaHue HBA, RAID, SAS;

@ MNoppepxka oTeyecTBeHHbIX AMM/3 (OptionROMSs);
MopaepxKa annapaTHbIX AeHTUMUKATOpoB: PyTokeH 2.0 (touch, 2100, 3000, flash), cmapT-kapTa

©  Pytoken3LI 2.0 2100, PytokeH 3LiM 3.0 (3100, NFC 3100, 3220), JaCarta-2 (FOCT, PKI/TOCT, PKI/BIO/TOCT,
PRO/IOCT), Esmart Token IOCT;

&  Bo3moxHocTb akTuBauuu M3 Numa Arce nytem BBOAA NULEH3UN.

© 2023 Hyma TexHonoruu, 000. Bce npasa 3alyuLLieHbl. nU| I |D
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Numa Arce

lepBbilt B POCCUM NPOrPAMMHBIA MOAYNL
[IOBEPEHHOW 3arpy3Ku, CEPTUMULNPOBAHHBIA
OCb Poccum, ®CTIK Poccum mn MOPO = = = &

et 8 cpege Numa b
» TIPK 3arpyaKe no Ceru




Numa Arce. O6wiue ceegeHus

Numa Arce - nporpamMMmHbin MOAy/Mb [OBEPEHHON
3arpysku, paspaboTaHHbin HymaTex cneuuanbHO Ans
ncnonb3oBaHua B cpeae Numa BIOS.

" A

B peectpe pOCCI/IﬁCKOFO nporpaMmmHoOro obecneueHuns
PeectpoBad 3anucb N25343 o1 06.05.2019

e Ceptudpmkat OCTIK Poccum N°4228 ot 04.03.2020 )
P 2 Tpe6osanus gosepus (npukas ®CTIK Poccum ot 2 nioxs 2020r. N°76) no
4 Y], «TpeboBaHuUsA K CpeAcTBaM foBepeHHom 3arpy3ku» (OCTIK Poccun,

2013), Mpodunb 3awmtbl CA3 UT.CA3.YB4.N3 (OCTIK Poccuu, 2013) n 3b )

Ceptudmkar ®CB Poccun NoCD/527-4532 ot 26.06.2023 )

«Tpe60oBaHNA K MexaHM3MaM J0BepPeHHON 3arpy3kn IBM» (knacc 3aumTbl 2,
Knacc cepsuca b) 1 MoxeT ucnonb3oBatbes ans 3awmtbl ot HCJ K
nHopMaLu, He COAePXaLLen CBefeHni, COCTaBNaWMX I

Ceptudmkar MO Pd N°5224 ot 03.03.2021 h

«Tpe60oBaHNA K CpeacTBaM AoBepeHHo 3arpy3ku» (OCTIK Poccuu, 2013),
NMpodunb 3awmTsl CA3 UT.CA3.YB2.M3, P HAB-2*, peanbHbIX 1

<KoHTpons o60puypoBaHHA>

AEKﬂapMpyEMbD(BﬂOKyMEHTauMM(byHKuMOHaﬂbHHXBO3MOHHOCT€%

\. J

* CepTudnumpoBaH BmecTe co cpeaon yHKuMoHmpoBaHus Numa BIOS

KoHTpone o60pygOEaHHA
Tun koHTpONA <Hac TpauBaemmia>
NapameTpw roHTpONH
Mpoueccop (CPUY
OnepatveHaa namate (RAM)
Nlucroewe HaxonuTend (HDD)
NeproepHiHwe yctpoictea (PCI)
N0 nepugepritnz yctpoicte (OpRom) [—]

‘ TECHNOLOGY *

PesynsTaT np
CPU - OK

RaM - DK Jarpysra 0OC
HDD - OK BocTpas 3arpyska ; kil

_ Debian_HITP)
PCI OK [KoHgurypaTOp Win?-Legacy

OpRon - OK Narens ynpaBneHust
HE - OK

Napametpw BCBB

) llaTa W Bpema

lle#cTna KomMnoHeHTn
Coxpanmre llpaiiBepy UCTPOACTE

Napametpn MA3
Nons3zoBaTtenn
CepTugura Ty
HfupHan aygHTa
NapameTpm 6Ge3onacHOCTH
MNpoBepra WenocTHOCTH
Kontpons o6opygosaqma
JlONOAHKH TENBHKE NAPAMETPH

NUMA TECHNOLDGY (R) 2018-2021

Hubopmayms
Knwa OA 3.0
MoHmTop cocToaHWa
CHCTEMHAR HHOOPMALHA
Bepcun BCBB Enter = Buwéop

11 = HaBuraumsa

Esc = Buwon

NUMA TECHNOLOGY (R} 2018-2021

© 2023 Hyma TexHonoruu, 000. Bce npasa 3alyuLLieHbl. nU| I ID “
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Numa Arce. QyHKLUOHANbHbIE BO3MOXHOCTH

< KOHTpOnb LenocTHoCT 6a30BOM CMCTeMbl BBOAA-BbiBOAA, COOCTBEHHbIX MOAYNEN, 3arpy304HON 3aMUCK, XYpPHaANa ayanTa, AaHHbIX
nosib3oBartesien u CepTUQmUKaToB.;
BO3MOXHOCTb MOLIArOBOr0 KOHTPONSA LENOCTHOCTW, C BbIYMCNEHMEM KOHTPONbHOW cymmbl no TOCT P 34.11-2012, cnepyrowmx
KOMMOHEHTOB: 06EKTbI 3arpy)Kaemon onepaLmoHHoN cuctembl (aaHHbie MBR, OC, NOCTaBNEHHbIE HA KOHTPOMb aAMUHUCTPATOPOM);

&  dalinbl, NOCTaBNEHHbIE HA KOHTPONb aAMUHUCTPaTOpoM C/13 B TOM uucne XypHana TpaH3akumii Ext3/Ext4/NTFS, peectpa Windows;
KOH(UrypaumoHHblie napametpbl; MO pernoHa ME, GbE cooTBeTcTBYIOWEN MUKpOocxembl SPI flash-namatu Ha cuctemHon nnate (gns
OT/Ie/NbHbIX annapaTHbiX NAaTopm);

BO3MOXHOCTb KOHTpONA LenoctHocTh OC, 3arpyaemoi ¢ nomoubio HTTPBoot nytem npoBepKu BanuaHOCTM 1 BepUULUPOBaHHOCTY

@ y
uncbposon nognucu no FOCT P 34.10-2012;
ckntoueHne BO3MOXHOCTU HEpernameHTUPOBAHHOIO AO0CTyMa K BHEWHWM YCTPOMCTBAM BBOAA-BbiBOJA A0 MOMEHTA MOMHOM

&
3arpy3ku CBT;

& MuoroypoBHeBas ponesas MoAenb A0CTYNa, C NoAAePXKoi TexHonoruu SSO, PKI;

< MoagepxKa annapartHbiX uaeHTudukatopos: Pytoken 2.0 (touch, 2100, 3000, flash), cmapT-kapta PytokeH3LMN 2.0 2100, Pytokex 3LIM
3.0 (3100, NFC 3100, 3220), JaCarta-2 (FOCT, PKI/TOCT, PKI/BIO/FOCT, PRO/IOCT), Esmart Token rOCT;

& MNoppepxka ayteHTudukaumm AD/LDAP-cepBepax, B TOM YnC/e C CMONb30BaHNeM cepTudukatos X.509;

HacTpanBaembll KOHTPONb COCTaBa KOMMOHEHTOB annapaTtHoro ob6ecneveHus CBT, OCHOBbLIBAACb HA UX WAEHTU(UKALUOHHOM

& vHbopMauuu: npoLeccopa; OnepaTUBHONW NAMATH; AWUCKOBbIX HAKOMWUTENel; YCTPOWCTB Ha wWwuHe PCl, BKouyas nporpammHoe
obecrneueHue Takux ycrponcts (OpROM); HakonuTenei Ha wuHe SATA;

& HeBO3MOXHOCTb nonyyeHns gocryna K pecypcam M3 n3 nporpammuon cpeabl CBT nocne 3aBepuieHuns pabotsl MA3;

& XypHnan peructpauun cobbituii MA3 XpaHUTCA B SHEProHe3aBUCUMON NAMATIA C BO3MOXHOCTbIO 3KCMOpTa.

© 2023 Hyma TexHonoruu, 000. Bce npasa 3alyuLLieHbl. r]LJ!ECHINOlLQw




.
Numa Arce. OCHOBHbIe OTINUUA OT KOHKYPUPYIOLUX NPOAYKTOB

Tak BupaAaT BIOS B HymaTex: Numa Arce (yHKLMOHUPYET Tak BuaAaT BIOS paspaboTunku apyrux MA3:

B JOBEPEHHON cpeje -
OPERATING SYSTEM Numa B|OS OPERATING SYSTEM

EFI O5 LOADER EFI O5 LOADER

& WUcxopnbie kopbl Numa BIOS
(OTHER) iy | Bt it NOCTYNHbI iNfl aHANU3a Ha
npeamMeT Hanuuns

EFI SYSTEM HeaeKNapupoBaHHbDbIX
AWNZLIVI  PARTITION

SMBIOS

EFI SYSTEM
PARTITION

ACPI HARDWARE STE BO3MOXHOCTEeNn. i
LOADER | LOADER

INTERFACES FROM OTHER
REQUIRED SPECES & He copepxuT 6UHAPHDIX

KOMMOHEHTOB
3aUMCTBOBAHHbBIX Y APYIUX
pa3paboTunKoB

d3Alda 1430
HIAEA 143N
HIAMEA 143N
HIAIEA 143N
HIAIEA 143N
HIAIHA 143N

UEFI/PI Interfaces
CPU Modules Chipset Modules

Hardware Hardware

© 2023 Hyma TexHonoruun, 000. Bce npaBa 3aLUMLLEHBI.




Nua Arce. OCHOBHbI@ OTIMUUA OT APYruX nporpammibix M3

Apyrue NMMA3
B HeJOBEPEeHHOM cpeAe 3apy6eXHbIX
U OTeuecTBeHHbIX* BIOS

MA3 Numa Arce
B cpepe Numa BIOS

[apaHTUA KOPPEKTHOro hyHKuMoHUpoBaHusa CBT ¢ BHegpeHHbIM B BIOS
nporpammHbim M13, nogTBepxaeHHaa npounssoautenem BIOS

O6HoBneHus BIOS HE moryT BAuaTb Ha pabotocnocobHocTb M3

CneuuanbHas pa3paboTka Ans paboTbl B cpeae AoBepeHHoro BIOS
Ha KOHKPETHOW annapaTHOW nnatdopme

[loBepeHHas cpefa hYHKLMOHUPOBAHUA, 0becrneunBatoLLas peanbHyo
6e30MacHOCTb Ha CBOEM YPOBHe apxutektypol CBT

* BIOS, B cocTaBe KOTOPbIX UCMONb3YIOTCA 6UHapPHbIe MOAYNU, HeJOCTYNHbIE ANA aHanu3a Ha HAB.

© 2023 Hyma TexHonoruu, 000. Bce npasa 3alyuLLieHbl. r]LJ!ECHINOlLQw




Numa Arce o6ecneumnBaeTt 3awuty ot yrpos us by ®CTIK

NpenTucpukaTop yrposbl

YBI. 004 Yrpo3a annapatHoro cépoca napons BIOS

YBW. 005 Yrpo3a BHepeHus BpeAOHOCHOro koaa B BIOS

YbU. 008 Yrpo3a BOCCTAHOB/EHUS /1N NOBTOPHOrO UCMO/Mb30BaHNS ayTEHTU(MKALMOHHON NH(OPMaLum
YbW. 009 Yrpo3a BOCCTaHOBNEHUA NpeablayLLen ya3sumon sepcum BIOS

YBI. 018 Yrpo3a 3arpy3Ku HelWTaTHOW OnepaLMoHHON CMCTEMDI

YBI. 024 Yrpo3a N3MeHeHMsl PeXUMOB PaboTbl annapaTHbIX INEMEHTOB KOMMbIOTEPA

YBU. 032 Yrpo3a ucnonb3oBaHus NoaaenbHbIx LucpoBbix noanuceit BIOS

YbI. 035 Yrpo3a ucnonb3oBaHua cnabbix Kpuntorpaduueckux anroputmos BIOS

YBW. 039 Yrpo3a ucuepnaHus 3anaca Kntouen, Heobxoammbix ans o6HoBneHus BIOS

YBW. 045 Yrpo3a HapylweHusa usonauuu cpeabl ncnonHexnusa BIOS

YbW. 053 Yrpo3a HeBO3MOXXHOCTU yNpaBfieHns npaBammu nonb3osartenein BIOS

YBW. 072 Yrpo3a HeCaHKLMOHUPOBAHHOIO BbIKNIOUEHUA UM 06X0A4a MEXaHM3MA 3alMTbl OT 3anucu B BIOS
YBbI. 087 Yrpo3a HeCaHKLMOHNPOBAHHOIO UCMNO/Ib30BAHMA NPUBUNETMPOBAHHbIX yHKLMMN BIOS

YBI. 123 Yrpo3a nog6opa napons BIOS

YBU. 124 Yrpo3a noagenku 3anucen XypHana perncTpanum cobbitui

YBW. 144 Yrpo3a nporpammHoro cépoca napons BIOS

YBI. 154 Yrpo3a yCTaHOBKM YI3BUMbIX BEPCU 06HOBNIEHNSI NPOrPaMMHOro obecneueHuns BIOS

3a cuet npo3pauHoi cpeabl yHKUMoHuposaHua (Numa BIOS) ana BHegpenHoro MA3 Numa Arce.
HACTOALUAA 3ALLIUTA HEAOCTVIHA PEWUEHUAM, NCNO/Mb3YIOWMM HEAOBEPEHHYIO CPELlY

numa



Numa Arce cnoco6cTByet 3awuTte ot yrpo3 us by OCTIK

NpenTucpukaTop yrposbl

YBI. 006 Yrpo3a BHeApeHus Koaa Unu AaHHbIX
YBU. 013 Yrpo3a eCcTpyKTUBHOIO UCNONb30BaHNA AEKNAPUPOBAHHOIO hyHKUMOHana BIOS
YbU. 023 Yrpo3a n3meHeHUss KOMMNOHEHTOB MH(OPMALMOHHO (aBTOMATU3NPOBAHHOM) CUCTEMDI
YBI. 030 Yrpo3a 1cnonb3oBaHua MHopMaLum naeHTudnuKaumum/ayTeHTuduKaLmm, 3aaHHON No YyMOMYaHMIo
YBI. 086 Yrpo3a HeCaHKLOHMPOBAHHOIO U3MEHEHNA ayTEHTU(MKALMOHHOW NH(OPMALMN
YbI. 089 Yrpo3a HecaHKLMOHUPOBAHHOIO pefakTupoBaHUA peectpa
YbI. 090 Yrpo3a HeCAaHKLMOHUPOBAHHOIO CO3AAHMS YYETHON 3aMMCK NONb30BaTENS
YBU. 116 Yrpo3a nepexsarta AaHHbIX, NepeaaBaembixX Mo BbIYNCAUTENbHOW CETU
YBI. 121 Yrpo3a noBpexaeHua CMCTeMHOT0 peecTpa
YbW. 129 Yrpo3a nogmeHbl pe3epBHON KONUK NPpOrpaMmmHoro obecneueHus BIOS
YBW. 145 Yrpo3a nponycka NpoBepKu LEeNOCTHOCTA NPOrpaMMHOro obecneyeHuns
YBI. 150 Yrpo3a c60s npouecca o6HoBneHus BIOS
YBI. 152 Yrpo3a yganeHus ayTeHTU(PUKaLNOHHON MHGOpMaLUm
YBU. 179 Yrpo3a HeCaHKLMOHUPOBAHHOW MoAUtMKaLMN 3aLNILAEMON MHAOPMALUNA
YbU. 192 Yrpo3a 1cnonb3oBaHKsA yA3BUMbIX BEPCUI NPOrPaMMHOro obecneyeHus
UTOro: - SALUMLIAET OT 17 YITPO3 U3 bAY ®CT3K POCCUAN

- TPAMO UNN KOCBEHHO CrIOCOBCTBYET 3ALLUNTE OT 15 YIPO3 N3 bAY ®CTIK POCCUN
NUMA ARCE CNMMOCOBCTBYET 3ALLUTE OT 32 YIPO3 3 bAY OCT3K POCCUN

© 2023 Hyma TexHonoruu, 000. Bce npasa 3alyuLLieHbl. r]LJ!ECHINOILQw



Numa Arce u BbinoniHeHne Tpe6osanuit Mpukasos ®CTIK Poccumn N217 n N°21

BbinonHsaoTCA 3a cuet npumeHeHus M/13 Numa Arce

NAD.1 NpeHTudukauua n ayteHTudmkauma nonb3osarenen, ABASOWMXCS paboTHMKAMM onepaTopa

NAD.3 YnpasneHnue nageHTU@urKaTopamu, B TOM YACe CO34aHNE, NPUCBOEHME, YHUUTOXEHNE UAEHTU(UKATOPOB

NAD.5 3awuTa 06paTHO CBA3M NpU BBOAE ayTEHTU(DUKALMOHHON MH(OPMALK

Yyna.e OrpaHnyeHune HeycnewHbiX NOMbITOK BXOAA B MH(OPMALMOHHYI0 cuctemy (4ocTyna K MHOPMaLMOHHO cucTeme)

ynan Pa3peuieHue (3anpeT) AeiicTBMI NONb30BaTeNEN, Pa3pelleHHbIX 40 UAEHTUMMKALMMA N ayTEHTUDUKALMUN

ynp.az O6ecneueHne JOBEPEHHON 3arpy3Kn CPeaCTB BblUMCAUTENIbHON TEXHUKN

PCb.3 C6op, 3aNUCb 1 XpaHeHNe UHPopMaLMK O COOLITUAX 6E30MACHOCTN B TEYEHUU YCTAHOBMIEHHOTO BPEMEHU XPaHEHUS

PCE4 PearnpoBaHme Ha C60M Npu perncTpauum cobbiTM 6€30MacHOCTH, B TOM YNCIE annapaTHbie 1 NPOrPaMMHbIe OLWNGKK, C6OU B MeXaHU3Max cbopa nHhopmaLmn u
' [IOCTVXKEHMe Npeaena unu nepenonHeHns o6bema (eMKocTn) namaTu

PCB.7 3awmTa nHhopmaumm o cobbITMAX 6e30MacHOCTH

oun. KOHTpONb LLeNnoCcTHOCTH NPOrpaMMHOro obecrneyeHus, BKUYas NporpaMmHoe obecneyeHme CpeacTs 3aluTbl MHGOPMaLUK

31CT Pa3,qene|:|v|e B MH(OPMALMOHHON CVICTeMevayHKLI,I/IVI no ynpaBneHuto (aﬂ,MMHMCTpMPOBaI-[MIO) I/IHCbOpMaLI,I/IOH“HOVI CUCTEMOW, ynpaBneHnto (aAMMHNCTPUPOBAHMIO)

CUCTEMON 3aLLNTbI MHGOPMALUK, PYHKLMIA N0 06pabOTKe MH(OPMALLMMN U NHBIX PYHKLUNA MHEOPMALMOHHOWN CUCTEMDI
311C.29 MepeBoa MHHOPMALMOHHO CUCTEMbI UMK ee YCTPOICTB (KOMMNOHEHTOB) B 3apaHee onpefeneHHyo KOHMUrypaLuio, obecrneunBaioLLyto 3aWuTy MHdopmaLmu, B ciydyae

BO3HUKHOBEHNN OTKA30B (C60€B) B CuCTeme 3alluTbl VIHCbOpMaLI,VIVI I/IHCII)OpMaLI,I/IOHHOI7I cncrembl

BbinonHaioTCcA 3a cuet npumeHeHus MA13 Numa Arce B Komnnekce ¢ Apyrumu cpeacTrsamu

NA®.2 NpeHTudukauma n ayteHTudmKaums ycTponucTs, B TOM UMCNE CTaLMOHAPHBIX, MOOGUbHbBIX U NOPTATUBHbIX

VAD 4 YnpaBneHue cpeacTBamu ayTeHTU(UKaLum, B TOM UMCNEe XpaHEHWe, Bblgaua, MHMLMANmM3auus, 6NoKMpoBaHue CPeacTB ayTEHTU(MKALMN U NPUHATUE Mep B Clyyae

yTpathl 1 (1K) KOMNpoOMeTaLUMN CPEACTB ayTeHTUdUKALNY

ynaa Ynpasnenue (3aBeaeHne, akTuBauusa, 610KMPOBAHIE 1 YHUUTOXEHNE) YUETHBIMI 3aNnUCAMU NOMb30BaTeNeN, B TOM UNCNe BHEWHMX Nob30BaTenein

yna2 Peann3auna Heo6XxoauMbiX MeTO0B (ANCKPELIMOHHbIN, MAHAATHbIN, PONEBOI WX UHOW METOf), TUNOB (UTeHKe, 3anucCb, BbINOMHEHWE WX UHOW TUM) U NPABUN
pasrpaHuyeHns goctyna

YNO.4 PasaeneHne nonHomouun (poneii) nonb3oBartenen, aAMUHUCTPATOPOB 1 UL, 06€CNeunBaoLLNX (DYHKLMOHUPOBAHNE UH(OPMALMOHHON CUCTEMbI

AH35 KoHTponb npaBun reHepauni u CMeHbI“I'IaPOTIeVI I'IO)'Ib3OBaTe“J'IEI7I, 3aBefieHNs 1 yaaNeHns yYeTHbIX 3annuceil Nonb3oBaTeneil, peann3aLunmu NpaBuna pasrpaHnyeHmns

A0CTYNOM, MOJTHOMOYMIA NONb30BaTeNen B MHOPMALMOHHOW CUCTEME
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Numa Arce un annapatHbie M/3: 3awuTa Ha 6ymare unu Ha npaxkTuKe?

MA3 Numa Arce 8  Knaccuueckwii AMMA3*

He n3Bnekaetcsa u3 CBT, aABnsAeTca ero 4acrbio**

WcnonHseT cBou Kog B AOBEPEHHOU cpepae,
He 3aBUCUT OT HaCTPOeK 1 KoHdurypauuu BIOS

Ans nonHo(yHKUUOHANbHON Pa60Tbl He TPe6yeTcs AONONHUTENbHOIO
(hu3nuecKoro NOAKNIOUEHNS K pa3beMam CUCTEMHOM NAATbI

* Hannune annapaTHOro AaTumKa ClyyanHblx yncen B coctaBe AMIMA3 ABNseTcA apryMeHTOM TONbKO ANs CllyyaeB, KOraa Takoil AaTunk TpebyeTcs ansa paboTbl €O
CpeACTBaMU KpUNTOrpaduueckomn 3awmtbl uHGopmauum B cootsetcTeun ¢ ux (CK31) npasunamm nonb3oBaHusa.

** Mpn Hanuuum npamoro gmsnyeckoro goctyna K CBT HapywuTenb ¢ N106bIM MOTEHLMANOM MOXET Nerko OTKNUNTb annapaTHbin MA3. ins oTkntoueHns M3 Numa
Arce nomumo usnyeckoro goctyna Kk CBT Hy)XHbl cneumduyeckne HaBblkK 1 YMEHUSA, CNeLuasbHbI UHCTPYMEHTAPUI 1 60NbLIOK 06beM BpeMeHMN.
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Numa Arce. O6bluHble aprymeHTbl NPOTUB

Pa3paboTka Numa Arce BeAeTcs B COOTBETCTBUM CO CTaHZapTamu SDLC,
peann3oBaHHbIMK B HymaTex. 3a Bce Bpems oT nonb3osatenen M3 Numa Arce He
6bIn0 3aPMKCUPOBAHO NOAOOHbIX 06 PALLEHUIA.

B otaenbHbix Bepcuax MA3 Numa Arce peann3oBaHa BO3MOXHOCTb NepeBoAa
annapatHou nNaTopMbl B PEXIUM HAYaNIbHOW MHULMANKU3ALMN U
BOCCTaHOBNeHUs pabotocnocob6HocTn MA3 Numa Arce Ha mecTe.

bar B nporpammHom M/13 npeBpallaeT BeCb KOMMNbIOTEP B «KMPMKUY». AnnapaTHbIN
M3 MOXXHO BbITaLLMTb MEePENHNLNANN3NPOBATD.

Mporpammubii M3 XpaHMT AaHHble B MuKpocxeme BCBB, 0TKyAa MX MOXHO
npoyecTb.

Ecnu B BCBB HanaeHa owmnbkKa, ToO pa3paboTunk MaTePUHCKOW NNaTbl ONepaTUBHO
FOTOBMT U NpeaoCcTaBnsieT 06HoBNeHMe. B cnyyae ¢ nporpammHbiM M3 HYXXHO
XAaTb NOArOTOBKM M TECTUPOBAHNSA COOTBETCTBYIOLWEr0 06pa3a, BK/UAOLLErO
koa M/13. B HekoTopbix cnyyasx 06HoBNeHne bCBB MOXeT NpoUTY aBTOMATUYECKHY,
YTO cAenaeT HeBO3MOXHbIM MCNONb30BaHMe NporpammHoro MA3.

B cnyuae ¢ Numa Arce Takue ycunus nuileHbl BCAKOro CMbICna.

Ecnu npeanonoXuTb, UTO HAPYLLIMTESb CMOT CAeNaTh Aamn NPOrpaMmmMHOro
ob6ecneyeHns bCBB (BbICOKMII NOTEHL AN, HaBbIKW 1 CNeLnanbHbIn
NHCTPYMEHTAPUIA, NpAMON nM3nuecknin focTyn K CBT), TO KpUTUYUHbIE IaHHbIE BCe
paBHO 6ymyT emy He [OCTYMbl (Hanpumep, ayTeHTU(UKALMOHHASA MHOPMaLUS
nonb3oBatenen). Kpome Toro, 3anmcatb 06paTHO MOANULIMPOBAHHYIO NPOLINBKY
HesNb3A.

MA3 Numa Arce ¢yHkumoHmpyeT B cpefe Numa BIOS. /liobble o6HoBReHns Numa
BIOS He BNuAOT Ha paboTocnocobHocTb M3 Numa Arce u noAroTaBAMBAKOTCA C
YUYETOM BO3MOXXHOCTW UCMOJIb30BAHUA NOC/EAHEro.
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Numa Arce. O6bluHble aprymeHTbl NPOTUB

B HEKOTOPbIX Ciyyasx, cnpaseanusbix Ansa paga CBT (cepsepoBs, HOYTOYKOB,
NNaHLWeToB, MOHO6/IOKOB) TaKas «YHMBEPCANbHOCTbY KaK pa3 OKa3blBaeTca
CYLLEeCTBEHHbIM MUHYCOM, AieNaloLUmM, B TOM YKCe, HEBO3MOXHbIM NPUMEHeHue
annapartHbix MA3.

M/3 ypoBHs 6a30BON CMCTEMbI BBOAA-BbIBOJA MCXOAA U3 0COOEHHOCTEN

AnnapaTHbIil 3aMOK 60n1ee YHBepCaneH no BCTPauBaHuIo. EFro MOXHO apXUTeKTYPbl NPOAYKTOB AAHHOTO Knacca bonee TpeboBaTe/bHbI K cpeAe

MCMONb30BaTb Ha Nt060M MK, rae ecTb COOTBETCTBYIOLLMI Pa3bEM (hYHKLMOHNPOBAHNA, OfIHAKO OHYN 6onee 3 (MEKTUBHDI, KOF/Ia Peyb 3aX0fMT 0
(PCI-E, miniPCI-E unn M.2) npuobpetennn HoBbIx CBT ¢ npeaycranosneHHbim C13, nnbo koraa BIOS,
: :

Haxoaawmmnca B akcnayatauuy CBT, n03BONSAET BbINOMNHUTb MHCTANNALNIO TAKOTO
MA3.

M3 Numa Arce:

- He 3aHMMAET C/10TA Ha MAaTePUHCKOW Nnare;

- 6onee TecHas uHTerpauus c CBT;

- HU3Kas CTOMMOCTDb BnageHus (aewesne B Tpu - NATH pas);

- YCTAaHOBKA He BUAET Ha rapaHTuio nocrasiuka CBT;

- JKCNNyaTauma He TpebyeT peanusaumy cneuyuanbHbIX OPraHU3aLoHHO-
aAMUHNCTPATUBHDIX MeponpuATHii (oneyaTbiBaHNe CUCTEMHbIX 6/10KOB 1 nip.).

numa
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