aaaaaaaaaaaa

Secret Net LSP

s &
i B i R J\ ﬂ!




O npoaykTe

Secret Net LSP

3awmTa paboumx CTaHUMN N CEPBEPOB Ha YPOBHE
OAHHbIX, MPUNOXEHUN, CETU, ONnepaLnOHHON
CUCTEMBI N NePUPEPUNHBIX YCTPONCTB

NMpenHa3HayeH Ans pelieHus cnepymwowunux sanad.

3awmTa KOHpMaeHumanbHoOn MHGopMaumnm
3awuTa oT NPOHNKHOBEHUS U
HECaHKLVOHNPOBAaHHbIX OENCTBUN
3N0YMbILW/IEHHUKA BHYTPU CUCTEMBI
BbinonHeHWe TpeboBaHMn U peKoMeHaaunn
No 3aWMTe KOHEYHbIX TOYEK



DyHKuumu Secret Net LSP

Peructpauus co6bituin Ub
1 reHepaums oTYETOB

AyouT neicTBUS NoNb30BaTeNs

3aTvpaHue octaTo4Hon MHPOpPMaL MK

PasrpaHuyeHue goctyna K ¢painam u nankam

UpeHTndUKauma n ayteHTUGMKaLus nonb3oBarenen

PasrpaHuyeHue goctyna K BHelWHUM yCTpOﬁCTBaM

KoHTponb LenocTHOCTU U 3aMKHYTas NporpaMMHas cpeaa

MeXceTeBoi aKpaH ypOoBHS y3na




CepTudukarsl

Secret Net LSP

5-1 knacc 3awmueHHoctun CBT
4-1 kKnacc 3awuMTbl M3 TNa «B»
4-in knacc 3awuTtbl CKH

MpnMeHaeTca ona 3awnTbl 3HaYNMbIX
obbekToB KMWM no 1 kateropuwn,
ncnou po Y31, r'McC po K1 mn ACY TI1
0o K1 BKnoYnTenbHO
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3aliuTta BXoga B cCUCTeMy

UpeHTudMKauma u ayTeHTUGUKaLMs Nonb3oBaTenein:

- [lpu Bxopoe B cuctemy
Mpn cMeHe nonb3oBaTenemM napons

Mpu 3anycke MexaHn3Ma NoBbIWEHNSA MOSTHOMOYUNA
(3anycke npunoXeHnn ¢ NPmMBUNErMaIMmn Opyroro
nonb3oBartens).

MHorodakTopHasa ayTeHTUPpuKauumsa

3agaHuve NoNMUTUKKU CITOXHOCTU Naponen
Bxopn no nopeHtupumnkatopy/USB-knouy/cMapT-KapTe

COBMECTHbIN pexnM paboTbl C cepBepoM 6e30nacHOCTU
Secret Net unu Secret Net Studio

CoBMeCTHbIN pexuM paboTbl ¢ NMAK «Cobonb»




Pa3rpaHunyeHue gocTtyna K oobeKTam
dannoson cCUCTEMbDI

MexaH13M AUCKPELMOHHOro pa3rpaHM4YeHus aocTtyna
ncnonb3yeTcd As19 KOHTPONA U yrnpaBneHnsa npaBaMu
[OoCTyna nonb3oBaTtesien v rpynn K o6bekTaM pannosomn
CUCTEMbI — dpannaM n Katanoram.

* [lpaBa gpoctyna UNIX
* Cnuckun koHTpons pgoctyna POSIX ACL



Pa3rpaHuyeHue aoctyna K ycCTpoucTeam

MpaBuna nogkKioyYeHUs:

LlinHa Cnucok Knaccos

* Ha wwuHy (USB -
yCTpoOnCTBa/NnoKasnbHble USB ycTpoiicTea
yCTpoOncTBa/ceTeBble aganTepbl)

. ONeKTPOHHbIE NOEHTUDUKATOPLI U
cuuThbiBaTENU

CeTeBble nnaThl U MOAEMBI

MpuHTEpPSI

Bluetooth - aganTtepsl
MHTepdencHble ycTponcTBa

CoToBble TeNedoHbI

CkaHepbl 1 umndpposble poToanmnapaThl
Mpouue

dunsnyeckmne oUCKn
OnNTUYECKUNE ONUCKU
MocnepoBaTenbHble MOPThI
MapannenbHble NOPThI

CoeguHeHune Ethernet
becnpoBogHoe coegmHeHmne (Wi - Fi)
CoeguHeHune Bluetooth
CoeanHeHune 1394 (FireWire)
NHppakpacHoe coegmnHeHue (IrDA)

« Ha knacchl yCTpOICTB,
CBSA3aHHbIE C LMHOM

« Ha KOHKpeTHble Mogenu u
3K3eMMNApbl YyCTPONCTB

JlokanbHble
YCTpOKCTBA

CeTeBble apanTepsbl




KOHTpONb LLeNIOCTHOCTU O6BbEKTOB

Peakuusa C3U Secret Net LSP Ha O6beKTbl KOHTPOJIA LLeSIOCTHOCTU
HapyLlleHue 1eNI0CTHOCTU OObEKTOB: B C3U Secret Net LSP:
- Peructpaumsa nameHeHum - KoMnoHeHTbl ycTaHoBneHHoro N0 C3U

(bannbl n kaTanorn)
- BoccTtaHoBneHne ob6bekTa U3

3Ta/NIOHHOIrO 3HaYeHus - Pecypchbl dannoBomn cUCTEMbI KOMMbIOTEPA,
NOCTaB/IEHHbIE HA KOHTPOJb

Bnoknposka Bxofa rnonb3oBaTenen B 5
P A agMUHUCTPATOPOM (dannbl U KaTanoru)

CUCTEMY

- BoccTtaHoBneHne obbekTa 13
3Ta/loOHHOrro 3HayYyeHua n 61oKNpPoBKa
BXOOa B CUCTEMY

HacTpoiika pacnucaHusi KOHTPOS
LLeNIOCTHOCTM:

- Meprnognyecku
- BExepHeBHO

- [lo gHAM Hepenu B YKa3aHHO€e BpeMH4A




3aMKHyTas nporpaMMHas cpega

CnMCOK UCKJIIOUEHUI AN pecypcoB Ansa pa6oTtbl 3MC npeaycMoOTpPeHbI

cneanyowme peXxmmbl paboTbl:
*  KOHTpPOSb UENOCTHOCTN AN 3TUX

06BLEKTOB HE BbINOTHAETCS * MArkum

+ [MonbITKM 3anycka opyrmx pecypcos o YEeCTKUMN
GNOKMPYIOTCH U PErUCTPUPYIOTCS B
XYpHarne cobblTumn

Benblii cNUCOK Nonb3oBaTenen v rpynn

MNMonb3oBaTenaM u rpynnaM, HaxoaaLWwmMMcs B
6enoM cnmncke, paspeLLeH 3anyck BCcex

nporpamm, dannos, 6U6INOTEK U CKPUMTOB.
[N HUX He ocyLlecTBnseTca KoHTponb 3IMC.




lNepcoHanbHbI MEeXCeTeBOU IKpPaH

* KoHTposnb ceTeBoro tpadpuka

* Heuntpanusauma yrpos, CBA3aHHbIX C CETEBbLIM
B3anMoOOencTBUEM

* Pa3rpaHuyeHue ceTeBOro gocTyna

« KoHTponb nanok obuwiero goctyna

* KOHTpOJSiIb UMEHOBaHHbIX PannoB/KaHanoB

* KOHTpPOJSib UCNOJIb30BaHMNSA CETU NPUNTOXKEHNAMU

i CDVIJ'IpraLIMFI BXOOALWMX COEAUHEHNI C UCMONb30BAHNEM
OAHHbIX OTNPaBUTENA NAaKETOB

* [MpuHyaonTenbHoe 3aBepleHne TCP-coegnHeHN

« OnoseleHne nonb3oBaTtens rnpu cpabaTbiBaHUM NpaBuna




3aTupaHue octaTouyHou uHpopmMmauumn

* 3atupaHune ocBobOX4aeMbIX CTPaHUL, onepaTUMBHON NaMATH
* 3aTunpaHune ocBoboXXgaeMbix 610KOB Ha ¢painnoBon cMcTeme

* besonacHoe yganeHne uHpopMaLmn Ha XKECTKUX AUCKAX
M BHELWHUX HOCUTENNAX

+ 3atupaHue SWAP
+ 3atupaHue dannos hugetlbfs yuepes nmap

* BKnioyeHue, BbIKJ/IIOYEHUEe MeXaHN3Ma 3aTUPaHNA Ha XXECTKUX
ONCKaX U BHEWHUX HOCUTENAX




Perucrtpauusa co6oitun Ub

MapamMeTpbl NOUCKa B XXypHane

* KOHTEKCTHbIN MOUCK B XYypHanax no HasaBaHUAAM COGbITUIA
+ Mowuck B XXypHanax no BpeMeHHOMY UHTepBany

* [louck no punbTpam




AyauT oeuMcTBuM Nonib3oBaTeneun

*  AyouT perncTBUiA NoNb30BaTeNEeN C 3aLMLLAaEMbIMU
obbekTaMu (barnamMm, KaTanoramMmm, CETeBbIMU
coeanHeHusaMn, USB-ycTponcTeamm)

* AyauT ceTeBOM aKTUBHOCTM MNoNb30oBaTenen




CoBMecTuMocCTb ¢ OC Astra Linux

CEPTUDUKAT
COBMECTUMOCTHU
N2 11446/2023

CepTudunkat COBMECTUMOCTU NOATBEPXKAAET
PaboToOCNOCOOHOCTbL U KOPPEKTHOCTb
COBMECTHOIo GyHKLUMNOHNPOBaAHNA
onepaumoHHON CUCTEMbI CreunanbHOro
Ha3HavyeHuqa «Astra Linux Special Edition»
PYCBE.10015-01 (ouepenHoe obHoBeHne 1.7)
M nporpaMMHoro obecneveHns Secret Net
LSP Bepcnn 1.12



UHTepHeT-peno3nTopumn

MHTepHeT_peno3MTole','1 Secret Net LSP (’S’) ";e?oe;.cwcm MpoaykTel  3kcnepTusa  Cepeuc  KynuTe  Komnaun NWuHbIn KabuHeT e

npenHasHayeH ans o6HoBNEHUSA e e
nporpamMMHoro obecrneyeHums. T
OH NoO3BONSET YCTAHOBUTb M OGHOBUTbL NaKeThI ALLun

C NOMOLLbIO CTAaHOAPTHbLIX YCTAHOBLLNKOB

nakeTos OC. B COCTAB PENOIUTOPHUA BXOANAT:

xaranor
xaranor “upds

", conepmawNi AMCTREYTHE NPORYKTa
| COREPXALIKA NAKET OBHOBNEHHA

WUcTopua obHoBReHWA NPOAYKTa U NOALEPX KK HOBBIX ALeR OC HaXOLATCA B KaTanore «update», B paine *.changelog

B MIHTEPHET-PENo3UTOPUM CO3AaHbl OTAENbHbIE
BETKM ONS pa3r| NUHbIX O C: ::.,‘.)x:nm oBHoBNEHMA C3M Secret Net LSP anicat B DOpMYNAPE K NPOAYKTY. POPMYNAP AOCTYNEH TORBKO SBTOPHAOBAHHBIM NONBIOBATENAM
° Ast ra Li nux TOKCT ANA BHECEHWA B Pagnen 14 «0coBbe OTMETKHS GOPMYNAPa:

a[flata). Bepeua cGopku 0BHOBNEHUs ANA [Hassanme U BepcuA OC] pagHa 1.11-[Homep c60pKM NPUBEABHHBI B MMeHAX $aiinos AMCTPUGyTHBa)

O P Eﬂ O C Wrorosan KC, paccuntanHas nporpamMMoi [Hassakue NO uenonsayemoro 4na nogcyera KC: « " ®UKC-UNIX 1.0%, no anroputMy "Yposes 3" unn
«csum2020»] pasHa [KouTponeKan cymmal [lonkHocTs] [Moanucs] [Pacwmdponka noanuck] [Meuats opranvaaumm]s».
et A LT LI n U X B cnyuae BOIHUKHOBEHWA BONPOCOB NO OGHOBNEHWIO NPOAYKTOR NPockba oBpawaTecA B cNyXOy TEXHUUBCKOA NOAAPKKH KOMNaHUH «Kon

BesonacHocTh»,

< CentOS e —
* Ubuntu
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UHTerpauusa c NAK «Cobonb»
u Secret Net Studio

EaviHbin npeHTUdUKaTop ansa:

- [MAK «Cobonb»
- Secret Net Studio / Secret Net LSP

+ BXoAOa B onepaunoHHYIo CNCTEMY

! . 0 3ﬂeKTpOHHOVI noannucu

Secret Net Studio MAK Co6onb
Secret Net LSP




UHTerpauusa c NAK «Cob6onb»
u Secret Net Studio

CepBep
6esonacHocTu SNS «  EOuvHble NONUTUKK 6€30MacHOCTU
ondga NMNAK «Cobonb» 1 Secret Net

E— — @ — §|||||_||' — @ o Studio/Secret Net LSP
o JT <{§}< =i oy

EAQvHbIN )XypHan co6biTUiA

Cepsep /E\ E APM Linux 6e3onacHoOCTU
Windows . N
A 4
vV
o JTT~

APM Windows




YTo HOBOro B Secret Net LSP 1.11

* PasBuUTHE NOOCUCTEMbI KOHTPOSS YCTPOMCTB

« JopaboTka noacmncTeMbl BXoaa

* NepepaboTka NOKanbHOrO MEXCETEBOIO aKpaHa
* LUeHTpanusoBaHHOe ynpaBneHne nuueH3nsamu

+ CosMecTHasa paboTta c AppArmor n SE Linux

* OnepaTnBHaga nogaepxka Hoebix aaep OC
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S YrnpaBneHne KOHTPOJIEM LLeNIOCTHOCTU Ha ypoBHe Cobons
B COBMECTHOM pexxume paboTbl




UYTo HOBOro B Secret Net LSP 1.12

*  MexaHu3M KoHTpond uenoctHoctu (KL): pacnncaHue
3anycka KU, nogaepykka NofHOro KoOHTpons Hag,
obbekTaMu, nogaepxka KL, B peasibHOM BpeMeHU

*  BO3MOXHOCTb MPOBEPKN 3anycKa AEMOHOB U MnarnHoB
Secret Net LSP Bo BpeMs pyHKULMOHANbHOIO KOHTPOA
npwv cTapTe CUCTEMBI

« 3atupaHue dannos hugetlbfs yepes nmap

}‘\'\
N
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*  BO3MOXHOCTb NPOBEPKU CUCTEMbI HA PabOTOCNOCOBHOCTb
Mpu BKIIOYEHUU XXeCcTKoro pexxuma 3M1C
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*  WHuumanmsauma Hactpoek n3 backUp npu yctaHoBKe

*  Bbi6op peakumun cncteMbl Ha O6Hapy>XeHne Npobnem npu
caMoTecTmpoBaHunu nnun KL, cuctemsl 3awmThl




Y3HaTb nogpo6Hee

e -—o 177 Secret Net LSP (securitycode.ru)

Secret Net LSP

ORI > st o e e YT
Prrm—

e o 44 . - [NoppobHoe onucaHne NpoaykTa

FR - TexHuuyeckas NOKYMeHTaLus

- JlncTtoBkwM, NnpeseHTauumn

- CepTudunkaTtbl COOTBETCTBUS

- OHnanH-KanbKynaTop oNnsa pacyeta CTOMMOCTU
- lemoBepcus

[1na aBTOpU30BaHHbIX NapTHEPOB KOMMaHnK «Koa
BesonacHOCTM» OOCTYMNeH 3aKpbITbI pa3aen ¢
[OMONTHUTENbHLIMU MaTepuanamMm



https://www.securitycode.ru/products/szi_secret_net/
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DaKTbl 0 KOMMaHUUN CHKoA

KomnaHusa «Kop Be3onacHOCTU» — poccuncKunii paspaboTumk NporpaMMHbIX U annapaTHbIX CPeacTs,
o6ecneynBalloLLmX 3aWNTy MHOOPMALLMOHHbBIX CUCTEM, @ TaKXXe UX COOTBETCTBME TPEBOBaAHUAM
MeXOYHapOAHbIX M OTPac/eBbIX CTaHAAPTOB.

Bonee 20 neT Ha cTpa)ke 6€30NacHOCTU KPYyNHeNLWmnX Nnpegnpuatnm Poccuu.
BepneT cBolO fAeATeNnbHOCTb Ha ocHoBaHUM 9 nuueH3uint ®CTIK, ®CB n MnHo6opoHbl Poccuum.

TexHonorun 3awmnTtbl o6ecneumnBatoT 6e3onacHocTb 3 000 000 koMnbioTepos B 50 000 opraHusaumi.
3 ueHTpa paspaboTku: MockBa, CaHkT-lNeTepbypr, MNeH3a.

Bonee 800 kBanupuumpoBaHHbIX crieymnanuctoB R&D, MMeOWNX YHUKaNbHbIE KOMIMETEHL M.

Bonee 50 paspab6oTtaHHbix C3U n CK3U.

Bonee 60 peicTByOWMNX cepTUPUKATOB COOTBETCTBUSA NMOATBEPXKAAIOT BbICOKOE Ka4eCTBO NPOAYKTOB.

MapTHepcKas ceTb KOMMNaHMM HacuuTbiBaeT 6oee 1000 aBTOpU30BaHHbIX MapPTHEPOB.

KomMmneTteHTHOCTb «Koaa besonacHocTu» noaTBep)XXaeHa He3aBUCUMbIMU aHaANTMTUKaMMU:

«KpynHenwme Nnpon3BoanTENN BbICOKOTEXHOMOMMYHOIro o6opypoBaHusa»: N1 («3kcnepT PA»), N23 («kKoMMepcaHT»).
«KpynHenwmne pazpaboTunkm nporpaMMHoro obecneveHmna»: N27 («9kcrnept PA»), N29 («kKoMMepcaHT»).
«KpynHenwme NT-koMnaHnm Poccum»: N230 («kKoMmMepcaHT»), N247 (TAdviser).



KoMnnekcHbIM noaxon
K 3amTe MHPPaACTPYKTYpbI

YpaaneHHbIi opuc KOoHTVHeHT 3 CermeHT M3
C ) @eseseses® KOHTUHEHT 4

KoHTuHeHT COB

CeTb

NE @.

KOHTUHEHT 3

WEB-npunoxeHus
KoHTUHeHT 4 LieHTpanbHbIit oduc
KoHTuHeHT COB KOHTUHeHT TLS
KoHTuHeHT Al — X OB I KoHTuHeHT WAF
= X (OB [H
- = OB E
° E OB =
YcTpoicTea CepBepbl / BepTUKanbHas
nonb3osaTenemn MHpacTpyKTypa
Secret Net Studio Secret Net Studio
Secret Net LSP Secret Net LSP
Cob6onb Cob6onb
Terminal vGate
KouTuHeHT Al KoHTuHeHT 3
Jinn Client KOHTUHEHT 4




HamMm poBepsioT

FocynapcTBeHHble opraHM3auum: Cunosble CTPYKTYPbI: TenekoMMyHUKaLMOHHbIE KOMMaHUK:

t PocTtenekom (@] mrrc

DepepanbHoe DepnepansHas Hanorosas ®DepnepanbHan TaMOXXeHHasa MUWHUCTEPCTBO BHYTPEHHUX Aen MuHMCTEPCTBO 060POHbI MAO «PocTenekom» MAO «MI'TC»
KasHaveicTBo Poccun cnyx6a Poccum cnyx6a Poccun Poccuiickoit Depepaumnu Poccuiickoit ®enepaumnn

iy §

8 3KaDo 1

Q 0@ BOEH ) TENEKOM
®epnepanbHblit QoHA LleHTpanbHaa usbupatensHas MUHUCTEPCTBO IOCTULUMMN ®depepanbHas cnyx6a DepepanbHas cnysx6a oxpaHbl 'K «<AKALLO Tenekom» AO «BoeHTenekom»
obssaTenLHoro KoMuccums Poccuinckomn Poccuitckoin ®enepaumnn 6esonacHocTu Poccuitckoin Poccuiickon ®enepauunn
MEeOULMHCKOro ®depepauumn ®depepaumn

cTpaxoBaHusa

®dunHaHcoBbIe opraHuvsauuum:

% gﬁ‘gﬁ Vs Lo

5, D &F
i poct

pncs  =gtp  omks A

MAO «CbepbaHk» LleHTpanbHbI 6aHK 'K «BHelw3KoHOMbaHK» AO «TasnpoMbaHK» MAO «lMpomMcBA3bGaHK» Bank BTB (MAO) MAO «MockoBcKUit AO «AJTbOA-BAHK>»
Poccuiickoit ®epepaumu KPeAUTHbIN GaHK»
.
npOMbll.uﬂeHHble npeaonpuaTua: npeﬂanﬂTMﬂ TIK:

. | : N > @ - [|||||,
F‘Loc: VPKC HOPHUKENb Q C_'JEAZFHI]H Tpachfe puE ROEIIIlIIEFI' i‘§ POCCETH
AO «Poccuiickne MAO «'MK «Hopunbckuin

K «PocTex» KOCMUYECKUE CUCTEMbI» HUKENb» K «PocaTom» MAO «l'asnpom» MAO «AK «TpaHCcHedTb» MAO «HK «PocHedpTb»» MAO «Poccetu»




¢ KOA

W° 6esonacHocTH

Cnacun6o 3a BHUMmaHue!

Mo BoNpocaM CTOMMOCTU M1 MOKYMKW NPORYKTOB: buy@securitycode.ru
Cny>xx6a TexHHn4Yeckom nogaepXku: support@securitycode.ru

P4 info@securitycode.ru & www.securitycode.ru
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