ONEPALMNOHHAA
CUCTEMA

OCHoOBa




OCHOBO

Obecne4ynBaeT NofHOLEHHYIO paboTy cOoTpyaHMKa
EAMHaA cepBepHaa U KIIMEHTCKaA BepCcus

OCHOBa

Ha 6a3se Debian 10

[1O pna noBcegHeBHON pPaboThl
MHuTepdencobl KDE Plasma n LXQT

OpraHnsauma Nno4YToBOro cepBepa
ba3oBble cpeacTBa BUpTYyannsaunm
3aMKHYyTada nporpamMmMHasa cpega
Cucrtema perncrtpaumm cobbiTUi

BctpoeHHasa CYB/ PostgreSQL

BcTpoeHHbI VPN



NDDS

osNova Domain Direct Serveces

e COBMecTUM c pomeHoM Active Directory

AOPO

CoBpeMeHHoOe U aKkTyanbHoe LTS agpo 5.15

e [OBEpUTEsIbHblE OTHOLUEHUNA MeXay
nogaep>xnsaemoe TexHONOrMYeCKUM
N E SS nomeHamun NDDS n AD

e noppepxmnBaet knneHtoB Windows

LLEHTPOM nccnenoBaHna 6e30nacHOCTH
osNova Enhanced Security (Sub)System anpa Linux MCM PAH

o GpeMBOpPK He ocHOoBaH Ha SELinux

e cobcTBeHHasda paspaboka AO «HITKT»
e peannsyet yagobHoe pacllnpeHHoe
yrnpaBneHne gocTynom



b A1 Lol i [o RO TNV [-Wa Ny F: A NOMEHHON MHPPACTPYKTYPbI

Active Directory

[MpucoepgunHeHune

=

@

JloBepuTtesbHble
OTHOLLUEeHUA

*3aBUCUT OT XapaKTEPUCTUK CEPBEPHOro 06OPYA0BaHNA



[1na nonb3oBaTeNnen

bpay3epbl MecceHpaXep
[lpocmoTp PDF KanbKynaTop
MynbTmMepgna OpraHansep
[ToUTOBbIE KJTMEHTb CnoBapwu
[padunyeckume 3aMeTKu
penaKkTopbl ApxmBaTop
PenakTopbl

O0OKYMEHTOB

BCTPOEHHOE

20

[1na agMUHNCTPATOPOB

LleHTpann3oBaHHOEe agMUHUCTPUPOBAHKE
YpoaneHHoe noaknoyvyeHne kK APM
['padpmnyeckme cpeacrtea CobCTBEHHOMN
Pa3paboTKn

CpeacTBa pe3epBHOIro KonmpoBaHuA
OpraHunsauna ooMeHHON MHPPACTPYKTYpPbI
AOMWHUCTPUPOBaHNE CETU



Microsoft

Windows

HE nmeeT pernctpaumm B peecTtpe poccuimnckoro NO MmHnpomMTopra
HE nmeeT ceptudpumnkata @CTIK

3alwmTta nHpopmMaLlnm oCcyLecTBNAETCA HaNOXEHHbIMW CpeacTBamMy,
YTO BJieYeT 3a cobon pacxodbl Ha NpnobpeTeHmne AONONHUTENBHbIX
NNLUEeH31N

PeanbHble pUCKK NpeKpaLleHNAa 06HOBNEHNA CUCTEMbI N NOBbILLEHUSA
YA3BUMOCTU MHOPACTPYKTYPbI B LLeIOM

3aKpbITbIN NPOrpaMMHbIN KOf, 3alMLLEHHBIN KOMMEPYECKON TaHOW
Bonee 90% BpepgoHocHoro N0 HanncaHo nog OC Windows

BblCcOKMe cucteMHble TpeboBaHUA

OpraHnsaymna paboTbl C 3IEKTPOHHOW MOYTON, LOMEHHON
NMHPPACTPYKTYpPbI, Pe3ePBHONro KONMPOBaHUA AaHHbIX, obecneyeHns

PabOTbl C 3NEKTPOHHbIMWU AOKYMEHTAaMUN, TPEOYIOT NOKYMKY

O0MONTHUTENIbHbIX NNLEH3UN.

KoHeyHass cTOUMOCTb NpuobpeTeHns NIMLLEH3UOHHOMU
Bepcuu onpepensieTcs B UTore He TOJIbKO CTOUMOCTbIO
OC, HO TaK)Xe CTOMMOCTbIO JINLL,eH3UN Ha
AONOJIHUTEJIbHbIE NaKeTbl NPUKNagHbiX nporpamm (MS

Office, MS Exchange, cepBepHbIX MPUIOXEHUU N T. 4.).

HOBA

3aperuncTtpupoBaHa B peecTtpe poccuuruckoro NNO MuHnpomTopra
CepTtupunymnposaHa PCTIK, OC asnsaetca cepTuduLmpoBaHHbIM MO
TpeboBaHUo perynatopos PO cpeacteoM 3awntbl MHGOpMaLUn
[Mopgxopgut gna o6paboTkn KOHPUgeHunanbHOu HopmMaLnum n
nepcoHanbHbIX AaHHbIX

3auuTta nHpopmMaLlum ocyul,ecTBseTCA A,0BEPEHHBIMU CpeaACTBaMU U
POCCUUCKMUMU KpUNToanropntMmamm

O6HoBNAETCA B COOTBETCTBUU C TpeboBaHUAMMU perynaTopoB PP B obnacTtu
3auuUTbl MHPOpMaLLUK

OTKpbITbIX NpOrpaMMHbIN Kof, Nnoagep>XKa oTKpbITOro coobLyecTsa.
BcTpoeHHoe MO gna KoHTpona uenoctHocTtu ¢pannos OC, 3aliuThbl padboumnx
CTaHUWUN U cCepBepPOB OT BHeJPEHNA U UCMOJIHEHUA BPeAO0HOCHOro Koaa
Huskue cucrtemMHble TpedboBaHuAa

BcTpoeHHoe MO gna opraHusaunm paboTbl C 3JIEKTPOHHON NOYTOMN,
pe3epBHOro KoNMpoBaHUA gaHHbIX, OopraHnsauum oOMeHHON
MHPPACTPYKTYpPbI, g1 obecnevyeHus paboTbl C IJIEKTPOHHbIMU
AOKYMeHTamMu (Tabnuuamum, npeseHTaunsaMin, TEKCTOBbIMU JOKYMEHTaMMU,
AoKymMeHTamu ¢opmata pdf u gp.)



OCHOBHbIE NMoNb30BaTe I NPOoAYKLINK

roCYAAPCTBEHHbIU CEKTOP

KPYIHbIE KOMMEP4YECKME
KOMNAHUM CIOCYYHACTUEM

OBPA30BATEJIbHbLIU
CEKTOP

MEOULIMHCKUN
CEKTOP

BAHKOBCKUN
CEKTOP
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