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Kop Besonachoctn ———————————————————————— Pea3ynbraTthl 0Orpoca no BMpTyan1saumm
1 cpencTBaM eé 3awmTtbl 2025

Llenb onpoca
U onucaHue BbIOOPKK

OI'IpOC I'IpOBe,EléH C Uenblo nony4yeHus 06BbEeKTUBHOMN KapTUHbI TeKyliero CoOCTtoaH1UA pPbiHKa
BUpPTYyanau3aumm n cpencTts eé 3awuntbl B Poccun. B yCnoBuAaxX akKTUBHOIo nepexona Ha oTe-
YeCTBEHHbIE peleHnd, yCuneHmna perynatopHbiX Tpe6OBaHVIl7I M HeobxooMMocTu MMIMOpPTO-
3aMeLleHmns, Ba)XHO BblSI0 MOHATb, C KAKMMK BbI3OBaMM CTallKMBalOTCA OopraHnsaunn, Kakume
TEXHOJTIO'MN OHU NCNOJTIb3YIOT U K KaKUM peLlleHNAM CKJTOHAITCA B onumxanwen nepcrnexkTmee.

Llenu nccnepoBaHus:

u OuEeHUTb TEMIMbI U FHY6MHy rnepexopa Ha OoTeYeCTBEHHbIE MaTOOPMbl BUpPTYyanmasaumum,
a TakK>Xe BbIACHUTb, Kakne pelleHunsd BOCTpeﬁOBaHbI Ha npakKTuke.

B BbigBUTb 6apbepbl BHEOPEHUSA HOBBIX TEXHOJIOMMIA, TAKNX KakK cpencTea 3awmTbl, NGFW
WUnn open-source peLueHns.

L MoHATb peanbHblie I'IOTpeﬁHOCTVI n oXXxnpaHus opraHusauMﬁ, YTOObl MOMOYb NOCTaBLUM-
KaM 1 nHTerpaTtopaM ToyHee aganTnpoBaTb NPOAYKTbl N CEPBUCHI MO 3aMnpocChbl PpbiHKa.

= CdhopMupoBaTb OCHOBY [AJIA AManora Mexay BCeMU yyacTHUKaMM pbiHKa — BEHAOopaMu,
WHTerpaTopaMu, 3akasunkamu, perynaropamm — C Lienblo pasBuTuA 3penoi, 6esonacHom
N MMNOpPTOHEe3aBMUCMMOMN UT-UHPPACTPYKTYpbI B CTpaHe.

= BbigBUTbL NpegnoyTeHusa U npakTUMku B 06nacTu 3alnTbl BUPTYanbHON UHPPACTPYKTY-
pbl, BKOYasa UCMONb30BaHME CepTUDULNPOBAHHbBIX pelleHni, HanoxeHHbix C3U, NGFW
u uHTerpaummn c OC.

166 36%

CneumnanmcToB U3 pasHbIX oTpacnen CneunanuctoB 13 UT n Tenekom
MPUHANK y4acTue B onpoce MPUHANY y4yacTue B ornpoce
rnpenmyLecTBeHHo U3 T n tenekom

1% 55%

PecnoHpeHTOB paboTaloT B KPYMHbIX PecnoHpeHTOB coBMellaloT
opraHusaumsax (60NbWNHCTBO) oTBeTCTBeHHOCTb 3a T u b

leorpagus oxBatbiBaeT Bclo Pocculio, ¢ npeobnagaHneM MockBbl 1 LLleHTpanbHOro pernoHa. Boibopka
cbanaHcupoBaHa no A0/MKHOCTAM — UHXXEHEPbI U ynpaBneHubl NpeacTasneHbl NPUMEPHO NOPOBHY.
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OCHOBHbIe BbiBOAbI
N MHCaAWUTbI

22%

OpraHmsaumim NPUHANN peleHne
OCTaTbCs Ha 3apyBexHbIX
npogyKTax

68%

CuuTaloT, UTO NoCTaBKa cpeacTB
3awWunThl B Buae obpason

Ha cepTudmumnpoBaHHbix OC
YNPOCTUT BHELPEHUE

50%

OpraHusaumin He BHegpunu
OTOEeNbHbIE CPEeAcTBa 3aWwmThl
BUpPTYyanusaumu

Mait 2025

PbIHOK B aKkTMBHOM (pa3e nepexopa
Ha OTEUYECTBEHHbIE PeLUeHUS

JIwb 22% opraHnsaumm npUHANM pelleHne ocTaTbCs Ha 3apy-
OeXHbIX NPOoAYKTax, OCTafbHbIE Y)Xe B npouecce MUrpaummn unm
Ha cTagum Bbibopa nnaTtdopMbl BUPTYyanm3aummn, 3To 3HaYUT, YTO
CMpOC Ha pOCCUNCKUE cpefbl BUPTyanusauum, NnoaoepxKy n nuH-
Terpaumio pe3ko Bo3pacTaeT. BeHgopaM BaXXHO YCKOPUTL pa3Bu-
TWe NPOoOYKTOB, @ UHTErpaTopamMm — npepnaraTb rOTOBbIE CLEHa-
puu nepexopa.

MpocToTa BHEAPEHUS U FOTOBHOCTb
“n3 KOPOBGKN” — BaXKHbIN KPUTEPUN
Bbl6Gopa C3U

68% pecrnoHOEHTOB CUYMTAIOT, YTO MOCTaBKa CPEACcTB 3aluunTbl
B BMOe ob6pa3oB Ha cepTudunumpoBaHHbix OC (Hanpumep, Astra
Linux) cywecTBeHHO ynpoCcTUT BHegpeHune. 3TO CUrHan: pbIHOK
XXOET roToBbIX PELUEHUN, @ HE CITOXKHbIX MPOEKTOB C MHOXXECTBOM
3TanoB HAaCTPOWKMN.

NMonoBuHa yyacTHUKOB A0 CUX NOp
He UCMOoJIb3YIOT HaJloXXeHHble C3U

MMeHHO 50% opraHmsaumin He BHeApUNU OTAENbHble CpeacTsBa
3aWmTel BUPTYanmsaumn. 3To OQHOBPEMEHHO U TPEBOXHbLIN CUT-
Han, n 6onblas BO3MOXXHOCTb OJ19 BEHOOPOB: eCTb NOoTPebHOCTb
B peLleHnsax, KOTopble Nerko aganTupyioTcad U COOTBETCTBYIOT
TpeboBaHnaM OCTIK Poccun.
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OCHOBHbIe BbiBOAbI
N MHCaAWUTbI

7 6 o/o Be6-uHtepdenc — ctaHgapT ae-pakTo

76% pecnoHOEeHTOB NPeanoYnTaloT yrpasneHue AOCTYNoM yepes

PecrnoHOeHTOB NpeanoyYnTaioT 6paysep. Nonb3oBaTeNbCKUI ONbIT BLIXOAUT Ha MepBbIN MNaH:
yrpaBneH1e 0OCTYNoM yepes CINOXHble MHTePdENChl U KITMEHTCKUE NPUIOXKEHNSA TEPAIOT aKTy-
6paysep aNlbHOCTb.

NGFW B BUpTYyasnbHbIX cpegax —
HefoOLUEeHEHHaA TeXHoNorus

Jlnwb TpeTb pecnoHaeHToB paccMaTpuBaloT NGFW, kak cpencTtso
3alnTbl BUPTYanbHLIX cpeq , U NOYTU CTOJSIbKO Xe HEe 3HAKOMbI
C TakuUM TUMOM peLLleHNit. OTO roBOPUT O HEQOCTAaTOYHOMN OCBe-

PecrnoHpeHTOB paccMaTpuBaioT OOMNEHHOCTU N TpebyeT OT BEHAOPOB U MHTErPAaTOPOB aKTUBHOMO
NGFW, kak cpeacTBo 3aluThbl MPOCBELLEHUSA PbIHKA: Yepes AEMOHCTPAaLMK, NMUNOThI, CLEeHapun
BUPTYasbHbIX cpeq NPUMEHEHUS.
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MMnopTo3amMelleHne

Moutn 80% ONPOLEHHBLIX BbIGUPAIOT MMMOPTO3aMelleHne
(MUrpupoBanu nnm B NpoLecce MUrpauum Ha oTedecTBeH-
Hble peleHuMs No BUpPTyanusauuu), 4YTO MNOATBEPXAAET B bonblyio AOMIO PbiHKa MO-Mpex-

YCTOMYMBLIN TPEH Nepexona Ha OTeYEeCTBEHHbIE NPOOYKThI. HeMy 3aHumaeT VMware. OfHako
MHOrve, 13 BbiGMpaBwnx Vmware,

napannenbHo BbIGUpPanu n otede-
o) CTBEHHble cpefbl, YTO roBopuUT 06
78 /0 aKTMBHOM Mepuoae TECTUPOBAHWS.

B  Hanbonee nonynspHbl oOTeyec-
TBEHHble BMpPTyanusauum ot Opwu-
oH Co¢rT, K AcTtpa n Pep Cogr.

] 10T 11% OMPOLUEHHBIX, YTO FOBOPUT

O TexHonoruyeckom pusepcuodu-
Murpuposanu OcTtaHeMcs KauuMn Ha pbIHKe.

Wnu B Npouecce Ha 3apy6eXXHbIX peLueHnax

MUcnonb3yeMble cpeabl BUpTyanusauuu:

VMware 58%

sk G o

Hyper V e

Apyroe G 5

MK CB «BpecT» G

2Virt B 0%

Pen

BupTtyanusaumsa - 10%

AnbeT o

BupTyanusauunsa - B 11%

Ckana-P ' 2%

Rosa Virtualization | 1%

SpaceVM l 1% 2% 1% 1% 1%

HostVM | 1% - = o=
Hekommepu. He Citrix Veil fopusoHT
BUPTyanus. BblGpanu BC

OpenNebula 0%
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CepTndumkauus

B BOonbWWHCTBO opraHMsauui (65%) rnoka He MCMNONb3yloT CePTUPULNPOBAHHBIE
cpenbl BUpTyannsaunmn, HECMOTPA Ha yCUNMBaloLLLeecs fAaBneHne perynaTtopos.

65%
(o)
35%
o
Oa
B VKpennseTcs TEHOEHUMS Ha CHUXEHWE 3aTpaT pasBEPTbiIBaHUSA MHPPACTPYK-

TYPbl C NOMOLLbBIO NCNOJIb3OBaHUA cepTudpmumpoBaHHom OC B cocTaBe YCTaHO-
BOYHOIO NakeTa.

Het

MoBbicUT NN yao6CcTBO MHTErpauum (ynpocTuT nim BHegpeHue vGate) noctaBka
C3U B BMpe obpasa Ha ceptudpuumpoBaHHom OC (nokynaTtb otaenbHo OC
He noTpebyeTca)?

Oa, Ha OC o

Oa, o
renoc (N 347
Oa,

e (D 2%
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1 cpencTBaM eé 3awmTtbl 2025

Hano)xeHHbie C3U

AyD,I/ITOpI/IFl pas3gennnacb nonojiaM Mexay TeMn, KoMy HY>XHO BBOOWUTb O,0MO0JI-
HUTENbHbIE CpencTBa 3alWlnTbl BUPTYyanm3auun, n TeMmn, KTo NCrnosib3yeT BCTPO-

50/50

bonblwe pecrnoHAeHTOB BUAAT LLEHHOCTb HaNOXEHHbIX CPeaCTB B TOM, YTOObI
Mcnonb3oBaTb NX KaK CpencTBo 3alinTbl OT HECaHKLMOHNPOBAHHOIO AoCTtyna.
Kak MexceTeBomn 3kpaH UX UCMONb3YIOT pexe.

Kak cpencTBo 3almThbl OT

o,
pocTtyna

36%

Kak MeXceTeBoi akpaH

Opyroe | 1% LLnA COOTBETCTBUSA TPeBOBaHNAM PerynsTopos

HanoxeHHble cpencTsa UCMNOSb3YIOTCH U C CepPTUDULMPOBAHHBIMU CPedaMM,
N C HecepTUOUUMPOBaAHHBIMMU.

Mcnonb3yeTe nn Bbl
HaNno)XXeHHble CpeACcTBa 3alUThbl

BUpTYyanusaummn?

ha Het Bcero
Mcnonb3yeTe N Bbl BEPCUIO Oa 48% 209 35%
cpepnbl BUpTYyanusauumm,
cepTudULMpoOBaHHYIO HeT % % %
®CTIK Poccun? 02% /8% 63

Bcero 100% 100% 100%
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Cny>x6bl KaTanoros

B [lo-npexHeMy MHorue (89%) ncrnonb3yloT Microsoft AD.

FreelPA . 19%
ALD pro . 16%

Red ADM . 10%
Radius . 8%
B YyTb MeHee 50% 13 BCeX PeCNOHOEHTOB HE NNaHMNPYIOT HUYEro MeHAThb.

B CaMoi nonynapHom cnyx6om, Ha KOTOPYIO OCYLLECTBASIOT Nepexon, ABAseTcs
ALD pro.

s
Red ADM - 19%

FreelPA - 15%

Radius . 10%
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PesynbTaThl onpoca no BUpTyanu3auum

Kop Be3sonacHocTu
1 cpencTBaM eé 3awmTtbl 2025

Pa3BuTHUe CUCTEM 3alUuunThbI
BUpTyanusauuu

[Ana pbiHKa Hanbonee BaXkHO, YTOObI BEHAOPbI B Pa3BUTUU
CUCTEM 3aLUuThbl BUpTyanusauuu genanuv ynop Ha:

™5
«(v)>
z':,)x

3au.w|Ty oTeyeCTBEeHHbIX Nx LueHTpaian3osaHHoOe
cpen ynpaBneHue
) CaMoe HeaKTyalnbHoe
HanpaBfeHue pa3BUTUa —
CooTBeTcTBME TPEeb6OBaHUSM 3awwmTa 06/1auHbIX CEPBUCOB

perynsaTtopos

Mait 2025 9/9






