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1. OO0wmue moJ1oKeHUus

Hacrosmuii gokymeHT paspabotan bankom Poccun u mnpegHasHayeH —Jyist
OpraHu3alvid, OCYIIECTBISAIONIUX B COOTBETCTBUHM C 3aKOHOJATEIILCTBOM Poccuiickoit
@enepand  pabOThl MO CO3JAAHUI0 MPUKIAJHOIO MPOrpaMMHOrO  oOecreyeHus
ABTOMATHU3MPOBAHHBIX CUCTEM M MPUIIOKEHHUN KPEAUTHBIX OpPraHU3alMil U HEKPEAUTHBIX
(MHAHCOBBIX OpraHu3alMil (Janee — pa3pabOTUMKH), 3asIBUTENEN Ha OCYIIECTBICHUE
cepTUPUKALUA TPOAYKIIUU (mamee — 3agBUTENM), a TaKXKe JJs OPraHoB IO
cepTUPUKAIUKA, HCIBITATENIbHBIX JIA0OpaTOpUil M  OpraHu3alyii, CcaMOCTOSTEIHHO
IPOBOJISIINX OIIEHKY COOTBETCTBUS (Jjaie€ — OIEHIIUK), BBIMOJHSIOMUX paboThl IO
cepTuGUKAIUKA TPUKIATHOTO MTPOTPAMMHOTO 00ECTICUCHHsI aBTOMATU3UPOBAHHBIX CUCTEM
U TIPWIOKEHUN KPEAUTHBIX OPTaHU3AIMK M HEKPEAUTHBIX (DMHAHCOBBIX OpraHU3allii Ha
COOTBETCTBHE TPEOOBaHUSAM MO 0O€30MacHOCTH MH(OpPMAIUU, BKIIOYAs TPEOOBAHUS TIO
AHAIIN3Y YSA3BUMOCTEN U KOHTPOJIIO OTCYTCTBUS HEACKIAPUPOBAHHBIX BO3MOKHOCTEN .

[Ipodunp 3aUUThl YYUTHIBAET MOJOKEHUS HAIMOHATIBHBIX CTaHIapTOB Poccuiickoii
®enepaunu 'OCT P UCO/MBK 15408 «MupopmannoHHas TexHonorus. Meroasl u
cpeactBa  oOecrneueHusi  Oe3zomacHoctd.  Kpurtepuu  omeHKM — 0€30MacHOCTH
uHpopmanmonneix TexHosorui», 'OCT P 57580.1-2017 «be3zomacHOCTh (pMHAHCOBBIX
(OankoBckux) onepanuii. 3ammurta WHPopMauu (UHAHCOBBIX oOpraHuzanuil. ba3oBblil
COCTaB OPraHU3aLMOHHBIX U TEXHUUECKUX MEp», MeXrocyaapctseHHoro ctanaapra [OCT
34.603-92 «MudopmarionHasl TeXHOJOTHA. Bujbl HWCHbITaHUN aBTOMATHU3WPOBAHHBIX
cuctem», a Takke Pexomenmanum B oOiactu cranpaptusanuu banka Poccum PC BP
NBbC-2.6-2014 «Obecnieuenne HWHPOPMAINMOHHON  OE30MaCHOCTH  OpTraHHU3aIUN
OankoBckol cuctembl Poccuiickoit ®eneparuu. OOecniedeHne WHOOPMAITMOHHON
0e30macHOCTH Ha CTafusX >KU3HCHHOTO IIMKJIa aBTOMAaTHU3MPOBAHHBIX OaHKOBCKHX
cucrem», TtpeboBanus Ilomoxenus banka Poccum ot 09.06.2012 Ne 382-I1 «O
TpeOOBaHUAX K OOECMEUEHUIO 3allUThl MH(OpPMAIMKU TPU OCYIICCTBICHUM TEPEBOJOB
JNEHEXKHBIX CpPEICTB M O TMopsiake ocyuiecTBieHuss bankom Poccum koHTpons 3a
coOmroieHneM TpeOOBaHUU K 00€CIEeUEHUI0 3allUThl MHPOPMalUU TPU OCYIIECTBICHUN
nepeBoioB AeHexHbIX cpeAcTB» (¢ 01.01.2022 ITonoxxenue banka Poccun ot 04.06.2020
Ne 719-IT «O tpeboBaHuUsIX K 00€ClEeUEHUIO 3alUThl HH(OOPMAIIMU TIPU OCYIIECTBICHUU
NEPEBOJIOB JIEHEKHBIX CPEJICTB U O MOpsiIKe ocyuiecTBieHus: bankom Poccun koHTposs 3a
coOmro/ieHneM TpeOoBaHUU K 00ECIEeYEeHHUI0 3allUThl UHPOPMALMK MPU OCYIIECTBICHUU
NIEPEBOJIOB JICHS)KHBIX cpeacTBy»), [lomoxkenuss banka Poccum ot 17.04.2019 Ne 683-I1
«O0 yCTaHOBJIEHHHM OO0S3aTENbHBIX JJI KPEAUTHBIX OpraHU3alMil TpeOoBaHUN K
o0ecreueHunto 3amuThl HTHHOPMAIIMK TPU OCYIIECTBICHUN OaHKOBCKOHM JESITEIbHOCTH B
LEJSIX MPOTUBOJAEHCTBHS OCYIIECTBIIEHUIO MEPEBOJOB JIEHEKHBIX CPEACTB 0€3 corjacus
kaueHta», llomoxenus banka Poccum ot 20.04.2021 Neo 757-I1 «O6 ycraHoBieHUU
00s13aTeTbHBIX AJIS1 HEKPEAUTHBIX (DMHAHCOBBIX OpPTaHM3alNi TpeOOBaHUI K 00€CIEUeHUIO
3alMThl UHPOPMALIUK TIPU OCYIIECTBIECHUU ACSITENBHOCTU B cepe (PMHAHCOBBIX PHIHKOB
B LIEJIAX MPOTUBOJACUCTBUS OCYIIECTBICHUIO HE3aKOHHBIX (PMHAHCOBBIX OIEpaluii», WHbBIX
HOpPMAaTHUBHBIX aKTOB baHka Poccuu, ycTaHaBiauBarolUX TpPeOOBaHHS K OOECIEYEHUIO



3amMThl UHGOPMAIMU JJI1 KPEAUTHBIX OpraHu3aluii M HEKPEAUTHBIX (HHAHCOBBIX
OpraHHU3aIUi.



2. Baenenue npoguis 3alIUTHI

JlanHbiil paznen conepxut uHpopManuio odmiero xapakrepa. [loapasnen «CrpaBka
pOo(HIIA 3aIUTHDY CONEPKUT UACHTH(PUKAIIMOHHBIE CBEJICHUS O TPOQuIIe 3aIHTHI (Jaee
— I13), koTOpBIe BKIIOYAIOT 0003HAYCHUE W OMHUCATENbHYI0 HH(POpMAIH0, HEOOXOUMYIO
s unentugukanuu [13 u o6bvekra onenku (manee — OO), K KOTOPOMY OH OTHOCHUTCHI.
[Toapa3znen «AHHOTaUUsA 0OBEKTA OLEHKW» COJAEPKUT KPATKOE ONMHUCAHHUE MCIIOJIb30BaHUS
OO u ero 0CHOBHbBIE XapaKTEPUCTUKU OE30MaCHOCTH.

2.1.CnpaBka npo¢uis 3a1HUThI

Haumenosanue I13: [Ipodunp  3amuTBl  TPUKIATHOTO  MPOTPAMMHOTO
oOecrieyeHusi  aBTOMATU3UPOBAaHHBIX  CUCTEM U
IPWIOKEHUN KPEAUTHBIX OpraHU3alil 1 HEKPEIUTHBIX
(MHAHCOBBIX OpraHu3aluil.

Tun I10: [Tpukiiagnoe IIPOrPpaMMHOE obecrieueHue
aBTOMATHU3UPOBAHHBIX  CUCTEM M TNPWIOKECHUH
KPEJIUTHBIX OpPTaHU3alMi U HEKPEAUTHBIX (PMHAHCOBBIX

OpraHu3aIuu.
Bepcusa I13: Bepcus 1.0.
Ooo3nauenue I13: UT. 10 AC ®O.IT3.
Hoenmugpukayua 00: | Ilpuknagnoe POTrpaMMHOE obecrnieueHue

ABTOMATU3UPOBAHHBIX CUCTEM u MIPUIOKEHUMN
KPEJIUTHBIX OpPTaHU3ali U HEKPEAUTHBIX (PMHAHCOBBIX
OpTraHU3aIUN.

Ypoeenwv oosepus: OreHouHblil ypoBeHb aoBepust 4 (OY]14), ycunenmnwiil
komnonenmamu ADV IMP.2 «llonnoe omobpadicenue
npeocmasnenus  peanusayuu  DPbOy», ALC FLR.2
«IIpoyedypwi cooowenuil 0 HeO00CmamKaxy,
AVA VAN.5 «Ycuneunviii memoouyeckuti aHaiuzy,
pacwupennviii  komnonenmamu — ADV _IMP EXT.3
«Peanuzayus OO», ALC FPU EXT.1 «llpoyedypul
00HO8IeH s NPOSPAMMHO20 obecneyenusy,
ALC LCD EXT.3 «Onpedenennvie pa3zpabomyuxom
cpoku  noodeposckuy, AMA SIA EXT.3  «Ananus
GIUAHUS ~ OOHOBNEHUlT  Ha  0Ee30nacHocmvy U
AVA CCA_EXT.1 «Ananu3z cKpvlmuvlx KaHAn08).

Hoenmugukayusn: Hopmarusnsie aktel banka Poccun, ycranasnusaromue
TpeOoBaHUS K 00CCIICUCHUIO 3aIUTHl HH(POPMAITUN JIJIs
KPEJUTHBIX OpTraHu3aIil 1 HEKPETUTHBIX (PUHAHCOBBIX




OpraHu3aIui:

[Tonoxenne banka Poccuu ot 09.06.2012 Ne 382-IT «O
TpeOOBaHMUIX K OOECIEUYCHMIO 3alluThl HWH(OpMaIUu
IIPU OCYIIECTBICHUH TMEPEBOJIOB JCHEKHBIX CPEICTB U
0 mopsAake ocyuectBieHus bankom Poccuu KOHTpoOs
3a coONtoIeHreM TpeOOBaHUM K 00ECIICUCHHIO 3aIUThI
uHQOpMAIlMM  TIPU  OCYIIECTBICHUH  TICPEBOJIOB
JICHEKHBIX CPEJICTBY,

[Tonoxxenue banka Poccuu ot 17.04.2019 Ne 683-I1
«O0 ycTaHOBIEHUM OOS3aTENBbHBIX I KPEIUTHBIX
opraHu3anuii TpeOOBaHUN K OOCCICUYCHHIO 3alllUThI
uHQOpMaIlMM TP OCYIIECTBICHUH OAHKOBCKOM
JESITENILHOCTH B LIEJIAX MIPOTUBOACHCTBHS
OCYIIECTBJIICHUIO TIEPEBOJIOB JICHSKHBIX CpEICTB 03
COrjacus KJIMEHTay,

[Tonoxenue banka Poccum ot 17.04.2019 Ne 684-I1
«O0 ycCTaHOBIEHUHU OOS3aTENbHBIX AJII HEKPEIUTHBIX
(bMHAHCOBBIX OpraHu3alui TpeOOBaHMI K
o0ecreyeHuto 3aIUTHI uHbOpMaIuu npu
OCYUIECTBJICHUM JIEATEIBHOCTH B cdepe (HUHAHCOBBIX
PBIHKOB B IIENSX MPOTHUBOACUCTBUSA OCYIIECTBICHUIO
HE3aKOHHBIX ()MHAHCOBBIX ONEPAIIHiD,

[Tonoxxenne banka Poccum ot 09.01.2019 Ne 672-I1
«O TpeboBaHMIX K 3alIUTe MH(DOPMAIMU B TUIATEKHON
cucteMe banka Poccuny;

Pexomennaniuun B oOnacTu craHaapTu3anuu  baHka
Poccuu PC BP WBBC-2.6-2014 «OOecneueHue
nH(pOpPMAITMOHHOM 0e30MmacHOCTH Opra"u3anui
OankoBckoM  cucteMbl  Poccuiickori ~ dexpeparuu.
Obecnieuenne wWHGOPMAIMOHHONW 0€30MacHOCTH  Ha
CTaUsIX >KU3HEHHOTO IHMKJIAa aBTOMAaTHU3UPOBAHHBIX
OAHKOBCKHX CHCTEM),

['OCT P 57580.1-2017. «be3onacHocTh (PUHAHCOBBIX
(OaHkoBCcKMX)  omepanuii. 3amura  UHGOPMAIUH
(MHAHCOBBIX OpraHu3alyi. bazoBeb1it COCTaB
OpPraHU3alMOHHBIX U TEXHHYECCKUX MEP»,

'OCT P MHCO/MBK 15408 «Hupopmanmronnas
TexHoJorusd. MeTtonpl u  cpeacTtBa  oOecreyeHus
OezonacHoctd. Kputepum oueHku 06e30macHOCTH
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UH(POPMAITMOHHBIX TEXHOIOTHID,

I'OCT 34.603-92 «HuadopmanmoHHas TEXHOJIOTHS.
Bunbl uctipITaHMif aBTOMAaTU3UPOBAHHBIX CHCTEM.

Knroueewie cnosa:

[Iporpammuoe oOecrieueHne, aBTOMATU3MPOBAHHBIC
CUCTEMbl U TPUIIOKEHUSI KPEAUTHBIX OpPTraHu3aluil u
HEKpPEIUTHBIX (PMHAHCOBBIX opranmu3anuii, OV J14.
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2.2. TepMuHBI U ONIpeeIeHUSA

AJAMUHHCTPATOP CyObekT JocTynma M3  COCTaBa  AKCIUIyaTallMOHHOTO

110 IIEPCOHAJIA,  YIIOJJHOMOYEHHBIM  BBINOJHATE  HEKOTOPBIE
neiictBus no agMuHuctpupoBanuto [IIIO  (umeromuit
aIMUHUCTPATUBHBIE TOJIHOMOYMS]) B COOTBETCTBHUH C
YCTaHOBIICHHOM pOJIbI0 U TPeOyeMbIMU TNPUBHIIETUSIMU B
OPUKJIAJHOM MPOrpaMMHOM  OOecreYeHUH (PUHAHCOBOM
opraHuzanuu u obecneunBaronmx komrnonentax AC Ha
BBINOJIHEHUE 3TUX JICVCTBHM.

AJIMHHUCTPATOP CyOnekT JIOCTYyTIA, OTBETCTBEHHBIN 3a 3aIIUATY

0e30MacHOCTH ABTOMATU3WPOBAHHOW CUCTEMBI OT HECAHKIIMOHUPOBAHHOTO
Joctyna K UMH(OpManuu, Ha KOTOPOTO  BO3JIOKEHBI
00s3aHHOCTH MO0 MOHUTOPUHTY Wb M KOHTPOJIIO 3allUTHBIX
Mep, ayAuTy IMpaB U KOHTPOJIO JCHCTBUI MOJIb30BATENECH U
AKCIUIYaTUPYIOILIET0 NepCoHaIa.

Be3onacublii Tepmuaom DevSecOps o6o3HayaeTcss UK pa3pabOTKH

KMU3HEHHBIN LUK MPOrpaMMHOr0 OOECIIEYEHHs] C HEMPEPBIBHONW MOCTABKOH, B

pa3padorku 1O KOTOpOM  0co00oe  BHHUMaHUE  YyJACNSIeTCS  BOIpocaMm

(DevSecOps) oOecrieueHust THOOPMAITMOHHONW O€30MTaCHOCTH.

/loBepeHHBIH [Iponykr UT, otnuunbidi ot OO, 1 KOTOPOTrO HMMEKOTCS

npoaykt UT cBOM (YyHKUHMOHAIbHBIE TpPEOOBAHUS, OPraHU3ALMOHHO
ckoopauHupoBanHele ¢ OO, W  KOTOpBIA,  Kak
npeanoiaraerTcs, peaau3yeT CcBOM  (YHKIIMOHAJIbHBIE
TpeOOBaHUSI KOPPEKTHO.

3ananue no 3aBUCHMOE OT peaiu3alud H3JI0KEHHE MNOTpeOHOCTEe B

o0ezonacnoctu (3b)

0e30macHOCTH TUTSL MIPUKJIIAHOTO IPOrPaAMMHOTO
oOecreyeHus: U NPUI0KEHUI (PUHAHCOBBIX OpraHU3aLIHi.

3ammmaemas
uHpopMan s

Nudopmarus, sBisgmioniascs MNpeaIMeToM COOCTBEHHOCTH U
MOJJIe)KAIasi 3alluTe B COOTBETCTBHH C TpeOOBaHHUSAMU
JICVCTBYIOIIETO 3aKOHOAATENbCTBA Poccuiickon denepanuu
WM TpeOOBaHHUSAMHU, YCTaHABIMBAEMBIMU COOCTBEHHHKOM
nHpopmaruu. [1Ipy 3TOM HECAaHKITMOHUPOBAHHOE PACKPHITHE,
MOIU(DHUKAIIAS WM COKPBITHE TaKOW HH(POpMAIMU MOXKET
MOBJICYb YOBITKM COOCTBEHHUKA MH(POPMAIIHH.

Komanaa 6e3omacHoi

paspadorku I1O
(komaHga

Komanpa mojet, y4acTBYIOIIHMX B peaqu3anuu 0€301macHOTo
xku3HeHHoro 1mkia OO. Bxiaouaer yd4acTHUKOB €
HEOOXOIUMBIMU KOMIIETCHIIMSIMUA, B TOM 4HCJIE B 00JIacTH
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DevSecOps) 0€30M1aCHOCTH MPUKIIATHOIO MPOrpaMMHOI0 OOECeueHus: U
NPUHIMIIOB 0€30MacHON pa3paboTKu
Kparkasn Onucanue B 3b Toro, kak OO ynosnersopsier OTh.

cneuupurkanus OO
(KCO)

Oo0ecnneuuBaronnue
KOMIIOHEHTBI AC

KoMmmnonenTsl obOecnieunBaroiieil cpepl GyHKIHMOHUPOBAHUS
IPUKJIIATHOTO IPOrpaMMHOTO oOecrieueHus
ABTOMATU3UPOBAHHBIX CHUCTEM U MPUIIOKEHUM (PUHAHCOBBIX
OpraHM3alll, a TAK)KE BCETO allapaTHOro, IPOrpaMMHOTO U
IpOrpaMMHO-AIIIaPATHOTO OOecleueHusi, B TOM 4YHUCIIE
CUCTEMHOE IPOrPaMMHOE obecnieueHue, CpelcTBa
BBIUMCIIUTEIbHONU TEXHUKH, CPEJICTBA 3aLIUThl HHPOPMAIUH.

O0bexT 10cTYNA

B Hacrosimem JOKymMeHTe oA OOBEKTOM  J0OCTyna
IIOHMMAETCSL Pecypc AOCTYNa — OOBEKT, IPEICTaBIISIFOIINN
co0boii COBOKYITHOCTb uH(popMauu IIPUKJIAHOTO
IPOrpaMMHOTO OOECreYeHUs] aBTOMATU3UPOBAHHBIX CHCTEM
U TIPUIIOKEHUHM (PUHAHCOBBIX OpraHU3aLUM.

O0bexT onenku (00)

[ITIO  aBTOMATHU3UPOBAHHBIX
(UHAHCOBBIX  OpraHu3aluii,
OCYILECTBIICHUSA (uHAHCOBBIX olnepanui, "
NOAJNEPKUBAIOIIAA  €ro  JOKYMEHTAlUsA, BBICTYNAIOLINE
OPOAYKTOM Uil OuleHKH. COBOKYNHOCTh IIPOrPAMMHOIO,
IIPOrpaMMHO-AIIAPATHOTO u/unu aIrapaTHoOro
o0ecrniedeHus, BO3MOKHO, COIPOBOXK1aeMasi pyKOBOJICTBAMHU.

CUCTEM U  IPUIIOKECHUN
IIPEIHA3HAYECHHBIX  JUIA

Ioas3oBarean IO

CyObekT mocTyma, B TOM 4YHCJIE KIHWEHT (PUHAHCOBOM
OpraHu3alliH, OCYIIECTBISIONINI JOCTYH K 00BEKTY JTOCTyTa
c LEJIBIO HCMOJIb30BAHUSA (bUHAHCOBBIX YCIYT,
MPEIOCTaBIICMbIX  HMH(POPMAIMOHHON  HWH(PPACTPYKTYpOI
¢bunancoBoil opranuzanuu. llonb3oBarens IO He umeer
aIMUHUCTPATUBHBIX MTOJTHOMOYHUM.

IHoan3oBarelib

CyObekT pmoctyma, kotopomy B coorBerctBuun ¢ DTh
pa3penieHo BITOIHATh HEKOTOPhIE EHCTBUS (OTepalyun) 1mo
aagmuHucTpupoBanuto [MI1O wmm oOpabotke mHbOpMaIu B
[1ITO.

IIpaBa Jioruyeckoro
AOCTYyIA

HaGop  nmeiicTBuii, pa3pemieHHBIX [JI1  BBINOJTHEHUS
CyOBeKTOM  JocTyma HaJg  OOBEKTOM  JOoCTyma ¢
HCIIOJIb30BaHNUEM COOTBETCTBYIOIIEH YUETHOM 3aIMCH.
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Ipoduis 3amUTHI
(113)

HezaBucuMoe OT peanusanuy HM3JI0XKEHHE MOTPEOHOCTEH B
0e3omacHOCTH TUTST MPUKIIATHOTO MPOrPaMMHOTO
oOecrieueHus: U MPUIOKEHUN (UHAHCOBBIX OpTraHU3aIIHiA.

Poan

3apaHee omnpeneNieHHas COBOKYIHOCTh (YHKIMA M 3aj1ad
cyOBeKTa A0cTyna, JUisl BBIIOJHEHUS KOTOPBIX HEOOXOAUM
OIpeeIeHHBIN HAOOP MpaB JIOTHYECKOTO T0CTYIIA.

Cy0bekT nocryna

PaGoTHuk (QuHAHCOBOW OpraHu3aldd WIA WHOE JIUIO

(KueHT, noTpeOuTENh yCHyT), OCYIIECTBIISIFOILNI
buzndyeckuit U (WIM)  JOTMYECKUH  JOCTYI, WU
MPOrPaMMHBIN  CEPBUC, OCYILIECCTBISIONIMNA  JIOTUYECKUHI
JOCTYII.

TpeOoBanus 1oBepus
K 0e301macHOCTH

TpeGoBanus k  obecneuenuto  Oe3zomacHoctd  OO:
TpeOOBaHMs, OOECICUYNBAININE YBEPECHHOCTh B TOM, YTO

(TAb) MPUKJIAIHOE MPOTrpaMMHOE obecricucHUE
aBTOMATH3UPOBAHHOM CUCTEMBI U MPHIIOKEHUH (PMHAHCOBBIX
OpraHHU3alui COOTBETCTBYET (GYHKITMOHATBHBIM
TpeOOBaHUAM OE€30MaCHOCTH.

dunaHcoBast Kpenutnass opranuzamuss W HeKpeAuTHas (UHAHCOBas

OpraHu3amnus OpraHu3alus.

DyHKUUA

ooecnneuenusa Ub

PeanuzoBanHas QpyHKIIMOHATIbHAS BO3MOYKHOCTh OJHOTO WJIU
HECKOJIBKHX KOMIIOHEHTOB MPHUKJIAJHOTO MPOrPaMMHOIO
oOecrieyeHus aBTOMaTU3UPOBAHHON CUCTEMBI M TIPUIIOKEHHIM
(MHAHCOBBIX OpraHu3alMii, cBsi3aHHas ¢ ooecnieuenuem Ub.

DOYHKIUOHAJBbHOE
TpedoBaHue
0ezonacHoctu (PThH)

TpeboBanue K ocyulectBieHuo Oe3onacHoctu  OO:
TpeboBanuss kK GyHKIUAM oOecrieueHuss WHGOPMAIMOHHON
0€30MacHOCTH MPHUKIATHOTO TMPOTPAMMHOTO OOECTIeUeHus
aBTOMATU3UPOBAHHON CUCTEMBI M TIPHIIOKCHUH (DMHAHCOBBIX
OpraHU3aIuu.

DOYyHKIHUOHAJIbHbIE
BO3MOKHOCTH
0ezonmacuoctu OO
(®PBO)

COBOKYIHOCTh  (DYHKIIMOHAJILHBIX BO3MOXXHOCTEH BCETO
armapaTHOro, MPOrpaMMHOTO M MPOrPAMMHO-AMNIAPATHOTO
obecrnieuenuss OO, KOTOpbIE HEOOXOUMO MCIOJB30BaTh IS
KoppekTHOHM peanu3zaunu OTh.

JKCIIyaTAUOHHBIN
NepcoHal

CyOBeKT nocTyna, B TOM YHCJIE MPEICTaBUTEIb MOAPSIHON
OpraHu3allii, KOTOPBIM pemaer 3afgayu  obOecredeHus
dKCIUTyaTanud W (WIu) aJIMUHUCTPUPOBAHHUS OOBEKTA
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JOCTyma, sl KOTOPOrO HEOOXOAMMO OCYIIECTBICHHE
JOTUYECKOTO JIOCTyMa, BKJIOYas 3a/layd, CBS3aHHBIC C
SKCIUTyaTalel ¥ aAMUHUCTPUPOBAHUEM TEXHUYECKUX MEP
3amuThl HHOPMAIIHH.
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2.3. AHHOTAUA 00HLEeKTA OL[EHKH

2.3.1. Ucnojib30BaHHe H OCHOBHBIE (l)yHK]_[l/IOHa.]ILHbIe BO3MOKHOCTH 0€30I1aCHOCTH
00

Hacrosmuit II3 ompenemsier TpeboBanust Oe3zomacHoctn k  OO. Ha OO
oOpabaTtbIBaeTCs 3amuinaeMas HHGpopMaIus Ha ydacTKaxX, UCTIOJIb3yeMbIX JIJIs Mepeiaun u
npreMa IEePBHYHBIX JOKYMEHTOB (COACPIKAIIMXCA B DJICKTPOHHBIX COOOIIECHUAX) K
WCIIOJIHCHUIO B aBTOMATU3UPOBAHHBIX CHCTEMax W IMPUIIOKEHHUSIX C HCIOJb30BAHUEM
WH()OPMAIIMOHHO-TEICKOMMYHUKAIMOHHON ~ cetn  «MHTepHeT»  (maslee —  ceTh
«HTEepHET?).

OO  mpencraBnsieT  coOOM  MPUKIANHOE  MPOTpaMMHOE  OOECICUCHHE,
NPEIOCTaBIsAEMOE TMOCTABIIMKOM WM pa3pabOTYMKOM, KOTOPOE HCHONB3YyeTCs IS
IIPEIOCTaBICHUS KIIMEHTaM (DMHAHCOBBIX OPTaHU3AIMKA CEPBHCOB M JTOCTYIIA KIMEHTAM K
yCIIyraMm TUCTAHIIMOHHOTO O0CTY>KUBAHHUS.

OO pa3memaeTcss Ha TEXHOJIOIMYECKUX YYacCTKaxX INepefadyu W Mpuema NEPBUYHBIX
JOKYMEHTOB (COJIEpIKAIIUXCS B DJICKTPOHHBIX COOOIIEHHSIX) K MCIOJHCHUIO (PUHAHCOBOM
OpraHM3alyen ¢ UCIOJIb30BaHUEM ceTH «VIHTEepHETY.

[Ipu sTom OO:

- YCTaHAaBJIMBAECTCA B W30JMPOBAHHOM CETMEHTE CETH, CONPSIKEHHOM C CEThIO
«aTepHer», Ha UHPpACTPyKType (PUHAHCOBOW OpraHU3allMd, BXOJUT B COCTaB
ABTOMATU3UPOBAHHON CHUCTEMBbI (PUHAHCOBOW OpTraHHW3alldd W B3aUMOJCHCTBYET C
00eCreuynBaOIIMMH  KOMIIOHEHTAMH aBTOMATU3UPOBAaHHBIX cucTeM ((ppoHT-0dHcHOE

CIIO);

- YCTaHaBJIMBAETCS Ha OTJEIbHOM YCTPOMCTBE WJIM KOMIOHEHTE MH(PPACTPYKTYpPhI
KJIMeHTa (MHAHCOBOM OpraHu3alvd, CONPSIKEHHOM C ceTbhlo «VHTepHEeT», B KauyecTBe
IPUKJIaJHOTO POrpaMMHOTro o0ecreueHus — npuioxkenus (kimuentckoe [1110).

OyHkuoHaNbHbIe TpeOoBaHusa OezonacHocTH (DPTDH), BKIIOUYEHHbIE B HACTOSIIUN
[13, obecnieunBarOT UCKIIOYEHHE BOBHUKHOBEHUSI TUIIOBBIX HEJJOCTATKOB MPHU pealn3aluu
TpeOOBaHMI K NPUKIAJAHOMY MPOrpaMMHOMY OOECHEUYEeHHIO aBTOMATU3UPOBAHHBIX
CUCTEM M TPWIOKEHHN (UHAHCOBBIX OpraHU3AlMM, CO3JAIOLUX YCIOBUS A
BO3HUKHOBEHUS HEJIOIIYCTUMBIX PUCKOB IIPH DKCILTyaTallii aBTOMaTU3UPOBAHHBIX CUCTEM
(dbuHAHCOBOI OpraHU3aIvu.

Cocrap ®Tb, BrmoueHHBIXx B Hacrosmui [I3, obOecmeuuBaeTr clieayromue
¢ynkronanpabIe Bo3MokHocTH OO:

®  3AIUTY TOJIb30BATEJIbCKUX JAHHBIX (OTpaHUYEHUE JOCTyMma K amnmapaTHBIM
pecypcam 1aTGOpPMBbI, XpaHWIWILAM 3allyiiaeMoi HHGOPMAIUU, CETEBBIM
KOMMYHHKAIIHIM);
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yhnpaBjieHHe Oe30MacHOCThIO (UCIOJIb30BAaHUE MEXAHU3MOB KOHQUIYypaluH,
oTpesieNieHHe MapaMeTpoB KOH(GUTYpaluH M0 YMOIYaHUIO, Ha3HaueHue (QyHKUIUN
YIPABIICHHUS );

3alIUTy NEePCOHATBHON UJIEHTU(DHUKATMOHHON HHPOpMaLIUK;

3amuTy  GyHkumid  OezomacHoctd OO (orpaHMYEHHE  MCIOJB30BaHUS
MOJIZICPKUBAEMBIX CEPBHUCOB, TPOTHBOJCHCTBUE HCIIOJIB30BAHUIO YSI3BUMOCTEH
Oe3omacHOCTH, oOOecreYeHne IMEeJOCTHOCTH TIPU YCTaHOBKE H OOHOBIICHUH,
OTpaHUYCHHE MCIIOJIH30BAHNS CTOPOHHUX OMOINOTEK);

HCIIOJIB30BAHUC JOBCPCHHOTO HYTI/I/ KaHalla repcaadn JaHHbIX.
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dyHKIMOHANBbHBIE TpeboBanus Oe3omnacHocTr it OO BbIpaXEHBI HAa OCHOBE
KOMITOHCHTOB TpeOOBaHMUI M3 HaIlMOHAJIBHOTO ctanmaapta Poccuiickoit denepanmu 'OCT
P UCO/MDK 15408-2-2013 «MudpopmanmonHas TexHoigorus. MeToasl U CpeacTBa
obecricueHuss Oe3omacHocTH. Kpurepum oreHku 0Oe30macHOCTH  MHOOPMAIMOHHBIX
TexHosioruid. Yacte 2. OyHKIMOHATBHBIE KOMIIOHEHThI 0€30MacHOCTU» M CHEHUAIbHBIX
(paclIupeHHbIX) KOMIIOHEHTOB.

TpebGoBanusa nosepus k 6e3onacHoctr OO BKIIIOYAKOT OLICHOYHBIM YPOBEHb J10BEpUS
4 (0OY4) cormacuo I'OCT P MCO/M3BK 15408-3-2013 «HMupopmanmoHHass TEXHOJIOTHS.
Metonsl U cpenctBa obOecrieueHus Oe3omacHOCTH. Kputepuum oreHku 0€30mMacHOCTH
uHpopManmoHHeix TexHosoruil. Yacte 3. KommoHeHThI noBepusi Kk 0€30MacHOCTHY,
yCUJICHHBIN AonojgHuTeNbHbIME KoMIoHeHTamMu 3 ['OCT P NCO/MBK 15408-3-2013, a
TaK)K€ PACIIMPEHHBIM KOMIIOHEHTaMH, OIPEACICHHBIMU B SIBHOM BHje. KOMIIOHEHTHI
TpeOOBaHMIT TOBEPHS YUUTHIBAIOT MOJIOKEHUST Pexomenaanuii B 06J1acT cTaHIapTU3aluu
banka Poccun PC BP MBBC-2.6-2014 «Obecneyenne nHpOpMaIMOHHOW 0€30MacHOCTH
opraHuzanmii  O0aHKOBCKOM  cuctembl  Poccuiickoit ~ ®eneparuu.  ObecneueHnue
uH(GOPMAITMOHHON O€30MacHOCTH Ha CTaausAX JKU3HEHHOTO IMKJIA aBTOMATHU3UPOBAHHBIX
OaHKOBCKHX CHCTEMY.

2.3.2. Tun 00beKTa OLeHKH

[IpuknagHoe mnporpaMMHOE OOECHEYeHHE ABTOMATH3UPOBAHHBIX CHUCTEM U
npuiokeHuil puHancoBbix opranuzanuii (IITIIO AC ©O).

CoBMeCTUMBIM OOBEKTOM OIICHKH JUIsi HacTosmero I3 smBiseTcs mnpukiIagHoe
IporpaMMHoe oOeclieueHne aBTOMAaTHU3WPOBAHHBIX CHUCTEM M TPHIIOKCHUN (UHAHCOBBIX
OpraHU3aIlNi, peAHa3HauYCHHOE /I (DYHKIIMOHUPOBAHUS HA CPEICTBAX BHIYUCITMTEIILHON
TEXHUKU OOIIEero Ha3HaueHUs (aBTOMATU3MPOBAHHBIE paboune MeCTa, CEPBEPHI), a TAKKE
Ha MOOUJIBHBIX YCTPOUCTBAX (HOYTOYKH, CMapT(OHBI, IIIAHIIETHI, TeIC(HOHBI U UHBIE).

2.3.3. JlocTynHble aninapaTHble CPeCTBA, IPOrpaMMHOe o0ecrnieuyeHue, IporpaMMHO-
anmnapatHble CpeAcTBa, He Bxoasmue B OO0

B pamkax nactosimiero II3 ammapartHbele cpeactBa, ImporpaMMHoe oOecrnedeHue,
porpaMMHO-anmnapaTHbie cpeacTBa, He Bxoadmue B OO, He paccMaTpUBarOTCs.
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2.4. CorgameHust

Kommiieke HanmoHanbHbIX cTanaaptoB Poccuiickoit denepanuu 'OCT P UCO/MBK
15408 «Mudopmarimonnast Texnonorusi. MeToibl ¥ cpeficTBa obecrieueHusi 6€30MacHOCTH.
Kpurepuu oneHku 0e30MacHOCTH  MH(MOPMAIMOHHBIX  TEXHOJOTHUW»  JOIyCKaeT
BBINOJIHEHHUE OIPEAEICHHBIX ONepaluii HajJ KOMIIOHEHTaMHM TpeOoBaHUI 0€30IacHOCTH.
CootBercTBeHHO B HacrosimeM [13 ucnonb3yroTcs onepauuu «yTOYHEHUE», «BBIOOPY,
«HA3HAYCHUE» U «UTEPALHS.

Jlnst ynoOcTBa BOCHPHSATHS OIEpaIllii «yTOYHEHHE», «BBIOOp», «HA3HAUCHUE» H
«HTepanus» B TeKcTe HacTosmero [13 BeiieIeHbI MOTYKUPHBIM MIPUGPTOM.

Oneparnusi «yTOYHEHUEe» HCIIONb3yeTCs IS 100aBJICHUSI B KOMIIOHEHT TpeOOBaHUM
HEKOTOPBIX TOAPOOHOCTEN (neraneil) M TakuM O00pa3oM OrpaHUYMBACT JUaIa3oH
BO3MOKHOCTEM MO YJIOBIETBOPEHUIO TpeOoBaHMil. Pe3ynbTaT onepanun «yToUYHeHUe» B
HacroseM [13 0603HauaeTcs MOJyKMPHBIM TEKCTOM.

Omnepanus «BbIOOP» HUCIONB3YETCS ISl BBIOOpA OJHOTO MM HECKOJIBKHUX 3JIEMEHTOB
U3 nepeyHs B (popMyJIUpoBKe KOMIIOHEHTa TpeOboBaHuil. Pe3yiabpTaT onepannu «Bb100p» B
HacTosieM [13 o0o3Hauaercs noduepkHymuiM KVPCUBHBIM MEKCHIOM.

Omnepanusi «HaA3HAYEHHME» HCIIOJIB3YETCS ISl MPUCBOCHUS KOHKPETHOTO 3HAYEHUS
paHee HE KOHKPETU3UPOBAHHOMY IapamMeTpy B KOMIOHEHTe TpeOoBaHuil. Oneparius
«Ha3HaYeHMe» O0OO03HAYAETCS 3aKIIOUYEHHWEM TPHUCBOCHHOTO 3HAYCHUS TIapaMerpa B
KBaJ[paTHbIC CKOOKH, [Ha3HavyaeMoe (MPUCBOCHHOE) 3HAUCHHE MapaMeTpa].

Ornepanus «uTepanus UCIOJIb3yETCs I BRIPAXKEHUS IBYX WA OoJiee TpeOOBaHMI
0e30macHOCTH Ha OCHOBE OJHOTO KOMIIOHEHTa TpeOOBaHHWI OE€30MacHOCTH, TPH 3TOM
OCYILIECTBIISIFOTCSI Pa3UYHbIE BAPUAHTHI BBIMOJHEHUS APYTUX ONepanuil («yTOYHEHUE»,
«BBIOOP» U (WJIM) «HA3HAYEHUE») HAJ 3TUM KOMIIOHEHTOM.

B TII3 wucnonb3yloTcs KOMIOHEHTHI TpeOOBaHUU O€30MaCHOCTH, BKJIOYAIOIINE
YaCTUYHO BBIMOJTHEHHBIC OTNEpaliil «HA3HAYeHUe», «BbIOOP» H TpEanoJiararoline
3aBepiieHne onepanuii B 3b. B JaHHBIX KOMIOHEHTaX HE3aBEPIICHHAs YacTh OTEpalluu
«HA3HAYeHHe» 0003HAYACTCS KaK [HA3HAYEHWeE. 001acmb Npeonoiazaemvlx 3Hau4eHull,
YacTh OIepalii «BbIOOP» 0003HAYaeTcs Kak [BBIOOP: ob6nacmv npeononazaemuix
3Hauenull 6b100pal.

B I13 Bxitouen psig TpeboBaHuil 6€30MacHOCTH, CHOPMYIUPOBAHHBIX B SBHOM BHUJIC
(pactmpennble  TpeOoBanus Oe3omacHocTu). KpaTkas ¢opmMa uMEH KOMIIOHEHTOB
TpeboBaHuii, cHOPMYTUPOBAHHBIX B IBHOM BHUje, coaepxuT TekcT (EXT).

[13 comepxut psig KOMIOHEHTOB (BDYHKIIMOHAIBHBIX TPeOOBAaHUN OE30MaCHOCTH C
HE3aBEPIICHHBIMH ONEPALUsIMUA. JTH ONEPAlMU JODKHBI ObITh 3aBEPILICHBI B 3aJaHUH 10
0e3omacHOCTH 1Sl KOHKpeTHOU peanuzauuu OO.
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3. YTBepikaeHue 0 COOTBETCTBUHU

3.1. YTBepxkaenue o coorBerctBuU 'OCT P HCO/MIK 15408

Hacrosmmit [13 pa3paboTraHn ¢ y4yeToM NOJIOKEHUI HAlUMOHAIbHBIX CTaHIAPTOB
Poccuiickoii  ®eneparun ['OCT P UCO/MOK 15408-2-2013  «MudbopmanrionHas
TeXHOJoTUd. MeToasl U cpeAcTBa obOecrnedeHus Oe3omacHOCTH. KpurTepuu oOIleHKH
6e3omacHOCTH UH(POPMALIMOHHBIX TeXHOJOTUN. YacTh 2. DyHKIIMOHATBHBIE KOMIIOHEHTHI
6ezonacHoct» U ['OCT P UCO/MBK 15408-3-2013 «UudopmaninoHHasi TEXHOJOTHS.
Metonel u cpenctBa oOecnedeHuss OezomacHocTu. Kputepuu oleHKH 0€30MacHOCTH
uH(bOopMaIMOHHBIX TexHoorui. YacTs 3. KoMmoHeHThI 1oBepust K 6€30MacHOCTH.

[13 conmepxut pacmmpeHHble TpeOoBaHHUS O€30MACHOCTH, pa3padOTaHHBIE B
COOTBETCTBUH C MPaBHJIAMH, YCTAaHOBJICHHBIMH KOMIUIEKCOM HallMOHAJIBHBIX CTaHIAPTOB
Poccuiickoii ®enepauuun 'OCT P UCO/MOK 15408 «HpopmaimoHHass TEXHOJIOTHS.
Metonsl u cpenctBa obOecrieueHust OezomacHocTH. Kputepuum oneHku 0e30mMacHOCTH
UH(POPMAITMOHHBIX TEXHOIOTHIT».

3.2. YTBep:K1eHHe 0 COOTBETCTBUH NPOPUIISM 3aIIUTHI
CootBeTrcTBUE APYTrUM TPOGUISIM 3aIIUTHI HE TpeOyeTcs.

3.3. YTBepikaeHHe 0 COOTBETCTBHHU NMaKeTaM

Hacrosmmii [13 cooTBeTCTBYeT makety TpeOOBaHUM JTOBEPUS: OILICHOYHBIN ypOBEHb
nosepust 4 (OY]14), ycunennsiii komnoneHtamu ADV _IMP.2 «IlonHoe otoOpaskeHue
npencraBnenus peammzanuu ©®bO», ALC _FLR.2 «IIpomnexypst cooOuieHuit o
Henocrarkax»y, AVA VAN.S «YCHUIEHHBIN METOAWYECKUU aHajlu3», pPaCIIUpPECHHBIN
kommoHeHTamMu ADV _IMP EXT.3 «Peammsamus OO», ALC_FPU_EXT.1 «IIponemyps
oOHOBNeHUs1 mporpammHoro obOecreueHusi», ALC LCD _EXT.3 «OnpenencHubie
pa3paboTunkom cpoku nogaepxkkn», AMA SIA EXT.3 «AHanu3 BIUSAHHUS OOHOBJIEHHI
Ha 6e3onacHocTb» U AVA CCA EXT.]1 «AHanu3 CKphITBIX KaHAJIOB.

3.4.0060cHOBaHME COOTBETCTBUS

OyHKIIMOHAIbHBIE TpeOOBaHWS W TPEOOBaHUS JOBEPHUS K MPOTPAMMHOMY
00ecCIeueHNI0 aBTOMATH3NPOBAHHBIX CUCTEM U MPUIOKEHUN KPEIUTHBIX OpPTaHHW3alui U
HEKPEIUTHBIX (PUHAHCOBBIX OpraHW3alMii BKIOYEHBI B Hacrosmmii [13 ¢ yderom
Pexomenmanmii B oOnactu cranmaptuszanuu banka Poccmm PC BP MBBC-2.6-2014
«ObecnieueHre WHPOPMAIIMOHHON 0€30MaCHOCTH OpraHu3anuii 0aHKOBCKOW CHUCTEMBbI
Poccuiickoit @exnepanuu. ObecnieueHue MHOOPMAIIMOHHOW OE€30MACHOCTH Ha CTausiX
KU3HCHHOTO ITMKJa aBTOMAaTH3MPOBAHHBIX OAHKOBCKHX CHCTEM» C YYETOM TIOJOKCHHM
I'OCT P UCO/MDBK 15408 «HudbopmaimonHass TexXHOJorus. MeTonbl M CpelncTBa
oOecrieuenusi Oe3omacHocTd. Kputepun o1eHKH 0€30MacCHOCTH  HMHQPOPMALMOHHBIX
TEXHOJIOTU», a Tak)Ke HOPMATUBHBIX W MeTogudeckux nokyMeHToB DCTIK Poccun,
OTIPEIEISIONTUX TPEOOBAHUS K CPEACTBAM 3aIUTHI HHPOPMAIIUH.
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3.5. U3105keHHuEe COOTBETCTBUSA

[Ipu paspadorke 3b w (wmm) napyrmx II3 Ha ocHoBe Hacrosmiero I13
YCTAHABIUBAIOTCS CIICAYIOIINE THIIBI COOTBETCTBHUS: «CTPOr0€ COOTBETCTBHE» — BCE
TpeboBaHus HacTosmero 13 nomkHbI OBITH MOJHOCTHIO YIOBIETBOPEHHbI B 3B, X0Ts mpu
sToM 3b MoxkeT ObITh OoJtee mmpokum, gyem [13.

JlomycTumMon  sBISIETCA  peanm3anus OTACNbHBIX mpeanonoxenud, OTb, He
BIUAIONIMX HAa  KOHEYHBIM  YpPOBEHb  JIOBEpUs, KOMIICHCAI[MOHHBIMH  W/WJHU
OpraHU3aIMOHHO-TEXHOJIOTHISCCKIMHU MEpaMH IIPH 0053aTEIFHOM HAJIMYUU JIOCTATOYHOTO
000CHOBaHUS, YYHMTHIBAIOMICTO TEXHUYCCKUE OTPAaHUYCHUS M OCOOCHHOCTH KOMIIOHCHT
UHPPACTPYKTYpPHl M TPUMCHSICMBIX HH(GOPMAIIMOHHBIX TEXHOJIOTHH, a TakKKe PHCK-
OPUEHTUPOBAHHBIN TMOAXOJ] OpPTaHU3alMU TPU MPOBEIACHUU OLIEHKH PUCKOB HAPYIICHUS
uH(OpMaIIMOHHOM 0€30MaCHOCTH U OCOOCHHOCTH MOJICIIMPOBAHUS YTPO3 U HAPYIIUTENCH.
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4. Omnpenesnenne npodaeMbl 6€30MACHOCTH

JlaHHBIA pa3ziesl COJIEpPXKUT OIHUCAHUE CIEAYIOLIUX aclEeKTOB pellaeMol C
ucnosb3oBanueM OO mpoOaemMbl 6€30MaCHOCTH:

e yrpo3 0€30MaCHOCTH, KOTOPBIM JOJDKHBI mpotuBocTosiTh OO UM cpena
¢pynxunonuposanus OO;

® JIOJIMTHUK 6630HaCHOCTI/I, KOTOPLIC JOJIKCH BBIIIOJIHATD OO,

® MPEIIONOKEeHUH  Oe3omacHOCTH  (00S3aTENbHBIX  YCIOBHUH  OE30I1acCHOTO
ucnosibzoBanusg O0).

4.1.Yrpo3sl

B mnactosmiem II3 ompenenensl cheayronige yrpo3bl, KOTOPbIM HEOOXOAMMO
npoTUBOCTOATH cpeacTBamu OO.

¥Yrpo3za-1

1. AHHoTauMsi yrpo3bl — HECAHKIMOHUPOBAHHBIA MOCTYN K HWH(OpManuu mpu
HAJIMYUU HEJIOCTATKOB U YSI3BUMOCTEH Ha CTOpOHE (PMHAHCOBBIX OpTraHU3aIlHil.

2. UcTOYHUKH Yrpo3bl — BHEITHUHN WK BHYTPEHHUN HAPYITUTENb.

3. Cnoco6 peanu3anuu yrpo3bl — HAPYIIUTENh MOIYYaeT JOCTYI K 000PYI0BaHUIO.
Ocy1ecTBlieHHEe KOMIBIOTEPHON aTakW, CBSI3AHHOW C MCHOJb30BAHHEM BPEIOHOCHOTO
OpOrpaMMHOrO  oOecrieyeHusi, MPUMEHUTENbHO K 00beKTaM  UH(OPMAIMOHHON
UH(QPACTPYKTYphl YYaCTHUKOB HWH(pOpManuoHHOro oOMeHa. Hapymurens Moxer
y4acTBOBaTh B MHGOPMAIIMOHHOM OOMEHE C MPOrpaMMHBIM 00ECIIEYEHUEM UM U3MEHSTh
CBS3U MEX]y MPOrpaMMHBIM 00€CIeYEeHUEM U JPYTMMH KOHEYHBIMU TOYKAMU C IEJbIO
HECaHKIIMOHUPOBAHHOTO J0CTyNa K uHpopmaiu, oopadarsiaemoit OO.

4. Ucnonib3yemMble YA3BUMOCTH — HEAOCTAaTKU pEAM3alUM MEXAHU3MOB 3alllUTHI,
HEJIOCTAaTKM MEXaHM3MOB pasrpanuueHus noctyna k OO mo kaHamam CBSI3U, HAJIHYHE
ysa3BuMocted B OO, ucnons3oBanue ycrapeuiero I10, ucnosib30BaHME HEHAAECKHBIX
MEXaHU3MOB ayTeHTU(UKAIIMN U aBTOPU3AIINH, HapylleHue Joruku padoTs OO.

5. Bua mH(pOpMalMOHHBIX pPecypcoB, MOTEHUHAJIBHO MOJABEPKEHHBIX Yrpose, —
AJIEKTPOHHBIE COOOMICHMSI, KpunTorpadudeckre Ko u nHpopmManms, oopadbaTeiBaeMast
U TiepeiaBaeMasi M1y (PMHAHCOBBIMU OPTaHU3AIUSIMH U KIIHCHTOM.

6. Hapymaemble cBoiicTBa 0e30MaCHOCTH HH(POPMALMOHHBIX PECYPCOB —
KOH(PUACHIINATBHOCTD, 11€JIOCTHOCT.

/. Bo3MOkHbBIe TOCJEeICTBUSI Ppeaju3allii Yrpo3bl — IMOBBIIEHUE NPHUBUIETUN
IIPOLIECCOB, KOMaHJ, MOJIb30BaTeNeH, HCNonb3yeMbIX B OO, BBINIOJHEHNE IPOU3BOJIBHOIO
KOJa Ha YJAJIECHHOW CUCTEME, BHEAPECHUE HECAHKIIMOHUPOBAHHBIX IAaHHBIX B CUCTEMY,
BBIIIOJIHCHUE HECAHKIMOHUPOBAHHBIX JEHCTBUM OT MMEHU 3aKOHHOI'O I10Jb30BaTeEls,
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BHeapeHue BpegoHocHoro I[IO B CKOMIPOMETHPOBAaHHYIO CHUCTEMY, HapyIlIEHUE
IEJIOCTHOCTH ¥ KOH(PHUICHITUATHHOCTU JIEKTPOHHBIX COOOIIICHHUIA.

¥Yrpo3a-2

1. AHHOTAUMA YIrPo3bl — BOBMOXKHOCTh IlepexBaTa HH(pOpMaluu, Iepe1aBaeMoi
Mexay OO u qpyruMu KOHEYHBIMU TOUYKAMH.

2. UCTOYHUKH yIrpo3bl — BHEIIHUN HAPYIITUTETb.

3. Cnoco0 peanu3zanmuu yrpo3bl — HapyIIUTEIb UMEET JOCTYI K KaHAITy CBSI3H WU K
y3iy ceteBoi nHppacTpykTypsl. Hapymmurens MOXKET mepexBaThiBaTh U MOJIY4YaTh JTOCTYII
K JIaHHBIM, TiepeaaBaeMbiM Mexay 11O u 1pyruMu KOHEUHBIMU TOYKaMHU, € MOCIeAYIoIen
Moau(UKalKen nepeaaBaeMbIX JaHHBIX WIH 0€3 TaKOBOM.

4. Ucnosb3yemble YSI3BUMOCTM — HEIOCTAaTKU U YSA3BUMOCTH B  Iulatropme u
MEeXaHU3Max oOecrieyeHus: KOH(PUACHIIMAIBHOCTA M IIEJIOCTHOCTH UWH(MOpMAIIIH,
nepenaBaemoit Mexxry OO U IpyruMHu KOHEUHBIMU TOYKAMH.

5. Bua uH(OPMANMOHHBIX PeCypcoB, MOTEHIHAJIBLHO MOJABEP:KEHHBIX yrpo3e, —
ANIEKTPOHHBIE  COOOIICHMs, Kpunrorpaguueckue KIOYM ¢ HWHAS  WHGOpMAIHs,
oOpabaTbiBaeMbIe U TIepeIaBacMbie MEKTy (PMHAHCOBOM OpraHU3aIueil U KIMEHTOM.

6. Hapymaemble cBolicTBa 0€30IaCHOCTH HH(POPMAIMOHHBLIX PECYPCOB —
KOH(PUACHIINATIBHOCTD, 11€I0CTHOCT.

7. Bo3MOKHbIE TOCJEICTBHSA PpPeaju3alui  yrpo3bl — HECAHKIIMOHUPOBAHHOE
o3HakomyieHue ¢ wuHdoOpMalueil, TmepegaBaeMoll B COOOIIEHUAX MPUKIATHOTO
IPOrPaMMHOT0 00ECIICUCHHUS, BHITIOJHEHNE HECAHKIIMOHUPOBAHHBIX JIEHCTBHA OT UMEHU
3aKOHHOTO TIOJIh30BaTENIsA, BJICKYIINX 32 COOON HEe3aKOHHBIC (DMHAHCOBBIC OTIEPAIIH.

¥Yrpo3a-3
1. AuHoTanus yrpo3sl — Bo3aeiictBue Ha [10 Ha cTopoHE KIMEHTA.
2. UcTOYHUKH YTPO3bl — BHYTPEHHUN U BHEIIHUN HAPYIIUTEb.

3.Cnoco6 peaau3anuu yrpo3pl — HapylmudTeIh MOXET JIEHCTBOBATh C
ucrnoib3oBaHueM paszpemieHHoro [10, GyHKIMOHUPYIONIEro Ha TOW K€ BBIYUCIUTEIbHOMN
miatgpopme, uro u OO. OcylecTBieHUE KOMIBIOTEPHOM aTak, CBSI3aHHOM C
UCIIOIb30BaHuEM BpeoHocHOTro [10, mpuMeHHuTeNnbHO K 00BbeKTaM HHGOPMALMOHHON
UHGPACTPYKTYPHI YIACTHUKOB WH(HOPMAIIMOHHOTO 00OMEHA, B YaCTHOCTH K yCTPONCTBAM.

4. Ucnoab3yemMble YA3BUMOCTH — HEJIOCTATKH B MIPOCKTUPOBAHUM U B PeaM3alUU
OO, 3apaxkeHue NpoOrpaMMHOIO KOJa, HEAOCTATKHM B MPOTPAMMHOM KOJI€, CBSI3AHHBIE C
HEHQJIXKAIIUM KOHTPOJIEM BBOAMMBIX JIaHHBIX, HecoBMecTuMOcTh OO ¢ apyrum 11O,
HecoBMecTUMOCTh OO ¢ KOMIIOHEHTaMU Cpeibl UCIOJHEHHS, HEOE30MacHOe XpaHEHHUe
JTAaHHBIX.
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5. Bua nHpopMaIMOHHBIX PecypcoB, NOTEHNHAJIBHO NMOJABEP/KEHHBIX YIpo3e, —

AJIEKTPOHHBIE COOOIICHUS, KpUTorpaduueckue Kiouu u nHpopmaius, oopadaTeiBacMbIe
I10.

6. Hapymaemble cBolcTBa 0€30laCHOCTH HH(OPMAIMOHHBIX PECYPCOB —
KOH(PUACHIIUATBHOCTD, 11EIOCTHOCT.

/. Bo3MOkHbIe NOCJIEACTBUS peajiM3alliid yYrpo3bl — HECAHKIMOHUPOBAHHOE
o3HakomyieHue ¢ uH@opmarmei, obOpadatbiBaemoil B [1O, moBbIlIeHHE TPUBUIIETUN
ckoMnpoMeTHupoBaHHOTO OO, BBINOJHEHHE MPOU3BOJIBHOIO KOJA B JIOKAIBHON CHCTEME,

BHEJIPEHHE HECaHKI[MOHUPOBAHHBIX JTAHHBIX B CUCTEMY, BBITIOJTHEHUE
HECAHKIMOHUPOBAHHBIX JCHUCTBUM OT HMEHHM 3aKOHHOTO TIOJIb30BATEls, BHEAPECHHUE
BPEIOHOCHOTO 1O B CKOMITPOMETHPOBAHHYIO CUCTEMY, HapylIeHue

KOHQUACHIIMATLHOCTA W IEIOCTHOCTH JJIEKTPOHHBIX COOOMICHUH W WH(pOpMAaIUH,
oOpabatsiBaembix [10.

4.2. IosuTHKAa 0€30MACHOCTH

IMoauTuka 0e3onmacHocTu-1

OO [omKeH OCYLIECTBISATh 3alUCh B JKYpHall yCTAHOBJICHHBIX COOBITHI
0e30MacHOCTH ¥ TPENOCTaBISATH BO3MOXKHOCTH HMX IMPOCMOTPA  YIIOJHOMOYECHHBIM
IIOJI30BATEISAIM.

IMonuTuka 0e3omacHoCTH-2

OO nomxKeH OCyIECTBIATD:

® IPOBEPKY KOPPEKTHOCTH BXOJHBIX JAHHBIX HAa COOTBETCTBUE CHUHTAKTUYECKON U
CEMaHTHYECKOI HOpME MPU UMIIOPTE NAHHBIX MOIb30BATENS U3-3a npenesioB O0;

® MPOBEPKY KOPPEKTHOCTH HA COOTBETCTBUE CHHTAKTUYECKOM M CEMAHTHUYECKOMN
HOpPME BBIXOJIHBIX JJAHHBIX MPU SKCIIOPTE JTAHHBIX Mosb3oBarensd u3 O0;

® KOHTpPOJIb OTCYTCTBHUS 3aliuiaeMon nHpopmanuu B cooduienusx ot II10.

IMonuTuka 0e3omacHocTu-3

OO fomkeH, NpU HAIUYUKM TEXHUYECKOW BO3MOXKHOCTH M HEOOXOJUMOCTH,
NPEAOCTABIATH BO3MOXKHOCTh BO3BPAaTHOM ONEpalMy, OTMEHBI MTOCIEAHEN ONEPAUU WU
psiza ornepanuii, OrpaHMYEHHBIX HEKOTOPBIM MpEAesioM (Hampumep, NepruoioM BPEMEHH),
M BO3BpaTa K MPEIUIECTBYIOUIEMY HW3BECTHOMY COCTOSIHUIO, 4YTOOBI COXpPaHUTb
LIEJIOCTHOCTB JAHHBIX I1OJIb30BATE.

IMonuTuka 0e3onmacuocru-4

OO nomKeH NpeaoCTaBUTh YIIOJHOMOYECHHBIM IOJB30BATENSIM  BO3MOKHOCTh
BepU(UIIUPOBATH NETOCTHOCTh MaHHbIX ®BO myrem camortectupoBanus ®bO B wactu
HEKOTOPBIX OIEPaLNil C U3BECTHBIM PE3YJIbTATOM.
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IMoauTuka 6e3o0macHocTu-5

[Ipy HaMM4YUMM TEXHUYECKOW BO3MOXHOCTH M OTCYTCTBUHM TEXHOJOTHYECKHUX
orpannueHrii B OO JOJKHBI UCIIOIb30BAThCA MEXAHM3MBbl 3aIUTHI, PEIOCTABISIEMbIE
apxutektypoil mpoueccopa, OC u cpencrBamu komMnuiasiuuv kopa. Ilpu peanmzanum
OBO [0MKHBI UCMOJIB30BATHCS TOJBKO MOAACPKUBAEMBIE MOCTABIIUKOM TIAT(HOPMBI
cepBucel u APL.

IMonuTuka 0e3omacHocTu-6

B OO nomxHBl UCHOJIB30BATHCSA TOJIBKO Ppa3pellieHHbIE CTOPOHHHE OUOIMOTEKH,
npoleAmue npoBepky paspadorunkom OO.

IMoauTuka 6e3o0macHocTH-/

OO nomkeH pealu30BBIBATh WM HCIOJIb30BaTh MEXaHU3MBI IIATGOPMBI IS
npoBepkr  1enoctHocTd OO  mpu  yCTaHOBKE U OOHOBJICHMM,  peaju3aliu
COOTBETCTBYIOIIMX MPOTOKOJIOB M  (GOPMATOB  pacCHpoCTpaHEHHUsT OOHOBIICHUH,
ocyuiecTBieHus npoueayp aeuHcrasnuu OO, npoBepku Bepcuu OO.

IMonuTuka 0e3omacHocTu-8

OO  pgomkeH, Tpu  HEOOXOJAMMOCTH,  OCYIICCTBIATh  HJACHTH(HUKAIUIO,
ayTeHTU(PUKAIUIO ¥ aBTOPU3AIHIO CyOBEKTOB JIOCTYTIA.

4.3. IIpeamnoJioxkeHus 6€30MaACHOCTH

IIpeanmosoxenne-1

OO nanms cBoero BBIMOJMHEHHS TIOJIaraeTCsl Ha JIOBEPEHHYIO BBIYHCIUTEIHHYIO
wiatpopMy WM JIPYTrUe JIOBEPEHHBIC BBIYMCIHUTEIBHBIC MOIIHOCTH C BO3MOYKHOCTBIO
pacmpesieieHHO 00paOOTKM JAaHHBIX B PEKMME pealbHOro BpemeHH. OHa BKIIOYAET
0a30Byl0 wWiIM O0OJlauHyro TUIaTGOpPMy U HEKOTOPYIO Cpely €€  BBINOJIHCHHUS,
npeaocrasisieMble OO. [{nsa ocymectBieHuss Ub mpuMeHSIIOTCS TEXHOIOTUYECKUE MEPBI
3amuThl ”HHOPMAIIHH.

IIpeanosoxenne-2

[Tomp3oBatenr ACBu®O MoxeT OBITh NpeTHAMEPEHHO HEOPEKHBIM WM
BpaXJIEOHBIM M MOXKET ucnoib3oBath IO He B COOTBETCTBMHM C MNPUMEHUMBIMU
paBUJIaMH MOJUTUKU O€30MIaCHOCTH OpPraHU3ALNH.
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Ipeanonoxenne-3

Anvunuctpatop ACbu®O He sBHseTCsT HEBHUMATEIbHBIM, MPEAHAMEPEHHO
HEOPEXKHBIM WM BpaxaeOHbIM U ymnpasisier OO B COOTBETCTBHH C MPUMEHHMBIMU
IpaBUJIAMH TIOJTUTUKHA 0€30MTaCHOCTH OpraHU3allUu.

IIpeanmonoxenune-4

OObecnieunBaeTcsi KOHTPOJIb YCTAHOBKYU U, IPU HAJTUYUHU TEXHHUYECKOW BO3MOXKHOCTH,
KOHTPOJIb 3alyCcKa KOMIIOHEHTOB HPOrPaMMHOr0 OO€CleyeHuss aBTOMAaTHU3WPOBAHHBIX
0aHKOBCKHMX CHUCTEM (aBTOMATU3UPOBAHHBIX CUCTEM) (DMHAHCOBBIX OPraHU3aAIUH.

IIpeanonoxenne-5

B ACBbu®O ocyuiecTBisieTcsl 3alUTa OT BBIOJIHEHUS MPOU3BOJBHOTO MAIIMHHOTO
KOJia.

IIpeanosnoxenne-6

OcymiecTBisercs  ympaBjieHHE — (PU3MYECKHMM  JIOCTYIOM K 3JIeMEHTaM
unppactpykrypst ACbu®O.

IIpeanonoxenue-/

B nokyMeHTanuu A0KEeH OBITh OTPaKEH 3alpeT Ha MCHOJb30BAHKME MPEICKa3yEMBbIX
UACHTU(UKATOPOB (HANpUMEp, MPOU3BOAHBIX OT MMEHM M (DaMUIUHM TOJIb30BATENs,
COBIAJAIOUIMX C HWACHTH(PUKATOPAMHU B aJapecax »3JIEKTPOHHOW IOYTHI, MOPSAKOBBIX
HOMEPOB, (HOPMHUPOBAHUE HIECHTU(OUKATOPOB MO E€IMHOMY AJITOPUTMY) HIIA OTPAKEH
MEXaHU3M 3aluThl OT mepedopa UACHTU(PUKATOPOB (HAIpPUMEpP, BPEMEHHBIE 3aJEPKKU
WM Captcha mocie onpeneneHHOro KoONMYecTBa HEYCIHEHIHBIX MOIBITOK BBOJA), 3a
UCKIIIOUEHHUEM CJly4aeB, B KOTOPBIX TOJIOOHBIE HACHTU(PHUKATOPHI HCIONB3YIOTCA B
Ka4yeCTBE aHAJIOra COOCTBEHHOPYYHOM MOJAIHUCH.

[laponu  monp3oBaTenel  XpaHATCA  C  HKCIOJB30BAaHMEM  HEOOpaTUMBIX
npeoOpa3zoBaHui. 3anpernieHo UCIoIb30BaTh MPEACKA3yEeMbIE allfTOPUTMBI (POPMUPOBAHUS
OJIHOKPAaTHBIX  MapoJieH. JIoJbKHa ~ OCYIIECTBIISITBCA ~ MPOBEPKA  COOTBETCTBHS
OJHOKPATHOTO MAPOJIS U ONEPALUH.
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IIpeanonoxenne-3

[IpaBa Ha  BOCCTaHOBIEHHWE  WJIM CMEHY  HeEoOpaTUMO  yTpau€HHBIX
ayTeHTU(PUKAIIMOHHBIX TAHHBIX MPEI0CTABIICHBI:

e anMuHucTpaTopam 6e3onacHoctu ACbu®O;

e anamuuuctparopam ACBu®O c 00s3aTeabHBIM KOHTPOJIEM CO CTOPOHBI
anmMuHucTparopa 6e3zonacHoctn ACbu®O;

® UHBIM OTBETCTBEHHBIM  PpOJSIM  SKCIUIyaTallMOHHOTO  IEpCcoHajla 0
corjacoBaHUIO ¢ agMuHUCTpaTopoM Oe3omacHoctu AChu®O.

IIpeanosoxenune-9
B ACBbu®O npucyTCTBYIOT U UCHIOIB3YIOTCSI CPEACTBA CHHXPOHU3AIMN BPEMEHHU.
IIpeanosoxxenune-10

B ACbu®O wumerTcsi cpeicTBa pPErucTpallud COOBITUH U MPOCMOTpaA KYypPHAJIOB
peructpauuu coObITUi Oe3omacHocTU. [Ipu 3TOM, NpHU HATUYMKM TaKOW BO3MOKHOCTH U
1eecoo0pa3HOCTH, 00ECTICUNBACTCS

® perucrtpanud OTIACIIbHBIX THUIIOB CO6BITI/Iﬁ, CYIICCTBCHHBIX I PACCIICOIOBAHUA
HMHINJICHTOB, B TOM YHCJIC:

— CO3/IaHME€ HOBBIX YYETHBIX 3alKUCEe W HW3MEHCHHUE IIPaB JOCTYIA YYETHBIX
3aImcei,

— HEYCICIIHbIC onepanuy (HarmpuMep, OIMMOKH ayTeHTU(DHUKAINH, HEO0CTATOYHBIC
npaBa JIOCTyINla TPH BBITIOJHECHUHM OICpalyid, HEAOCTYITHOCTh HHTEp(hEHCcOoB
cocraBHbIX yacteid ACbud®0),

— cpabaTbeiBaHuE (QPYHKIMN O€30MaCHOCTH, HAINPABIEHHBIX Ha MPOTHUBOJECHCTBHE
KOMITBIOTEPHBIM aTakaM (HampuMep, aBTOMaTUYECKOe OJOKMPOBAHHE YUETHBIX
3amucel, aBTOMATHUYECKOE 3aBEPIIEHUE CECCHM, MOCTYIIEHHE HEKOPPEKTHBIX
UCXOJIHBIX JIAHHBIX Ha BHemIHUE nHTepdeiicel ACbudO),

— BBITIOJIHEHUE OMeparui, MNPeayCMOTPEHHBIX MOJIETBIO YIPO3 B KayecTBE
COCTaBHOM YacCTH pealn3alu yrpo3bl;

e peructpanusi MHPopMmauu o mnpodiiemMax W uHUUIEHTaX Kb, BO3HUKIIMX TpHU
UCIIOJIb30BaHUU KIIMEHTOM KOMIIOHEHTOB ACBu®O u npunoxeHui;

® HAJIWYUE B JIAHHBIX KYPHAJIOB PErUCTPallUd COOBITUI CYLIECTBEHHBIX CBEJECHUMN O
PETUCTPUPYEMBIX  COOBITHSIX, MO3BOJSIOIIMX  YCTAaHOBUTH  OOCTOSATEIHCTBA
HACTYTUJICHUS COOBITHS;

e olOecneyeHne KOH(MUICHIINATFHOCTH JAHHBIX B )KypHAJIaX MPU PETUCTPAIMU B HUX
COOBITHI C MCTOJIB30BAHUEM 3aIUIIaeMOi nH(opMaIuu (Imaposiv MoJb30BaTelNeH,
JIAHHBIE TIJIATEXKHBIX KapT U T.11.);
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peructpanusi coOObITUN 0€30MaCHOCTH HEIOCTYIHBIMH HApYIIMTEI COCTaBHBIMU
yacTasmMu ACbu®O u npuiioxeHui;

XpaHUMBbIE KypHAJIbI perucTpanun coObITHI 3aIHILECHBI oT
HECAaHKIMOHUPOBAHHOTO IOCTYIIA,;

HCBO3MOXHOCTb U3SMCHCHU IIOJIb30BATCIISAIMU ITAPAMCTPOB PCruCTpainu CO6BITHﬁ;

HaJIMYKW€ BCTPOECHHBIX WA CIHELUAIU3UPOBAHHBIX CPEICTB aHAIM3A KYyPHAJIOB
perucTpauuu cCOOBITUH, B TOM YHCIE MOMCKA COOBITHI MO 3aJlaHHBIM KPUTEPUSIM
(M0 MMEHW U HUACHTH(PUKATOPY MOJb30BATENSA, J1aT€, BPEMEHH WM, B Clydae
HEO0OXOIMMOCTH, APYTHM CHELUAIBHO ONPEIEICHHBIM KPUTEPUSM);

HAJIMYUE€ MEXaHU3MOB OIEPATUBHOIO yBEAOMIIEHUS aaMuHuctparopor Wb
ACBu®0O o0 coOBITHSX, UMEIOIIMX MPU3HAKKW HMHIUJEHTA Oe3omacHocTH. B
(GbuHaHCOBON OpraHu3aly ONpeNeNeHbl MPU3HAKK HHIMICHTOB O€30MaCHOCTH,
crocoObl  yBefomiieHus o Hux aamuHuctparopoB Ub ACBu®O wu mnopsmok
pearupoBaHus Ha HUX.

IIpeanosoxenne-11

B ACBbu®O wu OpWIOKEHUSX  HMMEETCd  BO3MOXKHOCTh  3alllUThl  OT
HECAaHKIIMOHUPOBAHHOTO JIOCTyna K pasnensieMbiM pecypcam OC (Hmanmpumep, K
paszensieMoil maMsATH, WMEHOBAHHBIM KaHajlaM, OTOOpakaeMbIM B MaMsTH ¢aiiaam).
ObecnieunBaeTCsi KOPPEKTHOE MCIOJb30BAaHUE CPEACTB CHUHXPOHU3ALMMU JIOCTyHa K
pasaensembiM pecypcam OC (Hanmpumep, KpUTHIECKUX CEKIUi, ceMaopoB).

IIpeanosnoxenne-12

[Tpu ucnonwszoBanuu B cocrabe ACbu®O CYB]] obecneunBaercs:

HEJIOCTYIMHOCTh MPOTOKO0JIOB B3aumonaeicTBua ¢ CYB/, ncnosib3oBaHne KOTOPBIX
HE MPEIYCMOTPEHO IPOEKTHON JOKYMEHTALIMEH;

HEBO3MOXHOCTb J0CTyna cocTaBHbIXx 4acted ACBu®O wu mnpunoxeHud K
bynkuusm CYB]] 6e3 ayrenTudukamnmm;

orcyrctBue y agMuHuctparopoB CYBJ] yderneix 3anuceit OC ¢ mpaBamu, HE
SIBJISTIOIIIUMHUCST O€3YCIIOBHO HEOOX0UMbIMHU JiJ1st oO0cmykuBanus CYB/I;

OTCYTCTBUE y TEXHOJOTHMYECKHUX YUETHBIX 3alUCEU, UCIOJIb3yEMbIX COCTaBHBIMU
yactssMu ACbu®O u npunoxenuii 115 gocryna k CYB/], npaB, He SBISIIOIIUXCS
0€3yCIIOBHO HEO0OXOIUMBIMU JUTS BBITIOJTHEHUS peAyCMOTPEHHBIX
JIOKYMEHTAILMEN ONEepaLUN;

ob6ocobsnenne CYBJ] ot npyrux cocraBHbiX yacteid ACbu®O u npuinoxxeHui;

MpY HAJIWYUUA TaKOM BO3MOXKHOCTH, HCHOJIb30BAaHWE OTPAHWYEHUS] JOCTyIa K
CVYbB/I, B TOM 4uCJI€ Ha CETEBOM YPOBHE;
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HEBO3MOKHOCTB JIOCTYIIA NIOJIb30BATENEH, HE SBIAIOIIMXCS AIMUHUCTPATOPaMH, K
TabmuuaM ¥ KOHQUTYpallMOHHBIM  HAaCTPOWKaM, HE MPEAyCMOTPEHHBIM
IIPEAOCTABIECHHBIMHU ITOJTHOMOYHSIMU,;

OTCYTCTBUE Pa3MEUICHUS JAHHBIX HECKOJBKUX NPWIOKEHHI B OJHOM pa3felie
CYB/] B cimydae, KOrja Tako€ pa3MELIEHHE HE MPEAYCMOTPEHO SIBHO MPOECKTHOMN
JIOKYMEHTAIIUEN.

IIpeanosnoxenne-13

B onepannonnoii cucreme ACbu®0O obecnieunBaercs:

3alpeT HCMHOJIb30BAHMS HE3AIIMIIEHHBIX W CIa003allUIIEHHBIX ITPOTOKOJIOB
yaanenHoro noctyna k OC (wmanpumep, TELNET, PPTP) wnu ¢ npumeHeHuem
JIOTIOJIHUTEJIbHBIX MEP 3alllUThI;

HEBO3MOXHOCTh JOCTyNa K HacTpoilke mapameTpoB OC, 3amaHuii, XypHalty
COOBITHI, CHUCTEMHBIM  (aiiiam y  TMOJb30BaTeNed, He  ABISIOIINXCS
aamuHuctparopamu OC;

OTCYTCTBHME WHAMBUAYaIbHBIX TpaB nocTyna K oObekram OC y OTIAENbHBIX
noyib30Barenel  (mpaBa  IMOJb30BATENEd  3aJal0TCsl  TOJBKO B COCTaBe
COOTBETCTBYIOIIUX TPYII) JUOO MPOBEACHUE MPOIEAYP PETYISPHOTO KOHTPOJIS
npaB nojis3oBateneil B OC, rie rpymnmsl Mojab30BaTeNeil He IPeayCMOTPEHBI;

HCBO3MOXHOCTb HHTCPAKTHBHOTO BXOJd B CUCTCMY JII CUCTCMHBIX YUYCTHBIX
BaHHCCﬁ, HNCIIOJIB3YIOHIHUXCA TIPUIIOKCHUAMU H CCpPBUCAMU, CCIIH HO)IO6HOC HC
npeaAyCMOTPECHO TCXHUYCCKUMU 0COOEHHOCTSIMH U XapaKTCPUCTHKAMH,

OTCYTCTBHE Yy MOJb30BaTENICH, HE ABISItOIMXCS aaMuHuctparopamu OC, mpaB Ha
gyreHue W (wim) wmomudukanuio ¢GaiIoB B JIOMAITHUX KaTajgorax JApyTHX
MMOJb30BATEIICH;

HaJu4Yue MUHUMAJIbHO HEOOXOJAMMOTO KOJIMYECTBA CBOOOJHOTO MECTa Ha JMCKAX
ACBbu®O KOHTPOJHUPYETCS C HCHOJIb30BAHWEM ABTOMATU3UPOBAHHBIX CPEJICTB
MOCTOSTHHO MO0  BpyuHyto anMmuHucTpatopamu ACbu®O ¢ 3amaHHOMU
MEPUOIMYHOCTHIO;

cootBeTcTBHE HacTpoek OC pexomeHganusiM pa3paboTdrka Mo ee 0e30macHOM
HaCTpPOWKE;

orcyrctBue B OC cepBepHbiX KOMINOHEHTOB ACbu®0O mnporpaMMHOTO
oOecrieueHusi, HE MPEITYCMOTPEHHOIO SKCIUTyaTallMOHHON JOKYMEHTAIMeH, WIu
HaJIMYKUE YTBEPAKACHHOTO PA3PEIIEHHOTO CIIUCKAa KOMIIOHEHTOB;

OTCYTCTBUE BO3MOkHOcTH goctyna k OC 06e3 ayreHTuQuUKauuu 4epes
BCIIOMOTaTebHbIE U (MJIN) PEKO UCIIOJIb3yeMble HHTEP(EHCHI;
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ayTeHTU(UKaIMs MOoJIb30BaTeNsl MPH JocTyne kK nmapamerpam BIOS, mapamerpam
3arpy3uuka sapa OC, BXoJe B peKUM BOCCTAHOBIICHUSI CUCTEMBI,

akThBauusg B  HacTpoilkax sapa OC  MeXaHu3MOB  HACTPOMKHM  s1pa,
IPEeIOTBPAIIAONINX BBIITOJIHEHHE KOJIa B 00JIaCTH JaHHBIX U CTEKa,;

akTuBanus B HacTpoikax siapa OC yHkIMM ouncTku (Qaitna/pasziena MoaKauKu
BUPTYaJIbHOM NIAMSITH;

OCYILIECTBJICHUE KOHTPOJs M obOecreueHue KOHPUACHIMATBHOCTA XpaHEHUS
3amuinaeMo nHGopMaluy B ONIEPATUBHON MaMSITH;

oTkitoueHre B HacTpoilkax OC BO3MOKHOCTH BBITPY3KH 00pa3oB oOyacTeit
naMsATH (JIaMITIOB) Ha JUCK IOJIb30BATCIIIMH BPYYHYIO JTUOO aBTOMATHYECKH IMPH
BO3HUKHOBEHHUH OIIHOOK;

oTkioueHHe B HacTpoiikax OC BO3MOXXHOCTU THOepHanuu (epexoaa B >KITyIIHMA
peXKHUM);

OTCYTCTBHE BO3MOXXHOCTHM OTKJIFOYEHUS HCIIOJNB3YEMBIX CPEIACTB  3aIlUTHI
CTOPOHHHX ITPOU3BOIUTEIIEH;

3aICICTBOBaHME TMPOTPAMMHOTO WM MPOrpaMMHO-AIApaTHOrO  CPeACTBa
KOHTpOJIs U puibTpaiuu cereBoro tpadguka B OC, HaMuue B HACTPOUKaX MPaBUII
bunpTpaniui,  OJOKUPYIOIIUX  B3aUMOJICUCTBHE, HE  MPEITyCMOTPEHHOE
AKCIUTyaTallHOHHOU JTOKYMEHTaIMEH ACbu®0O, j195(0]0) HCIOJIb30BaHHUE
MEKCETEBOI0 SKPAaHUPOBAHUS HA YPOBHE CErMEHTA.

IIpeanoJio:xenue-14

[Ipu ucnonszoBanuu B ACbu®O TexHOI0ruil BUPTYyalnu3aluu 00eCreunBaeTCs:

OTCYTCTBHE JOCTYIa K JaHHBIM BUPTYaJbHBIX MAIIMH (HAaIpUMeEp, HACTPOUKaM
BUPTYAJILHOT'O alapaTHOro odecreyeHusi, o0pazaM JHMCKOB) IMOJIb30BaTEECH, HE
SIBIISFOIUXCS a]MUHUCTPATOPaMH CepBEpa BUPTYyaTU3allNH;

3ampeT J0CTyna BUPTyaldbHBIM MalllMHaM K paszaensemMbiM pecypcam OC ceppepa
BUPTYQIM3allMM B CJIy4yasX, KOIjJa TakOW JIOCTYNl HE MPEAYCMOTPEH SIBHO
sKCIUTyaTauiMoHHOM qokyMeHTanueii ACbu®O,;

HaJu4yue CpeJCTB MOHUTOPUHTa oO0BbeMa CBOOOJHBIX PECYpCOB cepBepa
BUPTYAJTN3AIINH;

OTpaHUYEHHE YJAJICHHOTO AO0CTyNa aJMUHUCTPATOPOB CEpBEpa BUPTYaAIU3ALMH
nytem orpanudeHusi IP-ampecoB, ¢ KOTOpBIX paspemieH JOCTYI, U CETEBOro
uHTepdeiica A J0CTyIa aMUHUCTPATOPOB,;

OTCYTCTBHE HCIIOJB30BaHUsA [UI YAAJIEHHOIO aJMUHHCTPUPOBAHMS CEpBEpa
BUPTyaJIM3allMM  CETEBBIX  MHTEP(PEICOB, HCMONB3YEMBIX  BHUPTYaJIbHBIMU
MAaIlMHAMH,
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® OTCYTCTBHE XPAaHEHHUS KYPHAJIOB PETHCTPALMUA COOBITUN CPEICTB BUPTYaITU3AIMH
B KaTajorax, JOCTYIIHbIX Ha YTE€HUE U (WJIN) 3alKUCh BUPTyaIbHBIM MalllMHAM;

[ HGHOCpGI[CTBGHHBIfI J:[OCTyH K BI/IpTyaJIBHBIM MalllMHaM, K (1)I/ISI/IHGCKI/IM JUCKaM H
JIOTHYECCKUM TOMAM I1aMIATU cepBepa BI/IpTyaJ'II/ISaI_II/II/I JOJI’KEH KOHTpOJIPIpOBaTBCH
C3U;

® OTCYTCTBHE HMCIOJL30BaHMs B TpadudeckoM nHTepdeiice cepBepa BUPTYaTU3aAUH
PACHIMPEHHBIX MEXaHU3MOB OOMEHA JAaHHBIMH MEXKJy BHUPTYaIbHBIMU MallTHHAMU
U CEPBEPOM BUPTYaITU3ALINY;

® OTCYTCTBHUE MCHOJIb30BAHUS PACHIMPEHHBIX MEXaHU3MOB OOMEHA JTAaHHBIMU MEXK]TY
BUPTYAIBHBIMA MAalllMHAMHU, €CJIIM WHOE HE MPEIYCMOTPEHO SKCIUTyaTallMOHHOU
JIOKYMEHTALIUEH;

¢ HCBO3MOXHOCTb H3MCHCHHSA IIOJIB30BATCIICM pPCKHMaA 3arpy3Ku BPIpTyaHLHOﬁ
MallIMHEI.

IIpeanosnoxenne-15

Ha cramuu CHATHS ¢ DKCIUTyaTaluy OCYIIECTBISETCS KOHTPOJIb COOIOICHUS TIPABIIT
U mporenyp obecrneuenus uHPoOpMaMOHHON Oe3omacHoCTH. B ciayuae HEoOXoauMocTH
nanpHeumero wucnoiab3oBanus OO OCymeCcTBIACTCS apXUBUPOBaHUE HWH(POPMAIINH,
coaepxartieiics B OO.

IIpeanosoxenne-16

B ACBbu®O npucyTCTBYIOT U UCIIOIB3YIOTCH:
® MEXaHU3MBbI 3alIUThl OT HECAHKIIMOHUPOBAHHOTO JIOCTYIIA K HACTPOMKamM
MPUIIOKEHHS,
® CpelCcTBAa KOHTPOJIS ETOCTHOCTH MPOTPAMMHOI0 KOJIa U KOPPEKTHOCTH HACTPOECK
coctaBHBIX yacted ACbu®O;
® MEXaHU3MBbI, OJIOKUPYIOIINE OTKIIOUEHHUE OTJASIbHBIX (QYyHKINI 6€30MaCHOCTH MPHU
nepeBone ACbu®O B aBapuifHbIN PeKUM (PYHKITMOHUPOBAHUS, TIPU HATHYNN
TaKoro cnenuaibHoro pexknuma B ACbud®@O;
® MEXaHW3MBI TeHEepaIuu AuarHoctTuieckoi napopmamnuu npu neperoae ACbudO B
ABapUUHBIA pPeKUM (PYHKIIMOHUPOBAHUS, TPU HATMYHMH TAKOT'O CTIEIIUATBLHOTO
pexxuma B ACbu®O;
e lcnonb3yroTcs MEXaHU3Mbl YCTAHOBIICHHUSI 3aIIUIIIEHHOTO COCTUHEHUS U/ W
B3aMMHOM ayTEHTU(UKAIIUU CEPBEPHON U KIIMEHTCKON CTOPOHBI.
IIpeanoJio:xenue-17/

[Ipenmonaraercs, 4To Ha CTaauAX NTPUEMKA W BBOJAa B JICHCTBHE B YaCTH
oOecneuenusa b crassitcs 3amaun:
® KOHTPOJIS pa3BepThiBaHUSA KOMITOHEHTOB ACBu®O B nHopMaImoHHOH
uHppacTpykType opranusanuu bC;
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® IIPOBEICHHUS OINBITHOM DKCIUIyaTalluH;

® YCTpaHEHUs HEJOCTATKOB B peajin3alii TpeOOBaHUN YaCTHOIO TEXHUYECKOTO
3aganus Ha nogcucremy Ub ACbu®O;

® IIPOBEICHUS IPUEMOYHBIX UCIIBITAHUU.

[Ipennonaraercs, 4To UIsl KOHTPOJISL pa3BepThiBaHMs KOMIOHEHTOB ACbu®O B
IIPOMBILIIJIEHHOU Cpefe:

e o0ecreynBaeTcs KOHTPOJIb KOPPEKTHOCTH BEPCHI U LIETOCTHOCTH KOMIIOHEHTOB
ACbu®O npu nepenaye u3 cpeabl pazpabOTKU U TECTUPOBAHUS B IPOMBIIIEHHYO
cpeay,

e o0ecreynuBaeTcs KOHTPOJIb BBITOJIHEHUS TPeOOBaHUN TPOEKTHOU U
AKCIULYaTallMOHHOM TOKYMEHTALMU B YaCTH PAa3MELIEHUS U YCTAHOBIICHUS
11apaMeTPOB HACTPOMKU TEXHUYECKUX 3AIMUTHBIX MEp, PeAIU3alluu
OpPraHU3alMOHHBIX 3aIUTHBIX MEp, ONPEIEICHUs U HA3HAUYECHUS POJICH.

[Ipennonaraercsi, YTo ONbITHAs (ONBITHO-MpOMBINIUIEHHAs) 3KciuryaTanusa ACbu®O
IpeaycMaTpuBaeT MPOBEPKY (DYHKITMOHAIBHBIX U OSKCIUTyaTallMOHHBIX XapaKTEPUCTHK,
oOyd4eHue Moap30BaTeNiel U IKCILTYyaTallMOHHOTO TIEPCOHANa C YU4ETOM 3aja4, CIICHapUEB U
NopsiIKa TMPOBEJCHUS, OINPEIEIECHHOI0 B JOKYMEHTE, COJAEpKallleM Mporpammy
MPOBEJICHUS OTBITHOMN IKCILTyaTallUH.

[Ipennomnaraercs, 4T0 B paMKax NPOBEACHUSA OIBITHOM DSKCIUIyaTalMd B YacTH
oOecnieuenuss b npoBoauTcs npoBepka KOPPEKTHOCTH (PYHKIIMOHUPOBAHUS TOICUCTEMBI
Nb ACbu®O B npoMbIlIIEHHON 100 NMPUOIMKEHHON K MPOMBIIUICHHON Cpefie, a TaKKe
IIPOBEpPKA BO3MOXKHOCTH pEaIU3alMU Ha JTalle JKCIUIyaTallMu IOJIOKEHUN IPOEKTHOM MU
JKCIUIyaTallMOHHOM JOKYMEHTAallUM B YaCTU KOHTPOJSA OKCIUIyaTallUM TEXHUYECKUX
3alIUTHBIX MEp, BKIIIOYas MpaBuiia X OOHOBJICHUS, YIIPABICHHUS U KOHTPOJIS TapaMeTpOB
VX HACTPOUKH.

IIpeanosnoxenne-18

udppoBanne mnpuMeHSETCS C HUCHOIB30BAHUEM CTOMKHX KPUITOTpapuUecKuX
anropuTMOB. Bee ydeTHble TaHHBIE I MPOBEPKU MOJIMHHOCTH XPAHATCS U MEPEIAIOTCS
TOJIbKO B 3alllMIIEHHOM BHJI€ C MCIOJb30BAHUEM CTOMKHUX KpUNTOTpadUuecKuX
ITOPUTMOB WJIU TIO 3alIM(PPOBAHHOMY KaHaJy MepeJaur TaHHbIX.
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5. Ileau 6e30macHOCTH

5.1. Ilean 6e30mMacHOCTH AJIs1 00bEKTA OLIEHKH
B nanHoMm pazzene naercs onucanue uenen 6esomacHoctu s OO.

Hean 6e3omacHocTu O0-1

OO pomxeH oOecreuynBaTh KOHTPOJIb IIEJIOCTHOCTH CBOEM YCTAHOBKH M TaKETOB
oOHOBJIEHUH, a TakKe 3(P(PEKTUBHO KUCIIOIBH30BATH CIIOCOOBI TPEIOTBPAIICHHS HApYILIEHUN
[EJIOCTHOCTH, TMPEAOCTaBIIIEMble CpPEION BBIMOJHEHUS, 3(P(HEKTUBHO HCIOIb30BAThH
JOKYMEHTHPOBAHHBIE W TMOJJECPKUBAEMbIE BO3MOKHOCTH, MPEAOCTABISIEMbIE CpEIon
BbImosiHeHUs. O0ecreuynBaTh KOHTPOJIb JOCTyNa (POJIEBOM, TUCKPEIIMOHHBIN, MaHIATHBIN)
K 00beKTaM, HaxoAsmmmMcs o1 Koutpoiem [10.

Iean 6e3omacuoctu O0O-2

OO nomxeH npenocTaBIATh MOJB30BATENSIM M IaTdopMme (HYHKIHMOHUPOBAHUS
HENPOTHUBOPEYMBBIE MHTEP(EHCHl ISl YNpaBIeHUs U KOH(PUIYPUPOBAHMS, CBA3AHHBIE C
obecrnieueHuEeM 0€30MaCHOCTH U 00CITYKUBAHHUEM.

Hean 6e3omacHocTu O0-3

OO nomkeH NperoCTaBIATH I0JIB30BATEII0 BO3MOXKHOCTbH YIPABISITh YPOBHEM
pacKphITHS JIF0OOH EPCOHATBHON UASHTUPUKALUMOHHON HH(POPMALIUH.

Iean 6e3onacnoctu O0-4

OO [omKeH WCIOJab30BaTh JIOBEPEHHBIM KaHal [JIs Tepefadd 3alfuiaeMoiu
uHbopMaI 1 obecreunBaTh 3alIUTy XpaHUMOHW, oOpabaTbiBaeMOW U MepeaaBaeMon K
kommoHeHTam [1I10 3amumaemoit nHpOpMaIAN.

Heab 6e3omacnocTu O0O-5

OO nomkeH 00eCreYnTh PETUCTPAIIMIO U YUET BHITOJHEHUS (QyHKINUNA 0€30MacHOCTH
OO wu mnpenoTBpaumiaTh HCMOJIb30BAHUE AaNNapaTHbIX W MPOrPAMMHBIX PECYpPCOB
1aTQoOpPMBI, TOCTYT K KOTOPBIM He npegycmotpen ais OO.

Iean 6e3onacuoctu O0-6

00 JIOJKEH npu HEOOXOIUMOCTH o0ecrieunBaTh UJeHTU(PUKALIHIO,
ayTeHTU(DUKAINIO U aBTOpu3aIuio nojb3osareneit [1I10.
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5.2.1lesu 0e30MacCHOCTH AJis1 Cpebl PyHKIIMOHNMPOBAHMSA

B nanHOM pasnmene jgaercs onucaHue Lenedl  0e30macHOCTHM A Cpelbl
¢ynkunonuposanus OO.

Heab 6e3onacHocTH cpeapi-1

OO [omKeH NPUMEHATHCS Ha JIOBEPEHHOW COBMECTUMOW BBIYMCIHUTEIIBHOM
wiatrgopMe, KoTopas BKiIrOYaeT kak ocHOBHYI0 OC, Tak U J100yI0 APYTYIO OTACIBbHYIO
Cpeny BBITIOTHEHUS, IO/ yIIpaBieHneM kotopoit pyukimonnpyet OO.

Iean 0e30macHOCTH Cpeabl-2

JlomxeHn oOecreuynBaTbCcs KOHTPOJIb YCTAHOBKM W, TMPU HAIMYUU TEXHHUYECKOU
BO3MOXKHOCTH, KOHTPOJb 3alyCcka KOMIIOHEHTOB MPOTPAaMMHOTO  OOECIEeUEeHUS
ABTOMATH3UPOBAHHBIX OAHKOBCKUX CHCTEM (AaBTOMATH3UPOBAHHBIX CUCTEM) (PUHAHCOBBIX
OpraHu3alui.

Leab 6e3omacHocTH cpeabi-3
JlomxHa o0ecrieynBaThCs 3allUTa OT BBIMOJHEHHUS TPOU3BOJILHOTO MAIIMHHOTO KOJIA.
Heab 6e3onacHocTn cpeabi-4

B mokyMeHTanuu A0HKEH OBITh OTPaKEH 3ampeT Ha UCIOJb30BaHUE MPEICKA3yEeMbIX
UACHTU(PUKATOPOB (HANIPpUMEpP, MPOU3BOAHBIX OT MMEHHM M (aMHIMK TIOJIb30BaTels,
COBHAJAIONINX C WACHTH(PUKATOPAMH B aJpecax »dJICKTPOHHOW TMOYTHI, MOPSAKOBBIX
HOMEPOB, (HOPMHUPOBAHHUE HICHTU(OUKATOPOB MO E€IUHOMY AITOPUTMY) HIIHA OTPaKeH
MEXaHW3M 3alluThl OT Tiepebopa UACHTU(HUKATOPOB (HAPUMEpP, BPEMEHHBIC 3aJ€PIKKU
wi captcha mociie OINpeNeeHHOT0 KOJIMYSCTBA HEYCHEIIHBIX IONMBITOK BBOJA), 3a
UCKITIOUCHHWEM CJIy4aeB WCIOJb30BaHMS HWIASCHTU(UKATOPOB B KadecTBE aHajora
COOCTBEHHOPYYHOM MOJIIUCH.

Ieanb Ge3o0macHOCTH cpeabI-5

[IpaBa Ha  BOCCTAaHOBJIEHHME  WJIM  CMEHY  HEoOpaTUMO  yTpauy€HHBIX
ayTEeHTU(PUKALMOHHBIX JAHHBIX JOJKHBI ObITh MPEIOCTABICHBI:

e angmuHucTparopam 6e3onacHoctu [1T10 AC;

e anvunuctpatopam [1110 AC;

® UHBIM JIMIIAM MO0 COIJIACOBAHUIO C aAMUHUCTpaTopom Oe3onacHoctu [1T10 AC;

e nmoip3oBaTesiM AC TOJNBKO MpHU peanu3aiuu  Oe30MacHBIX MEXaHU3MOB
ABTOMATH3UPOBAHHOTO BOCCTAHOBJICHUSI (HAMpUMEpP, C HCIOJIb30BAHUEM
aJIbTEPHATUBHOTO KaHAJIa CBSI3H);

® 1CMOJIb30BATh Oe3omnacHble MEXaHU3MbI ABTOMATU3UPOBAHHOTO

BOCCTAaHOBJICHUA.
Leab 6e3omacHocT cpeabi-6



34

Jomxuel ObITH OO€creueHbl HaJJIeKallud HUCTOYHUK METOK BpPEMEHU W
CUHXPOHM3aLIMs 10 BpeMeHu Mexay kommoHeHTamu OO, a takxke Mexay OO u cpenoi
ero (pyHKIIMOHUPOBAHMSI.

Iean 0e30macHOCTH cpeabl-/

B IIITO noyKHBI UMETHCSI CPEACTBA PETUCTPALIMU COOBITUN U TPOCMOTPA KYypPHAJIOB
peructpanuu  coObITUM  0€30MacHOCTH, OOECIEYMBAIONIME HAIJIEkKAIUNA YydeT H
Ipe/ICTaBIEHUE COOBITUI OE30MaCHOCTH U CONTPOBOKAAIOIIEN UX HH(POPMALIUH.

Iean Oe30macHOCTH cpeabI-8

B IIIIO nmomxHB 0OecrieyMBaThCs 3alluTa OT HECAHKIIMOHWPOBAHHOIO JOCTyMa K
pazpensemeiM pecypcam OC (Hampumep, K pasaeinseMorl TmaMmsITH, HWMEHOBAaHHBIM
KaHajlaM, OTOOpakaeMbIM B MamsTH ¢aijam), a Takke KOPPEKTHOE HCIOIb30BaHUE
CPEACTB CHUHXPOHM3allMM JOCTyna K paszgensembiM pecypcam OC  (Hampumep,
KPUTHUYECKUX CEKIIUM, ceMadopoB).

Leab 6e3onacHocTH cpeapbi-9

VYcaoBusi 6€30MacHOTO  WCIIOJB30BAHUS CTOPOHHHX MPOTPAMMHBIX MPOIYKTOB
(marrpumep, CYBJ1) nomkHbI OBITH OMECaHbl B qokyMeHTaruu Ha [1110 u obecnieunBaThCest
P €ro SKCIUTyaTaluu.

Leanb 6e3onacHocTu cpeanbi-10

OC, npumensemas B [1I10O, nomxHa ObITh HACTPOEHA B COOTBETCTBUU C MOJUTHUKOM
0€30MacHOCTH OpraHU3allid U TPEOOBAHUSIMU K MapaMeTpaM KOH(GUTypaIluu MEXaHU3MOB
0€3011aCHOCTH, OTPEIEIICHHBIM B SKCIUTYaTallMOHHOM TOKYMEHTAIIUH.

Heanb 6e3onacHocTH cpeapi-11

B IIITO nomxHO obecrnieunBaThCsl HaJIexKallee COONIOACHUE YCIOBUM 0€301MacHOro
UCIIOJIb30BaHUS UH(OPMAITMOHHBIX TEXHOJIOTUI (Hanmpumep, TEXHOJIOTUI
BUPTYyaIU3aLMIN).

Heab 6e3onmacHocTH cpeani-12

JlomxkeH oOecneunBaThCS JOBEPEHHBIN MapIIpyT/KaHAI TEpeladyd NaHHBIX MEXITY
ITO u gpyrumu kommnonedntamu I1110.

5.3. O6ocHoBaHMe HeJIel 0e30mMacHOCTH

B tabmune 5.1 nmpuBeneno orodpaxenue 1enei 6ezonacHoctu it OO Ha yrpo3sl U
MOJINTUKY O€30MaCHOCTH.
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Ta6muma 5.1 — Orobpaxkenue neneit 6ezonacHoctu st OO Ha yrpo3bl U MOJUTUKY
0€301acHOCTH
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] < (] (] ] ]
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Yrposza - 1 + |+ |+
Yrposa - 2 +
Yrpo3a - 3 + | +
[MoauTHKA
+
0e3onmacHocTH-1
[MoauTHKa
+ +
0€30MacHOCTH-2
MMoauTHKa
+
0e3omacHoCTH-3
MMoauTnKa
+
oe3zonacHocTu-4
MMoauTHKa
+
0e30macHoOCTH-5
MoanTHKa
+
0e30macHoCTH-6
MoanTHKa
+
0€30MacHOCTH-/
[MoaunTHKa
+
0e30macHOCTH-8

Ileanb 0e3omacHocTH-1

Jloctmwkenne 3Toi 1menu 0e30MacHOCTH HEOOXOIUMO JUIsl TPOTUBOCTOSTHUS YTPO3e
Yrpo3a-3 u peanmsanuu monuTHK Oe3omacHocTr [losimTHka Oe30macHOCTH-3,
IMoauTuka 0esonacuoctu-5, [Hournka 0e3zonacuoctu-6, [oauTuka 0e3onacHocTH-/,
TaK Kak 00eCIeYMBaeT MCIIOIh30BAHNUE Pa3pPEIICHHBIX MEXaHU3MOB 0€30TaCHOCTH CPEIIbI
(YyHKIMOHUPOBAHMS.

Ileans 0e3omacHOCTH-2

JoctuxkeHue 3ToM 1enu 0e30MacHOCTH HEOOXOAMMO IS IPOTUBOCTOSTHUSL YIpO3aM
¥Yrpo3a-1, Yrpo3a-3 u peanuzauuu noautuku 6ezonacHocty IloauTuka 6e3onacHocTH-
4, Tak Kak OO0ECIeYMBACT HCIOJIb30BaAaHUE KOPPEKTHBIX HMHTEP(PEHCOB yIpaBICHUS U
koHpurypuposanus OO.

Ieanb 0e3omacHoCTH-3
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Jloctrmkenne 3Toi 1enu 0e30MacHOCTH HEOOXOAMMO JUIS TPOTHBOCTOSHHS yTpo3e
Yrpo3a-1 u peanuzanuu nonutuku 6ezonacHocty IloauTuka 6e30macHOCTH-2, TaK Kak
o0ecreunBaeT 3alnuTy IEPCOHATBHON HACHTU(PUKAIIMOHHON HHPOPMATIHH.

Iean 0e3omacHocTH-4

JloctrkeHue 3ToM 1enu 0e30MacHOCTH HEOOXOAMMO I MPOTUBOCTOSIHUS yIpo3am
¥Yrpo3a-1, Yrpo3a-2 u peanusanuu noJuTuku 6e3onacHocTy IlosmTuka 6e30nacHOCTH-
2, TaKk KaKk 00€CIeurnBaeT UCIIOIh30BaHNE HAICKHBIX KAHAJIOB TIEpeIaun JaHHBIX.

Iean 0e3o0macHOCTH-5

JocTuxenrue 3ToM 1end Oe30MacHOCTH HEOOXOIWMO ISl peaau3allud MOJUTHKU
o6e3zonacHoctu IlonuTuka Oe3omacHocTH-1, Tak Kak oOO€CIEYMBAET PETUCTPALUIO
cOOBITHI 0€30ITaCHOCTH.

Ieanb 6e3omacHoCTH-6

I[OCTI/I)KGHI/IG ATON LEIIH 0e30I1acHOCTH HCO6XOI[I/IMO L pealin3alilu ITOJIMTHKH
oe3onmacHocty  IloauTHka 6C3OHaCHOCTI/I-8, TaKk Kak oOeclieynuBaeT YIIPaBJICHUC
YUYCTHBIMU 3aIlIMCAMU I10JIb30BATCIIA.
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6. OmnpenesieHne paclIUPeHHbIX KOMIIOHEHTOB

B nanHOM pa3zelne npecTaBieHbl pacliipeHHble KOMIOHEHTHI [13.

6.1. OnpenesieHne pacIiPeHHbIX KOMIIOHEHTOB (PYHKIMOHAJBHBIX TPe0OBaHUI
0€30IACHOCTH 00BLEeKTA OL[EHKH

Hns OO onpeneneHsl CleIyONME KOMIIOHEHTH (YHKIHOHAIBHBIX TPEOOBAHMI
6e3omnacHoctH, chopmynupoBanueie B ssBHOM Buje: FDP DAR EXT.1 «llludpoBanue
3ammimaeMoil napopmaruu npunoxkenus», FIA IWS EXT.1 «Unentudukanus ceccuid
BeO-npunoxkenniny, FMT CFG EXT.1 «Kondurypanus 0e30MacHOCTH IO YMOTYAHUIO,
FMT MEC EXT.1 «llognepxuBaeMbrii mexauu3M koHpurypamum», FPR_ANO_EXT.1

«Cornacue  momnp3oBareneil  Ha ~ 00paOOTKYy  MEPCOHANBHBIX  JIAHHBIX
(upentudukanmonnor  mHPopmanuu)»,  FPT AEX EXT.1 «IIpotuBoeiicTBue
UCIIOIb30BaHuI0  ysi3BUMocTe OezomacHoctn», FPT API EXT.1 «lcnons3oBanue
NOJJICP)KUBAEMBIX  CEPBUCOB W MPUKIAJAHBIX  MPOTPAMMHBIX  HHTEPPEHCOBY,
FPT LIB EXT.l1 «MHMcnonb3zoBanue cropoHHux Oubmmorek», FPT_TUD_EXT.1
«lenoctHocth npu ycrtaHoBke u oOHoBieHun», FTP_DIT EXT.1 «3amura qaHHBIX npu
nepenadye» — B CTUAJIE KOMIIOHEHTOB U3 HAlMOHAIBHOIO craHaapra Poccuiickoi
®enepanuu ['OCT P UCO/MDK 15408-2-2013 «MudbopmanrionHas TexHosorus. Metozsl
U cpenctBa obecnieyeHusi Oe3zomacHoctH. Kputepun  oneHku — 0€30MacHOCTH
uH(GOPMAITMOHHBIX TeXHOIOTUH. YacTh 2. @yHKIIMOHATBHBIE KOMIOHEHTHI 0€30ITaCHOCTH
(pacuvpeHHbI€ (CIIEHHAIbHBIE) KOMIIOHEHTHI).

KoMmmoneHTsl hyHKIIMOHATBHBIX TPeOOBaHMM 0€30MacHOCTH, CPOPMYIHPOBAHHEIE B
SIBHOM BH/I€, NIPEJICTABIICHBI B MPUJIOKEHNUU A K HacTosimemy [13.

6.2. OnpeaesieHue pacliipeHHbIX KOMIIOHEHTOB TPe0OBaHUii 10Bepusi
K 0€30IIacCHOCTH 00bEKTA OLICHKH

Hnsg OO onpeneneHsl ClAEAYIOUIME pacIIMpEeHHbIE (CHelHalbHble) KOMIIOHEHTHI
TpeboBanmii nmoBepusi k Oe3zomacHoctr: ADV IMP EXT.3 «Peamuzamus OOy,
ALC FPU EXT.1 «llIpouenypsr oOHOBIeHUsT mnporpamMmmHoro obecrneueHus OOy,
ALC LCD _EXT.3 «OmnpeneneHHbie pa3paboTYuKOM CPOKH MTOJEPKKI,
AVA CCA_EXT.1 «Anamu3 ckpbITbix kaHasioB» 1 AMA SIA EXT.3 «AHanu3 BIUsSHHUSA
oOHOBJIEHHH Ha 0e30macHOCTb», C(QOPMYJIUPOBAHHBIE B SBHOM BHUIE B CTUJIC
KOMIIOHEHTOB M3 HalMoHalbHOro cranaapra Poccuiickoit ®epepaumun ['OCT P
NCO/MDK 15408-3-2013 «MudopmanmonHas TeXHOJOTUS. MeEToABl W CpPEICTBa
oOecrieuenusi Oe3omacHocTu. Kputepun oLEeHKH 0€30MacHOCTH HMH()OPMAMOHHBIX
texHosioruii. Yacts 3. KoMmoHeHTHI 1oBepHs K 0€30MacHOCTH.

KommonenTsl TpeOoBaHuii 10Bepus K 0€30MacHOCTH, CPOPMYIHUPOBAHHBIE B SIBHOM
BU/IE, IPE/ICTaBIeHbI B npuiiokennu b k Hactosimemy I13.
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/. TpeGoBaHus 0e30I1aCHOCTH

B nannom pasnene I13 mpencraBieHsl QyHKIIMOHATBHBIE TPEOOBaHUS U TPeOOBAHUS
JOBEpHsi, KOTOPHIM JOJKeH yaoBiaeTBopsaTh OO. @OyHKIMOHAIBHBIE TpeOOBaHMS,
npe/cTaBlieHHbIE B HactosmeM [13, ocHOBaHBI Ha (PYHKIMOHATHHBIX KOMIIOHEHTAaX W3
I'OCT P UCO/MDBK 15408-2. Kpome toro, B Hactosamui [13 BkitoueH psa TpeOoBaHUM
0e3omnacHoctH, chopmynupoBaHHbiX B siBHOM Bujie (pacmmpenue 'OCT P MCO/MBK
15408-2). TpeboBaHus nOBepusi OCHOBAaHBI Ha KOMIIOHEHTax TpPeOOBaHWU JOBEpHUS M3
I'OCT P NCO/MDBK 15408-3 u npencraBiieHsl B HacTosimieMm [I3 B Buje OLIEHOYHOTO
ypoBHs goBepusa OVY][4, ycunenHoro kommnoHeHtamu ADV IMP.2  «llonnoe
otobpakenue npeacrasienus peanuzauuu GbO», ALC FLR.2 «IIpouenypsl cooOuieHui
o Hemoctatkax», AVA VAN.S «YcuieHHbI METOAWYECKUN aHAIU3)», PaCIIMPEHHBIN
koMmnoHeHTaMmu ADV _IMP EXT.3 «Peamuzauus OO», ALC FPU EXT.1 «lIpouenypsr
oOHOBNeHus1 mnporpammHoro obecneuenus», ALC LCD EXT.3 «OnpeneneHnbie
pa3zpabotunkoM cpoku noanaep:xkku», AMA SIA EXT.3 «Ananu3 BiussHUsI OOHOBIICHUM
Ha Oe3zonmacHOCTE» 1 AVA CCA EXT.1 «AHanu3 CKpbITBIX KaHaiIoB». Psa TpeGoBanuii
6e3omacHocTH, CPOPMYIMPOBAHHBIX B SBHOM BUje U B Buje ycwienus OY J14, onpenenexn
B pazjene 6 HaCTOSIIEro JOKyMEHTA.

7.1. ®yHKUMOHAJIbHbIE TPeOOBAHNUS 0€30IIACHOCTH

QOYHKIMOHAJIBHBIE KOMIIOHEHThl M3 HAlIMOHAJIIBHOTO cTaHaapra Poccuiickoii
®deneparuu 'OCT P UICO/MBK 15408-2-2013 «MuadopmarimonHas TexXHoI0rust. MeTo bl
U cpeacTBa obOecrnedeHus  Oe3omacHocTH. KpuTepum  OleHKM — 0€30MaCHOCTH
uHOpPMAIIMOHHBIX  TexHomormii.  Yacte 2.  DYHKIUMOHAIBHBIE  KOMIIOHEHTHI
O0e3zomacHocTH», Ha KOTOphix ocHoBaHbl @DTh OO, a Takke KOMIOHEHTHI
chopMyIMpPOBaHHLIX B SIBHOM BHUJIC€ PACIHIMPEHHBIX (CHEIUATIbHBIX) TpeOOBaHUMN
npuBeieHbl B Tabuie 7.1.

Tabnuua 7.1 — @yHKIMOHATBHBIE KOMIOHEHTBI, HA KOTOPBIX OCHOBAHbI

®Tb OO
Nnentudguxarop Ha3BaHune KOMIIOHEHTA TPeOOBAHMH
KOMITOHEHTA
TpeOoOBaHUM
FAU GEN.1 I'enepaiusi JTaHHBIX ayIUTa
FAU_GEN.2 Accormarus uaeHTU(GUKaTOpa MOJIb30BaTEIs
FAU_SAR.1 [IpocmoTp ayaura
FAU_SAR.2 OrpaHu4eHHbIN TPOCMOTpP ayauTa
FAU_STG.1 3anuIeHHOe XpaHeHHUE )KypHaJla ayuTa
FAU_STG.3 JleficTBHS B ciydae BO3MOXHOM NMOTEPU JAHHBIX ayauTa
FAU STG.4 IIpenoTBpaliieHue NOTEPH JaHHBIX ayUTa
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Haentudguxkarop Ha3zBaHnne KOMIOHEHTAa TPeOOBAHM A
KOMIIOHEHTA
TpeOOBaHUM
FDP_ACC.1 OrpaHudyeHHOE yNpaBieHUE JOCTYIIOM
VYmpaBieHue JOCTYNOM, OCHOBAaHHOE€ Ha arpulyrax
FDP_ACF.1 p AOCTYIIOM, puoy
- 0e30macHOCTH

FDP DAR_EXT.1

[lIndpoanue 3amnuiiaeMoi HHPOPMAITUN TTPUITOKCHUS

EDP ETC.1 OKCHOpPT ~ JaHHBIX  MOJb3oBaTenss  0e3  aTpuOyToB
- 0e30macHOCTH

FDP_IFC.1 OrpanuueHHOe yIpaBieHuEe HHHOPMAITMOHHBIMU TOTOKAMHU

FDP_IFF.1 [Ipocteie aTpuOyTHl 6€30M1ACHOCTH

EDP |ITC.2 NmmopT  nmaHHBIX ~ MOJB30BaTeIsl ¢ aTpuOyTamu
- 0e30macHOCTU

FDP_RIP.2 [TonHast 3ammTa OCTaTOUHON MHGOPMALIIH

FDP ROL.1 ba3oBbrit oTKaT

FIA_AFL.1 OO0paboTKa 0TKa30B ayTeHTU(UKAITTN

FIA_ATD.1 Omnpenenenne aTpruOyTOB MOIB30BATEIIS

FIA IWS EXT.1 UNnentudukanus ceccuit BeO-mpuIoKeHUN

FIA_SOS.1 Bepuduxanus cekperon

FIA_SOS.2 I'enepanus cexperoB @O

FIA_UAU.2 AyTteHTudukarus 10 JHOOBIX JSHCTBHI MOJIb30BATEIS

FIA_UAUA4 MexaHn3MbI 0JTHOPA30BOM ayTeHTU(DHUKAITNN

FIA_UAU.5 CoueraHrne MEXaHU3MOB ayTeHTU(DHUKALIUU

FIA_UAU.7 AyTeHTu(uUKaus ¢ 3aUUIIEHHOW 00paTHOM CBA3bIO

FIA_UID.1 Br160op MoMeHTa uaeHTUPUKALIUN

FMT_CFG_EXT.1

Konurypaiust 6€30macHOCTH IO YMOITYAHHUIO

FMT_MEC EXT.1

[Toxpnep:xuBaeMbIil MEXaHU3M KOH(UTYpaIiu

FMT_MSA.1 Ympasnenue atpudyTamu 0€30MacHOCTH
FMT_MSA.3 NHunmanu3anus cTaTU4ecKux aTpuOyToB
FMT_MTD.1 VYnpasnenue naaapiMu PbO
FMT_SMF.1 Crneundukauus QyHKIUN yrpaBieHus
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Haentudguxkarop Ha3zBaHnne KOMIOHEHTAa TPeOOBAHM A
KOMIIOHEHTA
TpeOOBaHUM
FMT_SMR.1 Ponu 6e3onacHoctu

FPR_ANO EXT.1

Cornacue mnonb3oBaTenel Ha 00paOOTKY NEpCOHAIbHBIX
JTaHHBIX (MICHTU(UKAITMOHHOW HH(POPMAIINN)

IIpoTuBoaencTBre UCIIOJIB30BAHUIO SI3BUMOCTEN
FPT AEX EXT.1 P o y
- - 0€30MaCHOCTH
Hcnons3oBanue HOIJEPKUBAEMBIX CEPBHCOB u
FPT APl EXT.1 JULep § p
- = MIPUKJIATHBIX TIPOTrPaMMHBIX HHTEP(HEHCOB
FPT _LIB EXT.1 Hcnons3oBanre CTOPOHHUX OMOIUOTEK
FPT_STM.1 Hanexxuble METKM BpeMEHHU
FPT_TDC.1 bazoBas cornacoBanHocTh naHHbIX PBO Mexay @O
TecTuposanue HKIIMOHAJIbHBIX BO3MOKHOCTEM
FPT TST.1 p (pymKu
- 0€30MacCHOCTH

FPT_TUD EXT.1

HGHOCTHOCTL IIPpHU YCTAHOBKC U OOHOBJICHHH

FTA_MCS1 ba3oBoe orpannueHue Ha mapajuieIbHbIE CEaHChI
FTP_DIT_EXT.1 3ammrTa JaHHBIX [IPU [Tepeaaye
FTP_ITC.1 JloBepeHHbIN KaHan nepenaun mexay @bO

7.1.1. Aynut 6e3onacuoctu (FAU)

FAU_GEN.1 I'enepauus JaHHBIX ayUTA

FAU_GEN.1.1

®BO noKHBI OBITH CIOCOOHBI TEHEPUPOBATH 3AITUCH AyIUTA

JUTSL CIIEAYIOIMX COOBITHM, TOTEHIIMAIBHO MTOABEPracMbIX ayIUTY:

a) 3aIlyCK M 3aBePILICHUE BBITIOTHEHUS (DYHKIINH ayauTa;

0) cozmaHue HOBBIX YYETHBIX 3alUCeil U M3MEHEHHE IMpaB JOCTyma
YYETHBIX 3aIIUCEN;

B) HEYCIICIIHBIC Olepanuu (HarnmpuMep, OMMOKK ayTeHTU(HUKAIINY,
HEJOCTATOYHbIC TMpaBa JOCTyla IMPHU BBIMTOJHCHUH OIEpalui,
HeIOCTYMHOCTh nHTepdeiicoB O0);

r) cpabarpiBaHue (yHKUIUM O€30MACHOCTH, HAMPABJICHHBIX Ha
MPOTUBOACHCTBHE KOMITBIOTEPHBIM aTakam (Hampumep,
aBTOMATHUYECKOE OJOKMPOBAHHME YUETHBIX 3alUCEll, aBTOMAaTUYECKOE
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3aBEPIICHUE CECCUH, TIOCTYIUICHHE HEKOPPEKTHBIX HCXOIHBIX
JOaHHBIX Ha BHenmHue narepdeiicer 00);

1) BBIIIOJHEHUE OIEpaluii, MPeayCMOTPEHHBIX MOJEIbI0 YIpoO3 B
Ka4eCTBE COCTABHOM YaCTU peaIn3aluu yIPO3bl;

€) Bce COOBbITHS, MOTEHUHUAJIBbHO TOJBEpracMble ayAauTy, Ha
0emanu3upo8aHHoM ypoBHE ayIUTa;

) COOBITHSI, MPUBEICHHEIE B TabmuIe 7.2;

3) [Ha3HaveHwWe: Ipyrue CHEIMAIBHO OIPEICIICHHBIC COOBITHS,
NOTEHUAIIBHO MTOABEPracMbIE ayIUTY |.

M) BCE CEaHChl MEPCOHAIBHOIO JOCTyIa MOJb30BaTelied K JaHHBIM
IUTATEKHBIX KapT;

K) BCE JCUCTBUS, COBEpUICHHBIE JTIOOBIM JIUIIOM C TMPUBHIETHUSIMU
CynepIioib30BaTes (root) UiIu aAMUHUCTPATOPA;

FAU_GEN.1.2 ®BO pnomxHB perucTpupoBaTh B KaXKIOM 3alUCU  ayauTa IO
MEHBIIIEH Mepe CIEAYIONIYI0 HHPOPMAIIHIO:

a) Jlata U BpeMs COOBITHS, TUI COOBITHS, HIACHTH(PUKATOP CYOBEKTa
(ecmu TPUMEHUMO) U Ppe3yJbTaT CoOObITHUA (YCHEHIHBIA WU
HEYCHEIIHbIN);

0) I KaXIOoro Tuna COOBITHH, MOTEHUMAIbHO IOJBEPTraeMbIX
ayJnUTy, U3 YUCIIa ONPENEIEHHBIX B (PYHKIMOHAIBHBIX KOMIIOHEHTAX,
koTopblie BkItoueHbl B [13/3b, [Ha3HavyeHnme: pyras oTHOCAMIAsCS K

aynuty uHbopmarus|.

FAU GEN_EXT.1 ®5O He [A0JKHBI PErucTPUPOBATH B 3aNMCAX AayAUTA
3alMIaeMyl0  HHGOpMALMIO, eCJM  HMHOe He  IPeAyCMOTPEHO  LeJasIMH
(PYHKIMOHMPOBAHUS M TEXHMYECKUMHU OCOOCHHOCTSIMHM, a TAK)Ke OrpPaHUYeHHAMH
peanuzauuu ACbu®QO: [Bb100p:

napoJju I’lO]ZbS’OBCZme]ZeIZ,'

NOJIHble HOMEPA NAAMENCHbIX Kapm U KPUMmudHble asmopu3ayuoHHble
OaHHbIC,

3aKpvimule Kpunmozpaguueckue Kuouu,

[Ha3HauyeHme: Opyeas 3awuwaemas un@opmayusi]

].
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Ta6muma 7.2 — CoObITHS, TIOIICKAIIAC aAYTUTY

KoMmmnonenr CoObITHE Jeranu3anus
FAU_GEN.1 3amyck 17} 3aBEpLICHUE
BBITIOJTHEHUS (PYHKITUH ayuTa
FIA_AFL.1 3anuchy ayauta ais coObITHi, | Peructpupyrorcs
FIA ATD.1 CBSI3aHHBIX C | yCIICIIHbIE W HEYCIICIIHBIE
- uAeHTUUKAIIHEH U | COOBITHSI, CBSI3AHHBIE C
FIA_IWS EXT.1 ayTeHTH(UKAIHEH MPOLIECCOM
FIA SOS.1 UIeHTH(PUKAITIN 51
FIA SOS.2 ayTeHTH(UKAINH
FIA_UAU.2
FIA_UAU4
FIA_UAU.5
FIA_UAU.7
FIA_UID.1
FDP_ACC.1 3anuck ayauta Al coObITHH, | Peructpupytores
EDP ACE.1 CBS3aHHBIX C YIPABJICHHEM | YCIICITHBIC M HEYCIICITHBIC
~ JIOCTYTIOM. COOBITHSI, CBSI3AHHBIE C
FDP_ETC.1 mpolieccaMu aBTOPH3AIUH,
FDP_ITC.2 IIpaBaMu JOCTYyTIa,
EDP RIP.2 YIPABJICHHUS MOTOKaMH
- uHpopMau pu
FDP_ROL.1 ummopre/ 3KCTIOpTE,
FDP DAR EXT.1 3aIUTHI TAHHBIX
FTP_DIT_EXT.1
FMT_MSA.1 3anuck ayauta Al coObITul, | Peructpupytores
EMT MSA .3 CBS3aHHBIX C YIPABJICHHEM | YCIICITHBIC W HEYCIICITHBIC
— 0e30IacHOCTH cOoOBITHSI, CBsI3aHHBICE C
FMT_MEC_EXT.1 aIMUHUCTPHPOBAHUEM
FMT_CFG _EXT.1 byHKIMKE ~ 0E301aCHOCTH,

HACTPOMKOM MapaMeTpPOB U
KOH(puUrypanui
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Kommnonenr CoObITHE Heranu3anus
0e30MmacHOCTH
FPT_AEX_EXT.1 |3anuce ayguta nns coObituii, | Hanpumep,
CBSI3aHHBIX C | aBTOMAaTHYECKOE
IPOTHUBOICHCTBUEM OJIOKMpPOBaHUE  yYETHBIX
KOMITBIOTEPHBIM aTaKaM 3amucel, aBTOMATHYECKOE
3aBEPUICHUE CECCHH,
MOCTYTUICHUE
HEKOPPEKTHBIX HCXOJHBIX
JAHHBIX ~ HAa  BHEIIHHUE
untepdeiicer [1T10
3anuchk ayauTa s COOBITHH,
CBSI3aHHBIX C BBITIOJTHEHUEM |
FPT _TST.1
- pe3yabTaTamu
camorectupoBanus PbO
FPT_TUD_EXT.1 |3anuce aynura Jjisi COOBITHM,
CBS3aHHBIX C  KOHTPOJIEM
I[EJIOCTHOCTH TIPU YCTaHOBKE
1 OOHOBJICHUH
3anuchk ayauTa IS COOBITHH,
CBSI3aHHBIX ¢  (ukcaruen
YHCIa MapauieIbHbIX CEaHCOB
FTA_MCS.1 P
- TI0JIb30BATEIIS, a  TaKxe
aTpuOyTOB 0e30macHoCTH
ATOTO TMOJIL30BATEIIS
FTP DIT _EXT.1 3anuck ayauTa s COOBITHH,
CBS3aHHBIX C HApPYIICHHEM
KOH(HICHIINATLHOCTH
JAHHBIX TIPU Tepeaade
3aBUCUMOCTH: FPT STM.1 HagexHble METKH BPEMEHHU.

3ameuyaHus M0 NPUMEHEHHIO:

3anucu ayauTa, T€HEpUPYEMbI€ sl COOBITUN O€30MacHOCTH, MPEICTABISIOTCS HA
JIETATM3UPOBAHHOM YpOBHE, T. €. COJepKar HWHGOPMAIMI O JHOOBIX HW3MEHEHHSX
KOH(pUTrypanuu MeXaHu3MOB O€30IMaCHOCTH, BKJIIOYAsh MapameTpbl KOHPUTypauuu 10 U
10CJI€ UBMEHEHMUS.

B03MOXKHO  HMCHOJIB30BAHME  HECKOJBKMX YPOBHEM  ayaWTa, HadyuHas  OT
MUHHMMAaJIbHOTO, MWCIIOJB3YEMOIO B IUNTATHOM pPEXUME, 3aKaHYMBas pPAaCLIUPEHHBIM,



44

npelIHa3HAaYeHHBIM JUIsl BBISBICHUS MPUYMH HeucnpaBHocTed. [lepexitoueHue pexxnma
aynuTa He JIOJDKHO TpeOoBaTh mepesamycka cucTeMbl. Pa3paboTdmk H0mKeH 00ecTeunThb
pETHCTpalii0  COOBITHS TMEPEKIIOYEHUsS peKMMa ayauTa B 3alUCAX  ayAuTa.
Pexomenmyercss peanm3oBaTh MEXAaHH3M OYHUCTKHM J>KYPHAJIOB ayauTa OT 3allUIIacMOU
uH(pOopMaIu.

[Tpon3BoauTENs NOJKEH YCTAHOBUTH CIEAYIOIIUE TPEOOBAHUS K IIOJIB30BATEIIO 110
JKCILTyaTalyuu:
FAU_GEN.2 Accounanus uageHTuGuUKaTOpa NoJab30BaTe sl

FAU_GEN.21 ns ayautra coOBbITHH, SBIAIOIIMXCA  pPE3yJIbTaTOM  JIEUCTBHM
uIeHTU(PUIIMPOBAHHBIX TTOJb30Batesie, ®bO n0omKkHBI OBITH CLIOCOOHBI
aCCOIIMMPOBATh KaXJ0€ COOBITHE, TMOTEHIMAJIBLHO TI0JIBEpraeMoe
aynuty, C HJICHTU(PUKATOPOM  TOJIH30BATENs, KOTOPBIA  ObLI
UHUIIUATOPOM ITOTO COOBITHUS.

3aBUCUMOCTHU: FAU GEN.I I'enepauus JaHHBIX ayJdTa

FIA UID.1 Bsibop MoMeHTa uACHTHU(DUKAIIH

FAU_SAR.1IIpocmoTp ayauta

FAU SAR.1.1 ®BO JoKHBI TPEAOCTABIATh [HA3BHAYEHHE. VHOIHOMOUEHHbIE
noavzoeameny]  BO3MOXHOCTh  4YUTAaTh  [HA3HAYEHME.  CHUCOK
uHgopmayuu ayouma] u3 3amnmuceit ayiura.

FAU SAR.1.2  ®BO nomxHBI NMPEAOCTABIATh 3alMCH ayJAWTa B BUJE, MMO3BOJISIOINIEM
I0JIB30BATEIII0 BOCIIPUHUMATH COJEPIKAIIYIOCS B HUX HH(OPMAITHIO.

3aBUCHUMOCTH: FAU GEN.I I'enepanus JaHHBIX ayuTa.
FAU_SAR.2 Orpann4eHHbId NPOCMOTP ayAUTA

FAU SAR.2.1 ®BO [0mKHBI 3alPETUTh BCEM MOJIB30BATEISAM JOCTYI K YTEHHIO
3allUCEeN ayJuTa, 3a WMCKIIYEHHEM II0Jb30BATENEH, KOTOPBIM SIBHO
MPEIOCTABJIEH JOCTYII JIJIsi YTCHUSI.

3aBUCUMOCTH: FAU SAR.I «IIpocmotp ayaura.

FAU_STG.1 3amuieHHoe XpaHeHne JKypHaJIa ayaura

FAU STG.1.1  ®BO nomkHBI 3aUIAThG XPAaHUMbIE 3aMCH ayIMTa B KypHAJIC ayauTa
OT HECAHKI[TMOHUPOBAHHOTO YaJICHUSI.

FAU STG.1.2  ®BO momkHBI OBITH CIOCOOHBI [BBIOOP, (BHIOPATH OHO U3):
npeoomepauiams,

6blA6JIAIMb



3aBUCUMOCTH;
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| HECaHKIIMOHMPOBAHHYIO MOAU(PUKAIIMIO XPAHUMBIX 3alUCEH ayuTa B
KypHaJe ayuTa.

FAU GEN.I I'enepanus JaHHbBIX ayIuTa.

FAU_STG.3 [leiictBus B cjiy4yae BO3MOKHOM MOTePH JAHHBIX ayJAUTA

FAU STG.3.1

3aBUCUMOCTH;

®OBO n0mKHBI BBIOJHUTH [HAZHAYEHHE. OeliCmEUsl, KOMOpble HYHCHO
NPeOnpuHAmMb 8 Clyyde BO3MONCHO20 DO XpaHeHus JHCYpPHaId
ayouma], €ciy KypHajl ayJuTa MPEBBIINIACT [HA3BHAYEHUE. NPUHAMOE
oepanuyenuel].

FAU STG.1 3amuiieHHoe XpaHeHUe KypHaia ayiuTa.

FAU_STG.4 IlpeporBpaiieHue noTepu JaHHbIX ayAUTa

FAU_STG.4.1

3aBUCUMOCTH:

®BO noiKHBI [BBIOOP (BHIOpATh OJTHO HU3):
USHOPUPOBAMb COOLIMUSL, NOOBEP2AIOWUEC AYOUMY,
3anucvl8ams NOGepx CAMbIX CIMAPBIX XPAHUMbIX 3anucel ayouma

| u [Ha3HAUYeHMe: Opyeue Oelicmaus, Komopwvle HYICHO NPEONPUHIMb 8
cnyyae  B03MOMCHO20 CcOOsl  XpameHus JicypHana ayouma] TpH
NIEPETIONTHEHUH )KypHaja ayuTa.

FAU STG.] 3amuinenHoe XxpaHeHUe )KypHaia ayauTa.

7.1.2. 3amuTa 1aHHbIX mojan3oBatesa (FDP)

FDP_ACC.1 Orpanu4eHHoe ynpaBjeHHne 10CTYIIOM

FDP ACC.1.1

3aBUCUMOCTH:

®BO nomkHb ocymecTBiIsATh [IDb [BHIGOP:
ynpasaeHue 00Cmynom omcymcmeyem,
OUCKpeYUOHHOe YNpasieHue 00Cmynom,
ponegoe ynpasieHue 00Cmynom;
MaHoamuoe ynpasieHue 00Cmynom

| s [HA3HAYeHHWe. Cnucok cyoOvekmos, 00beKmos u onepayull
cyObekmos na obvekmax, Ha komopwie pacnpocmpansiemcsi I1OD].

FDP ACF.1 VYnpaBneHue A0CTYNOM, OCHOBAaHHOE Ha aTpuOyTax
0e30MmacHOCTH.

FDP_ACF.1 Yupas.ienne J0CTYIIOM, OCHOBAHHOE€ Ha aTPUOyTax 0€30MaCHOCTH

FDP_ACF.1.1

@®BO J0MmKHBI OCYIIECTBIIATH [MMOMUTHKY YIPABICHUS JOCTYIIOM,
onpeneneanyio B FDP _ACC.1.1] k oObekTaMm, OCHOBBIBAasICh Ha
[Ha3HAYeHHE. cnucox cyOvbekmos u 00beKmos, HAXO0AWUXCS NOO



FDP ACF.1.2

FDP_ACF.1.3

FDP_ACF.1.4

3aBUCUMOCTH:
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ynpaenenuem ykazawHou II®@Bb, u 0na Kaxco0o2o U3 HUx —
omHocawuecss Kk oOanHot IIDOE ampubymer 6e3zonachocmu unu
UMEHOBAHHbLE 2PYNNbl ampubymos b6ezonachocmit).

®OBO 10JKHBI OCYHIECTBIATH CIEAYIONIUE MTPABUIIA ONPEIETIEHUS TOTO,
paspelieHa M onepanus yIpaBiIsieMOro cyObeKTa Ha yIpaBisIEMOM
o0BeKTe: [Ha3HAYEHHUE:. Npasula ynpasieHus 00Cmynom YRpaeisembix
cyOveKkmog K YynpasiiemMviM — 00beKmam € UCHOJb308aHUEM
YAPABAAEMbIX ONEPayull Ha Hux].

®bO n0omKHBI SBHO pa3pemarh JOCTYNl CYyOBbEKTOB K OOBEKTam,
OCHOBBIBAsACh ~ HAa  CIEAYIOMHUX  JONOJHUTEIbHBIX  MpaBUJIAX:
[Ha3HauyeHMe: npasuna, ochosanHvle Ha ampubymax 6e30nacHocmu,
KOMOpble 6HO paspeularom 00Cmyn cyovekmos k oo6vekmam.

®OBO nomKHBI SBHO OTKa3bIBaTh B JIOCTYIE CYOBEKTOB K OOBEKTaM,
OCHOBBIBACh ~ HAa  CIEAYIOIHUX  JOMOJHUTEIbHBIX  MpaBUJIaX:
[Ha3HaYeHUMe: npasuia, ochosanHvle HA ampubymax 6e3onacHocmu,
KOmopbwie 16HO 3anpewaiom 00Cmyn cyovbeKkmos Kk 00beKmam].

FDP ACC.1 OrpannyeHHoe ynpaBjieHUuEe JOCTYIIOM

FMT MSA.3 Ununnanu3zanusi CTaTH4eCKUX aTpudyToB

3ameuyaHus no NPUMCHCHUIO:

B kauectBe 00bekTOB Aoctyna [1®b cneayer B ToMm 4nciie paccMaTpUBaTh:

® CCTCBBLIC COCAUHCHMUS,

® YCTpPOKMCTBA BBOJIa-BBIBOIa HH(POPMAIINH;

® ChEMHbIE HOCUTEIU UHPOPMALINH;

L4 CJ'Iy}K6BI OIIPCACIICHUA MCCTOIIOJIOKCHU,

® XpaHWJIHUIIA 3alIUIaeMOi HHPOPMAIIUH;

e JIpyrue anmnapaTHbIe U NPOTPAMMHBIE PECYPCHI.

FDP_DAR_EXT.1 llIudpoBanue 3amumaemoid napopmanun OO
FDP_DAR_EXT.1.1 ®bO nomxHbI [BLIOOP:

He XpaHums ar00yio 3auuiyaemyro uHgopmayuio;

ycunums npeodoCmasieHHyo niam@opmou @GYHKYUOHAIbHOCMb OIS
wugposanus 3auunaemon uH@dopmayuu;

peanu3o6ams  YHKYUOHATbHOCHb 01  WUDPOSAHUS  3aWuULaAeMOll
ungopmayuu;



3aBUCUMOCTH;
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onpeoenums HeoOX00UMOCHb WUDPOBAHUsL 3auuLaeMol UHpopmayuu
8 8bICOKONPOU3BOOUMETILHBIX CUCTNEMAX C BbICOKOU KPUMUYHOCMBIO NO
8pemeHU nepedayu OaHHbIX;

UCNONIBL3068AMb  AbMEPHAMUBHbIE MemoObl  3AWUMbL  3AUWULYAEMOL
ungopmayuu,

| B BHEproHe3aBUCUMON AMSITH.

OTCYTCTBYIOT.

FDP_ETC.1 9kcnopT 1aHHBIX M0JIL30BaTeJIsl 0€3 aTpudyToB 0€30MaCHOCTH

FDP_ETC.1.1

FDP ETC.1.2

3aBUCUMOCTH:

FDP_IFC.1
FDP_IFC.1.1

®BO 10KHBI OCYIIECTBIISATH [
NMPOBEPKY KOPPEKTHOCTH BBIXOAHBIX JAHHBIX, B TOM YHCJIE!

® OTCYTCTBHE BO3MOYKHOCTH dbopmupoBaHUS CEpPBEPHBIMU
komroHeHtamu [II1O wucnonHsiembix ¢alaoB U cleHapueB, Ha
OCHOBE 33a/1aBa€MbIX I10JIb30BATEISIMU UCXOAHBIX TAHHBIX;

® OTCYTCTBHE€ BO3MOXXHOCTH BKJIIOYEHUS B BBIXOJAHBIE JIAHHBIE,
nepenaBaemMble Mexay coctaBHbIMU YacTsmu [1I10, pparmenToB, He
COOTBETCTBYIOIIUX CNEUU(PUKALNUIM TPOTOKOIOB B3aUMOJICUCTBUS U
(MJIM) UCTIOJIB3YEMBbIX JIJISl AKCILTyaTallii TUIIOBBIX YA3BUMOCTEH;

KOHTPOJIb OTCYTCTBMSI B BUAMMBIX I0JIb30BATEISIMH COOOLIEHUAX
00 ommnodKax 3aIMIaeMo uHpopMmanuu (Hanmpumep,
ayTEHTU(PUKAUMOHHBIX JAHHBIX, CBeJICHHH, MACHTUPHULUPYIOLIUX
NMpOorpaMMHoOe o0ecrneuenmne COCTABHBIX yacreu MI10,
JANATHOCTHYECKOI MH(popMauu, coaep:Kaiieii moa00HbIe JaHHbIE);

KOHTPOJIb OTCYTCTBHUS 3al[MIIAeMONl W ayTeHTH(PUKALUOHHOM
uHpopmanuu B coodmenussx HTTP nr0060ro Tuna

], mpu skcmopTe MaHHBIX IMOJB30BaTeNs, KOHTpoiupyemoM [1DB, 3a
npeaenst OO0.

®BbO n0MKHBI SKCIOPTUPOBATH JIAHHBIE MOJb30BaTENS 0€3 aTpuOyTOB
0€30IacHOCTH, aCCOIIMMPOBAHHBIX C JAHHBIMU MOJIb30BATEII.

[FDP_ACC.1 OrpanuyueHHOE yIpaBiICHUE JOCTYIIOM HIIH

FDP_IFC.1  OrpanuueHHoe  ympaBieHUE  HHPOPMALUOHHBIMHU
MOTOKaMHU].

OrpanudeHHoe ynpasjaeHHe HH(POPMAUMOHHBIMU IOTOKAMH

®BbO nomkHBl OCyllecTBIATh [Ha3HaueHue: I[IDB ynpaBienus
UH(OPMAIIMOHHBIMU TTOTOKAaMH | IS [Ha3HAYEHHE: CITUCOK CyOBhEKTOB,
uHGOPMAITH U OTIepaIiii IepeMEIICHHS yIPaBIsieMoil HHGOPMAITHH K
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YIIpaBJIACMbIM CY6'I>€KT&M N OT HHUX, Ha KOTOPBIC PACIIPOCTPAHACTCA
[1®B].

3aBucumoctu: FDP_IFF.1 IIpocTeie aTpuOyThl 6€30MacHOCTH.

FDP_IFF.1 Ilpoctbie aTpuOyTHI 0€30MACHOCTH

FDP_IFF.1.1

FDP_IFF.1.2

FDP_IFF.1.3

FDP_IFF.1.4

FDP_IFF.1.5

3aBUCUMOCTH:

®bO nmomkHBI OCyIEeCTBIATH [Ha3HaueHue: IIDb ympasienus
UH(OPMAIIMOHHBIMA MOTOKaMH|, OCHOBAaHHYIO Ha CJEAYIOLIUX THUIAX
aTpuOyTOB 0€30MaCHOCTU CyObeKTa M HH(POpPMalUU: [HAa3HAYEHUE:
CIUCOK CyOBEKTOB M THUIOB HWH(MOpPMAIMK, HAXOASAMIMXCA IOA
ynpasieHueMm ykazanHod [1®Pb, u nns kaxnoro m3 HUX — aTpuOyThHI
0€30MacHOCTH].

®bO ngomkHBI  paspemiaTh  MHGOPMAIMOHHBIA  TOTOK  MEXIY
yIPaBIsiEMbIM CyOBEKTOM U YIIPABIIEMON HHPOPMAIIHEH TOCPEICTBOM
yIPaBISIEMON OTEPAIMU, €CITH BBIMOJHAIOTCS CICAYIOINE MpaBUiIa;
[Ha3HAYCHWE: OCHOBAaHHBIC HAa aTpuOyTax OE30MaCHOCTH OTHOIICHUS,
KOTOpbIE  HEOOXOJMMO  TOJJIEPKUBATH  MEXKIYy  aTpuOyTamu
0e30macHOCTH CyOBEeKTOB M MH(pOpManuu (1 KaKI0H orepanun)].

@®BO A0MKHBI OCYLIECTBIATh [Ha3HAYEHHE: JONOJHUTEIbHBIE IPaBUIA
[1®b ynpaneHus nHHOpMaMOHHBIMUA TOTOKAMH |.

®bO  [oWKHBI  SBHO  pa3pemarb HMHPOPMALMOHHBIA  MOTOK,
OCHOBBIBASICh HA CIIEAYIOIUX IIpaBUiax: [Ha3HAYEHUE: OCHOBAHHBIC HA
aTpuOyTax O€30MaCHOCTH IpaBWJIA, KOTOPBIE SIBHO pa3peliaroT
UH(OPMAIIMOHHBIE TOTOKH |.

®bO [moKHBI  SBHO  3ampeniath  MHGOPMAIMOHHBIA  TOTOK,
OCHOBBIBASICh Ha CJICIyIONTUX MpaBuiaX: [Ha3HaYeHUE: OCHOBAHHBIE HA
atpuOyTtax O€30MacHOCTH TMpaBuUiia, KOTOPHIE SBHO 3aMpelarT
UHGOPMAITMOHHBIC TTOTOKH |.

FDP IFC.1  OrpanmueHHoe  ympaBieHHE  HMHPOPMAIUOHHBIMHU
MOTOKaMH

FMT MSA.3 Ununuanu3anus cTaTHYeCKuX aTpuOyTOB

FDP_ITC.2 UMnopT 1aHHBIX OJIL30BaTE/Isl C AaTPUOyTaMM 6€30IaCHOCTH

FDP ITC.2.1

®BO 10KHBI OCYIIECTBIISATH [

peABAPUTEILHYIO TTPOBEPKY KOPPEKTHOCTU BXOJHBIX JAHHBIX (B TOM
YHUCIIEe POBEPKY OrPAaHUYCHUN HA NIMHY TEKCTOBBIX CTPOK, OTCYTCTBUE
B HHUX HEJOMYCTUMBIX CHUMBOJIOB M KOMOHWHAIMl CHUMBOJIOB,
COOTBETCTBHE YHUCIOBBIX 3HAUCHUN IPAHUYHBIM YCIOBUSIM);



FDP |TC.2.2

FDP ITC.2.3

FDP_ITC.2.4

FDP ITC.2.5
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KOHTPOJIb HAJIMYMS B mapameTpax BeO-(hOopMbl, MpeaHa3HAUYCHHBIX IS
BBOJIa  3alMINaeMOW  HMH(POpMAIUK, JUPEKTHUB, 3alPeIIaroniux
KEIIUPOBAHUE JTAHHBIX

KoHTpodb Hammuus artpubyra HTTPOnly y mapamerpoB cookie,
3HaYeHUS KOTOPBIX HE JOJDKHBI OBITh JOCTYHHBI CLEHAPHSM,
BBITNIOJIHAEMBIM BEO-0pay3epom;

KOHTPOJb Haiuuyusg aTpulOyra secure y mapaMeTpoB cookie,
coJiep KaluX 3alMIaeMyo HHPOPMaLHIO;

KOHTPOJb HAJIWYWS JUPEKTHUBBI, OIPEACISAIOIIEN HCIOJIb3YEMYIO
KOJMPOBKY B 3arojioBkax coobOmenuit HTTP, a Takxke orcyTcTBus
VICIIOJIB30BAHUS Pa3HbIX KOAUPOBOK ISl PA3HBIX HCTOUYHUKOB BXOJHBIX
JIAHHBIX;

KOHTPOJIb KOPPEKTHOCTU BXOJHBIX JAaHHBIX, MPEAHA3HAYEHHBIX IS
MOCIIe Y IOIIEH 00paboTKH IPOrpaMMHBIMH MOJIYJISIMH,
nomyckaronmmu uatepnpetamnuio komana (SQL, XPath, LINQ, LDAP,
koManHas 06oouka OC u T.11.);

KOHTPOJIb HaJM4us arpulOyTa secure y TapaMeTpoB cookie,
COJIep KAIUX 3alHIACMYI0 HHPOPMAIIHUIO;

npeoOpazoBaHue CICIHAIbLHBIX  CHMMBOJIOB, MPEyCMOTPEHHOE
cnenudukanusamu s3pika HTML (Hanpumep, 3ameHa cUMBOJIOB ‘<’ H
>’ crienManbHBIMU CUMBOJIaMH si3bika HTML);

[maznauenwme: opyeyio I[IOF ynpasnenus oocmynom u/unu I1DOS
YAPAGAEHUST UHDHOPMAYUOHHBIMU NOMOKAMU]

] mpu mMmmopTe maHHBIX MONB30BaTeNsl, KOHTposmpyemoM [1DB, n3-3a
npezaenos OO.

01N JOJIKHBI UCIIOJIb30BaTh aTpuOyTHI 0€30MacHOCTH,
aCCOLIMMPOBAHHBIE C UMIIOPTUPYEMBIMU JAHHBIMH MOJIb30BATEIS.

®bO JomKHBI  00ECreYuTh, UYTOOBI HCIOJB3YEMbIH MPOTOKOJ
npeaycMaTpuBal OJHO3HAYHYIO acCCOLMAIMI0 MEXAy aTpuOyTamu
0€30MaCHOCTU U MOJYyYCHHBIMH JaHHBIMU MOJIH30BATEIIS .

®bO pomkHB O0ecne4YuTh, 4YTOOBI MHTEpHpeTanus aTpulOyTOB
0€30MacHOCTH HMMIIOPTUPYEMBIX JTAHHBIX MOJIb30BATENsl ObLIa TaKOM,
KaK IIPEJyCMOTPEHO UCTOYHUKOM JAHHBIX I10JIb30BATE.

®bO A0KHBI OCYIIECTBIATH CIEAYIOLIME IpaBWIa IPH HMIIOPTE
JAHHBIX MOJib30BaTens, KoHTponupyemoM [IDb, uz-3a npeaenos OO:
[Ha3HAYeHMe: JononHumenbHbie NPAGULA YNPAGIEHUL UMNOPIOM)].
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FDP_ITC.2.6 ®BO [0/KHBI HCHOJIb30BAaTh BCTPOCHHBIE CpPeICTBA NPOBEPKH
KOPPEKTHOCTH  BXOJAHBIX MapaMeTpPOB, peajJM30BaAHHbIe B
CTAHJAPTHBIX MPOrPaAMMHBIX OM0JIHOTEKAX.

3aBUCUMOCTH: [FDP_ACC.1 OrpanuveHHOE yIIpaBJICHUE JTOCTYIIOM HITH

FDP _IFC.1 = OrpanuueHHoe  ympaBi€eHHUE  HHPOPMaLUOHHBIMHU
MIOTOKaMH |.

[FTP_ITC.1 loBepennsiii kanan nepeaaun Mexay ®bO wmm
FTP_TRP.1 JoBepeHHblll MapmIpyT]
FPT TDC.1 ba3oBas cornacoBanHocTh AaHHbIX PBO Mmexay OBO.

FDP_RIP.2 ITosinasi 3amiuTa 0cTaTOYHOH HHPOPMAIIUT

FDP RIP.2.1 ®OBO nomkHBI 00€CHeYuTh HEIOCTYMHOCTh JIFOOOTO MPEabIayIIero
UH(OPMAITMOHHOTO COACPIKAHUS PECYPCOB IIPH [BHIOOP:

pacnpeodenenue pecypca,

0c80001COeHUe pecypca

] nns Bcex 00BEKTOB.
3aBHUCUMOCTH: OTCYTCTBYIOT.
3ameuyaHus M0 NPUMEHEHHIO:

CewmeiictBo FDP _RIP cBsizaHO ¢ HEOOXOAMMOCTBIO OO€CleueHus MOCIeAYOIEen
HEJAOCTYITHOCTH JIIOOBIX JAHHBIX, COJAEPXKAIIMXCA B PECYpPCE, €CIH pecypc yIaleH u3
OJIHOTO OOBEKTAa U MEPEMEILEH B APYroll 0OBEKT. ITO CEMEUCTBO COJIEPKUT TPEOOBAHUS
3alllMThl JAaHHBIX, COAEPKAIIUXCS B pecypce, KOTOphble ObLIM JIOTUYECKU YIAleHbl HIIU
UCKJIIOYCHB M3 PAacCMOTpPEHHUs, HO (HU3MYECKH BC€ e€Ile MOTYT NPHCYTCTBOBATh B
koHTpoaupyemMoM ®BO pecypce, KOTOPBIA, B CBOIO OY€peb, MOXKET OBITh MEPEMEIIEH B
JPYTOil OOBEKT.

PadoTbl oneHKH

O]_IGHHII/IK JOJDKCH MCCJIICAOBATDL IIPCACTABJICHUC PCAJIUM3allki, C TCM YTOOBI cacijaaTrb
BbIBOA O TOM, 4YTO IIaMATb, JUMHAMHUYCCKH BbIACIICMAd I/IH(l)OpMaLII/IOHHBIM O6’beKTaM,
OCBOGO)KI[EICTCH ITOCJIC UX HUCIIOJIB30BAHUA U IIPHU 3TOM IIponcaypa OCBO60)KI[CHI/I$I mamMsTHu
oOecreunBacT HEBO3MOKHOCTD IIOBTOPHOT'O UCITIOJIb30BaHUA OCBO60)KI[36MBIX 00BEKTOB.

FDP_ROL.1 ba3oBblii oTKAT

FDP_ROL.1.1 ®bO n0yKHBI OCYIIECTBIIATH, IPU HAIUYUU TEXHHUYECKOW BO3MOKHOCTH,
[naznauvenme: [1Ob ynpasnenus nocrynom w/winu [1Ob ynparnenus
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UH(OPMAIIMOHHBIMA ~ TIOTOKaMmH|,  4TOObl  paspemarb  OTKar
[Ha3HaYeHMe: CITUCOK omepaluii] Ha [Ha3HAYeHHe: CIIMCOK 00BEKTORB].

3aBucumoctu: [FDP_ACC.1 OrpannueHHO€ yIIpaBiI€HHUE TIOCTYIIOM WU

FDP_IFC.1 Orpanndennoe ynpapiieHre WHPOPMAITMOHHBIMH TOTOKAMH |.

7.1.3. Unentuduxkanusa u ayreHTuuxanus (FIA)

FIA_AFL.1 O6padorka 0TKa30B ayTeHTH(UKALUT

FIA_AFL.1.1

FIA_AFL.1.2

FIA_AFL.1.3

3aBUCUMOCTH;

®BO nomKHBI 00HAPYKUBATh, KOT' 1A TIPOU30iIeT [BHLIOOP:
[Haznauenue: nonosxcumenvroe yenoe uucnoy;

YCmMaHasaueaemoe AOMUHUCIMPAMOPOM NOJIOHCUMENbHOE Yel0e YUCTO 8
npedenax [Haznauenue: ouanazon OONYCMuUMbIX 3HaA4eHuil]

] HeycmemHBIX TONBITOK AayTEHTHU(PUKAIMK, OTHOCALNIUXCA K
[Ha3HAYCHHME: cnucok cobbimull aymenmugurayui].

[Ipu [BBIOOP:
00CMUIICEHUU,
npesvlileHuU

] ycraHOBIEHHOrO 4YHCIIa HEYCHCIIHBIX IONBITOK ayTCHTH()HKAIIH
DBO 10 KHEI BEITOJIHUTH

[BBIOOP:
onoxuposanue oocmyna noavzosamens 8 OO0,

mpebosanue 6600a NOIb308aMeNeM OONOIHUMENLHOU UHGOpMayuu
npU HEeBO3MONCHOCMU 88004 IMOU UHDOPMAYUU 8 ABMOMAMULECKOM
pedicume

]

Ilpun uMcTeyeHNH [HA3HAYEHHE: UHMEPEAT 6pemMeHu| OT MOMEHTA
010kMpoBaHus J0cTyna mnoJb3oBareass B OO mo HeycnemHbIM
nonbiTkam  ayreHtupukanmuu PbO  J0KHBI  BBINOJHUTH
aBTOMaTHYeCKoe pa30JIOKHPOBaHMe 10CTyNAa moab3oBaressi B O0.

FIA_UAU.2 Aytertudukamnms 10 JFOOBIX TSUCTBUI MOIB30BATEIIS.
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FIA_ATD.1 Onpeaesienue aTpu0yTOB M0JIb30BATEIS

FIA_ATD.1.1

®OBO nomKHBI NOAACPKUBATH JJIS1 KaXKJIOTO MOJI30BATEIS CIIEIYIOIUN
CIHCOK aTpuOyTOB OE30MaCHOCTH [Ha3HAYEHHWE. CHUCOK ampubymos
bezonacrnocmul.

3aBUCHUMOCTH: OTCYTCTBYIOT.

FIA_IWS EXT.1 Unentudukamnus ceccuii Bed-nmpuI0KeHUI
FIA_IWS EXT.1.1 ®BO noykHsI [ymounenue:

onpeoenums MUHUMATbHYIO ONUHY uoeHmugukamopa 6 pasmepe 8
cumeo108/

[BBIOOD:
Hem uoeHmuuKkayuu ceccuti 6e6-NpunLoNCeHutl;

UCKTIOYamb  UCHONb308AHUE  NPeOCKA3yeMblX — UOeHMUGUKamopos
ceccuul;

UCKTIIOYAMb B03MOIHCHOCIb NOBMOPHO2O UCNOIb306AHUS
uoenmughukamopa ceccuu (8 mom yucjie UCNOIb308aHUue 0OUHAKOBHIX
UOeHMUDUKAMOPO8 6 HeCKOAIbKUX CecCUsiX 00HO020 NOJb308aAmes,
HeU3MeHHOCMb  udeHmugukamopa  ceccuu  nocie  NOBMOPHOLL
aymernmu@uxayuy noiv308amelis),

UCKTTIOYAMb 603MOINCHOCNb UCHNOJIb306AHUA u()eHmucpuKamopa ceccuu
nocne ee 3a6epuieHusl,

UCKTIOYamsb 803MONCHOCMb PACKPbIMUA UOEHMUPUKAMOPO8 ceccull, 8
moMm yucie nepedayy u0eHmuuKamopos 8 He3auugdposanHom euoe, a
maxoice  BKIIOUEHUEe  UOEHMUPDUKAMOPO8 8 3ANUCH  JHCYPHANO8
pecucmpayuu cobvimutl, 8 cCoooOweHuUs: 00 OuWUOKax

].

3aBUCHUMOCTH: OTCYTCTBYIOT.

FIA_SOS.1 Bepudukanusi cekperon

FIA_SOS.1.1

3aBUCUMOCTH;

®OBbO n10mKHBI MPEIOCTABUTH MEXAHU3M [ BEpUPUKAIIMU TOTO, UYTO
CEKPETHI OTBEUAIOT [ HA3HAUEHUE. OnpedeNieHas MEMPUKA Ka4ecmaed].

OTCYTCTBYIOT.

3amMeuyaHue 1o NPUMEHECHUIO:

[Tox MeTpuKOW Ka4ecTBa B TOM YHCJIE CIIEAYET IIOHUMATh:
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® OrpaHMYEHHS Ha HCIOJb30BAaHUE B AITOPUTMaX AayTEHTU(UKALUU CY>KAIOLIUX
npeoOpa3oBaHnil ayTEHTH()PUKAIIMOHHBIX JAaHHBIX (HAaIpUMeEp, MPUBEIACHHE OYKB
uACHTU(UKATOPA MOIB30BATENS U (MJIH) AP0 K OMHOMY PETUCTPY, OTPaHUYCHHE
KOJINYECTBA 3HAYAIUX CUMBOJIOB IIApOJIs);

® NPUHYAWTEIBHOE OrPaHUYEHWE HAa MHUHUMAIBHYIO CIOXKHOCTh  Iapoyeit
(HampuMep, OrpaHMYEHHWE MHUHUMAJIbHOM JUIMHBI MapoJis, HaJIu4he CUMBOJIOB
Pa3IMyYHBIX KJIAcCOB, HECOBMAJEHHUE Mapojs C UACHTU(PHUKATOPOM IOJIb30BATENS,
HECOBITaJICHUE HOBOT'O MapOJIsi C OJTHUM U3 paHEee UCIIOJIb30BABIIIXCS).

FIA_SOS.2 I'enepauus cekperoB PO
FIA_ S0OS.2.1 ®BbO [0mKHBI TPEIOCTAaBUTh MEXaHM3M TE€HEpallMd CEKPETOB,
OTBCYAOIINX [BHIOOP:

HeT reHepaIiu CEKPeTOB

[Haznauenue: onpeoenennas mempuka kauecmaal

FIA_SOS.2.2 ®BO 10/KHBI OTPAHMYMBATH WCIOJIb30BaHUE NPH TeHepaluu
napoJieii eIMHOI0 NMEPBOHAYAJIBHOIO NMAapoJisA UJIU (popMUpPOBaHUE
TAKMX TapoJieii MO eIMHOMY AaJroOpuTMy, CMeHY HapoJis
NnoJib30BaTesieM 0e3 MpeBapUTEeIbHON ayTeHTU(PUKALMH, 2 TAKIKe
cojiep:KaTh MEXaHU3M NMPUHYAUTEIbHOH CMeHbI MEPBOHAYAIBLHOTO
NapoJisi NPHU NepBOM Bxoe nojan3osaressa B Q0.

FIA_UAU.2 AyrenTuduxanusi 10 J100bIX JeHCTBUH M0JIb30BaTEIs
FIA_UAU.2.1 ®OBO nomxHbI [BBIOOP:
He mpedosamy;,

mpebosamu

], 9TOOBI KaXKIIbIi MOJIB30BaTEh OBUT YCIIEITHO ayTeHTU(PUITUPOBAH 10
paspelieHus JIIo0oro JAEHCTBUS, BBIMOJHIEMOTO MPU MOCPEAHUYECTBE
®BbO 0OT MMEHU 3TOTr0 MOJIL30BATE.

3aBUCHUMOCTH: FIA UID.1 Bsibop MoMeHTa UACHTU(DUKALIIH.

FIA_UAU.4 Mexann3mbl 0JHOPa30BOil ayTeHTH(UKALUT

FIA_ UAUA4.1 ®dbO JOJKHBI MpeIoTBpaliaTh MOBTOPHOE PUMEHEHUE
ayTeHTHU()UKAIIMOHHBIX  JAaHHBIX, CBS3aHHBIX C [Ha3HAYEHHE:
UOCHMUDUYUPOBAHHBLIL MEXAHUIM (MEXAHU3MbL) aymeHmugurkayuu |.

3aBHUCUMOCTH: OTCYTCTBYIOT.
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FIA_UAU.5 CoueTtanue MeXaHU3MOB ayTeHTH(PUKALMHU

FIA_UAU5.1 ®BO [10/mKHBI MPEAOCTABIATh [HA3HAYEHHE. CHUCOK COYEmAeMblX
MeXanuzmos aymenmuguxayuu] a8 TOAACPKKHA ayTeHTH(UKALNN
I10JIb30BaTEIIS.

FIA_UAU.5.2 ®BbO 10KHBI ayTEHTU(PUIIUPOBATH MPEACTABICHHBIN HUICHTUPUKATOP
TMOJTB30BATENsl COTJIACHO [HA3HAYEHHeE. Npasuid, Onucvléaiowue, Kax

couemanue MEXAHUZMO8 aymenmugurayuu obecneuusaem
aymenmuguxayuio].
3aBUCHUMOCTH: OTCYTCTBYIOT.

3amMevyaHusa no NMPUMEHECHUIO:

1. KommoHeHT mpemHa3HaueH IS 3aJaHus TPeOOBaHWNW K (YHKIIHMOHATHHBIM
Bo3MOxHOCTsIM OO  mo  momumepkke  MHOTO(MakTopHOH  (IBYX(aKTOPHOM)
ayTeHTU(UKAIIHH.

2. B FIA UAU.5.1 pa3zpabotunk 3b yka3biBaeT MEXaHU3MbI ayTeHTU(DHUKALUH,
noanaepxxuBaembie OO mpu MHOTO()AKTOPHOH (IBYX(aKTOPHOW) ayTeHTU(DUKAIIIH.

3. B FIA UAU.5.2 paspabotunk 3b yKka3pBaeT MOJAepKUBAEMbIEe TpaBUIIa
COUETaHMS MEXaHU3MOB ayTeHTHU(PUKANNK Tpu MHOTOPaKTOPHOU (IBYX(aKTOPHOI)
ayTEeHTHU(PUKALIMH.

FIA_UAU.6 IloBTOpHas ayTeHTH(PUKALMSA

FIA_UAU.6.1 ®BbO n0MKHBI MOBTOPHO ayTEHTU(UIMUPOBATH MOJIB30BATENS MPU
[Ha3Ha4YeHMe: cnucok ycnosuil, npu KOMopsix mpedyemcs no8mopHAsL
aymenmugurayust] BO BpeMsl BHITIOJHCHUS ay TCHTH()HUKALINN.

FIA_UAU.7 AyrenTuduxanus ¢ 3aiiuiieHHoii 00paTHOM CBA3bI0

FIA_UAU.7.1 ®BO [0KHBI MPEAOCTABIATh IMOJIB30BATEII0 TOJBKO [HA3HAYEHHE:
CRUCOK  OONYCMUMOU UHpoOpMayuu o0Opamuoll c65a3u] BO BpeMs
BBITIOJTHCHUS ayTEHTU(UKAIUH.

3aBUCUMOCTH: FIA_UAU.2 Ayrentudukanus 10 J00bIX TeHCTBUN TOIB30BATEINS.
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3ameyaHus M0 NPUMEHEHHUIO:

Bo Bpemsi BBoja ayTeHTH(PUKANMOHHONW WH(GOPMAIMK BBOAMMBIC CHMBOJBI HE
TOJKHBI 0TOOpaxathcs. [Ipu koHkperuzanuu B 3b maHHOTO KOMIIOHEHTa YKa3bIBAaeTCH,
yTO0 OyJeT OTOOpakaThbCsi MPH BBOJE ayTECHTU(UKAIMOHHOW HH(popManuu (yCIOBHBIC
3HAKHW: TOYKH, 3B€3I0YKH; KOJTUICCTBO BBEJCHHBIX CHMBOJIOB HIIU JP.).

FIA UID.1 Bbi6op MmoMeHTa uaeHTUPUKATTAT

FIA_UID.1.1 ®ObO nmoMmKHBI AOMYCKATh [HA3HAYEHHE: COUCOK JCHUCTBUI,
BBITIOJTHSIEMBIX Tpu Tnocpeanudectse ®bO] oT uMeHH mMoab30BaTENsd
npexe, YeM OH UJICHTU(UIIUPOBAH.

FIA_UID.1.2 ®OBO n0mKHBI TPEOOBATh, YTOOBI KX MOJIH30BATEIb OB YCIICIIHO
UACHTU(PUIIMPOBAH O pas3pelieHuss Jo00ro Jpyroro JeHCTBUA,
BBINIOJIHSIEMOro npu  nocpeanuyectse @DbO or uMeHH 3TOro
MOJIb30BATEIS.

3aBUCUMOCTH: OTCYTCTBYIOT.
7.1.4. YnpasJjenue 6e3onacHocTsio (FMT)

FMT_CFG_EXT.1 Konpurypanus 6e30nacHOCTH 10 YMOJYAHUIO

FMT_CFG_EXT.1.1 ®bO nomkHBI TpU YCTAaHOBKE HOBBIX YUYETHBIX JAHHBIX, KOTJa
KOHPUTYPUPYIOTCSI C YYETHBIMU JaHHBIMU IO YMOJYaHUIO win 0e3
YUYETHBIX JIAHHBIX, MPEJAOCTaBUTh [HA3HAYEHHUE. VNOJHOMOYEHHbIE
nob308amei] TOIbKO OTPAaHUYCHHYIO (DYHKIIMOHATBLHOCTD.

FMT_CFG_EXT.1.2 ®bO nomkHBI 3ampeiniath CO3aHUE TEXHOJOTHUECKUX YUYETHBIX
3amuceld €O CTaHJApPTHBIMU TIAPOJISIMH W WHBIMH MEXaHU3MaMU
ayTeHTU(UKAIIMKM, WCHOJb3YIOMMMH  CTAaHJAPTHBIA  CEKpeT  JyIs
ayTeHTU(UKAIMKM, 3a7aBacMbIMH aBTOMATHYECKU TIPU yCTAHOBKE
IPOrpaMMHOTO OOeCTIeYeHHUSI.

3aBUCUMOCTH: FMT SMF.1 Cneuudukanus QyHKIUN yrpaBIeHuUs.

FMT _MEC_EXT.1 HonnepxuBaeMblii MeXxaHU3M KOH(pUTrypauuu

FMT_MEC_EXT.1.1 ®bO nomxHBI 3alUIIaTh XPAaHWIHINA TAPAMETPOB KOH(MDUTYpAITHH
(mactpoek) OO 0T HECAaHKIIMOHUPOBAHHOTO JIOCTYIIA.

FMT _MEC EXT.1.2 ®BO nomKHBI 00SCIEYUTh BO3MOXKHOCTH JKCIIOPTa IapaMeTpOB
koHpurypauuu OO B ¢opMar, TPUTOAHBIA JUIsl  aHaIW3a
M0JIb30BATEIIEM.
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FMT _MEC EXT.1.3 ®BbO nomkHB HCHOJB30BaTh JUISi XpaHEHUS U YCTAaHOBKHU

3aBUCUMOCTH:

napameTpoB KoHburypanmu OO MeXaHWU3MBbI, MPETyCMOTPEHHBIE
w1aTGopMoi.

FMT SMF.1 Cneuudukanus QyHKIUN yrpaBieHuUs.

FMT_MSA.1 YnpasieHnue atpudyramu 60€30acHOCTH

FMT MSA.1.1

3aBUCUMOCTH:

®BO [0KHBI OCYINECTBJIATH [Ha3Hauenme. [IDPH ynpasnenus
oocmynom, IIOF ynpasnenus uHGOPpMAYUOHHBIMU  NOMOKAMU],
MPEIOCTABIISAIONIYI0 BO3MOKHOCTh [BBIOOP:

UBMEHAMb 3HAYEHUS NO YMONYAHUIO,
3anpawiueamy;

Mooupuyuposamy;

yoansimo;

[Haznauenue: opyeue onepayuul

] arpuOyThl 0Oe30mMacHOCTH [HA3HAYeHHeEe. CHUCOK ampubymos
bezonacnocmu] TOJILKO [Ha3Ha4YeHue: VHOTHOMOYEHHbIE
udeHmupuyuposaHuvie pou].

[FDP_ACC.1 OrpannyeHHoe ynpaBjieHUuEe JOCTYIOM HIH

FDP _IFC.1 = OrpanuueHHoe  ympaBi€HUE  HMHPOPMALUOHHBIMU
MMOTOKaMH |.

FMT _SMR.1 Ponu Ge3omacHocTH.
FMT SMF.1 Cneundukanus QyHKIUN yrpaBieHuUs.

FMT_ MSA.3 Ununnaau3anusi CTaTUHYeCKUX aTpudyToB

FMT_MSA.3.1

FMT_MSA.3.2

®BO [0KHBI  OCYINECTBJIATh [Ha3Hauenme. [IDPH ynpasnenus
oocmynom, II®OF ynpasnenus unopmayuoHuvimu nomoxkamul,
peAaycMaTpUBAIONIYIO [BBIOOP:

ocpaHudumenvHoie;
paspewaroujue,
opyaue ceoticmaal

| 3HaYeHMs Mo ymomuaHWIO Ui aTpHOYTOB OE30MAaCHOCTH, KOTOPHIE
UCIIONB3YIOTCS Ui ocyecTBieHus [1Db.

®bO  nmomKHBI  TO3BOJIITh  [HA3HAYEHHE.  VNOJAHOMOUEHHbIE
uoeHmuuyuposantuvle  posiu] ONPEEIATh aJbTEpHATUBHbBIC
HaYaJIbHbIE 3HAYCHUS JJI1 OTMEHBI 3HAYCHUH 10 YMOJIYAHHUIO TIPH
CO37aHuM 00BEKTa WU UHPOPMALIUH.
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FMT_MSA.1 Vnpasnenue atpudyramu 6€301MaCHOCTH
FMT SMR.1 Ponu 6e3omacuoctu

FMT _MTD.1 Ynpasaenue nanabivu P60

FMT _MTD.1.1 ®BO nomxHbI IPEIOCTABIATh BO3MOKHOCTD [ BHIOOP:

3aBUCUMOCTH:

UsMeHeHUue 3HAYeHUL N0 YMOJYAHUIO,
3anpoc;

MoOuurayus;

yoanexue;

OYUCMKA,

Gopmuposanue omuemos;
[Ha3znauenue: opyeue onepayuu]

| cnemyromux JaHHBIX [HA3HAYEHHUE. OaHHble O NOAb308AMENSAX U UX
npusune2usx, cnucoxk opyeux oanuvlx @BHO] TONBKO [HA3HAYEHHE:
YROJHOMOUEHHble UOSHMUDUYUPOBAHHbLE POJIU].

FMT SMR.1 Ponu 6e3omacuoctu
FMT SMF.1 Crneundukanus QyHKIuN yrnpaBieHUs

FMT_SMF.1 Cneunduxanusi GyHkuuii ynpaBJjieHust

FMT_SMF.1.1

3aBUCUMOCTH:

®BO 10KHBI OBITH CIIOCOOHBI K BBIMOJTHEHUIO CIAEAYIOMNX (DYHKIIMIA
yIOpaBJICHUS:  [HA3HAYEeHMe.  CHUCOK  (DYHKYuili  YnpaegieHus,
npeoocmasnsemvix PHO).

OTCYTCTBYIOT.

FMT_SMR.1 Poau 6e3onmacHocTH

FMT_SMR.1.1

FMT SMR.1.2

3aBUCUMOCTH:

®BO omKHBI MOAJMEPKUBATH CICAYIOIIME POJU [HA3HAYEHHE:
YROJIHOMOUEHHble UOSHMUDUYUPOBAHHbIE POJIU].

®bO [0/mKHBI OBITH CIOCOOHBI ACCOIMHUPOBATH TOJIB30BATENECH C
POJISIMH.

OTCYTCTBYIOT.

7.1.5. IlpuBatnocts (FPR)

FPR_ANO_EXT.1 Coraacue nmoJib3oBaresieil Ha 00pad0TKy NepCOHAJBHBIX JAHHBIX

(upeHTHUKANMOHHOI MHpOpMaHN)

FPR_ANO_EXT.1.1 ®BO nomxHbI: [BHIOOP:
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He obpabamvieamyo NePCOHANILHYIO UOEeHMUDUKAYUOHHYIO
ungpopmayuio;

3anpawueams  coz2iacue  NOab308amens Ha  00pabomKy — e2o
NepPCOHANbHOU UOeHMUDUKAYUOHHOU UHGOopMayuu
], 3ammTa KoTOPOI TpeOyeTcss B COOTBETCTBUH C 3aKOHOIATEIHCTBOM.

3aBUCHUMOCTH: OTCYTCTBYIOT.
7.1.6. 3ammurTa ®BO (FPT)

FPT_AEX_EXT.1 IIporuBoaeiicTBHE HCIOIb30BAHUIO YA3BUMOCTEH 0€30IIaCHOCTH

FPT_AEX_EXT.1.1 ®bO He nomkHbl TpeOOBaTh OTOOpaKEHHS MaMSITH C SBHBIMH
agpecaMH, 3a  HUCKIIOYEHHEM [HA3HAYEHMe. CHUCOK  SBHbIX
UCKTIOYeH U] .

FPT_AEX_EXT.1.2 ®bO nomxHbI [BLIOOP:

He 8blOensmb HUKAKY10 obnacms namsamu c paspeuteHuimu nucaniov u
BblNOJIHAMDb,

8bLOCISIMb 0OIACIU NAMAMU C PA3PEUEHUSMU RUCAMb U BbINOJIHANb
moabko  Onsl  [Ha3HaueHue:  CNUCOK — (DYHKYUll,  SbINOJIHAIOUUX
komnunsiyuro just-in-time)

].
FPT_AEX_EXT.1.3 ®bO nomkHbI [BBIOOP:

3anpewiams 3anucb NOJIb308AMENbCKOU UHpOpMaAyUU 6 CucmemHbvle
oupexmopuu;

paspewams 3anucb Noab308amMeNbCKoU uHpopmayuu [HaznaveHue:
CNUCOK CUCTNEMHBIX OUpeKmopuii]

].

FPT_AEX_EXT.1.4 B ®bO He J0KHBI HMCHOJIB30BATHhCS 3JIEMEHTHI YIIPABICHHS B
rpaduueckom uHTepPeiice monp3oparend 1110, npennasHaueHHbIC 15
BBIMIOJIHEHUSL ~ OMNEpalludid, IMpaBa Ha BBIIOJIHEHUE KOTOPBIX Yy
MI0JIB30BaTENIsI OTCYTCTBYIOT. [IpoBepka mpaB Ha BBIMOTHEHHUE JIFOOBIX
omepaiui MoJIb30BaTelNs JIOJKHA OCYLIECTBIATHCS TaKUM 00paszom,
9TOOBI TOJB30BAaTEIh HE MOT TOBIUATh Ha PE3yabTaThl TaKOH
IPOBEPKHU.

FPT_AEX_EXT.1.5 ®BbO pomxHbl OBITH COBMECTUMBI CO CpEJICTBAMHU 3alllUThI,
PEIOCTaBISIEMbIMU TOCTABIIIMKOM/Pa3pabOTYMKOM MIaTPOPMBI.
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FPT_AEX_EXT.1.6 ®bO He n0omKHBI 3alUChIBATh MOJIU(DHUIIMPYEMBIC MOJb30BaTEIEM
daiiapl B AUPEKTOPUHU, KOTOPBIE COACPIKAT HCHOJHsAEMbIC (HanIbl,
[BBIOOP:

eciu 0enams mak si8HO He npeénucaHo pa3pa60mun0M;

eciu Moduqbuuupoeaﬂue npoxodum He noJjibzoeameilem

].
FPT_AEX_EXT.1.7 ®BO nomxHbI MO3BOJIATh CMEHY I0JIb30BATEIEM MAPOJIS UIH UHOTO

UCIOJB3yEMOIO  IapamMeTpa  ayTeHTU(UKAIMH  TOJBKO  IOCIHE
peBapUTEIbHON ayTeHTU(PUKALIUH.

FPT_AEX_EXT.1.8 ®bO npomxHbl obecnieunBaTh MNpPEABAPUTEIBHYI0 HHHUITMATU3AIUIO
NEPEeMEHHBIX M CTPYKTYp MJaHHBIX MPU BBIJIEJICHUU ONEPATHUBHOM
MaMSTH.

FPT_AEX_EXT.1.9 ®bO pomkHbl UCKIIOYATh BO3MOXXHOCTH MPOCMOTPA COJEPKHUMOTO
KaTajJoroB BeO-caiiTa B ciydasiX, KOTJa TaKol MPOCMOTp HE SBIISAETCS
HeoOxomuMbpIM. Eciu Takodl mpocMOTp M HM3MEHEHUE HEOOXOIUMBI,
®BbO A0MKHBI HCKIKOYaTh BO3MOXHOCTh MPOCMOTpPa U H3MEHEHHS
IIPOU3BOJIBHOTO Karajora BeO-caiTa W BO3MOXKHOCTh HM3MEHCHHSI
Karajgora BeO-caliTa, B KOTOPOM MOXET OBITh PaCHOJIO0KEH
VCTIOJIHSIEMBIN KOJI.

FPT_AEX_EXT.1.10 ®BO [Bhi6op:

He 00JIJCHbL UCNOIb308AMb NPU 0Opabomre danHvlx 8 opmame XML
snewnue cywnocmu (External  Entity), ewewmnue napamempoi
cywnocmet (External Parameter Entity) u enewiHue onucaumus muna
ooxymenma (External Doctype);

KOHMPOIUPOBAMb HEBOZMONCHOCMb BKIIOUEHUS NOJIb308aAMeNeM MAKUX
BHEWHUX CYWHOCMell, Napamempos U ONUCAHUL Muna OOKyMeHmd,
Komopbwle mo2ym evl36amv amaxy muna XXE;

].

FPT_AEX_EXT.1.11 OO He nomkeH TpeOOBaTh Jid CBOETO BBINOJHEHUS IIPaB
aAMUHUCTpPATOPa ONEPALMOHHON CUCTEMBI, 32 UCKIIOUEHHUEM CIIy4aes,
KOIrJla TaKue ImpaBa TEXHUYECKH HEOOXOAMMBI [JIsi KOPPEKTHOIrO
¢ynkunonuposanus OO.



60

FPT_AEX_EXT.1.12 ®BO nomkHB OpeaycMaTpUBaTh MEPbI 3alllUThl OT OOpaTHOM
pa3paboTKu U Mepbl 1o npoTuBoaekicTBrI0 oTinanake [1I10.

FPT_AEX_EXT.1.13 ®BO gomkHBI BBIIOIHATH BCE 3HAUUMbBIEC MTPOBEPKU TEPBUUHBIX
3JIEKTPOHHBIX JOKYMEHTOB TaKUM 00pa3oM, uToObl osbs3oBaTens 1110
HE MOI NOBIMATH Ha pe3yJbTaT NPOBEPKH (HANpUMEpP, MPOBOAMTH
IPOBEPKH PEKBU3UTOB OTIPABUTEINSI HA CTOPOHE OaHKA).

FPT_AEX_EXT.1.14 ®BbO He nomkHA MCHOJIB30BATh MOJYYEHHYIO OT MOJIb30BaTENs
uH(popmaluio A onpenenenus tumna cymuoctd ®bO, koropas Oyxaer
co3JaHa Ha OCHOBE MOJYYEHHOW HH(popManuu, 6€3 TOMOJHUTEIHLHOU
IIPOBEPKM  HAa  JONYCTUMOCTb  CO3JaHUs  TaKOM  CYIIHOCTHU
(mpoTHBOAEICTBHE aTakaM HEOE30MACHOH leceprann3alun).

FPT_AEX_EXT.1.15 B cny4ae HCMOAB30BaHUS MHOTOMOTOYHOCTH B DPBO pomkHa
KOPPEKTHO 00padaThIBaTh KOHKYPEHTHBIH JOCTYIT K MH(OpPMAIUU IS
IpeJIoTBpaIlcHUs MoauduKkanuu HHPOpMAlMd B 00XOJ IIPOBEPOK
nocTyna (MPOTUBOJICHCTBUE YA3BUMOCTSM THIIA «COCTOSHUE TOHKNY ).

3aBUCHUMOCTH: OTCYTCTBYIOT.

FPT _API EXT.1 MHcnouab3oBaHMe NOAJAEPKUBAECMbIX CEPBHCOB M MPHUKJIAIHBIX
MPOrpaMMHBbIX HHTep(PeicoB

FPT_API_EXT.1.1 ®bO pA0MmKHBI HCMOJB30BaTh B MPOTPAMMHOM MPOAYKTE TOIBKO
3aI0KYMEHTUPOBAHHBIE TMPOU3BOJIUTEIIEM CEPBUCHI M TMPUKIAIHbBIE
nporpamMMHbie uHTep(dericel maargopmel.  BwiGop: [Ha3HaucHwme:
UCIIOJb30BaTh B MPOTPAMMHOM MPOAYKTE 3al0KYMEHTHUPOBAHHBIE
MPOM3BOIUTENIEM CEPBHCHI.| [Ha3HAYCHME: MCIIOJIb30BaTh JOBEPCHHBIC
CaMOMHCHBIE (CTOpPOHHHUE) OMOMMOTEKH (PYHKIUN TPOTUBOCHCTBUS
UCIIOJIb30BAHUIO YSI3BUMOCTEN. |

FPT_API_EXT.1.2 ®BO nomkHBI WCHIONB30BATh MEXAHU3MBI, MPEIOCTABIISIEMBIE
APXUTEKTYpPOM MPOLECCOpa, ONEPALUOHHOM CUCTEMOM M CPEACTBAMU
KOMIUJISIIIUKA KoAa (HampuMmep, 3alluThl OT TepenoyHeHus Oydepa,
3allUThl  OT HAapylIeHUs OOpa0OTKU MCKIIOUEHHUM, 3alllUThl OT
UCIIOJTHEHUS KOJa B CErMEHTax CTeKa M JaHHBIX, CIy4ailHOTo
pa3MeICHHs CETMEHTOB B aJPECHOM MPOCTPAHCTBE).

FPT_API_EXT.1.3 ®bO He MAOMKHBI HCMONB30BATh (PYHKIUU CTAHJAPTHBIX
OuOIMOTEK, YA3BUMBIX K aTakaMm IepenojHenus Oydepa, mpu HATUYUU
AQHAJIOTUYHBIX (PYHKIIUH CO BCTPOCHHOM 3aIIUTOM.

3aBUCUMOCTH: OTCYTCTBYIOT.
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FPT_LIB_EXT.1 UcnoJb30BaHne CTOPOHHUX OHMOJIMOTEK

FPT LIB EXT.1.1 ®BO pgomKHBI HCHOOIB30BaTh TOJBKO [HA3HAYEHHE. CHUCOK

Pa3peuteHbix CmopoHHUX bubauomex].

3aBUCUMOCTH: OTCYTCTBYIOT.

FPT_STM.1
FPT_STM.1.1

3aBUCUMOCTH:

HanexHble MeTKH BpeMeHH

®OBO 10mKHBI OBITH CIOCOOHBI [BBHIOOP:
npeoocmaeiimo,

He npedocmasnamo

| naoescnvie memxu epemenu.

OTCYTCTBYIOT.

FPT_TDC.1 ba3oBasn cor;iiacopanHocTh JaHHbIX PBO mexay PBO

FPT_TDC.1.1

FPT_TDC.1.2

3aBUCUMOCTH;

®BO JTOJKHBI o0ecreyuTh CIIOCOOHOCTD COTJIaCOBaHHO
UHTEPIPETUPOBATh [HA3HAYEHHUE. Cnucok munos oanuvlx @PHO],

coBMecTHO ucnonb3dyemble ®bO u ApyruM JOBEpPEHHBIM MPOIYKTOM
UT.

®BbO 10KHBI  HUCIHOJb30BaTh |[HA3HAYEHHWE. CHUCOK  NPABUIL
unmepnpemayuu, npumensemvix @HO]| npu MHTEPNpPETAUUU TaHHBIX
®bO, noy4eHHBIX OT APYroro JoBepeHHOro npoaykra UT.

OTCYTCTBYIOT.

FPT_TST.1 TecrupoBanue @60

FPT_TST.1.1

®BO 1OMKHBI BBINOJIHATH IMAKET MPOrpaMM  CaMOTECTHPOBAHHUS
[BBIOOD:

npu 3anycke;
nepuooudecKu 8 npoyecce HOPMaibHO20 QYHKYUOHUPOBAHUS,
1O 3anpocy YNOIHOMOYEHHO20 NOb308aAMens;

npu  ycrnosusx [HA3HaweHue: YCI08Us, NPU KOMOPLIX cledyem
npedycmompems camomecmuposanue]

| 17 1IeMOHCTpaluy NPaBUIBLHOTO BBIOJIHEHUS [BHIOOP:
[Hasnauenue: wacmu OFO],
D50

1.



FPT_TST.1.2

FPT _TST.1.3

FPT_TST.1.4

3aBUCUMOCTH:
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®BO A0MKHBI TPEAOCTaBUTh YIOJHOMOYEHHBIM  IOJIH30BATEIISIM
BO3MOXXHOCTh  BEpU(UIUPOBATH  IEJIOCTHOCTh, KOPPEKTHOCTH
napaMeTpoB KOH(pUTypauum [BbIOOP:

[Hasnauenue: oannvix uacmeii ®H0J;
oanHvix PHO
®ObO [0mKHBI TNPENOCTAaBUTh YIIOJHOMOYEHHBIM IOJb30BATEISM

BO3MOKHOCTD BepUPUIIMPOBATH LEJIOCTHOCTH XPaHUMOTO
BEIITOIHAEMOT0 Koj1a PBO.

®5O 1pu BbIFIBJICHUM  HAPYUICHHUS]  LEJOCTHOCTH  MJIM
HEKOPPEKTHOCTH MAPAMETPOB KOH(PUTYpallUU JOJKHBbI:

[BBIOOP:
o nepesecmu OO0 6 pesicum asapuiino2o GYHKYUOHUPOBAHUSL;

® npedocmagums YNOJIHOMOUEHHLIM NOIb308AMENAM B803MONCHOCHb
nepesecmu OO 6 pedcum asaputinoco QyHKYUoOHUposanus/,

OTKIIIOUUTH [Ha3HAYEHMe: cnucok (ynxyuil bezonacnocmu OO0],
Cr€HEPUPOBATh JUATHOCTUYECKYIO HH(OPMAIIUIO.

OTCYTCTBYIOT.

FPT_TUD_EXT.1 IleJOCTHOCTH IPH YCTAHOBKE U 00HOBJICHUH
FPT TUD EXT.1.1 ®BO nomxHbl [BHIOOP:

npeodoCcmasiams 603MOHCHOCMY;,
ahhexmusHo ucnovzosame niam@opmy

], uToOBI MpoBepuTHL OOHOBIEHUE U YcTaHOBKY natyeit mst OO.

FPT TUD EXT.1.2 IIporpammuHoe obOecniedeHue OO AOMKHO pacHpOCTPaHATHCS C

UCTIOJb30BaHUEM  (opmara,  MOAAEPKUBAEMOTO  ILIATHOPMOMA
JUCIIeTYEPa MTAKETOB. [BHIOOP:

UCNONIL308AMb  CpeoCcmea  No  YCMAHOBKe/yOaleHUu/00H0BIeHUIO
NPOSPAMMHO20 0becneyeHusi COOCMBEEHH020 NPOU3BOOCMEA,;

UCNOIb308AMb CPEOCMBA NO YCMAHOBKe/YO0aNeHUI0/00H08IeHUI0
NPOCPAMMHO20 0OeCneyerUsi CMOPOHHe20 NPOU3800CMEd. |

FPT TUD EXT.1.3 Ilporpammuoe ob6ecrieuenue OO M0DKHO OBITH yHMAKOBAaHO TaKUM

o0pa3oM, 4YTOOBI €ro yjaajeHuWe NPUBOAMIO K YIAJICHHIO BCEX €ro
CJIENIOB, 3a WCKIIOUYEHHEM TMapaMeTpoB KOH(HUTypamuu, BBIXOJIHBIX
(aiisioB 1 KOHTPOJIBHBIX/ PETUCTPALIMOHHBIX COOBITHH. [BHIOOP:
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ucnonv3oeams  cpeocmea  No - YCMAHOBKe/YOaneHUu0/00HOBIeHUIO
NPOCPAMMHO20 0becneyenusi COOCMBEHH020 NPOU3BOOCMEA,

UCNONb308AMbL  CpedCmea  NoO  YCMAHOBKe/YOaleHUu0/00H08IeHUI0
NPOCPAMMHO20 0becneyeHUsi CMOPOHHE20 NPOU3B00CHEdA. |

FPT _TUD_EXT.1.4 IIporpammuoe obecnieuenne OO He JOIKHO 3arpyKaTh, H3MEHSATb,
3aMEHSTh WM OOHOBIIATH [BHIGOP:

npu OmMcymcmeuu asmooOHO81eHUs
€ro COOCTBEHHBII TBOUYHBINA KOJI.
FPT TUD_EXT.1.5 Ilporpammuoe o6ecnieuenne OO 0KHO [BBIOOP:
npeoocmasisams 603MOHCHOCHIb;
aghhexmusHo ucnovzosame niame@opmy

], 4TOOBI BBIACHHTH TEKYINYI) BEPCHIO MPHKIAJIHOTO MPOrPAMMHOIO
obecrieueHus.

3aBHUCUMOCTH: OTCYTCTBYIOT.
7.1.7. Joctyn k OO (FTA)

FTA_ MCS.1 ba3oBoe orpaHuyeHne Ha napajJiejibHble CEaHChl

FTA_MCS.11 ®BO nomkHB OTpaHUYMTh MaKCUMaJIbHOE YHCIO MapauielbHBIX
CEaHCOB, MTPEIOCTABIISIEMbIX OJTHOMY U TOMY K€ IOJIb30BaTEIIIO.

FTA_MCS12 ®BO nomkHbl 3aAaTh MO YMOJYaHUIO OrpaHUYEHUE [HA3HAYEHHUE:
3a0asaemoe no YMOA4AHUIO YUCIO0 | CEaHCOB MOJIb30BATENS.

3aBucumoctu: FIA UID.1 Bbi6bop MoMeHTa UACHTUPUKALINH.
7.1.8. loBepennbiii Mapupyt/kanau (FTP)

FTP_DIT_EXT.1 3amura 1aHHbIX PH nepeaayve
FTP_DIT_EXT.1.1 ®BO nomKHBI [BBIOOP:
He nepedasams 0ObIe OAHHbIE,
He nepedasams Ja00YI0 3auUAEMYI0 UHDOPMAYUID;
wugposams 8cro nepedasaemyro 3auunaemyo UHGoOpMayuio;
peanu3zo8ams QYHKYUOHANbHOCMb 01 WUDPOSAHUS 3auuyaemol UHpopmayuu

| mexny OO u npyrumu 1oBepeHHbIMU nponykramu MT.
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3aBHCUMOCTH: OTCYTCTBYIOT.

FTP_ITC.1 JdoBepennnblii kanaua nepeaaqyu mexay ®bO

FTP_ITC.11 ®BO A0mKHBI NPEIOCTaBIATh KaHAJ CBSA3M MEXIY COOOM U ApyruM
NOBEpeHHBIM NPOoayKTOM UT, KOTOPBIN JTIOrHYECKU OTIANYUM OT APYTHUX
KaHAJIOB CBSI3M M O0ECHEYMBAET YBEPEHHYIO HACHTU(PHUKALUIO €ro
KOHEYHBIX CTOPOH, a TaKXe 3alIUTy JaHHBIX KaHaja OT MOJAU(PUKALMH
WIH PACKPBITHS.

FTP_ITC.1.2 ®BO 10mKHBI TO3BOJIUTH [BBIOOP:
DFO,
opyeoti 0oseperHblll npodykm UT
| ”HUITMUPOBATH CBA3B YePE3 JOBEPEHHBIN KaHAJI.
FTP ITC.1.3 ®BbO noMmKHBI MHULIMUPOBATH CBSI3b UEpPE3 JIOBEPEHHBIA KaHal s

BBITIOJTHEHUS [HA3HAYEHMe. CHUCOK  (QYHKYull, Ol  KOMOPbIX
mpebyemcsi 008epeH bl KaHai].

3aBUCHUMOCTH: OTCYTCTBYIOT.



65

7.2. TpeGoBanus noepus k 6esonacuoctu OO0

TpebGoBanusa nosepus k Oe3omacHoctd OO B3AThl W3 HALMOHAIBHOTO CTaHAApTa
Poccuiickoii  ®enepauun  ['OCT P UCO/MBOK  15408-3-2013  «MudpopmanrionHas
TeXHoJorud. Metoasl U cpeAcTBa obOecrniedeHust OezonmacHOCTH. KpurTepuu oOleHKd
6e3onacHocT HH(OpManMOHHBIX TexHodorud. Yacte 3. KoMmoneHTH 1oBepus K
6e3onacHocT» U obpasyor OV /4, ycunennsiii komnonentaMmu ADV_IMP.2 «[loxHoe
otobpakenue npeacrasienus peanusanuu ®bO», ALC _FLR.2 «IIponeaypsl coobiienuii
o Hemocratkax», AVA VAN.5 «YcuieHHBIII METOAMYECKUU aHalu3», PacuIupeHHBIN
kommoHeHTamMmu ADV _IMP EXT.3 «Peammzarnus OO», ALC_FPU_EXT.1 «Ilponenypsi
oOHOBIIeHUsT mporpammuoro ooOecreuenus», ALC LCD _EXT.3 «OmnpenenceHHble
pa3paborunkom cpoku nogaepxkkn», AMA SIA EXT.3 «AHanu3 BIUSHUS OOHOBJIEHUI
Ha 6e3omacHOCTE» U AVA CCA_EXT.1 «AHanu3 CKpBITHIX KaHAIOBY (cM. Tabnuity 7.3).

Tabnuma 7.3 — TpeboBanus goBepus k 6e3omnacaoctu OO

Kuaaccnl Nnentudgurkaropsbl Ha3BaHusi KOMIIOHEHTOB /10BepHs
10BepHUsi KOMIIOHEHTOB
10BepUsA
Pa3zpaboTtka ADV_ARC.1 Onucanue apXUTeKTypbl 0€30MaCHOCTH
ADV_FSP.4 [Tonnas GyHKIIMOHATBHAS CHICITA(DUKAIIIS
ADV_IMP.2* [TomHoe oTOOpakeHHWE TpPEACTaBICHUS

peanmuzanuu OO
ADV_IMP_EXT.3* | Peamuzamust OO

ADV_TDS.3 ba3oBbIil MOy IBHBIN POEKT

PyxoBojicTBa AGD OPE.1 PykoBocTBO [10J1b30BaTEIIS 10
AKCILTyaTaliu

AGD_PRE.1 [ToaroroBUTENbHBIE POLIEAYPHI
[Tonneprxka ALC CMC.4** ITonnepxka reHepaluu, MpOIEAYPhI
KU3HCHHOTO MPUEMKH U aBTOMAaTH3AITUS
ITUKJIa

ALC CMS4 Oxgsar YK otciexuBanus npooiem

ALC DEL.1 [Ipoueaypsl nocTaBKU

ALC DVS.1 Nnentudukarus Mep 6€30MacHOCTH

ALC FLR.2 [Tporneypbl cooOMIeHH 0 HeTOCTAaTKaX

ALC FPU_EXT.1 |IIpouemypbl OOHOBICHHS MPOTPAMMHOTO
obecrnieueHus

ALC LCD.1 OnpenenenHas  3asBUTENIEM MOJENb
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Kunaccnl Naentudgurkaropsl Ha3BaHusi KOMIIOHEHTOB J0BepHs
A0BepuUsi KOMIIOHEHTOB
A0BepHUs
’KU3HCHHOTO IUKJIA
ALC LCD _EXT.3 | Omnpenenennble pa3paOOTYMKOM  CPOKH
MO IICPKKH
ALC TAT.1 [TonHOCTEIO OTIpE/ICJICHHBIC
WHCTPYMEHTAJIbHBIE CPEJICTBA Pa3pabOTKU
Ouenka ASE CCL.1 VY TBepkJIeHHS O COOTBETCTBUU
%aHaHHH 1o ASE ECD.1 Onpenenenue pacIIMPEHHBIX
€30MaCHOCTH KOMIIOHCHTOB
ASE INT.1 Brenenue 3b
ASE_OBJ.2 Ienu Ge3omacHOCTH
ASE_REQ.2 [IpousBoanbie TpeOOBaHUS 0€30MACHOCTH
ASE SPD.1 Omnpenenenue nmpoOiaemMbl 6€30MaCHOCTH
ASE TSS.1 Kparkas cnerupukanus OO
TectupoBanne | ATE _COV.2 AHaJIN3 OKPHITUS
ATE_DPT.2 TectupoBanue: Moayau  oOecrHeUYeHHs
0e30macHOCTH
ATE FUN.1 OyHKIMOHAIBHOE TECTUPOBAHUE
ATE_IND.2 Br16opouHOe HE3aBUCUMOE TECTHPOBAHUE
OneHka AVA VAN.5 Y cuneHHbIil METOJUYECKUN aHAIIN3
YAIBUMOCTCH AVA_CCA_EXT.1 | AHanu3 CKpBITBIX KaHAJIOB
OGHoOBNIEHUE AMA_SIA EXT.3 | Ananu3  BiusHHS ~ OOHOBJICHMM  Ha
00 6e3onacHocth OO
[Ipumeuanus:
* — OTMeuYeHbl KOMIOHEHTHI, KOHKPETH3UpPOBaHHbIE B HactosmeM II3 s
obecnieueHuss yHubukanuu ¢ gerctByromumu  [13 O®CTOK Poccum wu

IPEEeMCTBEHHOCTH TPEOOBAHHMI IO KOHTPOJIIO OTCYTCTBHS HEIEKIAPUPOBAHHBIX
BO3MOKHOCTEM PYKOBOJAIIETO IOKYMEHTa «3alluTa OT HECAaHKIIMOHUPOBAHHOIO
noctyna K uHdopmauuu. Yacts 1. [IporpammHoe obecriedeHuE CPENICTB 3alUThI
uH(opManmu: Knaccudpukanuss 1o YPOBHIO KOHTPOJIA OTCYTCTBUS
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Kaaccnl
noBepusi

Naentudgurkaropsl Ha3BaHusi KOMIIOHEHTOB J0BepHs
KOMIIOHEHTOB
AOBepust

HeJeKIapupoBaHHbIX Bo3MokHOcTeN» (['octexkomuccusa Poccun, 1999).

** — TpeboBanusi nosepust Hacrosiuiero 113 ocHoBanbl Ha OY/I4, ycuiieHHOM, ¢
y4eToM Ipeabiayiero npumedanus, komnonenrom ADV_IMP.2, s koToporo mno
3aBucuMoct Tpedyercst komnoHeHT ALC CMC.5. OnHako isi HCKITIOYEHUS
Ype3MEpPHOro 3aBblllieHUs] TpeOoBaHUl B HacTosimeM [I3 coxpaHeH KOMIOHEHT
ALC _CMCA4, xotopsiii BXoauT B coctaB OV J14.

7.2.1. Ouenka 3aganus no oezonacHoctu (ASE)

ASE INT.1 BBeaenme 3aganusi mo 0€30MacCHOCTH

3aBUCUMOCTH:

OTCYTCTBYIOT.

DJNIeMEHTBI IEUCTBUHN pa3padoTUHKa

ASE INT.1.1D

Pa3pabotuuk 3b nomken npeacraButh «BBenenue 3by.

DJeMEHTBI COACPIKAHUA N TPCACTABIICHUA JOKYMCHTUPOBAHHBIX MaTCPHUAJIOB

ASE INT.1.1C

ASE INT.1.2C
ASE INT.1.3C
ASE INT.14C

ASE_INT.1.5C
ASE INT.1.6C

ASE_INT.1.7C

ASE INT.1.8C

«BBenenne 3b» nomkHo comepxkarh «Ccpuiky 3by», «Ccpuiky OOp,
«AnHoTarmo OO» u «Onucague OO.

«Ccpuika 3b» nomkHa 0JJHO3HAYHO UJIeHTHUUIIUPOBaTH 3b.
«Ccbuika OO» nomkHa oiHO3HaYHO uaeHTugunrposats OO.

B «AnHotamuu OO» gopkHa OBITH  TIPEACTaBlIEHA  KpaTKas
uHpopmarsi 00 MCHOJb30BAaHUM U OCHOBHBIX (DYHKITMOHAJIBHBIX
BO3MOXHOCTsIX 6e3onacHoctu OO.

B «Annotamuu OO» noipkeH ObiTh naeHTuduimponan tum OO.

B «Annotaniuun OO» mOMKHBI OBITH WACHTU(UIIMPOBAHBI JIOOBIC HE
Bxoasaume B OO anmapaTHble, TPOrpaMMHbBIE, @ TAKKE€ MPOrpaMMHO-
ammaparHbie cpenctBa, Tpedyembie OO.

«Onucanne OO» AOMKHO BKIIOYATH OMUCAHUE (PU3MYECKUX TPAHULL
00.

«Onucanne OO» OMKHO BKIOYATh OMMCAHWE JOTHUYECKUX TPAHUIL

00.

JIeMEHTHI IEUCTBUN OIIEHIIIMKA
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ASE INT.1.1E  OueHnuk A0KEH MOATBEPAUTH, YTO WHQOpMAIUs, MPE/ICTaBICHHAs
3asBUTEJIEM B JIOKYMEHTHPOBAHHBIX MaTepHaliaX, YJIOBJICTBOPSET BCEM
TpeOOBAaHUSIM K COJACP)KAHHMIO M MPEACTABICHUIO JTOKYMEHTHPOBAHHOMN
nHpopMaruu, H3JI0KEHHBIM B

ASE INT.1.1C—- ASE_INT.1.8C.

ASE INT.1.2E  OueHumk AOKEH MOATBEpANTH, 4To «CmpaBka OO», «AHHOTAIUsA
OO» n «Onmcanne OO» HE TPOTUBOPEYAT IPYT APYTY.

PabdoTbl oieHKH

OueHIMK JOJIKEH BBINOJHATh yKa3aHHbIE JIEUCTBHSI B COOTBETCTBHM C IYHKTOM
9.3.1 nammonaneHoro cranaapra Poccuiickoit @enepaunun 'OCT P MCO/MBK 18045
«MHpopmanonHas TexHosnorus. Meronbl M cpeAcTBa oOecreueHuss Oe30MacHOCTH.
MeTtonoorust oleHKH 0€30MaCHOCTH MH(POPMAIMOHHBIX TEXHOIOTHID).

ASE_CCL.1 YTBep:xaeHusi 0 COOTBETCTBUH
3aBUCUMOCTHU: ASE INT.1 Beenenue 3b;
ASE_ECD.1 Omnpenenenre pacCIMpeHHBIX KOMIIOHEHTOB;
ASE _REQ.1 YcranoienHble TpeOOBaHHS O€30IIaCHOCTH.
DJIeMEHTHI IEUCTBUM pa3padoTUHKa
ASE CCL.1.1D Pa3paGoTuuk JOJKEH MPEACTABUTH « Y TBEPKACHUS O COOTBETCTBUN.

ASE CCL.1.2D Pa3paboTtuuk mI0DKeH TpenctaButh «OOOCHOBaHHME YTBEPKICHUU O
COOTBETCTBHI.

DJEeMEHTBI COACpKaHUA U MPCACTABIICHUA JOKYMCHTUPOBAHHBIX MATCPUATIOB

ASE CCL.1.1C B «VYTBepxaeHUsT O COOTBETCTBUU» JOJDKHO OBITh BKIIHOYEHO
«YtBepxkaenue o coorBerctBuu MCO/MOK  15408», xoTopoe
onpenenser, misg kakod pemakimuu ['OCT P MCO/MBK 15408
yTBepkaaercs coorercteue 3b u OO.

ASE CCL.1.2C B «VYtBepxkaennn o coorBerctBuM HMCO/MOK 15408» momkHO
TIPUBOIUTHCS OIHCaHHue COOTBETCTBHSA 3b
I'OCT P HCO/MDBK 15408-2; 3b onuceiBaeTca JHOO Kak
cootBercTBytomiee TpedoBanusiMm ['OCT P MCO/MOBK 15408-2, nubo
KakK cojepIKaiiee pacuIupeHHbIC (0] OTHOIIEHHIO K
'OCT P NICO/MDK 15408-2 tpeboBanwms.



ASE_CCL.1.3C

ASE_CCL.1.4C

ASE_CCL.15C

ASE_CCL.1.6C

ASE CCL.1.7C

ASE_CCL.1.8C

ASE CCL.1.9C

ASE_CCL.1.10C
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B «VYtBepxaenuu o coorBerctBuu MCO/MDOK 15408» moimkHO
npuBouThes onucanue coorsercTBus [13 TOCT P UCO/MBK 15408-
3; 3b ommceiBaercs nnbo kak coorBeTcTBYytomee TpedboBanusiMm ['OCT
P NCO/MBK 15408-3, nmubo kak cojepxkaliee pacIIupeHHBIC I10
OTHOILUECHHIO K
I'OCT P UCO/M3BK 15408-3 tpeboBanus.

«YT1Bepxkaenue o coorBerctBun  MCO/MOK  15408»  nmomxHO
coIIacoBbIBaThCs ¢ «OnpeeieHneM paclIMPEeHHbIX KOMIIOHEHTOBY.

B «YTBepKIEeHUU 0 COOTBETCTBUUN JOJIKHBI OBITh
unaeHTudunrpoBansl Bee [13 u makersl TpeboBaHUM 0€30MACHOCTH, O
COOTBETCTBUU KOTOPBIM yTBepkaaercs B 3b.

B «¥YTBepxaenun o coorBercTBuU 3b makeTy TpeOOBaHUI» TOJKHO
MPUBOAUTHCS OMUCAHUE JTI000T0 COOTBETCTBUA 3b HEKOTOpOMY HakeTy
TpeboBanuii; 3b onuceiBaeTcsa MO0 KaKk COOTBETCTBYIOIIEE IMAKETY
TpeboBaHuil, MO0 KaK cojaeprKaiee PaclIMpeHHbIC M0 OTHOIICHHUIO K
nakety TpeboBaHUsI.

B «O6ocHOBaHMM YTBEPKJACHUH O COOTBETCTBHUU» JOJDKHO OBIThH
npoaeMoHCcTpupoBaHo, uro tun OO cormacyercs ¢ tunom OO B Tex
13, 0 coOTBETCTBUM KOTOPBIM yTBEpKAAETCA B 3b.

B «O06ocHOBaHUM YTBEPXKJACHUH O COOTBETCTBUU» JOJKHO OBITh
IPOJIEMOHCTPUPOBAHO, UTO U3NOKeHUEe «OnpeneneHuss MnpoodIeMbl
0€30MacHOCTH coryiacyercs ¢ u3joxenuem «OnpeneneHus npoodIeMbl

6e3onacHocTH» B Tex 13, 0 COOTBETCTBUU KOTOPBIM YTBEPKIAETCS B
3b.

B «O6ocHOBaHMM YTBEPKJACHUH O COOTBETCTBHUU» JOJDKHO OBITh
POJIEMOHCTPUPOBAHO, uTO u3NoxkeHue «llemelt Oe3omacHOCTH»
cornacyercst ¢ usnoxeHuem «lleneit 6e3zomacHoctu» B Tex II3, o
COOTBETCTBUU KOTOPBIM yTBepkaaeTcs B 3b.

B «OO0ocHOBaHWM YTBEPKICHHH O COOTBETCTBHH» JIOJDKHO OBITH
IPOJIEMOHCTPUPOBAHO, UTO H3J0KeHHe «TpeboBaHMii 0E30MaCHOCTHY
corjacyetcs ¢ usnoxenueM «TpedboBanuit 6e3onacHoctu» B Tex 13, o
COOTBETCTBUM KOTOPBIM yTBEpkAaeTcs B 3b.

DJEeMEHTBI I[GI\/'ICTBI/II\/'I OLICHIIIUKA

ASE_CCL.1L1E

PadoTbl oeHKH

ONeHIMK JTOJDKEH TOJATBEPAUTh, YTO WH(POPMAIHS, TpPEICTaBICHHAS
3asBUTEJIEM B JOKYMEHTHPOBAHHBIX MaTepUaliax, yIAOBICTBOPSIET BCEM
TpeOOBaHUAM K COACPKAHHUIO W MPEACTABICHUIO JOKYMEHTHUPOBAHHOM
undopmaruu, u3noxennbiM B ASE CCL.1.1C - ASE_CCL.1.10C.
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OueHIIMK JOJKEH BBINOJHUTL JICMCTBUS B COOTBETCTBMM C IIyHKTOM 9.4.1
HanpoHallbHOTO cTanmapra Poccuiickoit ®eneparuu 'OCT P MCO/MBK 18045
«udopmanmonnas TexHoiorusa. MeToasl M cpeAcTBa olecrnedeHus: 0e30MacHOCTH.
MeTo010THs OIIEHKH 0€30I1aCHOCTH HH(POPMAITMOHHBIX TEXHOJIOTHIA.

ASE_SPD.1 Omnpenesienue npo6ieMbl 6€30MaCHOCTH
3aBUCHUMOCTH: OTCYTCTBYIOT.
DneMeHThI IeUCTBUI pa3padoTunka

ASE SPD.1.1D Pa3pabotuuk JoikeH mnpeActaBuTh «OmpeneneHue  mpoOiaemMbl
0€3011acCHOCTH.
DNeMEHTHI COAEPKaHUs U MPEACTABICHHS JOKYMEHTUPOBAHHBIX MaTEPHAIIOB

ASE SPD.1.1C «Omnpenenenue mpoOiaemMbl 6€30MaCHOCTU» JTOJDKHO BKJIIOYATh B ceOs
OIMCAHKE YIPO3.

ASE SPD.1.2C Onmnucanue Bcex yrpo3 JOJKHO MPOBOJIUTHCS B TEPMUHAX HCTOYHHUKA
YIPO3bl, aKTUBOB U HETATHBHOT'O JICHCTBHS.

ASE SPD.14C «Ompenenenue mpoOiaeMbl  O€30IIACHOCTH»  JIOJDKHO — COJICPXKaTh
OMHMCaHWEe TPEANOI0KECHUN OTHOCUTEIBHO cpelibl (DYHKIIMOHUPOBAHMS
0O0.

DOneMeHThI NEHCTBUN OIICHIIIUKA

ASE SPD.1.1E  OueHumk I0DKEH MOATBEPAUTH, YTO HMH(OpManms, mpeacTaBIeHHAs
3asiBUTEJIEM B JJOKYMEHTHUPOBAHHBIX MaTepuajax, yJIOBJIETBOPSET BCEM
TpeOOBAHUSIM K COJIEP)KAHUIO U MPEJCTABICHUIO JTOKYMEHTHPOBAHHOMN
uHpopmaIm, U3JI0’KEHHBIM B

ASE SPD.1.1C- ASE SPD.1.4C.
PadoTbl oneHKH

OIEeHIIUK JOJDKEH BBIMOJHATh YKa3aHHBIC JCHCTBHS B COOTBETCTBHU C ITyHKTOM
9.5.1 nammonanpHOro cranaapra Poccuiickoit @eneparuu 'OCT P MCO/MDBK 18045
«udopmanmonHas TexHojorusd. MeToasl W cpeacTBa obecredeHus Oe30macHOCTH.
MeToa0I0THs OIIEHKH 0€3011aCHOCTH HH(POPMAITMOHHBIX TEXHOJIOTHIAY .

ASE_OBJ.2 Ilean 6e30macHOCTH
3aBUCUMOCTH: ASE_SPD.1 Omnpenenenune nmpobiaemMbl 0€30MMacHOCTH.

DneMeHThI IeUCTBHI pa3paboTurka

ASE OBJ2.1D Pa3pabotumk  A0MKEH  TpenocTaButh  «OmpeieneHne  I1elen
0e30MacHOCTIY.

ASE OBJ.2.2D PazpaboTunik  JOKEH  mpenocTtaBuTh  «OOOCHOBaHHME — LieJiei
0€30I1aCHOCTHY.

DJeMEeHTHI CoACpKaHusA U IPCACTABIICHUA JOKYMCHTUPOBAHHBIX MATCPUATIOB
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ASE OBJ.2.1C MWznoxenue «llemeit Oe3omacHOCTH» OKHO BKJIOYATh B ceOs
omucanne 1ened  OezomacHoctm gt OO w g cpensl
dbynkuuonuposanus OO.

ASE OBJ.2.2C B «O6ocHoBaHuHU Iieieil OE30IMacHOCTHY Kaxaas Ieidb 0€30IacCHOCTH
st OO mommkHa OBITH TPOCTEKEHa K yrpo3aMm, Ha TMPOTHBOCTOSHUC
KOTOPBIM HampaBjeHa JTa IeJb OCE30MacHOCTH, W K TOJUTHKAM
0€301acHOCTH, Ha OCYIIECTBIICHHE KOTOPBIX HaIpaBjicHa 3Ta Iehb
0€30I1acHOCTH.

ASE OBJ.2.3C B «O6ocHoBaHHU IIelIeil OE30MacHOCTH» Kaxkjaas I1elib 0€30MacHOCTH
st OO nmomwkHa OBITH MPOCIIEKEHA K yrpo3aM, Ha MPOTHBOCTOSIHHE
KOTOPBIM HallpaBjicHa »JTa IeJb OE30MaCHOCTH, K IIOJUTHKAM
0€30MacHOCTH, Ha OCYIIECTBICHHE KOTOPBIX HAIpaBjiIcHa 3Ta IICJb
0e30mMacHOCTH, a TakKkKe K MPEATNOI0KCHHUIM, IOACPKUBACMBIM
JIAHHOM LEIbI0 0€30I1aCHOCTH.

ASE 0BJ24C B «O0ocHOBaHNN  Iieien 0e30macHOCTH»  JOJDKHO OBITH
IIPOJICMOHCTPUPOBAHO, YTO 1AM OE30MAaCHOCTH HAMpaBJICHB Ha
MIPOTHUBOCTOSHUE BCEM HACHTH(DHUITMPOBAHHBIM yTIPO3aM.

ASE OBJ25C B  «O6ocHoBanmM  Iiejaeid  0e30IacCHOCTH»  JOJDKHO  OBITh
IPOJCMOHCTPUPOBAHO, YTO IEJIM OE30IacCHOCTH HAIpaBJICHBI Ha
OCYIIIECTBJICHUE BCEX MOJUTUK OC30TaCHOCTH.

ASE OBJ2.6C B  «OO6ocHoBaHmM Iieleii  0e30IMacHOCTH»  JOJDKHO  OBITh
MPOJICMOHCTPUPOBAHO, YTO IEJW  OE30MacCHOCTH JUIS  CPEJbl
(GYHKIIMOHUPOBAHUS MOICPIKUBAIOT BCE MPEATIONOKCHHUS.

DJIEMEHTHI IEUCTBUN OIlCHIIINKA

ASE OBJ2.1E OueHIMK AOKEH MOATBEPAUTH, YTO WH(pOpMAIUs, MPE/ICTaBICHHAS
3aBHUTEJIEM B JIOKYMCHTUPOBAHHBIX MaTepHaliaX, yIOBJICTBOPSICT BCEM
TpeOOBaHMUSIM K COJIEP)KAHHIO U MPECTABICHUIO JTOKYMEHTHPOBAHHOM
uHpopManumu, H3JI0)KEHHBIM B

ASE OBJ.2.1C- ASE _0OBJ.2.6C.
PadoTnI oleHKH

ONEHIIMK [OJDKEH BBIMOJIHUTH JEHCTBUS B COOTBETCTBHHM C IyHKTOM 9.6.2
HanuoHasbHOro crtanaapra Poccuiickoit ®eneparuun 'OCT P UCO/MOK 18045
«MHpopmanonHas TexHonorus. MeTtonbl W cpeAcTBa obOecrnedeHHs Oe30MacHOCTH.
MeTononorust OlleHKH 6€30MacCHOCTH MH(POPMALIMOHHBIX TEXHOIOTHUID».

ASE_ECD.1 Onpenesienue paciuiupeHHbIX KOMIIOHEHTOB
3aBUCUMOCTH: OTCYTCTBYIOT.

DneMeHTHI IeUCTBHI pa3paboTunka



ASE_ECD.1.1D

ASE_ECD.1.2D
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Pa3paborunk  JODKEH  MpeacTaBuTh  u3jdokeHue «TpeboBaHmii
0€30IaCHOCTIY.

Pazpabotunk pomxeH mnpencraButh «OmpeaesieHne paciuIupeHHBIX
KOMIIOHEHTOBY.

DJeMEHTBI COACPIKAaHUA N IPCACTABIICHUA JOKYMCHTUPOBAHHBIX MaTCPHUAJIOB

ASE ECD.1.1C

ASE ECD.1.2C

ASE _ECD.1.3C

ASE _ECD.14C

ASE ECD.1.5C

B wusnoxenun «TpebGoBanuii  Ge30macHOCTH»  JOJDKHBI  OBITh
UACHTU(ULIUPOBAHBI BCE pACUIMPEHHbIE TPEOOBaHUS 0€30MIaCHOCTH.

B  «OmnpeneneHnun  pacIIMPeHHBIX  KOMIIOHEHTOB»  JOJDKEH
OTIPECTIATHCS PACIIMPEHHBIA KOMIIOHEHT ISl KQXKJIOTO PaCIIMPEHHOTO
TpeOoBaHMs 0€30MaCHOCTH.

B «Onpenenennn paciimpeHHbIX KOMIIOHEHTOBY» JOJDKHO YKa3bIBAThCA,
KaK KaXJbli pacIIUPEHHBIH KOMIIOHEHT CBS3aH C CYIIECTBYIOIIUMH
koMmIoHeHTamMu, ceMelictBamu 1 kj1accamu 'OCT P UICO/MOK 15408.

B ((OHpGI[GJIeHI/II/I pacIIuPCHHBIX KOMIIOHCHTOB» JOJIDKHBI
HCIIOJIB30BATBCA B Ka4CCTBC MOJACIM IIPCACTABIICHHA KOMIIOHCHTEI,
CeMeﬁCTBa, KJIaCChI " MCTOOOJIOTHA

I'OCT P UCO/M3BK 15408.

PacimivpeHHble  KOMIIOHEHTHI JOJDKHBI COCTOSITh W3  HU3MEPUMBIX
0OBEKTUBHBIX 3JIEMEHTOB, YTOOBI ObLIa BO3MOJKHOCTB
MPOJIEMOHCTPUPOBATH COOTBETCTBUE WM HECOOTBETCTBHUE HITUM
DJIEMEHTAM.

JIEMEHTHI IEUCTBUM OICHIIINKA

ASE _ECD.1.1E

ASE_ECD.1.2E

PabdoTbl oieHKH

OIeHIUK JTOJDKEH MOATBEPIUTh, 4TO HHGOpMAIUs, TpeacTaBICHHAs
3asBUTEIIEM B JIOKYMEHTUPOBAHHBIX MAaTEpHUajax, yJIOBJIETBOPSET BCEM
TpeOOBAHMSIM K COJIEP)KAHHUIO U MPECTABICHUIO IOKYMEHTUPOBAHHOM
uHbopMaIm, U3JI0)KEHHBIM B

ASE_ECD.1.1C — ASE_ECD.1.5C.

OUEHIUK NOKEH NOATBEPAUTh, UYTO HU OJIMH W3 PaCIIUPEHHBIX
KOMIIOHEHTOB HE MOKET OBITh YETKO BBIPAXEH C HCIOJIb30BAHHEM
CYIIECTBYIOIIUX KOMIIOHEHTOB.

ONEHIIMK [OJDKEH BBIMOJIHUTH JEHCTBUS B COOTBETCTBHMM ¢ myHKToM 9.7.1
HauuoHasbHOro ctanaapra Poccuiickoit ®enepauun 'OCT P UCO/MOK 18045
«MHdopmanonHas TexHosorus. Meronpl M cpeicTBa oOecreueHuss Oe30MacHOCTH.
MeTtonosorust olleHKM 0€301aCHOCTH MH(POPMALIMOHHBIX TEXHOIOTHID).

ASE_REQ.2 Ilpou3Boanbie TpeOGOBaHMs 0€30I1ACHOCTH
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ASE OBJ.2 Ilenu 6e30macHOCTH;

ASE_ECD.1 Onpenenenue pacIIMpeHHBIX KOMIIOHEHTOB.

DJNIeMEHTBI IEUCTBUH pa3padoTUHKa

ASE_REQ.2.1D

ASE REQ.2.2D

Pa3paGoTunk JoOmKeH TPENCTaBUTh U3NokeHne «TpeboBanHmit
0€30MacHOCTIY.

Pa3pabotuuk pgomxeH mpeAactaBuTh oOocHoBaHue «TpeGoBanuit
0€30MacHOCTIY.

DJIEeMEHTBI COoACPKaHUA N MIPCACTABIICHUA JOKYMCHTUPOBAHHBIX MaTCPpHUAJIOB

ASE REQ.2.1C

ASE REQ.2.2C

ASE REQ.2.3C

ASE REQ.2.4C
ASE_REQ.2.5C

ASE _REQ.2.6C

ASE REQ.2.7C

ASE_REQ.2.8C

ASE_REQ.2.9C

M3noxenne «TpeGoBanuit 0€30MaCHOCTH»  JOJDKHO — COJEPXkKaTh
ormmcanue OTb u T/b.

Bce cyOBekThl, OOBEKTHI, oOIepanuu, aTpuOyThl 0E30MMacHOCTH,
BHEIITHUE CYIIHOCTU W JPYrue MOHATHS, ucnoib3yromuecs B OTb u
TBJ1, 10JKHBI OBITH ONPEICTEHBI.

B mnoxenuun «TpeOoBaHuii  06e30MacHOCTH»  JOJDKHBI  OBITH
UICHTU(DUIIMPOBAHBI ~ BCE  BHINIOJHCHHBIE HAJ  TPeOOBAHUSIMHU
0€30MacHOCTH OTIEPAIIHH.

Bce o1rcpanu JOJIKHBI OBITH BBITTOJIHCHBI IIpaBHJIBHO.

Kaxnas 3aBucumocts oT «TpeboBanuii 6€30mMacHOCTHY JOJKHA OBIThH
an00 YJOBJIETBOPEHA, JIMOO JOJKHO MPUBOAUTHCS OOOCHOBAHHE
HEYJIOBJIETBOPEHUS 3aBUCUMOCTH.

B «OO6ocHoBanun TpeOoBaHMI 0€30MaCHOCTH» JIOJDKHO  OBITh
MIPEJICTaBIICHO TpociiexkuBanne kaxaoro ®Th k memsim 6e30macHOCTH
s O0.

B «O06ocHoBanuu TpeOoBaHUN O€30MACHOCTU» JOJDKHO  OBIThH
npojieMoHCcTpupoBano, uro PTH obecneunBalOT BBITTOJIHEHHE BCEX
ueseit 0ezomacuoctu g OO.

B «O06ocHoBaHnuu TpeOOBaHUN 0OE30MACHOCTU» JIOKHO MPUBOJIUTHCS
MOSICHEHWE TOTO, TToueMy BbIOpanbl onpenencHubie T/1b.

Nznoxenue «TpeGoBaHuii 0€30MaCHOCTH» JOHKHO OBITH BHYTPEHHE
HEMPOTUBOPEUYUBBIM.

DOeMEeHThI NEHCTBUU OIICHIIIUKA

ASE REQ.2.1E

OI_IGHI_HI/IK JOJKCH HOATBCPAUTH, YTO I/IH(l)OpMaI_[I/IH, npcACTaBJICHHAA
3aABUTCIIEM B JOKYMCHTHUPOBAHHBIX MAaTCpHajiax, YyAOBJICTBOPACT BCEM
Tp€6OBaHI/ISIM K COACPKAHUIO U IIPCACTABIICHUIO ﬂOKYMGHTHpOB&HHOfI

I/IH(i)OpMaHI/II/I, HN3JI0KCHHBIM B
ASE REQ.2.1C - ASE_REQ.2.9C.
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Pa6oTsI oneHkHn

OneHmMK JOJDKEH BBIMOJIHUTH JCHCTBUA B COOTBETCTBMU ¢ myHkToM 9.8.1
HanpoHalbHOTO cranmapra Poccuiickoii @epepartuu 'OCT P MCO/MBK 18045
«udopmanonnas TexHonorus. Meronpl M cpeAcTBa oOecreueHuss O0e30MacHOCTH.
MeTononorust olieHKH 0€30MaCHOCTH HH(POPMALMOHHBIX TEXHOJIOTUID».
ASE_TSS.1 Kparkas cnenuduxanusa OO
3aBHCUMOCTH: ASE INT.1 Beenenue 3b.
ASE_REQ.1 YcranoBneHnHsie TpeOOBaHUs 0€30MaCHOCTH
ADV_FSP.1 ba3oBas pyHKIIMOHANIbHAS CTIELU(UKALIMS
DneMeHThI IeUCTBHI pa3paboTunka
ASE TSS.1.1D Pa3paGotuuk nomken npeactaBuTh «Kpatkyto crienudukainuio OO».
DNEeMEHTHI COJEPKaHUsI U MPEACTABICHUS JOKYMEHTUPOBAHHBIX MaTEPUAJIOB

ASE TSS.1.1C  «Kparkas crneuudukarus OO» nomkHA ONMUCHIBaTh, KaKUM 00pa3oM
OO Brnonaget kaxnoe OTh.

DJIeMEHTHI IEUCTBUN OLIEHIIIUKA

ASE TSS.1.1E Omenmuk A0DKEH HMOATBEPAUTH, YTO WH(pOpMAIUS, MPEICTaBICHHAS
3asIBUTEJIEM B JJOKYMEHTHUPOBAHHBIX MaTepHuaiax, yIOBIECTBOPSIET BCEM
TpeOOBAHMSIM K COJICPKAHHIO U MPECTABICHUIO JTOKYMEHTHPOBAHHOM
uHbOpMaI, HU3JI0KEHHBIM B

ASE TSS.1.1C.

ASE TSS.1.2E  Ouenmnuk nomkeH nmoATBepauTh, 4To «Kpatkas cnenudukamus OOy
He poTuBOpeunT «AHHOTaru OO» n «Onucanuto OO».

PabdoTbl oneHKH

OIleHIIUK JIOJDKEH BBIMIOJHUTH JACHCTBHS B COOTBETCTBMM ¢ TnyHKToM 9.9.1
HanoHalbHOTO cTaHmapra Poccuiickoit ®enepartuu 'OCT P MCO/MOBK 18045
«udopmanonHas TexHoiorusa. MeToasl M cpeAcTBa oOecredeHus: 0e30MacHOCTH.
MeTto0yI0THsT OIIEHKH 0€30IaCHOCTH MH(POPMAITMOHHBIX TEXHOJIOTHM». J|OMOIHUTEIBHO
JOJKHO OBITh IPOaHAIM3UPOBaHO NoKpeiTHE TJIb Mepamu noBepusi.

7.2.2. Pa3zpaboTka (ADV)

TpeOoBaHus MaHHOTO KJacca OMPEACTSIIOT HEOOXOIMMOCTh MPEIOCTABICHUS
3asButenieM uHpopmanuu 00 OOBEKTE OIEHKHM B BHUJE COBOKYITHOCTH CBUJICTEIIbCTB,
COJIep KallliuX MPOEKTHBIE MaTepualibl o pazpadorke OO.

OdopmieHue U cojep:KaHle CBUIETEIBCTB JOJDKHO COOTBETCTBOBATh TPEOOBAHUSM
HAIMOHAIBHBIX cTaHIapTOB Poccuiickon denepamnuu.
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ADV_ARC.1 Onucanue apxuTeKTypbl 0€30IaCHOCTH

B «Omnucanuu apxuTeKTypbl 0€30MaCHOCTH» OJDKHO OOBICHATHCA, Kak B DPBO
pealin3yloTcs CBOMCTBA COOCTBEHHOM 3alllMThl, pa3AeieHUs] TOMEHOB U HEBO3MOXKHOCTHU
ooxogqa @DBO. OHO [OMKHO coAepX aTh ONHMCAHWE MEXaHU3MOB ONpPEIEICHUS M|
pasnenenus n1oMeHoB nocpeactsoM ObO; mep 3amuTel ®bO 0T HECAHKITMOHUPOBAHHOTO
J0CTyIa U MOAM(PUKALIMHA CO CTOPOHBI HETOBEPEHHBIX MPOILECCOB; a TAKKE OMHCAHUE MED,
00€eCreynBaIINX HAAIEKAIIYI0 3allUTy BceX pecypcoB mnoj koHTtpoiem PBO wu
BoinoiHEHMEe PBO ponu mocpenHuka B jaecTBUAX, cBs3aHHBIX ¢ PTDB. Taxxke B
«Onrcannm apxXuTEKTYphbl 0€30MaCHOCTHY JTOJHKHA OOBSCHITHCSA POJIb CPEAbl B JIIOOOM M3
ATUX IPOLIECCOB.

3aBucumoct: ADV_FSP.1 ba3zoas ¢pyHkimoHanbHas crerupuKarms;
ADV_TDS.1 ba3oBblii TPOEKT.
DneMeHTHI IeUCTBUM pa3paboTurka

ADV_ARC.1.1D Pa3pabotuuk noimxkeH crnpoektupoBaTh OO u 00ecneyuTh peain3aiuio
MpOeKTa TakKuM o00pa3oMm, dYTOOBI cBoicTBa Oe3zonacHoctn DBO
HEBO3MOXHO ObLIO O0OUTH.

ADV_ARC.1.2D Paspabotuuk nomwken crpoektupoBath PBO u obecneunth wux
peanuzanuilo  TakuM  oOpa3zoMm, utoObl ®DBO  obecneunBanu
COOCTBEHHYIO 3aIIUTy OT BMEIIATEIHCTBA HETOBEPEHHBIX CYIIHOCTEH.

ADV_ARC.1.3D Pa3paGoTtumk MAOKEH mpeaocTaBuTh «OMUCAaHUE apXUTEKTYpPHI
oe3omacHoctu» OBO.

DJeMEHTBI CoACpKaHUsA U TPCACTABIICHUA JOKYMCHTUPOBAHHBIX MATCPUATIOB

ADV_ARC.1.1C VYposenp aectanmuzanuu «OmnucaHus apXUTEKTYpbl O€30MaCHOCTH
JIOJDKEH  COOTBETCTBOBATh  NPEJCTABJICHHOMY B MPOEKTHOU
nokyMeHtaruu 1o OO  omnwmcanuio  aOcTpakiuil  (JIEMEHTOB
npeactasiaenus O0), ocymiecTBistonux BoimoHeHue OTh.

ADV_ARC.1.2C B «Omnmcanue apXUTEKTYphl O€30MaCHOCTHY JOKHO OBITh BKIIOYEHO

ONKCAaHUE JOMEHOB 0€30I1aCHOCTH, OOECIIEYEHHBIX COIIACOBAHHOCTHIO
®bO ¢ OTE.

ADV_ARC.1.3C «Ommucanue apxXuTEKTypbl 0€30MacHOCTH» JOJKHO TMPEAOCTaBIAThH
uH(pOpMAIMI0O O TOM, HACKOJBKO Ipoluecc uHuuuamuzauuun PbO
SIBIISICTCS 3aLTUIICHHBIM.

ADV_ARC.14C B «OmnucaHnuud apXWTEKTyphl 0O€30MacHOCTH»  JIOJDKHO  OBITh
IpoAeMOHCTpUpoBaHoO, 4To PBO obecneunBarOT COOCTBEHHYIO 3aILUTY
OT BMEULIATEIbCTBA.
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ADV_ARC.1.5C B «Omnucanum apxuTeKTypbl 0€30MacHOCTH»  JIOKHO  OBITh
IpoJIeMOHCTpUpoBaHo, 4To ®bO He MomycKarT BO3MOXKHOCTH 00X0/1a
(GYHKIMOHATBHBIX BO3MOXKHOCTEH, OCYIIECTBISIONINX BBITIOJHEHUE
OTh.

OneMeHThI NeHCTBUN OIICHIIIUKA

ADV_ARC.1.1IE OrmeHmmK MODKEH MOATBEPIUTH, YTO WHGOpPMAIH, TPEICTaBICHHAS
pa3pabOTYMKOM B JOKYMEHTHUPOBAHHBIX MaTepualax, YIOBJIETBOPSET
BCEM  TpeOOBaHMSIM K  COJEPXKAHUI U TPEACTaBICHUIO

JOKYMEHTHUPOBAHHBIX MaTepuasnos, u3noxeHHsiMm B ADV_ARC.1.1C —
ADV_ARC.1.5C.

PabdoTbl oneHKH

OuEHIIMK JOJKEH BBINOJIHUTH JIEHUCTBUS B COOTBETCTBUUM ¢ TmyHKToM 10.3.1
HanoHalbHOTO cTaHmapra Poccuiickoit ®enepanmu 'OCT P HUCO/MBK 18045
«udopmanronHas TexHojorus. MeToasl M cpeicTBa oOecrnedeHus: 0e30MacHOCTH.
MeTo010THs OIIEHKH 0€30I1aCHOCTH HH(POPMAITMOHHBIX TEXHOJIOTHIAY.

ApxuTekTypa 0€30IacHOCTH JIOJbKHaA obecrneunmBaTh, yToObl OO HE MMeENl KaHAJIOB
CBsI3M, OOECIEUMBAIOIIUX JOCTYN (B TOM 4YHCIE BHEMOJIOCHBI) B OO0XOJ 3aJaHHBIX
npaBui  ynpasieHuss goctrynoM kK OO (ero mnporpaMMHOMY OOECHEUYEHHUIO U
HACTpOMKaM), a TaKXe MPaBUJ KOHTPOJIA M (UIBTPALUU CETEBOrOo Tpaduka (CEeTeBbIX
MTOTOKOB).

OUEeHIIMK JOJDKEH W3Y4YUTh MPEICTABICHHBIE JTOKYMEHTUPOBAHHBIE MATEPHUANIBI B
COBOKYITIHOCTH C JPYTMMHU JOKYMEHTHpOBaHHbIMM Marepuasiamu no OO u ®bBO wun
BBIHECTH 3aKJIFOUEHUS O TOM, IOCTUTAETCA JIM PEANN3ALINS 3asIBJIEHHBIX CBOMCTB.

ADV_FSP.4 Mlonnas pyHKIUOHANBHAA clieU(pUKAIUA

B ¢dynkumonansHoit cnenudukanuu onuceiBaroTcss uHTEpdeiicet O (MDBO).
N®BO BrirouaroT B ce0s1 Bce CrocoObl, KOTOPHIMHU MOJIB30BATETN MOTYT BBI3BaTh TOT HIIU
uHou cepsuc ®BO (myrem mnpenoctaBienus uHbOpMaALUU, KOTOpass oOpabaThIiBaeTcs
®BO), U COOTBETCTBYIOIIYIO PEAKIIMIO Ha 3arpochl Ha oOcmyxkuBanue. OnpeneneHsl Tpu
kateropu MD®BO B 3aBUCUMOCTH OT CTEIIEHH 3HAYMMOCTH T€X CEPBHUCOB, K KOTOPBIM ATH
UHTEPQEHCH MPEOCTABISIOT JOCTYT st 3asiBieHHBIX OTh:

€CJIM CEpBUC, JOCTYN K KOTOPOMY MPEIOCTaBISICTCS UHTEpPEHcOM, MOKET ObITh
conoctasiieH ¢ ogHuM u3 OTh, npeabsasiasembix k b0, Torna qaHHbI HHTEPPEIC
OTHOCUTCS K KaTErOpuu ocyujecmenarouux evinonnernue OTh;

uHTEep(DENChl CEPBUCOB, OT KOTOPBIX 3aBUCIT (YHKIIMOHAIBHBIE BO3MOXKHOCTH,
ocymecTBisitomue BeinosiHeHne ATh, HO mMpu 3TOM OT HUX AJIA OCYIIECTBIICHHS
nonmuTuk 6e3onacHoctu OO TpelyeTcs TOJBKO TMpaBWIbHOE (YHKIIMOHUPOBAHUE,
OTHOCSITCS K KATETOpUU HodOeprcusarougux evtnonnenue OTh;,
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uHTEep(DENCh CEPBUCOB, OT KOTOPHIX HHUKAK HE 3aBUCAT (PYyHKIIMOHAIbHBIC
BO3MO>XXHOCTH, OCylIecTBisitomre BoeinoaHeHne OTh, oTHOCATCS K He eausawouium
Ha eévinoanenue OTh.

WuTepdeiicel cnenuuuupyoTcss B TepMUHAX Ha3HaueHUs1 uHTepdeiica, MeTonaa
UCII0JIb30BaHUS, NApAMETPOB, ONMIMCAHUM MTAPAMETPOB U COOOIIEHUN 00 OIIMOKaX.

3asucumoct: ADV_TDS.1 ba3oBsriit mpoexT.

DneMeHThI IeUCTBUI pa3paboTurka

ADV_FSP.4.1D
ADV_FSP.4.2D

Pazpabotuuk goSKeH NMpeacTaBUTh GYHKIIMOHATBHYIO CIICIU(UKAIIUIO.

Pa3paboTunk A0KEH MpeACcTaBUTh NpocieKuBaHue GyHKIIMOHATIBHOM
cnenupukanuu K QyHKIHOHAIBLHBIM TPEOOBaHUSM O€30MaCHOCTH.

DeMEeHTHI COoACpKaHUA U IIPCACTABIICHUA JOKYMCHTUPOBAHHBIX MATCPUATIOB

ADV_FSP4.1C

ADV_FSP4.2C

B ¢dysHkumoHanbHON crenu@uUKaUUd  JTOKHBI  OBITh  TIOJIHOCTBIO
npencrasieHbl OBO.

B ¢yskumonanpHOM cnenuduUKaMK  JTOJDKHBI  OBITH  OTMCAHBI
Ha3HauYeHME U METOJ ucmoiib3oBanusd Bcex UDBO.

3ameuyaHus M0 NPUMEHEHHUIO'

Haznauenne MDBO — 310 06111€e yTBEpKACHUE, KPATKO OMKCHIBAIOIICE
(yHKUIHOHAIbHBIE BO3MOKHOCTH, PEOCTaBIsIEMble HHTEP(DENCOM.

Ecnu nelictBue, AocTynmHoe uyepe3 UHTepdeiic, HUrpaer poyib B
OCYILIECTBJIICHUU Kakoi-nmnbo monutuku Oe3zonacHoctd OO (TO ecTh,
€ClIM OJHO U3 JACHCTBUU HHTEepdeiica MOXKET ObITh MPOCIEKEHO K
onHomy u3z ®OTb, npeabsasnsembix k PBbO), To 3TOT HHTEpdeiic —
ocymectBisitominii @Th. DTo OTHOCUTCS HE TOJBKO K MOJUTHKAM
yOpaBJICHUS] JIOCTYNOM, HO Takke U K JOObIM  (YHKIHSIM,
onpeneneHHbiM ogHuM u3 DPTbB, copepxkammxcs B 3b. Cuenyer
OTMETHTb, UYTO y HWHTepdeiica MOTYT OBITh pPa3IHYHBIC JCHCTBUSA H
pe3ynbTaThl €ro BbI30BA, HEKOTOpPBIE M3 KOTOPBIX MOTYT OBITh
ocymectBisitomnmMu OTh, a HEKOTOpBIE — HET.

WNuTtepdeticel (unm neidcTBUs, JOCTYMHBIE Yepe3 CBS3AHHBIA C HUMH
uHTep(denc), OT KOTOPBIX 3aBUCIAT (PYHKIMH, OCYIIECTBIISIIONINE
BbinosHeHne @OTDB, or koTopbix TpeOyeTcss TONBKO MpaBUIBHOE
GYHKIIMOHUPOBAHUE JUIsl  MOJJEPKAHUS  BBINOJHEHUSI  MOJUTUK
oesonacHoctu OO, sBastoTcs uHTEpdercaMu, MOAJEPKUBAIOIIUMU
BeimotHeHne DTB. MHTepdeiickl, OT KOTOPBIX HHMKaK HE 3aBUCST
dbyHkuuu, ocyuectsisitomue BboinonHeHne @OTH, oTtHocaTcs kK He
BIMSIOIIUM Ha BeinojHeHue OTh.
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ADV_FSP.4.4C

ADV_FSP.4.5C

ADV_FSP.4.6C
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Crnemyer OTMETHTh, UTO JJIA TOTO, 4TOOBI MHTEepdeic OB OTHECEH K
MOJIJICP>KUBAIOIIMM WM HE BIMAKOMMM Ha BbinoiHeHue OTh, oH He
JOJDKECH BKIIIOYATh B ¢€0S ICUCTBUS M PE3yJIBTAThl, OCYIICCTBIISIOIINE
BoinosiHeHMe PTh. Hanpotus, ocymecTBisitomuii BoinojiHeHHE OTh
uHTepdeiic MoxeT BKIOYATh mnojjaep:xkuBaronue BoeinonHeHue OTh
JICUCTBHSL.

B (GyHKIIMOHATBHOMN crienupuKanuu JOJIKHBI OBIThH
UJEHTU(PUITMPOBAHBI U OTIMCAHBI BCE MApaMETPhI, CBI3AHHBIC C KaXKIbIM
NDBO.

B ¢yskumonanbHOW crneur@uKauud JOJKHBI OBITH OMHMCAaHbl BCe
JIeHcTBUS, cBsI3aHHbIe ¢ KaxkapiM UDBO.

OyHKIIMOHANbHAS ~ crenu@uUKaus JOJKHA COJepkKaTh OIHMCAHHE
coobmieHnii 000 BceX HEMOCPEACTBEHHBIX OIMOKaX, KOTOPbIe MOTYT
BO3HUKHYTH IPU BbI30BE Kaxkaoro MOBO.

B mpocnexxuBanuyr COOTBETCTBUS JOHKHO OBITH MTPOJEMOHCTPUPOBAHO
npocnexuBanue @Th k UDBO B hynkuumonansHoO# cierupuKaiim.

DJIeMEHTHI IEUCTBUN OLIEHIIIUKA

ADV_FSP4.1E

ADV_FSP.4.2E

PadoTbl oneHKH

OueHuMK JO0MKEH MOATBEPAUTH, YTO MH(pOpMAaIMs, MpeacTaBICHHAS
3asBUTEJIEM B IOKYMEHTUPOBAHHBIX MATEPHUANIAX, YIOBIETBOPSAET BCEM
TPeOOBAHUSIM K COJEPKAHUIO U MPEICTABIECHUIO TOKYMEHTHPOBAaHHOMN
uH(popMaIu, U3JI0KEHHBIM B
ADV_FSP.4.1C - ADV_FSP.4.6C.

OneHmyK JOJDKEH  CAeNaTh  HE3aBUCHMOE  3aKIIOYCHHE, YTO
dbyHKIMOHANBHAS cHelUUKAIUSA  SBISETCS TOYHBIM M TOJHBIM
oToOpakeHneM (PyHKIIMOHAIBHBIX TpeboBaHuit 6e3omacHoctu OO.

OUEHIIUK JOJKEH BBIMOJIHUTH JCHCTBUS B COOTBETCTBUU ¢ NyHKToM 10.4.4
HarmoHabHOTO cTaHaapra Poccmiickoit ®eneparun ['OCT P UCO/MBK 18045
«udopmanmonnas TexHoiorusa. MeToasl M cpeAcTBa oOecrnedeHUs 0e30MacHOCTH.
MeToa0JI0THs OIIEHKH 0€30I1aCHOCTH HH(POPMAITMOHHBIX TEXHOJIOTHIAY .

ADV_IMP.2 ITosHoe oTOOpaskeHue npeacrapjieHus peaauzanuu b0

3aBUCUMOCTH;

ADV_TDS.3 ba3oBblii MOAYJIBHBIN IPOEKT;

ALC TAT.I ITonHOCTBIO ONIPEAETEHHBIE MHCTPYMEHTAJIbHBIE CPEACTBA
pa3paboTKH;

ALC CMC.4 Tlonnepxka TreHepaldd, MPOLEAYpPbl TMPUEMKUA U
aBTOMATH3AIIHS.
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DJIeMEHTHI ISUCTBUHN pa3paboTUrKa

ADV_IMP.2.1D
ADV_IMP.2.2D
ADV_IMP.2.3D

Pazpabotunk pomkeH oOecneyuTh JOCTYN K  IPEACTaBICHUIO
peanu3zanuu s Bcex OBO.

3amevyaHus M0 NPUMEHEHHUIO'

JlocTyn K MpeICTaBICHUIO peau3aliuu T0KeH ObITh IPEIOCTABICH Ha
YPOBHE HCXOJHBIX TEKCTOB BCEr0 MPOrPAMMHOIO OO€CIeUeHHUs,
BxoJarero B coctas OO.

JlocTym KO BceMy MPEACTaBICHUI pealn3alii JODKEH ObITh
IpeIoCTaBIeH ISl TOrO, YTOObl 00ECHeUuTh YBEPEHHOCTh B TOM, YTO
NEUCTBUA 1O aHaluu3dy He OydyT COKpalleHbl  BCJEICTBHE
HEJI0CTaTOYHOCTH MH(POpMALUH.

Pa3zpaboTunk A0MKEH cenaTh JOCTYIHBIM MPECTaBIEHUE peallu3alluu
OO B opme, KOTOpasi MOKET OBITH MPOAHATU3UPOBAHA OLIEHITUKOM.

Pa3paboTunk  gomkeH  oOecreyuTh  MPOCICKUBAHUE  BCETO
NpeACTaBICHUS peann3anuu K onrcanuto npoekra OO.

Pa3paGoTyuk J0JI2KeH NPOBECTH KOHTPOJb TMpeacTABIeHHS
peaauzanuu OO.

3ameyaHus 110 NIPUMEHECHHUIO:

Koutpoib peACTaBICHUS peanuzanuu — MEpOIPUSTHUSI,
OCYILIECTBJISIEMbIE B OTHOILIEHUM OMNPEJEIECHHBIX YacTeld HCXOJAHOTO
TekcTa (ucxoaHoro koja) 110, co3maHHOrO OAHUM WM HECKOJIBKUMU
paspaboTuukamu, JApyrdM (HE CO3JaBaBIIMM JTy 4YacTh KOJa)
pa3pabOTYMKOM WJIM HAa3HAYEHHBIM B YCTAHOBJIECHHOM MOPSIKE WHBIM
UMEIOIUM TpeOyeMyl0 TOJTOTOBKY CIEIUATUCTOM W COCTOSIIUE B
NETaJbHOM  MpOBEpKEe  (M3y4EHUHW,  aHalU3€,  MCCIEAOBaHUU)
COOTBETCTBYIOIIIMX  HMCXOJHBIX KOJOB C  LEJIbI0  BBISIBICHUS
HEU3BECTHBIX YSA3BUMOCTEH, B TOM UHCJIE CBS3aHHBIX C OIIMOKAMH
NpOrpaMMHUpPOBAHUSI, HAPYUIEHUW YCTAHOBJICHHBIX TpeOOBaHMU, a
TaK)K€ WHBIX CYIIECTBEHHBIX JE(EKTOB.

KoHTponp HMCXOZHOro KOAa MOXKET OCYIIECTBIATHCS  JIMLIOM,
IIPOBEPSIOIINM KOJI, K&K BPYYHYIO, B TOM YMCIJIE C HCIOJB30BAHUEM
npueMoB 3(P(EKTUBHOTO YTEHUS MPOrPpaMMHOIO KOJa, Tak M C
IIPUMEHEHUEM METOJOB M CPEACTB ABTOMATU3UPOBAHHOI'O aHaIW3a
UCXOJHOTO KO/Ia, B TOM YHMCJE 00ECeYMBAIOIINX CTATUUECKUI aHAIN3
KOJa.
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KoHTposb (mpoBepka) HCXOJHOTO KOJa BPYYHYIO 0O€CIIeunBacTCS
IIPOCMOTPOM, M3YUYCHHEM M OILICHKOH KOJia JIMI[OM, OTJIUYHBIM OT €ro
paspaboTruuka. SIBnsieTcs aJbTEPHATUBHBIM METOAOM OIleHKH. OIleHKa
KOJIa MOYKET BKJIFOUYATh B CeOs:

a) OLEHKY COOTBETCTBHs KOJa TpeOOBaHUSAM, NPEIBABIAEMBIM K
CTPYKTYPUPOBAHHIO M O(OPMICHHIO KOJa, MMEHOBAHHIO OOBEKTOB,
pa3IEICHHI0 HAa MOJIYJM, HCIOJB30BAHUIO CHELUAIBHBIX CpPEICTB
oOecrieueHus: KadecTBa KOJAA, MPEAYCMOTPEHHBIX HCIOJIb3yEMbIMU
SA3BIKAMU TPOTPAMMUPOBAHMS U CPEACTBAMU Pa3pabOTKH;

0) OIICHKY MOJIHOTHI M KauecTBa JOKYMEHTHPOBAHUS KOJa, BKJIIOYas
JIOKYyMEHTUPOBAHHUE 3aroJIOBKOB MPOrPAMMHBIX MOJAYJIEH, TPOTOTUIIOB
GyHKUMA W CTPYKTYp JAHHBIX, KOMMEHTapHUU K BBIMOJHEHUIO
CYILIECTBEHHBIX OTEpaInii;

B) OIICHKY COOTBETCTBHS QJITOPUTMOB, PEATH30BAHHBIX B HCXOIHOM
KOJIe, IPOrpaMMHON JTOKYMEHTAIlu1, B TOM YHCJI€ BBISIBIICHHE SIBHBIX
HEJICKJIADUPOBAHHBIX ~ BO3MOXXHOCTEH  (IPOTpaMMHBIX  3aKJIAJ0K),
OmMOOK MPOTPAMMHOTO KOJa, TOMBITOK 3amyThiBaHus (0O0dycKkarmm)
IPOrPaMMHOTO KOJIa ¥ UCIIOIb30BaHUsI UHBIX TPUEMOB, 3aTPYTHSIOITUX
POBEJICHUE KOHTPOJIS.

Ipumeuanue: HeOeKIapupOBaHHbLe 803MOACHOCMU —
byHKIMOHANBHBIE BO3MOkHOcTH [10Q, He oOnMcaHHBIE WM HE
COOTBETCTBYIOIIME ONMUCAHHBIM B JIOKYMCHTAIIMH, TTPH MCTIOJIb30BAHUH
KOTOPBIX BO3MOXXHO HapyIlIeHHWe KOH(PUIECHIINATLHOCTH, JOCTYITHOCTH
WIH 1IEJIOCTHOCTH 00padaThiBaeMOil HH(POPMAIIHH.

Cratnueckuii aHamM3 KoJa MPOBOAUTCA C  HCHOJIB30BAHHEM
ABTOMATU3UPOBAHHBIX CPEACTB (IMPOTrPaMMHBIX HHCTPYMEHTOB) H
HAIpaBJICH Ha WICHTU(DUKAIUIO MOTCHIIMAIBHO OMACHBIX (hparMeHTOB
KOJ1a, B TOM YHUCJIE:

a) BBIBOBOB (YHKIMOHATHHBIX OOBEKTOB ((YHKIHI, METOOB,
npoueayp) ¢ Tmepeaayel MM B KAdyeCcTBE apryMEHTOB JAHHBIX,
BBOJIUMBIX  TOJIb30BATEJIEM WJIM TNPUHUMAEMbIX W3  BHEIIHUX
HMCTOYHUKOB;

IIpumeyanune: @yHKYUOHANbHBIN 00BEKM — DIEMEHT MPOTrPaMMBlI,
OCYIIECCTBIISIOMIMM ~ BBITIOJIHEHUE  JEWCTBUH 1O  peaau3aiuu
3aKOHYEHHOT0 (pparMeHTa anroputrma mnporpammbl. DyHKIIMOHATIEHBIS
00BEKTHI, B YaCTHOCTH, MOTYT OBITh MpPEACTAaBICHbI B BUJE (YHKIUIA
(mpouenyp, HOANPOrpamMM),  HUCIOJIb3YEMBIX B  IPOLIEAYPHO-
OPHUEHTUPOBAHHBIX A3bIKaX IpOrpaMMHPOBAHMUS, METO/IOB,
UCIIOJIb3YEMBIX B 00BEKTHO-OPUEHTUPOBAHHBIX A3bIKAX
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[MporpaMmMupoOBaHus, OTACIBbHBIX q)paI“MeHTOB B IIPpOrpaMMHOM KOJC,
IIPOLECCOB B A3bIKAX OIMMCAHUWI alllapaTHBIX CPECACTB U T.II.,

0) TEeKCTOB (PYHKIIMOHAIBHBIX OOBEKTOB IMpeodpazoBanus (GHopMaToB
JTaHHBIX;

B)  BBI3OBOB  CHUCTEMHBIX  (YHKIHMOHAJbHBIX  OOBEKTOB  H
GyHKIIMOHANBHBIX ~ 00beKTOB  obecneueHus Wb pazgensieMbix
oOecneunBarommx kKoMmnoHeHtoB [1110, B Tom unciie pyHKIIMOHATBHBIX
00BEKTOB oOecrieyeHus Nb OTepalOHHOM CUCTEMBI,
(GYHKIIMOHAIBHBIX OOBEKTOB BBOJIa/BBIBOJAA, YIPABICHUS MAMSTHIO U
CUCTEMHBIMU peCypcamu;

I') TEKCTOB (PYHKIIMOHATBHBIX OOBEKTOB, OCYIIECTBISIONIUX MPOBEPKY
IpaB JIOCTyNla W TPHUHATHE PEUICHUH, OCHOBAaHHBIX Ha 3HAYCHHSIX
aTpuOyTOB 0€30MaCHOCTH;

I)  TEKCTOB  (YHKIIMOHAIBHBIX  OOBEKTOB,  CaMOCTOSITEIHLHO
peanu3yronmx (QyHKIIMOHATBHOCTh oOecrieueHuss b, B Tom uwmcrne
kpunrorpadpudeckre (QyHKIUU, ayTCHTH(PUKAIMIO TOJIH30BATEICH U
IPOBEPKY MpaB J0CTyIa, TeHEepaIrio JaHHbIX MoHuTOpuHra Ub;

€) TeKCTOB (DYHKIHMOHAIBHBIX OOBEKTOB, IPEIyCMaTPUBAIOIINX
YCTaHOBJICHUE COEMHEHUS C BHEIIHUMHU KOMIIOHEHTaMU C Mepeaaveit
UM ayTEeHTH(PUKALMOHHBIX JAHHBIX;

) TEKCTOB (PYHKIMOHAIbHBIX OOBEKTOB OOpaOOTUMKOB OLIMOOK H
VICKJIIOUCHU M.

B xone cratnueckoro aHaimza Koja HEOOXOJAMMO MPOBOAUTH TMOUCK
TUTIOBBIX OIIMOOK MPOTpaMMHUPOBaHUs (HEJOCTAaTOYHAS IPOBEpKa
BXOJHBIX TapaMeTpoB (GYHKIMH, BKIIOYCHHE ayTCHTHU(HUKAIIMOHHBIX
JAHHBIX HEMOCPEACTBEHHO B TEKCT MPOTpamMM, HEKOPPEKTHOE
npeoOpa3oBaHWE€ THIIOB, HEIOCTaTOYyHas o0OpaboTka OIIMOOK U
UCKIIIOYEHUI), a TaKXKe OINpENesTh CTATHUYECKHUE IMYTH HCHOJHEHUS
MIPOTPaAMMBI.

B MPOTrPaMMHOM KOJIe 00O JTOJDKHBI OTCYTCTBOBATH
ayTeHTU(UKAIIMOHHBIE  JaHHBIE, HEOOXOAUMBIE I  JIOCTyna
koMnoHeHTOB [IIIO x mpouum IIIIO oprammsaumn BC Poccuiickoit
Odenepauum.

DJEeMEHTBI COoACpKaHUsA U TPCACTABIICHUA JOKYMCHTUPOBAHHBIX MATCPUATIOB

ADV_IMP.2.1C [IlpencraBienue peanuzanuud A0KHO omnpenaenuTts ®bO Ha TakoMm
ypoBHE Jertanu3anuu, 4roosl DBO wMormum ObITH co3maHbl  Oe3
JOTIOJTHUTEIIBHBIX MTPOCKTHBIX PEIICHUI.
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ADV_IMP.2.2C TIlpencraBieHue peanu3aldyd JOKHO OBITh M3J0KEHO B TOM BHUJIE,
KOTOPBIA MCIIOJIB3YETCS ITEPCOHATIOM, 3aHUMAIOIIUMCS Pa3pabOTKOM.

3ameuyaHus MO0 NPUMEHEHHIO:

[IpeacraBnenne  peanu3anud  JODKHO  OBITh  BBIMIOJHEHHBIM
pa3pabOTYMKOM TakuM 00pa3oMm, YTOObI MOTOM OblIa BO3MOXKHOCTH
(dakTHUeCKOW  peanm3alii  3TOTO  TpenacTaBiieHus.  Hampumep,
pa3paboTYnK MOXeT padboTarh ¢ (paitmamu, coaepKallMMH HCXOIHBIN
TEKCT MPOTpaMM, KOTOPBIH MOTOM OyJeT CKOMIMJIMPOBAH W CTaHET
gacthto @DBO. Pa3paboTumk Takke MOXET HCIOJIb30BaTh B
NPEICTABIICHUH pEATU3allMk JJIEMEHTBI, ISl KOTOPBIX HCXOJHBIC
TEKCTbl ~ HEJOCTYNHbI, WU OJEMEHThI, HE MpeArnoararome
IPOBEICHUS KOMITUJISILIMU U3 UCXOAHBIX TeKCTOB /i reHepanuu OBO.
Opnako pa3paboTyuk 00s3aTeNbHO JOJDKEH cJenaTh JAOCTYIHBIM
Ipe/ICTaBlIEHUE peaan3aluu B To hopme, B KaKOW OH €ro UCIOJIb3YeT.
OTO TakkKe YBEIUYMBACT YBEPEHHOCTb B TOM, YTO OIICHHMBAEMOE
NPEICTABIICHUE pealu3allid  SBJISIETCS. HMMEHHO TEeM, KOTOpOe
ucnonb3yercst npu npousBojactee ®bO (B oriauume oT TOro ciydas,
KOTIa  OHO  COMPOBOXKIACTCS  albTCPHATUBHBIM  (hopmaTom
NPEICTaBICHUSA, HAMpUMEpP, JAOKYMEHTOM TEKCTOBOTO MPOIECCOpa).
Pa3paboTurk MOXKET UCIIOJIB30BATh PA3TUIHBIC (POPMBI MIPEACTABICHUS
peanu3aiyn, KOTOphIe TaKKe JTOJDKHBI npuiiaratbes. OCHOBHAS IENb —
CHAOJWTh OIICHINHMKA TaKoW WHQPOpPMAIMEH, KOTOpas TMO3BOJIMJIA ObI
MaKCHMHU3HUPOBaTh 3P(HEKTUBHOCTH €T0 YCHINH 10 aHAIIN3Y.

Pazpabotunk OO MOXET NPUMEHSTh B MPEACTABICHUH pPEaTU3alNH
HEKHE MPOTPaMMBbI 1O COKPBITUIO WJIA 3ayTHIBAHUIO KOJa, HAIIPUMED,
o0dyckarus, mudpoBanue u T.n. HecMoTps Ha TO, YTO MpEACTABICHHE
CO CKPBITHIMHU YYaCTKaMH KOJIa SBJISICTCSI UMEHHO T€M, KOTOpOoe OyIeT B
JaTbHEHIIIEM MOABEPTHYTO KOMIHIIAIINH, & TIOTOMY MOKET OBITh JaKe
ommxke K peanusanuu (IO CTPYKType), YeM OpUTHHAIbHAS BEpCHS,
MIPEIOCTABICHUE OICHIINKY 3aIlyTaHHOTO MPOTPAMMHOTO KOJa MOXKET
NPUBECTH K 3HAYUTEIHLHOMY VBEIUYCHHIO BPEMEHU TPOBEICHHUS
aHajgu3a TMPEJCTaBICHUS pealu3aluu W (WIM) HEBO3MOXKHOCTH
TIOJTYYCHHS TIOJIOKHUTEIBHOTO 3akioueHus. [Ipu momoOHBIX (hopmax
IIPEJICTABIICHUS Peau3allii pa3pabOTIUKOM JIOMIOJTHHTEIBEHO JOJIKHBI
OBITH TMPEACTABICHBI MaTEpUAJIbl 1O MPEJACTABICHUIO PEaTU3AIHNH JI0
NPUMCHEHUS COKPBITHS YYacTKOB KOJa, a TakkKe NPHUMCHICMBbIC
CPEIICTBA/AITOPUTMBI  COKPBITUA IS TIOJyYEHHsS]  OIICHIIHUKOM
YBEPEHHOCTH B TOM, YTO IMPOIECC COKPBITUS YYAaCTKOB KOAAa HE
HAPYILIWI BBITIOJIHEHUSI KaKUX-THO0O (DYHKIIMOHAIBHBIX BO3MOXKHOCTEH
0€30MacHOCTH.
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Jlns Bcex aityioB ¢ ucXoaHbIMM TekcTamu [10 B mokyMeHTaruu
JOJDKHBI OBITh TIPUBE/ICHBI 3HAYCHUSI KOHTPOJIBHBIX CYMM (haiijIoB.

B npocnexuBaHMM MEXAY BCEM NPEACTABICHUEM pealu3alud u
onucanueM npoekta OO AOMKHO OBITh TPOJEMOHCTPUPOBAHO HX
COOTBETCTBHE.

3amMedyaHus no IIPUMECHCHHUIO.

CooTBEeTCTBME MEXAY BCEM IMPEJCTABICHHEM peAM3aAlUU U
onucanueM npoekra OO 10KHO OBITH MPOAEMOHCTPUPOBAHO JJISI BCEX
MOJTIyJIEW, OTHECEHHBIX K OCYILIECTBISAIOIINM WM TOIIECPKUBAIOIINM
BeinosiHeHue OTh.

Jns  monyneir OO, omnpeneneHHbIX KaK «HE BIMSIONIME Ha
BeinojiHeHue D Thy», M0IDKHO OBITH MPEIOCTABICHO COOTBETCTBYIOIICE
000CHOBaHUE.

Pe3yabTaThl KOHTPOJIA npeacTaBjieHUs peau3anun
pa3padoTUYMKOM J0JLKHBI ObITH 0()OPMJIEHHI B BHAE NMPOTOKOJIOB
KOHTPOJISI NPeICTABJIECHUS PeaInu3amuu.

3ameuyaHus M0 NPUMEHEHHUIO'

Pe3ynbTaThl KOHTPOJIA MOJKHBI OBITH MOAMUCAHBI Pa3padOTUMKAMU —
HETMOCPEJACTBEHHBIMU  HUCTOJHUTEIISIMU  pa3pabOTKu  MPOBEPEHHOTO
UCXOJHOTO KOJla M JIMI[aM{, YYacTBOBAaBIIMMH B €ro MPOBEpPKE
(KOHTpoJIepaMU Koja), C OTpaXEHHUEM B MPOTOKOJIE CBEJAEHUN O AaTe
MEPONPUATHS, MPOBEPEHHOW YaCTU MCXOJHBIX KOJOB, BBISBICHHBIX
HejocTaTkax (MpU  HAJIWYMHU), TOBTOPHOM KOHTpPOJE KOJOB C
NOATBEPKJACHUEM YCTPAHEHUS BBIABICHHBIX HEIOCTAaTKOB. [IpoTokomn
Heo0x0auMoO 0GOpMIISATh B BHUJI€ UH(OpPMAIIMU B IIEKTPOHHOU (opme,
CO3JIaHHOM, NIEPEIAHHOM U HAJICKHO COXPAHEHHOU B MPETYCMOTPEHHOU
JUIsT  TaHHOTO  BHja  WHGOpPMAIMM  CHUCTEME  BJIEKTPOHHOTO
JOKYMEHTOO0OpOTa C PEKBU3UTAMH, IMO3BOJSIIOIIMMH TPU aydUTE
NPEAbSABIATD

€€ B KayeCTBE AJIEKTPOHHOIO JTOKYMEHTa, MOJMMCAHHOTO MPOCTHIMHU
AJEKTPOHHBIMU  TMOJMUCSIMH, a Takke TMNpu  HEO0OXOIUMOCTHU
U3rOTaBIIUBATh U 3aBEPATH €€ KOMUHU HAa OyMaKHOM HOCHUTEJIE.

DOeMEeHThI NEHCTBUU OIICHIIIUKA

ADV_IMP.2.1E

OuEeHIIUK JTOJHKEH TMOJATBEPJUTh, YTO WHGOpMaIMs, MpeCcTaBICHHAS
3asBUTEJIEM B JIOKYMEHTUPOBAHHBIX MAaTEpHUajax, yIOBJIETBOPSET BCEM
TpeOOBAHUSIM K COJIEPKAHHUIO U MPEJCTABICHUIO JTOKYMEHTUPOBAHHOM
uH(bOopMaIu, W3J105KEHHBIM B
ADV _IMP.2.1C - ADV_IMP.2.4C.
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ADV_IMP.22E OueHmuk J10/:KeH TNPOBECTH KOHTPOJIb COOTBETCTBHS BCEro
NMpeACTABJIEHUS Pean3anum onucanuio npoekra OO0, Brioyas:

a) KOHTPOJIb ucxogHOoTo cocTosiHug OO;

0) KOHTpPOJIb TMOJIHOTHl TMPEJICTABICHUS pealu3allid Ha YypOBHE
VCXOJHBIX MOAYJIEH NTPOTPAMM;

B) KOHTPOJIb OTCYTCTBUSA M30BITOYHOCTH NPEJCTABICHUS pEaTUu3aliU
Ha yPOBHE UCXOJHBIX MOAYJIEH ITPOTPAMM;

I) KOHTPOJb TOJIHOTHI TPEACTABICHUS pealu3allid Ha YpPOBHE
(GyHKUMOHANBHBIX OOBEKTOB;

1) KOHTPOJb OTCYTCTBHS M30BITOUHOCTH NPEACTABIICHUS pEaU3alUU
Ha YpOBHE (DYHKLIMOHAJIBHBIX OOBEKTOB;

€) KOHTpOJIb CBsi3el (DYHKIIMOHANBHBIX OOBEKTOB MPECTABICHUS
peanu3aiuu mno yrnpasBJieHHIO;

k) KOHTPOIIb CBsi3el (PYHKIIMOHAIBHBIX OOBEKTOB MPEICTABJICHUS pEaTH3aIy 10
uHbOpMaIIn.

Pa0doThI OLIeHKH:

1. OueHIMK [OMKEH BBINOJHUTH JEUCTBUS B COOTBETCTBUMU € mHyHKTOM 10.5.1
HauuoHasbHOro ctanaapra Poccuiickoit ®eneparun 'OCT P UCO/MOK 18045
«MHpopmanonHas TexHonorus. MeTtonbl M cpeAcTBa obOecrnedyeHHs Oe30MacHOCTH.
Metononoruss OIEHKA 0€30MacHOCTH HMH(GOPMALMOHHBIX TEXHOJIOTHI» ISl  BCEro
IpEeICTaBIICHUS peaTn3alliu.

2. UccnenoBanue  MpEACTABJICHUS ~ pealu3alldd  JOJDKHO  BBIMOJHATHCS €
UCIIOJIb30BaHUEM METOJIOB CTATUYECKOTO M JUHAMUYECKOTO aHaJIu3a UCXOIHBIX MOJYJICH
IPOrPaMM.

[Tox uCXOAHBIM MOJYJIEM ITOHUMAETCS NMPOTPAMMHBIA MOAYJIb HA UCXOJHOM S3BIKE,
oOpalaTheIBaeéMblil TPAHCIATOPOM U IPEACTABISAEMBIA JJIsl HErO Kak 1LIEJoe, TOCTaTOUYHOE
JUIA TIPOBENICHUSI TpaHCIAMKU. B 3aBUCMMOCTH OT OCOOEHHOCTEH HCIOJB3YEeMOM Cpeabl
pa3pabOTKN TPOTpaMM HCXOJHBIH MOIYJIh MOXET OBITh TpENCTaBlieH Kak ¢ain ¢
UCXOJHBIM TEKCTOM, 3alKUCh B 0a3e JaHHBIX (HAIpUMEp, XpaHUMas MpoIeaypa), aKTUBHOE
COZIEP)KMMOE JOKyMEHTa (HalmpuMep, HCIOJHIEMBbIA KoJ B (aillie JAOKyMeHTa ¢
TUIEPTEKCTOBOM pa3MeTkoi) W T.1. K HCXOIHBIM MOIYJISIM OTHOCATCA TaKXe U
UHTEPIPETUPYEMBbIE  UCIOJIHSAEMbIE MOAYJIH, JUII KOTOPbIX HE MPEeayCMOTpPEHa
KOMITUWJISILMSA, TpeoOpa30BaHne B 0ObEKTHBIN UM UCTIOJIHAEMBIN KOJI.

Crarnueckuid aHaliu3 MCXOJHBIX TEKCTOB MPOTPaMM — COBOKYIHOCTb METOJOB
KOHTPOJISL (HE)COOTBETCTBUS PEATM30BAHHBIX W JACKIAPUPOBAHHBIX B JOKYMEHTAIUU
byHKUMOHANBHBIX BO3MOkHOCTeH [IO, OCHOBaHHBIX Ha CTPYKTYPHOM aHajlu3e U
JNEKOMIO3ULIUHA UCXOJHBIX MOYJIEH TPOTrpaMM.
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JluHaMUUYecKui aHajdn3 HCXOJHBIX TEKCTOB MPOTPaMM — COBOKYITHOCTh METOOB
KOHTPOJSL (HE)COOTBETCTBUS PEATM30BAHHBIX W JCKJIAPUPOBAHHBIX B JIOKYMEHTAIlUU
byHKIHOHANHHBIX BO3MOXKHOCTEH [10, OCHOBaHHBIX HAa WACHTHU(UKAIMN (PAKTUUECKHUX
MapIIPyTOB BHITOJHEHUS (YHKIIMOHATIBHBIX OOBEKTOB C MOCIIEAYIONUM COMOCTABICHUEM
C MapIIpyTaMH, MOCTPOSHHBIMH B TIPOIIECCE MMPOBEACHUS CTATHUECKOTO aHAIN3A.

OneHIUK IOJDKEH MCCIENOBaTh MPEACTABICHUE PEANU3ALMM U CHENATh 3aKIIOYCHHUE O
TOM, SIBIIIETCS JIA OHO NPUTOAHBIM Ui IPOBEICHUs OLEHKU. Ecnu B mpencraBieHUU
peanu3aluy KCIOJIb3YITCA MEXAHU3MBI, MPEMSTCTBYIOIINE MPOBEACHUIO HCCIEA0BAaHUN
€ro BHYTpPEHHEHN CTPYKTYphbI, Hanpumep, o0dyckanus, mudpoBaHue U T.I., TO BEPAUKT HE
MOKET OBITh MOJOKUTEIbHBIM.

3. OLEHIIIMK JOHKEH BBIMOJHUTH KOHTPOJb HcxonHoro coctostHuss OO. KonTtposb
3akirovaeTcss B (Qukcauuu ucXogHoro coctosiuug OO M CpaBHEHHMHM MOJYYEHHBIX
pe3yJIbTaTOB C MNPHUBEACHHBIMU B JOKYMEHTalMH. Pe3ynpTaramMu KOHTPOJISI HUCXOJIHOIO
coctosiaust OO AOMKHBI OBITH pACCUNTAHHBIE YHUKAIBHBIEC 3HAYCHUSI KOHTPOJIBHBIX CYMM
BCEX MOJyJieH, Bxoaamux B coctas [10.

4. OUEeHILIUK JOJI)KEH BBIMOJHUTh KOHTPOJIb MOJHOTHI IPEACTABICHHUS peaiu3allii Ha
YPOBHE UCXOJHBIX MOJYJICH.

OueHIUK T0JKeH ucciaeaoBaTh npoekT OO, 4ToObl cAenaTh 3aKI0UYEHUE O TOM, YTO
ONMCAHUE HA3HAYCHUS KaXKJIOr0 OCYIIECTBIAOEro BoinogHeHne ®Th Monyns asnsercs
MOJHBIM U TOYHBIM. B onmmcaHuu Ha3HAYEHUS UCXOJAHOTO MOMYJIA JOJKHBI MPUBOJUTHCS
BBITIOJTHSIEMbIE UCXOJHBIM MOAyJieM (GyHKIMU. OHO JOJDKHO oOecrieurBaTh MOHUMAaHHUE
(GYHKIIMOHUPOBAHUS MCXOTHOTO MOJYJS TaKMM 00pa3oM, 4ToObl MOXHO OBLIO CHENIaTh
3aKJIFOYEHUE O JOCTATOYHOCTH IPEICTABICHU peanu3annu s BbinosHeHnss OTh.

OUEHIUK JOJKEH HCCIEN0BaTh MCXOJHBIE MOAYJIH, BXOASUIME B IMPEIACTABICHHE
peanuszanuu, s TOro 4YTOOBI CHENaTh 3aKJIIOUYEHHE O COOTBETCTBHHM WX Ha3HAYCHUS
OMMCAaHUIO Ha3HA4YeHUus, MpeacTaBieHHOMY B mpoekte OO, W 0 [I0CTaTOYHOCTHU
IpeACTaBIeHUs peann3aunn s BeinoHeHus OThb.

Ecomn B pesynbrare wnccienoBaHuss ycra”HoBieHo, 4yto i OTb orcyrcrByer
IIPEACTABICHNUE peAM3alMy WIA OHO MPEACTABICHO TOJIBKO YaCTHUYHO, TO TAKOMY JTaIly
UCCIIEJIOBAHMS HE MOKET OBITh J1aHa TIOJIOKUTENIbHAS OI[CHKA.

5. OneHIIMK  JOJKEH  BBIMOJHUTH  KOHTPOJb  OTCYTCTBHUSI ~ M30BITOYHOCTH
MpeACTaBICHUS peai3allii Ha YPOBHE UCXOAHBIX MOJTYJICH.

OueHIUK TOKeH uccienoBath mpoekT OO, ¢ TeM 4TOOBbI BHIHECTH 3aKIIOUYCHHUE O
TOM, 4YTO B OIMCAaHME BCEeX HCXOAHBIX wMoayied OO BriIOYeHA HHpOpMAIus,
cootBeTcTBYMOMIas ux poiu B OO (ocylIiecTBISAIONINE, MOAACPKUBAIOIINE BHITTOJIHEHUE
OTb, e Bauswonme Ha BoimojgHeHrne OTH u T.1.). OnucaHue MOJDKHO yKa3bIBaTh Ha
BBITIOJTHSIEMBIE MCXOIHBIM MOAyJieM GyHKIuU. OHO JOJDKHO oOeclieuyrnBaTh MOHHMAaHHUE
(YHKITMOHUPOBAHUS MCXOTHOTO MOJYJIS TaKMM 00pa3oM, 4ToObl MOXXKHO OBLIO CHENIaTh
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3akiatoueHre o BeinmosHeHUU DTD, momnepkke BoimonHeHus PTh umum 00 oTrcyTcTBUUM
BiausgHus Ha OTh.

OLeHIIMK JOJKEH MCCIe0BaTh MPEACTAaBICHUE pealln3allud 4YToObl  CIeNaTh
3aKJIIOYCHUE B OTHOUICHUMU KaXKJIOIO0 HCXOAHOTO MOy KakK OCYLIECTBIIAIOLIErO
BeinoiHeHMe DPTDb, moanepxuBaromero BemosHeHne OTbh wnnm He BIMsAOmIETO Ha
BeintostHEHME PTh. B cocraBe mpeacTaBieHns peain3ald MOTYT HAXOAUTHCSI UCXOIHbBIE
MOJyJIM, KOTOpPBIE HE HCHOJB3YIOTCS B IpoOILecce €ro npeoOpa3oBaHus sl CO3JaHUs
daktnueckorr peanuzanuu  OO. @akT HEUCNOIb30BaHMUS TAKUX MOJIYJEH MpHU
npeoOpa3oBaHUU JODKEH OBbITh BepU(PHUIIMPOBAH OIEHIIMKOM. Takue MOJyJid BHE
3aBUCUMOCTH OT Haiauuus onucaHus B mpoekte OO MOTyT ObITh MPU3HAHBI OLEHIIUKOM C
YU€TOM PEe3yJIbTaTOB Bepu(UKaIMK HE BAUSIOUIMMU Ha BbinoiaHeHne OTh.

OHeHIHI/IK ITPHU KOHTPOJIC OTCYTCTBUA M30BITOYHOCTH HCXOAHBIX MO,Z[YJICﬁ JOJIKCH.

® B YaCTH HCXOJHBIX MOJYJIEH, OCYIIECTBISIIOMIUX ¢  MOJAEPKUBAIOIINX
BoinoiHeHUe DTH, — uccnenoBath (OCHOBBIBAsICh Ha CTPYKTYPHOM aHalM3€ U
JIEKOMIO3UILIUKM) 3TH MOAYJHU, 4YTOOBI CleNaTh 3aKIIOYEeHHE OO0 OTCYTCTBHHM B
UCXOJHBIX MOAYJSIX (PYHKIMOHAIBHBIX BO3MOXKHOCTEM O€30MacHOCTH, HE
MPEyCMOTPEHHBIX TPOEKTOM U OTh;

® B YAaCTU HUCXOJIHBIX MOJYJIEH, 3asBJICHHBIX KAK «HE BJIMSIONIME HA BBIITOJIHECHHUE
®Tb», — mnpoaHanM3UpPOBATh JTH MOAYJIU C TIAyOMHOM, JOCTAaTOYHOH IS
MOJITBEPIKJICHUS UX HEBIIMSAHUS Ha BbINoHEHUE D Th.

HCXOI[HI)IG MOAYJIM, HA3HAYCHHUC KOTOPBIX HC OIIMCAHO B AOKYMCHTAIIUH,
IMPU3HAKOTCA I/I36LITOLIHI>IMI/I, a I1I0 mary ouCHMUuBaHUA B OCIIOM BBIHOCHUTCA OTPpHULATCIIbHAA
OLICHKA.

6. OLCHIIMK JT0HKSH BBITTOTHUTH KOHTPOJIb ITOJTHOTHI IPEICTABIICHUS PeaTn3aiy Ha
ypoBHE (DYHKITMOHALHBIX 0OBEKTOB.

OueHIMK JOJKEH HCCIEeN0BaTh JOKYMEHTUPOBAHHbIE MaTepuaibl pa3padoTyuka
OO, 4t00BI cnenaTh BBIBOA O TOM, uTO Bce acnekTsl OTH peann3oBaHbl Ha YpOBHE
UHTEPPENCOB UCXOAHBIX MOJIYJIEH U CBA3AHHBIX C HUMH OIpeAeSeHni ()yHKIIMOHAIbHBIX
00BEKTOB.

OueHIIUK JOJDKEH HCCleoBaTh (YHKIIMOHAIBHBIE OOBEKTBI, BXOJAIINE B
NpeACTaBICHUE pealn3alii, ¢ TeM YTOOBI CJejaTh 3aKJIIOYEHHE O COOTBETCTBHM HX
HAa3HAYCHMUSl OINMCAHUIO HAa3HA4YC€HUA, MNOpeAcTaBieHHOMYy B mpoekre OO, u o
JOCTATOYHOCTH  COJACPKAIIUXCS B TPEACTABICHUW pealu3alud  (PyHKIIMOHAIbHBIX
00BeKkTOB 1 BoimoaHeHusa OTh.

/. OUEHIIMK  JOJDKEH  BBIIOJHUTH  KOHTPOJb  OTCYTCTBHUS  HM30BITOUHOCTH
NPEICTABICHUS pean3alny Ha YpOBHE (YHKIIMOHATBHBIX OOBEKTOB.

OLEHNIMK JIOJDKEH WCCIEA0BaTh MPEACTABICHUE pean3alui, 4YTOOBI ClIeNaTh
3aKJIIOUYEHUE B OTHOUICHHH KaXXI0TO (PYHKIIMOHATHLHOTO OOBEKTa KaK 00ECII€UMBAIOIIETO
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BbinosiHeHUEe DTD, mnonnepxkuBaromero BeinojdHeHHe PTH WM HE BIMAIOLMIETO Ha
BeInotHeHHE O Th.

(DYHKI_[I/IOHEU'II)HBIG O6T>€KTI>I, Ha3HA4YCHHUC KOTOPLIX HC OIIMCAHO B JOKYMCHTAIIWMH,
IMIPU3HAKOTCA I/136I>IT0LIHBIMI/I, 10 mary OnCHHBAHHA B ICJIOM BBIHOCHTCA OTPHLATCIIbHAA
OLICHKA.

B cocraBe mnpeacraBieHus peanu3aldd MOTYT HaxOIWUTbCS (PYHKUHOHAIbHBIE
O0OBEKTHI, KOTOPBHIE HE MCHOJB3YIOTCS B IpOLECCE €ro npeoOpa3oBaHus A CO3JaHUs
daktnueckor peanmmzaiuu  OO. @DakT HEUCHOJIb30BaHUS TaKUX (PYHKIHMOHAIBHBIX
00BEKTOB NpH NpeoOpa3oBaHUU JIOJDKEH ObITh BepUPHUIIMPOBAH OLEHIIMKOM. Takue
(GyHKUHOHAIbHBIE 00BEKTHI BHE 3aBUCUMOCTH OT HAJIMUUs onucaHus B mpoekte OO MoryT
OBbITh MPU3HAHBI OLEHIIMKOM C YYE€TOM pe3yJlbTaTOB BEepU(PHUKAIMU HE BIUAIOIIMMHU Ha
BeinosIHEHUE P Th.

8. OneHIMK JOMKEH BBIMOJHUTH KOHTPOJb CBS3eH (YHKIIMOHAIBHBIX OOBEKTOB
IpeACTaBICHUS peai3alliy 10 YIPaBICHHUIO.

CBs3u (PyHKIIMOHAIBHBIX OOBEKTOB 0 YIPABIEHUIO MOTYT OBITh KaK CTATUYECKUMU
(HampuMmep, MpH BBI30BE B HCXOJHOM TEKCTE SBHO YKa3bIBalOTCS WM (PYHKIHH H
3Ha4YeHUs ee (PaKTHUUEeCKUX MapaMeTpoB), TAK U JUHAMHYECKUMH, PEATU3yEMbIMU TOJIBKO
OpY  BBINOJHEHUU NPOrpamMmbl (HampuMmep, BbI3OB (YHKIHOHAIBHOIO OOBEKTa 110
BBIUHCIIIEMOMY 3HAYEHHIO aJpeca B ONEPATUBHOW MaMSATH, JUHAMUYECKOE CO3JaHUE U
BBI30B METOJI0B IK3EMILISIPA oOBeKTa B 00BEKTHO-OPUEHTUPOBAHHOM
IPOrpaMMHUPOBAHNHM, TMOJYYEHUE COACPKUMOIo OOBEKTa, COJep:Kallero KoA U JaHHbIE,
10 KaHajly CBSI3M OT BeO-cepBepa U T.1.). JluHamudeckue cBsizu GyHKUUN 1O yIPaBICHUIO
HE BCErJa MOTYT OBITh ONpEE/ICHbl HA OCHOBE aHaJIM3a MPEACTABICHUS peaau3anuu 0e3
UCTIOJTHEHMSI IPOTrpaMMBbl WIIH €€ (parMeHTOB, HaIPUMeEp, MO/ YIIPaBJICHUEM OTJIa 4UKa.

OIEHIIIUK JOJDKEH UCCIE0BaTh CBSA3M (DYHKIIMOHAJIBHBIX OOBEKTOB IPEACTABICHUS
peanu3aliy 1o YIPaBJICHHUIO, C TEM YTOOBI CJejaTh 3aKIOUYEHHE O TOM, YTO OHU HE
JIOMYCKalOT BO3MOXKHOCTH 00XOJa MEXaHU3MOB, ocyulecTBisronmux BoinojlHeHnue OTh.
Ecnu B oTHOmIEHNHM Kakoro-imrb0 (yHKIIMOHATHLHOTO OOBEKTAa HE MOXKET OBITH CIEIaHO
MOJIOXKUTEIIBHOE 3aKJIIOUYEHUE, TO II0 1Iary OLEHWBAHHUS BBIHOCUTCS OTpHULIATEIbHAS
OIICHKA.

[Ipn mpoBeleHMM HCCIEAOBAHUS CIEAYET YUYWUTHIBATH, YTO NPUMEHEHHE TOJBKO
OJIHOTO METOJIa CTATUYECKOr0 aHaINW3a IPEACTaBICHUS PEeaIn3alnuy I KOHTPOJIS CBs3en
(YyHKUIHMOHAIBHBIX OOBEKTOB IO YIPABICHUIO MOXKET OKa3aThCsl HEJOCTATOYHBIM. MeToty
CTaTUYECKOr0 aHajiu3a NPUCYIIE OrpaHWYEHUE, CBA3AHHOE C MPUHIUIUAIBHON
HEBO3MOXHOCTBIO ONpe/eNeHusl CBs3el (PYHKIIMOHANBHBIX OOBEKTOB M HMHTEp(deEicoB
MOJyJei, a Takke CBsi3el (PYHKIIMOHAIBHBIX OOBEKTOB MO YIPAaBICHUIO MEXIY COOOM,
peanu3yeMbIX JUHAMUYECKH BO BPEMsI UCIIOJIHEHUS IIPOTPAMMBI.

[Ipu oOHApY)KEHUH HEBO3MOXXKHOCTH MCCIICAOBATh CBS3HM (DYHKIIMOHAIBHBIX O0BEKTOB
10 YHIPaBJICHUIO TOJIBKO C HCIOJb30BAHHEM METOJa CTAaTHMYECCKOTO aHaJIM3a OICHIIHUK
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JOJDKCH HCIIOJIB30BATH B HAOIIOJIHCHUC K HEMY MCTOA AWUHAMHUUYCCKOI'O dHaAJIN3a
MpCaACTaBJICHUA pCaIM3allnH.

9. OLEHIIMK JOJDKEH BBIOJHUTH KOHTPOJb CBSI3€M (PYHKIIMOHAIBHBIX OOBEKTOB
(Momynei, mpouenyp, GyHKIH) 1o HHGOPMAIIHH.

Csi3u  (yHKIHMOHAJIBHBIX OOBEKTOB MO HMH(POPMALUU OCYLIECTBISIOTCS IyTEM
UCIO0JIb30BaHUs (DYHKIIMOHAJIBHBIMU O0OBEKTaMH OOIIMX MH()OPMALTMOHHBIX OOBEKTOB.

NudopmanmoHHblii OOBEKT — 3JIEMEHT NPOrpaMMbl, CoOJepKalluid (HparMeHThl
uHpopManuy, NHUPKYJIHUpYIOIMIEM B mporpamMme. B 3aBUCHMMOCTHM  OT  si3bIKa
IporpaMMHpPOBaHUSI B KauecTBE HWHQPOPMAIIMOHHBIX OOBEKTOB MOTYT BBICTYNATh
NepEMEHHbIC, MAaCCHUBBI, 3alUCH, TaOJuIllbl, (aisibl, 00JIaCTH ONEPATUBHON MaMSTH,
MOTOKW, MMEHOBaHHbIE KaHAJIbI, OYepe/Id, CTEKH U T.II.

BaxxHbIM yciioBHEM HaiWuus CBA3M (DYHKIIMOHAIBHBIX OOBEKTOB MO HH(pOpMALUU
SABJISIIOTCSL  ONpEJACNICHHbIE  IpaBa  JIOCTyma K  COBMECTHO  HCHOJb3yeMOMY
uH(pOpMaITMOHHOMY 00beKTy. CBsI3U (PYHKIIMOHAIBHBIX 00BEKTOB MO0 MH(MOPMAIIUH MOTYT
OCYIIECTBJISATHCA KaK SIBHO, MyTeM TMepeaadyn (PaKTUYECKUX MapaMeTpoOB TPU BHI30BE
GyHKIIMOHATBHOTO 00BEKTa U3 APYTroro (PyHKIIMOHAIBHOTO 00BEKTa, TaK M HESBHO — 3a
CYEeT COBMECTHOTO MCIOJIb30BaHUSI HEKOTOPOTO OOIIETO riIo00aabHOT0 HHPOPMAIIMOHHOTO
oObekTa. B mepBoM ciyyae CBsA3M (PYHKUMOHAIBHBIX OOBEKTOB MO MH(POPMALUU MOTYT
OBITH TIPOCTICKEHBI TIPH BBIMMOJTHEHUH KOHTPOJS CBSI3eH (DYHKIITMOHAIBHBIX OOBEKTOB IIO
yhnpaBieHuo. Bo BTOpoM citydae MpeArnonokeHne O HAIWYUH CBSI3U (YyHKIIMOHATBHBIX
O00BEKTOB IO MH(OPMAIH, OCHOBAHHOE TOJIBKO Ha (paKTe€ COBMECTHOT'O HCIIOH30BAHMSI
obmiero WHGOPMAIMOHHOTO 00BEKTa, TPeOyeT MOATBEPKICHUS Ha OCHOBE JETAILHOTO
aHaM3a KakK CTPYKTypbl camMoro WH(GOPMAalMOHHOTO OOBEKTa, TaK H aJITOPUTMOB
00paboTkn MHGOPMAIINK, PEaTU30BAHHBIX B (DYHKIIMOHANBHBIX O0BEKTax. B oTiauume ot
CBs3el (PYyHKIIMOHAIBHBIX OOBEKTOB IO YIPABJICHHUIO CBA3M MO MH(MOpPMAIMU HE BCeraa
MOTYT OBITh MPEACTABJICHBI B BU/IE€ MAPUIPYTOB BHITIOJHEHUS (YHKIIMOHATBHBIX 00BEKTOB.
OpmHako Takve MapuIpyThl MMO3BOJISIOT CyIUTh 00 MHPOPMAIMOHHBIX MOTOKAX, CBI3aHHBIX
C HEKOTOPBIM pacCMaTpUBaEMbIM HH()OPMAITMOHHBIM OOBEKTOM.

[Ipy mpoBeaeHHM HCCIEAOBAHMS JOJDKHBI OBITH YETKO OMNPEIEICHBI 3alUIacMble
®BbO unHpopMalMOHHBIE OOBEKTHl U MPOAHATU3UPOBAHBI BCE BO3MOKHBIE OOpaIleHUs K
HUM U3 (QYHKUHOHAIBHBIX OOBEKTOB, KaK HENOCPEJICTBEHHbIE, TaK M uepe3
NOCJIEIOBATENBHOCTD BHI30BOB (DYHKIIMOHAIBHBIX OOBEKTOB.

OueHIMK JOJIKEH UCCIIEeI0BATh CBSI3U (DYHKIIMOHABHBIX 00OBEKTOB IO MHPOpPMALIUH,
C TeM YTOOBI C/IeJaTh 3aKJIOUCHHE O TOM, YTO OHHM HE JIOMYCKAIOT BO3MOXHOCTH 00X0/a
MEXaHU3MOB, OCYILIECTBISAIOIINX BbINTOJHEHUE D Th.

ADV_IMP_EXT.3 Peanuzauus OO
3aBUCUMOCTH: ADV_IMP.2 Tlonnoe oTobpaxenue npencrapienus peanusanuu ObO.

DneMeHTHI IeUCTBHI pa3paboTunka
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ADV_IMP_EXT.3.1D Pa3paGoTuuk J0JDKEH MpenocTaBuTh peanusamuio OO.

ADV_IMP_EXT.3.2D Pa3paboTunk A0KEH 00ECCUHTh MPOCICKUBAHUE pealn3allin
OO k npeacrasienuto peanuzanuu OBO.

DJIEMEHTBI COJEPKaHUS U MPEJICTABICHUS JOKYMEHTUPOBAHHBIX MAaTEPUATIOB

ADV_IMP_EXT.3.1C B nmokyMeHTanuu AOKHBI OBITH yKa3aHbl COCTaB W 3HAYCHHUS
KOHTPOJIBHBIX CYMM 3J1€EMEHTOB peanu3annu 110 [Bb10op:

3aepysounsie mooyau I10;
[Haznauenue: unvie munwvi snemenmos pearusayuu 110]
].
ADV_IMP_EXT.3.2C B npocnexuBanuu Mexay peanusamnueit OO u npeacraBieHUEM

peanu3anuu JO0JKHO OBITh TPOJIEMOHCTPUPOBAHO COOTBETCTBUE MEXKIY
peanusarueii [10 [BbIOOP:

3azpyzounvie mooyau 110,
[Haznauenue: unvie munwvl snemenmos pearuzayuu [10]
| u ux npeocmaenenuem peanuzayuu [Bo160Op:
ucxoouwvle mexcmol 110,
[Hasnauenue: unvie popmol npeocmasnenus peanuzayuuf
].
DJIEMEHTHI ICMCTBUMA OIICHIIIMKA

ADV_IMP EXT.3.1E Ouecnmuk JOJDKEH MTOATBEP/IUTD, qTO nH(opmarus,
npeACTaBlICHHAs] 3asBUTEIEM B JOKYMEHTUPOBAHHBIX MaTepuasax,
YAOBJIETBOPSIET BCEM TPEOOBAHUSM K COJICPIKAHUIO M TIPEJCTABICHUIO
JTIOKYMEHTHPOBAHHOM uHpopmaruu, HA3JI0KEHHBIM B
ADV IMP EXT.3.1Cu ADV_IMP_EXT.3.2C.

PadoTbI oneHKH

1. OueHmuKk JA0MKEH BepuUIMPOBATH  TMPEJACTABICHHOE  Pa3pabOTUHMKOM
POCTCKUBAHUE MEXKIY OJIEMEHTaMH TPEJACTABICHUS pealu3alid © dJIEMEHTaMU
daktrueckoi peanmzaruu OO.

2. OneHmMWK [OJDKEH BBIMOJHUTH KOHTPOJh COOTBETCTBUSL TPEICTABICHUS
peamm3arun OO daktudeckoit peanuzamuu OO.

OueHIMK JOJIKEH MCCIEA0BATh MPEICTABICHUE pealu3aluu, ¢ TeEM YTOObI CAeNaTh
3aKII0YEHUE O TOM, 4YTO MPEJCTABICHUE pEealM3alUu C HMCIOJb30BAHUEM OMUCAHHBIX
MHCTPYMEHTAJILHBIX CPEACTB Pa3pabOTKU MOKET ObITh MpeoO0pa3zoBaHO B (DAKTUUECKYIO
peanuzanuio OO.
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OIeHIIMK JOJKEH HCCIIEeNOBaTh JTOKYMEHTHPOBAHHBIE MPOICIYPHI, MPUMEHICMbIS
pa3pabOTUYUKOM Ui TpeoOpa3oBaHUs TMPEACTABICHUS pean3alud B (PAKTUYECKYIO
peamm3anuto OO, nms TOro, 4ToOBI CJENaTh BBIBOJ O BO3MOXKHOCTH BBITIOJIHCHUS
npeoOpa3oBaHus.

OUEHIIUK JIOKEH BBINOJHUTH B  COOTBETCTBUU C  JOKYMEHTUPOBAHHBIMU
npoleaypaMu  pa3paOOTYMKa €  UCIOJIb30BAaHUEM  WHCTPYMEHTAIbHBIX  CPEJICTB
pa3paboTuuka (WM C HCMOJb30BAHUEM HMHCTPYMEHTAIBHBIX CPEJCTB, HIACHTUYHBIX
WHCTPYMEHTAJIbHBIM ~ CpeJICTBaM  pa3paboTuuka) TmpeoOpa3oBaHuE MPECTaABICHUS
peanuzaiuu B paktuueckyto peanuzaiuio OO.

O1eHIIUK JOJKEH MPOBECTH BepUDUKAIINIO COOTBETCTBUS (DAKTUUECKOUN peain3aliuu
OO, mnony4yeHHOW B TIpollecce BBIMIOJHEHHS TpeoOpazoBanus, ¢ peanuzanuein OO,
NPEACTABICHHOIO JJIs1 OLEHKHU.
ADV_TDS3 ba3oBblii MOAYJILHBIN MPOEKT
3aBucumoct: ADV_FSP .4 Ilonnas nonydopmanbHas GyHKIIMOHATbHAS CieIUpUKAITHS.
DneMeHTHI IeUCTBHI pa3paboTurka
ADV_TDS.3.1D Pa3pabotuuk nosmkeH npeactaButh mpoekt OO.

3ameuyaHus M0 NPUMEHEHHUIO'

[IpoexkTHas AOKyMEHTalMsl JOOJDKHA IIPENOCTABIATH BO3MOXKHOCTh
IPOBEJEHUA KOHTPOJSA IIOJMHOTBI M KOPPEKTHOCTH peaau3aluu
¢ynkuunii ooecnieuenust b B peasin30BaHHBIX TPOECKTHBIX PEILICHUSX.

[Ipu pazpabotke mnpoekta OO AOMKHBI YUUTHIBATHCS MOJOKEHUS
pykoBoasiiero gokymenta PJ[ 50-34.698-90 «ABToMaTu3HpOBaHHbBIE
cuctemMbl. TpeOoBaHUs K COAEpKaHUIO TOKyMeHTOB», a Takxke ['OCT
34.201-89 «Mudopmanmonnas texHosorus. Komriekc craHgapToB Ha

dBTOMATHU3HUPOBAHHBIC CHCTCMBEI. BI/II[LI, KOMIIJICKTHOCTb n
0003HaYCHHUE AJOKYMCHTOB IIpH CO3JdaHUMHU ABTOMATHU3UPOBAHHBIX
CHUCTCM».

ADV_TDS.3.2D Paspabotunk nmomkeH obOecneunth mnpociexkuBanne KMDOBO B
byHKIMOHANBHOM  crienuuKkanuu K Oolee HHU3KOMY  YPOBHIO
JEKOMIO3UIINH, TIpesicTaBieHHOMY B TpoekTe OO.

DJIeMEHTBI COACPIKaHUA N MPCACTABIICHUA JOKYMCHTUPOBAHHBIX MaTCPpHUAJIOB

ADV_TDS.3.1C B mpoekrte A0MKHO IPUBOIUTHCS omucanue cTpykTypsl OO Ha ypoBHE
MIOJICUCTEM.

ADV_TDS.3.2C B npoekte q0JDKHO IPUBOAUTLCS omucanue cTpykTypbsl OO Ha ypoBHE
MOJTyJIEH.

ADV_TDS.3.3C B npoekTe q0JKHBI OBITh HACHTU(UITMPOBaHBI Bce oacucteMbl OBO.
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ADV_TDS.34C B mnpoekre M0DKHO MPUBOAMTHCS OIMUCAHME KaXKJIOW W3 TOACUCTEM
DEBO.

ADV_TDS.3.5C B mnpoekTre M0JDKHO MPUBOJUTHCS OINHMCAHWE B3aUMOJCHCTBUN BCEX
noacucteM ®bO mexay coboii.

ADV_TDS.3.6C B mpoekTe M0DKHO OBITh OCYIIECTBICHO MPOCISKHUBAHUE TOJICHCTEM
®bO ¢ monynsamu OBO.

ADV_TDS.3.7C B mpoekTe IODKEH OBITh OMHCAaH KaXAbId OCYIIECTBIISIONNN
BbinojiHEHUE DPTb MOoaynap ¢ TOYKM 3pE€HMS €ro Ha3HA4YCHUs W
B3aUMOJEHCTBUS C APYTUMH MOIYJISIMU.

ADV_TDS.3.8C B nmnpoekte J0KEH OBITh OMNUCAH KaXAbIA  OCYIIECTBISIOIINN
BbINOJTHEHUE PTH Moaynb ¢ Touku 3peHus ero otHocsumxcs kK @Th
uHTep(dECcCoB, 3HAYCHUH, MPEAOCTABISIEMBbIX dTUMH HHTepdeiicamMu B
OTBET Ha 3alpoChl, B3aUMOJACHUCTBUUA C JAPYTUMH MOIYJIAMH U
BBI3BIBAEMBIMU HHTEp(]eiicaMu 3TUX MOIYJICH.

ADV_TDS.3.9C B mnpoekre A0KEH OBITh ONMHMCAH KaXKIbIH TOJICPKUBAIONIUN U HE
BIMSOMKUN Ha BbinoaHeHue @OTDb Momynp ¢ TOYKH 3peHHsT €ro
Ha3HAYCHUS U B3AaUMOJICUCTBUS C APYTUMHU MOTYJISIMHU.

ADV_TDS.3.10C B mpocnexuBaHUHd JOKHO OBITh MPOASMOHCTPUPOBAHO, HYTO BCE
omucanHele B mpoekte OO  pexumbl  PYHKITMOHUPOBAHMSI
MPOCIEKUBAIOTCS K BbI3bIBarOIuM nx MOBO.

DJIEMEHTHI IEUCTBUM OICHIINKA

ADV_TDS.3.1E OueHmuk A0MKEH MOATBEPAUTH, YTO HMHQOpMAIUs, MPE/ICTaBICHHAS
3asBUTEJIEM B JIOKYMEHTHUPOBAHHBIX MaTepHaliaX, yJIOBJIETBOPSET BCEM
TpeOOBAHUSAM K COJICP)KAHHIO M MPEACTABICHUIO JTOKYMEHTHPOBAHHOMN
uHpopManmmu, H3JI0KCHHBIM B

ADV_TDS.3.1C - ADV_TDS.3.10C.

ADV_TDS.3.2E OrmeHmmk A0MKEH CHASNaTh HE3aBUCUMOE 3aKIIOYEHUE, YTO TPOCKT
SIBJISICTCSI TOYHBIM M TIOJTHBIM OTOOpaX€HUEM BCeX (PYHKIIMOHATHHBIX
TpeOoBaHMi1 0€30MMaCHOCTH.

PadoTnI oleHKH

OILICHIIMK JOJDKEH BBIMOJHUTH JCWCTBUS MO OIICHKE B COOTBETCTBUHM C ITYHKTOM
10.8.3 nammonansHoro crannapra Poccuiickoit @eneparmun ['OCT P UCO/MOK 18045
«MHpopmanionHas TexHonorus. MeTroabl U cpeAcTBa oOecnedeHus Oe30MacHOCTH.
MeToa0710THsI OIIEHKH 0€30MacHOCTH MH(POPMAITMOHHBIX TEXHOIOTHI.

7.2.3. PykoBoacrBa (AGD)

AGD_OPE.1 PykoBoACTBO N0Jib30BaTe sl N0 IKCIIyaTAlUU
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ADV _FSP.1 bazoBas ¢yHKIImOHaIBHAS CTICITU(DUKAIINSL.

DneMeHTHI IeUCTBHI pa3paboTunka

AGD_OPE.1.1D

Pa3paboTuuk J0MKEH MPEeACTaBUTh PYKOBOJICTBO IMOJH30BATENS TIO
DKCIUTyaTalluH.

DJeMEHTBI COACPIKAaHUA N IPCACTABIICHUA JOKYMCHTUPOBAHHBIX MaTCPHUAJIOB

AGD_OPE.1.1C

AGD_OPE.1.2C

AGD_OPE.1.3C

AGD_OPE.1.4C

AGD_OPE.1.5C

AGD_OPE.1.6C

AGD_OPE.1.7C

B pykoBoxcTBe 1mOnB30BaTENS IO OKCIUIyaTallMM I KaXKIOH
II0JIb30BAaTEIbCKOM POJIM  JTOJDKHO OBITh IPEICTaBICHO OIUCAHHUE
JOCTYIIHBIX  MOJIb30BaTENsIM  (YHKUMHA, BO3MOXKHBIX TIpaB M|
00513aHHOCTEH, KOTOPBIMH CIIEYET YNpaBIATh B 3allULICHHON cpele
(GyHKUIMOHUPOBAHUS, a TAK)KE YMECTHBIX MPEAYTPERKACHUIA.

B pyKoBOJCTBE TOJB30BATENSA MO JKCIUTyaTalliM B paMKaxX KaKIOu
MIOJIb30BaTEIbCKOW POJIM  JTOJDKHO OBITh TPEJCTABICHO OIHMCAHHE
OpPUHIMIIOB Oe3omacHoi paboTel ¢ mpenoctaBieHHbiMU B OO
uHTepdeiicamu.

B pykoBojcTBe mojb30BaTeIs IO AKCINTyaTallUd JOJDKHO OBITh
IIPEACTABICHO OIMHCAHKME JAOCTYIMHBIX IS KaXKAOM I0JIb30BaTEIIbCKOM
pomun  (yHKIMA W wHTEpPPEHCOB, OCOOCHHO BCEX IapaMeTpPOB
0e30macHOCTH TOf] YNpaBICHUEM IOJB30BATENsl, C YKa3aHUEM
0€30MacHBIX 3HAYCHUH, €CIIH ATO YMECTHO.

B pykoBoacTBe monb30BaTeNd MO OKCIUTyaTallMd I KaKIOU
M0JI30BATEIbCKOM  PONM  JIOJKHO OBITh YETKOE IMPEACTABICHHE
KOKJIOTO0 THUIA HMEIOIIUX 3HadeHue i O0e30MacHOCTH COOBITHH,
CBSI3aHHBIX C JOCTYNHBIMH TOJIb30BATEII0 O0s3aTEIbHBIMU  JJIS
BBITIOJIHEHUS ~ (PYHKIIUSIMU, BKJIIOYAas W3MEHEHHE XapaKTEPUCTHUK
0€30MacHOCTU CYyIIHOCTEH, HaXxoasuxcs moj ynpasieaueM OBO.

B pykoBoacTBe modb30BaTeNsl MO OKCIUTyaTallud JIOJDKHBI  OBIThH
UACHTU(DUIIMPOBAHBI BCE BO3MOKHBIC peKUMbI padoTel OO (BKIIIOUAS
oTiepalyu mocjiae c60eB M OMUOOK IKCIUTyaTaIluH), UX MOCIEACTBUS U
ydacTue B oOecrieueHnn 0e30MmacHoro (PyHKITMOHUPOBAHUS.

B pykoBoacTBE mMONB30BATENs MO JKCIUIyaTalMU JJId  KaKIOU
MOJIb30BATEILCKON POJIU JIOJXKHO ObITH MPUBEAEHO OMKCAHUE BCEX MEP
0€30MacHOCTU,  MpEJHA3HAYEHHBIX Ui BBIOJIHEHUS  IIeJieH
0e30macHOCTU AJist cpebl (PYHKIIMOHUPOBAHUS COTJIACHO OMHCAHUIO B
3b, nMeIUX OTHOLIEHNE K M0JIb30BaTEI0.

PykoBOACTBO 10JIB30BATEIIS 110 IKCILTyaTaIlUU JTOJDKHO OBITh YCTKUM M
000CHOBAHHBIM.
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PykoBOJCTBO TMOJIB30BATENSl 1O AIKCILTyaTallMd JOJDKHO COJEpXkKaTh
omucaHuWe cocTraBa (PyHKOMA OE30IMaCHOCTH B  TPHUBI3KE K
kommnoHneHtam OO.

PykoBOACTBO moOsb30BaTENs IO 3KCIUIyaTalMd JOJDKHO COAEPKaTh
TUIIOBbIE mapameTpbl HacTpoiiku OO (craHmapThl KOH(UIrypauuu),
oOecrieunBaromue  OezonacHoe  (pyHkuuonupoBanne OO B
YCTaHOBJICHHBIX CPEaxX U peXuMax QyHKIMOHUPOBAHHUS.

AGD_OPE.1.10C PykoBOJCTBO MOJI30BaTENs IO SKCIUTyaTallud JOJKHO COJEpKaTh

napameTpsl HacTpoiiku OO, ycTaHaBIMBaeMbl€ MO YMOJYAHUIO, MPHU
KOTOPBIX  TIOJB30BATENIO OyJIeT  NpeloCTaBIsTBCA  TOJBKO
orpanndeHHas ¢ynkuuonaibHocth OO. I[lapamerpsl, ompenenstoiye
3amuTy OO OT HECaHKUMOHHWPOBAHHOIO JOCTYMa, MAOJDKHBI 10
YMOJIYAHUIO YCTAaHABIIMBATHCS TAaKHUMH, KOTOpPbIE OyIyT 00ecreunBaTh
TpebyeMbIit ypoBeHb 3amuThl o HC/I.

AGD_OPE.1.11C PykoBOACTBO IOJI30BaTENIs I10 SKCIUIyaTalldd JOJKHO COJEpKaTh

ONHMCAHWE TMPaBWI UCMONb30BaHus (yHkuii Oe3omacHoctu OO,
BKJIIOYAsl TpaBuUja OOHOBJICHHS, VYIOPABICHUS U KOHTPOJS HX
MPUMEHEHUS, B TOM YHCJIE TTapaMeTPOB UX HACTPOMKH.

AGD_OPE.1.12C PykoBOACTBO TMOJB30BaTEISA IO SKCIUTyaTaIlldd JIOJDKHO COJEPKaTh

NEPEUYEHb U 3TAJIOHHBIE 3HAYEHUS] KOH(UTYypaLlMOHHBIX MMapaMeTpoB, a
TaK)Ke€ OMNHMCAaHUE MPOUEAYP KOHTPOJS COOTBETCTBUS (HaKTUUECKUX
3HaYEHUH MapamMeTpOB KOHPUTYpaIMi UX STATOHHBIM 3HaYEHUSIM.

AGD_OPE.1.13C B pykoBOJCTBE IOJH30BATENsI IO AKCIUTyaTallMu JOJDKHBI OBITh

oTpejiesieHbl TpeOOBaHUA K KaJpoBOMy oOecriedeHuto nojacucremsl Ub.

AGD_OPE.1.14C B pykoBOJCTBE IIOJBH30BATENsI IO JKCIUTyaTallMd JOJDKHBI OBIThH

oIpeseeHbl TPeOOBAaHUS MO Ha3HAYEHMIO POJIEH JKCILTyaTallhOHHOIO
MepcoHama W ero oOy4deHuio, WHOOPMHUPOBAHWIO U TIOBBIMICHUIO
OCBEJIOMJIEHHOCTH SKCIUTyaTallHOHHOTO TMEpPCOHaja M TOJb30BaTeNeH,
HEOOXOJMMBIX K TMPOBEACHUIO ISl OOECTeYeHHs] pa3BepTHIBAHUS U
sKcIuTyatanuu noacucrtemsl Ub.

AGD_OPE.1.15C B pykoBOJCTBE TOJB30BATENs IO OJKCIUIyaTallMd JOJKHO OBIThH

PErIAMEHTUPOBAHO MCIOJIB30BAaHUE KOMIIOHEHTOB OO Ha CTOpOHE

KJIMEHTA!

® TMOPSIOK peaju3aluu Mep, NPUHUMAEMBIX Uil OOecreueHus
nenoctHoct IO u komnonentoB OO, mnepenaBaeMbIXx Ha
CTOpPOHE KJIMEHTA,

e TpeOOBaHUS K COCTaBYy, BEpPCHUSIM, OOHOBJIICHHIO M HAaCTpOMKaM
TEXHUYECKUX 3aLIUTHBIX MEP, IPUMEHSAEMbIX Ha CTOPOHE KIIUEHTA.
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AGD_OPE.1.16C B pykoBOACTBE IIOJb30BATENsI IO OKCIUTyaTallMd JOJKHBI OBITh
onpeesieHbl TpeOOBaHUS K MCIOJIB30BaHUIO (DYHKIIUU PACIIUPEHHOTO
ayJInTa, YKa3aHHIO MTOPSIKA MEPECKIIOUSHUS peKUMa ayIuTa, KOHTPOJIIO
MEePEKITFOUCHUS PEKUMA ayIUTA.

3ameuyaHus MO0 NPUMEHEHHIO'

1. B pykoBOACTBE MOIB30BATENsl MO AKCIUTyaTallMU JOJKHBI OBITH OMNpPEICIICHbI
TpeOOBaHU K KaIpoBOMY obecrieueHuto nojcuctemsl b.

2. B pykoBojicTBe mMOJib30BaTeNsl MO SKCIUTyaTalldd JOJDKHBI OBITH OIPECICHBI
TpeOOBaHUS MO HA3HAYECHHUIO POJIEH SKCIUTYyaTAllMOHHOTO IepcoHajga U UX OO0y4eHHIO,
UH()OPMUPOBAHUIO W TOBBLIIIEHUIO OCBEIOMIICHHOCTH JKCILUIyaTal[MOHHOTO TepcoHaia U
MOJIH30BaTENIC, HEOOXOJMMBIX K TIPOBEACHHUIO HJis OOCECIeueHHUs] pa3BEePTHIBAHHUSA U
AKCIUTyaTauuu nojacucremol Ub.

3. B pyKoBOACTBE MOJIb30BATENS IO IKCIUTyaTallMK JOJIKHO OBITh PErjIaMeHTUPOBAHO
UCII0JIb30BaHuE KOMITIOHEHTOB OO Ha CTOPOHE KIIMEHTA:
® T[OpSAJOK pealu3aluyd Mep, NPUHUMAEMbIX Uil O0ecrnedeHus
nenoctHoct IIIIO m  xommonmentoB OO, mnepenaBaeMbIX Ha
CTOPOHE KJIMEHTA;
e TpeOOBaHUS K COCTaBYy, BEpPCHUSIM, OOHOBJIICHHIO M HAaCTpOilKaM
TEXHUYECKHUX 3aIIUTHBIX MEP, IPUMEHSAEMBIX Ha CTOPOHE KJIMEHTA.

DJIEMEHTHI IEUCTBUN OIlCHIIINKA

AGD_OPELl.1E OrmeHmmK M0KEH MOATBEPAUTh, YTO WH(POpPMAIHS, TPEICTaBICHHAS
3asIBUTEJIEM B JJOKyYMEHTHPOBAHHBIX MaTepuajax, yIOBICTBOPSIET BCEM
TpeOOBAHMSIM K COJIEPKAHHUIO U TPEJICTABIICHUIO JTOKYMEHTHPOBAHHOMN
uHbOpMaIH, W3JI0KCHHBIM B

AGD OPE.1.1C- AGD_OPE.1.16C.
PabdoTbl oieHKH

OIEeHIIUK JOJIKEH BBITIOTHUTh JEHCTBHUS IO OILICHKE B COOTBETCTBHUU C MYyHKTOM
11.3.1 nanuonansHoro crangapra Poccuiickoit @enepanun 'OCT P UCO/MDBK 18045
«udopmanonHas TexHosiorus. MeToasl M cpeicTBa oOecrnedyeHus: 0e30MacHOCTH.
MeTtoo010THs OIIEHKH 0€301acHOCTH HH(POPMAITMOHHBIX TEXHOJIOTHI.

AGD _ PRE.1 IToaroroBurte/bHbIE NPOLEXYPbI
3aBHUCUMOCTH: OTCYTCTBYIOT.

DneMeHThI IeHCTBUI pa3padoTunka
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AGD PRE.1.1D Pa3zpaboTunk JIOJKEH IPEAOCTaBUTH 00O BMECTE c
MOATOTOBUTEIIBHBIMH TIPOIIECTYPaMHU.

DJIEMEHTBI COJEPKaHUA U MPEJICTABICHUS JOKYMEHTUPOBAHHBIX MAaTEPUAJIOB

AGD_PRE1.1C B moaroTroBHTEIbHBIX MPOIEAYyPaX JIOKHBI OIMKMCHIBATHCS BCE INATH,
HEO0OXOoauMbIe MJia Oe3omacHo mpueMku mnocraBieHHoro OO B
COOTBETCTBUM C MpOIeAypaMU TOCTaBKHU 3asBUTENS (pa3paboTyuka,
POU3BOAUTES).

AGD PRE1.2C B noArotoBUTENbHBIX MPOLEIYypax JOJKHBI OIHUCHIBATBCA BCE
HeoOXoaAMMbIe IIaru AJjig 0e30macHoil ycTaHOBKM M HacTpoiku OO u
0e30macHON MOJATOTOBKH Cpelibl (PYHKIIMOHUPOBAHUS B COOTBETCTBUU C
HesssMu 0e30acHOCTH Ui cpesibl QYHKIMOHUPOBAHUS, OIIMCAHHBIMU B
3b.

AGD_PRE1.3C B mnoaroTtoBuTenbHBIX Mpoleaypax JdOJDKHBI OIHUCHIBATHCS  BCE
HEOOXOJMMBIC IIaru JUISi KOHTPOJIS KOPPEKTHOCTH BEpPCUH |
neaoctHoctu OO.

DJIeMEHTHI IEUCTBUN OLIEHIIUKA

AGD_PRE.1.1IE OrmneHmuK I0/DKEH MOATBEPIAUThH, YTO HHGOpPMAIHS, TpEICTaBlIeHHAs
3asIBUTEJEM B JJOKYMEHTUPOBAHHBIX MaTepuasax, yI0BIETBOPSIET BCEM
TpeOOBAHUSIM K COJEPKAHHUIO U MPEACTABICHUIO TOKYMEHTUPOBAHHOM
uH(popmaiuu, uznoxeHusiMm B AGD PRE1.1C u AGD_PRE1.3C.

AGD_PRE.1.2E Ouenmuk A0MKEH UCIOIB30BaTh MOJATOTOBUTEIBHBIC MPOIEAYPHI NS
noATBepxkAcHUs Toro, 4to OO MOkeT ObITh 6€30MaCHO MOJTOTOBJICH K
pabore.

PadoTbl oneHKH

OUEHIIMK JOJKEH BBINOJHUTh JEUCTBUS B COOTBETCTBMUM C NyHKTOM 11.4.1
HanmoHalbHOTO cTaHmapra Poccuiickoit ®eneparmu ['OCT P HUCO/MBK 18045
«MadopmanmonHas TexXHONOTUS. MeToabpl MW CpeAcTBa obOecrnedeHusi Oe30MacHOCTH.
MeTomonorust OIieHKH 0€30MaCHOCTH HH(POPMAITMOHHBIX TEXHOIOTHID.

7.2.4. Ilonnep:kka sxkusHenHoro nukiaa (ALC)
ALC CMCA4 IHoanep:xka reHepanum, NpoueAypbl NPUEMKH U ABTOMATH3AIUA

VYnpasieHue KoH(Urypalue — OAUH U3 CIOCOO0B YBEIMYEHUS JOBEPHS K TOMY, UTO
OO coorBerctByer @DTh. VYK ycraHaBmmBaeT 53TO MOCPEACTBOM  MPEIBSBICHUS
TpeOOBaHMII K  OpPraHU3allMOHHOMY  TOPSJKY W YIOpaBIEHUIO  MpoleccaMu
ycoBepiieHcTBoBaHUS U Moaudukauun OO u cBsa3aHHOM ¢ HUM MH(popmanuu. CHcTEMBI
VYK peanusyrorcs s TOro, 4yToObl YJOCTOBEpUTbCA B IelocTHOCTH dacted OO,
IOJIBEPTAIOIIUXCSI KOHTPOJIIO CO CTOPOHBI 3THUX CHCTEM, IIyTEM OTCIIEKUBAHUS JIIOOBIX
U3MEHEHUH, a TaK)Ke 00ecrieueHusl CaHKIIMOHUPOBAHHOCTH BCEX M3MEHEHUH.
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3aBucumoct: ALC CMS.1 OxBat YK OO;

ALC DVS.1 Unentuduxanus mep 6€301aCHOCTH;
ALC_LCD.1 Omnpenenennas pa3pabOTINKOM MOJIENb )KU3HEHHOTO ITHKJIA.
DJNIeMEHTHI IEUCTBUHN pa3padoTUHKa
ALC CMC.4.1D Paspabotuuk nomker npeaoctaButh OO u MmapkupoBky 11 OO.
ALC CMC.4.2D Pa3paboTuuK IOJDKEH MPEAOCTaBUTh MOKyMeHTalnio YK.
ALC CMC.4.3D Pa3paboTuuk TOKEH UCIIOIh30BaTh cucteMy YK.
DNIeMEHTHI COACPKaHUS U MPEACTABICHHS JOKYMEHTHPOBAHHBIX MaTEPHAIOB
ALC_CMC.4.1C OO pomxeH ObITh TOMEYEH YHUKAILHON MapKUPOBKOM.

ALC CMC4.2C B nokymentanmu YK JODKHO colepaTbCsl OIMCAHME METOJIa,
UCIIOIB3YEMOr0 ISl  YHUKAJIbHOW  HWACHTU(UKAIIUK  DJIEMEHTOB
KoHpurypanuu (B TOM uuciie (aiijioB HCXOAHOI0 K0/J1a, PeCypCHBIX
(daiisiioB, pailyioB JOKYyMEHTALIMH).

ALC CMC43C B cucreme YK  1okHBI  OBITh  YHUKQIBHBIM  00pa3zoM
UACHTU(DUITMPOBAHBI BCE DJIEMEHTHI KOHPUTYpAIUH.

ALC CMC44C B cucreme YK  10omkHBI  OBITH  IPEAYCMOTPEHBI  TaKHe
ABTOMATH3UPOBAHHBIC MEPHI, MPH NMPUMEHECHUNU KOTOPBIX B AJIEMEHTHI
KOH(UTYpallui MOTYT OBITh BHECEHBI TOJBKO CAHKIIMOHUPOBAHHBIC
U3MCHEHUS.

ALC CMC4.5C Cucrtema YK 1okHa mnoaaep:kuBaTh mnpousBoactso OO
aBTOMATH3HPOBAHHBIMH CPEICTBAMM.

ALC_CMC.4.6C JJoxkymentanusi YK no/kna Briawouats B cedst mian YK.

ALC CMC.4.7C B nnane YK 10/KHO ObITH ONMCAHHE TOr0, KaAaKMM 00pa3om
cucrema YK ucnosansyercs qias pazpadorku OO.

ALC_CMC.4.8C Ilnan YK goskeH coaep:karhb OnucaHue Mpoueayp, UCHoab3yeMbIX
A TPHEMKH MOAM(PUUMPOBAHHBIX WJIM BHOBb CO3JaHHBIX
3J1eMEHTOB KOH(pUTrypauuu.

ALC_CMC.4.9C B cBuaeTeJIbCTBAX J0JKHO ObITH MPOJAEMOHCTPHMPOBAHO, YTO BCE
3JIEMEHThI KOH(PUTypauuM cONpoBokaaA0TCeH cucremon YK.

ALC CMC4.10C B cBuaerenscTBax OJDKHO OBITH MPOJAEMOHCTPUPOBAHO, HUTO
cucteMa YK QyHKIIMOHUPYET B COOTBETCTBUM C TiaHoM YK.

eMEeHThI IEUCTBUU OLICHIIIUKA

ALC CMCA4.1E OtmeHnmK A0KEH MOATBEPAUTh, YTO HMHQOpMAIIUs, MpeCTaBICHHAs
3asBUTEJIEM B JJOKYMEHTHUPOBAHHBIX MAaTEpHUAJIaX, YJIOBIETBOPSET BCEM
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TpeOOBaHUAM K COACPKAHUIO W MPEACTABICHUIO JOKYMEHTHUPOBAHHOM
uHdopmarmu, uznoxxenusiMm B ALC_ CMC.4.1C - ALC_CMC.4.10C.

PadoTbl oeHKH

OUEHIIUK [OJKEH BBIMOJIHUTH JCHCTBUS B COOTBETCTBUU C NyHKTOM 12.2.4
HanuoHasbHOro crtanaapra Poccuiickoit ®eneparun 'OCT P UCO/MOK 18045
«MHpopManioHHas TexHonorus. MeTroabl U CcpeAcTBa oOecnedeHHs Oe30IacHOCTH.
MeTononorust olieHKH 0€30MaCHOCTH HH(POPMALIMOHHBIX TEXHOJIOTUID».

ALC_CMS4 Oxsart YK orciaexuBanusi mpodiem

Komnonent ALC CMS.4 coaepxxutr TpeOOBaHME O TOM, UTO HEJIOCTAaTKH
0€30MaCHOCTH JIOJDKHBI OBITh BKJIFOYEHBI B CIUCOK JJEMEHTOB KOHQUTypaluu W,
CJIeIoBaTeIbHO, JNOJKHBI HaxonuTbes mol YK B coorBercTBUM ¢ TpeboBanusiMu YK
cemerictBa ALC_ CMC «Bo3moxnoctu YK». CormacHo 3ToMy TpeOOBaHMIO JIOJKHO
o0ecreynBaThbCsi COMPOBOXKIACHUE HE TOJIBKO JETAIbHOW WMHGOPMAIMU O BO3HUKABIIMX
paHee HeIoCTaTKaX M METOJaX HX YCTPaHEHMs, HO MU 00 HMEIOIIMXCS B HACTOSIIUN
MOMEHT HEeJIOCTaTKax 0€30MacHOCTH.

BriroueHne HemocTaTKoB O€30MacHOCTH B KOHTPOJIb cucTeMbl YK He mo3Bosser
NOPOIYCTUTh WU TMPOUTHOPUPOBATH COOOIICHHWS O HEJOCTaTKax 3alluThl, JaBas
BO3MOXKHOCTh Pa3padOTUMKy OTCJICKHBATh HEJAOCTATKM O€30MacHOCTH BIUIOTH /O HX
YCTpaHECHUS.

3aBUCHUMOCTH: OTCYTCTBYIOT
DneMeHThI IeUCTBHM pa3paboTurka

ALC_CMS4.1D Pa3paboTuuK JIOJDKEH MPEACTaBUThH CIHCOK 3JIEMEHTOB KOH(UTYpaluu
st O0.

DJIEMEHTBI COJEPKaHU U MPEICTABICHUS JOKYMEHTUPOBAHHBIX MaTEPUAIOB

ALC CMS.4.1C Cnucok »1eMEeHTOB KOH(HUrypamuu JOJKEH BKIIOYATh CICAYIOIIEE:
cam OO; cBuAeTEeNbCTBA OIEHKH, HEOOXOAUMBIE MO TpeOOBaHUAM
JOBEpHUsl K O€30MacHOCTH; MPEJCTABICHUE pealn3alllu; CBEACHUS O
HEJ0CTaTKaX 0€30MaCHOCTH U CTaJUU UX YCTPAHCHUSI.

ALC _CMS4.2C DnemeHTHI KOH(HUTYparuu JTOJKHBI OBITH YHUKAJIbHO
UACHTU(UITUPOBAHBI B CITIUCKE 3JIEMEHTOB KOH(DHUTYpaIHm.

ALC CMS4.3C J[lnsa xaxmaoro 3aaaumoro st @bO smeMenTa KOHPUTYpaIuy B CIIUCKE
3JIEMEHTOB KOH(PUTYpaluu A0KEH ObITh YKa3aH pa3padOTUuK.

OneMeHThI NEHCTBUU OIICHIIIUKA
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ALC CMS.4.1E OueHmuk A0MKEH MOATBEPAUTh, YTO HH(pOpMAIUs, MPEICTaBICHHAS
3asBUTEJIEM B JIOKYMEHTHPOBAHHBIX MaTepuajax, yJIOBJIETBOPSIET BCEM

TpeOOBAaHUSIM K COJEPYKAHHUIO U MPEJCTABICHUIO IOKYMEHTUPOBAHHOM
uHpopmarmu, n3noxeHusiMm B ALC_ CMS.4.1C — ALC_CMS.4.3C.

PadoThnI oleHKH

OUeHIIMK [OJKEH BBIIOJIHUTH JIEMCTBUS B COOTBETCTBMUM C MyHKTOM 12.3.4
HauoHasbHOro crtanaapra Poccuiickoit ®eneparun 'OCT P UCO/MOK 18045
«MapopmanionHas TtexHosnorusi. MeTtoabpl U cpeicTBa obOecrnedyeHus Oe30MacHOCTH.
MeTononorust olleHKd 6€30MacCHOCTH MH(POPMALIMOHHBIX TEXHOIOT 1.

ALC_DEL.1 Ilpoueaypsl NOCTABKH

TpeboBaHus K OCTaBKE MPEAyCMATPUBAIOT TaKHWE CPEJCTBA M MPOLETYPhl CUCTEMBI
KOHTPOJISI M PACHpPOCTPAaHEHMS, KOTOpPbIe KOHKPETHUZHPYIOT MEpPhI, HEOOXOIUMBIC IS
obecrieueHus JOBepUss K ToMmy, 4To OesomacHocTh OO moaaepkKuBaeTcsi BO BpeMs
nepenaun OO 1oab30BaTEIIO.

3aBUCUMOCTH: OTCYTCTBYIOT.
DJNIeMEHTBI IEUCTBUHN pa3padoTUHKa

ALC DEL.1.1D Pa3paboTunK JOJDKECH 3aJ0KyMEHTHPOBAThH Mpoleaypsl nmocraBku OO
WJIM €r0 YacTel MoTpeOuTeNIo.

ALC DEL.1.2D Pa3paGoTuuk JOKEH UCIOIB30BaTh MPOIEAYPHI TOCTABKH.
DJIeMEHTHI COIepKaHUS U MPEACTABICHUS TOKyMEHTHPOBAHHBIX MaTEPHAIIOB

ALC DEL.1.1C [loxyMeHTalusi TOCTaBKH JOJDKHA COJEp)KaTh OMHUCAaHUE BCEX
nporeayp, HEOOXOAUMBIX IS TMOJJepkKaHus Oe30MacHOCTH TIpHU
pacrnpoctpanenuu Bepcuit OO notpeduTento.

3ameuyaHus M0 NPUMEHEHHUIO:

B mpouenypax I1OCTaBKM JOJDKHBI — 3aTparuBarhCs — CIEAYIOLINE
BOIIPOCHI:

a) oOecrieueHne TOYHOro cooTBeTCTBUA Mexay OO, monmydeHHbIM
norpedutenem, u npomeamum oreHky OO;

0) wu3bexxaHne/OOHApYEHUE KAKOW-TMOO TMOIACIKN aKTyaJIbHOU
Bepcun O0;

B) IpeJoTBpalieHue noctaBku danbcudunnporanHoit Bepcuu OO;

r) usz0exaHwe  HexenaTeJabHOW  yTeuku  uHPOpMaluu O
pactpoctpaneHuun OO 1OTpeOUTENO; BO3MOXKHBI ~ Cly4aw, IMpHU
KOTOPBIX TOTEHIMAJIbHBIM HApYyIIUTENIsIM HE CJeayeT 3HaThb O TOM,
Korja u kakuM odpaszom noctasisiercs OO;
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1) nzbexxanne/ooHapyxenue nepexsara OO Bo BpeMs IOCTaBKH;
) n30exaHue 3aJep>KKH MOCTABKU WK HEeBbINMOIHeHUs ToctaBku OO.
DJIeMEHTHI IEUCTBUM OIIEHIIUKA

ALC DEL.1.1E OrmneHmuK I0DKEH MOATBEPAUTh, YTO HHGOpMAIHS, TpeICTaBlIeHHAs
3as1BUTEJEM B JJOKYMEHTUPOBAHHBIX MaTepuasax, yI0BIETBOPSET BCEM
TpeOOBAHUSM K COJEPKAHHUIO U MPEICTABICHUIO TOKYMEHTHPOBAaHHON
uH(popmarnuu, uznoxeHusiM B ALC _DEL.1.1C.

PabdoTbl oieHKH

OUEeHIIMK JOJKEH BBIOJHUTH JEUCTBUS B COOTBETCTBMU C HyHKTOM 12.4.1
HanpoHanbHOro cranaapra Poccuiickoit @epeparuu 'OCT P MCO/MOBK 18045
«MHdopmanronHas TexHonorus. Meronpl M cpenactBa olecnedeHuss 0e30MacHOCTH.
MeTtooorust oleHKH 0€30MaCHOCTH MH(POPMAIIMOHHBIX TEXHOIOTHID).

ALC _DVS1 Uaentudukanus Mep 06e30acHOCTH

besomacHocth  pa3paboTku  cBA3aHA ¢ (QU3MYECKUMH,  MPOUEAYPHBIMH,
OpraHU3alMOHHBIMU U JPYTUMU MepaMu 0€30MaCHOCTH, KOTOPhIE MOTYT MPUMEHSATHCS B
cpene paspabotku mis 3ammtel OO u ero vacteil. K aTomy oTHocuTcs u dusndeckas
3amuTa MecTa pa3pabOTKM U JtOObIE MPOIENYpPHl, CBS3aHHBIE C OTOOPOM MEepCoHaa,
3aHUMAIOLIErocs pa3padOTKOM.

3aBUCHUMOCTH: OTCYTCTBYIOT.
DneMeHThI IeUCTBHI pa3paboTunka

ALC DVS1.1D Pa3paboTuvk AOJDKEH MPEACTaBUTh JOKYMEHTAIMIO MO0 0€30MacHOCTH
pa3paboTKH.

DJEeMEHTBI CoACpKaHUsA U TPCACTABIICHUA JOKYMCHTUPOBAHHBIX MATCPUATIOB

ALC DVS11C J[lokymeHTanuss 1O O€30MAaCHOCTH pPa3pabOTKH JOJDKHA COJIEpKaTh
omucaHue BceX (PUIMYECKUX, MPOLETYPHBIX, OPraHU3alUOHHBIX H
Ipyrux Mep O0€30MacHOCTH, KOTOpPbI€ HEOOXOIWUMBI JUJISl 3aIUTHI
KOH(UICHIINATFHOCTH | 1esocTHOCTH TpoekTa OO u ero peanusamnuu
B cpejie pa3paboTKHU.

ALC _DVS1.2C Jins npoTuBoAeiicTBUsI Yrpo3aM pa3padoTHYUK J0J/KeH NPUHATH U
3aJ0KyMEHTHPOBATh MePbI 321U ThI, BKJIYaIOIINe:

a) oOecrieueHHEe KOHTPOJSI (PU3UYECKOrO0 JOCTyla K CpeIcTBaM
BBIUMCIIUTEILHOW TEXHHUKH, MCIOJB3YyEeMbIM Ha CTaIuu pa3pabOTKHU U
tectupoBanus OO;

6) BBIACIICHUC CCTMCHTOB BBIYHUCIHUTCIIBHBIX C€T€I>'I, B KOTOPLIX
paciojararorca CpcacTBa BBIYMCIIMTEIbHOU TCXHUKH, HCIIOJIB3YCMbIC
Ha CTaauun p3.3pa60TKI/I 0]0) CIICIHUAJIN3NPOBAHHBIX OaHKOBCKHUX



100

npuioxkeHui (cnenuanusupoBannoro [10) GpuHaHCOBBIX OpraHU3aUi;

B) BBIICJIICHHE CErMEHTOB BBIUHMCIHUTEIBHBIX CETE, B KOTOPBIX
pacroiaratoTcsi Cpe/iCTBa BBIYMCIHUTEIIBHON TEXHHUKHU, UCIIOJIb3YyEMbIE
Ha craguu TectupoBanus OO cHenuamTu3upoOBaHHBIX OAaHKOBCKHUX
npuioxkenui (cnenuanuzupoBaHHoro [10) puHaHCOBBIX OpraHU3aIuii;

I) OpraHu3aluil0 W KOHTPOJb M30JSLMHM MU HH()OPMALIUOHHOIO
B3aMMOJICUCTBHSl CErMEHTa pa3pabOTKH, CErMEHTAa TECTHPOBAHUA H
CEIrMEHTOB BBIUMCIUTENbHBIX CETEH, B KOTOPBIX paCIOIArarTCs
CpelCTBa BBIYMCIUTEIbHON TEXHUKH, UCIOJIb3yEeMble IJIsl peaiu3aliu
OAHKOBCKMX  TEXHOJOTMYECKHX  MPOILIECCOB,  TEXHOJOTMYECKUX
poueccoB (PMHAHCOBOM OpraHU3aluy;

N) yIOpaBJCHHE JOCTYIIOM K pecypcaM, CpEICTBaM pa3padOTKU |
tectupoBanuss OO cHenuanu3upPOBAHHBIX OAHKOBCKUX MPHUIIOKCHHUI
(cnermanuszupoBanHoro [10) ¢puHAHCOBBIX OpraHU3allMii, B TOM YHUCIE
HCXOJHBIM (haiimam;

€) PETHCTPAINIO M KOHTPOIb JEHCTBUH ¢ MCXOomHbIMH daimamu OO
CIEUAIU3UPOBAHHBIX OAHKOBCKHX MPUIOKEHUI
(cneumanuszupoBanHoro [10) puHaHCOBBIX OpraHU3aLui;

) OPraHU3aL1I0 AaHTUBUPYCHOM 3aIUTHI;

3) KOHTPOJIb HCIOJb30BaAHUA KOMMYHHKAIIWMOHHBIX IIOPTOB CPCACTB
BBIUMCIIUTECILHON TEXHUKHU.

JIEMEHTHI IEUCTBUM OICHIIINKA

ALC DVS11E OueHmuk A0MKEH MOATBEPAUTH, YTO HWHQOpMAIUs, MPE/ICTaBICHHAs
3asBUTEJIEM B JIOKYMEHTHPOBAHHBIX MaTepuajax, yJIOBJIETBOPSAET BCEM
TpeOOBAHUSAM K COJCP)KAHHUIO M MPEJACTABICHUIO JTOKYMEHTUPOBAHHOMN
uHpopmaruu, n3noxenusiMm B ALC DVS.1.1C.

ALC DVS12E OrmneHmmK J0JDKEH TMOATBEPAWTh, YTO MeEpbl  0€30MacHOCTH
IPUMEHSIOTCS M HalpaBJIeHbl Ha CHHMKEHUE BEpPOATHOCTH
BO3HUKHOBeHHs B OO ysa3BuMocTeil U APYIrUX HEJ0CTATKOB.

PadoThI oleHKH

OLEHIIMK [OJKEH BBINOJIHUTh JIEUCTBUS B COOTBETCTBMM C MyHKTOM 12.5.1
HauuoHasbHOro ctanaapra Poccuiickoit ®eneparun 'OCT P UCO/MOK 18045
«MHpopmanonHas TexHonorus. MeTtonbl W cpeAcTBa obOecrnedeHHs Oe30MacHOCTH.
Merononorust olleHKd 6€30MacHOCTH HH(POPMAIIMOHHBIX TEXHOJIOTHID.

ALC FLR.2 IIpouexypsbl coO0IIeHUIT 0 HETOCTATKAX

B nmpoucaypax yCrpaHCHHUA HCAJOCTATKOB CIICAYCT OIMCATH METOAbI PCATrPOBAHHA HA
BCC THIIBI BBIABJICHHBIX HCIOCTATKOB. 00 »o1Hx HCOOCTAaTKax MOI'yT COO6HII/ITB
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pazpabotuuk OO, nonwszoBatenu OO, npyrue cropoHsl, 3HaKoMble ¢ OO. Hekotopsie
HEJO0CTAaTKM HE MOTYT OBITh MCIPABICHbI HEMeJIeHHO. He MCKIIIoUueHo, YTO HEeI0CTaTOK
BOOOIIIE HE MOXET OBITh HCHPABICH, U HEOOXOAUMO MPUMEHUTH Jpyrue (Hampumep,
npoueaypHbie) Mepbl. B mpeacTaBIeHHONM JOKYMEHTALlMM CJEAYEeT OXBaThIBATh
opoueaypbl MO OOECIEeYEHUI0 MCOPABICHHM B MeCTax »JKCIUTyaTallid, a Takke
IpEeAOCTaBIATh MHPOPMAIIMIO O HEJOCTaTKAX, JAJIsi KOTOPBIX MCIpPaBICHUE OTJIOKEHO WU
HEBO3MOXHO (C OIMCAaHUEM TOTO, YTO CIAEAYET JENaTh B 3TOM CUTYALIUH).

3aBUCHUMOCTH: OTCYTCTBYIOT.
DneMeHThI IeUCTBUM pa3paboTunka

ALC FLR.2.1D Pa3paboTuuk JOJKE€H MPEJOCTaBUTh  MPOLEAYphl  yCTpaHEHUs
HE/JIOCTaTKOB, NpeJHa3HAUYECHHbIE i 3asBUTENEH (pa3paboOT4HKOB,
npousBoaureneit) OO.

ALC FLR.2.2D Pa3paboTuvK JIOJKEH YCTAHOBUTH MPOIEAYPY MOIYUCHHUS U OTPAOOTKHU
BCEX COOOIICHUH TIONIB30BaTENIed O HEJAOCTaTKaXx Oe30MacHOCTH H
3aMpoCOB Ha MCTPABIICHUE ITUX HEIOCTATKOB.

ALC FLR.2.3D Pa3paboTumK JI0KEH MPEIOCTABUTh PYKOBOACTBO IO YCTPAHCHHIO
HEJIOCTATKOB, MpeaHa3HaueHHOe 11 noJib3oBaTenei OO.

DJIeMEHTBI COACPIKAaHUA N TPCACTABIICHUA JOKYMCHTUPOBAHHBIX MaTCPpHUAJIOB

ALC FLR.21C JlokymeHTauuss TpoOLEAyp yCTpaHEHHs  HEIOCTaTKOB  JIOJDKHA
COJIepKaTh OMHCAHUE MPOUEAYP MO OTCICKUBAHUIO BCEX CTABIIUX
W3BECTHBIMU HEJIOCTATKOB 0€301MacHOCTH B KaxK1oM penmsze OO.

ALC _FLR.2.2C TIlIpouenypsl ycTpaHEHHUsI HEJOCTATKOB JIOJKHBI COIEpkKaTh TpeOOBaHUE
NPEICTaBIICHUS ONMUCAHUS CYyTH M MOCIEACTBUN Ka)KJOr0 HEJI0CTaTKa
0e30IacHOCTH, a TaKXKe€ COCTOSHHS Npolecca HCIPABIECHUS 3TOTrO
HE/J0CTaTKa.

ALC FLR.2.3C [TIlIpouenypsl ycTpaHEeHHUsI HEJOCTATKOB JOJDKHBI COIEpkKaTh TpeOOBaHUE
K TOMY, YTO JJIsi KaXXJIOr0 HEIOCTaTKa O€30MacHOCTH JTOJDKHBI OBIThH
UACHTUDUITIPOBAHBI KOPPEKTUPYIOIIHE ICHCTBHSI.

ALC FLR.24C J[lokymeHTamusi TpOLENyp YCTPAaHEHWUS  HEIOCTATKOB  JIOJDKHA
COJIepKaTh OMUCAHHE METOJI0B, MCIOJIb3YEMBIX ISl MPETOCTABICHUS
nonb3oBaressiMm OO  wuHopManmu 0 HeIocTaTkax, MaTepuaIoB
VCTIPABJIEHUN U PYKOBOJICTBA [0 BHECEHUIO UCITPABJICHUM.

ALC FLR.25C Tlpouenypsl yCcTpaHEHUS HEIOCTATKOB JOJKHBI OIMUCHIBATH CPENICTBA,
HOCPEICTBOM KOTOPBIX pa3pabOTYMK MOIy4aeT oT moib3oBareneir OO

COOOIIICHMS U 3aMpPOChI O MPEI0JIaracMbIX HEJIOCTaTKaX 0€30MacHOCTH
B OO0.
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ALC FLR.2.6C [IlIpouenypsl 00paOOTKHM  CTaBIIMX  HW3BECTHBIMU  HEIOCTATKOB
0€30IIaCHOCTH  JOJKHBI  00CCII€YHTh, YTOOBI JIFOOBIE CTaBIIHE
W3BECTHBIMH HEJIOCTATKU ObUIM MCTPABIICHBI, a A mojbk3oBareneir OO
BBITYIIIEHBI TIPOIEYPHI 10 UCITPABICHUIO.

ALC FLR.2.7C Tlpouenypsl 00pabOTKM  CTaBIIMX HM3BECTHBIMU  HEJIOCTATKOB
0€30MacHOCTH JOJKHBI 00€CIEeUUTh TaKHe 3allUTHBIE MEpbI, YTOOBI
Tr00BIE MCIPABIICHUS 3TUX HEIOCTATKOB HE MPHUBOIWIN K MOSBICHUIO
HOBBIX HEJIOCTATKOB.

ALC FLR.2.8C PykoBOACTBO IO YCTpPaHEHHUIO HEJOCTAaTKOB JIOJHKHO OIMCHIBATH
CpeACTBa, MOCPECTBOM KOTOPHIX Mojb3oBaTenin OO MOTYyT coo0IIaTh
pazpaboTunkaM O  JIIOOBIX  MpPEAroJjiaraéMbIX  HEIOCTaTKax
6e3omacHoctu B OO.

JIEMEHTHI IEUCTBUN OICHIIINKA

ALC FLR.2.1E OueHmuk A0MKEH MOATBEPAUTH, YTO HWHQpOpMAIUs, MPE/ICTaBICHHAS
3aBHUTEIIEM B JIOKYMEHTHPOBAHHBIX MaTepHalIaX, YJIOBICTBOPSET BCEM

TpeOOBAHUSIM K COJIEPYKAHHUIO U MPEJCTABICHUIO JOKYMEHTHUPOBAHHOMN
uHpopmaruu, n3noxenusiM B ALC FLR.2.1C - ALC_FLR.2.8C.

PadoTnI oleHKH

OUEeHIIMK JOJKEH BBIIOJHUTH JEUCTBHS B COOTBETCTBMUM C HYHKTOM 12.6.2
HauuoHasbHOro crtanaapra Poccuiickoit ®eneparun 'OCT P UCO/MOK 18045
«MHpopmanronHas TexHosnorus. Meroabpl U cpeactBa oOecnedyeHHus Oe30IacHOCTH.
MeTononorust OlleHKH 6€30MaCHOCTH MH(POPMALIMOHHBIX TEXHOIOT U
ALC_FPU_EXT.1 IIpouenypbl 00HOBJIeHHS MPOIPAMMHOIO0 o0ecrieyeHust

DneMeHTHI IeUCTBUI pa3paboTunka

ALC FPU_EXT.1.1D Pa3zpaboTunk A0KeH pa3paboTaTh M peain30BaTh TEXHOJIOTHIO
obnosnenus OO s [BbIOOP:

obHoenenue, nanpasienHoe Ha ycmpaneHnue yazeumocmeti OO;
uHoe obHoseHUe, oKkaszviearoujee eausHue Ha bezonachocms OO,
00OHO8IeHUe, He oKa3blearowee e1usHus Ha bezonachocms OO0

ALC FPU EXT.1.2D Pa3paGoTuuk HOJDKEH pa3padoTaTh U MOAAEPKUBATH PErIaMEHT
OOHOBJICHHS TPOrPAMMHOTO 0OecIIeyeHusl.

ALC FPU _EXT.1.3D Pa3paboTuuk I0JDKEH pa3paboTath U peaiv30BaTh MPOUEAYPY
yBEIOMJICHHS  MMOTpeOuTeneii o  Beimycke oOHoBieHuit OO,
OCHOBaHHYIO Ha [Ha3HAYCHHE: CnOCOObL Y8eOoMIeHUs).
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PazpaboTunk pomxkeH pa3paboTaTh W peaiu30BaTh MNPOLETYPY
npenocTaBieHuss oOHoBieHH mnotpedutensim OO, OCHOBaHHYIO Ha

[Ha3HAUEHUE: cnocobbl npedocmasiienst 0OHOGIeHU).

ALC_FPU_EXT.15D

Pa3zpaboTunk AomKkeH pa3padoTaTh W peaau3oBaTh MPOLEAYPY
IPEIOCTABICHUSI OOHOBICHUM OLEHIIUKY JUIsl TPOBEECHUS BHEIIHETO
KOHTpPOJISl, OCHOBAHHYIO Ha [Ha3HA4YE€HHE: CHOCOoObl npedoCmasienusl

00OHO8NeHU OJIs1 KOHMPOJISL].

DJIEeMEHTBI COoACPIKaHUA N MPCACTABIICHUA JOKYMCHTHUPOBAHHLIX MAaTCPHUAJIOB

ALC FPU EXT.1.1C Jlokymenrtamus OO q0JDKHA COJEPIKATh ONMMCAHWE TEXHOJOTHH

BbIycka oOHoBIeHu# OO.

ALC FPU_EXT.1.2C Hoxymenrtanus OO momkHA COAEpKaTh PErIaMeHT OOHOBJICHUS

ALC_FPU_EXT.1.3C

OO0, BKIIIOYAOITHIA:

a) UICHTU(DUKAIIMIO TUIIOB BBIITYCKA€MbIX OOHOBJICHHI;

0) onucaHue Npoueayphbl YBEJOMIICHHS MOTPeOUTENEH O BBITyCKE

OOHOBJICHUH;

B) ONMMCAHWE  MPONUEAYPhl  MPEJOCTaBICHUS  OOHOBJICHHIA

OTPEOUTEIISIM;

') ONUCAaHUE COJACPKAHUS SKCIUTyaTallMOHHOW JOKYMEHTalluM Ha

BBIITYCKaeMbIE OOHOBIICHUS;
1) [Ha3HaueHHe: uHas uHgopmayus).

Pernament oOHOoBieHus OO [0KEH MperycMaTpUBaTh
BKJIIOYEHWE B  OKCIUIYyaTallMOHHYK JOKYMEHTAllMK0  Ha
BBIITYCKAa€MbIE OOHOBJICHUS ONUCAHUS CIEAYIOIUX MPOLETyp:

a) MpoIEeAyphI MOTyYEHUS] OOHOBIIEHUS;

0) mpoueaypbl KOHTPOJIS IEIOCTHOCTH OOHOBIICHHUS;
B) TUIIOBOM MPOIEAYPhI TECTUPOBAHUSI OOHOBJIEHUS;
T') MPOLEAYPHl YCTAHOBKU U IPUMEHEHUSI OOHOBIICHUS;

1) IPOLEAYPHl KOHTPOJISI YCTAHOBKH OOHOBJICHHS;

€) MpoLeaypbl BepudUKAITIU (mpoBepKu) MIPUMEHECHUS

OOHOBJICHUS.

ALC_FPU_EXT.1.4C JlokyMmeHTamusi MPOIEAYpPhl MPEIOCTABICHHUS] OOHOBICHHUMN IS

IMPOBCACHHUA BHCITHCTI'O KOHTPOJIA JOJIDKHA COACPIKATD!

a) oNMcaHue MpOUEAYpPbl TMPEAOCTABICHUS OOHOBICHUNU s

BHCIITHCTO KOHTPOJIA,

0) TpebOBaHUSI K NPEAOCTABICHUIO M COJCPKAHUIO METOJIMKHU

TECTUPOBAHUS OOHOBJICHUS Pa3pabOTUHKOM,
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B) TpeOOBaHUA K O(DOPMIICHUIO U TMPEIOCTABICHUIO PE3YJIbTATOB
TECTHUPOBAHUS OOHOBIICHUS Pa3pabOTUUKOM,

) [Ha3HaYeHUe: unas unpopmayus).
JIEMEHTHI IEUCTBUN OICHIIINKA

ALC FPU EXT.1.1E OueHmux JIOJKEH MOATBEPAUTD, 4TO uHpopmarus,
IpEeAOCTaBICHHAS 3asBUTEIEM B JIOKYMEHTHPOBAHHBIX Marepuajax,
YAOBJIETBOPSIET BCEM TPeOOBAHUSAM K COJICPIKAHHUIO M IIPEICTABICHHUIO
JTOKYMECHTHPOBAHHBIX MaTepHraoB, H3JI0’KEHHBIM B

ALC FPU EXT.1.1C- ALC_FPU_EXT.1.4C.

ALC FPU _EXT.1.2E OueHIUK J0MKEH MPOBEPUTDH, YTO MPOLEAypa MPea0oCTaBICHUSI
OOHOBJIGHWH ISl TIPOBEJIEHUS BHEIIHETO KOHTPOJS IO3BOJISIET
OpPraHM30BaTh U MPOBOAUTH UX BHEITHUI KOHTPOIIb.

3amMedyaHus no NMPUMEHECHUTIO0:

B kauecTtBe THUNOB OOHOBJIEHUH paccMaTpUBAIOTCA: OOHOBJIECHUS,
HamnpaBJIeHHbIe Ha ycTpaHeHue ys3Bumocted OO; uHble OOHOBIICHUS,
OKa3plBarolMe BiIMAHHE Ha Oe3zomacHocTh OO; OOHOBJIEHMS, HE
OKa3bIBarolIye BIusHUA Ha O0e3onacHocTh OO.

ALC_LCD.1 OnpeaenenHasi pa3padoTunKoM Mo/iejIb JKM3HEHHOT0 IUKJIa

Mopenb KU3HEHHOTO IUKJIAa OOBbEAMHSIET B ceOe MpOUEAypbl, HHCTPYMEHTAIbHBIC
CpPeACTBAa U METOJIbl, UCIOJIb3yeMbIe sl pa3paboTku U compoBoxkaeHUuss OO. AcCHeKTbl
mpoiiecca, KOTOpble MOTYT OBbITb OXBau€Hbl TAaKOW MOJIENbIO, BKIIOYAIOT METO]IbI
MPOCKTUPOBAHMUS, TIPOIEAYPHI MPOCMOTpPA, CPEACTBA YNPABJICHUSI MPOECKTOM, MPOIEAYPhI
yOpaBlEHUS U3MEHEHUSIMH, METOJIbl TECTHUPOBAHUS U  TPOLEAYpPhl  MPUEMKHU.
OddexTuBHas MOJACIb >XU3HEHHOTO IMKJA TMO3BOJIUT BKJIIOUUTH AaCHEKTHl Ipoiiecca
pa3pabOTKH U COMPOBOXKJICHHS B OOIIYIO CTPYKTYPY YIIPaBJICHUS, KOTOpasi yCTaHABJIMBAET
00513aHHOCTH U KOHTPOJIUPYET X0/ MPOIIECCOB.

BaxxHo, yToObI Mozenb pa3zpaboTku u comnpoBoxkaeHuss OO Oblia ycTaHOBJEHA Kak
MOYKHO paHbliie B )ku3HeHHOM 1ukie OO0.

3aBUCHUMOCTH: OTCYTCTBYIOT.
DneMeHTHI IeUCTBUI pa3paboTunka

ALC LCD.1.1D Pa3paGoTuuk [OJDKEH YCTAaHOBUTH MOJENbh JKA3HEHHOTO IIHMKJIA,
UCIIOJIb3yeMYI0 MpH pa3paboTrke u compoBoxaecHuu OO.

ALC LCD.1.2D Pa3paboTuvK MOJDKEH MPEACTaBUThH JOKYMEHTAIMIO TI0 OMPEICTICHUIO
KU3HEHHOTO IIUKIIA.

DJeMEHTBI CoACpKaHUA N IPCACTABIICHUA JOKYMCHTUPOBAHHBIX MaTCpHUAJIOB
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ALC LCD.1.2C
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JIOKyMEHTaIMsl 1O ONPEJCICHUI0 KU3HCHHOIO IIMKJIA JOJKHA
CoJIep)KaTh OIMCAHUE MOJCIH, IPUMEHSIEMONW IIpu pa3paboTKe U
comnpoBoxkaeHnu O0.

3ameuyaHus M0 NPUMEHEHHIO:

Mopgens xu3zHeHHOro mukia OO [omKHA COAEpX aTh CIEAYIOIINE
CTaJMU:

1) npoekTupoBaHue;

2) co3aHue U TECTUPOBAHUE;

3) mpueMKa 1 BBOJ B ICHCTBUE;

4) compoBOXKICHUE U MOICPHHU3AITHSI.

Monenb XHW3HEHHOI'O IMKJIA JOJDKHA O0O0ecHeuuTh HEOOXOINMBII
KOHTPOJIb 32 pa3paboTkoi u corpoBoxaecHueM OO.

3ameuyaHus M0 NPUMEHEHHUIO:

Ha xaxmoit ctaguu >KM3HEHHOTO MUKJIa (GOpMHUPYETCS COOCTBEHHBIN
HAa0Op CBUIETEILCTB JOBEPHS, IO pPE3yiabTaTaM OICHKH KOTOPBIX
MOXKET OBITh MPHUHATO pEIIEHHE O IIOJHOTE M KOPPEKTHOCTH
peanuzaruu TpeboBanui k odecnieueHuto Mb, npeapsasiasemsix k OO.

B KkadecTBE JOKYMEHTHPOBAaHHBIX MAaTCPUAIOB PEKOMEHIYETCS
paccMaTpHuBaTh:

a) pErJaMeHTbhl, WCIMOJb3YEeMbIC JI OpraHu3aluu JeATeIbHOCTH IO
o6ecneuenunto b Ha sTamax sxu3nenHoro nukia OO;

6) AOKYMCHTUPOBAHHBIC PE3YJIbTAThl BBIIIOJIHCHUA HACATCIBHOCTH IIO
obecmeuenuto b Ha sTanax >KM3HEHHOTO OHUKJIa OO0.

DJIEMEHTHI IEUCTBUN OIlCHIIINKA

ALC LCD.1.1E

PadoTnI oleHKH

OneHIMK M0KEH MOATBEPAUTh, YTO WHGOpMAIMs, MPeJACTaBICHHAS
3asIBUTEJIEM B JOKYMEHTHPOBAHHBIX MaTepuajax, yIOBIECTBOPSIET BCEM
TpeOOBaHUSIM K COJIEPYKAHHIO U MPECTABICHUIO JTOKYMEHTUPOBAHHOM
uHpopmarmu, m3noxenubiM B ALC LCD.1.1C u ALC _LCD.1.2C.

OuLEeHIIUK JOJKEH BBIIOJHUTH JCUCTBHS B COOTBETCTBUHM C NyHKTOM 12.7.1
HanuoHanbHOro cranaapra Poccuiickoit @Deaeparuun 'OCT P MCO/MBK 18045
«MapopmanonHas TexHosnorus. Mertoabl U cpeicTBa obOecrnedeHus Oe30MacHOCTH.
MeTtoosorust olleHKH 0€301acCHOCTH MH(POPMALIMOHHBIX TEXHOIOTHID).
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ALC_LCD_EXT.3 Onpeae/ieHHbIe pa3padOoTYUKOM CPOKH MOAACPKKH
3aBUCUMOCTH: OTCYTCTBYIOT.
DneMeHTHI IeUCTBHI pa3paboTunka

ALC LCD_EXT.3.1D 3asBurens, pa3padOTUuK, MPOU3BOIUTENH JOHKHBI YCTAHOBUTH B
COBMECTHOH JEKIapaliil CpOK [Ha3HA4YeHHWe: CpOK|, B TEUYCHHE
KOTOPOTO OHH OOS3YIOTCS BBITIONHSATH BCE HEOOXOTUMBIC TEUCTBUS TIO
noanepxkke OO, HampaBlieHHbIE Ha OOeCleueHHE MOAACp>KaHUs
ceptudukara coorBerctBUs OO  TpeGoBaHMsIM  0€30MaCHOCTH
uH(popMaIuu.

ALC _LCD_EXT.3.2D 3asBureinb, pa3pabOTUUK, NPOU3BOIUTEND JTOJKHBI 00€CIIEUUTh
IpEICTaBICHUE COBMECTHOM JAeKiapalliM o cpoke nojaepxkku OO
BMecCTe ¢ 3asBKoH Ha cepTudukanuio OO.

DeMEeHTHI COoACpKaHUA U IIPCACTABIICHUA JOKYMCHTUPOBAHHBIX MATCPUATIOB

ALC LCD_EXT.3.1C Jlexnaparus o cpoke nojaepxxku OO momkHa coaep)kaTh IUIaH
noaaep;kku OO Ha Bech 3aJ€KIAPUPOBAHHBIN CPOK, BKIIOUYAIOIINI
OTNMCAaHWE BCEX MPEANPUHUMACMBIX JCHCTBHH 110 O0OECIICUYSHUIO
noajgepkanus  ceprudukara coorBerctBus OO  TpebOoBaHHUIM
0e30macHOCTH MH(pOpMALUK.

ALC LCD_EXT.3.2C [lekmapamuss o cpoke mnomaepkku OO momkHA CcoaepKaTh
cBelleHMs o nojaepxkuBaemont Bepcuun OO.

DJIEMEHTHI IEUCTBUM OICHIINKA

ALC LCD_EXT.3.1E Ouenmux IIOJKEH MIOJTBEP/IUTH, 4TOo uHpopmarus,
NpeACTaBICHHAs] 3asBUTEIEM B JOKYMEHTHUPOBAHHBIX MaTepualax,
YAOBJIETBOPSIET BCEM TPEOOBAHUSAM K COJICPYKAHUIO M TIPECTABICHHUIO

JOKYMEHTHPOBAHHOM uHbopMaIm, M3JI0KEHHBIM B
ALC LCD EXT.3.1Cu ALC LCD EXT.3.2C.

ALC TAT.1 IHoHOCTHIO  OmpeAe/ieHHbIe  HHCTPYMEHTAJbHbIE  CpeacTBa
pa3padoTku

Jlanapie  TpeOOBaHUS CBSI3aHBI C  BBIOOPOM  HMHCTPYMEHTAIBHBIX  CPEJICTB,
UCIIOb3YEMbIX JUIsl pa3pa0oTku, aHanuza u peanuzauur OO. OHU HampaBieHbl Ha
NpeAOTBPAIICHUE UCIOJIb30BaHUS IUIOXO OMNpPEJEICHHBIX, HECOTJIACOBAHHBIX WU
HEBEPHBIX HHCTPYMEHTAIBHBIX CpeAcTB st pazpabotkn OO. DTO OTHOCUTCS, B
YaCTHOCTH, K SI3bIKaM MPOrpaMMUPOBAHMS, JTIOKYMEHTAIlMU, CTaHJapTaM pealiu3allud U
HeKoTOpbIM ApyruM dactam OO, Hanpumep, BCIIOMOTATEIbHBIM JIUHAMHYECKUM
OnOIMOTEKAM.

[ToaHOCTBIO OIIPCACIICHHBIMH HA3BIBAIOT HWHCTPYMCHTAJIBHBIC CpPCACTBA, KOTOPLIC
ITIOJIHO M YCTKO OIIMCAaHBI. HaHpHMep, [IPpUHATO CYHUTATb IIOJHOCTBIO OIIPCACIICHHBIMH
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S3BIKM TIPOTPAMMHPOBAHMSI M CHUCTEMBI aBromaTu3anuu TnpoektupoBanus (CAIIP),
KOTOpbIE OCHOBaHBl HAa CTAHAAPTAX, HW3JAHHBIX OpPraHaMH IO CTaHaapTu3anuu. Js
cpenctB, paspaboraHHbIXx camumu paszpabotunkamu OO, mnoTpeOyeTcss NpoBelIeHUE
JIOTIOJTHUTENIBHBIX MCCIIEIOBAHUN ISl YCTAHOBIIEHUS TOTO, SIBIISIOTCS JIM OHU TIOJIHOCTHIO
OTIpeIeTICHHBIMU.

3aBUCHUMOCTH: ADV_IMP.I ITongmuoxecTBO peanmmzannu ObO.
DneMeHThI IeUCTBUI pa3paboTunka

ALC _TAT.1.1D Pa3paboTuuK I0JKEH UAECHTU(UIMPOBATH KAXKI0€ UHCTPYMEHTAIBHOE
CPEACTBO, UCIIOJIb3yeMoe il pazpaboTku (mpoussoacTea) OO.

ALC TAT.1.2D Pa3paboTuuk JOJKEH 3aJ0KyMEHTUPOBaTh BBIOpaHHBIE  OILUHU
UHCTPYMEHTAJIbHBIX CpEICTB pa3paboTKu (mpou3BoACTBA),
00yCIIOBJIEHHbIE pean3alei.

DeMEeHTHI COACpKaHUA U IMPCACTABIICHUA JOKYMCHTUPOBAHHBIX MATCPUATIOB

ALC TAT.1.1C Bce wuHCTpyMEHTaJbHBIE CpEACTBa pa3pabOTKu (MPOU3BOACTBA),
UCTIOJIb3yeMble  JUISI  pealu3allid, JODKHBI  OBITh  IMOJHOCTHIO
OTIpe/ICTICHBI.

ALC TAT.1.2C B npokyMeHTanuu TIO HWHCTPYMEHTAIBHBIM CpEJCTBAM pa3pabOTKU
(MpoM3BOACTBA) MTOJDKHBI OBITH OJHO3HAYHO OIpPEACNICHBI 3HAYCHUS
BCEX S3BIKOBBIX KOHCTPYKIIHA, NCITOJIB3yEMBIX B PCaTH3AIUH.

ALC TAT.1.3C B noKyMeHTanuu IO HWHCTPYMEHTAIBHBIM CpEICTBAM pa3pabOTKu
(mpou3BoOACTBA) [IOJDKHBI OBITH OJHO3HAYHO OIpPEAESICHbl 3HAYEHUs
BCEX OINUUNA, OOYCIOBIEHHBIX pealu3alueld, MeTolbl, NpHeMbl H
NMPAaBUJIA IKCIUIYATAIMM CPeICTB pPa3padoTKu (IPOM3BOACTBA) NMPHU
co3ganum (mpousBoacrsee) O0.

ALC TAT.1.3C do/:KHbI MMETHCA M TOMAEP:KUBATHCS JMIleH3MH (MpaBa) HA Bce
HHCTPYMEHTAJIbHbIE CPEeACTBA pa3padoTKH.

DJIEMEHTHI IEUCTBUN OIIEHIIINKA

ALC TAT.1.1IE OueHmUK AOKEH MOATBEPAWTH, YTO HWH(OpPMAIUS, MPEICTaBICHHAS
3asIBUTEJIEM B JIOKYMEHTUPOBAHHBIX MaTepHUaliaX, yJIOBJIECTBOPSAET BCEM
TpeOOBAHUSAM K COACPKAHUIO M MPEACTABICHUIO JTOKYMEHTUPOBAHHOM
uHpopmaruu, n3noxkeHubiM B ALC TAT.1.1C - ALC_TAT.1.4C.

PabdoTbl oieHKH

1. OnleHIIUK [TOJMDKEH BBIMOJIHUTH JEHCTBUS B COOTBETCTBMU C MyHKTOM 12.8.1
HanpoHalmbHOrO cranaapra Poccuiickoit ®epeparuu 'OCT P MCO/MBK 18045
«MHdopmanonHas TexHosorus. Meronpl M cpeicTBa oOecreueHuss Oe30MacHOCTH.
MeTtooorust oLleHKH 0€301aCHOCTH MH(POPMALMOHHBIX TEXHOIOTHID).
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2. OueHmuk JOJKEH UCCIIEI0BATh IIPEICTABIICHHYIO JOKYMEHTALUIO
MHCTPYMEHTAJIBHBIX CPEICTB Pa3pabOTKH, YTOOBI CHENaTh 3aKJIIOUYEHUE O TOM, YTO JJIs
IIPEACTABICHUs peaau3aluy IPEACTaBICHO YETKOE W II0JHOE ONMCAHUE CUHTAKCUCA U
JIETATLHOE ONHMCAHUE CEMAHTHKHU Ka)KJI0W M3 SI3BIKOBBIX KOHCTPYKIMW. B mOKyMeHTaruu
UHCTPYMEHTAJBHBIX CpPEJICTB pa3pabOTKU (Hampumep, B CHEUU(PHUKAIUAX A3bIKa
OpPOrpaMMHUPOBAHHS U B PYKOBOJCTBaxX IOJIb30BATENs) JOJDKHBI OBITh OXBAdy€Hbl BCE
KOHCTPYKIIMH, MCIOJIb3yeMbIE B mpeacraBieHun peanuszanuu OO, ¥ 11 KaXAOW TaKou
KOHCTPYKIIMU JIOJDKHO OBITh MPEAOCTABIEHO YETKOE M OJHO3HAYHOE OIpe/esieHne
IpEAHA3HAYECHUS U PE3YJIbTATa BBIIIOJIHEHHUS 3TOW KOHCTPYKLHUU.

3. OueHuuk JOJKEH HCCIIEI0OBATH MIPEACTABICHHY IO JTOKYMEHTALINIO
UHCTPYMEHTAJBHBIX CPEACTB pa3pabOTKU, YTOOBI CAENATh 3aKIOYEHUE O TOM, YTO B HEH
OTHCAHbI SI3bIKOBbIE KOHCTPYKIIUH, OTPEIEIISIIOIINE CBI3U (DYHKIIMOHATBHBIX OOBEKTOB 10
yopaBjeHH0. B KaduecTBe TakMX SI3bIKOBBIX KOHCTPYKLHMI MOTYT BBICTYIATh IPSIMbIE
BBI30BbI (DYHKIIMI C nepefadeil pakTUUECKUX MapaMeTpoB, a TaKKe KOCBEHHbBIE BBHI3OBBI
GyHKIMN 1O yKa3aTesto, 0 3HAYCHHSIM T0JIeH 3amuceil, MaCCUBOB | T.II.

4. OueHumK JIOJKEH UCCIIEIOBATh IPEJICTAaBICHHYIO JOKYMEHTAIIIO
MHCTPYMEHTAJIBHBIX CPEACTB Pa3pabOTKH, YTOOBI CHENaTh 3aKIIOYEHHE O TOM, UMEIOTCS
A B ONpPENEICHUU $3bIKa MPOTPAMMUPOBAHMS TMPOOJIEMHBIE KOHCTPYKIIUH, KOTOPBIE
MOTYT OBITh IPUMEHEHBI K HMH()OPMAMOHHBIM 00bEKTaM. B kauecTBe Takux MpoOJIEeMHBIX
KOHCTPYKITUH MOTYT BBICTYIaTh, HAI[PUMeEp, IpeodpazoBaHue HHPOPMAITMOHHOTO 00BEKTa
U3 OJHOTO THIMA JAaHHBIX B JIPYrOW, HCIIOJIb30BAHHE TICEBJIOHUMOB (QJIbTEPHATUBHBIX
UMEH, KOTOpBIC TIO3BOJISIOT CCHUIATHCS HA OAHY M Ty K€ YacTh MaMSTH Pa3IUYHBIMU
criocobamu), ykasareyiel (CChIJIOK) Ha MPOU3BOJIBHBIC O0JAaCTH MaMSITH, HCIOJIb30BaHHE
CTeKa JJig Tmepenaun (haKTHUYECKUX MapaMeTpoB MEXKTY (DYHKIIMOHAIBHBIMU OOBEKTAMH,
JTMHAMUYECKOE BbIJIENICHNE TaMATH HH()OPMAITMOHHBIM 0OBEKTaM U T.1I.

OueHmuk JOJIKEH UCCIIeI0BATh MPE/ICTABICHHYIO JIOKYMEHTAITUIO
WHCTPYMEHTAIIbHBIX CPEJICTB Pa3pabOTKH, C TEM UYTOOBI OMPEACIHUTH MPOOJIEMHBIC
KOHCTPYKIIMU, KOTOpPhIE MOTYT BHOCUTh ys3BuMocTd B OO wunmu B cpeny
dbynkuuonuposanus OO.

7.2.5. TecrupoBanue (ATE)
ATE_COV.2 AHAJIN3 MOKPBITUSA

3aBUCHUMOCTH: ADV_FSP.2 Heranmuzanus BOIIPOCOB 0e30macHOCTH B
(yHKUIHMOHAIBHON crielM(pUKALINH;

ATE_FUN.] ®yHKUIHOHAIBbHOE TECTUPOBAHHUE.
DJIeMEHTHI ISUCTBUHN pa3paboTUHKa
ATE _COV.2.1D Pa3paboTuvK JOJDKEH MPEICTaBUTh aHAJIN3 TTOKPBITHS TECTAMH.

DeMeHTHI COACpKaHuA U IIPCACTABIICHUA JOKYMCHTHPOBAHHBIX MaTCPHUAJIOB
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ATE COV.2.1C Amnanmu3 NOKPHITUA TECTaMHU JOJKEH JEMOHCTPHUPOBATH COOTBETCTBHUE
MEXIy TecTaMu M3 TecToBOMl JokyMeHTauuu u HWOBO wu3
byHKIIMOHATBHON crienu(uKaIuu.

ATE_COV.2.2C Amnanu3 MOKPHITHS TECTAMH JODKEH IEMOHCTPUPOBaTh, uTo Bce UDBO
U3  (QyHKOUMOHAJIBHOW  crneuuukauuu  ObUIM  MOABEPTHYTHI
TECTUPOBAHMIO.

DOneMeHThI NeHCTBUN OIICHIIIUKA

ATE _COV.2.1E OueHmuk AOMKEH MOATBEPAUTH, YTO HWHQOpMAIUs, MPE/ICTaBICHHAsS
3asBUTEJIEM B IOKYMEHTHUPOBAHHBIX MaTepualiax, yJIOBJIECTBOPSET BCEM
TpeOOBAHUSIM K COJACP)KAHUIO M TIPEJCTABICHUIO JIOKYMEHTUPOBAHHOM

I/IH(bOpMaHI/II/I, HN3J10KCHHBIM B
ATE_COV.2.1C u ATE_COV.2.2C.

Pa6oTbI oleHKH
OUEHIIMK JOJKEH BBINOJIHUTh JIEMCTBUSL B COOTBETCTBMM C IyHKTOM 13.3.2
HaloHalbHOTO craHmapra Poccuiickoii ®eneparuu 'OCT P MCO/MBK 18045
«adopmanionHas TexHONOTUS. MeToabpl U CcpeicTBa obOecredeHus Oe30MacHOCTH.
MeTononorust OlleHKH 0€30MaCHOCTH HH(POPMAITMOHHBIX TEXHOIOTHID.
ATE_DPT.2 TecTupoBanme: MOaYJIN, OCYIIECTBJIAKOIINE 0€30MMACHOCTH
3aBUCHUMOCTH: ADV_ARC.1 Onucanue apXuTeKTypbl 0€30M1aCHOCTH
ADV_TDS.3 ba30Bbli1 MOLYJIbHBIN MPOEKT
ATE_FUN.] ®yHKIMOHAIBbHOE TECTUPOBAHUE
DneMeHThI IelCTBHM pa3paboTunka
ATE DPT.2.1D Pa3paboTuuK JOJKEH MPECTaBUTh aHATN3 TTyOUHBI TECTUPOBAHUSI.
DJIEMEHTBI COJEPKaHU U MPEICTABICHUS JOKYMEHTUPOBAHHBIX MaTEPUAIOB

ATE _DPT.2.1C Awnanu3 riayOuMHBI  TECTUPOBAHUS  JOJDKEH  JIEMOHCTPHPOBATH
COOTBETCTBHE MEXJIy TeCTaMHM B TECTOBOM JOKYMEHTAIlMH W
noacucteMamu ®bO, a Takxke ocylecTBIAIOIMMU BbhinojHeHne OTh
MoxyJisiMu 13 poekta OO0.

3ameuyaHus no IPUMEHEHHIO.

Jlns kaxxkmoro wuHTepdeiica kaxaon ¢yHkuuu obecneuenus Wb
JTOJKHBI ~ OBITh  TIPEAYCMOTPEHBI  MPOIEAYPHl  TECTUPOBAHUS,
COOTBETCTBYIOIIHNE 3TOMY HHTEP(DEIHCY.

ATE DPT.2.2C Ananmu3 riayOWHBI TECTUPOBAHUS JOJKEH JI€MOHCTPUPOBATH, YTO BCE
noacuctembl @bO u3 npoekra OO ObUIH MOABEPTHYTHI TECTUPOBAHUIO.
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ATE DPT.23C Ananmu3 riayOWHBI TECTUPOBAHUS JOJDKEH JIEMOHCTPUPOBATh, YTO
ocymiectBisitomue BoinonHeHne ®Th moxynu u3 mpoekrta OO OblTH
MOIBEPTHYTHI TECTUPOBAHMUIO.

DJIEMEHTHI IEUCTBUN OIIEHIIINKA

ATE DPT.2.1E OrneHmmK M0DKEH MOATBEPAUTh, YTO WHGOPMAIHS, TPEICTaBICHHAS
3asIBUTEJIEM B JIOKYMEHTHUPOBAHHBIX MaTepHUaliaX, yIOBIECTBOPIET BCEM
TpeOOBAHUSAM K COJACPKAHUIO M MPEACTABICHUIO JTOKYMEHTUPOBAHHOMN
uHpopmarmu, W3JI0’)KEHHBIM B

ATE DPT.2.1C-ATE DPT.2.3C.
PabdoTbl oneHKH

OUEHIIMK JOJKEH BBINOJIHUTh JIEMCTBUSL B COOTBETCTBMM C IIyHKTOM 13.4.2
HanoHalbHOTO cTanmapra Poccuiickoit ®enepartuu 'OCT P MCO/MBK 18045
«udopmanonHas TexHojorus. MeToasl M cpeicTBa oOecredyeHus: 0e30MacHOCTH.
Mertoaoi0rHs OIIEeHKH 0€301acCHOCTH HH(POPMAITMOHHBIX TEXHOJIOTHI.

ATE_FUN.1 ®ynkuuoHajbHOe TECTHPOBAHHE

3aBUCHUMOCTH: ATE_COV.1 CBuaerenbCTBO MOKPHITHA.
DneMeHThI IeUCTBUI pa3paboTurka

ATE_FUN.1.1D Pa3pabotuuk noikeH mpotecTtupoBath ®BO u 3a70KyMEHTHPOBATH
pE3yJIbTaThl.

ATE_FUN.1.2D Pa3paGoTuuK JOKEH MPEACTaBUTh TECTOBYIO JOKYMEHTAIIUIO.
DneMEeHTHI COJIEP>KaHUs U MPEACTABICHHS TOKYMEHTUPOBAHHBIX MAaTEPHAIIOB

ATE FUN.1.1C TecroBas qoKyMEHTAaIMs JOJDKHA COCTOSATh M3 IJIAHOB TECTUPOBAHUS, a
TaK)Ke 0KUIAeMbIX M (PAKTUYECKHUX PE3yJIbTATOB TECTUPOBAHMUS.

ATE_FUN.1.2C B mmanax TeCTHpOBaHUS IOJKHBI OBITH UACHTHU(MUIIMPOBAHBI TECTHI,
KOTOpPbIE HEOOXOIWMO BBIMOJHUTH, 4 TaKXKE TOJDKHBI COJEPIKATHCS
OTHCAaHUS CIICHAPUEB MPOBEIACHUS KAKIOTO TecTa. B 3TH crieHapuu
JOJKHBI ~ OBITH ~ BKJIIOYEHBI ~ TaKXKe  JIIOOBIE  3aBUCHUMOCTH
TIOCJICTOBATEIPHOCTA BBITIOHEHUST TECTOB OT PE3YNbTAaTOB JPYTHX
TECTOB.

3amevyaHus 10 NIPUMEHEHHUIO:

B cpene pa3paGoTku U TECTUPOBAHUS HE PEKOMEHIYETCS
UCIIOIb30BAaHUE PEAJbHBIX JAHHBIX, IIOJYYEHHBIX B PpE3yJbTaTe
peanuzanuu OaHKOBCKHUX TEXHOJIOTUYECKUX IIPOLIECCOB,
TEXHOJIOTMYECKUX MPOILIECCOB (PMHAHCOBON OpPraHU3alMH.
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B cnyuae ecnu 1y1st TeCTUpPOBaHUS HEOOXOIMMBI TaHHBIE, MAKCHMAITLHO
npUONMKEHHBIE K  peallbHbIM, pEeKOMEHayeTcs (HOopMUpPOBaHHE
TECTOBBIX MAaCCHBOB JaHHBIX IMyTeM HEOOpaTUMOTO 00€3TMYUBaHUS,
MAaCKMpOBaHUA W (WJIM) WCKKEHUS CBEJCHUW, TIONYYCHHBIX B
pe3ynpTaTe peanu3aluu OaHKOBCKHUX TEXHOJOTHMYECKHUX MPOIECCOB,
TEXHOJOTMYECKHUX MPOLIECCOB (PMHAHCOBOW OpraHu3aliu. 3anpeniaeTcs
UCTIOJIb30BAaHUE B TECTHPOBAHUH KAKWX-TMOO JaHHBIX, HA KOTOpPbIE HA
OCHOBaHMM 3aKoHojarenbcTBa Poccuiickon denepanuu, B TOM YHUCIE
HOpPMAaTHBHBIX aKTOB baHka Poccun, BHYTpEeHHUX JOKYMEHTOB
opranm3aniun bC Poccuiickoit ®enepauuu u (Uiau) JOTOBOPOB C
KIUCHTAMH W KOHTpPareHTaMHu, paclpoCTpaHseTcss TpeOOBaHHE K
obecrnieuenuto Ub.

O}KI/II[aeMBIC PE3YJIbTAaThI TCCTUPOBAHUA JOJIDKHBI
IMPpOACMOHCTPHUPOBATH IMPOTrHO3UPYCMBIC JaHHBIC Ha BBIXO/JC
YCIICITHOI'O BBIITOJIHCHUSA TCCTOB.

dakTHueckue pe3yJIbTaTbl TCCTHUPOBAHUA MHOJDKHBI COOTBCTCTBOBATH
OXXHNAAaCMBbIM.

3amMedyaHus no IPUMCHCHHUIO.

dakT BBIIIOJHECHUS TecTa JOJIKCH TIMOATBEPKAATBCA IIPOTOKOJIOM
TCCTUPOBAHUA, COACpKAIIUM AaTy TCECTHUPOBAHUSA, YKAa3aHHUC Ha
MCTOAUKY TCCTUPOBAHUA, HCIIOJIB30BAHHLIC IIPU BBIIIOJIHCHUU TCCTA
HCXOOHBIC JaHHBIC, HOqueHHBIﬁ pe3yJibTaT U PCIICHUC 00 yCriCcurHoOM
HJIN HCYCIICIIIHOM BBITIOJTHCHUU TCCTA.

DJIEMEHTHI IEUCTBUN OIlCHIIINKA

ATE_FUN.1.1E

PadoTnI oleHKH

OneHnMK M0KEH MOATBEPAUTh, YTO WHGOpPMAIMs, MPEACTaBICHHAS
3asBUTEJIEM B JIOKYMEHTUPOBAHHBIX MAaTepHUajax, yJIOBJIETBOPSET BCEM
TpeOOBAHUSAM K COACP)KAHUIO U MPEACTABICHUIO JTOKYMEHTUPOBAHHOMN
uHbOpMaIuH, W3J105KEHHBIM B

ATE_FUN.1.1C- ATE_FUN.1.4C.

OUeHIIMK [OJKEH BBINOJIHUTh JIEUCTBUSL B COOTBETCTBMM € MyHKTOM 13.5.1
HanuoHasbHOrO ctanaapra Poccuiickoit ®enepauuun ['OCT P HMCO/MBK 18045
«MHpopmanonHas TexHonorus. MeTtonbl W cpeAcTBa obOecrnedeHHs Oe30MacHOCTH.
Merononorust olleHKd 6€30MacHOCTH HH(POPMAIIMOHHBIX TEXHOJIOTHID.

ATE_IND.2 BriGopouHOe HE3aBUCUMOE TECTUPOBAHNE

3aBUCUMOCTH:

ADV FSP.2 Heranu3zamus BOIIPOCOB 0€301acHOCTH B
(GyHKIIMOHAIBHOU crienupuKamy;
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AGD_OPE.1 PykoBoJICTBO MMOJB30BATENS 11O KCILTyaTalluH;
AGD_PRE.1 IToaroroBuTeabHbIE IPOLCAYPHI,
ATE_COV.1 CBuaeTeabCTBO MOKPHITHS;

ATE FUN.] ®yHKuHMOHaIbHOE TECTUPOBAHHUE.

DneMeHThI IeHCTBUI pa3paboTunka

ATE_IND.2.1D

Pazpabotuuk gomxken npeactaButh OO 1715 TECTUPOBAHMUS.

DJIeMEHTBI COACPIKAHUA N IIPCACTABIICHUA JOKYMCHTUPOBAHHBIX MaTCPpHUAJIOB

ATE_IND.2.1C
ATE_IND.2.2C

OO nomkeH ObITh MPUTOACH IS TECTUPOBAHUS.

Pa3paboTunk A0MKEH MpeacTaBUTh HaOOp PECypCcOB, SKBUBAJICHTHBIX
UCIOJIb30BaHHBIM UM TNpU (PYHKIMOHATBEHOM TecTupoBanuu OBO.

JIEMEHTHI IEUCTBUN OICHIIINKA

ATE_IND.2.1E

ATE_IND.2.2E

ATE_IND.2.3E

PabdoTbl oneHKH

OLEHIINK JTOHKEH IMOJITBEPAUTh, YTO WH(OpMAIMs, MpeaCcTaBICHHAS
3asBUTEJIEM B JIOKYMEHTHPOBAHHBIX MaTepHaliaX, yJIOBJIECTBOPSET BCEM
TpeOOBAHUSAM K COJCP)KAHHIO M MPEACTABICHUIO JTOKYMEHTHPOBAHHOMN

uH(bOopMaIuH, M3JI0KEHHBIM B
ATE IND.2.1Cu ATE IND.2.2C.

OueHIIMK JOJDKEH BBIMNOJIHUTH BBIOOPKY TECTOB M3 TECTOBOM
JOKYMEHTAIMH, YTOOBI BEpUHUIIMPOBATH PE3YJIbTaThl TECTHPOBAHMS,
NOJIyYEHHbIE 3asiBUTENEM (pa3pabOTUUKOM, TPOU3BOIUTEIIEM).

Ouenumk goymxeH nporectupoBaTh @bO Tak, 4yTOOBI MOATBEPAUTD,
yT10 Bce DBO QPyHKIIMOHUPYIOT B COOTBETCTBUU CO CHEU(PUKALUSIMHU.

OUEHIIMK MOJKEH BBINOJIHUTh JIEMCTBUSI B COOTBETCTBMM C NyHKTOM 13.6.2

HallMOHAJIbHOI'O

craugapra Poccuiickoit  ®enepaniun 'OCT P UCO/MDBK 18045

«udopmanonHas TexHoiorus. MeToasl M cpeAcTBa oOecredeHus: 0e30MacHOCTH.
MeTo0510THs OIIEHKH 0€3011aCHOCTH HH(GOPMAITMOHHBIX TEXHOJOTHIN.

7.2.6. Ouenka yszBumocteii (AVA)

AVA CCA _EXT.1 AHAJN3 CKPBITHIX KAHAJIOB

3aBUCUMOCTH:

AVA_VAN.4 Metoauueckuil aHaau3 ysa3BUMOCTEH;

ADV_FSP.2 Jleranuzarnus BOIIPOCOB 0e30macHOCTU
B (QYHKIIMOHAJILHOU cTieIU(UKAIINH;

ADV_IMP.2 Ilonnoe oToOpaxeHue MNpeCTaBICHUS pealln3aliu
byHKIMI 6€30MaCHOCTH 00BEKTA OLICHKU;

AGD_OPE.1 PykoBo/ICTBO MOJIB30BATENS MO IKCILTyaTallUH;



113

AGD_PRE.1 [ToaroroBuTeIbHBIEC MPOTICAYPHI;
[FDP_ACC.1 OrpannueHHOE yIpaBiIeHHE JOCTYIIOM
WA

FDP_IFC.1 OrpannuenHoe yIIpaBJICHHUE MH(POPMAIIMOHHBIMU
MMOTOKaMH .

DneMeHTHI IeUCTBUM pa3paboTunka

AVA CCA_EXT.1.1D Pa3pabGoTumK AOKEH IMPOBECTH IMOMCK CKPBITHIX KaHAJIOB JIJIs
peanmuzyeMbix OO [BbIOOP:

NOIUMUKYU YNPABIEeHUsL UHDOPMAYUOHHBIMU NOMOKAMU,
NOIUMUKYU YNPABIeHUsL OOCHYNOM,

[Ha3nauenue: unvle nonumuxu/

].
AVA_CCA_EXT.1.2D Pa3paboTuuk JODKEH MPEACTaBUTH JOKYMEHTAITUIO TI0 aHAIHU3Y
CKPBITBIX KaHAJIOB.

DJeMEHTBI COACPIKAaHUA N TPCACTABIICHUA JOKYMCHTUPOBAHHBIX MaTCPpHUAJIOB

AVA_CCA_EXT.1.1C B gokymMeHTaluu MO aHAIU3y CKPBITHIX KAHAJIOB JOJKHBI OBITH
UACHTU(PUIMPOBAHBI CKPBIThIE KaHAJIbl U JOJIKHA COJIEPKAThCS
OLIEHKA UX MPOIYCKHOMN CIIOCOOHOCTH.

AVA_CCA_EXT.1.2C JlokymeHTanus 1O aHaIM3y CKPBITHIX KaHAJIOB JIOJDKHA
colepKaTh ~ ONMUCAaHWE MPOUEAYpP, HCIOIb30BAHHBIX IS
BBIHECCHUS 3aKIIFOUCHUS O CYIIECTBOBAHUM CKPBITHIX KaHAJIOB, U
nH(}OpMAIUIo, HEOOXOAUMYIO JIJIsl aHAIN3a CKPHITHIX KaHAJIOB.

AVA_CCA_EXT.1.3C JlokyMeHTanus 1Mo aHajdu3y CKPBITHIX KaHAJIOB JIOJDKHA COACPKATh
OMHCAaHNE BCEX MPEANOJIOKEHU (OBICTPONCHUCTBHE TpoIleccopa,
CUCTEMHasi KOH(purypauusi, o0beM mnamsaTd W (WIM) HHBIX),
C/IECTaHHBIX MPHU aHAJIM3€ CKPBITHIX KAHAJIOB.

AVA_CCA_EXT.1.4C JlokyMeHTAaIHs 0 aHAINU3Y CKPBITBIX KAHAJIOB JIOJDKHA COJEPKATh
OMHCaHWE METOJia, WCIOJB30BAHHOTO Ui OLEHKH MPOIMYCKHON
CMOCOOHOCTH KaHaja [ HauboJiee OMacHOro CIieHapHs.

AVA_CCA_EXT.1.5C JlokymeHTAaIUs M0 aHAJIN3Y CKPBITHIX KaHAJIOB JOJKHA COJIEPKATh
onucaHre HauboJee OMACHOrO ClieHapUs UCTIOIb30BAHMS KaXK0TO
UACHTU(DUITMPOBAHHOTO CKPBITOTO KaHAJA.
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JIeMEHTHI IEUCTBUN OIIEHIIIMKA

AVA CCA EXT.1.1E OueHmux JIOJKEH MOATBEPAUTD, 4TO uHpopmarus,
IpEJICTaBIICHHAas  pa3pabOTYMKOM B JOKYMCHTHPOBAHHBIX
MaTepHaliax, yJI0BJICTBOPSICT BCeM TPEOOBAHUSAM K COACPIKAHUIO U
IPEACTaBICHUIO JIOKYMEHTHPOBAHHBIX MaTEPHAIOB, U3JI0KCHHBIM

BAVA CCA _EXT.1.1C-AVA_CCA_EXT.1.5C.

AVA_CCA_EXT.1.2E OueHmuK J0JDKEH TMOATBEPAUTh, YTO pE3yibTaThl aHAIW3a
CKPBITBIX KaHaJoB, BBIIIOJIHEHHOT'O pa3paboTUUKOM,
CBUJIETENIbCTBYIOT 00 ynoBierBopeHnr OO COOTBETCTBYIOIIUX
(yHKIHOHATBHBIX TpeOOBaHMIA (mo YIPaBJIEHUIO
MH(OPMAIIMOHHBIMU MTOTOKAaMH, YNPABIECHUIO JOCTYNOM U (WJIH)
UHBIX).

AVA_CCA_EXT.1.3E OneHuk JI0KEH TOATBEPAUTh MNPABUILHOCTh PE3YJIhTATOB
aHajgu3a  CKPBITBIX  KaHAJIOB, BBIMOJHEHHOTO  3asBUTEIIEM
(pa3paboTUHUKOM, TPOU3BOTUTEIIEM).

AVA_VAN.5 YCcuIeHHbIA METOAMYECKUI aHAIU3
3aBucumoct: ADV_ARC.1 Onucanue apXuTeKTypbl 0€30MacHOCTH;

ADV_FSP.2 [leranu3amus BOIIPOCOB 0e30MmacHOCTH B
GyHKIIMOHATBHON crienu(puKaIum;

ADV_TDS.3 ba3oBblii MOAYJIbHBIN IPOEKT;

ADV_IMP.2 lonnoe oToOpaKeHue NPeACTABJICHUA
peammzanuu PbO;

AGD_OPE.1 PykoBoACTBO MOJI30BATENS 10 IKCILTyaTalllH;
AGD_ PRE.1 IToaroroBuTenpHbIE€ MPOLIEAYPHI.
DneMeHThI IelCTBHM pa3paboTunka
AVA _VAN.5.1D Ouenmuk nomkeH npeactaButb OO aJist TECTUPOBaHUS.
AVA_VAN.5.2D OueHIIMK 10JI5K€H BHINOJHUTH AaHAJIU3 YSA3BUMOCTEIA.
3ameuyaHus MO0 NPUMEHEHHUIO:

OUeHIIMK NPOBOJUT AaHaIU3 YSI3BUMOCTEW C MENbI0 BBISBICHUS
TUTIOBBIX ~ OIIMOOK  MPOTPAaMMHUPOBAHUSI M  HWHBIX  JI€(PEKTOB,
MPUBOSIIMX K BO3HUKHOBECHUIO ys3BUMOCTEW. [IpoBenenue ananmsa
ysi3BUMOCTe OIEHITMKOM BKJIFOYAET BBIMOJIHEHUE CIEAYIONIUX paloT.

1. OueHMK JOJIKEH BBINOJHUTH BBISBICHHE M3BECTHBIX M THIIOBBIX
ysa3umoctein B OO.
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OneHIIMK T0KeH BBIOJHUTh MOUCK MH(OpMAIMU B 00IIEOCTYITHBIX
UCTOYHUKAX, YTOOBI MICHTU(PHUIIMPOBATH TOTCHIIMAIBLHBIE YS3BUMOCTH
B OO. BrisiBlieHUE ySA3BUMOCTEH BKIIIOYAET B CEOS:

® BbLIABJICHUC U3BCCTHBIX y}ISBHMOCTeﬁ B CCTCBbBIX cnyxc6ax;
® BLIABJICHUC THUIIOBBIX yf[?;BPIMOCTGfI B BC6-HpI/IHO}KCHI/I$IX;

e BBISBJICHHUC  M3BECTHBIX  YA3BUMOCTEd B IMPOrPaMMHOM
00eCIeYeHNH;

¢ BbBIIBJIICHUC YYCTHBIX 3amucei ¢ mapoJsiMH, COJACPKAIMUMUCA B
CJIOBApAX, UCITOJB3YCMBIX IIPU IMIPOBCACHUN UCCICAOBAHMA.

W3BecTHBIC YSI3BUMOCTH MOTYT OBITh BBISABJICHBI  CICAYIOIIAMH
criocooamu:

e yAcHTHU(QUKAMEW HAUMEHOBAHUM W BEPCHM MPOTPAMMHOTO
obecrieuenusi OO, cpex ero pa3pabOTKU U (QYHKIIMOHUPOBAHUS C
MOCIIEYIONIMM TMOUCKOM B 0a3zax JaHHBIX HM3BECTHBIX ISl HHUX
YA3BUMOCTEM;

® 3aMyCKOM TeCT-MporpamMM (SKCIJIOMTOB), BOCIPOU3BOASIIMX B
MOJTHOM 00bEME WJIM YACTUYHO BBINIOJTHEHHUE KOMIIBIOTEPHBIX aTak
C UCIOJIb30BAHUEM M3BECTHBIX YSI3BUMOCTEH.

CooOmienns 00  ysA3BUMOCTSIX ~ MPOTPaMMHOrO  OOecredeHus
PEKOMEH IyeTCsI MOTy9aTh U3 Pa3IMYHbIX UCTOYHUKOB, TAKHX KaK:

e 0a3a JaHHBIX YSA3BUMOCTEH B cocTaBe OaHKa JaHHBIX Yyrpo3
oezonacuoctu napopmarmu PCTIK Poccun (Www.bdu.fstec.ru);

e yBeaomsieHus LleHTpa MOHMTOpUHTa W pearupoBaHHUs Ha
KOMIBIOTEPHbIE aTakKu B KpeauTHo-¢puHaHCOBOM cdepe banka
Poccun (OunllEPT banka Poccun);

e yBENOMJICHUSA, MyOJWKyeMble IIEHTpAaMH pearupoBaHUs  Ha
KOMITbIOTEpHBIE HHIUACHTHI (Hampumep, yBegomuieHuss CERT),
IJIaTEKHBIMU CHCTEMaMU (HANpUMEpP, YBEAOMIICHUS ILUIATE€KHOU
cuctemMbl VISA), mpon3BOIUTENSIMU TEXHUYECKUX U TTPOTPAMMHBIX
cpeacTB (Hampumep, yBenomieHusi komnanuu ORACLE);

e yBeIOMJICHUS, MyOJIMKyeMble B OOIIEIOCTYNHBIX 0Oa3ax JaHHBIX
ySA3BUMOCTEM, a Takke pacnpocTpaHsieMble 1O MOJIHUCKE
(Hampumep, WWW.cve.mitre.org);
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coobmienus 00 ys3BumocTsax B I1I1O, HanpaBnseMble CTOPOHHUMU
crienuanucramu B aapec opranuszauun bC Poccuiickonn denepanuun
WU MyOJIMKyeMble UMHU B OOIIEAOCTYIHBIX MUCTOYHUKAX, NI YEro
PEKOMEHAYETCs MpeyCMaTpuBaTh CIIOCOOBI ONEPATUBHON CBS3U C
COOTBETCTBYIOLIUMU CIIEHAATUCTAMHA OpraHu3aluu bC
Poccuiickon ®@enepanum.

s BeO-pUitoKEHUM JIOHKEH OBITh BBIMOJHEH MOUCK CIETYIONINUX
TUTOB U3BECTHBIX YSI3BUMOCTEI:

UHBEKIIHNH, B 0COOEHHOCTH SQL-urBEKIINH, KOMAaH/IbI
oneparmorHoi cucteMbl, LDAP, SSI nu XPath-uabexmmmy;

noA00p ayTeHTU(DUKAIIMOHHBIX JaHHBIX;

HeOe3omacHasi Iepejfaya JaHHBIX, B TOM YHCIE€ B MpoIecce
ayTeHTU(DUKALINH;

OIMMOKU B KOHTPOJIC JOCTyIa (Harpumep, HeOe30TacHbIE MPSMBbIC
CCBUTKH Ha OOBEKTHI, HEBO3MOXKHOCTh OTPAaHWYCHHS JOCTyMNa IO
URL u 06x01 nupektopuii);

MEKCAUTOBBIN CKpUNITUHT (XSS);

noJijiesika MexcauToBbix 3anmpocoB (CSRF);
pacweruienue 3arnpoca HTTP, cokpeitue orsera HTTP;
OTKPBITOE MEPEHANPABICHUE;

packpbITHE UHPOPMAITUU O TUPEKTOPUSIX/CIIECHAPHUSAX;
pe/ickazyeMoe pacIioyioKEHUE PECYPCOB;
UACHTUDUKAIS TPUITOKCHHM;

YTEHUE MMPOU3BOJIbHBIX (DAIIIOB;

pacKkphITHE 3alIMilaeMoi nHpopMaIuy,

OoOpaTHBIN MyTh B JUPEKTOPHUSIX;

nepenoiHeHue oydepa;

HeOe3omacHass KOH(pUTypalus cepBepa,;

BHeJIpeHue BHeIHuX cymHoctei (XML, IMAP/SMTP);
3arpy3Ka U BBITIOJTHEHUE TPOU3BOJIBHOTO KOJIa,;
MO/IMEHA KOHTEHTA;

HegocTatky 3auuThl oT atak Tuna Clickjacking;
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® HEJOCTAaTKH 3aIUTHI OT aTak Ha PYHKIUU HOPMATUPOBAHUS CTPOK;
®  YA3BUMOCTHU KJIMEHTCKHUX IJIarMHOB.

WccnepoBanue mpou3BOAUTCS IyTEM aHalu3a JaHHBIX BeO-QopM,
OTIPaBKM BeO-cepBEpy TECTOBBIX 3alpOCOB C BapbUPYEMBIMU
3HAYEHUSMU [1apaMEeTPOB 3aIlpoca U aHaJIN3a OTBETOB.

Nnentudukanus U3BECTHBIX ySI3BUMOCTECH IIPOrPAaMMHOTO
o0OecreyeHus BKIIFOYAET B Ce0:

® UYHBEHTApPU3aLMIO MPOTPAMMHOTO OOECHEUYeHUs, yCTAaHOBIECHHOTO
Ha HKCCIEIyEeMOM TEXHHUYECKOM CpEACTBE, C HACHTH(UKAIMEH
HANMEHOBAaHUM W BEPCUM NPOrpaMM, a TaKKE YCTAHOBIICHHBIX
OOHOBJICHHH 0€30MaCHOCTH;

e BBHIOOPKY U3 0a3bl JaHHBIX YSA3BUMOCTEHM, OTHOCSIIMXCS K
UACHTU(PUIUPOBAHHBIM BEPCUSIM MPOTPAMM;

® HCKIIIOUYEHHUC M3 IMOJIyYEHHOH BBIOOPKH YS3BHMOCTEH, YCTpaHEHHE
KOTOPBIX o0ecrieueHo yCTaHOBJICHHBIMU OOHOBJICHUSIMUA
0€30I1aCHOCTH.

2. OueHnMK TOJDKEH BBIMOJIHUTH AUHaAMHUYeckKuil aHaimms3 koga OO ¢
LEJIbIO BBISIBJICHUSI YSI3BUMOCTEH.

JIlvHaMUYeCKH aHAJIN3 KOJA OCYILECTBISETCS MyTEM BBIITOJIHEHUS WIIH
SMYJIALIMU BBITOJTHEHHS MPOTrpaMMbl Ha ONPEAEIEHHON COBOKYITHOCTH
HAa0OpPOB TECTOBBIX MCXOJHBIX JaHHBIX. [lepen BbIMOJIHEHUWEM WM B
MPOIECCE BBIMOJHEHUS TPOTpaMMa MHOTAAa UHCTPYMEHTUPYETCS MyTEM
JIOTIOJIHEHUS €€ (PYHKIMSIMUA TPACCUPOBKH BBIMIOJHEHUS JIJIs 3a/IaHUST U
KOHTPOJIS  MHBAPUAHTOB, TMPEAYCIOBUM, TOCTYCIOBUM H  Jp.
JIlvHAMUYEeCKU ~ KOHTPOJIb  MOPOBOAUTCA €  MCIIOJb30BAHUEM
CIICLIUAJIM3UPOBAHHBIX ABTOMATU3UPOBAHHBIX CPEACTB M MOXKET
BKJIIOYATh B c€05, B YACTHOCTHU:

a) UcclIe0BaHne 0COOCHHOCTEH HCITOTHEHUS TMOTCHIIMAIBLHO OIMACHBIX
GbyHKINN TP 3aJJaHUU 3aBEIOMO HEKOPPEKTHBIX apTyMEHTOB;

0) mocTpoeHue AWHAMUYECKUX IyTeH HWCHOJHEHUS MpOrpamMMmbl U
UACHTU(PUKALIMIO TOYEK TMPUHATHUA PELICHUH, CYUIECTBEHHBIX IS
BbINOJIHEHUA (pyHKIMI o6ecnieuenus Ub;

B) TMOMCK 3amuiiaeMod uH(OpMaluu B OMNEpPaTUBHOW MaMsiITH U B
aprymeHTax QpyHKIu;

I') UCCIENOBaHUE OCOOCHHOCTEM WCIOJIHEHHUSI MPOrpaMMbl IpHU
TUIIOBBIX aTakax (mepenonHeHue 0ydepa, BHeaApeHue onepaTopoB SQL
B JJaHHBIE, UCTIOJIb3yeMbIe sl hopMupoBanus 3anpocoB K CYB]I).
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Bhe 3aBHCHMMOCTH OT MPUMEHSEMBIX CIOCOOOB M METOJOB aHallM3a
KOJa TMPU €ro OCYIIECTBIEHUH PEKOMEHAYETCSl HCIIOJIb30BAHUE
KJIaCCU(PUKATOPOB THUIIOBBIX OIIMOOK MPOTpaMMHUpPOBaHUs, HApuMep,
O6mero mepeuyns HemoctaTkoB (Common Weakness Enumeration,
CWE), a Takxxe criocoOOB BBISIBIICHHS PA3JIMYHBIX TUIIOB OLINOOK.

BbIBIIEHHBIM B paMKax KOHTPOJS KOJA VYSA3BUMOCTSIM B KOJE
pa3pabarbiBaeMblx KoMIOHeHTOB OO 11esecoodpa3HO MpUCBaUBAaTh
OLICHKY CTEMEHW HMX KPUTUYHOCTU (HAMpUMEp, BBICOKAsA, CPEIHsA,
Hu3kas). g Kaxaod BBISBICEHHOM YSI3BUMOCTH C YYETOM €€
KPUTUYHOCTH NPUHUMAETCS pelIeHue O J0paboTKe MIpOrpaMMHOTO
komroHeHTa OO (M O IPUOPUTETHOCTU AOPAOOTKH) WM O MPUHATUU
PHUCKOB, CBSI3aHHBIX C HAJTMYHUEM YSI3BUMOCTH.

OueHIMK 10JI2K€H BbINOJHUTH TECTUPOBAHUE HA IPOHUKHOBEHUE.
3ameuyaHus M0 NPUMEHEHHUIO:

[Ipu TectupoBaHWKM Ha TNPOHMKHOBEHHE WCCIIENOBATEb BBIITOIHSAECT
nouck yszumocteid OO, BOCIIPOU3BO/IS JEHUCTBUS 3J10YMBIIIICHHUKA.
[lepen nHauamom paboOT I HCCIEIOBATENSI CO3/IAIOTCS  YCIOBHS,
SKBHUBAJICHTHBIE TE€M, B KOTOPBIX JIECTBYET MOTCHIIMAJIbHbBIN
3JI0YMBILLJICHHUK.

[lepen MIPOBEICHUEM TECTUPOBAHUS Ha IPOHUKHOBEHUE
PEKOMEHIYEeTCSl OMPE/CINTh HaYallbHBIE YCIOBHSI €TI0 IPOBEIACHUS.
PekomenmyeTcss yduThIBaTh, YTO MAaKCHMajbHas IIOJIHOTA OICHKH
JOCTHTAETCsS TPHU BHYTPEHHEM TECTUPOBAHMHM Ha TPOHUKHOBEHHE C
UCIIOJIb30BaHUEM MIPEI0CTaBICHHOTO J0cTyma K cpene
dbynkuunonuposanus OO.

TecTtupoBaHne HA TPOHUKHOBEHUE MOAPA3AECIACTCS HA UCCIEIOBAHUS C
npenoctaBieHueM goctyna k OO um 0e3 mpeaocTaBICHHs] TaKOTO
noctyna. [Ipu uccnegoBanuu ¢ npeaocraBieHueM aoctyna OLeHIINKY
NpEeAOCTABISAIOTCS  y4yeTHble 3anucu aiusg goctyma k  OO. Ilpu
uccienoBaHun  0e3  mpenoctaBieHus goctyna kOO 3amada
CaMOCTOSITEJILHOTO MOJIYYEHUsI YUYETHBIX 3amuceil moisb3oBarenend OO
SIBJISIETCS COCTABHOM 4YacThIO TECTHUPOBAHUSI Ha MpOHUKHOBeHue. [lpu
HEOOXOMMOCTH TECTUPOBAHUE MPOBOAMUTCS C pa3HbIMH IPABAMHU
noctyna B OO.
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[Ipu TecTupoBaHMM HA MTPOHUKHOBEHUE MOTYT HCIIOJIB30BATHCA JIBE
CTpaTeruu npeaocTaBienus uccienoatento nadopmarmu 06 OO. [lpu
CTPaTernu «4YEpHOro SIIHMKa» HCCIEN0BATENlb ONEPUPYET TOJIbKO TEMHU
ceeaeHussMu 00 OO, KOTOpbIe MOJYyYEHbl UM CaMOCTOSITENIbHO B XOJI€
TECTHPOBAHUS Ha MPOHUKHOBeHHWE. [Ipu cTparernm «Oenoro siukay
MCCIIEJIOBATENIO 3a0JIarOBPEMEHHO MPEIOCTABIACTCA BCS JIOCTYITHAsS
uHpopmaruss 06 OO, Briarovas (Ipy HAIUYUKA) TPOSKTHYIO M
AKCIUTYaTAIMOHHYIO JOKYMEHTAIMIO, MCXOJHBIC KOJABI MPOTPaMMHBIX
KOMIOHEHTOB OO M BO3MOYKHOCTH ITPOCMOTPA MMAPAMETPOB HACTPOMKHU
koMnoHeHTOB OO.

[To pacnonoxenuto pazpadoTYuKa OTHOCUTEIHLHO CETEBOTO MEepUMeTpa
OO TectupoBaHHWe Ha MPOHUKHOBEHWE pa3/ENseTCSd Ha BHEIIHEE U
BHYTpEHHEE.

TecTupoBaHue Ha MPOHUKHOBEHHUE, B 3aBUCUMOCTH OT Tuna OO, MOXKeT
BKJIIOYaTh B ce0s  CIEOyIONIME HAMpaBICHUS  HCCICIOBAHHM,
npumeHumbie K OO u cpene ero GyHKIIMOHUPOBAHUS:

a) OIIEHKA 3aIUIIIEHHOCTH BEO-TIPUIIOKEHUM;

0) OLEHKa 3allMIIEHHOCTH CHEeHUAIM3UPOBAHHBIX  OAHKOBCKHUX
npuioxkenui (cnenuanuzupoBaHHoro [10) puHaHCOBBIX OpraHU3aluii;

B) OIIEHKA 3alUIIIEHHOCTH MOOUIILHBIX YCTPOUCTB.

I[Ipy mnpoBeneHUM  OIEHKH  3AIIMIICHHOCTH  BEO-NPUIIOKEHUMN
PEKOMEHIYIOTCS CIEAYIOIINE MEPOTIPUSATHS:

a) BBIABIICHHE YS3BUMOCTEH, CBS3aHHBIX C PACKPBITHEM 3allUIIAEMOM
uHpopMamMK O TPWIOKEHWH, B TOM YHCJIE IIyTeM OTIpPaBKHU
HEKOPPEKTHBIX COOOIIEHWM, aHaju3a CTAaHJAPTHBIX CHUCTEMHBIX
cooOmeHnit 06 ommbKax, MOMUCKa 3aluIIacMoil HH(POpMAITUU B KOJIe U
KOMMECHTAPHAX BEO-CTPaHUIL,

0) moxydeHue CBEICHMI O CTPYKType (pailioBoi cucTteMbl mepedbopom
nyTeid u uMmeH ¢aiinoB (TOMHBIN Tiepedop, mepedop Mo CIoBapio,
IPOBEpKa HAIWYHUS CTAaHIAPTHHIX (haNIOB MCIOIB3YEMBIX MIATHOPM H
CpPEACTB pa3pabOTKH, MOUCK PE3EPBHBIX KOMUM (haiiioB);

B) MpOBEPKAa KOPPEKTHOCTH OOpPaOOTKH CHEUUAIbHBIX CHMBOJIOB B
napaMmeTpax 3amnpoca (CUMMBOJIBI (pOPMATUPOBAHUSL BBIBOJA, MEPEBOMA
CTPOKM M BO3BpaTa KapeTKH, IMepexoja B BbIINIECTOAIIMNA KaTaJor,
nsorinoe URL-koaupoBanue);

I') IPOBEPKA KOPPEKTHOCTU 0OPabOTKM MapaMeTPOB Pa3TUYHON JUTHHBL;
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1) IpOBEpKa KOPPEKTHOCTH OOpaOOTKH YHCJIOBBIX MAapaMeTPOB, B TOM
gucjae HE MPEIyCMOTPEHHBIX TEXHOJOTHEH 00pabOTKH OOJIbIINX
BEJIMYMH, OTPHUIATEIBHBIX M HYJIEBBIX 3HAUCHUH;

€) TIPOBEpPKa KOPPEKTHOCTH IPHUBCICHHS W IpeoOpa3oBaHUS THIIOB
napaMeTpoB;

) TPOBEpKa KOPPEKTHOCTH OOPaOOTKH Pa3IUYHOIO IPEICTaBICHHS
MOJIb30BATENIbCKUX JAHHBIX, B TOM YHCIIE NyOJIMpPOBaHUE 3aroJOBKOB
3anpoca, 1y0JIMpoBaHUE TapaMETPOB CLIEHAPUS;

3) IPOBEPKAa KOPPEKTHOCTH OOpPabOTKU MapaMeTpoOB YHHUBEPCATHHOTO
uaeHtudukaropa pecypca (URI — uniform resource identifier), B Tom
YUCJI€ BO3MOXKHOCTM TOJAKIIOYEHHS TPOU3BOJILHOTO  BHEIIHETO
UCTOYHMKA JaHHBIX WM T[EepEHANpaBiICHUs Ha BHEIIHUN WIH
BHYTPEHHHI BeO-caliT, BO3MOXHOCTH OOpalieHusi K CETeBBIM
IPOTOKOJIaM, BO3MOXHOCTH 3aMEHBI MOJHOTO0 MYyTH K pecypcy Ha
OTHOCHUTEJIbHBIN;

M) TpPOBEpPKAa HAIWYUSA OIMUOOK, CBS3aHHBIX C 00pabOTKOM
3arpykaeMmbix (haiiyioB, B TOM 4mciie ¢ 00paboTkoil umeH (aitoB 6e3
paclIMpeHus, HECOOTBETCTBHEM  paclmupeHus  tamy  (¢aina,
ATbTCPHATUBHBIMA  PACIIMPCHUSIMH i1 (GaljoB OJHOTO THIIA,
CHeIUaIbHBIMM CUMBOJAMHU (BKJIFOYAs HYJICBOW CHUMBOJ) B WMCHH
daiina;

K) IpoBepKa  KOPPEKTHOCTH  WCIOJHEHUs  CLEHAapUeB  MpH
MaHUITyJIMPOBAHUU BXOJHBIMU MapaMeTpaMu, B TOM YHUCIIE aTpUOyTaMH
0€30I1acCHOCTH, UCTIOIb3yEMBIMU IIPU YIPABICHUH JOCTYIIOM;

J) MPOBEPKAa BO3MOXKHOCTH MOAOOpa ayTEHTU(DUKAIIMOHHBIX JTAHHBIX
(maposieif,  BKJIOYas  CJIOBAapHbIE, HWJECHTU(UKATOPOB  CECCHIA,
aTpuOyTOB, UCTIOIB3YEMBIX ISl BOCCTAHOBIICHUS MTapOJIei);

M) TMPOBEpPKAa KOPPEKTHOCTH OOpadOTKHA HUACHTU(HUKATOPOB CECCHIA
MOJIb30BATEIICH, B TOM 4HCiie 00pa0OTKU COOBITUI 3aBEPIIECHUS CECCUH,
WHTEPBAJIOB HEAKTUBHOCTHU, COMOCTABJICHUE UACHTHU(HUKATOPA CECCUU C
JOTIOJIHUTEIbHBIMU aTpudyTamu, npsiMo WIH KOCBEHHO
UACHTUPUUIUPYIOMIMMHU  TOJb30BATENsl WJIM €ro pabouee MeECTo,
IPEIOTBPAIICHUE MOBTOPHOIO M MHOXECTBEHHOTO HCIMOJIb30BAHMS
UACHTU(PUKATOPOB CECCHIA;

H) IMPOBCPKA KOPPCKTHOCTHU PCATIU3AINN MCXAHU3MOB dABTOPU3ALINHN,

O) IMPOBCPKa KOPPCKTHOCTHU HpOTHBOI[CﬁCTBH?I aTaKaM Ha KIIMCHTCKHC
IIPpUIOKCHHUA, B TOM HYHCIC C HCIIOJb30BaAHUCM MEXKCaNTOBOTO
BBIIIOJIHCHHSA COCHAPHUECB U ITOAACIIKH MEKCaNTOBBIX 3alIpOCOB;,
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1) TMpoOBEpKa KOPPEKTHOCTH OOpabOTKH BXOJHBIX IMapaMeTPOB
CLUEHApUEB MPU BHEAPEHUM B HUX KOMAH]l OINEPALMOHHBIX CHCTEM,
CUHTAKCUYECKUX KOHCTPYKIMI  S3bIKOB  IMPOrPAMMHUPOBAHUS U
pa3MeTKH;

p) TIpoOBEpKa HEBO3MOXHOCTU 00X0Ja CPEICTB  MEXKCETEBOTO
SKpaHUPOBAHUS MPUKIATHOTO YPOBHS IyTeM (pparMEeHTalMH JAaHHBIX,
CMEIIMBAaHUSA NapaMeTPOB, 3aMEHBI AJITOPUTMA KOAUPOBAHUA U
(dbopmara npencTaBieHUs TaHHbIX, 3aMEHbI CIIEIUATIbHBIX CUMBOJIOB MX
aJIbTEPHATUBHBIMU IIPEACTABICHUSIMMU.

[Ipu mpoBeACHWM OICHKM 3aIMIICHHOCTH CIICIHATIN3UPOBAHHBIX
O0aHKOBCKMX MpuiiokeHuit (cnenuanusupoBanHoro [10) dbuHaHCOBBIX
OpraHM3aIi PEKOMEHIYIOTCS CIICTYIOIINE MEPOTIPHSITHS:

a) TPOCIYIIMBAHUE CETEBOr0 Tpauka M MOUCK B HEM 3alUIIAEMOM
uHdopMalMy, BKIOYas Mapoid M XEII-3HAUYCHUS  MapoJien
MOJIb30BaTeNIe,  WACHTH(PUKATOPHI  CECCHi,  aBTOPHU3ALMOHHBIC
MapKephbl, KpUMTOrpadhuuecKue KIrvH;

0) 3amyck MporpaMM C pa3IUYHBIMH TapaMeTpaMH, B TOM YHCIE
HECTAHIAPTHBIMA, B TOM UYHCIE€ C HWCIOJB30BAHHEM 3HAYECHUU
pa3nU4HOW  JUIMHBI, AyOJUpOBAHHME OTAEIBHBIX MApaMeTpPOB C
IPUCBOCHHEM HWM DpAa3HbIX 3HAYEHUM, BKIIOYECHHE B 3HAYCHUS
apaMeTpoB  CHEUHAIbHBIX CHMBOJIOB, KOMaHJ ONEPalMOHHOMN
CUCTEMBI, ONEPATOPOB UHTEPIIPETUPYEMBIX A3BIKOB
IPOrpaMMHUPOBAHUS;

B) MOHHMTOPHUHI  XapakTepa B3aWMOJICHCTBUS  TNPHWIOKEHUS C
OTIEepallMOHHON CHUCTEMOU B Tipoliecce (PYyHKIIMOHUPOBAHMS, BKIIIOYAS
uneHTuukanuio  (GaiyioB  JaHHBIX, COJACPKAIUX  3alIUIIACMYIO
uH(OpMaIHIO, TPACCUPOBKY CHCTEMHBIX BBI30BOB;

r) TpoBEepKa TMpaB JjAocTyna K ¢aiinamM JaHHBIX, COAEPIKAIIIM
3amum@aeMyo  UHGOpPMAIMIo, a Takke KOHTPOJb IEIOCTHOCTH
UCTIOJTHAEMBIX (haiiIOB MPUIIOKEHUS.

[Ipu mnpoBeneHMHM OLIEHKM 3alMIIEHHOCTH MOOUJIBHBIX YCTPOWCTB
PEKOMEHAYIOTCS CIEAYIOIINE MEPOITPUATHSL:

a) MpoBEpKa HAJIWYUs 3aluiiaeMol mHdopmanuu B Qailnax JaHHBIX,
KypHajax perucTpaiuu COObITHI, B ONIEpaTUBHON MaMsTH YCTPOMCTBA,
a TaKXke Mepenavyd 3amuiiaeMor mHdopmaluu B He3amuppoBaHHOM
BUJIE;

0) mpoBepka BO3MOXKHOCTH UTCHHMS KIIOYeH mudpoBaHus W
AJIICKTPOHHON TOJAMMCH, a TakXKe 3alliCH M 3aMEHBbI CEpTU(PHUKATOB
KJIIOUEH;



122

B) UACHTHU(UKALMS TMPOTOKOJIOB B3aUMOJCHCTBUS U  IIPOBEpKa
BO3MOKHOCTH MPUHYAUTEIBHOTO HaBSI3bIBAHUS YCTPOUCTBY

UCIIOJIb30BaHUsl HE3alUIIEeHHbIX Bepcuil nporokoioB (HTTP Bmecto
HTTPS, TELNET Bmecto SSH, SSH1 Bmecto SSH2);

I) TpOBEpKa KOPPEKTHOCTU OOPaOOTKH MOOWIIBHBIM MPUIOKEHUEM
BXOJSIIMX MapamMeTpoB, B TOM YHCIE C HCMHOJb30BAHUEM 3HAUYCHUI
pa3IUyHOM  JJIMHBL, AyOJUpPOBAaHUE OTACJIBHBIX MapaMeTpoB C
NPUCBOCHUEM UM pa3HbIX 3HAYCHUM, BKJIIOUCHHE B 3HAUYCHUS
napaMeTpoB  CIEHHAJIbHBIX CHMBOJIOB, KOMAaHJl ONEpaluOHHOMN
CHUCTEMBI, OTepaTopoB HHTEPIPETUPYEMBIX S3BIKOB
IPOrpaMMHUPOBAHUS,

1) IPOBEPKA HAIMYKSA B MOOMIIBHOM TPHUIIOKEHUU CPEJICTB 3aIUTHI OT
UCCJIEIOBaHUST M BO3MOXHOCTh HEaBTOPU30BAHHOTO JOCTyHa K
UHTEpQENCy MPOrpaMMUPOBAHUS TPUIIOKEHUH.

DNEeMEHTHI COZIEP>KaHUs U MIPEACTABICHHS TOKYMEHTUPOBAHHBIX MAaTEPHAIIOB
AVA _VAN.5.1C OO pomxeH ObITh IPUTOACH JIJISI TECTUPOBAHMUSI.

AVA VAN.5.2C JoxkymeHTanusi aHajau3a ysi3BUMocTeil OleHIIMKOM [10JKHA
COJIePKATD:

a) TmepeyeHb HuccIeAOBaHHBIX KoMmoHeHToB OO wu cpeasl €ro
(YHKIMOHUPOBAHMS C YKa3aHUEM HAaUMEHOBAHUI U BEpCU MPOTpaMM,
a TAK)K€ YCTaHOBJICHHBIX OOHOBJICHUHN O€3011aCHOCTH;

0) mepeuyeHb 0a3 JaHHBIX YA3BUMOCTEH, MO KOTOPBIM ITPOBOIMIICS
TIOMCK;

B) pe3yJbTaThl aHalIKW3a, BBIIOJIHEHHOTO JUIS TIOMCKa CIOCOOOB,
KOTOPBIMHU TIOTEHIIMAJIBHO MOKET ObITh HapyIieHa peanu3anus OTh;

r) UJIEeHTU(PUKAITNIO MPOaHAJIU3UPOBAHHBIX MpEeINoJIaraeMbIxX
YSA3BUMOCTEW;

1) TIepeueHb BBISBICHHBIX YSA3BHUMOCTEH, OICHKY CTCICHU WX
KpuTUIHOCTH. OIEHKY KPUTHYHOCTH YSI3BUMOCTEH PEKOMEHIYETCS
ompenensaTh B cooTBeTcTBHM ¢ Meroamkoil Common Vulnerability

Scoring System (CVSS);
€) PEeKOMEH/IAIINY 110 YCTPAHCHHIO BBISBIICHHBIX YS3BUMOCTEH;
) CBEJICHUS 00 YCTpaHCHHH OOHAPYKEHHBIX YSI3BUMOCTEH;

3) MEMOHCTPAIMIO JUIS BCEX BBISBJICHHBIX YSI3BUMOCTEH, 4TO HH OJIHA
U3 HUX HE MOXET OBbITh HUCIOJIb30BaHAa B MPEIIOJaraeMoil cpene
dbyunkuonuposanus OO.
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PesyabTaTrel  aHamm3za  ysa3BUMOCTeH OUEHIIMKOM  I0JI5KHbI
opopmasaThes NMPOTOKOJIAMU aHaJIM3a YS3BUMOCTEH,
nognuchiBaeMbiMu  OlEeHIIMKAMH —  HENOCPeACTBEHHBIMH
HCHOJHUTEJAMHU pa3padorkn OO u JuIaMHM, YYaCTBOBABUIUMH B
ero NnpoBepKe, ¢ OTPa)KeHHEM B IMPOTOKOJIE CBeJeHMH 0 Jare
Meponpusitusi, npoBepeHHol  4Yactu OO,  BBIABJIEHHBIX
YA3BUMOCTAX M HHBIX JAedexkrax (IpU HAJIUYHUH), MOBTOPHOM
koOHTposie OO ¢ mnoATBep:KIeHHEM YCTPAHEHUSI BbISIBJIEHHbBIX
yA3BUMOCTeH, AedeKToB.

1. Ot4er 0 TECTUPOBAHUU HA IPOHUKHOBCHHUE NO/IZKCH COAECPKATD:

a) OIMMCaHUC HadaJbHBIX YCJIOBI/Iﬁ HCCICAOBAHHUA H IIOCTAHOBKY
3aJa4u,

0) omucaHWe TOCJIEI0BATEIHPHOCTH JACHCTBHM, KOTOpPHIE NMPUBOJIUIN K
BBISBJICHUIO  YA3BUMOCTEM WM  HU3MEHEHHUIO  BO3MOXKHOCTEH
UCCIEOBATEIsA, a TakKe pemeHus o0 OTKa3e OT BBINOJHCHHS
3alpallIuBaEeMbIX JICHCTBUM;

B) OIIMCaHUC BBIABJIICHHBIX y}ISBHMOCTeﬁ, OOCHKY CTCIICHH HX
KPUTUYHOCTH,

I') PEKOMEHJAllMU N0 YCTPAaHEHUIO BBISBIICHHBIX YS3BUMOCTE;

1) CBeJIeHUsI 00 YCTPAaHEHUH YS3BUMOCTEH.

DJIEMEHTHI IEUCTBUM OICHIINKA

AVA_VAN.5.1E

AVA_VAN.5.2E

OuEeHIIUK JTOHKEH TMOJTBEPIUTh, YTO WH(OpMAaIMs, MpeCcTaBICHHAS
3asBUTENIEM B JIOKYMEHTUPOBAHHBIX MaTepualiax, yJAOBJIETBOPIET BCEM
TpeOOBaHUSIM K COJEP)KAHHUIO U MPEJCTABICHUIO JIOKYMEHTHPOBAHHOM
uH(bOopMaInH, W3J105KEHHBIM B

AVA_VAN.5.1C,

Or1eHIMK TOHKEH BBITIOJHUATH TIOUCK MH(OpMAIuK B 00IIEIOCTYITHBIX
WCTOYHUKAX, YTOOBI MICHTU(PHUITMPOBATH TOTCHIIMAIBHBIE YSI3BUMOCTH

B OO.
3amMeyaHusi MO MPUMEHEHHUIO:

Ilomck wu mposepka ycrpanenuss B OO wm  cpemax ero
(YHKUMOHUPOBAHUS M3BECTHBIX (MOATBEPXKIICHHBIX) YS3BUMOCTEH (B
TOM YHCIE YSI3BUMOCTEH «HYJIEBOTO JIHS») MPOBOJUTCA IO
pe3ynbTaTaMm aHajin3a OOIIeOCTYMHBIX MCTOYHHUKOB MH(pOpMaLUU 00
YSI3BUMOCTSIX.

CooOmieHuss 00  ysA3BUMOCTSIX ~ MPOTPaMMHOrO  OOecredeHus
PEKOMEHAYETCS MOJIy4YaTh U3 PA3INYHbIX HCTOYHUKOB, TAKUX KAK:
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a) 0a3a JaHHBIX YSI3BUMOCTEHl B COCTaBe OaHKa JaHHBIX yrpo3
oe3omacHoctu nHpopmaiuu @PCTIK Poccun (www.bdu.fstec.ru);

0) yBemomienuss lleHTpa MOHUTOpMHTra W pearupoBaHUs Ha
KOMITBIOTEPHBIE aTaku B KpenuTHO-(huHaHCcOBOUM chepe banka Poccun
(®unllEPT banka Poccun);

B) yBeJAOMJIEHUS, NyOJuUKyeMble I[EHTpaMH pearupoBaHUs Ha
KOMIIBIOTEpHbIE MHUUJEHThl (Hanmpumep, yBegomuienus CERT),
IUIATe)KHBIMU ~ CHUCTeMaMH  (HampuMmep, YBEJAOMIJICHUS IUIATEXKHOM
cucteMbl VISA), mpou3BOIUTENSIMU TEXHMYECKHMX WU MPOTPAMMHBIX
cpeAcTB (HampuMep, yBeaomiieHus komnanuu Oracle);

I') YBEIOMJICHHS, IMyOJIMKyeMble B OOINEIOCTYNMHBIX 0a3ax JaHHBIX
yS3BUMOCTEH, a Tak)Ke paclpocCTpaHseMble IO TMONUCKe (HarmpuMmep,
www.cve.mitre.org);

1) coobmenus 06 ys3sumoctsax B III10, HampaBisemble CTOPOHHUMU
crennanucramu B aapec opranuzauun bC Poccuiickoit dexnepanu
WIA MyOJIMKyeMble UMH B OOIIEJOCTYIHBIX HCTOYHUKAX, JJIS YEro
PEKOMEHIyeTCsl TpeaycMaTpuBaTh CHOCOOBI ONEPATUBHOM CBSI3U C
COOTBETCTBYIOIIMMU crieruanuctaMu opranmsauun bC Poccuiickon
Oenepanuy;

e) uHpopmanus 00 MHIUACHTAX 3alIUThl MH()OPMALMU HAMNpPaBIAETCS
MIOCPEICTBOM  TEXHHYECKOW wHPpacTpykTypsl banka Poccum —
aBTOMATHU3MPOBAaHHOW CHUCTeMBl O00paOOTKM WHIHIAEHTOB LleHTpa
MOHHUTOpPUHTA M PEarnpoBaHUs Ha KOMIBIOTEPHBIC aTaKW B KPEAUTHO-
¢dbunancoBoil chepe [lemapramenta wHGOPMAIMOHHON 0€30MaCHOCTU
banka Poccun (ACOU ®unlIEPT).

B kadecTBe MNOTEHIMANBHBIX MJOJKHBI OBITh TAaKXE PacCCMOTPEHBI
U3BECTHBIE (MOJITBEPK/ICHHBIE) YSI3BUMOCTH, BBISIBICHHBIE B OTJIMYHBIX
ot ceptudunupyemsix Bepcusix 00, a taxxe ogHoTumHBIX OO.

[Touck wmHpOpMAIUU O MOTEHIMATBHBIX YSI3BUMOCTSIX HEOOXOIUMO
COCPEIOTOYUTh HAa MCTOYHHUKAX, B KOTOPBIX COAEPKUTCA MHPOpMaLIUS
00 ogHotunmHOM ¢ OO NPUKIAAHOM MNPOrPaMMHOM OOECIEYEHHH, a
TAaKK€ Ha MCTOYHUKAX, COJEp)KAIIMX HH(POPMALKIO O THIIOBBIX
ySI3BUMOCTSIX, OIIMOKAaX, HEJOCTAaTKaX S3bIKOB IMPOrpaMMHUPOBaHUS,
ucrnoyib3yembix mpu pazpabotke OO. Pe3yabTaToM Takoro mMoucCKa
SIBJISIETCSI BBISIBJIEHHE BCEX BO3MOXKHBIX CIIOCOOOB, KOTOPBIMU MOXKET
ObITh HapyllleHa peanu3aluus (QYHKIMOHAIBHBIX BO3MOXHOCTEH
oezonacnoctu OO.
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B xauecTBe HCTOYHMKOB MH(POPMAIIMK O MOTEHIUATBHBIX YSA3BUMOCTSIX
HapsAy C JOKYMEHTAlUeW 3asBUTEINS JODKHBI pacCMaTpPUBATHCS Oa3bl
JAHHBIX YSI3BUMOCTEH U Yrpo3 0e30MacHOCTH MH(POpPMAIUU, BKIIOYAS
O6mmit nepedenp HemoctatkoB (CWE), OOmuii mepeueHs 11abjIoHOB
atak (CAPEC), pacchuiku u GpopyMbl 10 0€30MaCHOCTH, «XaKEPCKUE
dbopymbl B cetu IHTEpHET, B KOTOPBIX cO00IIaeTcsi 00 ysA3BUMOCTSX B
KOHKPETHBIX TEXHOJIOTUAX U aTakaxX Ha 3TH TEXHOJOTHH.

OueHnmKy  HE  CleAyeT  OrPaHMYMBATBCA  PACCMOTPECHHEM
o0mme0CcTyTHOM MH(POPMAIIUK BBHIMICYITOMSHYTBIX HCTOYHUKOB, €My
CIeIyeT pPaccMOTPETh JIO0YI0 IPYTyH JOCTYIHYIO HH(OPMAIIUIO,
UMEIOIYI0 ~ OTHOomleHWe K  ys3BuMocTsiM OO  wumum  cpensl
¢dbynkuronupoBanuss OO mpu MX HMCHOJB30BAaHUM B TPENICTABICHUU
peammzanuun ~ OO.  Ilpouecc  uaeHTUUKAMU  TPOOJIEMHBIX
KOHCTPYKIIUH MOKET OBbITh UTEPALMOHHBIM (TIOBTOPSIOIIUMCS), T.€.
uACHTUUKAIKS OAHOM TPOOIEMHOM KOHCTPYKITUU MOXET MPUBECTH K
UACHTU(UKAINK IPYTO MPOOIEMHON KOHCTPYKIIMH, KOTOpasi TpedyeT
AJILHEUIIIET0 NCCIIEIOBAHU.

B cnywae oOnapyxenus B OO mnOpUrogHBIX JUIsi HCIHOJIB30BAaHUS
U3BECTHBIX YSI3BUMOCTEH CepTU(DUKAIIMOHHBIE UCTIBITAHUSI MOTYT OBITh
MPOJIOJKEHBI TOJBKO MOCIIE UX YCTPAHEHUS Pa3pabOTUYUKOM.

OueHIIUK [OMKEH NPOBECTHM HE3aBUCUMBIA METOJMYECKUNA aHaJu3
ysa3BuMocter OO ¢ HCHOJIb30BAaHHEM JOKYMEHTAllMM PYKOBOJCTB,
dbyHkuuoHanbHOM  cnenudukanuu, npoekta OO,  onucaHus
ApXUTEKTYphl 0€30MacCHOCTH M MPEACTABICHUS pealu3aluu, 4TOObI
UACHTU(UIIMPOBATH OTEHIHAIbHBIE ysi3BUMOCTH B OO.

3ameuyaHus MO0 NPUMEHEHHUIO:

He3zaBucumblil METOIMUECKHAN aHATU3 YA3BUMOCTEN JOJDKEH BKIIFOYATH
BBISIBJICHHE THUIIOBBIX OIIMOOK MPOrPaMMHPOBAHHS U MHBIX JIE(PEKTOB,
MPUBOJSIIMX K BOBHUKHOBEHUIO YA3BUMOCTEH. [Ipu 3TOM BBISBICHUIO
MOJJIEKAT YA3BUMOCTH KOJAA U YsI3BUMOCTH KoHpurypanuu OO.

Nnentudukanus NOTEHIUATBHBIX YSI3BUMOCTEH MpeayCMaTpUBAET
dbopMupoBaHUE MEpPEUHs MPEINojIaraéMbiX, HO HE MOATBEPKICHHBIX
ysa3eumocter B OO 1o pe3ynbTaram HMCCIEAOBAHUN JTOCTYIHBIX
JTOKYMEHTHUPOBAHHBIX MaTepUajioB M MCTOYHUKOB HHPOpMauu 00
yS3BUMOCTSIX. [IpeamnosioxkeHruss OCHOBBIBAIOTCS Ha  JIOMYCTHUMBIX
CIIEHapHsIX peain3aluu yrpo3 0e30MacHOCTH MH(OpMAIUU B 3aJaHHBIX
cpenax ¢pynkuuonuposanus OO.
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OueHIIMK JOJKEH BBIMOIHUTH KOHTPOJIb HHPOPMAIIMOHHBIX 00EKTOB
Pa3IUYHBIX TUIIOB (HAmpUMeEp, JIOKAJbHBIX MEPEMEHHBIX, TNI00AIBHBIX
MEPEMEHHbBIX, BHEIIHUX [I€PEMEHHBIX U T.IL.).

C »oTOl 1enpl0 OICHIIMK JOJDKEH HCCIe0BaTh MPEACTABICHHYIO
JOKYMEHTAITMI0 HWHCTPYMEHTAIBHBIX CPEICTB PpPa3pabOTKH, YTOOBI
clenaTh 3aKIIOYEHHE O TOM, HMEIOTCS JIU B OIPEACTICHUH S3bIKa
IPOTrPaAaMMHUPOBAHHS MMPOOJIEMHBIE KOHCTPYKIIUH, KOTOPHIE MOTYT OBITh
IPUMEHEHBI K HHPOPMAIMOHHBIM 00BbeKTaM. B kadecTBE MCTOYHHKOB
uHbOopMaIuu 0 POOIIEMHBIX KOHCTPYKITUSIX SI3BIKA
POrpaMMHUPOBAHKS, KOTOPBIE  MOTYT  OBITh  NPUMEHEHBI K
UHPOPMAITMOHHBIM 00BEKTaM, Hapsay C JOKYMCHTAIlUCH 3asBHTEIS
JOJDKHBI TaK)XKE€ pacCMaTpUBaTHCS 0a3bl JaHHBIX YSA3BHUMOCTEH M yrpo3
6e3omacHocTu MH(popmaluu, BkiItodas OOl nepeueHb HeJJOCTaTKOB
(CWE), Obmuii nepeuenp madionoB atak (CAPEC), pacceuiku u
dbopyMbI 110 0€30MMaCHOCTH, «XaKepckue» GopyMbl B ceTu MHTEpHET, B
KOTOPBIX CO00IIaeTcs 00 ysI3BUMOCTAX B KOHKPETHBIX TEXHOJOTUSX U
aTakax Ha »JTH TEXHOJOTMU. B KadyecTBe Takux NPOOIEMHBIX
KOHCTPYKITUH, KOTOPBIE MOTYT OBITh MPUMEHEHBI K WH()OPMAITMOHHBIM
o0OBeKTaM,  MOTYT  BBICTyNaTh, HANpuUMep, Npeodpa3zoBaHUe
WH()OPMAITMOHHOTO O0BEKTAa W3 OJHOTO THMA JJAaHHBIX B JPYTOH,
UCIIOJIb30BAaHUE TICEBJOHMMOB (aJIbTCPHATHBHBIX HWMEH, KOTOpPBIC
TIO3BOJISIOT CCHUIATHCS HA OJIHY M TY K€ YacTh NMaMSATH Pa3IUYHBIMU
criocobamm), ykazaTenei (CChUIOK) Ha MPOU3BOJIbHBIE 00JIACTH MaMSATH,
UCIOJIb30BAHUE CTEKa JUIsl TIepeaaun PaKTUYECKUX MapaMeTpOB MEKIY
GyHKIMOHATBHBIMA OOBEKTAMU, JUHAMHUYECKOE BBIJICICHUE MaMSITH
nH(OPMAITMOHHBIM 00BEKTaM H T.II.

OueHnMK JO0JDKEH HCCIEA0BAaTh MPEJACTABICHUE pealu3allii, C TeM
qTOOBI CJelaTh 3aKJIIIOYEHHE O TOM, 4YTO JIH00OE MCIIOJIL30BaHUE
IPOOJIEMHBIX KOHCTPYKIIHI SI3BIKA MIPOTPaMMUPOBAHUS
IMPUMCHHUTEIIPHO K  HMH(POPMAIMOHHBIM  OOBCKTaM HE  BHOCHT
ysi3BUMOCTEeH. OILEHIIUKY CJIeAyeT TakKe YJAOCTOBEPUTHCS, UTO
KOHCTPYKIIMHU, HE MPETYyCMOTPEHHBIE COOTBETCTBYIOUIUM CTaHAApPTOM
S3bIKa TMPOTPAMMHUPOBAHUS, HE UCIOIB3YIOTCS B TMPEICTABICHUU
peanu3aluu.

OneHIIMK JOJDKEH TaKXKe CcJiejaTh 3aKII0YeHHE O TOM, 4YTO BBOJ
JAHHBIX TOJIb30BaTesieM obpabarteiBaercss ®BO TakuMm crmocobom, mipu
kotopoM ®BO 3amnuiieHsl OT BHECEHUS B HUX UCKAKEHUH BBOJUMBIMU
JNaHHbIMU. CleayeT OTMETUTh, uTO YacTh OO, KOTOPhIE HE OTHOCSTCSA K
®BbO, MOryT He uCCIeIoBaTbCs, €CJIM OLEHIIMKOM IPOBEIACHO
000oCHOBaHUE OTCYTCTBUS UX BiMsiHUSA HAa DBO.
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Pesynbrarom uaeHTUPUKALUUA MOTEHIIMANBHBIX YSA3BUMOCTEH JOJHKEH
ObITh TEpeYeHb MOTEHIHMAIbHBIX YSI3BHUMOCTEH, KOTOpBIE SIBISIOTCS
IPEIMETOM TECTUPOBAHUS NPOHUKHOBEHUS M npumeHumbl k OO. U3
paccMOTpeHHsI MOTYT OBITh MCKIIIOYEHBI MOTEHLIUATIbHBIE YSI3BUMOCTH,
JUIsL  KOTOPBIX  OOOCHOBAHO, UYTO  HCIOJb3ye€MblE B  Cpeje
(GYyHKUMOHUPOBAHUS  MEpbl  3alIUThl  MH(OpPMAIMU  HCKJIIYAIOT
BO3MOXHOCTb 3KCIUTyaTaluu (MCIOJIb30BaHUS) 3TUX YSI3BUMOCTEN.

OueHIMK  JOJDKEH TMPOBECTH  TECTUPOBAHWE  NPOHUKHOBEHWUS,
OCHOBaHHOE€ Ha UJCHTU(DHUIIMPOBAHHBIX YSI3BUMOCTSX, YTOOBI C/IENIATh
3akaoueHue o ToM, 4ro OO sBIseTcs CTOMKHM K HamaJCHUSIM,
BBITIOJTHSIEMBIM HapYIIUTENIEM, 00JIaIafOIMM BBICOKMM IOTEHIIMAIOM
HamaJcHus.

3amevyaHus MO0 NPUMEHEHHUIO:

TectupoBaHre NMPOHUKHOBEHMS JOJDKHO MPOBOJAUTHCS OTHOCUTEIBHO
BCEX HUIACHTU(GUIIMPOBAHHBIX MOTEHIMAIBHBIX ys3BUMocTedl B OO u3
COCTaBJIEHHOT'O TIEPEYHS.

JU1st TecTUPOBaHNs IPOHUKHOBEHHUS pa3paldaThIBAlOTCS TECTHI, KOTOPHIE
JOJDKHBI ~ OXBaThIBaTh BCE€ BO3MOXHBIE JIOMYCTHUMbIE CLEHAapUU
peasi3anuu yrpo3 0e30macHOCTH MH(GOpMAalMK B 3aJaHHBIX Cpelax
dbyukiuonupoBanus OO (mabnonbl aTtak). TecThl NPOHUKHOBEHUS
JOJIKHBI  TIO3BOJISITh  OLIGHUTh BCE BO3MOXKHOCTH HApyIIUTENS IO
JKCIUTyaTaluu (MCTIOJIb30BAHHUIO) UACHTU(UIUPOBAHHBIX
NOTEHUUANBHBIX ysi3BUMocTel B OO.

Haunbonee TmarenbHO MOMKHBI OBITH TMOJTOTOBICHBI W IPOBEICHBI
TE€CThl NMPOHUKHOBEHUS, CBSI3aHHBIC C TECTUPOBAHUEM YS3BHUMOCTEH,
KOTOPBIC MOTCHIIMATILHO MOTYT OBITh HUCTOJIb30BAaHbI HAPYIITUTEIEM IS
00x0/1a, OTKIIOYCHHS] WM TPeonosieHus] (QyHKIMH Oe30macHOCTH,
peanu3yronMx OCHOBHBIE (YHKIHOHAIBHBIE BO3MOKHOCTH OO,
onpeaensiembie BugoM u turiom OO.

JInst kaxmoi uaeHTU()UIIMPOBAHHON MOTEHIIMATBLHON YS3BUMOCTH W3
COCTABJIICHHOI'O CIHMCKa JOJDKHBI OBITh pa3paboTaHbl CHOCOOBI
TECTUPOBAHMS, yuHuThiBaroImue uHTepdeiicel OO, ucnonabzyemble IS
BBINOJIHEHUS (DYHKIMI 0€30MaCHOCTH, ONPEIETIEHBI UCXO/IHbIE JaHHBIE
U YCIOBHUS, KOTOpPbIE HEOOXOAUMBI JUIsl TECTUPOBAHUS, CPEJICTBA
TECTUPOBAHUS, HEOOXOAMMBIEC Ui WHULMMPOBaHUA HHTep(deiicoB, a
TAaK)K€ BO3MOYKHOCTh WCIIOJIB30BaHUs IMPU aAHAJIU3E YA3BHUMOCTEMN
TECTOB, KOTOPBIE BBINOJIHUINCH PAHEE.

Pesynprarel TecTMpOBaHUSA NPOHUKHOBEHHUS JOJIKHBI IOATBEPKIAATH
croiikoctb OO K AEHCTBUSAM HApYILIUTENS C BBICOKUM MOTEHIMAJIOM
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HanajaeHus. Eciau pesynbrarsl nokassiBatoT, uro OO, Haxoasmuicsa B
3aJlaHHBIX ~ Cpelax  (PYHKIMOHUPOBAHMS, UMEET  YSA3BUMOCTH,
IPUTOAHBIE JUISl HKCHOJIb30BaHUsI HapyLIUMTEIEM, II0 KOMIIOHEHTY
JIOBEPHSI B IIEJIOM HE MOKET OBITh BRIHECEHA MOJIOKUTEIbHAS OIICHKA.

PGSYJ'IBTaTBI aHaJlm3a YSIBBI/IMOCTCP'I OoTpaxkaroTca B  OTACJIBbHOM
ITPOTOKOJIC, B KOTOPOM, KAK MUHHUMYM, YKAa3bIBAOTCH:

a) nepevyeHb NpOaHaTU3UPOBAHHBIX HCTOYHUKOB MH(MOPMALIHH;

0) mepeyeHb UACHTU(PUIUMPOBAHHBIX MOTEHUIUAIBHBIX YSI3BUMOCTEH (C
yKa3aHUEM HCTOYHMKAa HMH(POPMALMM, OIMNHCAHHEM, YyKa3aHUEM
NOCJICICTBUA OT MCIHOJIb30BaHUSl HAPYIIMTENEM, MHUHUMAIbHOTO
YPOBHSI KOMIETEHTHOCTH HAPYLIUTEINS JUIsl MOATOTOBKU M peanu3aliiu
ySI3BUMOCTH, BPEMEHH, BO3MOXHOCTU IO JOCTYIy, 00OpYJOBaHUS,
TpeOyeMOoro emy JUisl UCIIOJIb30BAHUS YSI3BUMOCTH);

B) OIIMCAHKUE TECTOB U METOJAUK TECTUPOBAHUS TPOHUKHOBEHUS,
') pe3yJbTaThl TECTUPOBAHUA.
PadoThbI oleHKH

1. IlpoBepsitomiasi opraHu3anus JO0JDKHA BBIIOJHUTH JEUCTBUS B COOTBETCTBUH C
nyHkToM 14.2.5 nanmonansHoro crangapra Poccuiickoit ®enepamnu 'OCT P MCO/M3OK
18045-2013
«MHpopmanonHas TexHonorus. MeTtonbpl W cpeAcTBa obOecrnedyeHHs Oe30MacHOCTH.
MeTtoa050THs OIIEHKH 0€30MacHOCTH MH(POPMAITMOHHBIX TEXHOJIOTUI /ISl HAPYIITUTENS C
BBICOKMM IMOTCHIIMAJIOM HaTaICHHUS.

2. PesynpTarhl aHanmm3a ySA3BUMOCTEM OTpa)XaroTcs B OTJEIBHOM IIPOTOKOJIE, B
KOTOPOM, KaK MUHHUMYM, YKa3bIBatOTCS:

a) nepevyeHb MpoaHaATU3UPOBAHHBIX HCTOYHUKOB MH(GOPMAIIHH;

0) mepedyeHb HACHTUPHUIIMPOBAHHBIX TMOTCHIMAIBHBIX YS3BUMOCTEH (C yKa3zaHUEM
UCTOYHUKA HH(pOpMAIUU, ONKHCAHUEM, YyKa3aHUEM IMOCIEJACTBHI OT MCIOJIb30BAHUS
HapylIMTEJIEM, MUHUMAJIBHOTO YPOBHSI KOMIETEHTHOCTH HAPYILIUTEINS AJISI TOATOTOBKU U
peanu3anii  ySA3BUMOCTH, BpPEMEHH, BO3MOXXHOCTH TO JOCTyNy, OOOpyJAOBaHMS,
TpeOyeMoro eMy JAJisi HICII0JIb30BaHUSI YSI3BUMOCTH );

B) OIMMCaHUC TECTOB U MCTOJHUK TCCTUPOBAHUA IIPOHNUKHOBCHUA,

I') pe3yabTaThl TECTUPOBAHMUSL.

7.2.7. Ilopnep:xka nosepusi (AMA)
AMA_SIA_EXT.3 Ananu3 Biausinust 00HOBJIeHUi Ha O0e3onmacHocTL OO0
3aBUCUMOCTH: OTCYTCTBYIOT.

DJIeMEHTHI ISUCTBUHN pa3paboTUHKa
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Pa3paboTymk A0DKEH MPEICTaBUTh MaTepuabl aHAIn3a BIUSHUS
o0OHoBJIeHUI Ha Oe30mmacHocTh OO.

DJIEMEHTBI COJEPKaHUA U MPEJICTABICHUS JOKYMEHTUPOBAHHBIX MAaTEPUAJIOB

AMA_SIA_EXT.3.1C

AMA_SIA_EXT.3.2C

Martepuanbl aHanu3a BIUSHUS 00HOBIEeHUN Ha O6e3onmacHOoCcTh OO
JOJKHBI COJIEPKATh KPAaTKOE OMHCAHUE BIUSHUSA OOHOBJICHHI Ha
3b, peamuzamuio OO (QyHKIHOHANBHBIX BO3MOXKHOCTEH WU
JOTUYECKOE  OOOCHOBAaHHWE  OTCYTCTBUS  TAaKOTO  BIIMSHMS,
NOATBEPKICHUE YCTPAHEHMS YSI3BUMOCTH (YysA3BUMOCTEH), Ha
YCTpPaHEHHE KOTOPOM (KOTOPBIX) HANPABJIEH BBIMYCK JAAHHBIX
O0OHOBJIEHUH, M HEBHECEHUs UHBIX ysa3BUMocTell B OO.

Marepuainbl aHanu3a BIUSHUS OOHOBIIEHUN Ha OGe3onmacHOoCcTh OO
JUIs  OOHOBJICHHM, BIMSIONIMX Ha 0€30MacCHOCTh, JIOJKHBI
uACHTUPUIIMPOBaTh (PYHKIMU Oe3omacHOCTH, KoMmoHeHThl OO,
Ha KOTOpBIE BIMSIET TaHHOE OOHOBJICHHE.

DJIeMEHTHI IEUCTBUN OLIEHIIUKA

AMA_SIA_EXT.3.1E

AMA_SIA_EXT.3.2E

OueHIIMK  JTOJKEH NOATBEPAUTD, 4TO uHdopmarus,
npeACcTaBICHHAs B JOKYMEHTHUPOBAHHBIX Marepuanax,
YAOBJIETBOPSIET BCEM  TpPEOOBAaHUSIM K  COJCPKAHUID U
MPEICTABICHUIO JOKYMEHTUPOBAHHBIX MaTEPUAIIOB, U3J10KEHHBIM

B AMA_SIA_EXT.3.1C, AMA_SIA_EXT.3.2C.

O1neHNMK A0/HKCH MOATBEPAUTD BIUSHUC (OTCYTCTBUE BIIMSTHUSA)
o0OHoBJIeHUIT Ha Oe3ommacHocTh OO.
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7.3.000cHOBaHNEe TPeOOBaAHMI 0€30MIACHOCTH

7.3.1. O6ocHOBaHUE TPeOOBAHUI 0€30MACHOCTH AJIsl 00bEKTA OLEHKHU

7.3.1.1. O6GocHoBaHMe PYHKIMOHAJBLHBIX TPEOOBAHUI 0€30MACHOCTH 00bEKTA
OIlEHKH

Tabnuna 7.4 — OtobpakeHue PyHKIMOHAIBHBIX TPEOOBaHUI O€30MACHOCTH Ha IEJIH
0e30MacHOCTH

dlalo ] |e
ENNERNER =N RN NE
- = e e
= = = = = =
ORI = - =
CHR- R R
v o v o o v
3| 3| 3| 3|38/ 3
= = (= () [ = ) = [ =
FAU_GEN.1 X
FAU_GEN.2 X
FAU SAR.1 X
FAU SAR.2 X
FAU_STG.1 X
FAU STG.3 X
FAU_STG.4 X
FDP ACC.1
FDP_ACF.1 X
FDP DAR EXT.1 X
FDP ETC.1 X
FDP RIP.2 X
FDP ROL.1 X
FIA_AFL.1 X
FIA_ATD.1 X
FIA_SOS.1 X
FIA_UAU.2 X
FIA_UAU 4 X
FIA_UAU5 X
FIA_UAU.7 X
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dlalo || |o
ElE|lE|E|E|E
RN R = = =
5| 8| 5| 5| 8| 8
(] ] (] ] « <
S| /5| % ¢
el E)le e
= 2 = 2 2 =
5| 3| 5| 3|58/ 3
= = = [ — ) [ — = {

FIA_UID.1 X

FMT_CFG_EXT.1 X

FMT_MEC_EXT.1 X X

FMT_MSA.1 X

FMT_MSA.3 X

FMT_MTD.1 X

FMT_SMF.1 X

FMT_SMR.1 X

FPR_ANO EXT.1 X X

FPT AEX EXT.1 |X | X

FPT_ APl EXT.1 | X

FPT LIB_EXT.1 | X

FPT_TST.1 X

FPT_TUD EXT.1 | X

FTA_MCS.1 X

FTP DIT_EXT.1 X

FDP ITC 1 X

FAU_GEN.1T'enepanusi JaHHBIX ay1UTa

BeinosnHeHne TpeOOBaHMI JAHHOTO KOMIIOHEHTa O00€CHeunBaeT BO3MOXKHOCTh
perucTpalid BO3HUKHOBEHMSI BCEX COOBITUN, CBSI3aHHBIX C BBINOJHEHHEM (DYHKIIHI
6esomacHoctn OO. PaccmarpuBaeMmblii KOMIIOHEHT comocTaBieH ¢ Lensio Ieab
0e30I1aCHOCTH-5 U CIIOCOOCTBYET €€ JOCTUKEHHUIO.

FAU_GEN.2 Acconuanusi naeHTU(PUKATOPA MOJIb30BATEJISA
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Brinonnenne TpeOOBaHMII JAHHOTO KOMIIOHEHTa 0O0ecrneunBaeT BO3MOXKHOCTh
pErHCTpallid BO3HUKHOBEHMSI BCEX COOBITHH, CBSI3aHHBIX C HJAECHTU(OUKATOPOM
MOJIb30BATENsI, KOTOPBIA OBUT HWHUIMATOPOM JTOTO coObITHs. PaccmarpuBaembiii
KOMIIOHEHT comocTaBiieH ¢ 1enbio Ileab 0Oe3omacHocTH-5 U cmocoOcTByeT ee
JOCTHUKECHUIO.

FAU_SAR.1IIpocmotp ayaura

BeimotHeHne TpeOOBaHWIT JTaHHOTO KOMIIOHEHTa O0O0CCTIeUMBAET BO3MOYKHOCTH
npenoctasiaeHus aqmuuauctpaTopy I1I1O Bcewt mHbOpManyy ayiuTa B IOHATHOM TSI HETO
Buze. PaccmaTpuBaeMblii KOMIIOHEHT comocTaBieH ¢ neibio Lleap Ge3omacHocTu-5 u
CIOCOOCTBYET €€ TOCTHKECHHUIO.

FAU_SAR.2 OrpanuveHHBbIH NPOCMOTP ayauTa

BeimosiHeHHe TpeOOBaHW JTaHHOTO KOMIIOHEHTa O0O0CCIICUYMBACT BO3MOXKHOCTH
OTpaHUYCHMS JOCTYIIa II0JIb30BAaTCNIIM K YTCHHUIO 3allMCEeHd ayJuTa, 3a HCKIYCHHUEM
II0JIb30BATEIICH, KOTOPBIM SIBHO IPEAOCTaBIICH JOCTYN Ha 4TeHHUE. PaccMmaTpuBacMbIii
KOMIIOHEHT comocTaBiieH ¢ 1enbio Ileab 0Oe3omacHocTH-5 U cmocoOcTByeT ee
JTOCTHKCHUIO.

FAU_STG.1 3amuiienHoe XxpaHeHue )KypHaJjia ayaura

BeinosnHeHne TpeOOBaHWII JAHHOTO KOMIIOHEHTa O0O0€CneurBaeT BO3MOXKHOCTh
3aIIMTBl  XPAHUMBIX 3allMCeld ayauTa OT HECAHKUMOHHPOBAHHOIO YAAICHUS U
npenoTBpalieHuss Moaudukanuu 3anucel  ayaurta. PaccmaTpuBaemblii  KOMIOHEHT
cornocranJiieH ¢ 1enbio Leab 6e3onacHocTH-5 1 crIOCOOCTBYET €€ JOCTUKEHUIO.

FAU_STG.3 leiicTBus B ciiyuyae BO3MOKHOI MOTePH JaHHBIX ay1UTa

Breinmonnenue TpeOOBaHWI JaHHOTO KOMIIOHEHTa OOECIIEUYHMBAET BO3MOKHOCTh
3alIUThI )KYpHAJIa ayJuTa OT nepenoigHenus. PaccmaTpuBaeMblii KOMIIOHEHT COIMOCTABJICH
c nennto Ileab 6e3o0macHOCTH-5 1 CTTOCOOCTBYET €€ TOCTHKECHHUIO.

FAU_STG.4 IIpenoTrBpainieHue NOTepH JaHHBIX ayIMTA

Bremonnenue TpGGOBaHI/Iﬁ JaHHOTO KOMIIOHCHTA oOecIieunBacT BO3MOKHOCTH
BBITIOJIHEHUS ACUCTBUN, HANIPABJIEHHBIX HA MPEJAOTBPALICHHUE MMOTEPH JAHHBIX ayAUTa IpU
MIEPENOJIHEHUHN KypHAJIa ayauTa. PaccMarpuBaemMblil KOMIIOHEHT COIIOCTaBJIEH C LIEJBIO
Henb 6e30macHOCTH-5 U CIIOCOOCTBYET €€ JOCTUKEHUIO.

FDP_ACC.1 OrpanuveHHOe ynpaBJjeHHe J0CTYIIOM



133

Breinmonnenue TpeOOBaHWI JaHHOTO KOMIIOHEHTa OO0ECIEUYUBAET BO3MOKHOCTh
3aJaHusl TIOJIUTUKUA yIIPaABJICHUS AOCTYIIOM JJIS ONPEEICHHOTO MOJAMHOXKECTBa (CIHUCKa,
qucia) OIepaluii, BBIMOJHACMBIX CyObEKTaMH JOCTyNa IO OTHOIICHHIO K OO0BEeKTaM
noctymna. PaccMarpuBaemblii KOMIOHEHT corocTaBiieH ¢ 1enbto Ilean 6e3onmacHocTu-1 u
CIIOCOOCTBYET €€ JOCTHXKEHHUIO.

FDP_ACF.1 YnpasJ/ieHue 10CTYyNIOM, OCHOBAHHOE HA aTPUOyTaX 0€30MaCHOCTH

BreimostHeHne TpeOOBaHW JTaHHOTO KOMIIOHEHTAa O0O0CCTICUMBACT BO3MOXKHOCTH
OCYIIECTBIICHUS YIPAaBIEHUS MOCTYNoM K oObekTaM goctyna OO Ha OCHOBE CIHCKOB
yIOpaBJICHUsI JTOCTYyNOM. PaccmaTpuBaeMblii KOMIIOHEHT COIOCTaBjieH c Ienbio Ilean
0e30macHOCTH-1 1 CIOCOOCTBYET €€ TOCTHKECHHUIO.

FDP_DAR_EXT.1 llIuppoBanue 3amuinaeMoi HHPOPMALUH NPUIOKECHUS

Broinonnenne  TpeOGOBaHMII  JAHHOTO  KOMIIOHEHTa  00O€CIEeYMBAET  3aIUTY
3amu@aeMoil nHdopMaluu Mpu XpaHeHun U 0opaboTke. PaccmarpuBaemMblii KOMIIOHEHT
comocranJiieH ¢ 1enbio Leab 6e3onacnocTi-3 1 criocoOCTBYET €€ JOCTUKEHUIO.

FDP_ETC.1 JkcnopTt 7aHHBIX M0JIb30BaTe/Isl 0e3 aTpudyTOB 0€3011aCHOCTH

BeimonHenne TpeOOBaHWI JAaHHOTO KOMIIOHEHTa O0O0ECTIeYMBAET BO3MOXKHOCTH
OCYILIECTBJIEHUSI KOHTPOJISL JAHHBIX TpH 3KkcriopTe koMmrnoneHTam [1I10. PaccmarpuBaeMblii
KOMIIOHEHT conocTtaBiieH ¢ uenbto Ileab 0Oe3omacHocT-4 U CHOCOOCTBYET €€
JTOCTUKEHUIO.

FDP_ITC_1 UMnopTt naHHBIX M0JIL30BaTe/Isi €3 aTpudyTOoB 0€30MaCHOCTH

Breinmonnenue TpeOOBaHWI JaHHOTO KOMIIOHEHTa OOECIEUHMBAET BO3MOKHOCTh
OCYILIECTBJICHUS  KOHTPOJISI  JaHHbIX Tpu wumnopte u3 kKommnoneHTtoB [II1O.
PaccmarpuBaemblii  KOMIIOHEHT comnoctaBieH c¢ 1enbio Leab 0Oe3omacHocTu-4 u
CIIOCOOCTBYET €€ JIOCTUKECHHUIO.

FDP_RIP.2 [TosiHas 3a1UTa 0OCTATOYHOM MH(pOpPMAIUK

Brimonnenne TpeOOBaHUI JAHHOTO KOMIIOHEHTAa OOECHEeYMBAET  HEAOCTYITHOCTD
colepKaHusl BCEH OCTaTOYHOW WH(MOpMAaIuu JOOBIX pecypcoB, KoHTpoaupyembix OO,
IpU paclpelieieHu WM OCBOOOXIEHUH pecypca. PaccmaTpuBaembiii KOMIOHEHT
comocTasiieH ¢ 1enbio Heab 6e3omacHocTH-3 U CIOCOOCTBYET €€ JOCTHKECHHUIO.

FDP_ROL.1 ba3oBblii oTKaT

BeinosnHeHne TpeOOBaHMII JAHHOIO KOMIIOHEHTa O0O0€CHeurBaeT BO3MOXKHOCTh
BOCCTAaHOBJIEHHS pecypcoB B ciaydae cO0eB M OLIMOOK, BO3HHMKAIOUIMX IpH
¢yukunonupoanun OO. PaccmarpuBaemblii KOMIIOHEHT corocTaBieH ¢ uenbio Leab
0e3onacHocTH-1 1 cIOCOOCTBYET €€ JOCTUKEHMUIO.



134

FIA_AFL.1 O6padoTka 0TKa30B ayTeHTHPUKATMHT

Beimoninenne TpeOOBaHWMM JIaHHOTO KOMIIOHEHTa OOECIeYMBaeT OrpaHUYCHUE
MOMBITOK MPOWTH  TPOUENYypY AayTeHTHPUKAIUM JUIsl  JIMI, HE  SBJISIOIIUXCS
YIIOJJTHOMOYEHHBIMU  TOJB30BaTENSIMA. [IpM  TOCTHIKEHMH  ONPENENEHHOr0  4Yucia
HEYCIEIIHbIX TOMBITOK ayTeHTUukauu HekoToporo ywmima OO npeAnpUHUMAIOTCS
JNCUCTBUS, HANpPABIICHHbIE HA JaJbHEWINIEE NPEAOTBPAIICHUE MOMBITOK JOCTyIa CO
CTOPOHBI JAHHOTO JIMIA, OTPAaHUYEHHbIC BPEMEHHBIM HHTEPBAIOM. PaccMarpuBaembiil
KOMIIOHEHT comnocTaBjieH ¢ 1einbto Ileab 0Oe3omacHocTM-6 U CHoCOOCTBYeT ee
JTOCTUXKECHUIO.

FIA_ATD.1 Onpenesnenne aTpudyToB M0J1b30BaTEJIA

Brinonnenne TpeOOBaHUU JTaHHOTO KOMIIOHEHTa 00ecleurBaeT MOAJIEpKaHUe IS
Ka)KJIOTO TOJIb30BaTENsl (WJIM APYTUX YIMOJHOMOYEHHBIX HIACHTU(GUIIMPOBAHHBIX POJICH)
CIIUCOK aTpuOyTOB Oe3omnacHOCTH. PaccMaTpuBaeMblii KOMIIOHEHT COIOCTaBJIEH C LEJBIO
Hean 6e3onacHocTH-6 1 CIOCOOCTBYET €€ JOCTUKEHUIO.

FIA_SOS.1 Bepuduxanusi cekpeToB

Brimoninenne TpeOoBaHWK JTAHHOTO KOMIIOHEHTAa OO0ECNeYMBAeT MPEIOCTABICHUE
MeXaHu3Ma I BepU(UKAIIMU COOTBETCTBHUS MApOJiel OMpeNeIeHHBIM TPEeOOBAHUSM.
PaccmarpuBaemblli KOMIIOHEHT comocTaBieH ¢ 1enbio  Lleab 0Oe3omacHocTH-6 o
CIOCOOCTBYET €€ JOCTHXKECHHUIO.

FIA_UAU.2 AyrenTuduramnus 10 J00bIX AeiCTBUII M0JIb30BaTe/Is1

Brinonnenue TpeOOBaHUN JAaHHOTO KOMIIOHEHTAa OOECIeUMBAET AyTCHTH(HUKAIUIO
CyObeKTa JOCTYIa JI0 BBIMOJHEHMS JIFOOBIX JACHCTBHM MO JOCTYIY B WH(POPMAIIMOHHYIO
CHUCTEMY WM TPHUBUIIETUPOBAHHOTO CYOBEKTa JOCTYIa JO0 BBITIOJHEHHS JEHCTBUHN 10
yopaBieHutro OO. PaccmaTpuBaemblii KOMIIOHEHT coOmoOcTaBiieH ¢ uenbto  Lenas
0e30MacHOCTH-6 1 CTIOCOOCTBYET €€ JIOCTHKCHHIO.

FIA_UAU.4 Mexaun3mbl 0JHOPa30BOii ayTeHTH(PUKAIUT

Boinonnenue TpeOOBaHMII JAaHHOTO KOMIIOHEHTa MPEJOTBpPALIAET IMOBTOPHOE
NpUMEHEHUE  ayTeHTH(PUKAMOHHBIX  JaHHBIX.  PaccmarpuBaemblii  KOMIIOHEHT
comocTanJieH ¢ 1enbio Lleab 6e3omacHocTi-6 1 criocoOCTByeT ee JOCTHIKEHUIO.

FIA_UAU.5 Coueranne MexaHu3MOB ayTeHTHQUKALNH

BeinonHeHnne TpeOOBaHMI JAHHOTO KOMIIOHEHTa O0O0ECHEeYMBAET BO3MOXHOCTD
BBINIOJIHEHUS ayTEHTU(PUKALUUA C UCIOJIH30BAHUEM COYETAHUS PA3JIMYHBIX MEXAHH3MOB
ayreHTUQuKauuu. PaccMarpuBaemblii KOMIIOHEHT comocTtaBieH ¢ uensio  Ileasb
0e30macHOCTH-6 1 CIIOCOOCTBYET €€ JOCTUKEHHUIO.
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FIA_UAU.7 AyrenTuduxkanus ¢ 3aiiuiieHHoii 00paTHOM CBA3bI0

Beimoninenne TpeOOBaHWI JTaHHOTO KOMIIOHEHTa OOECleYMBaeT UCKIIOUYCHUE
OTOOpaKEeHUS JEHCTBUTEIHHOTO 3HAYCHHS ayTeHTU(UKAIIMOHHOW WHGOpMAIMK TIPU €e
BBOJIC IIOJIb30BATEIEeM B JUAlIOroBoM wuHTepdeiice. PaccmarpuBaeMblii KOMITIOHEHT
comocTasiieH ¢ 1enpio Leab 6e3o0macHocTH-6 1 cIOCOOCTBYET €€ JOCTHKECHHUIO.

FIA_UID.1 Bbioop MoMeHTa naeHTHPUKAIIMA

Boinonnenue TpeOOBaHMII JAaHHOTO KOMIIOHEHTa OOECIEYMBAET BBIMOJIHEHUE
OTPENCIICHHBIX JCHUCTBUM 0 HWICHTU(UKAIIMK TMOJb30BaTens. PaccmaTpuBaeMblid
KOMIIOHEHT comnocTaBjieH ¢ 1enbtio Ileab 0Oe3omacHocTH-6 U crmocoOcTByeT ee
JIOCTHKEHHUIO.

FMT_CFG_EXT.1 Konpurypanus 0e30acHOCTH 110 YMOJIYAHHUIO

BrinonHeHne TpeOOBaHMN JAHHOTO KOMIIOHEHTa OOECICUMBAET MPEAOCTABICHHE
YIOJHOMOYCHHBIM II0JIb30BATCIISIM TOJBKO OTpaHWYeHHON ¢yHKIHoHanbHOCTH OO 1pH
ero KOH(HUIypupOBaHUU MO YMOJIYaHHIO. PaccMaTprBaeMblii KOMIIOHEHT COIIOCTABJIEH C
nennio Lleab 6e3omacHoCcTH-2 U CTIOCOOCTBYET €€ IOCTHKCHHIO.

FMT MEC_EXT.1 Iloaaep:xuBaemMblii MeXaHU3M KOH(pUTypanumn

Beimmonnenne  TpeboBaHMII  aHHOTO  KOMIIOHEHTa  OO€CleYMBaeT  3allUTy
KOH()UTypallMOHHBIX JaHHBIX, Haxojsaummxcs noj ynpasieHueM OO. PaccmarpuBaemblii
KOMIIOHEHT comocTaBieH c¢ 1enbio Lleab 0e3omacHocTH-2 W CIOCOOCTBYET €€
JNOCTHKEHUIO.

FMT_MSA.1 Yupasienue arpudyramu 0e301acHOCTH

Breinmonnenue TpeOOBaHMIT JaHHOTO KOMIIOHEHTa OOECIeYMBaeT BO3MOXKHOCTD
MOAUGUIIMPOBATE aTPpUOYThI OE30MACHOCTH B MPaBWIAX MOJUTUKH YIIPABICHUS JOCTYTIOM
TOJIBKO YTIOJTHOMOYEHHBIM UACHTU(PUIIMPOBAHHBIM posisiM. PaccMaTpruBaeMblii KOMIIOHEHT
comocraniieH ¢ 1enbio Leab 6e3onacnocT-1 u criocoOCTByeET ee JOCTUKEHUIO.

FMT_MSA.3 Ununuanu3anusi CTAaTHYECKUX aTPUOYTOB

Boinonnenue TpeOOBaHWII JaHHOTO KOMIIOHEHTa OOECMEYMBAET BO3MOXKHOCTD
ONPENECICHNS NPABWI MOJIUTHUKN YIPABICHUS AOCTYNOM, KOTOPYIO JOJKEH HACIEIO0BATH
atpuOyT Oe3omacHOCTH. PaccMaTpuBaeMblii KOMIOHEHT comocTaBieH ¢ 1enbio Llenn
0e30macHOCTH-1 1 CITOCOOCTBYET €€ IOCTHKEHUIO.

FMT_MTD.1 Ynpasienue nanapimu @50

BoinosniHeHne TpeOOBaHUN JAHHOTO KOMIIOHEHTAa MPEJOCTABISIET BO3MOXXHOCTb
3ampoca M J00aBieHUS JNaHHbIX KOMHOHEHTOB OO M JaHHBIX ayAuTa, 3ampoca H
MoupuKauuu Becex mpourx AaHHeIX OO, a Takke BHECEHHUS HOBBIX IPaBUJI KOHTPOJIS
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TOJILKO aJMUHUCTpaTOpy. PaccmaTprBaeMblii KOMIIOHEHT coIocTaBiieH ¢ 1enpio Lleab
0e3omacHocTH-1 1 cr1ocOOCTBYET €€ JOCTUKEHUIO.

FMT_SMF.1 Cneunpukanusi GyHKuuii ynpabJjieHus

Brimonnenne TpeboBaHUi JaHHOTO KOMIIOHEHTa oOecreunBaeT Hamuune y OO, kak
MUHUMYM, (YHKIHA YOpaBiI€HUS PEKUMOM BBINOTHEHUS (YHKIMA O€30MacHOCTH U
¢ynkuuii ynpasinenus nanHbiMu @BO. PaccmarpuBaemblii KOMIIOHEHT COIOCTaBIIEH C
uenbto Heab 6e3onacHocTi-1 1 crnocoOCTBYET €€ JOCTUKEHUIO.

FMT_SMR.1 Posu 6e3onacHocTH

Brinonnenue TpeboBaHUN JaHHOTO KOMIIOHEHTa 0OECIIeYnBaeT MOJepKaHue posieit
0€30IMacHOCTH U UX accolanuu. PaccMaTtpuBaeMblii KOMIIOHEHT COIIOCTaBJICH C IIEJIbIO
ean 6e3omacHocTH-1 1 CITOCOOCTBYET €€ TIOCTHIKESHHUIO.

FPR_ANO_EXT.1 Coraacue mnoJib3oBatesieii Ha 00pa00TKY MepCOHAJIbHBIX
NAHHBIX (MAEHTH(PUKANMOHHON HHGOPMALIMH)

Brimonnenne TpeOoBaHMN JaHHOTO KOMIIOHEHTa o00s3bpiBaeT OO 3ampaivBarh
corjacue TOJIb30BaTEeNsl Ha MCIOJb30BAaHUE €ro MEePCOHAIBHOW HAECHTU(UKAITMOHHOU
uHdopmarmu. PaccmaTpuBaeMblii  KOMIOHEHT comocTtaBieH ¢ 1nensmu  eas
oe3onacuoctu-3, Llesb 6e30macHOCTH-6 1 CITOCOOCTBYIOT X JTOCTHIKECHHIO.

FPT_AEX_EXT.1 IIporuBoAeicTBHE  HCHOJb30BAHMI0  YA3BMUMOCTEH
0e30MmacHOCTH

Brimonaenne TpeOOBaHWI JTaHHOTO KOMITOHEHTa OO0ECIeYMBAET BO3MOXKHOCTH
KOHTPOJUPOBATh MCIIOIH30BAHUE YSI3BHMBIX MPOrPAMMHBIX pecypcoB. PaccMarpuBaeMblid
KOMIIOHEHT coroctaBiieH ¢ mensimu Lleab 6e3omacnoctu-1, Ileas Ge3omacHocTH-2 u
CITOCOOCTBYIOT UX JOCTHKEHUIO.

FPT_API_EXT.1 Ucnoab3oBaHue MOAAEPKUBAEMbIX CEPBHCOB M NMPHKJIATHBIX
NPOrpaMMHbIX HHTEp(pencoB

Brimonnnenne TpeOOBaHWII JTaHHOTO KOMIIOHEHTa O00€CTeunBaeT BO3MOXKHOCTh
KOHTPOJIUPOBATh HCIOJIb30BAHHE B MPOrPAaMMHOM MPOAYKTE TOJBKO JIETUTUMHBIX
IIPOTPAMMHBIX pecypcoB. PaccmarprBaeMblii KOMIOHEHT conocTaBiieH ¢ uenbio Lleab
0e3omacHOCTH-1 1 CTOCOOCTBYET €€ TOCTHKEHHUIO.

FPT_LIB_EXT.1 UcnoJib30BaHne CTOPOHHUX OHOJINOTEK

Bremmonnenne TpeOoBaHUI [aHHOTO KOMIIOHEHTa O0O€CleYrBacT BO3MOXKHOCTD
KOHTPOJIA HUCIOJB30BaHUS CTOPOHHUX Oubnmorek. PaccmaTpuBaemblii KOMITOHEHT
conocrasiieH ¢ 1enbto Heab 6esonacHocTi-1 1 crnocoOCTBYET €€ JOCTUKEHUIO.
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FPT_TST.1 TectupoBanue ®bO

Beimoninenne TpeOOBaHWIT JTAaHHOTO KOMIIOHEHTa O00€CTeunBacT BO3MOXKHOCTH
TeCTUpOBaHUs (caMoTecTupoBanus) GpyHkuuii 6e3omacHoct OO, MPOBEPKHU IEIOCTHOCTH
nporpamMmmHoro ooOecreduenuss OO wu 1enoctHocTH naHHBIX OQO. PaccmarpuBaeMsblit
KOMIIOHEHT comnocTaBlieH ¢ uenbto Ileab 0Oe3omacHocTu-1 u  cnocoOctByer ee
JOCTUKEHUIO.

FPT_TUD_EXT.1 lleJJoCTHOCTH IPH YCTAHOBKE U OOHOBJICHUH

Breinmonnenue TpeOOBaHWI JaHHOTO KOMIIOHEHTa OO0ECIIEUYHMBAET BO3MOKHOCTh
KOHTPOJISI 1IEJIOCTHOCTH yCTaHaBiuBaeMblx oOHOBieHui [10. PaccmarpuBaeMmblit
KOMIIOHEHT comnocTtaBiieH ¢ 1uenbto Ileab 0Oe3omacHocTn-1 u  cnocoOcTByeT ee
JOCTHXKECHUIO.

FTA_MCS.1 ba3zoBoe orpaHn4eHne Ha NapaJuieJbHbIE CEAHChI

Breimonnenue TpeOOBaHM JTAaHHOTO KOMIIOHEHTA OrPaHUYMBAECT MAaKCHUMaIbHOE
YUCIIO MapajulebHBIX CEaHCOB, MPEAOCTABIAEMBIX OJHOMY M TOMY K€ IOJb30BATEINIO.
PaccmaTtpuBaembiii  KOMIIOHEHT comocTaBiieH ¢ 1ensio Ileab 0Oe3omacHocTH-1 U
CIIOCOOCTBYET €€ JOCTHKCHHUIO.

FTP_DIT_EXT.1 3amura 1aHHBIX IPH Nepeaayve

BeinosnHeHne TpeOOBaHMI JTAHHOTO KOMIIOHEHTa OO0ecneYuMBaeT KOHTPOJb 32
nepegaye gaHHblx Mexay OO wu  gpyrumu  goBepeHHbIMU  npoxykramu  [ITI1O.
PaccmarpuBaemblii KoMImoHeHT comoctaBieH ¢ 1memsmu Lleab 6e3omacnocTu-3, Ilean
0e30macHOCTH-4 1 CIOCOOCTBYIOT UX JOCTHXKCHUIO.

7.3.1.2. Oob6ocHoBaHME Yy10BJICTBOPEHHUS 3aBHCUMOCTEH (PYHKIIMOHAIBLHBIX
TpeOOBaHUI 0€30IaCHOCTH

B Ttabmume 7.5 mnpencrtaBieHbl pe3yibTaThl  yAOBIETBOPEHHUS 3aBHCHUMOCTEH
byHKIMOHANBHBIX ~ TpeOoBaHuW  OezomacHOoCcTH. Bce 3aBUCMMOCTH  KOMIIOHEHTOB
TpeOOBaHMII yJOBIETBOPEHbl B HacTosmeMm [I3 naubo BKIIOYEHHMEM KOMIIOHEHTOB,
OTIpeJIeICHHBIX B HallMOHANBHOM cTannapTe Poccuiickoit @enepanuu ['OCT P MCO/MBK
15408-2-2013 «HHpopmarmoHHass TexXHOJOTHsA. MeToabl M CcpeacTBa oOecTeueHUs
6e3onacHoctn. Kputepun oreHkn 6e30macHOCTH WHGOPMAITMOHHBIX TEXHOJIOTHH. YacTh
2. OyHKIUOHATHHBIC KOMIIOHEHTHI 0€30MMaCHOCTHY TI0J] pyOPUKOH «3aBUCUMOCTHY, OO0
BKJIIOYEHUEM  KOMIIOHEHTOB, HEPApXUYHBIX IO OTHOUIEHHWIO K KOMIIOHEHTaM,
OTPEICICHHBIM B HallMOHAJIbHOM CTaHJapTe Poccuiickoit denepanuu
I'OCT P UCO/M3K 15408-2-2013 «MupopmamonHas TeXHOIOTUsI. METOIbI B CpeacTBa
oOecrieuenusi Oe3omacHocTd. Kputepun o1ueHKH 0€30MacHOCTH HMH(POPMALMOHHBIX
TexHoJoruid. Yacte 2. OyHKUMOHAIbHBIE KOMIIOHEHTHI O€30MaCHOCTH» IMOJ pyOpUKOn
«3aBUCUMOCTI.
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Cronbery 1 Tabmuiel 7.5 sBAsSETCS CHPaBOYHBIM W COJEPNKUT KOMIIOHEHTHI,
ompesieieHHbIe B HaIlMOHAIbHOM cTanaapte Poccuiickoit @enepanuu ['OCT P UICO/MBK
15408-2-2013 «1udopmanmionnass texHoyorus. MeToasl W CpelncTtBa o0OecTedeHUs
6e3onacHoctu. Kputepun oreHku 6e3omacHOCTH WHGOPMAIIMOHHBIX TeXHOJoTuid. YacTh
2. DyHKNWOHATBHBIE KOMITOHEHTBI OE€30MaCHOCTH», B OINHCAHWH KOMIIOHCHTOB
TpeOOBaHM, MPUBEACHHBIX B CTONOIE 2 Ta0HHIBI 7.5 Mo pyOpuKoil «3aBUCHMOCTI.

CronbGeny 3 Ttabmuubl /.5 mOKa3bIBaeT, KaKhMe KOMIIOHEHTHI TpeOOBaHMN ObLIN
BKJIOYEHbI B Hactosmmil [I3 i yJaoBIETBOpPEHUS 3aBUCUMOCTEM KOMIIOHEHTOB,
MPUBEJICHHBIX B CTOJIONE 2 Ta0auIbl 7.5. KomnoHeHThl TpeboBaHui B CTOJIONE 3 TaOIUIIbI
7.5 mu00 COBMaAaOT C KOMIIOHEHTaMHU B cTOOLE 2 Tabnuubl 7.5, 1100 MepapXuyHbl 10
OTHOILIEHHUIO K HUM.

Tabnuua 7.5 — 3aBucuMocTH (PYHKIIMOHABHBIX TPEOOBaHUI 0€30MacCHOCTH

3aBuCcHMOCTH B
COOTBETCTBHM C Y 10BIIETBOpPEHHE
b — TOCT P HCO/M3K pe
15408 u nogpasaesaom 7.1 | 3aBUCHMOCTEN
Hacrtosimero I13
FAU_GEN.1 FPT_STM.1 Lens 6e3onacHocTH cpen-4
FAU_GEN.1 FAU_GEN.1
FAU_GEN.2
FIA_UID.1 FIA_UID.2
FAU SAR.1 FAU_GEN.1 FAU_GEN.1
FAU_SAR.2 FAU_SAR.1 FAU_SAR.1
FAU_STG.1 FAU_GEN.1 FAU_GEN.1
FAU_STG.3 FAU_STG.1 FAU_STG.1
FAU_STG.4 FAU_STG.1 FAU_STG.1
FDP_ACC.1 FDP_ACF.1 FDP_ACF.1
FDP_ACC.1 FDP_ACC.1
FDP_ACF.1
- FMT_MSA.3 FMT_MSA.3
[FDP_ACC.1 nnu
FDP_ETC.1 FDP 1FC.1] FDP_ACC.1
[FDP_ACC.1 unu
- FDP_ACC.1
FDP_ITC_1 FDP_IFC.1] -
FMT MSA.3 FMT_MSA.3
[FDP_ACC.1 wimn
FDP_ROL.1 FDP 1FC.1] FDP_ACC.1
FIA_AFL.1 FIA_UAU.1 FIA_UAU.1
FIA_UAU.1 FIA_UID.1 FIA_UID.1
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3aBuCHMOCTH B
COOTBETCTBUU C YIIOBJICTBO CHHe
b e T'OCT P HCO/M3K pet
15408 u nogpasaesaom 7.1 | 3aBUCHMOCTEN
Hactosimero I13
[FDP_ACC.1 nnu
FDP_ACC.1
FDP_IFC.1]
FMT _MSA.1 FMT_SMR.1
FMT_SMF.1 o
. FMT_SMF.1
FMT_SMR.1 -
FMT _MSA.1 FMT MSA.1
FMT MSA.3 a -
o FMT _SMR.1 FMT _SMR.1
FMT_SMF.1 FMT_SMF.1
FMT MTD.1 -

- FMT_SMR.1 FMT_SMR.1
FMT _MEC EXT.1 FMT_SMF.1 FMT_SMF.1
FMT_CFG_EXT.1 FMT_SMF.1 FMT_SMF.1
FMT_SMR.1 FIA_UID.1 FIA _UID.1
FTA_MCS.1 FIA_UID.1 FIA_UID.1

7.3.1.3. O6GocHoBaHue TpeOOBaHUIl 10BepHs K 0€30IIACHOCTH 00bEKTA OlleHKH

TpeGoBanus posepus Hactosimero I[13  coorBercTBytor OV/4, ycuineHHOMY
komnoneHTamMu ADV _IMP.2 «IlonHoe otoGpaxkenue npeacrapieHus peanusanun ObOy,
ALC FLR.2 «IlIpouenypsl cooOmienuii o Hemoctatkax», AVA VAN.5 «YcuneHHbli
METOIMYECKUM aHanu3», pacmupeHHbiii komnonentamu ADV _IMP EXT.3 «Peanuzanus
OO», ALC_FPU_EXT.1 «llpouenypsl OOHOBJIEHHS MPOTPAMMHOTO OOCCIICUCHUSY,
AMA SIA EXT.3 «Ananu3  BiausiHUA  OOHOBJIIGHM Ha  0€30MacHOCTBY |
AVA CCA_EXT.] «AHanu3 CKpBITHIX KaHAJIOBY.
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7.4.be3onacHblii ;)kn3HeHHbIH HUKI QO. Tpe6oBanus k ruokoii 6e30nacHoOM
pa3padorke u TectupoBanuio OO

7.4.1. O01IHe MO0 KEeHUS

[lenpio TpUMEHEHHUsT METOAOJIOrMi Oe30macHoro >ku3HeHHoro nukiaa k OO
ABIISETCS OOECIeYeHHEe BBICOKOH KOHKYPEHTOCIIOCOOHOW CKOPOCTH pa3paboTKu U
BHEJPEHUS O€30MaCHBIX MPOTPAMMHBIX TIPOYKTOB MPU COXPAHEHUU TAPAHTUPOBAHHOTO U
J0CTaTOYHOTO ypoBHS 3amuiIeHHOCTH OO B yCIOBUSX U3MEHSIONMUXCS TPEOOBaHMMA, TPH
BBICOKOM BOBJICYEHHOCTH U OTBETCTBEHHOCTHM KOMIIETEHTHBIX MOJApa3JeNeHuid (0T
pa3pabOTYMKOB, CHEIHUATUCTOB 10 HWHPOPMAIIMOHHON ©O€30IacHOCTH 10  CIyXO
AKCIUTyaTalliy U TMOJJICPKKH), OJHOBPEMEHHO MPUBIEKAEMBIX HA CAMBIX PAaHHUX dTamax
xu3HeHHoro 1ukia OO, Bkimoudass oOHoBiIeHUss OO, W CONMPOBOXKIAIOIIUX KU3HEHHBIN
k1 OO BI1oTh 110 BhiBoAa OO U3 SKCITyaTaluy.

OOBeKTOM MPUMEHEHHUS TPeOOBAHMUN HACTOSIIETO pasneia SBISIOTCS MPOIECCHI
xu3HeHHoro mukia OO u obecneunBaroye ux (yHKIIMOHHUPOBAHKE WUH(PPACTPYKTypa U
pecypchl. BO3MOXHO 4YacTHUHOE paclpoCTpaHeHHWe TpeOOBaHUI Ha CMEXHBIE U
o0ecrneunBaroIye MPoLecchl U OOBEKTHI.

B cBsi3u ¢ 3TUM TpeOOBaHUS HACTOSIIETO pa3jesia MOTYT UCIOJIb30BaThCS B IENSIX
peanm3anuu TpeboBanms moBepus k Oe3omacHoctu (TJb) OO (m. 7.2. Hactosmero
JIOKyMEHTa) B clydasiX, korja uHaHcoBasi opranusanus iu6o pazpadorunk OO (manee
Ipy COBMECTHOM YIMOMHHAHWM — Pa3paboTuWK) peanusyeT JOKyMEHTHPOBAHHBIN
6e3omacHbIil ku3HEHHBIN 1K OO, OCHOBaHHBIH HAa COBPEMEHHBIX THOKHX MPaKTHKaX
pa3zpaboTku, TectupoBanus W BHeapeHus OO, B OCHOBE KOTOPBIX JIekKAT Pa3TUIHBIC
METOJIONIOTUH O€3011acCHOT0 >KM3HEHHOTO IIMKJIA MPOTPAMMHBIX MPOIYKTOB (Hampumep,
TaKh€ MEXIYHapOJIHble M OOLIEHPUHATHIE B paMKaX COOTBETCTBYIOUIMX COOOIECTB
metononoruy, kak SDLC?, DevSecOps?, BSIMM?3, OWASP* u 1p.).

TpeboBanust HacTosiiero pasnaena CcHOPMUPOBAHBI TakuM 00pa3oM, UYTO HX
BBITMIOJTHEHHUE JOJDKHO O0ECTICUNTh TOKPHITHE HEOOXOIUMBIX M IOCTATOYHBIX TPeOOBaHUI

noBepust k 6e3omacHoctr OO, cHOpMUPOBAHHBIX B pa3zeiie 7.2 HACTOSIIETO JOKYMEHTA.

! Software devel opment lifecycle.

2 Software development, security, IT operations.
3 Building Security in Maturity Model.

4 Open Web Application Security Project.
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IIpu stom mnepexon or TJ/Ib, CBA3aHHBIX C OLICHOYHBIM YPOBHEM JOBEpUs, K
HACTOSIIIEH METOHOJIOTHH O€30MaCHOI0 JKU3HEHHOIO IMKJIAa BO3MOXEH TOJBKO IpHU
YCIOBUM COOTBETCTBUSL OTJAEJBHBIX IpolieccoB Pa3paboTunka KpUTEpUSIM U YCIIOBUSM,
YKa3aHHBIM B II. 7.4.2 HacTOAIIEro pa3aena.

O1eHka COOTBETCTBUs TpeOOBaHUSAM Oe3omacHOCTH mporecca pazpadotku OO,
YCTAaHOBJICHHBIM HACTOSIIUM pa3iesioM, IpoBoauTcs Pa3zpaboTUMKOM CaMOCTOSITENBHO
au00 ¢ ydacTHEM OpraHU3alid, HE3aBUCUMOW OT OpraHu3alui, OCYIIECTBISBLINX WU
OCYILIECTBIISIIONINX OKa3aHue yciayr Pa3paboTuuky B obnactu nHGOpMATU3AIUU U 3aITUTHI
uHpopManuu (B 4aCTU BHEJPEHHUS W/WIM CONPOBOKICHHUS CHCTEM, CPEACTB, MPOLIECCOB
uHpopmaTu3auuu u 3aumThl MHPopMauuu). [lo pesynbraram NpOBENEHUS OLIEHKU
JOJKEH OBITh IOJITOTOBJIEH OTUET, COACPIKAILIUI:

e  pe3yJbTaThl KOHTPOJIBHBIX Meponpusatuil no Ub;

e  pe3yJbTaThl IPOBEJACHHBIX KOHTPOJICH Oe3omacHocTH (Security controls);

e  pe3ynpTaThl pabOT MO aHaIM3y YSI3BUMOCTEM U  TECTUPOBAHUIO

amumeHHocTy OO mpu  NOATBEPAKACHHOM  OOIIEM  COOTBETCTBHH
JOKYMEHTUPOBAHHOMY Ipolieccy 0e30MacHoi pa3pabOoTKH.

7.4.2. Kputepuu u ycJ0BHs VI peajn3auuu 6e30MacHoOro ;ku3HeHHoro nuxkiaa 00

Jns Bo3MOXKHOCTH mepexona oT oueHku coorBeTcTtBusi ThJ[ OO k oueHke
COOTBETCTBUS TpeOoBaHMSAM Oe30macHOCTH mporecca paspadorku OO mporeccs
Pazpabotunka, cBsi3aHHBIC WJIM BJIMSIONIME HA >KU3HEHHBIA ITUKI pa3pabOTKH, TOJKHBI
YAOBJIETBOPSTH OMPEICICHHBIM YCIOBUSAM U COOTBETCTBOBATH OINPEICIEHHBIM KPUTEPHSIM,
npuBeAeHHbIM B 1. 7.4.2.1 u n. 7.4.2.2, 4T0 AOMKHO OBITh 33JOKyMEHTHUPOBAHO B
OpraHU3alMOHHO-PACTIOPSINTENILHON ~ JOKyMeHTanmu — Paszpabotumka. Ilpu  omenke
COOTBETCTBHSI KPUTEPUAM JONMYCTUMO NPUMEHSTh PUCK-OPUEHTUPOBAHHBIN MOAXOA U

COOTBCTCTBYIOINYIO OLICHKY BBIIIOJIHCHUS KPUTCPUCB.

74.2.1. YcaoBus s peajau3anuu 0e301acHOr0 ;Ku3HeHHOro uukiaa 00

YcnoBust ansi mepexofa K OIIGHKE COOTBETCTBUS TpPeOOBaHHUSAM OE30MaCHOCTH
nporecca pazpadorku OO:
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e OO He J0MKEH UCIONB30BATECA B COCTaBE OOBEKTOB KPUTHUYECKOM
uHpopmannonnoi  undpactpykrypsl  (KAM)®, KOTOpPBHIM IIPUCBOEHA  KATErOpHs
3HAYUMOCTH;

e  Pa3paboTuuk OOKEH MMETh JOKYMEHTHUPOBAHHBIA MpoLEcC pa3paboTKH,
TECTUPOBAHMSA M DKCIUTyaTalMM®, BKIIOYAs ONMCAHUS PEAlU3yeMBIX Mep, KOHTpOIEH
(security controls) u mpoBepok 1o obdecreueHnI0 HHPOPMAIIMOHHOM OE30MaCHOCTH;

e PazpaboTumk A0DKEH HMETh JOKYMEHTHPOBAHHBIN MPOILIECC YMpPaBICHUS
BEPCUSIMU U UBMEHEHUSIMU IIPOrPAMMHOT0 00eCICYeHHUS;

e uHppacTpykTypa Pa3zpaboTunka, Ha KOTOPOUW BBIMOJHSIOTCA MPOIECCHI
pa3pabOTKH, TECTUPOBAHUS U PA3BEPTHIBAHUS, a TAKXKE CPEbl IOCTOSIHHOW 3KCIUTyaTaluu
(GbuHAaHCOBOIN Opranu3aiuu, J0JDKHA cooTBercTBoBaTh TpeboBanusm ['OCT P 57580.1-
2017 «be3omacHocTh (UMHAHCOBBIX (OAHKOBCKHMX) omepauuid. 3ammra HHQopMauuu
(uHaHCOBBIX OopraHu3anuii. ba3oBelil COCTaB OpPraHU3aMOHHBIX U TEXHUYECKUX MEp» C
Y4ETOM OIPENEIEHHOr0 YPOBHS 3alMTEI MHPOPMALKK Ul (UHAHCOBOM OpraHM3aluu’
MMETh COOTBETCTBYIOIIEE MOATBEPKIACHUE OleHKH coorBeTcTBHs no I'OCT P 57580.2-
2018 «be3omnacHocTh (uHAHCOBBIX (OAHKOBCKMX) ormepanuii. 3amura WHpopMaruu
(GUHAHCOBBIX  OpraHu3anuii. MeToauKka OIEHKH  COOTBETCTBUsS». [lpu  sTOM
UH(QPACTPYKTypHbIE  cUCTeMbl  (I1aTpopMbl) H  pEIICHHS IO  O0ECHEUYEHHIO
uH(GOPMAIIMOHHON 0€30MacHOCTU U COOTBETCTBYIOIINE TPEOOBaHUSI K HUM JIOJKHBI OBITh
JOKYMEHTHUPOBAaHbl B JOCTaTOYHOM BHUJE JJIs1 TOATBEPKIACHUS U (POPMHUPOBAHUS
aBTOTECTOB M KOHTPOJIbHBIX Mpoueayp (Hampumep, B paMKaxX HWHTErPallMOHHOTO
TectupoBanus ¢ komnonenramu COUb, CMUB).

7.4.2.2. Kputepun nuis peanuzanumn 6e30nacHOro ;ku3HeHHoro nukiaa Q0

Kpurepun, 1py BBITIOJIHEHUH KOTOPHIX BO3MOXKEH IEPEX0]T K OIIEHKE COOTBETCTBUS
TpeOoBaHUAM O€30MacHOCTH npoiiecca pazpadotku OO:
®  COCTaB KOMaH/bI, YYaCTBYIOIIEH B pealn3aliui 0e30MacHOr0 >KMU3HEHHOTO

mukiaa OO, 1oMmKeH UMEeTh He0OXO0AUMbIe KOMITETCHIINN®
HaJIMYWE TaKUX CIICHUAIM3UPOBaHHBIX ponen, kak WT-apxurexrop, anamutuk Wb

, B TOM YHCJIC IPpCAYyCMATPUBATDb

5 Menepanbuelii 3axkoH oT 26 mona 2017 r. Ne 187-®3 «O 06€30macHOCTH KPUTHYECKOH MH(POPMAIMOHHOM
nHdpacTpykTypsl Poccuiickoii denepanum.

6 B CJIy4yac €CJIM B Ka4CCTBC Pa3pa60TqI/H<a BBICTYIIACT q)HHaHCOBaS[ OpraHusanus.
7 B CJIydyac €CJIM B Ka4€CTBEC Pa3pa60TqI/n<a BBICTYIIACT (I)I/IHaHCOBaSI OopraHusanus.

8 KoMIleTeHIMH yYaCTHUKOB, CBA3aHHBIE ¢ 0OecreyeHreM MHPOPMALMOHHOM 0e301acHOCTH B KU3HEHHOM Hukie OO,
TIPUBECHEI B TaOIHIIE 2.
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(cmenmanuct 1O 0€30MAaCHOCTH  MPUKIATHOTO  MPOTPAaMMHOTO  OOECTeUYeHHs] U
NPUJIOKEHUH; TaK)Ke BCTpEYaroTCs HauMeHoBaHus «Application Security», «AppSec),
DevOps-umkeHepsl M TECTUPOBINMKH, a Takxke Security Champion® — unen xomangsl ¢
BBICOKOW OCBEJIOMJICHHOCTBIO B BOIIpOcax obecreueHust THHOpMalMOHHOW 0€30MacHOCTH,
UMECIOIINIA  ONpe/eNieHHbIE KOMIIETEHIIMM B 00JacTH 0e30MacHOCTH MPHUKIAIHOTO
IPOrPaMMHOTO O0ECTICYSHHS ¥ TIPUHITUIIOB 0€30TacHOM pa3padoTKu;

® JIOJDKHO OBITh O0ECHEYCHO HAJIWYUE CHEIUaIbHOTO IPOrPAMMHOTO
oOecrieueHus JUIsl peaju3aluy MPOIEeCCOB KU3HEHHOTO MHKIa 0e30MacHoi pa3paboTkH,
oOecrieueHUsT YCJIOBHM HENMPEPBIBHOCTH TIpolecca pa3pabOTKH H  TECTHPOBAHUSA,
ABTOMATH3AIMH MTPOIIECCOB TECTUPOBAHUS, & TAKXKE MEPEHOCA U B3aAMMOJICHCTBHS MEKITY
CpelaMHu, MCIIOJIb30BaHMs OOIIUX PECYPCOB B YCIOBHSIX OOecriedeHUs WH(OOPMAITMOHHON
0e30IacHOCTH;

e  (yHKIMOHANBHBIE TpeOOoBaHUsA W ommcanue peanu3anuu OO JOTKHBI OBITH
JOKYMEHTHUPOBAHBl B CTCIICHH, TIO3BOJIIONICH ONpPENeIUTh OCHOBHBIC (yHKIMU (B
gacTHOCTH  GyHKIMH  O€30MacHOCTH), POJIM, TMPUMEHSIEMBbIE  apXUTEKTYpHBIE,
TEXHOJIOTUYECKHE W TEXHUYECKUE pEIIeHUs, B TOM YHCJIE IO OOECIeUYEHUIO
MHPOPMAITMOHHON 0€30MMaCHOCTH MPOTPAMMHOTO 00eCTeYeHHsI, KaTeTOPUH 3alUINaeMOM
uH(pOpMAITIH.

71.4.2.3. Onpenesienne ycjaoBuid il IPOBeeHUSI MEPONIPUSITHI 10 OLIEHKE
COOTBETCTBUSA
YcnoBusiMu ISl POBEJICHUST MEPONPHITHI MO OIEHKE COOTBETCTBUS MpoIecca
pa3zpadotku OO TpeboBaHUSIM 0€30MACHOCTHU SBJISIIOTCS:

e  YCHENIHOE MPOXO0XKJICHHE 3TAMNOB (3a7a4) ku3HeHHoro 1ukia O0;

e qmoiyueHHe (OpPMAJIBHOIO  3aKIIOUCHHS  (PE3yJbTaTOB  MPOXOXKICHUS
KOHTPOJIBHBIX ~MEpPONPUATUH MO OE30MaCHOCTH) O COOTBETCTBUU TpPeOOBAHUSIM
uH(pOpMaIIMOHHOM 0€30MaCHOCTH OT OTBETCTBEHHBIX JIMI] HA KaXKJIOM dTare (3a7a4e);

®  TOJIyYEHHE JOKYMEHTAJIBHOTO MOATBEPKACHUS ycrnemHoro nepenoca OO B
cpeay NPOMBIIIUIEHHOM 3KCILTyaTaI|u.

Pa3paboTunk caMOCTOSITENIBHO OMpeAesieT YacTOTy MpoBeAeHUs (PopMalbHON
ouleHKH cooTBeTcTBUA OO TpeOOBaHMSM HACTOSIIETO pas3fena, HO HE pPEXe CpoKa,
YCTaHOBJICHHOT'O HOPMAaTUBHBIMU MTPaBOBBIMH akTaMu. [Ipu aTom Pazpabotuuk orneHuBaer

9 Security Champion — akTUBHEIA 4lleH KOMaHABI, KaK IIPABHIO, HE SBISIOIIMICS COTPYIHHKOM IIOAPa3[eieHHs
“H(POPMAIIMOHHOM 0€30IaCHOCTH, KOTOPBIA BBOAWUT W MOJJICPKUBACT B paMKaX KOMAHIHBIX MPAKTHK JYYIIHE MPAKTUKU IO
obecrieueHnI0 WHPOPMAMOHHON Oe30macHOCTH, uaeHTuGUKarmu puckoB b u 1.1, Takoil wieH KOMaHIBl MOXET COYETaTh
pouts Security Champion ¢ posbto paspaboTyrKa, TECTUPOBITUKA H JIp.
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PUCKH CaMOCTOSITEJIbHO, U OCHOBaHUEM [IJIsi MpOBeJeHUs (HOPMAIbHOW OLIEHKH MOTYT,
HAIIPUMeED, CITYKHUTh:

®  W3MEHEHHUS B COCTaBE CPEJACTB oOecredeHus: O0e30macHor pa3paboTKu Koja,
BKJIOYasi cpeAcTBa oOecreyeHus: MHPOPMAIMOHHON 0e30MacHOCTH (HampuMep, 3amMeHa
1160 100aBIeHNE HOBOTO aHAIM3ATOPA UCXOTHOTO KOJa);

®  U3MEHEHHUS POJICBOM MOJEIH Mpoliecca pa3paboTKH;

e  u3MeHeHHs B nojcucTemax ooecneuenus b, xomnonenrax b OO;

° n3MeHeHus posaesoit moaenu OO;

e  HeoOXoauMOCTh  (OPMHUPOBAHUSA  JIOMOJHUTEIBHBIX  COOBITHM  ayauTa
uHpopmarmonno 6ezonacHoctu O0O;

e pazpaborka OO, o0OpabaThIBalOIIETO paHee HE MPEAYCMOTPEHHBIM THIT
uH(bOpMAIIM OrPaHUYEHHOTO JOCTYIA, MOJJEXallel 3aluTe B COOTBETCTBUHM C
TpeOOBaHUSIMU HOPMATUBHBIX IOKYMEHTOB;

° n3MeHeHune cxem B3auMoaencTBusg OO co CMEKHBIMU CUCTEMaMU;

®  pacHIMpEHHE WU U3MEHEHHE CTPYKTYpbl 0a3bl nanHbix OO;

e  wmaxopusli pernus OO0.

VYka3aHHBIN NiepeueHb HE SBISETCA UCUEPIBIBAOIINM U TIPU HEOOXOAMMOCTH MOXKET

ObITh pacmupeH. B 1ensx npuHsaTHS 0OOCHOBAHHOTO pENIEHUS O TMPOBEJICHUM OIICHKU
HEO0OXOIMMO BKIIIOYAThH BHIIICYKa3aHHBIE CBEACHUS B (PYHKIIMOHAIBHBIC TPEOOBAHUS, YTO
B TOM YHCJI€ TMO3BOJUT 00Jie€ KaueCTBEHHO IMOATOTOBUTH TEXHUYECKOE 3aJlaHHue Ha
pa3paboOTKy (WJIM MHOW aHAJIOTHMYHBIN JOKYMEHT: YaCTHOEC TEXHHYECKOE 3aJjaHue, 3a/IaHNe
Ha pa3paboTKy U T.1.).

[Ipy >TOM 3aKiOYEHHEM IO WTOraM MPOBEJACHHOM OIEHKU OyAyT SIBISATHCS
pe3yJbTaThl KOHTPOJBHBIX Mepomnpusatuii no Wb ¢  ywyerom coorBerctBus OO
byHKIIMOHANBHBIM TpeOoBaHusiM  Oe3zonacHocTH (DTH), pesynapTaThl MPOBEACHHBIX
KOHTpoJIeli Oe3omacHocTH (Security controls), paboTr o aHamu3y ysA3BUMOCTEH WU
TecTUpoBaHuio 3amuiieHHocTd OO 1pu  MNOATBEPKIAEHHOM OOIIEM COOTBETCTBUU
JIOKYMEHTHPOBAHHOMY Tpolieccy 0e30MmacHo pa3paboTKu.

7.4.3. Tlpouecc 6e30macHOro xku3HeHHoro nukjia OO

7.4.3.1. Onucanue npouecca 0e30macHOro :xu3HeHHoro nukiaa O0. Onpenesienue
METOJ0JIOTHHM U NMPAKTHK Mpouecca 0e30acHOro ;KU3HeHHoro uukjaa OO0

[Tox meTomonorueit 6e3omnacHoro kxu3HeHHOro 1ukia OO B HACTOSIIEM JOKYMEHTE
MOHUMAETCS COOJIIOJIEHHE COBOKYITHOCTU MPUHITUIIOB, MPaBUi, MEp, TpeOOBaHMI, a TaKKe
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MIOCJICIOBATEIbHOCTA  BBIMOJHEHUSI MEPONPUATUN JKU3HEHHOTO IMKIA JUIS  1eled
peAOTBpAIlCHUS MOABJICHUS U ycTpaHeHus ysa3BuMmocteit B OO, noaaep:kanusi JOBEpuUs K
OO Ha Bcem mpoTskeHUM x)u3HeHHoro mukiaa OO u obecrieueHus HEOOXOIUMOTO U
J0CTaTO4YHOro ypoBHs 0e3onacHoctu OO.

B 3aBucumoctu oOT BbIOOpa METOAONOTUU (YHKIMOHUPOBAHUS KOHKPETHBIX
YCTaHOBJIEHHBIX Pa3paboTynkoM mporeccoB padoThl KOMaHAbl 0€30MacHOTO KU3HEHHOTO
nukia OO BO3MOXKHO MapajuiesibHOE U OJTHOBPEMEHHOE BBINOJIHEHHE Psla MEPOTIPUSITHH,
BKJIIOYAsi KOHTPOJIbHBIE, W 3TanoB >Xu3HeHHOro mnukia OO, B CBA3M C 4eM IO TEKCTYy
HACTOSIIIIETO pa3jesia BMECTO TEPMHMHA «3Tall» XU3HEHHOTO IHKJIa OYyJeT HCIOJIb30BaH
TEPMUH «3a7a4ay.

B cocraB 3amau 6e3onacHoro xu3HeHHoro mukia OO BXomsT:

e 3amaua «OpraHuzalMoHHasi MOATOTOBKAa» — B JAHHOM 3a/1aue ONpeestoTCs
TpeOOBaHUs IO MOJATOTOBKE U OpPraHM3allM Mpolecca 0E30MacCHOr0 KMU3HEHHOrO IHMKJIA
0O, a takxe TpeOOBaHUS K OPraHU3alMOHHOW MOJEIM KOMaHbl, POJIEBOMY COCTaBY,
OTBETCTBEHHOCTH, KOMIETSHITUN ¥ O0yUCHHUIO;

e 3amaua «®opmupoBanue TpedboBaHuidi k OO» — B [JaHHOM 3ajaye
dbopmynupyrorcst  GyHKIMOHAIbHBIE M HE(YHKIMOHAJbHBIE  TpeOOBaHUA K
pazpabareiBaecMomy OO, Bkiouass TpeOoBaHMsi K oOecrnedeHU0 HHGOPMAIMOHHON
6e3omacHoctu OO0;

e 3amaua «Apxurektypa UM npoektupoBanue OO» — B JaHHOW 3ajaye
pa3pabaThIBalOTCS ApXUTEKTYPHOE perieHre u npoektHoe onucanne O0;

e 3anaua «Peanuzanus (pazpadborka) OO» — B TaHHOM 3aJja4€ OCYIIECTBIISIOTCS
HETOCPEACTBEHHOE KOAUPOBaHUE U mpoliecc peanuzaiuu OO0;

e 3amaua «TectupoBanne OO» — B AaHHON 3ajJaye MNPOBOJUTCS IMPOBEpPKA
peanuzaruun OO M KayecTBa €ro HMCIOJHEHUS Ha COOTBETCTBUE (YHKIIMOHAIBHBIM U
HEe(QYHKIIMOHATBHBIM  TpeOOBaHWUSM,  BKIIOYas  TpeOOBaHUA K  OOCCIICUCHHIO
uH(popmarmonHo 6ezonacHoctu OO;

e 3anmaua «lloaroroBka u nepenoc OO B MPOMBIIIIEHHYIO 3KCIUTyaTaluio» — B
JTAaHHOM 3aj71aue TpedyeTcs nmpoBepuTh Ha ToTOBHOCTH OO K BhINOJIHEHUIO TpeboBanuii b
U TIEPEHOCY B NPOMBIIUJIEHHYIO 3KCIUTyaTaluio, KOppeKTHO mnepeHectu Bepcuro OO B
Cpeay dKCIUTyaTaluu;

e 3amaua «Okcruyatauuss W conpoBoxiaeHue OO» — B JaHHOW 3ajaye
peanu3yloTCs  MOHUTOPUHI, OOHOBJIEHHE, CONPOBOXKACHUE U  COIMYTCTBYHOIIAs
skcruryatanus OO;

° 3anaua «BwiBog u3 skcrmyatanuu OO» — B JTaHHOW 3ajjaue MPOU3BOJUTCS
cHsatue ¢ 3kcruryaramuu O0.
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OpueHTUPOBOYHBIN Ipolecc Oe3onacHOro >kxu3HeHHoro nukina OO mnpuBeneH Ha
cxeMmax B IpuioxeHuu B k Hacrosmemy 113.

B3aumocBs3p  3amau  Oe3omacHoro kusHeHHoro muiia OO ¢ maramu
OpUEHTHUPOBOYHOIO Ipolecca Oe3omacHoro »ku3HeHHoro mukiaa OO npuBeneHa B
tadmune 1.
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Ta6muma 1. Cs3b 3aga4 6e30macHOT0 )KKU3HeHHOTo 1KKiIa OO u maros mporecca

3apaua Ilar npouecca (Ilpuiaoxenune B)
3anaua «OpraHu3aoHHas HOArOTOBKa » TlorpebHocTu, OuzHec-TpeOOBaHMUS
» Crapt CripuHTa, IUIAHUPOBAHUE 33/1a41
3anmaya «DopmupoBanue TpedoBarmii kK OO» * Paspabotka TpeboBaHMit
* Paszpabotka TpeboBanuii b
3agaua « Apxutekrypa u npoekrupoBanue OO» * MoHuTopuHT BbITIONHEHUS Tpeboanmii b
3amaua «Peanuzanus (pazpadorka) OO» * Pa3zpabotka koma, percnoib30BaHUE KOAa

* Tect-keiichl, TpeOOBaHHUS K pa3BEPTHIBAHHIO
U BHEAPEHUIO

3anaua «TecrupoBanue OOy « Codereview

* CraTuueckuil aHanu3 Koaa

* JlMHAMUYECKUI aHAIU3 KOJIa

+ Security Review

*  ®Da33uHIr-TECTUPOBAHUE

* TectupoBaHue Ha NPOHUKHOBEHUE
*  OyHKIMOHAIBLHOE TECTUPOBAHUE

* JleMo cpuHTa, pETPOCIIEKTHBA

3amaua «llogrotoBka u mnepeHoc OO B » PasBeprriBaHue, BHEAPEHUE

IPOMBIIIICHHYIO SKCILTYaTalHIO» + Ilpuemka

3anava «Jkcmryaranus u cornpopoxaeHue OO0» * DKcutyatauus u HOJIIEPIKKA
sKcIuTyaTanuu’

3anava «BeBox u3 skcruryaranuu OO» * ApxuBUpOBaHHE uH(popMaluuy,

cozmepxameiics B OO

*  VHHUYTOXEHUE (CTHUpaHuEe) JaHHBIX H
OCTaTOYHOM WHpOpPMAUU C MAaIIUHHBIX
HOCUTENEN uHbopMaluu u (unn)
YHUYTOXKEHHE  MAIIMHHBIX  HOCHUTEJeH
nHbOpMAITHH >

Pa3zpaboTunk M0KEeH TOKYMEHTHPOBATH MPOIECC 0€30MMaCHOTO KH3HEHHOTO UK
OO wu mpenycMOTpPETh BBIJICICHUE PECYPCOB, HEOOXOIUMBIX ISl pealu3alvi Mep IIo
nojiep>KaHuio Oe30MacHoro xxu3HeHHoro nukiaa O0.

PazpaboTtuuk J0DKEH MPOBOJIUTH BHYTPEHHUE MPOBEPKHU BBIMOJHEHUS MEp I10
oOecrieueHnto Oe30macHOCTH >Ku3HeHHoro mukia OO, TO3BONSIONME YCTaHOBUTH, YTO
peanuszyeMbie MEpbl COOTBETCTBYIOT TpeboBaHusIM HacTosiero [Ipodumns 3ammrtse (I13).

Pa3paboTunk m0KEeH Ha TMOCTOSSHHOW OCHOBE OCYIIECTBIISITH COBEPIICHCTBOBAHUE
MIPOIIECCOB, CBS3aHHBIX C 00ecTeueHneM 0e30MMacHoro xu3HeHHoro 1ukia OO, Ha OCHOBE:

10 B MPUITIOKCHUN B ne MOKa3aH, TaK KaK BbIXOAUT 3a MPEACJIbl CTAHAAPTHOTO CIIPUHTA pa3pa60TKH.
u B MPUIIOKCHUH B ne MOKa3aH, TaK KaK BbIXOAUT 3a MPEACJIbl CTAHAAPTHOTO CIPUHTA pa3pa60TKH.

12 B npusnoxennn B He mokasaH, Tak Kak BBIXOJUT 3a NPEJIENBI CTAHIAPTHOTO CIIPHHTA Pa3spabOTKH.
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®  HECOOTBETCTBUH, BBIABIICHHBIX B X0/I€ BHYTPEHHUX IPOBEPOK;

®  U3MEHEHHUs PHUCKOB HapylleHUS HH(POPMAIMOHHOW OE30MaCHOCTH KakK BO
BHYTpPEHHEH MO yrpo3 U HapymuTens camoro Paspaboruuka (Mpu HAIUYUH), TaK U B
MoAeNsIX yrpo3 u Hapymurens 1 OO;

®  U3MEHEHHUs Leled MNpUMEHEHHs U OOBEKTOB NPHUMEHEHHs TpeOOoBaHUIl
HACTOSILEro pas3zena.

7.4.3.2. Onpenesienne TpeOOBAHMM M0 MOATOTOBKE M OPraHU3AIMHU IMpolecca
0e30macHOro0 *KU3HeHHOro nukiaa 00
Heobxoaumo omnpeaenuts oOmMil cBOJ NpUMEHUMBIX TpeboBanuii Wb s
pa3zpabotku (mopadotku) OO, ompenenuTh MPUOPUTETHl TPeOOBAHUN M IMOIACPKUBATH
TpeOOBAaHUS B AKTyaJIbHOM COCTOSIHMM. TakuMH TpeOOBaHUSMU MOTYT SIBIISITHCS:

e TpeOoBanuss Wb nans mporpamMmmHOro obecredyeHus, BKJIIOYas METOJIbI
0e301acHOro0 KOJAUPOBAHUS, KOTOPHIM JOJKHBI CI€10BATh Pa3padOTUUKY;

e TpeOOBaHUS K AapXUTEKType MPOrpaMMHOro obecrneueHus (Hampumep,
CO37aHle MOJYJIBHOTO KOJAA JJIsl yIPOUIEHUSI TOBTOPHOI'O UCIIOIb30BAaHUA KOJ1a, N30SI
byHKIIMNA 6€30MaCHOCTH OT APYTHX (HYHKIMI BO BpeMs BBHITIOJTHEHHS KO/A);

e T1peboBanuss Wb anga 3amuTel  MHQpacTpykTyphl paszpabotku (APM
pa3paboTUMKOB, PEMO3UTOPUU KOJa, MHCTPYMEHTHI Cpell pa3pabOTKU U MEepPeHoca MEXIy
cpenamu).

7.4.3.3. Oco0enHocTu o0ecrieyeHUs1 6€30MACHOCTH UH(GPACTPYKTYP pa3padoTKu
U TeCTUPOBAHUS
Pa3paboTunk moKeH 00eCredYuTh IEeOCTHOCTh BCEeX (OPM HMCXOAHOTO KOJa.

Taxxe HEOOXOAUMO OOECTICUNTH 3aIUTy KOMIIOHEHTOB cpea pa3zpabotku OO oT puUCKOB
HapyuieHus: nHPopMarMoHHO#M 6e30macHoCcTH. BakHO peann3oBaTh 3alIUTy KOMIIOHEHTOB
unppactpykrypsl OO ot HCJ/I, HapyIieHHiA IETOCTHOCTH U IOCTYITHOCTH, 00ECIICYUB MPHU
ATOM:

e  BBIOOp cepBucoB COUDB u otnensubix pynkmuii b;

®  TOJKIIOYEHHUE U KacToMU3aluio HacTpoek cepsucoB COUb k miardopwme;

®  pazleieHue Cpel Ha H30JMPOBAHHBIE CETMEHTHI (Hampumep, cpeaa
pa3paboTKH, cpesia TECTUPOBAHUS, CPEAa MPOMBIIIIIEHHOW SKCIUTyaTaluu).

Pa3paboTuuk N0OMKEH 00ecnedyuTh KOHTPOJIb LEIOCTHOCTH BCEro MPOrpaMMHOIO
KO/Ia U pa3MeIlleHUe JOCTYIHBIX MEXaHU3MOB JUIsl KOHTPOJISl B COOTBETCTBYIOLUX CPENaX:
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e  0o0ecne4nTh KOHTPOJIb EIOCTHOCTH XPAHUMBIX B PEMO3UTOPHUAX (HaNIOB;

e o0ecne4yuTh  JOCTYIHOCTb  MHCTPYMEHTOB  KOHTPOJISI  II€JIOCTHOCTH
IIPOrPaMMHOTO KOJA;

e o0ecneyuTh 3alIUTYy OT HECAHKIMOHWPOBAHHOTO JOCTYyINa M HapyIICHUS
LEJIOCTHOCTH PECYpPCa XPAHEHUS KOHTPOJIBHBIX CYMM PEJIN30B.

Pa3paboTunk gomKeH 00eceynTh apXUBUPOBAHNUE KO KaXA0ro BBIITYCKA U BCEX

€ro KOMIIOHEHTOB (Koj, (haiiyibl MaKeTOB, CTOPOHHHE OWOJMOTEKH, TOKYMEHTalus U
uH(pOpMaIHs O MPOBEPKE LEITOCTHOCTH BBIITYCKA):

e o0ecneunTh XpaHEHUE BCeX (pailjioB pEIN30B B PEMIO3UTOPHUH;

e  obOecneunTth peanuzanuto TpedoBanuit b no 3ammre penosutopus ot HCJ,
HapyUIEHUIN HETOCTHOCTH U JOCTYTHOCTH;

®  BHEAPUTH TIPOILIECC YIpaBICHUS BEPCUSIMU U O0OECIEUUTh HaJU4He
COOTBETCTBYIOIIMX MHCTPYMEHTOB aBTOMATU3AIMU MPOLIECCA;

e  o0ecnevuTh pe3epBHOE KOMUPOBAHUE XPAHWIIUIL, PEO3UTOPHUEB, 0a3 3HAHUI
MPOEKTA/TIaTPOPMBL.

7.4.3.4. OpranuzanmoHHasi MOJeJb KOMAaH/Ibl, POJIEBOM COCTAB,
OTBETCTBEHHOCTh, KOMIIETEHIIMU U 00yUeHHne

B pamkax 3amauM OpraHuM3allMOHHOTO oOOecrneueHuss B 4acTd (HOPMUPOBAHMS
KOMaHJbl MPOEKTa HEOOXOJUMO ONpPEAEIUTh POJIM MU OO0S3aHHOCTH YYaCTHUKOB
xu3HeHHoro 1ukiaa OO, a Takke ONpeAesuTh OPraHU3alMOHHYIO MOJIENb KOMaHJbI,
pOJIEBOI COCTaB, OTBETCTBEHHOCTh, KOMIIETEHLIUU U 00yUYEHUE.

Huxe mnpusBeneHo 0a3oBoe ONpeNeNeHHUE pOJIEH, CBSI3aHHBIX C OOecreyeHHeM
UH(OPMAIIMOHHON O€301aCHOCTH:

e ponb aHanutuka Wb (Moxer siBnAThes cnenuanuctoM o Wb npukiamgHoro
IPOrPaMMHOTO OOECTIEYEHUSI U TIPUIOKEHUHN, TaKKe MOXKET MMEHOBAThCsa «Application
Security», «AppSec» — O0OBIYHO POJIb BBHIMOJHAECT COTPYAHUK TOJIpa3ICICHUS
MH(POPMAIIMOHHOM 0€30MACHOCTH U 3alUThI HUH()OPMAIIHH);

e  poub Security Champion, chopMupoBaHHas BHYTPH KOMaH bl pa3pad0TUYNKOB
JUIA  CTCIMAIUCTa C BBICOKOW OCBEIOMIIGHHOCTBIO B  BOMpOCAax oOOecreueHUs
uH(GOPMAIIMOHHONW 0€30MaCHOCTH, HMEIOIIET0 TaKKe OIPECIICHHbIE KOMIETCHIIMN B
oOnactu 0O€30MACHOCTH MPHUKJIAJHOTO MPOTPAMMHOTO OOECHEYeHHUs W TMPUHIIUIIOB
0e3omacHoi pa3paboTKHu.

bazoBoe ompenenenue posied W KOMIIETCHIIMM, HEOOXOIUMBIX JUIsl BBIMOJHEHUS
KOHTPOJBHBIX MEPOTPUITHI 0€3011aCHOCTH, MPEICTABICHO B TabmuIe 2.
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Ta6mmma 2. bazoBoe omnpeeneHue posen

Poas

KoHTpoJibHbIe MeponpUsITUS
0€301aCHOCTH

3agaua ;KM3HEHHOr0 MUKJIA

He()ﬁXOI[I/IMbIe KOMIICTCHI MU

Anamutuxk Ub

Omnpenenenne Tpedoanuit Ub k OO

3anaya «@opmMupoBaHue
TpeboBanuit Kk OO»

AHanu3 pUCKOB HapylIEHUS
nH(pOpMaMOHHOM 6€30MacHOCTH

3anaya «@opmMupoBaHue
TpeboBanuii kK OO»

TpebGoBanust Ib u mepsl mist
MUHHUMH3ALUNA PUCKOB

3angava «dDopmupoBaHue
tpeboBauuii Kk OO»

Pa3pa0oTtka 1 BBIOOp apXUTEKTYPHBIX U
MIPOEKTHBIX PEIICHUH 1O
nH(GOPMaIIMOHHON 0€30MaCHOCTH B
COOTBETCTBUM ¢ TpeboBaHusIMU K OO

3anaya « ApXUTEKTypa U
npoektuposanue OO»

AHali3 NPOEKTHBIX U ApXUTEKTYPHBIX
perieHuit Ha COOTBETCTBHE TPEOOBAHUSIM
Wb, MOHUTOPUHT BBITTOJTHEHHUS
TpeboBanuii b B npeioxxenHoi
peanuzauuu OO

3anaya « ApXUTEKTypa U
npoektuposanue OO»

YTOYHEHHUE HCIIOB3YyEMOTO MPH
paszpabotke OO MPOEKTHOTO PEIICHHUS,
YTOYHEHUE MPOCKTA APXUTEKTYPBI
MIPOTpaMMBI U 10pabOTKa
COOTBETCTBYIOIIIETO TPEOOBAHHUS IO
Oe3omacHOCTH, peabsaBisieMoro k [10

3anaya « ApXUTEKTypa U
npoektupoBanue OO

Biianenne puck-oprueHTUPOBaHHBIM
MOJIXOJIOM TIPU aHAIIU3€ PUCKOB
HapyIICHUS HHOOPMAITMOHHON

0€30MacCHOCTH, 3HAHNE aKTyallbHBIX

PHUCKOB, YSI3BUMOCTEH, aTaK, MPUHITUIIOB,
METOJIOB U cpeAcTB obecnieueHus Ub,
TpeOOBaHUI M JTYUIIHX MPAKTHK
obecneuenus b, monnmanue
6e3omacHOTO ku3HeHHOTO 1ukKiIa OO u
JMYYIINX TPAKTHK THOKUX MOJIX0A0B K
pa3paboTKe, BHEIPSHUIO 1
TECTUPOBAHUIO, 3HAHUE MPUHITUTIOB,
METOIOB H cpeacTB obecnieuenus Ub,
ysizpumocTteit [10, MeTo10B mpoBeACHUS
aTak, yMeHue paboTaTh ¢
WHCTPYMEHTAIILHBIMH CPEACTBAMHU

0e30MmacHOCTH. Y MeHUe coOupaTh 1

aHATM3UPOBATH HHPOPMAIIHIO O
COOBITHSAX 0€30MMaCHOCTH, TIOCTYTAFOIIYIO
U3 Pa3IMYHBIX UICTOYHUKOB, y9acTHE B
pa3paboTKe IpaBUJI BbISIBICHUS
WHIUICHTOB NHPOPMAITMOHHON
0€30MacHOCTH
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[IpoBepka coOOTBETCTBUS TPEOOBAHUSIM
Hb cTropoHHEro nporpaMmMHOro
o0ecrnieyeHus

3anaya « ApXUTEKTypa U
npoexktuposanue OO»

AHau3 NPOEKTHON JOKYMEHTAIUU

3agaya «ApXUTEKTypa U
npoektrposanue OO»

JIoKyMEeHTUpPOBaHHUE NPOEKTHBIX
pewennit o b

3anaya « ApXUTEKTypa U
npoextupoBanue OOy

Anaautuk Ub

AHanM3 KOMMEpUYECKMX U  OTKpPBITBIX
MPOrpaMMHBIX MOJYJIell Ha HalIu4due
yA3BUMOCTEN

3anaua «Peanuzanus (pazpaborka)
OO»

Anamutuxk Ub

AHanu3 xoga, KOMIIOHEHTOB Ha
cooTBeTcTBUE B

3amaua «Peanuzanms (pa3paboTka)
OO»

Anamutuxk Ub

Paspabotka pemenuit no Ub mst OO

3anava «Peanuszanus (pazpaboTka)
OO»

Anaautuxk Ub

Pa3paboTka aBTOMaTU3MPOBAHHBIX TECTOB
110 0€30IIaCHOCTH

3anaua «Peanuzanus (pazpaborka)
OO»

ObecnieueHre KOHTPOJIS IIEITOCTHOCTH
BCETO MPOrPaMMHOI0 KOJ1a U pa3MeIleHue
JIOCTYITHBIX MEXaHU3MOB JJISI KOHTPOJISI B

COOTBETCTBYIOIIMX Cpeaax

3amaua «Peanuzanms (pa3paboTka)
OO»

CraTtnyeckuii aHallM3 KoJa Ha
yszeumoctd Wb mepen  ¢dukcanumeit
H3MEHECHHUH B HCXOJHOM KOJIE

3amaua «Peanuzanms (pa3paboTka)
OO»
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Crarnueckuii aHanmm3 koja Ha | 3amada «Peammzamms (paspaboTka)

ysa3sumoctu b OO»

Anamntuk Ub [TpoBenenue KOHTpoJIeH Wb | 3anaua «Peanuzauus (pa3paboTka)
(security controls) OO»

Ananutuxk Ub ITpoBepkH COOTBETCTBUS TPEOOBAHUIM 3anaya «TectupoBanue OO»

Wb no pazmenienus ux B 6a3bl 3HAHUN U
peno3uTopun pa3paboTKu

Anasutuxk Ub Ornpenenenne TpeOOBaHUM K TPOBEACHUIO 3anaua «Tectuposanune OO»
tectoB b u moaroroBka miana
TECTUPOBAHUS
Security JlnHaMu4yeckoe TECTUPOBAHUE 3anaua «TectupoBanure OO»
Champion zanueHHoctu OO
[IpoBeneHue aBTOMaTU3UPOBAHHOTO 3anaya «TectupoBanue OO»

TCCTUPOBAHUA 0e30macHOCTH

daz3uHT-TECTUPOBAHUE 3agaya «TectupoBanue OO»

Security [IpoBeneHue HHTETPAIMOHHOTO 3anmava «TectupoBanue OO»
Champion TectupoBanus ¢ cepsucamu CONB

AHATUTHK b/ Pa3zpabotka skcrutyatainoHHOM 3amaua «TectupoBanne OO»
Security Champion JOKYMEHTALUH C YYETOM aCIIEeKTOB

0€e30I1acCHOCTH
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Security KoHTpoiib KOppEKTHOCTH BEpCUid U 3amaua «IloaroroBka u neperoc OO
Champion uenoctaoctu OO B IIPOMBIIIJICHHYIO SKCILTYaTaIlluI0»
Security TecTtupoBaHue Ha MPOHUKHOBEHUE 3amaua «IloaroroBka u neperoc OO
Champion B IIPOMBIIIJICHHYIO SKCILTYaTaIlluI0»
Security PesepBHoe komupoBanue kaxaoro | 3amada «Iloaroroska m mepeHoc OO
Champion Bbiycka OO U Bcex ero KOMIIOHEHTOB B IIPOMBIIIJICHHYIO SKCILTYaTaIlluI0»
Security ITpoBepka COOTBETCTBUS BBIITOJIHEHUS 3amaua «IloaroroBka u neperoc OO
Champion TpeboBanuit Ib npoexTHOI 1 B IIPOMBIIIJIEHHYIO 3KCIUTY ATallHIO»
JKCIUTyaTallMOHHOM TOKYMEHTAllnH
Security TectupoBanue 6€30MaCHOCTH CUCTEMBI 3amada « DKCIuTyaTanus u
Champion yIpaBlIeHUs] KOHPUTYPALUIMHU conpoBoxaeHrue OO»
MoHUTOpPUHT 00 Ha HaJIn4ue 3agava « JKCIuTyaramnus u
ySI3BUMOCTEN conpoBoxaeHne OO»
[lepuoanueckuit nepecMoTp, aHAIIU3 U 3anaya «DKcmTyaTanus u
tectupoBanue koaa OO 15 BBIABICHUSA conpoBoxaeHue OO»
paHee He 0OHAPYKEHHBIX YA3BUMOCTEN
AHAJIUTHK b/ KonTtpons cobmoaenus npaBui u 3anaya «OKcIulyaTanuus u

Security Champion

nporenyp odecrieuenus: b nmpu BeiBOIE
u3 sKkcruryatauu OO

conpoBoxaeHue OO»
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Security ApxuBupoBaHue nHMOpMaIuy, 3agada « DKCIuTyaTanus u
Champion conepxanieiics B OO conpoBoxaeHue OO»
AHaJINTHK HUBb/ | YHuuTOXKEHHE JaHHBIX M OCTaTo4yHoM | 3anaya «BeiBoa W3 skcmryarauuu

Security Champion

uHpOpMallMM C MAaLIMHHBIX HOCHTEJeH
nHpopMaud U (WIM) YHUYTOXKEHHUE
MAaIIMHHBIX HOCUTENIEeH HHPOPMALIUU

OO»
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Pa3paboTunky HEOOX0AMMO 00ECIEYHTh MOATOTOBKY M TMOBBIIICHWE KOMITETEHITHHA
COTPYJHHUKOB (KakK MO KOHKPETHBIM POJISIM, TaK M JJIs BCEH KOMaHIbI MPOEKTA). Takxke
HEOOXOAMMO O0O0eCHeYnTh TMEePUOJUYECCKHA IMEePEeCMOTpP H aKTyalIu3allfio y4eOHBIX
IPOTPaMM.

[Ipr HEOOXOMMMOCTH CO3JAFOTCS HOBBIE POJIM M HM3MEHSIOTCS OOS3aHHOCTH IS
CYLIECTBYIOIIUX pOJe B paMkax O€30MacHOro JKU3HEHHOTO LHWKIa pa3paboTKu
DevSecOps. Pa3zpaboTtunky HEOOXOAWMO OCYHIECTBIISATh IMEPUOJUYECKUN TMEPECMOTP
cocTaBa pojei U ux 00s13aHHOCTEH.



7.4.3.5.
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3anaua «@opmupoBanue TpedoBanuii kK OO0»

3amauun Wb, kotopple MOMKHBI OBITH BBIMOJHEHBI KoMmaHmod DevSecOps: ompenenenue TpeboBanmii Wb, ompenenenue

OCHOBHBIX BEKTOPOB aTak, IUIAHUPOBAHHWE NMEPBUYHOTO KOHPUIYPUPOBAHUS W HACTPOMKH pemieHuil no obecneuyenuto Mb. Ha

OCHOBE PE3yJIbTATOB BBIMICTICPEUUCICHHOTO (OPMHUPYETCS OKOHYATENbHBIM CBOJA TpeOoBaHWl TIO0 WHGOPMAIIMOHHON

0€e30IMacHOCTH U ITPOBOJUTCSA OLICHKA COOTBETCTBHA HA I3TAIIC IIPOBCPKU TCXHUICCKOI'O PCUICHMS.

OOy, npuBeieH B TadauIIe 3.

Tabnuna 3 — KoHTposibHBIE MEpONTPUATHS 0€30MaCHOCTH,

CocTaB KOHTPOJBHBIX MEPONPUITHI 0€30MaCHOCTH, BBHIMOTHSAEMBIX B paMkax 3amaun «DopMmupoBaHue TpeOOBaHMIA K

BBHITIOJIHSEMbIC B paMKax 3agaun «DopmupoBanue TpeOOBaHUN

k OO»
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o 5 _ e Tpe6osanus k OO | ChopmupoBaHs TpeboBanus b moryT
OPMHé)OBaHHe Tpe I/;)BBaHHH . ApPXHTEKTYpHOE nepedHH TpeOoBaHuil BKJIIOYATh B ce0s
OCHOBE PHCK-
p o OcobeHHOCTH o APXUTEKTYPE; VIHCTpYMEHT | o tpeboBanus Ub
OPHEHTUPOBAHHOTO TTOAXO/IA. ' .
Onpenenenue DopMHpoBanH Y p XON IIPOrPaMMUPOBaHHS aJIbHBIC APXUTEKTYPE;
TpeboBaHUi e TpeBoBanHii OmnpeneneHre OCHOBHBIX o Onucauue . npoektupoan | CPCACTBA LA | o TpeOOBaHUS K
b x OO BekTOpoB aTtak st OO ¢ TeXHHYECKOH HIO; HPOCKTUPOBA | popepke yIpaBIeHUs
YUYETOM CHEeIUPHUKH HHPACTPYKTYPHI HUA CecCHsIMH (CeaHcaMHu)
paspadateiBaemoro OO u pasmemenus OO ° paspabotke; MOJIb30BaTENCH;
UHPPACTPYKTYPHI pa3MEIICHUS | o 3 TpeOOBaHUS K
(pacTpyKTypEI p Otdersi 00 . TECTUPOBAHHIO; P

YA3BUMOCTAX U

MIPOBEPKE KOHTPOJIS
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KonTposabHbie

MepONnpHUsITHS
0€30IMaCHOCTH

IMoazanaua
KU3HEHHOT 0

HUKJIA

Onucanue

Bxoanwbie
JAAHHbIE

Pe3yabTaT

Heo0xoaumbie

HHCTPYMEHTBI

KomMmenTapuii

CTaTUCTHKA npenbmymnx
pENN30B MPOrPAMMHOTO
obecrieueHus

o UHPPACTPYKTY
pe,

o JKCIUTyaTaluu

IlepeueHn BEKTOPOB
atak 111 OO

JOCTYTIa,

o TpeOoBaHUs K
BaJIMJAIMU U IPOBEPKE
KOJa,

o TpeOoBaHUs K
MIPOBEPKE XpPaHUMOI
Kpunrorpaduu;

o TpeOoBaHUs K
00paboTke OmuodoK 1
MIPOBEPKE KYPHAJTIOB
perucTpanym omuooK;

o TpeOOBaHUS K
nepeaaye NaHHbIX;
o TpeOOBaHUS K

MIPOBEPKE BPEIOHOCHOTO
KO/,

o TpeOoBaHUs K
npoBepke (aiioB u
pecypcoB (BHEITHHX
CHCTEM-UCTOYHHKOB);

o TpeOoBaHUs K
npoBepke API u Be6-
CITyK0 (BeO-CEepBHCOB);
o TpeOOBaHUS K
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KonTposabHbie

MepONnpHUsITHS
0€30IMaCHOCTH

IMoazanaua
JKM3HEHHOI' 0

HUKJIA

Onucanue

Bxoanwbie

JaHHBbIE

Pe3yabTaT

Heo0xoaumbie

HHCTPYMEHTBI

KomMmenTapuii

MIPOBEPKE
KOH(UTyparuii;

. TpeOOBaHUS K
YIPaBJICHUIO BEPCUSIMH U
W3MEHEHUSMU,

. TpeOOBaHUS K
CETEBOMY
B3aUMOJICHCTBHIO;

. TpeOOBaHUS K
B3aUMOJICVCTBUIO C
ONEpalMOHHON
CHCTEMOH,

o TpeOoBaHus K
Ka4yecTBY KoJa U
HacTpoWKaM COOpKH

Jonyckaercs
WCTIOTb30BaHUE
YHU(DUIIUPOBAHHBIX
TpeboBanuii mo Ub k
IPOrpaMMHOMY KOJY.
TpeboBanust no
HAJEKHOCTH/KUOEpyCTOi
YHBOCTH/HETIPEPHIBHOCTH
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1enecoo0pa3Ho
(dbopMUpOBATh HA PAHHUX
dTanax XU3HECHHOTO
IUKIIA.
Peanuzanus u npoBepka
TpeboBaHut
BBITIOJTHSIOTCS Ha
MOCJICTYFOIIUX ATarax
KU3HEHHOTO ITHKJIA.
A [Tepeuens TpeGoBaHwMIA Ha6op cnabocreit 00,
HaJIn3 Ub x OO.
HCKOB CocraBiieHne akTyallbHbIX (CWE) mepetens WuctpymeHT
p . [Tepeuens akTyanbHBIX CBS3AHHBIX ATEHEIE
HapyHnicHAA cnabocreti OO, nepers aTak M BEKTOPOB aTak s .
HHOPMAIION CBSI3aHHBIX yS3BUMOCTEH 1 00 ysizBuMoctelt (CVE) u | cpenctBa mist
noit KOH(pHTYparuii, IMEIONTuX ) KOH(HTypaLuii, IIPOCKTHPOBA
A3BIMOCTI OTYeTHI O BBISIBIICHHBIX MMEIOIIIIX —
0€e301acHOCTH y YA3BUMOCTAX YSI3BUMOCTH (CPE)
OmnpeenieHre aKTyaabHbIX HaGop crabocreii OO ITepeuens
TpeboBanus TpeboBanuii Ub u mep 3ammrel (CWE), nepevens Tpebosannii b u mep | HMHCTpyM™MeHT
)
1B u mepbl 1o Habopy Mep u3 0a3bl CBA3AHHBIX yA3BHMOCTEii sanuter OO, AITbHBIC
i . CpencTBa IJist
A sHaxui 1o Ub u no (CVE) u xoH}uryparmii, OGHOBJIEHHE 6a3bI Hp oze[: - iBa
MHHHAMU3ALNAN ONpe/IeNIeHHOMY PaHee Ha0opy | pverommx ySI3BHMOCTH spanuii UB u p p
o HUS
PUCKOB cirabocreit OO (CWE), (CPE) aKTyaJIM3aLust

HaOOPOB aKTyalIbHbBIX aTakK

COCTaBa Mep U
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CAPEC, ys3BuMBIX TpeOoBaHUl B HEH

koHurypaimii CPE nis OO
TpeboBanus b u
3aKIII0OYeHHE BCEMU MepbI U1l HcTpysent
3aMHTEPECOBAHHBIMU .
[lepeuens TpeGoBanuii Ub MUHUMHA3AIHH ATBHBIE
CTOpPOHAMH, KaK BHEIIIHUMH,
3akiro4eHue | 3aKiItoueHHeE O u Mep 3ammtel OO PHCKOB.

TaK U BHYTPEHHUMH, O P CpeaAcTBa A
o b COOTBETCTBUU 6 C3yJbpTaT OLCHKH NPOEKTHPOBA

COOTBETCTBUM HAOOPy OCTATOYHOTO yYPOBHS o

TpebOBaHUM U UX
JIOCTATOYHOCTH

pUCKa C IPUHATUEM
OTACIIBHBIX PUCKOB
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7.4.3.6. 3agaya «ApxutekTypa u npoekruposanue OO»

3amaun Wb, koropble MODKHBI OBITH BBIMOMHEHB KoMaHmoi DevSecOps:
pa3paboTka U BBIOOpP pelIeHHI MO0 WH(POPMAIIMOHHOW OE30MacHOCTH B COOTBETCTBUU C
TpeboBanusiMu 1o obecrnedeHuto Wb, ananu3 pemieHunii Ha COOTBETCTBHE TPEOOBAHUSIM
Wb, ompeneneHne oOCylIeCTBUMOCTH BbINOJNHEHUs TpeboBanuii Wb, omnpenenenue
nocraroyHoctu TpedboBanmii mo Ub mis apxutextypst OO.

CocTaB KOHTPOJIbHBIX MEPONPUATHIA O€30MACHOCTH, BBIMOJHIEMBIX B paMKax

3aaun «ApxuTtektypa u npoektupoBanue OOy, npuBeieH B Tabnuiie 4.

ApXHTEKTypa JO/DKHA ONpPEAeNHaTh IOAXOA K O€30MacHOCTH Ha  CTa/IHH
NPOCKTUPOBAHUS TPWIOKEHUS U Ha YypoBHE Koma. Ha »drtame mnpoexkTupoBaHUs
aApXUTEKTYpPhl HEOOXOIUMO OCYIIECTBIATH MOJEIMPOBAHUE YIpO3, BKIIOYAIOIIEe B ceOs
aHaJIN3 aKTyaJIbHBIX PUCKOB U aTak:

e apxutektypa OO momkHa OBITh THOKOW, JMO/DKHA JIOMYCKaTh OTHOCHUTEIHHO
npoctoe, 0€3 KOPEHHBIX CTPYKTYPHBIX HM3MEHCHHH, pa3BUTHE HHPPACTPYKTYPHl U
U3MCHCHHME KOH(PUTYpAIIUU UCIIOJIb3YEMBIX CPEJICTB, HapaluBaHue QyHKIUHA U PECYpPCOB
OO B COOTBETCTBUU C pacUIUpeHUEM cep U 3a/1a4 ero MPUMEHEHUS;

®  JIOJDKHBI OBITh OO€cTieueHbl 0€30MacHOCTh (DYHKITMOHUPOBAHUS CUCTEMBI TIPH
pPa3sTUYHBIX BHJIAX yTPO3 W HANEXKHAs 3allWTa JaHHBIX OT ONIMOOK MPOCKTHUPOBAHMSI,
pa3pylieHuss WM TMOTepu HHPOpMallMM, a TakkKe aBTOpHU3alldd IOJIb30BaTeleH,
yOpaBJICHHE pabodel 3arpy3Koil, pe3epBHPOBAHWEM JIAHHBIX M BBIYHCIUTEIBHBIX
pPECYpPCOB, MaKCUMAIIbHO OBICTPBIM BOocCcTaHOBIeHUEM (yHKIMoHUpoBaHus O0;

e OO nomkHa CONMPOBOXKIATh aKTyallbHas JOKyMEHTalMs, oOecreunBaroas
KBUTHU(PHUITMIPOBAHHYIO SKCIUTyaTaIlMIO0 U BO3MOKHOCTh pa3Butus OO.

HaunGonee BaXHBIMU SIBISIOTCS CIIECAYIONIUE TMPUHITUIIBI TTOCTPOCHUS aPXUTEKTYPHI
0O0:

e npoektupoBanue OO Ha nOpUHIMOAX OTKPBITBIX CHCTEM, CJIEJIOBAHHE
OPU3HAHHBIM CTaHJapTaM, MCIOJb30BaHUE anpoOMPOBAHHBIX PELICHUH, UepapXuvecKas
opranuzanust OO cnocoOCTBYIOT MPO3pavyHOCTH U Xopolien ynpasiasiemoctu OO;

®  HENPEephIBHOCTH 3aLIUThI, HEBO3MOXKHOCTb MPEOAOJIETh 3alllUTHBIE CPE/ICTBA,
UCKJIFOUEHHE CIHOHTAHHOTO HWJIM BBI3BAHHOIO IIepexoja B HEOE30MacCHOE COCTOSHHUE,
o0ecrieyeHre TOro, YTo 3alMTHOE CPEJCTBO MO0 MOTHOCTHIO BHIMIOJIHAET CBOM (YyHKIIUH,
A100 MOJIHOCTBIO OJOKUPYET AOCTYI B CUCTEMY MJIU €€ YaCTbh;

®  DBIIEJOHUPOBaHHE OOOPOHBI, pa3HOOOpa3ue 3alIUTHBIX CPEACTB, MPOCTOTA U
ynpasisiemoctb OO u cucTeMoi ero 6e30nacHOCTH.
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Tabmuua 4 — KoHTpoJbHBIE MepomnpuATHs OE30MaCHOCTH, BBIMOJHSAEMbIE B paMKax 3aJadd
npoektupoBanre OO»

«ApxuTekTtypa u

KountpoabHbie
MepOonpHUsITHS
0e3omacHocTH

Tloa3amaua
KM3HEHHOT 0
HUKJIA

Onucanue

Bxoanrie
JAHHLIE

Pe3yabTaT

Heo0xoaumpbie
HHCTPYMEHTBI

KommenTapuii

Pazpabotka u

BbIOOp
APXUTEKTYPHBIX U Tpeb6oBanus mo Ub
HPOEKTHBIX [Monroroska Pazpabotka u BeIOOD OTIpeJieNIeHbl B 00I1IeM BUjIE VHCTpYMEHTABHBIE
peneHui no APXUTEKTYPHOI'O U APXUTEKTYPHBIX U TpebGoBaHUs K apXUTEKType Ju1st apxuTekTypsl OO CpelcTBa ISt
MH(POPMALIMOHHOM POEKTHOTO MIPOEKTHBIX PEIICHUN 1O 00 (TpeOoBaHMUs K apXUTEKType NPOEKTHPOBAHHS
0€30MacHOCTH B pelieHus b cpeln pa3paboTKH,
COOTBETCTBUHU C WHCTPYMEHTaM U TIp.)
TpeOOBaHUSIMHU K
00
Onpenenuts Habop CHuxeHue pucka, Ha6op tpeboBanuit IepeueHns kpuTepres BEIOOPa
TpeboBaHUM CBSI3aHHOTO C 0€30MacHOCTH U KOMMEPHYCCKOI'o 1 OTKPBITOI'O
TTposepka 0€30MacHOCTH U HCIIOJIb30BaHNEM ommchIBaroie oKyMentsr o | 110 nomomHen TpebOBaHUAMH
COOTBETCTRUS BKJIOYUTH UX B prOOPETEHHBIX IPUOOPETEHNH, KOHTPAKTHI Ub. 5
TpeGosanusm B JOKYMEHTBI O IIPOrPaMMHBIX MOJlyJIeH Ha IIPOrpaMMHOE Brmouenne Tpebosannii b | HMucTpyMeHTaTbHBIC
CTOPOHHETO puoOpeTeHNH, Y CEPBUCOB, KOTOPHIE obecrieueHne u Ipyrue B THUITOBBIC COTTTANICHHA H CpeAcTBa N
MPOrPaMMHOTO KOHTPAKThI Ha ABIIAIOTCS COIJIALLIEHUS C TPETBUMHU B AOTOBOPBEI. IIPOCKTHPOBAHUA
DT — MPOrPaMMHOE MOTCHIIUATHHBIMA CTOPOHAMH. KioueHne B SLA
obecrieyeHue u HUCTOYHUKAMU Cas3aHHBIE C 00513aTENBCTBRA 110
JPYTHUE COTJIAIICHUS JOTIOJTHUTETHHBIX 0€30MMacCHOCTbIO KPUTEPUH YCTPaHCHHIO BBIABJIICHHBIX
C TPETbUMU ySI3BUMOCTEHN BbIOOpa KOMMEPUYECKOTO U YA3BUMOCTEH
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CTOPOHAMH OTKPBITOI'O IIPOrPaMMHOTO
o0ecrieyeHusl.
JlokazaTenbcTBa
IIOJIyYEHHBIX Y ITOCTABILUKOB
KOMMEPUYECKUX
IIPOrpaMMHBIX MOJYJIEH
TOT'0, YTO UX IIPOTrPAMMHOE
o0ecreyeHne COOTBETCTBYET
TpeOOBaHUSIM O€30MTACHOCTH
YTouHeHNE ApPXUTEKTYpHOE PELICHHE
HCIOJIb3YEMOT0 0O (omucatue
npu pa3paboTKe MIPOEKTUPYEMOT'O PEILICHHUS).
OO npoexTHOrO Onucanue TeXHUYECKON
peHcHus, CKOppeKTHpPOBATH HH(PpaCTPYKTYpHI
YTOYHCHHE (YTOYHHTB) IPOEKT pasMenienus OO (Tekyas CKOpPEKTHPOBAHHBIIL
IIPOEKTa YTouneHnue apxutektypsl OO n JIOKyMEHTaIus Ha JOKYMEHT (CBOJ TpeGoBaHHmii) HNHcTpymeHTanbHbIE
ApXUTCKTYPBI APXHUTEKTYPHOTO/TIP 0paboTaTh HHPPACTPYKTYy Py B COOTBETCTRIM C CpeacTsa Uit
HPOTPaMMBI 1 OEKTHOI'O PELIECHUS COOTBETCTBYIOIIHE 1aT(GOPMEI C ONTMCAHUEM AKTyaJIbHBIMH YTPO3aMH HPOCKTHPOBAHNA
opaboTKa TpeboBanus no Ub, IPUMEHAEMBIX TEXHOIOT UM
COOTBETCTBYIOIIIUX npenabsasisieMbie kK [10 OC, CYB/, cereBbie
TpeOOBaHMH 110 KOMIIOHEHTBI, KOMIIOHEHTBI
GesomnacHocTy, BUPTYyJIM3aLIUH, KapTa
HPCIITMETOH@MHX K UH(POPMAIIMOHHOTO

B3aUMOJICHCTBUS U T.JI.)
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AHanu3
IIPOEKTHBIX U
APXUTEKTYPHBIX Ocob6enHoctH
. KonTtponb peanusanuu
pelIeHni Ha . IIPOrPaMMHUPOBAHHUS
TpeOOBaHUH NMpoeKTa
C%OTBGTCTBI/II/GIB VTOUHEHIE apxuTexTypht OO i (ucnonb3yemble SI3bIKU U TpeGosanus o UB VIHCTpYMEHTABHEIE
TpedoBanusm Ub. TEXHOJIOTHH
|y o ApPXHTEKTYPHOro/Mp nopaboTKa oron osa orpeJiesieHsbl (10paboTaHbI) CpEICTBa s
HTPOJIb IPOTPaMMHPOBAHUS
P OEKTHOT'O PELICHHUS COOTBETCTBYIOIINX porp P ’ ans apxuTektypsr OO IIPOCKTUPOBAHNA
peanu3anuu % UCTIOJIb3yeMble OUOINOTEKH,
. TpeboBanwmii mo Ub, .
TpeboBanuii mo Nb (bpeliMBOpKH, TOTOBBIE
npenbsaBiasieMelx kK OO
Ha ypOBHE pereHus)
pa3zpabaThIBa€MBbIX
penieHui
HNHCcTpyMEHTHI
yIpaBIEHUS
MHIUACHTAMU,
UCIIOJIb3YEMBIE JUIS
. YTouneHnue Pa3pabotka YIIpaBJICHUS
AHanu3 NpoeKTHON [IpoekTHas ToKyMeHTanus
OKYMEHTALHH APXUTEKTYPHOTO/TIP JOKYMEHTAIlUU Ha TpeboBaHus K TOKYMEHTALUU 00 IIPOEKTaMHU U
Y OEKTHOT'O PEIeHHUS OCHOBE TpeOOBaHUI OTCIIEKUBAHUS
OIINOOK,
MHCTPYMEHTAJIbHbIE

cpencTBa s
MIPOEKTUPOBAHUS
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JIoKkymMeHTupOBaHU [Togroroska Omucanue NpoeKTHpIX Hpesiosierns o HNHcTpymeHTaIbHBIE

¢ IPOCKTHBIX HPOCKTHBIX PENICHNH ¥ YKa3aHUH 10 | Mopens yrpo3 GesomacHocty | HEHTPATM3AUH BRIABICHHBIX cpejicTBa U1
. . IIPUMECHECHH NOTEHUHATbHBIX YT
pewennii o b peleHuiA PHMEHCHHIO undopmamyu OO u 35 OTCHIHAT yrpos [POCKTUPOBAHHSI

paspabarbiBaemoro OO

6e30macHOCTH HHpOpMALIUU
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71.4.3.7. 3anaua «Peamm3zauus (paspadorka) OO»

3amaun UMb, kotopbie HAOMKHBI OBITH BBIMIOJHEHBI KoMmaHou DevSecOps: oreHka
cootBeTcTBUsI OO TpeboBaHusM u pemeHusM no Wb, co3maHue TeCTOBBIX CIIEHApHEB,
NEPBUYHOE KOHPUTYPUPOBAHKUE U HACTPOITKa pereHuii mo odecneyennto b, ynpasnenue
BEPCUSMU W U3MEHECHHUSIMHU, TPUHITHE pEIIeHUus O JomycTuMocTu Bbillycka OO B
TECTOBYIO Cpeay B oTHoIIeHuH 3amuiieHHoctu OO0.

CocTaB KOHTPOJBHBIX MEPONPUSATHN OE30MaCHOCTH, BBIMOJHIEMBIX B paMKax
3anaun «Peammsanus (pazpadotka) OO», mpuBeneH B Ta0IuIE S.

Ha texymieit 3amaue MNpOUCXOAMUT pa3pabOTKa HCXOJHBIX TEKCTOB IPOTPaMMBI,

ABTOMATHU3HUPOBAHHBIX TCCTOB, IIPOBCACHNUC CTATUYCCKOI'O aHaJIM34 KOJ4a.

st obGecriedeHust ynpaBiieHHs] BEepcUsIMU U KOHTpousis 3a u3MmeHeHusimu OO, a
TaK¥K€ B LIEIAX
e  MapKHpPOBKH CO3/1aBaEMbIX MPOMEKYTOUHBIX Bepcuii OO,
®  WJICHTU(HUKAIUMU HUCXOJIHBIX TEKCTOB MPOrPaMM, HCIOJIb3YyEMBIX I

peanuzanuu OO,
PEKOMEHIyeTCsl CO3/laTh TpoIecc ympaBieHus BepcussMu u usMeHeHmsimu OO,

BKJIIO4as IMMpOMEKYTOUHBIC BEPCUN, BEPCUN UCXOJHBIX KOAOB U T.[.
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Tabnuua 5 — KoHTposbHbIe MeponpusThsi 6€30MacHOCTH, BHITIOJIHAEMbIe B paMkax 3anaun «Peanmuzanus (pa3paboTka)

OO»
2 E = @ =3 =
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BrisBnenne
YSA3BUMOCTEH B
CTOPOHHUX Tepeuers
AHanm3 KOMITOHEHTaX SaBI/ICII)/IMOCTef/'I Otuer o
KOMMEPICCKUX U KOMMEPYECKOTO 1 EDCUCHE ’ pe3yybTaTax
OTKPBITBIX OTKPBITOTO p CKaHUPOBAaHUS, HNHCcTpyMEHT ITpoBEpKU
. KoHnTpons ctopoHHuX KOMIIOHEHTOB
porp KOMIoHEHTOB 00 IIPOrPaMMHOTO OMMEDUCCKOT penieHue o CTOPOHHUX
MOZYJICH Ha HAININE o0ecrieueHus, B TOM o 1 OT 5 LITOLO IIPUMEHUMOCTHU koMnoHeHToB [10
YA3BHUMOCTCH YHUCJIe CTOPOHHUX p CTOPOHHUX
SuGIOTCK IPOTrPaMMHOTO
bi (4] KOMIIOHEHTOB
obecrnieveHus
pa3MenieHus ux B 0a3bl
3HaHUU U PETO3UTOPUU
pa3paboTku
Benenue o6Gmero [Tepeuenn
eﬂnosmo IT;[ c 3aBI/ICII)/IMOCTeI7[ Oruer o
PopurpoBariie obiriero paiwemeHHeIl)w B HEM NepeveHb ’ pesyJbratax
AHanu3 Koza €IIO3UTOPUS
o P P YTBEPKJICHHBIX U KOMIIOHEHTOB CKAMUPOBAHITL, WucTpyMeHT npoBepKu
KOMITOHEHTOB Ha JTIOBEPEHHBIX UCXOIHBIX peleHue o
coorBerctBue b TEKCTOB IIPOrPaMM HPOBCPCHHBIX KOMMEPHECKOr KommonenTos IO
POTPENN KOMITOHEHTOB 0 U OTKPBITOTO TPAMCHUMOCTH
KOMITOHEHTOB P KOMITOHGHTOB,
(cTropoHHME, IPOrPaMMHOT0
HCXOHBIX TEKCTOB
CaMOTHUCHBIE) C obecrieueHus,
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OTKPBITBIM UCXOTHBIM nepevcHb porpaMm
KOJIOM JIs CaMOMIHMCHBIX
BO3MOKHOCTH KOMIIOHCHTOB
UCTIOJIb30BaHUS TIPU
JIeTIEHTPATH3aIUU CPeJT
pa3paboTKH
. . TpeboBanus
Paspa6oTka penienui 5 PaspaboTka pereHuit I/{)B WHcTpymenTanbhbe
1o UB s OO PaspaboTka pelieHuii B 1o UB s OO 1 MCpBI Pemenue o b cpeacTsa
00 AT st OO NPOEKTUPOBAHUS U
MUHHMH3AIUU paspaboTKH
PHUCKOB
Pazpabotka
MOAPOOHBIX TIPOLIETYP
TECTUPOBAHUA, JlokymeHT o
TECTOBBIX JIAaHHBIX, Hnpouenype
P TK TECTUPOBAHMUS
a3paboTka TECTOBBIX CLIECHAPHEB, Than eCTUpOBaHUS, VHCTpYMEHTATBHbIE
aBTOMATHU3HPOBAaHHBIX Pazpabotka HabopoB KOH(UTYpaLHy TECTOBBIE
TECTUPOBAHUS TG CpeacTBa st
TECTOB IIO TECTOB TECTOBBIX CLICHApUECB 00 ClICHapHUH , TeCTHPOBAHHS
0€e30MacCHOCTH HCIIOJHAEMBINA KOJI

byHKIHH oOecniedeHus
UH(POPMAIIMOHHOM
0€30MacHOCTH U
peLIeHu
nH(pOpMaITMOHHOM

TECTOBBIX
cueHapues b
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0e30IacHOCTH
OO0ecrieuenue
KOHTPOJIS
LIEJIOCTHOCTH
XpaHHUMBIX B
peno3uTopusix (hanios.
Obecneuenne Obecneuenue
KOHTPOJIS JIOCTYITHOCTH
LIEJIOCTHOCTH BCETO HHCTPYMEHTOB
IIPpOrpaMMHOI0 KOa U KOHTPOJIA Monynu 6e30ImacHOCTH
POIP A N P KonTposibHbie Otyetsl ot
pa3MernicHue dukcarys U3MEHEHNI B LEJIOCTHOCTH PENIO3UTOPHS i CUCTEM
CYMMBI MPeIYTIPESKICHUS
JOCTYITHBIX HACXOIHOM KOJIE MIPOrPaMMHOTO KOJIa. yIpaBJICHUS BEPCUSIMH
penu30B 0€30macHOCTH
MEXaHU3MOB JUIA O0ecrieueHne 3aIUThI 1 U3MEHCHUSIMH
KOHTPOJIS B oT
COOTBETCTBYOIIHX HECAHKIMOHUPOBAHHOT
cpenax 0 JIOCTyIa U
HapyIICHUSI
IIEJIOCTHOCTHU pecypca
XpaHCHHS
KOHTPOJIbHBIX CYMM
penu30B
CraTuyecKui aHanus Crarnyeckuit ABTOMAaTHUYECKOE UcxonHsrit Wcxonueiidi TekeT | Moayau 0e301acHOCTH SIBngercs
KOJia Ha ysi3BUMocTH | AHAaJIH3 HCXOIHOTO Koza CKaHMPOBAHUE U TEKCT IPOTPaMMBl, MHTETPUPOBAHHOMN HEOoO0s13aTeNbHBI
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Wb nepen duxcarmeit aHAJIM3 KOJA [0 Mepe IPOTPaMMBI, HaliJICHHbIE cpensl pa3paboTKu M
M3MEHEHUH B €ro HamnucaHus B U3BECTHBIC ySI3BUMOCTH MEpPOIPHUITHEM
MCXOJIHOM KOJIe peaIbHOM BPEMEHU U ySI3BUMOCTH
yBEAOMJICHHE
pa3zpaboTuurka o
MOTEHIIUATBHBIX
YSA3BUMOCTSIX KOJIa
Otuer o
pe3yabpTaTtax
CTaTHYECKOTO
aHaM3a UCXOTHBIX
Hcnons3oBanue TEKCTOB, (PUKCAIUS
CTaTUYECKOTO aHaJIN3a Ncxonnbrit pe3yabTaToB Ananuz
CraTiaeckuii aHamms3 HCXOHBIX TEKCTOB TEKCT CKaHHUPOBAHUS B HHCTpyMEHTBI HCXOHOTO
KOoJia Ha yA3BUMOCTH CraTuyeckuil aHammus IporpamMm, aHaJiu3 IIPOrpaMMBl, 6a3y 3nanmii Ub, | crarmdeckoro aHammsa TEKcTa
b HCXOIHOTO KOJa pE3yNbTaTOB, KOTOPHIE U3BECTHBIE pEKOMEHTyeMbIe UCXOHBIX TEKCTOB mporpaMmm Ha
BIIUSIIOT Ha pElICHHUE 00 | YSI3BUMOCTH U MEPBHI TI0 mporpamm MOTCHIIUATTHLHBIC
U3MEHEHUH cTaryca HEJOCTaTKU | CHIDKEHUIO PHCKOB, ySI3BUMOCTH
Koza perieHue o
nepexojie K
CIIETyIOIIEMY

9Tally KU3HCHHOI'O

MAKJIA




171

KonTposabHbie
MeponpusATHSA
0e30MmacHOCTH

IMoazanaua
KU3HEHHOT 0
HUKJIA

Onucanue

Bxoausbie
JTAHHbIE

PesyabTar

Heo0xoaumebie
HHCTPYMEHTBI

KommenTapuii

IIpoBeneHue
koHTposaei b

[IpoBepka kauecTBa
nepej IEPEHOCOM B
Cpelly TeCTUPOBaHUS

AHanu3 pe3yabTaToB
CTaTUYECKOTO
CKaHHUPOBAHUSA U
OTYETOB O MPOBEPKE
CTOPOHHUX
KOMIIOHEHTOB.

[Tpunstue pemenus oo
W3MEHEHUU CTaTyca
KoJa/mepeHoce B

JIPYTYIO Cpefy

Pe3ynprarsl
cOopKH,

OT4YeT
CTaTUYECKOIO
CKaHMPOBAHH,

OTYET O
pOBEpKe
CTOPOHHHX
KOMITOHCHTOB,
IUTIaH MTPOEKTa

3akJroueHue mo
KOHTPOJISIM TSI
MPUHATHUS PEIICHUI
00 U3MEHEeHUHU
craryca
KoJla/TiepeHoce B

APYTY¥o Cpeny

NucTpymeHThI
MPOBEACHUS KOHTPOJIS
b




172

7.4.3.8. 3anaua «TecrupoBanue OO»

3amaun UMb, kotopeie HOMKHBI OBITH BBIMIOJHEHBI KoMmaHou DevSecOps: oreHka
cootBercTBUs OO TpeboBanusm Wb, onienka octatounbix puckoB Ub, npunsarue pemieHus
o gponyctuMmoctd Bblmycka OO B NPOMBIIUIEHHYHO 3KCIUIyaTallUI0 B OTHOLIEHUU
3amuieHHocTH OO 1 10ImyCTUMOCTH OCTaTOYHBIX PUCKOB Mb.

CocTaB KOHTPOJIBHBIX MEPOINPHUSATHI 0€30MacCHOCTH, BBIMOJIHIEMBIX B paMKax
3agaun « TectupoBanue OOy, mpuBeieH B Tabduiie 0.

[lon TectupoBaHueM B OOIIEM BHUJAE, €CIU HE MPEAyCMOTPEHO YTOUYHEHHE BHUJA,
NOHUMAIOTCA CJIEAYIOIIME BapUaHThl: MOAYJIbHOE TECTUPOBaHUE, (PYHKIMOHAIBHOE
TECTUPOBAHMUE, WHTETPallMOHHOE TECTUPOBAHMUE, CUCTEMHOE TECTUPOBAHUE,
PErpeECCUOHHOE TECTUPOBAHMUE, MIPUEMOYHOE TECTUPOBAHMUE, TECTUPOBAHUE
IPOU3BOAUTENBHOCTH, U30JSIIMOHHOE/KOMIIOHEHTHOE TECTUPOBAHUE U Pa3IMUYHBIE TECTHI
O0e3zonmacHocTH. B ciiyyae ecnmm B paMmMKax ONPENEIEHHOrO BHUAA TECTHUPOBAHUSA, HE
ABJISTFOLETOCS KOHTPOJIbHOM IIPOBEPKOU MH(POPMAIIMOHHOM 0e301acHOCTH,
Ope1ycMaTpUBaeTCs BKIIOYEHHE B 00beM TecTUpoBaHus (QyHkuuoHasia COUDB wnm
(GyHKIMI 0e30macHOCTH, a TaKXKe BIMAIOIIMX HAa HHUX CMEXHbIX KoMrmoHeHT OO,
nojipaszieJieHue 0€30MacHOCTH ONPEIESeT CBOM YPOBEHb BOBJICUEHHOCTH U yYaCTHS.

B nporecce TectupoBaHus MOTYT NMPUMEHSTHCS Kak paHee pa3pabOTaHHBIE, TaK U
[OJITOTOBJIEHHBIE B PAMKAaX TECTUPOBAHUS TECTHI, B KOTOPBIX MPOMHUCHIBAIOTCS MOAPOOHbBIE
IpOLEIYpbl TECTUPOBAHUS, CLEHAPUM TECTUPOBAHUS, TECTOBBIE CKPHUIITHI U TECTOBBIE
JaHHble. ABTOMATHM3HPOBAHHBIA TECT MOXHO BBINOJHUTbH, 3aMyCTUB HAOOpP TECTOBBIX
CKPHUITOB MJIM HAOOp TECTOBBIX CLIEHAPHEB HAa KOHKPETHOM HMHCTPYMEHTE TECTUPOBAHMS
0e3 yuacTusi uyenoBeka. Eciy mojiHasg aBTOMAaTU3alMs HEBO3MOXKHA, PEKOMEHAyEeTCs
o0ecneunTh HauBBICILIUI MPOLIEHT aBTOMAaTH3aL[1H.

B cpene tectupoBaHus HE PEKOMEHAYETCS MCIIOJIB30BAHUE PEAIBHBIX JAaHHBIX. B
cllydae €clid ]Il TECTUPOBAaHUS HEOOXOAMMBI JaHHbIE, MAKCUMAJIbHO MPHUOIMKEHHBIE K
peanbHbIM, pEKOMEHAyeTcsl (OPMHPOBAHHWE TECTOBBIX MACCHBOB JAHHBIX MyTEM

HEeoOpaTUMOTO 00€3IMYMBAHMSI, MACKUPOBAHUS U (MJIM) UCKAXKEHUS CBEICHUM.



Tabnuua 6 — KoHTposibHBIE MEPOIIPUSATHS O€30ITACHOCTH, BBINIOIHsEMBIE B paMKax 3aaaun « TectupoBanue OO»
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Tposepx I[TepeueHb(CIUCOK)
a COOTBCTCTBHS Cosnanue BEKTOPOB H
00 peBapUTEIILHON aKTyaJbHbIX aTakK.
TpeboBaHMIM BEPCHUH TPOJIYKTA. o
0€30MacHOCTH OLeHKa IPOTOTHIA Ha YHKIMOHATbHBIC DKcrepTHas
hi (o) Cosnanne P TPEOOBAHHS IO KOPPEKTUPOBKA
COOTBETCTBHUE PP p
MOJTb30BATEIBCKOTO 6e30MaACHOCTH .
pa3MelIeHus nHTepeiica TpeGosanusm UB. J TpeboBaHMit
JAHHBIX X IIIOCKIX OMHCBIBAIOIINC MHHUMU3AIUA puckoB b
TpeGoBaHuil B e Omnpenenenue NEeICTBUS, KOTOpBIE B Clydae fepecMoTpa
0a3ze 3HAHWI 1 p KpUTCpUes AOJDKCH BBINOTHATD riepedHst Tpe0oBaHMI
pasMelleH s MIPOXOKICHUS QO C 1IEJBIO
cGOpOK B KOHTPOJIbHBIX HEeHTpanu3anum
PETO3UTOPHH nposepok M1b OO yrpo3 6€30MacHOCTH
pa3paboTku uHdOpMAIH
Ompenen CornacoBanue
Pest Kpurepun Ub
eHue 00BEMOB U CTpaTETUN HPOBEIEHHIO
TpeOOBaHMI K Onpenenenue TECTUPOBAHUS p
6 . TECTHPOBAHUS TI0
HPOBCICHHIO ThEOOBATIHH K Da3TIHTAHDIX 0e30macHOCTH [Tnan TectupoBanus OO
TectoB UUb n MPOBEICHUIO COCTAaBJIIOIINX
QOyHKIIMOHATb
MOATOTOBKA TECTUPOBAHUSA tectupyemoro OO,
HbIC TPEOOBAHMUSI 1O
TUTaHa MPUOPUTH3AIHS 3324 5e30MACHOCTI

TECTUPOBAHUS

Mo TCCTUPOBAHUTIO
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Brmmonmauts
JUHAMUYECKUN WUITn
WHTEPAKTUBHBIN HNucTpymMeHThI
JnHamuyeckoe .
TeCTUDOBALIE JInHAaMUYECKHUI aHalIM3 | aHaJIu3 0€30MaCHOCTH OT4eT 0 TecCTUpOBaHUH, JMHAMUYECKOTO
SaHII/IH?CHHOCTI/I HCXOIHBIX TEKCTOB MIPUIOKEHUS, aHATN3 HcnonasieMbrit Kog | peKOMEHIyeMbIe MEPHI 110 aHajan3a
00 nporpamm pe3yIbTaTOB, KOTOPHIE CHUKEHUIO PUCKOB HCXOJHBIX TEKCTOB
BJIMSIIOT Ha penieHue oo porpamm
M3MEHEHUU CTaTyca
KOJa
IIposBencHue
aBTOMaTu3npoBaHHoro | HMcxomHwie Momynu
TECTUPOBAHUSA C MIPOrpaMMBHl,
IIpoBenenue TTOMOIITBIO HCTIOTHSEMBIN KO
poBea o s HNHcTpymeHTanbH
aBTOMAaTU3HPOB CHeLUaTu3UPOBAHHBIX TECTOBBIE HAOOPHI OT4eT 0 TeCTUpPOBaHUH,
ABTOMaTU3UPOBAHHOE bI€ CpPEeCTBA JJIs
aHHOTO aBTOMATU3HPOBAHHBIX BXOJIHBIX JIAHHBIX, | PEKOMEHIYEeMbIC MEPHI 1O
TECTUPOBAHUE TECTUPOBAHUS
TECTUPOBAHUS CpE/CTB, aHAJIU3 TECTOBBIE CLICHApPUU CHUXEHUIO PUCKOB 5e30HACHOCTI
0e30MacHOCTH pe3yJibTaToB, KoTopsie | Wb, ucnonusempri
BIIUSIOT Ha penieHue 00 KOJT TECTOBBIX
W3MEHEHUU CTaTyca cuenapues b
KoJ1a
Hccnenosanne OO, HcnonHseMbli KOJ OT4YeT 0 TECTUPOBAHUU
> P » | MHCTpyMeHTanpH
da33uHr- ABTOMaTU3UPOBAHHOE HATIPABIICHHOE Ha
TECTOBbIE HAOOPBl | PEKOMEHIyEMbIE MEPBI 10 | e CpeaCTBa ISt
TECTUPOBAHUE TECTUPOBaHUE OLICHKY €ro CBOHCTB U
BXOJIHBIX JTAaHHBIX CHUKEHUIO PUCKOB TECTUPOBAHHUSL

OCHOBAHHOC Ha
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nepenaye ciayyaiHbIX 0€30MacHOCTH
WJIU CHEUaIbHO
c(hopMUPOBAHHBIX
BXOJIHBIX JIaHHBIX,
OTJIMYHBIX OT JIAHHBIX,
MPEAYCMOTPEHHBIX
aJIrOPUTMOM pabOTHI
00
Pa3paboTtka cuienapuen . OT4eT nomKeH
HcnomHseMbIit Ko,
IIpoBenenue TECTUPOBAHUS S MOKa3aTh
WHTETPAIOHH WHTETPAIH MOJTYJIEH, p CpaBHEHHE
. MHTETPallMIOHHOTO OTuer 0 TecTUpOBaHUH,
oro WNurerpanuronnoe UX B3aUMO/JICHCTBHE HNucTtpymeHTanbH | pe3yiabTaToB TECTa
M TECTHUPOBAHUS, pEKOMEHIyeMbIe MEPBI IO
TECTUPOBAHUS TECTUPOBAHUE MeXay coOoi, a TaKxke bI€ Cpe/ICTBa B COOTBETCTBUHU C
TECTUPYEMBIE CHUXEHUIO PUCKOB
C cepBHUCaMU WHTErpalys NoJICUCTEM ApPXUTEKTYPHBIM U
MIPOrpaMMHBIE
COUub B OJIHY OOIIIyIO SI10KI MIPOEKTHBIM
CUCTEMY pemenueM o b
[IpoBenenue
OyHKIHMOHATBH (YHKIIMOHATEHOTO .
Wcnonusemsrii kog, | Otuet o TectupoBanuu, | HMHCTpymeHTambH
oe OyHKIHOHAIBHOE TECTUPOBAHUS JJIs
TECTOBbIEC HAOOPHI | pEKOMEHAYEMbIE MEPHI 1O bI€ CpPE/ICTBA
TECTHPOBARHC TecTHpoBarHe OnpeacaeiA BXOJIHBIX JIaHHBIX CHIDKEHUIO PUCKOB TECTUPOBAHUS
®BO cootBetcTBUsA PBO Hnx p p
OTh
[IpoBenenue [TpuemouHoe [IpoBenenue Wcnonssiemsrii kox, | 1IPOTOKOJ TECTHPOBAHMA | HaGop TeCTOBBIX JlaHHbBIE TECTHI
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TECTOB I10 TECTUPOBAaHUE TECTUPOBAHUS TECTOBbIE HAOOPbI UHCTPYMEHTOB, MIPOBOASTCS Ha
6e30macHOCTH 0€3011acHOCTH U BXOJIHBIX JaHHBIX, CKaHep Ha OKOHYATEJIbHOMN
0]0 TECTUPOBAHUS Ha TECTOBbIE CLICHAPUU COOTBETCTBUE KOH(UTYyparIuHu.
[IPOHUKHOBEHHE B tpeboBanusm b | Ilpu npoBenenuu
pamMKax KOMILIEKCHOTO TECTUPOBAHUS Ha
IIPUEMOYHOTO IIPOHUKHOBEHUE
TECTUPOBAHUS IS MOTYT
OIIpEeCIICHUS YPOBHS HCII0JIb30BaThCS
roroBHocTH OO K HE TOJIBKO
MIOCJIE Y IOILEH peecTpsl
AKCIUTyaTaluu U3BECTHBIX yTPO3
UH(POPMALIMOHHOM
0€30MacHOCTH U
yszsumocteit [10,
HO U 6a3bl co
CLIEHApUAMHU
HKCIUTyaTallH
cammx
YA3BUMOCTEHN
Pa3pabotka PasnaGorka Obecnieuenue Haluis TTpoexTHas P
A DKCILT ETauHOHHoﬁ B OKCTIy aTAHORHON AOKyMCHTal, OKcrTyaTanoHHas bIE Cpey,I[CTBa TSt
o IlOKyMeHTaI_[I/II/I SN crieu puKaiy HOKYMCHTAIIA I OCII)CTI/I OBaHMSI
JIOKYMEHTaIuU Y TpeOOBaHM K TpeGoBannii kK OO P p
C YUETOM napameTpam
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aCIIEKTOB KOH(Urypauuu
6e30macHOCTH MEXaHU3MOB
0€30IaCHOCTH,
PYKOBOJICTBA
MIOJT30BATEIISI 10
IKCILTyaTallUH,
OnKcaHus OOHOBJICHUS
00
AHanu3 pe3yapTaToB OT4YeTh O
Tponenertte IIpoBepka TECTUPOBAHUS U TeCTHPOBAHHUH, 3akIt0YeHue 1Mo
P - VB cootBercTBHs OO OTHETOB O NPOBEpPKE. OTYET O MPOBEPKE KOHTPOJIAM ZTA VIHCTPYMEHTHI
KorTponeHn Hepej1 IEPEHOCOM B (yHKUMOHaNbHOrO | TPHHATHA pemenuii 00
(security pea nep [Tpunstue pemenus o6 YHKIL MSMEHEHI CTaTvea IIPOBEJIEHUS
controls) Cpelly POMBIIIICHHOR | psvienennn cratyca | TecTuposanus OO, y xouTpons b
KO/a/TiepeHoce B APyTYIO
= cpe
JPYTYIO Cpesty TECTHPOBAHMI peny
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71.4.3.9. 3anaua «Iloaroroska u nepeHoc OO B NPOMBINLIEHHYIO IKCILTYaTAIHIO»

3amaun UB, koTOphIe MOHKHBI OBITH BRIMIOJIHEHBI KoMaHaou DevSecOps: KoHTpoIb
KOppEeKTHOCTH Bepcud u uenoctHoctd OO mpu mepemade B cCpeAy MNPOMBIITUICHHON
JKCIUTyaTaluu, KOHTpoJb BbIMOJHEHUS TJIb m OTb nmpoekTHOW M 3KCIUTyaTallMOHHOU
JIOKYMEHTAIINH.

CocTaB KOHTPOJBHBIX MEPONPUATHIA OE30MaCHOCTH, BBITIOJHIEMBIX B paMKax
3agaun «lloaroroBka m mepeHoc OO B MPOMBINUICHHYIO KCILTyaTalldi0», MPUBEICH B
Tabsmiie 7.

Ha sTamne moAroToBku U MepeHoca B MPOMBIIUICHHYIO SKCILTyaTallul0 KOMITIOHEHTHI
OO mnpoBepAIOTCSA HA LEIOCTHOCTh U UCTOYHUK IpoucxoxaeHus kommnoHeHToB OO. Ilpu
YCHEUTHOM TPOXOXKJAeHUU MPpoBepkd OO KOMMOHEHTHI C MOJOKUTEIBLHBIM PE3YyJIbTaTOM
koHTposisi b mepenarorcss Ha XpaHeHue B pernosutopuid. CocTaB mnepenaBaeMbIX Ha
xpaHeHue KoMIoHeHTOB OO coAepKUT B TOM 4YHUCJE: 00pa3bl KOHTEHHEPOB, 0Opasbl
BUPTYaJIbHBIX MallluH, OWHAPHBIE UCIIONHIEMBbIEC (DAMITBI, PE3yIbTAThl TECTOB, PE3YJIHTATHI
CKaHUpPOBaHUsA OE€30MacHOCTH, CIIEHAPUU Pa3BEPThIBAHUS, CIICHAPUU YMPABJICHUS
KoH(puUrypauusmu, nokymenranuto va O0.

Takxe B TaHHOU 3aJjaue OCYIIECTBISIOTCS pa3BepThiBaHue BbITyckoB OO, BKItOUast
paznuuHble KOMIOHEHTbl OO, B NPOMBILIUIEHHYIO AKCIUIyaTallMl0 M KOHTPOJb BCEX
OIepALUNA.
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Ta6Jmua 7 — KOHTpOHBHBIG MCPOIIPUATHUA 6630HaCHOCTI/I, BBITIOJIHACMBIC B paMKaX 3aJla4n ((HO,Z[FOTOBKE[ H IICPCHOC OO B
IMPOMBIIIJICHHYIO S5KCILTYyaTalnuo»
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[IpoekTHas
JIOKyMEHTalIus,
OTYETHI O
TECTUPOBAHUH,
IIpoBepka
OTYETHI O IPOBEPKE Cucrema Komnonentsr OO
COOTBETCTBHS Pemenue o BoilTycke
0€30MacHOCTH, OpKECTpalM | IOMEYarTCs MapKepoM
BBITIOJIHEHUS koMioHeHToB OO B .
. [Ipunsitue pemenus o koMnoHeHThI OO0, 3aKI0YeHUe O | HENpepbIBHOU (UHANBHOTO BBITYCKA,
TpeboBanuii b XpaHUJIUIIE KOMIIOHEHTOB
. BoITTycke OO . 3aKJIFOYEHUE T10 BbITycke OO WHTETpaIuu / €CJIY TIPUHATO
IIPOEKTHOH U JUTS1 IPOMBIIIIEHHON .
. KOHTPOJISAM ISt HEINPEePbIBHON MOJIOKUTENBHOE
JKCILTyaTallMOHHON JKCILTyaTaluu .
MIPUHSATHUS PEIICHUIN JIOCTaBKH pelieHue
JIOKyMEHTaIuU
00 U3MEHEeHU!U
cTaryca
KoJa/mepeHoce B
ApYTYIO0 Cpeny
OTtnpaBka coOpaHHBIX Hobxiii Ob6ecneuuTh 3alIUTy OT
Kontpouis JlocTtaBka cOOpaHHBIX koMioHeHToB OO B BBIIVCK B Cucrema HECaHKI[MOHMPOBAHHOI'O
KOPPEKTHOCTH KoMIoHeHTOB OO, XPaHWINILE KOMIIOHEHTOB Bamvek OO X aHI/}I]J'II/IHle XpaHEeHUs JIOCTYIIa U HApYILLIEHUS
BepcHil u MOJTy4aeMBbIX B ¢ obecrieueHueM KOHTPOJIs y cg SpAHHEIX coOpaHHBIX LIEJIOCTHOCTH pecypca
nenoctHoctd OO | mporecce pa3paboOTKu KOPPEKTHOCTH BEPCUI U KOMHPOHeHTOB KOMIIOHEHTOB | XpaHEHUsl KOHTPOJbHBIX

OEJIOCTHOCTH

CYMM BBIITYCKOB
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7.43.10. 3apgaua «kcnayaranus u conpoBoxaenue OO»

3amaun UB, koTOphIe MOHKHBI OBITH BRIMIOJIHEHBI KoMaHaou DevSecOps: KoHTpoIb
COCTaBa, MECT pa3MEIICHUs] U TapaMeTpPOB HACTPOCK TEXHUUECKUX 3allUTHBIX MeEp,
KOHTPOJIb BBIMOJIHEHHUS MPaBUJI AKCIUTyaTallMM TEXHUYECKHX 3alllUTHBIX Mep, BKJIOYas
npaBuiia OOHOBJICHUS U YIIpaBJIeHUs, Iepuoandeckas omeHka samuieHHocta O0.

CocTtaB KOHTPOJBHBIX MEPONPHUATHH O€30MacCHOCTH, BBIMOJHICMBIX B paMKax
3aaun «IKcrutyaTanus U conpoBoxkaenue OOy, npuBejieH B Tadaule 8.

Ha nanHOM 3Tame MCHoNb3YHOTCS MWHCTPYMEHTAIbHBIC CPEJCTBA JJISI PE3€PBHOTO
KOMMPOBAaHUS, MOHUTOPUHTA COOBITUI U YSI3BUMOCTEH.



Tabmuma 8 — KonTposbHbIe

comnpoBoxaeHre OO»
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MCPOIIPpUATHUA 6C3OHaCHOCTI/I, BBITIIOJIHACMBIC B paMKax 3addadu

«BKCHHyaTaHI/I}I )41

U ® = L - =
A = = = 2 o = = =
= =2 =N = 2o < = = =
AR S 8 = & = 2 3 = 5 o s
= = = X = B = == | - S =
S = 3 S 3 £ 3] = = = e 5 5
g = S gz = = o = > -y
=S 5 25 = = = = 2 e = =
B =T = = o m N o S =
S L % Y = =
Z = = = =
TectupoBanue
HNucTpymenT
0€301acHOCTH Onpenenenue u Ortuer o DOBCDKI TectupoBanue
CHCTEMBI Ouenka BepHUpUKaAIS TuroBbie TECTUPOBAHUH, COOI”)FBeTETBI/IH MPOUCXOUT
yIIpaBJICHUS zanmunieHHoctu OO koHpuryparmmii 10, KOH(UTypaluu | OTYET O CPAaBHEHHUH TpeBOBAHMAM nocie
KOH(MUTypanus BIHUSIONIUX Ha pucku b KOoH(urypanuit a3BEPTHIBAHUA
puryp p puryp 6esomacroctn | PaoPCP
MH
IIpoBenenue
MEPUOIUYECKOTO
pHoZ Ortuer o
TectupoBanue TECTUPOBAHUS HA NHuctpymenTa
N TECTUPOBAHUH,
Ha Ouenka 3anumieHHoctd OO | npoHHKHOBEHUE oxBaTbiBaeT | PazBepHyThiii OO S — JIbHBIE
MIPOHUKHOBEHUE BCE aCIEKThI cpeiacTBa
ySI3BUMOCTH
(YHKIIMOHUPOBAHUS
noacuctem OO
PesepBHOE
CONIDOBAHINE KoHTpoab KoppekTHOCTH Hoctyn Cucrema
P . PE3epBHOIO KOMHUPOBAHUS cucTeme 3aapXUBUPOBAHHbBIC | YHIPABICHUS
Ka)XJ10T0 Xpanenue Bcex ¢aitnos
XpaHWJIUI, pEIO3UTOPHUEB, pPE3EPBHBIX KOMHUU pE3EpPBHBIM
Bbimycka OO u BBIITYCKOB B PEIIO3UTOPHUH . .
0a3 3HaHui KOIIHH, koMIoHeHToB OO | xomupoBaHHE
BCEX €ro
MPOEKTA/TIIIAaTGOPMBI koMroHeHTs OO M

KOMITIOHEHTOB
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e = L 3 =
a = - < E o = ) ﬁ =
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== E S = = < = 2 o = 5 =
S = 8 ] 5 £ S = = = e 5 5
a2 = g gz = = S = > e
=S 5 25 = = = = 2 e = =
B =T = o m X S o =
S @3 = A~ S = S
Z 5o = = =z
OO0uen3BecTHBIE
0a3bl TaHHBIX
SI3BUMOCTEN NucTpymenta
MoHuUTOpUHT Ocy1uiecTBi€HUE PYYHOTO U y CLHCKH ’ Ortuer nfgme
OO na Hanuuue Conposoxaenue OO aBTOMATUYECKOTO aHAIN3a OCYUIECTBIICHUS
. . pacchlUIKU cpeacTBa
yS3BUMOCTEH ySI3BUMOCTEH MOHHMTOPHHTA
0€e30MacHOCTH, MOHHUTOPHHTa
OTYETHI 00
YA3BUMOCTSX
OOHOBNIEHHBIE
KOH(pUTYpaIiu
[Iepunonnuecku . (urypan
. PazBepHyTHII HACTpPOEK
11 TIepeeMoTp, 00 WHCTPYMEHTOB NuctpymenTa
aHanu3 u T by py
UCTIONTHSIEMBIi IPOBEJICHUS JbHBIC
TECTUPOBAHUE [IpoBenenue ananuza u
KO/[I, TECTOBBIE koHTpois Ub. cpencTsa
koga OO jist Onenka 3anumenHocty OO OCYLIECTBIICHUE
HAOOPBI BXOTHBIX OT4etsl 0 OLIEHKHU
BBISIBJICHUS tectupoBanus koga OO
AHCE He JaHHBIX, BBISIBJICHHBIX 3alUIIEHHOCT
P TECTOBBIC ySI3BUMOCTSIX. u
0OHapyKEHHBIX
N CLIEHapUH CxoppeKTUpOBaHHA
ySI3BUMOCTEH

s1 OLICHKA BCKTOPOB
M aKTYAJIbHBIX aTaK
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7.4.3.11. 3apmava «BeiBoa u3 3xkcmnyaranuu O0»

3amaun UB, xotophle NOMKHBI OBITH BBIMOJHEHBI KoMaHmou DevSecOps:
KOHTPOJIb cOOMIOAEHUs mpaBui M mpouenyp obecrneuenus Wb npu cHsatum c
skcrutyatanm OO, apxuBupoBaHue uHpopmaiuu, coaepxaimieiica B OO,
rapaHTUPOBAHHOE YHUUYTOKEHHE (CTUPAHUE) TaHHBIX C HOCUTENEeH HHPOpMaLIUH.

CocTaB KOHTPOJIBHBIX MEPONPUATHIA OE30MaCHOCTH, BBIIOJHIEMBIX B
pamkax 3anauu «BeiBoa u3 skcmtyatanuu OOy, npuBeieH B Tadbnuie 9.

Meponpusatus, ykazaHHble B TaOnuie, npoBoasrcs Biagenbiamu OO
coBMecTHO ¢ WT-cnenuanucrtamMu mojJ o0sA3aTeabHBIM W HEMOCPEACTBEHHBIM
KoHTpoJsieM oduriepa 6e3omacHocTH. Oduiiep 6€30MaCHOCTH JO0JIKEH ObITh YKa3aH
B JOKYMEHTUPOBAHHOM pelieHnH 0 BbiBoAe OO U3 MPOMBINUIEHHON KCILTyaTaluu
B 00s3aTeIbHOM TIOpSAJKE B KayecTBE JMIA, OCYIIECTBIISIIOUIEIO KOHTPOJIb
MEPOIPHUSITHH.
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Tabmuma 9 — KonTposbHble MeponpusiThsi 0€30MacHOCTH, BBINOJIHSAEMbIE B paMKax 3a1adu «BwiBoa U3 3KCILTyaTaluu

OO»
2 E = 2z =
2 = = = 2 o = = =
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2 E = gz E = S = > A=Y
= o ey = = S [se] © = =
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I =T = o =) S w =
S 9 3 =1 A S = s
Z 28 en = =z
KonTponb cobmoaeHus OKYMEHTHUPOBA
P IIpoBencHue Pemenue o Hloky p HNuctpymen
MIPaBHUII U TPOIIEAYP JIoKyMEHTHPOBaHUE PELIECHUS O HHOE peIlIeHue O
paboT 1Mo BBIBOAY . BbIBOJIEe OO n3 TBI
obecnieuenust b ipu BbIBOIE OO U3 MPOMBIIIUICHHOM - BeIBOzie OO u3 o
OO0 u3 MIPOMBILITIEHHOU . | KOMaHJIHOMH
BBIBOJIE U3 HKCILTyaTaluu AKCIUTyaTaluu MIPOMBIIIITICHHON
IKCILTyaTaIuu IKCITTyaTaIruu paboTHI
00 JKCIUTyaTaluu
Cucrema
ApxuBupoBaHue nHpopmanuu,
. YIPaBIICHUS
ITpoBenenue conepsxkauieiicst B OO, 10KHO 3aapX1UBUPOBaH
ApXuUBHpOBaHHE . . apXUBUPOBA
paboT 1Mo BBIBOLY OCYIIECTBIISITHCS B CIIydae Daiinel u HbIe (haliyIbl U
uHbopMaluuy, HUEM U
. 00 u3 MIPUHSITHS PEIICHUS O €€ koMmoHeHTsl OO KOMIIOHEHTBI
conepsxauieiics B OO . pe3epBHBIM
AKCILTyaTaluu BO3MOYXHOM JalibHEHIIIEM 00
KOITMPOBaH
WCIOJIb30BaHUN
uem
YHUYTOXKCHHE TaHHBIX JlaHHas oneparys
OCTaTOYHOI
B ciyuae npunsaTus pemenus | JIOKyMEHTHPOBAaH VHCTpyMEHT HOZICHKAT
uH(pOpMaIMu ¢ ITposenenue YHUUYTOKEHHEIE JOKYyMEHTHPOBAHHIO B
. OCYIIECTBIISICTCS YHUUTOKCHHE HOE pEIICHUE O . anbHbIE
MAalIMHHBIX HOCUTENEH | paboT Mo BHIBOAY . Gbaiiisl u COOTBETCTBHH C
yH(OpMaIH 1 (11H) 00 u3 JAHHBIX U OCTATOYHOM BbIBOJIE OO U3 COMIIOHCHTEL CpencTBa,
PII)I/IIITO)KCHI/IG S — uHGOPMAIIUU C MAITUHHBIX MIPOMBIIIITICHHON 00 paGotarome | ACHCTBYIOIIEH BHYTPEHHEH
y . y HOCHTENEH MH(pOPMALIUK DKCILTyaTaluu C IAHHBIMU OpraHHU3allnOHHO
MAaIIMHHBIX HOCUTENEH PACTIOPSANTEBHOM
uH(OpMAIHH JOKYMEHTalUel
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IIpuioxkenue A
PacimmpeHnble KOMIIOHEHThI PYHKIMOHAJBHBIX TPeOOBaHUI
0€30MMACHOCTH 00bEKTAa OLICHKH

Hiugs OO onpeneneHbl  CIEAYyIONIME KOMIOHEHTHI  (YHKIHMOHAIBHBIX
TpeboBanmii Oe3omacHOCTH, CPOPMYIUpPOBAHHBIE B SBHOM BHJE B CTHIIC
KOMIIOHEHTOB M3  HAallMOHAJbHOTO  craHjapta Poccuiickon  ®enepauuu
['OCT P UICO/M3BK 15408-2-2013 «MuadpopmanmonHas TEXHOJOTHA. MeTOoasl U
cpeactBa oOecredueHus: Oe3onmacHocTU. Kputepuu oOmeHKH  0€30MacHOCTH
nHpopMalIMOHHBIX TexHoNorui. Yacte 2. OyHKIMOHAIbHBIE KOMIIOHEHTHI
0e3onacHOCTU (paclIMpeHHbIE (CTIeIUaTbHbIE) KOMIIOHEHTHI).

A.1. Kinace FDP «3amura JaHHBIX 0JIH30BATEI)

A.1.1. llludpoBanue 3amuniaeMoii UHGpopMaLMU NPHJIOKEHUS
(FDP_DAR_EXT)

XapakTepucTUKa ceMelcTBa

Cewmeiicteo FDP_DAR _EXT «llludpoBanue 3ammuiraemoit nHbopMaiuu
MPUIOKEHUS» OIpeesieT KOMIIOHCHThl TpeOOBaHW, HaIpaBJICHHbIC Ha
oOecrieueHUe 3allUThl 3allMIaeMoil WHOOpPMaIMKM, KOTOpPHIE XpAHATCA U
obpabateiBarotcs OO.

Pan:xupoBaHue KOMIIOHEHTOB

FDP_DAR_EXT.1 «IInudpoBanue 3alIMIIaeMOM uHdopMauu
OPWIOKEHUS» TpeAHa3HAYeH I 3aJaHus TpeOOBaHW, CBSI3aHHBIX C TEM,
y100bl OO BBINOJHA KOHKPETHBIE MPOLIEAYPbl AJs 3alUThl 3allHUIAeMOM
uH(popmaimu, Haxoasmuecs noj koutpoaem OO.

Yupasaenne: FDP_DAR_EXT.1

JIelcTBYS IO YIPABJICHUIO HE ONPEACIICHBI.

Aynut: FDP_DAR_EXT.1

JleicTBUS MM COOBITHSI, TIOJIBEPTAEMbIE ayIUTY, HE ONIPEICIICHBI.
FDP_DAR_EXT.1 lllud¢posanue 3ammnmaeMoi nHGpopManuu nNpuaoKeHus
Wepapxudeckuii 171si: HET MOJYUHEHHBIX KOMIIOHEHTOB.
3aBUCHUMOCTH: OTCYTCTBYIOT.
FDP_DAR_EXT.1.1 ®bO nomxHbI [BLIOOP:

He XpaHums ar00y10 3auuaemyro uHgopmayuio;

YCUNUMb NpedoCmasieHHyo niam@opmol GyHKYUOHATbHOCHb
0151 WUPposanus 3auunyaemon UHghopmayuu,

peanuzosams @DYHKYUOHATLHOCb ons wugposanus
3awuuaemou uHghopmayuu,;

] B 3HepFOH€3aBHCI/IMOﬁ IHaMsITH.
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A.2. Knace FIA «ApenTuduxanns v ayrTeHTUPUKAIUAT

A.2.1. Unentundukamus ceccuii Beo-npuioxkennii (FIA_IWS EXT)
XapakTepucTHKA ceMelcTBa

CewmeiictBo FIA_IWS EXT «Maentudukamnus ceccuii BeO-IIPUIIOKEHUN
OTIpeJIeIISIeT KOMIIOHEHTHI TpeOOBaHMIA, HAIpaBJICHHBIC HAa MPEIOTBPAIICHUE
HEKOPPEKTHOTO MCIOJIb30BAHUSI U PACKPBHITUS WUIECHTU(UKATOPOB CECCHil BeO-
MIPUJIOKEHH M.

PaH)KI/IPOBaHI/le KOMIIOHCHTOB

FIA_ IWS EXT.1 «Anentudukamms ceccuit BEO-TIPUIIOKCHUIN
npeaHa3HavueH Ui 3a7aHus TpeOOBaHWM, CBSA3aHHBIX C MPEIOTBpaIleHUEM
HEKOPPEKTHOTO HMCIOJIb30BAHUS M PACKPBITHS HACHTU(DHUKATOPOB ceccuil BeO-
MIPUJIOKEHH M.

Ynpasiaenue: FIA_IWS EXT.1
JIeCTBUA MO YIIPABJIICHHUIO HE OIPEICIICHBI.

Aynurt: FIA_IWS EXT.1

JleicTBUS WM COOBITHSI, TIOJIBEPTAEMbIC ayUTY, HE ONPEICIICHBI.

FIA_IWS EXT.1 Unentuduranus ceccuii Bed-nmpuI0KeHUit
Hepapxuyeckuid Juisl: HET MOJYMHEHHBIX KOMIIOHEHTOB.
3aBUCHUMOCTH: OTCYTCTBYIOT.
FIA_IWS EXT.1.1 ®BbO nomkHbI [BBIGOP:

Hem udeHmupurayuy ceccuti 6e6-npuiONCeHU,

UCKTIIOYAmMb UCNOIb308aHUe npeocKazyemblx
uoeHmughukamopos ceccuii;

UCKTIIOYAMb  BO3MOJCHOCHb — NOBMOPHO20 — UCNHOIb308AHUS
uoenmuguxkamopa ceccuu (6 MOM HUCIe UCHONb30BAHUE
00UHAKOBBIX UOECHMUPUKAMOPO8 8 HECKOJIbKUX CECCUSIX 0OHO20
NOb308aAMENS, HEUSMEHHOCMb UOCHMUDUKAMOPA ceccull nocie
NOBMOPHOU aymeHmupukayuu noiv3068amelis),

UCKTTIOYAMb 603MOINCHOCHIb UCNOJIb306AHUA udeﬂmugbukamopa
ceccuu nocie ee 3a8epuierus,

UCKTIOYamb  8O3MOJNCHOCMb  PACKPLIMUS  UOEHMUPUKAMOPOB
ceccutl, 6 MmMoM uHucie nepeoaiwy UOEHMUPDUKAMOPOS 8
He3auugpposannom 8ude, a makoice BKIIIOYEHUE
UOEHMUPUKAMOPO8 8  3aNUCb  JHCYPHAN08  pecucmpayuu
cobvimuti, 8 cooowenus 06 ouuUbKax

].
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A.3. Knacc FMT «YnpaBienne 6e30acHOCTbIO»

A.3.1. Koudurypanus 6e3onacHoctu no ymouanuio (FMT_CFG_EXT)
XapakTepucTHKA ceMelcTBa

Cemeiicteo FMT_CFG_EXT «Kondwurypamus 06e30macHOCTH  TIO
YMOJYAHUIO» OMNpEAeNsieT KOMIOHEHTHl TpeOOBaHWM, HaIMpaBiICHHBIE Ha
OrpaHUYCHUE IPEI0CTaBIICHUS YIOJTHOMOYCHHBIM TIOJTb30BATEIISIM
dbynkuuonanbHocTr OO npu ero KOHGUryprupoBaHUU MO YMOITYAHHUIO.

PaH)KI/IPOBaHI/le KOMIIOHCHTOB

FMT CFG _EXT.1 «Kondurypaius O0€30MaCHOCTH MO YMOJIYAHHUIO»
npeaHa3HayeH I 3aJlaHus TpeOOBaHMM, CBS3aHHBIX C MPEJOCTABICHUEM
YIOJHOMOYEHHBIM TOJIb30BATENSIM TOJIBKO OIPAaHMYEHHON ()YHKIIMOHAJIBLHOCTH
OO npu ero KOHPUTYPUPOBAHUH 110 YMOIYAHUIO.

Yupasaenue: FMT_CFG_EXT.1
JIeCTBUA MO YIIPABJICHHUIO HE OIPEICIICHBI.

Aymut: FMT_CFG_EXT.1

JleicTBUS WM COOBITHSI, TIOJIBEPTAEMbIC ayUTY, HE ONPEICIICHBI.

FMT_CFG_EXT.1 Kondurypauusi 6e30nacHOCTH 10 YMOJTYAHHIO
Hepapxudecknid sl HET IOJYUHEHHBIX KOMIIOHEHTOB.
3aBUCHUMOCTH: FMT SMF.1 Cneundukanuus QyHKIUN yrpaBIeHUs.

FMT_CFG_EXT.1.1 ®bO nomkHbl NpU YCTAaHOBKE HOBBIX YUYETHBIX JaHHBIX,
KOrJla  KOHQUIYpUPYIOTCSI C  YYETHBIMU  JAHHBIMU  TIO
YMOJYaHUI0O WM ©0€3 YUYeTHbIX [JaHHBIX, MPEeJI0CTaBUTH
[HA3HAYEHME.  YNnOIHOMOUeHHble — NOob308ament]  TOIBKO
OrpaHUYEHHYIO (DYHKIMOHAIBHOCTb.

FMT_CFG _EXT.1.2 ®BO nomkHBI 3ampeniath CO3JAaHUE TEXHOJIOTHYECKHUX
YYETHBIX 3allUCe CO CTaHAAPTHBIMH IMApPOJSIMH M HWHBIMU
MeXaHU3MaMU ayTeHTH(PUKAIINH, HCITOJIB3YOITUMU
CTAaHIAPTHBIM CEKpeT I ayTeHTH(UKAIIUH, 3aJaBacMbIMHU
ABTOMATHUYECKHU NP YCTAHOBKE MPOTPAMMHOTO 00€CTICUeHUSI.

A.3.2. llopnep:xuBaemblii Mexanu3m koHpurypauuu (FMT _MEC_EXT)

XapakTepucTHKa ceMelcTBa

CemeiicTBO FMT _MEC EXT «ITopnepxrBaeMblii MEXaHU3M
KOH(pUTypalum» ONpeaessseT KOMIOHEHTh TpeOOBaHMM, HAINpaBJICHHBIC Ha
3amuTy KoHpurypamnuonHou uapopmaiu OO.
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PaH)KI/IpOBaHI/Ie KOMIIOHCHTOB

FMT MEC EXT.1 «llonnepxuBaembiii MEXaHU3M KOH(PUTYpAITUN
npelHa3HayeH MJis 3aJaHusi TpeOOBaHWM, CBS3aHHBIX ¢ Tem, 4ToObl OO
o0OecreynBad  COOTBETCTBYIOIIMMU MEXaHU3MaMH  3alllUTy [apamMeTpoB
KoH(purypanmuu (HaCTpPOEK) OT HECAHKIIMOHMPOBAHHON MOIuUKAIUU U
UCIIOJIb30BAaHUE 11  HUX  XpaHEHUsT U YCTAaHOBKM  MEXaHU3MOB,
PEKOMEHIOBAaHHBIX MMPOU3BOIUTENIEM IIAT(HOPMBI.

Yupasiaenue: FMT MEC EXT.1
JIelcTBUS IO YIPABICHUIO HE OMPEAECIIEHBI.

Aymut: FMT MEC_EXT.1

JleiicTBUs MM COOBITHS, TIOBEPTaEMbIE ayIUTY, HE ONPEACIICHBI.

FMT_MEC_EXT.1 Iloaaep:xuBaeMblii MeXaHM3M KOH(UTYpPALUT
Hepapxudeckuid s HET NOJYMHEHHBIX KOMIIOHEHTOB.
3aBUCHUMOCTH: FMT SMF.1 Cneundukanus QyHKIUN yrpaBIeHuUs.

FMT_MEC_EXT.1.1 ®BO pgomkHbl 3allMIIaTh XPAHWIKIIA [apaMeTPOB
KoHpurypauun (Hactpoek) OO 0T HECaHKIMOHUPOBAHHOTO
JOCTYyTIA.

FMT MEC EXT.1.2 ®BO nomkHbBl 00€CHEYUTh BO3MOXKHOCTH OJKCIIOpTa
napameTpoB koHduryparuu OO B dopmar, MPUTOIHBIN A
aHaJIM3a TOJIb30BATEIICM.

FMT_MEC_EXT.1.3 ®bO nomKkHBI UCHOJIB30BaTh JUIsl XPAaHCHHUS W yCTAaHOBKHU
apaMeTpoB KOH(pUTrypauuu 0]0) MEXAHU3MBI,
IPe1yCMOTPEHHBIE TIATPOPMOI.

A.4. Knace FPR «IIpuBaTHOCTBH)

A.4.1. Cornacue nmosb3oBareJieii Ha 00padOTKY MEPCOHANbHBIX JAHHBIX
(unenTuduxanuonnoii nnpopmamuun) (FPR_ANO_EXT)

XapakTepucTHKa ceMelcTBa

CewmeiictBo FPR_ANO_EXT «Cornacue mnonb3oBateneid Ha o0OpabOTKY
NCPCOHANBHBIX JAHHBIX (MICHTU(UKAIMOHHOW WH(POPMAIIUN)» ONPEACIsICT
KOMIIOHEHTHI TpeOOBaHMI, HamNpaBlieHHbIE Ha 3allUTy W MPEAOTBpAICHUE
370ynOTPEOICHUS TIEPCOHATBHBIMY JJAHHBIMH TOJIb30BaTEIICH.

PﬂH)KHpOBaHHe KOMITIOHCHTOB

FPR_ANO EXT.1  «Cornmacme  momnwp3oBareneii Ha  00pabOTKy
NIePCOHAIBHBIX JaHHBIX (MIeHTH()HUKAIMOHHON MH(OpMAIK)» MpeaHa3HAYCH
JUIS 3a1aHUsT TpEOOBaHUM, CBSI3AHHBIX C TE€M, YTOOBI 00pabOTKa MEepCOHATbHBIX
JAHHBIX T[0Jb30BATENS OCYIIECTBISJIACH TOJIBKO TIOCHE TMOJYYEHUsl €ro
corjacHs Ha UX UCIOJIb30BaHUE.
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Ynpasiaenune: FPR_ANO_EXT.1

JIeficTBHS 1O YIIPABJICHUIO HE ONPEAECIIEHBI.

Aymut: FPR_ANO_EXT.1:

JleiicTBUS UM COOBITHS, TIOJBEPTaeMbI€ ayIUTY, HE ONPEACICHBI.
FPR_ANO_EXT.1 Cornacue mnoJib3oBaTesieli Ha 00padOTKY NepPCOHAIbLHBIX

JMAHHBIX (MAeHTU(PUKANMOHHOI nMHpopMannn)

Hepapxudeckuid 1J1s1: HET MOJYUHEHHBIX KOMIIOHEHTOB.
3aBUCUMOCTH: OTCYTCTBYIOT.

FPR_ANO_EXT.1.1 ®BO nomxHbBI: [BHIOOP:

He obpabamwvieamv  NEPCOHANLHYIO — UOEHMUDUKAYUOHHYIO
ungpopmayuio;

3anpawusams coenacue noIb308ameiss Ha 00pabomky e2o
NepCoHANIbHOU UOEHMUDUKAYUOHHOU UHGOopMayuu

], 3ammra KoTOpoW TpeOyercs B  COOTBETCTBHU  C
3aKOHOAATEIHCTBOM.
A.5. Kaace FPT «3amura ®BO»
A.5.1. TIpoTuBoeiicTBHE HCNOJIb30BAHUIO YA3BUMOCTEH 0€30IIACHOCTH
(FPT_AEX_EXT)
XapakTepucTHKA ceMelcTBa

CemeiictrBo  FPT _AEX EXT  «lIpoTuBOAEHCTBUE  HCHOJb30BAHUIO
ySI3BUMOCTEH  0€30MacHOCTU»  OMpeAeNisieT  KOMIIOHEHTHl  TpeOOBaHMIA,
HampaBJeHHbIe  Ha  oOecrneueHue  TPOTUBOICHCTBUS  BO3MOXKHOCTH
WCIIOJIb30BaHUsl HAPYUIUTENEM MTOTEHIHANBHBIX ysi3BuMocTend O0.

PaH)KI/IpOBaHI/Ie KOMIIOHCHTOB

FPT AEX EXT.1 «lIpoTuBoaeiicTBUE HCHOJB30BAHUIO YSI3BUMOCTEN
Oe3omacHOCTU» TpEAHA3HAYCH I 3aJaHusl TpeOOBaHWM, CBS3aHHBIX C
MPUMEHEHUEM CPEACTB M MpOUEnyp, € MNoMomplo KoTopeix OO Moxker
MPOTUBOCTOSTh JEUCTBUSIM HAPYIIUTENS MO HCIOJIB30BAHUIO MOTECHIIMATBHBIX
YA3BUMOCTEM.

Ynpasaenune: FPT_AEX EXT.1
JIelcTBYS IO YIPABJICHHUIO HE ONPEACIICHBI.
Ayaut: FPT_AEX EXT.1
JleficTBUS MM COOBITHSI, IOJBEPTAEMbIC ayAUTY, HE ONPEICIICHEI.
FPT_AEX_EXT.1IIporuBoaeiictBue HCIO0JIb30BAHUIO YSA3BUMOCTEM
0e30macHoCTH

HepapXI/I‘IGCKI/Iﬁ JJIA: HET IOAYNHCHHBIX KOMIIOHCHTOB.
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3aBUCHUMOCTH: OTCYTCTBYIOT.

FPT_AEX_EXT.1.1 ®bO He nomkHBI TpeOOBaTh OTOOpAKEHUS MAMSTU C IBHBIMH
aJpecamMu, 3a WCKJIIOYCHUEM [Ha3HAYEHHE. CHUCOK SI8HbIX
UCKIIOYeHUTL] .

FPT_AEX_EXT.1.2 ®bO nomxHbBI [BHIOOP:

He 6bloesimb HUKAK)'10 obracme namsamu ¢ paspeuteruimu
nucambsv U 6blNOJIHAMDb,

8bLOCIAMb  0OACMU NAMAMU C  PA3PEUEHUAMU NUCAMb U
BLINONIHAMb  MOALKO OAsl  [HaA3Hauenue: CHUCOK  (DYHKYuUIL,
BLINOHAIOWUX KOMAUAAYUIO just-IN-time]

1.
FPT_AEX_EXT.1.3 ®bO nomxHbI [BLIOOP:

3anpeuiani  3dNuUcsL NONb308AMENbCKOU qubopjwauuu 6
CUcmemHbvle dupeKmopuu;

paspewiams ~ 3aNUCL  NOAb308AMENbCKOU  UHGOpmMayuu
[Ha3nauenue: cnucok cucmemHuvix oupexmopuii]

]

FPT_AEX_EXT.1.4 ®bO He n0mKHBI HUCMHOJIB30BAaTh 3JEMEHTHI yIPaBJICHUS B
rpaguIecKomM uHTepdeiice MOJIb30BATEIIS 1110,
NpeIHa3HAYCHHBIC [IJIsT BBITIOJIHCHMS OIepalnuid, IpaBa Ha
BBITIOJTHEHUE KOTOPBIX Y TIOJI30BATEIISI OTCYTCTBYIOT.

FPT_AEX_EXT.1.5 ®bO nomxHbl ObITh COBMECTHUMBI CO CPEJICTBAMU 3alUTHI,
MPEeA0CTABISIEMbIMU MMOCTABIIUKOM ILIAT(QOPMBL.

FPT_AEX EXT.1.6 ®BO wHe J0MKHBI 3alMUChIBaTh  MOAUPUIIUPYEMbBIC
noyib3oBaresieM (aiyibl B JAUPEKTOPHUH, KOTOPBIE COJEpHkKaT
UCTIOTHsIeMble (paiiyibl, eclii JiefaTh TaK SBHO HE MPEANUCAHO
pa3paboOTIYUKOM.

FPT_AEX_EXT.1.7 ®bO nomxHbI TO3BOJIATH CMEHY MApOJIsl OJIb30BATENEM HIIH
WHOTO HCIOJB3YEMOT0 TMapaMerpa ayTeHTHU(PHUKAIUU TOJBKO
1ocJie IPeABAPUTENLHON ayTeHTU(DUKAIINY.

FPT_AEX_EXT.1.8 ®BO  pgomxHel  obecnedywBaTh  MPEABAPHUTEIBHYIO
WHUIIMATIN3AIAI0 TEePEMEHHBIX W CTPYKTYp JaHHBIX TpHU
BBIJICIICHUN OTIEPATUBHOM TTAMSITH.

FPT_AEX_EXT.1.9 ®BO nmomkHB WCKIOYaTh BO3MOXKHOCTH TPOCMOTpA
COJIEP)KMMOTr0 KaTaJoroB BeO-caiiTa B clyyasx, KOTJa Takou
MIPOCMOTP HE SIBISIETCS HEOOXOAUMBIM.

FPT_AEX_EXT.1.10 ®BO He n0omKHBI UCHOJIB30BaTh MPU 00pabOTKE JaHHBIX
B (Gopmare XML Buemnme cymuocta (External Entity),
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BHEIIIHME MmapaMeTpbl cymHoctel (External Parameter Entity) u
BHeIHUE onrcanus Tuna nokymenrta (External Doctype).

FPT_AEX_EXT.1.11 OO He nopkeH TpeOOBaTh JJI CBOETO BBIIOJIHEHUS TTPaB
aMUHUCTpPATOpa OIEPAMOHHOW CHUCTEMbI, 32 HCKIIOUYCHHEM
CIyyaeB, KOTJla TaKHe MpaBa TCXHUYCCKH HEOOXOIMMBI IS
KoppekTHoro ¢pyHkimonuposanus OO.

A.5.2. Ucniosib30BaHMe MONIEPKABAEMbIX CEPBHCOB M MPUKJIATHBIX
nporpamMMHubIx uHTep(eiicoB (FPT_API_EXT)

XapakTepucTUKa ceMeucTBa

CewmeiictBo FPT_API_EXT «/cnonp3oBanue NoAIepKUBAEMbIX CEPBUCOB
U TPUKIAJHBIX I[POTPAMMHBIX HMHTEP(PEHCOB)» ONpenensieT KOMIIOHEHTHI
TpeOOBAaHMI, HaIpaBJICHHbIE Ha OOECIEUYEeHWE MPUMEHEHUs CEPBUCOB U
NPUKIAJAHBIX MPOTPAMMHBIX HHTEP(ENCOB, pPa3pELICHHBIX MPOU3BOAUTEIEM
1aT(QOPMBI.

Pan:xupoBaHue KOMIIOHEHTOB

FPT API EXT.1 «H/cnonp3oBaHue MNOJJCPKUBAEMBIX CEPBHUCOB U
NPUKJIAJAHBIX MPOTrPaMMHBIX HMHTEp(DENcoB» MNpeaHa3HaueH Ui  3a/laHus
TpeOOBaHMA, CBSI3aHHBIX C oOecrieueHueM mnpuMeHeHus B OO  TONBKO
3aJIOKYMEHTHPOBAHHBIX Pa3padOTYUKOM IIAT(HOPMBI CEPBUCOB M MPUKIIAIHBIX
POTrPaAMMHBIX UHTEP(EHCOB.

Ynpasaenune: FPT_API_EXT.1
JleficTBUS TIO YTIPABJICHUIO HE OMPEICICHBI.

Ayaut: FPT_API_EXT.1

JleiicTBuUs MM COOBITHS, MOJBEPTaEMbI€ ayIUTY, HE ONPEACIICHBI.

FPT_API _EXT.1 Hcnoab3oBaHue  MNOMJAEP:KMBAEMbIX  CEPBHCOB H
NPUKJIAJIHBIX IPOrPAMMHBIX HHTEepdeiicoB

Hepapxuyeckuid Juisi: HET MOJYMHEHHBIX KOMITIOHEHTOB.
3aBUCHUMOCTH: OTCYTCTBYIOT.

FPT_API_EXT.1.1 ®BO ngomxHBI HUCIOIL30BaTh B MPOTPAMMHOM IIPOJYKTE
TOJIBKO 33JJOKyMEHTHPOBAHHBIE TPOU3BOJUTEIIEM CEPBUCHI H
MPUKJIaHBIC TPOrpaMMHbIe HHTEP(HENCH TUIATQOPMBI.

FPT_API_EXT.1.2 ®bO nomxHbBI UCMOIB30BaTh MEXaHU3MBI, MMPEIOCTABIISICMBIC
apXUTEKTYpOW MpOLECCOpPa, OINEPALMOHHONW CUCTEMOM U
CpeACTBAMH KOMIWIALIMM KoJla (HAmpuMmep, 3alluThl OT
nepenoyiHeHuss Oydepa, 3amUTBl OT HapyLIeHHs 00pabOTKU
WCKJIFOYEHUH, 3alUThl OT UCMIOJIHEHUS KOJIa B CETMEHTaX CTeKa
U JaHHBIX, CIYyYalHOrO pa3MEIECHUs] CETMEHTOB B aJpECHOM
IPOCTPAHCTBE);
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FPT_API_EXT.1.3 ®bO He A0JKHBI UCHOJIb30BaTh (DYHKIMHU CTaHAAPTHBIX
OMOIMOTEK, YSA3BUMBIX K aTakaMm IeperojHeHust Oydepa, mpu
HAJIMYUU aHAJIOTUYHBIX (DYHKIMHM CO BCTPOCHHOM 3aIlIUTOM.
A.5.3. Ucnoab3oBanue cropoHnnx oudauorex (FPT_LIB_EXT)
XapaxkTepucTHKa ceMeicTBa

CemeiictBo FPT_LIB_EXT «Wcnons3oBaHue CTOPOHHUX OUOIMOTEK»
OnpeNeNsieT KOMIIOHEHThl TpeOOBaHUW, HampaBJICHHbIE Ha OrpaHUYCHUE
ucrnosib3oBanuss B OO CcTOPOHHMX OHUOIMOTEK TONBKO pa3pelICHHBIMH K
MIPUMEHEHHUIO.

PaH)KI/IpOBaHI/Ie KOMIIOHCHTOB

FPT _LIB_EXT.1 «/cnonb3oBaHue CTOPOHHHUX OMOIHOTEK
IpeaHa3HaYeH I8 3aJaHus  TpeOOBaHWH, CBSA3aHHBIX C oOecreyeHueM
BO3MOXXHOCTH TipuMeHeHHs B OO TOJIBKO pa3pemieHHBIX CTOPOHHHX
OMOIMOTEK.

Yupasaenne: FPT _LIB EXT.1
JIeWCTBUA MO YIIPABJIECHUIO HE ONPEACIICHBI.

Ayaut: FPT LIB EXT.1

JleificTBuUs WM COOBITHSI, TOJBEPTaeMbl€ ayAUTY, HE ONPEACIICHBI.

FPT_LIB_EXT.1 Ucnoab30BaHue CTOPOHHUX OMOIHOTEK
HNepapxuueckuit 1j1s1: HET HOAYMHEHHBIX KOMIIOHEHTOB.
3aBUCHUMOCTH: OTCYTCTBYIOT.
FPT_LIB_EXT.1.1 ®BbO n0/mKHBI KCIOJIB30BAaTh TOJBKO [HA3HAYEHHE. CHUCOK
PAaspeueHnbix CmopoHHux bubnuomex].
A.5.4. LeaocTHocTh npu yctaHoBKe u ooHoBaenun (FPT_TUD_EXT)
XapakTepucTUKa ceMencTBa

CemeiictBo  FPT_TUD_EXT  «llenoctHocTh Tpu  yCTAaHOBKE U
OOHOBJIEHUW» OIpEAEsAeT KOMIIOHEHTbl TpeOOBaHUM, HANpaBJICHHbIE Ha
oOecrieyeHue UENOCTHOCTH KoMmoHeHToB OO 1mpu ero ycTaHOBKE U
OOHOBJICHUH.

Pan:xxupoBaHue KOMIIOHEHTOB

FPT TUD EXT.l1 «llenocTHOCT, TIpM YCTaHOBKE U OOHOBICHUW
npeaIHa3HavYeH i 3aJjaHus TpeOOBaHUM, CBSI3aHHBIX C 00€CTICUeHUEM HaTUIHs
B OOBEKTE OICHKM MEXaHW3MOB, OOECIEYMBAIONINX TOMJICP)KAHUE TOBEPHUST K
oe3onacuoctu OO npu ero ycTaHOBKE M OOHOBJICHUH.
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VYnpasaenne: FPT_TUD_EXT.1

JIeCTBUA MO yIIPABJIEHUIO HE ONPEIECIICHBI.
Ayaut: FPT_TUD _EXT.1

JleiicTBuUs MM COOBITHSI, TOJBEPTAEMbIE ayAUTY, HE ONPEACIICHBI.

FPT_TUD_EXT.1 IleJJOCTHOCTH PH YCTAHOBKE U 00HOBJICHHH
Hepapxudeckuid 171s1: HET MOJYUHEHHBIX KOMIIOHEHTOB.
3aBUCHUMOCTH: OTCYTCTBYIOT.
FPT TUD EXT.1.1 ®BO pomnxHbl [BbIOOP:
npedocmasiams 603MOHCHOCHIY;
ahexmusHo ucnonb3oeams niamM@popmy
], 9TOOBI MpOBEepUTH OOHOBJIEHUE U YcTaHOBKY natyeit ms OO.

FPT TUD_EXT.1.2 IIporpammuoe obecnieueHue OO IOIKHO pacnpOCTpaHAThCA
C HCIIOJIb30BaHMEM (hopmara, MOINEPKUBAEMOTrO IIIATHOPMOi
JUCIIeTYepa MaKeToB.

FPT TUD_ EXT.1.3 IIporpammuoe obecneuenue OO T0KHO OBITH yMakKOBaHO
TaKUM 00pa3oM, 4TOObI €ro yaajeHue NPUBOAWIO K yIaJIECHUIO
BCEX €r0 CJIE/IOB, 32 UCKIIIOUEHHEM MapaMeTpOB KOH(MUTYpaLInH,
BBIXOJIHBIX  (ailloB M  KOHTPOJBbHBIX/ PETUCTPALMOHHBIX
COOBITUH.

FPT_TUD_EXT.1.4 Ilporpammuoe ob6ecneuenne OO He MOJDKHO 3arpykarb,
W3MCHSTh, 3aMEHSITh WIW OOHOBJISATH €ro COOCTBEHHBIN
JIBOMYHBIN KOJI.

FPT TUD EXT.1.5 [Iporpammuoe obecneuenre OO T0KHO [BBIOOP:
npeodoCcmasisims 03MONCHOCHIb,
aghhexmusHo ucnonvzosams niamgopmy

], 9TOOBI BBIICHUTH TEKYIIYIO BEPCHUIO  TMPUKIATHOTO
MPOrpaMMHOTO 00eCTICUEHUSI.
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IHpunoxenue b
PacmmpeHHbie KOMIIOHEHTHI TPeOOBaHMI 10BepHs K 0€301IaCHOCTH
00beKTa OLCHKH

Hns OO omnpeneneHsl CIAEAYIOIIHME paCUIUpEHHbIE (CHEIUATbHBIC)
KOMIIOHEHTBI ~TpeOoBaHMi jgoBepuss Kk Oe3omacHoctu: ADV_IMP_EXT.3
«Peammzarust OO», ALC _FPU EXT.1 «lIpouenypsl 0OHOBIECHHSI TTPOTrPAMMHOTO
obecrieuenus», ALC LCD EXT.3 «OmnpeneneHnsie pa3paOOTYUKOM CPOKH
noanepxkkn», AVA CCA _EXT.1 «AHanu3  CKpBITBIX  KAaHAJIOB» W
AMA SIA EXT.3 «AHanu3 BIOUAHUS OOHOBJIEHUNW Ha  OE30MACHOCTHY,
c(OpMYJIMPOBAHHBIE B SIBHOM BHUJE B CTWJIE KOMIIOHEHTOB M3 HAIMOHAJIBHOIO
craugapta Poccuiickoit  ®enepanuun ['OCT P UCO/MBK  15408-3-2013
«ndopmanimonHass  TexHojorus. MeTonbl UM cpelcTBa  OOECIEUCHHS
oe3onacHoctu. Kpurepuu onieHku 0€30MacHOCTH MH(GOPMAIIMOHHBIX TEXHOJIOTHH.
Yacte 3. KoMIoHEHTHI oBepHs K O€30MaCHOCTI.

b.1. Knacc ADV «Pa3padorka»
Bb.1.1. Peanuzamusa OO (ADV_IMP_EXT.3)
Hean

[lens mpoBepku BeimoaHeHus1 TpedoBanus ADV _IMP EXT.3 3akmtouaercs B
oOecrieueHnu mpociuexuBanus peanmnzauun OO K NPEeACTaBICHUIO pealu3aluu

®bO.
ADV_IMP_EXT.3 Peaauzauus OO
Hepapxudeckuii Jyisi: HET MOJYMHEHHBIX KOMITIOHEHTOB.

3aBUCHUMOCTH: ADV_IMP.2 Ilonnoe 0TOOpakeHue MIPEACTABIICHHUS
peanuzanuu ObO.

DneMeHThI IelCTBUM pa3paboTurka
ADV_IMP_EXT.3.1D Pa3paboTuuk J0JDKEeH npeaocTaBuTh peanusammio OO.

ADV_IMP_EXT.3.2D Pazpabotuuk J0DK€H O0OECIEeUnuTh MPOCICKUBAHUE
peanuzanuu OO k npexacraieHuto peanuzauuu OBO.

DNEMEHTBI COACPIKAHMA N IPCACTABIICHUA JOKYMCHTUPOBAHHBIX MaTCPUAJIOB

ADV_IMP_EXT.3.1C B pgoxkymeHTanuu MAOJKHBI OBITh YyKa3aHbl COCTaB W
3HAQYEHUSI KOHTPOJBHBIX CYMM »3JIeMEHTOB peanuzauuu [10
[BBIOOD: 3aepy3ounvie moodynu 110, [Ha3HAUCHUE: UHble MUNbL
anemenmos pearuzayuu 110]].

ADV_IMP_EXT.3.2C B mnpocnexuBannu Mexay peanusanuedn OO wu
IpeICTaBICHUEM peanu3anuu TOIHKHO OBITH
POJEMOHCTPHPOBAHO [BHIOOD:

a) 01 annapamuou niam@opmvl. — COOMBEMCMEUE MEHCOY
peanusayuel annapamuou niamgopmul u ee npedcmasieHuem
peanuzayuu  [BBIOOp:  cxembl — annapamuvix — Cpeocms,
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npeocmasienusi (Ko0a) Ha s3blKe ONUCAHUSL ANNAPAMHBIX
cpeocmeé  [Ha3HAuYEHUEC: UHble  QOpMbL  NPeoOCcmasieHus
peanuzayuu]];

0) onsa I10 — coomeemcmasue medxncoy pearuzayueti 110 [BeIOOD:
3aepyzounvie  moodyau I10, [Ha3HAYCHUWE: uHble  MUNbL
anemenmos peanusayuu I10]] u ux npeocmasnenuem
peanuzayuu [BuIOOp: ucxoonvle mexkcmui 110, [Ha3HAYEHUE:
umnvle ghopmol npedcmaenenus pearuzayuul]].

DJIeMEHTHI JICUCTBUU OLIEHIITUKA

ADV_IMP_EXT.3.1E OueHmuK MODKEH TMOATBEPANTHh, YTO WH(pOpMAIus,

NpEACTaBlICHHAasd  3asgBUTENEM B JIOKYMEHTHPOBAHHBIX
MaTepuajiax,  yAOBJIETBOpPSET  BCEM  TpeOOBaHUSIM K
COJICP)KAHUI0 W MPEACTABICHUID  JOKYMEHTHUPOBAHHOMU
uH(popmarm, U3JI0KEHHBIM B

ADV_IMP_EXT.3.1Cu ADV_IMP_EXT.3.2C.

Bb.2. Kiacec ALC «IloaaepkKa ;KU3HEHHOT0 LIMKJIA)

b.2.1. IIpoueaypnl 00HOBJ/IEHHSI IPOTPAMMHOI0 O0ecreYeHUus
(ALC_FPU_EXT)

Hean

IIpouenypsl

OOHOBIICHHI TPOTPaMMHOTO OOECIICUYCHHs] JOJDKHBI OBITh

pa3palboTaHbl, pealin30BaHbl W MOJABEPTHYTHl KOHTPOJIO OLICHIIMKOM B IEJSIX
KauyeCTBEHHOTO TPOBENICHUs paldoT 1Mo ycTpaHeHuro yszBumoctedt OO, a Takke
HeJoNnyIeHus: BHeceHus ysa3Bumocteit B OO npu ero oOHOBIICHHH.

ALC_FPU_EXT.1 Ilpoueaypsl 00HOBJIE€HHS POrPAMMHOI0 od0ecrevyeHus

I/IepapaneCKHﬁ JJIA: HCT IOAYNMHCHHBIX KOMIIOHCHTOB.

3aBUCHUMOCTH: OTCYTCTBYIOT.

DnemMeHTHI IeHCTBUM pa3paboTurka

ALC FPU_EXT.1.1D PazpaGoTuuk JODKEH pa3paboTaTh W pealn30BaTh

TexHoJoruto ooHoBieHust OO A [BBIOOP:
obHogneHue, nanpagnennoe Ha ycmpanenue yaseumocmeti OO,

UHOE 06H06JleHue, oKa3ssledarouiee e6ausiAHue Ha 6830naCHOCn’Ib
00;

06H06JZ€HU€, He oKasblearoujee 6JaUAHUS HA bezonacnocmov OO0

].

ALC FPU EXT.1.2D PazpaboTuuk [0JDKEH pa3paboTath U MOAJAECPKUBATH

perjiaMeHT OOHOBIICHHUS MPOTPAMMHOTO 00€CTIeUeHUS.

ALC FPU_EXT.1.3D PazpaGoTuuk JODKEH pa3paboTaTh W pealn30BaTh

OpoUeAypyY  YBEOOMJICHHS  MOTpeOMTEeNell O  BBIMYCKe
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oOHoBiieHnit OO, OCHOBaHHYI0 Ha [HA3HAUYECHHUE: CHOCOObI
yeeoomieHus) .

ALC FPU EXT.1.4D PazpaboTuvik JOJDKEH pa3paboTath H  peau30BaTh
poIeAypy NpeaocTaBieHus oOHoBIeHUH morpedutensim OO,
OCHOBAaHHYI0O Ha [Ha3HA4YCHHE: CHOCOObL NPedOCmABIeHUs
00HO6IeHU).

ALC FPU _EXT.1.5D Pazpabotuuk goipkeH pa3paboTaTh H  peaau3oBaTh
MpOLEeTypy TPEICTAaBICHUS OOHOBIICHWHA OIEHIUKY IS
MPOBEICHHUSI  BHENIHETO  KOHTPOJIA,  OCHOBaHHYIO  Ha
[Ha3HAYeHUE: cnocobvl npedocmasieHus O00OHO8NeHUl Ol
KOHMpOJisl).

DJI€MEHTBI COACPIKaHUA N MPCACTABICHUA JOKYMCHTHPOBAHHLIX MAaTCPHUAJIOB

ALC FPU EXT.1.1C Joxymenramuss OO momkHa COACPKATh OIMCAHHE
TEXHOJIOTUH BbllTycka oOHOoBieHU OO.

ALC FPU EXT.1.2C [Hoxymenramuss OO goKHA CoOJEpKaTh pPEriaMEeHT
oonosyiennss OO, BKIIFOYAIOIIHIA:

a) UJICHTU(DUKAIMIO TUIIOB BBIITYCKA€MbIX OOHOBJICHHUIA;

0) onmucaHue MpoLEIypbl YBEIOMIICHUS TOTpeOUTENe o
BBIITyCKE OOHOBIICHUH;

B) ONMCAaHUE TMPOIEAYPHl TMPEAOCTABICHUS OOHOBIICHUH
NOTPEOUTENSIM;

F) OITMCaHucC COACPIKaHUA BKCHHyaTaHHOHHOﬁ
HAOKYMCHTAIIMHU Ha BBIITYCKACMBIC 06HOBHCHI/I5{;

1) [HazHaueHue: unas ungopmayusi).

ALC_FPU_EXT.1.3C Pernament oOHoBieHus: OO MOJKEeH NperycMaTpUBaTh
BKJIIOYEHHE B JKCIUTYyaTallUOHHYIO JOKYMEHTAIMIO Ha
BBIITyCKAa€Mble OOHOBJICHUSI ONUCAHUS CIEAYIOIIHNX

npoueayp:

a) MpOIEAYPHI MOTYyUEHUsI OOHOBIICHUS;

0) mporeypbl KOHTPOJIS 1ETOCTHOCTH OOHOBIICHHUS;
B) TUIIOBOM MPOILEAYPHI TECTUPOBAHUSI OOHOBJIEHUS;
I') IPOLIEAYyPbl YCTAHOBKU U IPUMEHEHUSI OOHOBJICHUS;
1) IPOLIEAYPbl KOHTPOJISI yCTAHOBKU OOHOBIICHUS;

e) npouenypsl BepupuUKauu (MPOBEPKH) MNPUMEHEHUS
OOHOBIICHUSI.

ALC _FPU_EXT.1.4C [JoxymeHTalus MpoLeayphl MIPeICTaBICHIs] OOHOBICHUM
JUIsL  TPOBEIEHUS  BHEIIHEr0 KOHTPOJS  JOJDKHA
COIEPIKATh:
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a) ONKMCaHWuEe TIPOIECAYPHl MPEIOCTABICHUS OOHOBIICHHMA
JUJ1 BHEIITHETO KOHTPOJIS;

0) TpeboBaHMSI K TPEAOCTABICHUIO M  COIACPKAHUIO
METOJIMKHU TECTUPOBAHMS OOHOBJICHHS pa3pabOTUHKOM,

B) TpeOOBaHUA K OQGOPMICHUIO U MPEIAOCTABICHUIO
PE3yIbTaTOB TECTUPOBAHUSI OOHOBIICHUS Pa3pa0OTUNKOM;

r) [Ha3HAYeHme: unas ungopmayus).
DJIeMEHTHI IEUCTBUU OICHIIINKA

ALC FPU _EXT.1.1IE OueHmuk AO0MDKEH MOATBEPAUTh, UYTO HWH(MOpMALHUA,
NpEICTaBICHHAs  3asBUTEIEeM B JIOKYMEHTHPOBAHHBIX
MaTepuajiax,  yAOBJIETBOpPSET  BCEM  TpeOOBaHUSIM K
COJICP)KAHUI0 M MPEACTABICHUIO  JIOKYMEHTHPOBAHHBIX
MarepuanoB, wu3noxkeHnHeiM B ALC FPU EXT.1.1C -
ALC_FPU_EXT.1.4C.

ALC FPU_EXT.1.2E OueHumuK JAOKEH MPOBEPUTh, YTO  MpPOLEaAypa
NOpEJICTaBICHU OOHOBJIEHUN [ MPOBEIEHUS BHEUIHETO
KOHTPOJIS TO3BOJISIET OPTaHW30BaTh U MPOBOAUTH MX BHEUTHHM
KOHTPOJIb.

Bb.2.2. Onpenenenue :xu3HeHHoro nukjaa (ALC_LCD)

ALC_LCD_EXT.3 OnpeaesienHble pa3padoTYMKOM CPOKH MOIE€PKKH
3aBUCHUMOCTH: OTCYTCTBYIOT.
DNeMeHTHI IeUCTBUI 3asBHUTENS (pa3paboTdnka, MPOU3BOTUTEINS)

ALC_LCD_EXT.3.1D 3asButenb, pa3paOOT4UK, MOPOU3BOAUTENb JOJKHBI
YCTaHOBUTh B COBMECTHOW JIeKJIapallid CpPOK [Ha3HAaueHUE:
cpok], B TeUeHHE KOTOPOrO OHU OOSA3YIOTCSI BBITIOJHSITH BCE
HeoOxoauMbIe JielicTBus 10 nojaepxkke OO, HanpaBleHHbIE HA
oOecrieueHue nonanepxanus ceprudukara coorBerctBusi OO
TpeboBaHMSIM 0€30MaCHOCTH WH(OpMAITUH.

ALC LCD _EXT.3.2D 3asButenb, pa3paOOT4YUK, MPOU3BOAUTENb JAOJHKHBI
00eCIeunTh MPECTABICHUE COBMECTHOU JCKIAPAIMA O CPOKE
noayepkku OO Bmecte ¢ 3asBKo# Ha cepTudukanmuio OO.

DJI€MEHTBI COACPIKaHMA N MMPCACTABICHUA JOKYMCHTUPOBAHHBIX MaTCPUAJIOB

ALC LCD _EXT.3.1C Jlekmaparus o cpoke noaaepxku OO momKHa coaepKaTh
mnadn noaaepxkku OO Ha Bechb 3aJCKIAPUPOBAHHBIA CPOK,
BKJIFOYAIOMINI OMKUCAHKUE BCEX MPEANPUHUMAEMBIX EHCTBUI 110
oOecrieueHuto nojjaepxkanus ceptuduxara coorerctBus OO
TpeboBaHUSIM 0€30MaCHOCTU UH(POPMAITUH.



ALC LCD_EXT.3.2C [exmapauus o cpoke noaaepxxku OO qoiKHA coliepxKaTh
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CBeJleHHs o mojepxxuBaemoit Bepcuu OO.

JIEMEHTHI JIEUCTBUH OIIEHIIINKA

ALC LCD_EXT.3.1E OrmeHnmK O0MKEH TMOATBEPIUTS,
IpeCTaBICHHAS 3asiBUTEIIEM B JOKYMEHTHPOBAHHBIX

MaTepuaiax,  yIOBJIECTBOPSET  BCEM  TpeOOBaHUSM

COACPKAHUTIO " MMpcaACTaBJICHUIO HOKYMCHTHPOBaHHOﬁ

uHpopmarmy, wuznoxkeHHbiM B ALC LCD EXT.3.1C
ALC LCD_EXT.3.2C.

B.3. Kinacc AVA «OueHka ysi3BUMOCTeI»

b.3.1. Anaau3 ckpbIThiX kaHaiioB (AVA_CCA_EXT)

Hean

AHanu3 CKpBITHIX KaHAJOB SBIISIETCS YAcCThIO aHajIW3a YSI3BUMOCTEH U
OPOBOAMUTCA C IEJIbI0 CAENaThb 3aKJIIOUEHUE O CYLIECTBOBAHMM U
NOTEHIMAIIBHOW TMPOMYCKHOM CIMOCOOHOCTH KaHAJIOB Mepeladyd CUTHAJIOB
(KOMMYHHMKAIIMOHHBIX KaHAJOB), KOTOPbIE HE MPEIyCMOTPEHBbI ISl Mepeaayuu
3amuuaeMoi nHpopmalu (JaHHBIX MOJIB30BATENSI U MHON MH(OpMAIUN), WIH
HEpa3pelICHHbIX CUTHAJIOB, KOTOPhIE MOTYT OBITh ISl 3TOTO HMCIOJIb30BaHbI
NOTEHIMAIbHBIMA HApyIIUTENSIMUA (B HApyLIEHUE YCTAHOBJIEHHBIX MOJUTUK
yOpaBJIeHUS] UHPOPMALMOHHBIMHU IMOTOKAMH, YIPABIEHUS JOCTYIIOM WM MHBIX
YCTaHOBJICHHBIX OTPAHUYEHUN).

B kauecTBe CKpBITHIX KaHAJIOB PACCMATPUBAIOTCS:

KaHaJbl Tepefay, KOTOpble MpeIHA3HAYCHbl JJId yIpaBJieHUs, HO (B
HapylIeHUE TOJUTUKU  yOPaBJICHUS JOCTYIIOM WJIM  TOJUTUKU
YIOpaBIEHUSI MOTOKaMHU) MOTEHIMAIBbHO MOTYT UCIIOIb30BaThCA IS
nepeiaun TaHHBIX MOJIb30BaTEIs;

KaHaJbl TMepeaadyu, KOTOphIE MpeaHa3Ha4YeHbl MJiA Tepeladd JaHHBIX
MOJI30BATEISI, HO MOTEHI[MAIBLHO MOTYT MCIOJIb30BaThCS I Mepeadn
CUTHAJIOB HAapyluTeas (B TOM YHCIE C UCHOJIb30BAHUEM MOIYJISILIUU
repeaun TaHHBIX);

KaHaibl Tepefadyd, KoTopble (B  HAapylIeHHWE  YCTaHOBJICHHBIX
OTpaHUYCHHI) MMOTCHIIMAIBHO MOTYT MCIIOJIB30BAThCS ISl HAOIIOCHUS
OJIHUM T10JIb30BaTEJIEM 3a JCUCTBUSIMU JIPYTOro MOJb30BATEIIS;

VHbBIE€ TUIIBI CKPBITHIX KaHAJIOB.

AVA_CCA_EXT.1 Anaau3 cKpbITBIX KAHAJIOB

HNepapxuueckuit 1j1s1: HET HOAYUHEHHBIX KOMIIOHEHTOB.

3aBHUCUMOCTH: AVA VAN.4 Metoanyeckuii aHaJIN3 ySI3BUMOCTEI;

ADV _FSP.2 Jleranuzaiusi BOmpocoB O€30MacCHOCTH B
GyHKIMOHATBHON criennPUKAIINAN;

ADV_IMP.2 TlonHoe oTtoOpaxeHue MpeacTaBICHUs
peanuzanuu Gyskiui 6e3onacHoctu O0;

yTo wuHpOpMaIUs,
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AGD_OPE.1 PykoBoncTBO  moisib30Batenis MO
IKCILTyaTallNH;

AGD_PRE.1 IToarotroBuTeabHbIE IPOLCAYPHI;
[FDP_ACC.1 OrpannueHHOE yIIpaBieHHE JOCTYIIOM
1581071

FDP_IFC.1 OrpanuudenHoe yrpaBjieHUE HHPOpMAIIU-
OHHBIMHU TIOTOKAMH].

DneMeHThI IelCTBHM pa3paboTurka

AVA_CCA_EXT.1.1D Pa3paGoTuuk J[dODKEH TMPOBECTH TOUCK CKPBITHIX
KaHayoB i peanuzyembix OO [BrIOOD:

ROIUMUKU YNPABIEeHUS UHGOPMAYUOHHBIMU NOMOKAMU,
ROJIUMUKU YNPAgIeHusi 00CHYnoMm,

[Ha3Hauenue: unvie norumuxu]

].
AVA_CCA_EXT.1.2D Pa3paGoTuuk JOJKEH MPEACTaBUTh JOKYMEHTAIMIO I10
aHAM3y CKPHITHIX KAaHAJIOB.

DIEeMEHTBI COACPIKaHMA N IIPCACTABIICHUA JOKYMCHTUPOBAHHBIX MaTCPpHUAJIOB

AVA_CCA_EXT.1.1C B pgoKyMeHTanMu 10 aHaJIU3y CKPBITHIX KaHAJIOB
JIOJKHBI OBITH MICHTU(DHUIIMPOBAHBI CKPHITHIC KaHAJIBI
U JIOJDKHA COJEPKAThCS OICHKA WX MPOIYCKHOU
CIIOCOOHOCTH.

AVA_CCA_EXT.1.2C ]JloxyMeHTaIus 1o aHaIM3y CKPBITHIX KAaHAJIOB JOJIKHA
coliepKaTh OIKMCAHHWE TPOIEAYp, HCIOJIb30BAHHBIX
JUIST  BBIHECEHUS 3aKIIOYEHUS O CYIIECTBOBAHUU
CKPBITBIX KaHajJoB, W HMH(POPMAIIUIO, HEOOXOIUMYIO
JUTSI aHAJIM3a CKPBITHIX KaHAJIOB.

AVA_CCA_EXT.1.3C JloxymeHTalus 1o aHaJIM3y CKPHITHIX KAaHAJIOB JOJIKHA
colepkaTb  OMHCAaHWE  BCEX  MPEANOJIOKEHUN
(ObICTpOACIiCTBUE npoleccopa, CUCTEMHas
KoHurypanus, o06beM TaMiITH U (WIK) WHBIX),
CICIaHHBIX MPU aHAJIU3€ CKPBITHIX KAaHAJIOB.

AVA_CCA_EXT.1.4C JlokyMeHTalusl MO aHaJu3y CKPBITHIX KaHAJIOB JOJKHA
COJEpKaTh OMMCAHME METO/A, HCIIOJIB30BAHHOIO JUIS
OLIEHKM TIPONYCKHOM CIIOCOOHOCTHM KaHanma  JyIsl
HanboJiee OMacHOIO CLIEHAPUSI.

AVA_CCA_EXT.1.5C JlokymeHTalys MO aHAJIU3y CKPBITHIX KAHAJIOB JOJKHA
collepKaTh ONKMCaHUE HaumboJiee OMacHOro CUEHApHs
WCIIOJB30BaHUSL  KaXJA0ro  HACHTU(UIIMPOBAHHOTO
CKpBITOTO KaHaja.
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DJIeMEHTHI IEUCTBUN OIEHIIINKA

AVA_ CCA_EXT.1.1E OneHuk AOMKEH IOATBEPANUTh, YTO HWH(pOpMarms,

MpEACTABICHHAS 3asBUTEIIEM B JOKYMEHTUPOBAHHBIX
MaTepuayiax, yAOBIETBOPSET BCEM TPEOOBAHUSIM K
COJICp’KaHHUIO0 M MPEJICTABICHUIO JOKYMEHTUPOBAHHBIX
MarepuaiioB, u3inoxkeHHeiIM B AVA CCA EXT.1.1C -
AVA_CCA_EXT.1.5C.

AVA_ CCA_EXT.1.2E OneHnmk J0DKEH TOATBEPAUTh, YTO PE3YJIbTaThI

aHanu3a CKPBITBIX KaHaJoB, BBINIOJTHEHHOT O
3asBUTENIEM, CBHUAETEIbCTBYIOT 00 YJIOBJIETBOPEHUU
OO cooTBeTCTBYIOIIMX (YHKIIMOHAIBHBIX TPeOOBaHUIA
(mo ynpaBieHHi0 MHGOPMALMOHHBIMU  MOTOKaMH,
YIPABJICHUIO JOCTYIIOM U (MJIH) UHBIX).

AVA_ CCA_EXT.1.3E Ouenmuxk IOJKEH MOATBEPAUTH TMOJIHOTY,

J0CTaTOYHOCTh, HEIIPOTUBOPEUYHUBOCTD, ITOBTOPSICMOCTD,
JOCTOBEPHOCTh W TMOJJIMHHOCTH PE3YJIbTATOB aHAIN3a
CKPBITBIX  KaHAJOB,  BBIIOJIHEHHOTO  3asBHUTEJICM
(pa3paboTYHKOM, IIPOU3BOTUTEIICM).

b.4. Knacc AMA «Iloanepxka 1oBepusp»

b.4.1. Anaiu3 Bausinusl Ha Oe3onacHocTb (AMA_SIA)

Hasnauenue cemeiictrBa AMA SIA coctouT B TOM, 4TOOBI YOEOUTHCS B
nojaepxke posepus k OO mocpeacTBOM aHanu3a, MPOBOJIUMOrO pa3pabOTUYHUKOM,
[0 OMpPENEICHUIO BIMSHUS Ha 0€30MacHOCTh BCEX M3MEHEHMM, BO3JEHCTBYIOIINX

Ha OO nocie ero cepTudUKaInm.

AMA_SIA_EXT.3 Ananau3 Biusinusi 00HOBJIeHHI Ha Oe3omacHoCcTh 1O

I/IepapaneCKI/Iﬁ JJIA: HET IOJYNMHCHHBIX KOMIIOHCHTOB.

3asucumoctu: ALC_FPU_EXT.1 [Ipoueayps OOHOBJIEHUS IIPOrPaMMHOTO

obOecrieueHus [10.

DneMeHThI IeUCTBHUI pa3paboTurka

AMA_SIA_EXT.3.1D Pa3pa0GoTyuk AOMKEH MPEACTaBUTh MaTepHasibl aHaIM3a

BJIMSHUS OOHOBJIEHUH Ha 0e3omacHocTh OO.
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DJI€MEHTBI COACPIKaHMA N MPCACTABICHUA JOKYMCHTHPOBAHHLIX MAaTCPUAJIOB

AMA_SIA_EXT.3.1C

AMA_SIA_EXT.3.2C

Marepuasnibl  aHanu3a  BJIMSHUS ~ OOHOBJIGHMH  Ha
6e3onacHocTh OO JOMIKHBI COACPKATH KPATKOE OMKCAHUE
BIUSIHUA OOHOBJIICHMM Ha 3aJaHWe MO0 Oe30MacHOCTH,
peammzanuio OO (QyHKIIMOHAIBHBIX BO3MOXHOCTEH WIIH
JIOTUYECKOe OOOCHOBAaHME OTCYTCTBUS TaKOTO BIIHSHUSI,
MOATBEPKACHUE YCTPAHEHUSI YSI3BUMOCTHU (YSI3BUMOCTEN),
Ha YCTpaHEHHE KOTOPOHl (KOTOPBIX) HAMPABJIEH BBITYCK
JAHHBIX OOHOBJICHUM, 1 HEBHECEHUS] UHBIX YSI3BUMOCTEHN B
00.

Marepuansl  aHanuM3a  BAMSHUS ~ OOHOBJIEHUM  Ha
oe3omacHocth OO a1 OOHOBIICHWM, BIUSIONIMX Ha
0e30MacHOCTb, JOJDKHBI HWACHTU(PUUUPOBATh (YyHKUIUU
06e3onacHOocTH U KOMHOHEHTHl OO, Ha KOTOpbIE BIUSET
JaHHOE OOHOBJICHUE.

OJIEMEHTHI IEUCTBUM OIICHIIINKA

AMA_SIA_EXT.3.1E

AMA_SIA_EXT.3.2E

OleHIIUK JIOJDKEH TMOATBEPJAWTh, YTO HWHOOpMaIus,
MPEACTaBJICHHAss B JOKYMEHTHPOBAHHBIX MaTepuajax,
YIAOBJICTBOPSET BCEM TPEOOBAaHUAM K COJICPKAHHIO U

MPEACTABICHUIO  JIOKYMEHTHUPOBAaHHBIX  MaTEpHasoB,
W3JI0KEHHBIM B AMA_SIA EXT.3.1C,
AMA_SIA EXT.3.2C.

OrneHnmK JOKEH TOATBEPIUTh BIUSHUE (OTCYTCTBHE
BIIUMSIHUS) OOHOBJIEHUH Ha O6e3omacHocTh OO.
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Security review

Security review

Code review,
TecTupoBaHue

MpoBepetxve
OLIEHKM
cooTBeTCTBUA
KpUTEPUSIM
KavecTsa
6esonacHocTK

Kontpons

appeKkTUBHOCTU
06paboTkn pUCKOB|
6esonacHocTn

Axanms
CoOoTBETCTBUA
Tpebosanuam VB
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6esonacHocTn B
COOTBETCTBUN C
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punckos
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COOTBETCTBUA
nonuTukam
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q)a33HHF-TeCTl/IpOBaHI/Ie

Peanuaaups «DagauHr-TecTuposanyen

Sec Champ

Bunonkus cGop
CXOTHOM UHhOpMALIAY,
HeoBxoauMon AnA

HeoBXOMMOCTS | (pazamhr-TecTHpOBAHNA
nporpamei

Onpepents nepevens
KOMNIOHEHTOB NPOTPaNMLI,
bix
BHINONHACTCA (pATIMHT-
TecTupoBanie

Mpoaranuanposars

PMUpOEATS TecToBbIE
HaGOPbI BXOAHBIX ABHHIX
v BbiBpars (paspatorar
PU HeoGxomMMOCTH)
€N0COGHI UX Nepeaayh Ha
BXOAHbiE UHTEpGDeECH
Aporpamus!

nonyJexHsIe pesynsTaTh! ¢
TOHKN 3pEHNS HaTMMR

BuinonTs hazour-

Tectuposanve hakTos Hapywenus
npOrpaMMBI ¢ wratoro
vcnons3osanviem byHKUOHMpOBaHIS

nporpamue 8 pesynbtare
assuHr-TecTAPOBAHIS U
3anokymeHTUpORATE
wHchopuaL

AokymeHTUpoBaTL
nonyJexHle pesynsTaTs!

00
BLIABNEHHOM HepoCTaTke
x

CreumanticT no TecTUpOBAHMIO**

Onpepents nepedens
KOMNIOHEHTOB NpOrpanMI,
KoTOpBIX
BHINONHACTCA (pATIMHT-
Tecruposae

Ccpopmuposas Tecrossie
HAGOPbI BXOPHLIX AGHHEIX
W BbiGpary (paspadotats
U HeOBXoRMMOCTH)
CnocoBb! Ux nepenayi Ha
BXORHE MHTEDAeNCH!
nporpamys!

BoinonkMTh asair- Mpoaranvanposars.

RONyeHHbIe pesynbTaTL!

nporpamb

PaspaGorumk

Boawoxa 10paGoTka Ge3 0. AHaniaa (akTos HapyweHHs

BunonTs q0paGoTKy
nporpamml cpasy, Ge3
nposeneHus

Mposectu
BononHATeNLHbII

MoaToproe TecTuposanite

Ecte

aranuaa dakton

HapyWeHWA WTaTHoro ananaa (pakton ocTh

hyHKUOHMpOBaHI HapyLeHUs uTaTHoro nostopHoro

pOrpaMMSI B pakax yHKUMOHMpOBaHIS TecTuposat
TecTupoBaHMs NIPOTPaMMb! B pamKkax wi?
MpOHMKHOBEHNS! Tectuposana

pOHMKHOBEHIS

Tpebyerca aon. anan:

venpasneni
a

oKy MeH
2

TexHuueckuin nucatens

Orpasurs &
SKenyaTALMOHHLX
AOKYMEHTaX OnvCaHus
OpraHIAUMOHHBIX WM
TEXHUMECKAX Mep Cpeas
skcnyarauu M0,
HanpasnexHyix Ha
HeiTpanu3aUIo
YAIBAMOCTY NpOrpamiAb




TeCTl/IpOBaHI/Ie Ha IPOHUKHOBECHUE

Ha NPOH

«Tecr

3anokyMeHTUpOBaHHaR MHPOPMALVA

3a00KyMeHTUPOBAHHAS UHbOPMALUA

2 BoinonHnT,
3 BLINONHMTL CBOP MCXOAHOR Onpepenits nepesens AvHaMUeCKoe
5 uHchopwaLUM, KG:;"’B:':M gallf:ﬂa;:;b TecTuposanite Mpoaranuauposars 3anokymerTuposaTL
° HeoBXoauMoit Anst TP Aoky! P NpOrpaMMbi ¢ I WHdopMauvio 06
2 nporpaMMs! 1 TecTb (cueHapun Heobxoauo
8 cognanin TecTos, o onron KoMmoTSpHen: aTak) venonsaosaHmem peaynbTaTe G TOMKM "
BLINONHSAEMbIX B PaMKax porpam, A momy‘;we e TecToB (cueHapues 3penns Hanns biBNeHaY NPUHATL peleHve o o
HeoBxommiocTs TeCTIpoBaHR Ha T, ammrc oo KOMLIOTEPHEIX aTaK) M ysaBUMOCTelt cTpater ux
NPOHMKHOBEHNS B Topose v oo osoS AOKyMeHTUpOBaTH nporpamMsI ucnpagnexis
OTHOLLGHIM MPOTPaMMBI nonyuetHbe
NpOHMKHOBEHME
peaynbTath!
g Onpepenus nepesent
2 TecToBbiX
3 KoL Mpoaranvanposars
%
z nporpamMM 1 nonyetbie
< c oM
' OrpaNLL At 3peHns Hanuums
2 pOTpaMMs, A ysaBUMOCTEl fa
S KOTOPbIX BHINOHAETC e
H TecTUpoBaHMe Ha porp:
a MIpOHUKHOBEHME
B cooTeeTCTEUM C
« BLI6paHHOl
3 crpaterveii,
é BLINONHATL
o venpasnexme soymenTaumo
3 yHaBIMOCTH ?
8 fpOrpaMMl nyTem
ee fopatoTkn

TexHuueckui nucatens

B cooTteTcTBUM C
BbIGPaHHOY CTpaTerviell,

SKCNNYaTAUMOHHbIX
ROKyMeHTaX OnVCaHUR
OpraHI3ALIMOHHbIX WA
TeXHUYECIUX Mep Cpegs!
skcnnyarauw O,

YSI3BUMOCTH NPOTPaMMb!
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(I)yHKHI/IOHaJILHOe TECTHPOBAHUE

@yHKUMOHaNBHOE TecTUPOBaKHE

Team Lead

Tectp}

"

PeaynTarsl TecTuposarits

Mposectn Awanna

TpUmenHTS KpUTEpUN
P uep peayneraton

BunonuuTe akana

aasepuekms pesyneTatos TecTaposaA 6 Genbio
TecTMpoBaHMs, BHINONHE HHBIX PABOT N
e mavion JSHHBX pabor no MoamdwKaLAM NnaKa

TecTuposans

peTpocnexTusa

CheuvancT fo TecTuposanitio

AHanu3 TpeGoBaHA K Nporpaume; onpenenee
nepetieHs pagoT o TeCTHPOBaHMIO M
YGTONL3YeMYIo CTPATENMIO BLINONHEHU paGoT,

BLIGpaTS MCNOMb3YeNMbIe NOZXOaH ANS Paspatoraty
BLINONHEHWA PAGOT, PACPEneNHTL 0BA3BHHOCTA onvcanrie
1 OTBETCTBEHHOCTS MEXay PAGOTHUKAMM, npouenyp

BLISBUTS HEOGXOMAMLIE PECYPCHI AT Tectuposana

recTUpOBaKWS:; Pa3paBoTATE NNaH TECTUPOBAHMS

MonysuTs Hyxiyio

nporpammst unk
orpenuHoi ee

e
TecTupoBatme

BunonkuT,
Tectuposatiue 8
cooreercTaun ¢
paspacoTaHHLIMM
npoueaypamu
Tectuposans

Capopumposars
coobuiers o
vepocramkax,

OBHapyxeHHbiX B

HegocTatke

Mposect Awanns
pesynbraton
TecTMpOBaNHAR C Uensio
MoadwKaLAN nnana

MpysennTs kpuTepUuN BunonnTs aanus
3asepuens pesyneTatos
TecTuposanms, BLINOHEHHbiX PAGOT M0

nnanom
TecTuposakms

Paspaboruk

BuinonuTs A0paGoTKy
Boamokwa AopaGorka Ges nporpammsl cpay, Gea
A0N. AHanMaa haKTos Hapywenns

TpeGyetca non. ananus POPaMMEI B pakax

TecTuposans
POHMKHOBEHIS

Mposectn
RononHMTenLHLI
aHanusa bakTos

HapylweHws wrathoro

DyHrUMOHMpOBaHIS
nporpamM & pamkax fa
TecTaposaHn
npoHMKHOBEHMSR

TexHuieckui nucatens

Orpasuts 8
SKennyaTaUMOHHEIX

YAIBUMOCTH POTPaNMbI
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Buenpenue

BreapeHue

~
§ Monyyekne Mposepexue | OKoHYaHWE CNpUHTa
S paspetlueHne OnbITHOM
z Yy 3aKasduka aKcnnyarauu
© |Havano
@ Ha ycTaHoBKY 1 3aKas4ukom
°
3 Onpepnenexve
- cTpaterum u
g TexHororm
(] BHeApeHus:
=
I'Ipe/;lomasnenvle 3rnemMeHToB
3anuce, B WHOPMALMK, OTHOCALLMXCS K
Obecnevenne, B acnekte 6€30MacHOCTH, B UCXOAHbIE YCIOBUS, ANs
a GesonacHocTy, KOPPEKTMPOBKY MPOLIECCa BHEPEHMS!
£ acnexre AHanma n
s GesonacHocTH, pesyrnbraros
= MOHUTOPUHIA peanusaunm u yCTpaHeHve
© peanu3oBaHHbIX nioGeie VHUMACHTOB
2 6GesonacHocTi
3 CUCTEMHBIX oﬁ:apymenuble
anemeHToB HOManiy,
CBA3aHHble C
6esonacHocTbio
[Ta) MonyyeHve
s Paspa6oTka CBUAETENbLCTBA,
£ cTpaTerm 4TO aneMeHTb!
£ BHenpeHs, B cucTeMbI MoBTopHOE TECTMpOBaHMe
5 acnekre COOTBETCTBYIOT :
Z || Besonacroctn TpeGosakuaM |
6esonacHocTn 1
|
I
|
I a Monyuexne Monyuetve [LemowcTpaums
aboTocnocobHocTM
8 % Omynauums cpeab! no;:mep»gqeum ° YcraHoBka Ha noATBEePKAEHNS 0| P
Q¢ passepTbiBaHMs P Xo”:ﬂe:m Boex cpeay NpOXOXAEHNA
°z pHTerpa pM(?HHb\X» 3aKasyuka npoueayp O6yyenmne
o n P ”e BHeApeHus KOHEUHbIX
poueayp. nonb3oBaTteneit

CucteMHbIn

aHanuTuK

Pa3pa6oTka y4ebHbIX

maTtepuanos Ans nonb3oBarenei
no aKcnnyaraumm, obcnyxmsanuio|
v nogaepxke




