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1. OBIIHUE ITOJOKEHUA

1.1. Hacrosiiiiee pyKOBOJCTBO IO YIPABJICHUIO YS3BUMOCTSIMH B OpPraHe
(opranumzanuu) (manee — PykoBoacTBo)  pa3paboTaHO B COOTBETCTBUU €
noamnyHkToM 4 nynkta 8 Ilonoxxenust o denepabHON cy>K0€ M0 TEXHUYECKOMY U
DKCIIOPTHOMY KOHTPOJIO, YTBEpKAEHHOro YkazoMm IIpesuaenra Poccuiickoit
®enepanuu ot 16 aBrycra 2004 r. Ne 1085.

1.2. PyKoBOJICTBO OMpeEeNsIeT COCTaB U COJAEPKaHWe paboOT MO aHAIW3Y U
YCTPaHEHHUIO YSI3BUMOCTEH (J1ajiee — YIPaBICHHUE YSI3BUMOCTSIMH), BBISIBICHHBIX B
MPOrPaMMHBIX, TPOrPAMMHO-AMIAPATHRIX CPEACTBAX MHMPOPMALUMOHHBIX CHUCTEM,
UH(OPMAITMOHHO-TEJICKOMMYHUKAIIMOHHBIX CETel, aBTOMAaTU3UPOBAHHBIX CHUCTEM
yOpaBJIeHUs,  HMHPOPMAIMOHHO-TEIIEKOMMYHUKAITMOHHBIX  MHGPACTPYKTypax
IIEHTPOB 00pabOTKU JaHHBIX, HA 0a3e KOTOPHIX (DYHKIMOHUPYIOT STU CUCTEMBI U
ceTu (nanee — UHPOPMAIMOHHBIE CUCTEMBI).

1.3. Hacrosiee PykoBoaCcTBO MOANIEKUT MPUMEHEHHUIO TOCYIapCTBEHHBIMU
opraHamu, OpraHu3alusMd, B TOM 4YHCJI€ CYOBEKTaMH KpPUTHYECKOMN
uHdopmarmoHHoi uHPpacTpykTypbl Poccuiickoit ®Denepanuu, SBISIOIIMMUCS
ornepatropaMu UHGOPMAIIMOHHBIX (ABTOMATU3UPOBAHHBIX) CUCTEM (J1ajiee — OpTraHbl
(opraHuzanuu)) TpUd MOPUHITHM HWMH MEp MO YCTPAHEHUIO YSA3BUMOCTEH
MPOTrPaMMHBIX, MPOTPAMMHO-AMAPATHBIX CPEJCTB MH(GOPMAIIMOHHBIX CHUCTEM B
COOTBETCTBHHM C TPEOOBaHUSAMHU O 3alUTe WH(POpPMAIMU, COJEpKallleics B
rOCyAapCTBEHHBIX MH(POPMAIIMOHHBIX CUCTEMax, TPEOOBAaHUSMHU IO 0OECTICUCHHIO
0e30MacHOCTH  3HAYMMbIX ~ OOBEKTOB  KPUTHYECKOW  HMHPOPMALMOHHOU
uH(ppacTpykTypsl Poccuiickoii ®@exnepanuuu, a TaKKe HHBIMU HOPMATHUBHBIMU
MPABOBBIMU aKTamMu U MeToaudeckuMu gokyMmeHtaMu ®CTIK Poccuu.

1.4. 3amayamu PykoBojicTBa SIBISIOTCS CO37aHUE OCHOBBI ISl pPa3paOOTKH
JIETaJIbHBIX PETJIAMEHTOB U CTAHJIAPTOB IO YNPABJICHUIO YSI3BUMOCTSIMU C YUYETOM
O0COOCHHOCTEM (DYHKIIMOHUPOBAHUSI OpPraHoB (OpraHu3alldii) W OpTraHU3aIMs
B3aUMOJICUCTBUSL ~ MEXIY  CTPYKTYPHBIMH  TOJIpa3/eICHUsIMA  OpPraHOB
(opranuzanuii) mo BOIpocam yCTPAHEHUS ySI3BUMOCTEH.

1.5. YopaBnenue ysSI3BUMOCTSAMH CEPTU(MUIMPOBAHHBIX MPOTPAMMHBIX,
MPOTrPaMMHO-AMIAPATHRIX CPEACTB 3alUThl WHMOpPMAIMU O0eCrednBaeTcs C
Y4€TOM DOKCIUTyaTallMOHHOM JIOKYMEHTAllMd Ha HHUX, a TaKXe PEKOMEHalui
pa3paboOTYUKOB.

1.6.B PykoBojacTBe  HCHONB3YIOTCSI  TEPMUHBI W ONpEIETCHUS,
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ycTaHOBJIeHHbIe HalnoHalbHbIMU cTaHaaptamu ['OCT P 50922-2006 «3ammuTta
unpopmaimu. OcHOBHble TepMuHbl u omnpeneienus», ['OCT P 56545-2015
«3amurta wuHGOpManMU. YA3BUMOCTH HMHQPOPMAIMOHHBIX cucTeM. [IpaBuia
omucanus  ys3BuMmoctei», [OCT P 56546-2015  «3ammra  uHOpMaIuu.
Vsa3BuMocTd  MHPOpMalMOHHBIX — cucTeM. Kiaccudukauus — ysi3BUMOCTEN
UH(GOPMAITMOHHBIX CUCTEMY, ['OCT P 59547-2021 «MOHUTOPHUHT
uHpopMarmonno 6e3omacuocti», [OCT P 59709-2022 «3ammra undopmammu.
YnpapneHue KOMIbIOTEPHBIMUA MHIUACHTAMU. T€pMHUHBI U OTNIPeIeICHUS U UHBIMU
HAIlMOHAIBHBIMUA CTaHAAPTaMU B OOJACTH 3alMThl MHGOPMAIMU U OOECrIeYeHUS
nH(popMaIIMOHHOM 6€30IaCHOCTH.

1.7. B PykoBoJicTBE UCIIOJIB3YIOTCSl 0003HAYEHUS HA CXeMaX, IPUBEICHHBIC B

IIPUJIOKEHUH K HACTOALIEMY TOKYMEHTY.
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2. IPOLECC YIIPABJIEHUSA YA3BUMOCTSAMU

2.1. TIpouecc ympaBiieHUsI YSI3BUMOCTSIMU BKJIIOUAET IMSATh OCHOBHBIX 3TAroOB

(pucyHok 2.1).

1. MonuTOpUHT
yA3BHUMOCTEl 1
OLIeHKA UX

5. KonTpoanb
yCTpaHeHHust
yA3BHMOCTEMH

NPUMEHUMOCTH

2. Onenka
ySI3BUMOCTeil

4. YcTpaHeHue
YA3BHMOCTEH

3.0npenenenne
MeTOoJ0B U
NPHOPHTETOB
yCTpaHeHus
ys3BHMOCTeii

Pucynok 2.1. — Dtansl paboT 10 yIPaBICHUIO YSI3BUMOCTIMHU

Ha »Tame MoOHUWTOpWHTA YSI3BUMOCTEH H OIEHKA WX TPUMEHUMOCTH
OCYILIECTBIISICTCS BBIABICHUE YA3BUMOCTEH HAa OCHOBAHHUHU JAHHBIX, TIOJYy4aeMbIX M3
BHCITHUX W BHYTPCHHHUX MCTOYHUKOB, U MPUHATHE PEHICHUH MO MX MMOCIICIYIOIICH
obpaboTke.

Ha »rtame OICHKM YSI3BHUMOCTEH ONpENeNseTcs YPOBEHb KPUTHUYHOCTH
ySI3BUMOCTEH ~ TPUMEHUTEIBHO K  WH(GOPMAIMOHHBIM  CHCTEMaM  OpraHa
(opranuzanun).

Ha stame onpeseiieHuss METOJIOB M MMPHOPUTETOB YCTPAHCHHS YA3BUMOCTEH
OTIPEICTISACTCS MPHUOPUTETHOCTh YCTPAHCHHSI YSI3BUMOCTEH M BEIOUPAIOTCS METOIBI
WX YCTpaHEHHS: OOHOBJICHUE MPOTPaMMHOI0 oOecriedeHHus W (MJIM) MPUMCHCHHE
KOMIICHCUPYIOIIMX MEp 3aIlUThl HH()OPMAIIHH.

Ha sTane ycTpaHeHus ysI3BUMOCTEH MPUHUMAIOTCS MEPhI, HAallPaBJICHHbIC HA
yCTpAaHCHUE WM HCKIIOYCHUE BO3MOXKHOCTH MCIIOJB30BaHMS (dKCILUTyaTalI[|H)
BBISIBJICHHBIX YSI3BHMOCTEH.

Ha srame KOHTpOJIS yCTpaHEHHWs YS3BUMOCTEH OCYIIECTBISETCS cOOp U
00paboTKa TaHHBIX O MPOIECCE YIPABICHUS YSI3BUMOCTSIMH U €T0 pe3ysibTarax, a

TaKXe NPUHATHE PELIEHUN 110 YIIYYIIEHUIO JaHHOTO MTPOIIECCa.
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2.2. llpouecc ympaBieHHUs] YSA3BUMOCTSIMU  OpraHu3yercs JUisi  BCeX
UH(POPMAIIMOHHBIX CHUCTEM oOpraHa (OpraHu3aluu) U JOJDKEH IpeaycMaTpUBaTh
NOCTOSIHHYIO M HENPEPBIBHYIO aKTYaJW3alMI CBEIECHUWA 00 YSI3BUMOCTAX U
o0BbeKkTax HMHPOpMalMOHHON cucTeMbl. [IpM HM3MeHeHHMU cTaryca YsS3BUMOCTEH
(MpUMEHUMOCTh K HH(DOPMAIMOHHBIM CHCTEMaM, HaJlU4he HCIPABICHUH,
KPUTHUYHOCTD) JIOJKHBI KOPPEKTUPOBATHCS CIIOCOOBI UX YCTPAHEHUS.

2.3. IIpouiecc ynpaBieHHs ysI3BUMOCTSIMH CBSI3aH C APYTUMU MPOIIECCAMU U
poIeAypaMH IESITEIbHOCTH OpraHa (OpraHu3alnin):

MOHHUTOPUHT HH(OpMAIMOHHONW O0€30MacHOCTH — MPOIECC MOCTOSITHHOTO
HaOJIOICHUS U aHAJTN3a PE3yJIbTaTOB PETUCTPAIMU COOBITUI O€30MaCHOCTH U MHBIX
JAHHBIX C LEJbI0 BBIABICHHUS HapylIeHWW O€e30macHOCTH WH(OpMaluu, yrpo3
0e30MacHOCTH HH(POPMALIUU U YSI3BUMOCTEN;

OLICHKa 3allMIIEHHOCTH — aHaju3 BO3MOXXHOCTU  HCIIOJIb30BaHUS
OOHapy>KEHHBIX YSI3BUMOCTEM JUIsl peanu3allid KOMIBIOTEPHBIX aTak Ha
nH(OPMAIMOHHBIE CUCTEMBI OpraHa (OpraHu3alimn);

OIlEcHKa yrpo3 0Oe3omacHoCcTH HHGPOpMAIMM — BBISIBICHHE M OLICHKA
aKTyaJbHOCTU yTPO3, peanu3anus (BO3HUKHOBEHHME) KOTOPHIX BO3MOXKHA B
MH()OPMAIIMOHHBIX CUCTEMAX OpraHa (OpraHU3alNH);

yhpaBlieHHe KOH(MUTypalue — KOHTPOJIb U3MEHEHHUH, COCTaBa U HACTPOEK
MPOrPaMMHOTO U TPOrPAMMHO-AIIAPATHOTO oOOecnedeHus HWH(POPMaIMOHHBIX
CUCTEM,

yOpaBiieHUe OOHOBJIEHUSMH — IPUOOPETEHUE, aHAIU3 M pPa3BEpPThIBAHUE
OOHOBJIEHUI IPOTPAMMHOTO 00ECTICYeHHs B OpraHe (OpraHu3alum);

NpPUMEHEHUE KOMIICHCUPYIOIIUX MEp 3alIuThl HHGOPMAIMN — pa3paboTKa U
NpUMEHEHHWE Mep  3amuThl  WHAGOpMAIMH, KOTOphIE NPHUMEHSIOTCS B
MH(POPMAIIMOHHOW CHCTEME B3aMEH OTIEIbHBIX MeEp 3alluThl HHGOpPMAIUH,
NOAJIeKAIIMX peau3allii B COOTBETCTBHUM C TpPEOOBaHUSIMU IO 3aIUTE
nH(popMaIu, B CBSI3U C HEBO3MOXKHOCTBIO UX TIPUMEHEHUS .

Cxema npoliecca yrnpaBlIeHUS ySI3BUMOCTAMU NIPEACTaBICHA Ha PUCYHKE 2.2.

2.4. Y9acTHHKaMU TIpoIiecca YIPaBiICHUS YI3BUMOCTSIMH SIBIISIFOTCS:

a) moJipa3/ieJIeHue, OCYUIECTBISAIOMME (PYHKIMU 1O  00ECIEeUEHHUIO
uHGOPMAIIMOHHOM 0e30IMacHOCTH (Aaiee — moapas3esieHUe 10 3aluTe):

PYKOBOJIMTEIb;
CHELMAIIUCT, OTBETCTBEHHBIH 3a MPOBEACHUE OLIEHKH YTPo3 0€30MacHOCTH

uH(bOopMaIuu (J1ajee — aHaTUTUK YTPO3);



JApyrve npoueccel obecnevdeHns 6e30NacHOCTU MHGOPMALIMOHHOM CUCTEMBI OpraHa (opraHusauum)

MoHUTOPUHT

- OueHka
OueHka yrpos MHGOPMaLIMOHHOW 4
‘ BesonacHoCTK FaLLLERHOCTN
~ ~
| I I | I
AN | | } | }
| 1 } | }
| S N N |
o - ———————— P S 4
=
o 3
§ fal 1. MOHWUTOpWHT 3. QnpeaeneHve
o v - 5. KoHTposs
2o YAZBUMOCTEN U 2. OueHka MeTOA0B U 4. YeTpaHeHwe CTpAHeHUS
0 S OLleHKa WX YA3BUMOCTER NpUOPUTETOR YA3BUMOCTEN yﬂaEMMO(Ter
2 @ WNHdopmaums 06 MPVIMEHMOCTH ycTpanenna ’ YA3BUMOCTH
E m
- § YAZBUMOCTAX ycTpaHeHbl
[
_____________________________________________ - | .\
1 3
T - |
| 1
MpumeHeHue
Ynpasnenve Ynpasneve Komrl?eHcm FOLLIWX
KOHdUryaLmen 0BHOBNEHUAMY pyrou
Mep 3aliuThl

Apyrve npouecck obecneyeHrs He3onacHOCTU MHPOPMALIMOHHOW CUCTEMBI OpraHa (opraHv3awum)

Pucynok 2.2. — Cxema nponecca yrnpasieHUs ysI3BUMOCTSIMU
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CIIELIMAIUCT, OTBETCTBEHHBIN 3a MPOBEICHUE OLIEHKH 3aIMUIICHHOCTH;
CTEIUAINCT, OTBETCTBEHHBIN 32 BHEIPEHUE MEP 3aIUTHI HH(OPMAITIH;
0) moapasneneHne, OTBETCTBEHHOE 3a BHEApPEHHE HH(DOPMAIMOHHBIX
TexHosorui (nanee — nmoapasnaenenue MT):
PYKOBOAUTEIIb;
CIICIIMAJIHCT.
[To pemieHuto pyKoBOIUTENS OpraHa (OpraHU3aliK) B MIPOLIECCE YIPABICHUS
Apyrue

CIICHHUAJINCTBI, B YaCTHOCTH, IOAPA3ACIICHHUC, OTBCTCTBCHHOC 3a OPIaHHU3aIlHuIO

VS3BUMOCTSIMM ~ MOTYT  OBITh  3aJ€HCTBOBAHbI NOJApa3ieleHuss U
3aKyNOK MPOrpPaMMHBIX M IPOrPaMMHO-AINIAPaTHBIX CPENCTB, IMOAPA3ACICHUE,
OTBETCTBEHHOE 3a IKCIUTYaTAINIO0 HHKECHEPHBIX CUCTEM.

Pacnipenenenue onepanmii, pealu3yeMbIX B paMKax IIPOLECCa YIIPABICHUS
ySI3BUMOCTSIMH, IO POJsiM paboTHHKOB noapaszaenenuid T u noapasaenenus no

3amMTe opraia (OpraHu3anum) L, mpeacrasneno B Tadue 2.1.

Tabmuma 2.1.
[Tonpasnenenue no 3amure ITogpasnenenne UT
2
o z 5
= 2 S EE|8 %5 & 2
o B = 1] = 5
U = [ 3 ~ = 9] Q
= > o © 2 o o = = =
Onepannn = ” =2 E| E QS 5 =
o = s 58| 3 a. o =
@ = s E | = @ © = =
o g g =] g5 & < 2
S s 5 o 5|2z = Z =
A~ < O o | O & A~
£ )
= =
m
1 2 3 4 5 6 7
MOHUTOPHHT yA3BUMOCTEN U OLIEHKA UX IPUMEHUMOCTHU
Ananu3z uHpopmauu + +
00 ysSI3BUMOCTSIX (O) )
OreHka MPUMEHUMOCTH + +
YSI3BUMOCTH (O) (§4))
[IpunsaTHe pemenuit Ha
[IOJTy4YEeHHUE +
JOTIOTHUTEITFHON (on
nHpopManuu
IlocTanoBka 3amaun Ha N
CKaHUPOBaHUE
(On)
00BEKTOB

1Pomn Moryr pacmpenensTbcs U (MIM) COBMEIIAThCS B 3aBUCHMOCTH OT YKOMIUIEKTOBAHHOCTH

nojipa3JiesieHui



1 2 3 4 6
CkanupoBaHue + +
00BEKTOB (0)) )
Ouenka + +
3aIUIIEHHOCTH (0) 1%))

OueHka ysa3BUMOCTEN
ITonyuyenue
uHpopmanuu oo N
00BEKTaX,
IIOJIBEPKEHHBIX (O
YSI3BUMOCTH
Omnpenenenue ypoBHs +
OIaCHOCTH (on
Ornpenenenue BIUSHUS N
Ha HH()OpPMAIIOHHBIE o)
CUCTEMBbI
Pacuer kputnuHoCTH + +
ySI3BUMOCTH (O) )
Onpenenenne METOI0B U IPUOPUTETOB YCTPAHEHUS YA3BUMOCTEN
Omnpenenenue +
IIPUOPUTETHOCTH (O) +
yCTpaHEHUs )
ySI3BUMOCTEN
Onpenenenne METOI0B N +
YCTpaHeHI/ISIV ©) )
YSI3BUMOCTEN
[IpunsaTHe pemenus o +
CPOYHOM yCTaHOBKE
OI;HOBHGH};/Iﬁ (©on)
Coznanue 3asBKH Ha N
CPOYHYIO YCTaHOBK
OI%HOBJ}'IICHZIX ’ (©n)
Coznanue 3a1aHus Ha +
YCTaHOBKY OOHOBJICHUIA (on
[IpunsaTHe pemenus o
CPOYHOM peanu3anuu +
KOMIICHCHUPYIOIIUX Mep (on
3alIUThl HH(pOpMAIUU
Co3ganue 3a1aHus Ha
peanuzanuio +
KOMIIEHCUPYIOILIUX MEP (on
3aIuThl HH(OpMaLIUU
VYcerpanenue ysa3BUMOCTEN
CornacoBanue + +
YCTaHOBKH C (on V)
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1 2 3 4 5 6 7
PYKOBOJICTBOM
noapazaenenuss UT
TectupoBanue + +
OOHOBJICHUS (O) )
YcTanoBka OOHOBIICHUS + +
B TECTOBOM CEIMEHTE (O) )
[IpunsTue pemenus oo
YCTaHOBKE OOHOBJICHHS +

(On)
VcranoBka 0OHOBIIEHHUSA + +
(0) (1)
@opMupoBaHUE IIIaHA
YCTaHOBKH OOHOBJICHUH +
(On)

Pa3paborka n
peanuzanys + + + +
KOMIIEHCUPYIOIIUX MEp (O) ) ) Y)
3a1uThl HH(QOPMALIUU

Pa3paboTtka u peanuzanys KOMIIEHCHPYIOIUX MEp 3alIUThl HH(OpMAIHH
Ompenenenue Mep
3alIUTHL I/IH(bopMauI/H/I u + +
OTBETCTBEHHBIX 32 UX (O) )
peanu3anuo
CornacoBanue
MIPUBJICYCHUS * §
pabOTHUKOB ©on) )
Peanusanus
OpraHU3alOHHBIX MEP ’ §
3aIuThl HH(HOPMALIUN ©on) )
Hacrpoiika cpencts + + +
3aIuThl HH(QOPMALIUN (O) ) )
Opranuzanus aHaau3a + +
COOBITUI O€30MaCHOCTH (O) )
Bnecenne uzmenenuii B + + +
WUT-uugpactpykrypy ) ©O) )

KoHTponb ycTpaHeHus ya3BUMOCTEN

[IpunsaTHe pemenus o +

croco0e KOHTPOJIS (on

[IpoBepka 00BEKTOB Ha + +
HaJu4ue ysI3BUMOCTEN (O) )
Orenka + +
3aIUILEHHOCTH (O) ()
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1 2 3 4 6
Brrisinenue

. + +
OTKJIOHEHHUH U

. O) 1)
HEUCIOJHEHU I
Pazpabotka
MIpeITI0KEHUH 110 N N N
YIIy4IIEHUIO Ipolecca
(OH) (1) )

yIPABJICHUS
ySI3BUMOCTSIMU

Pazpabotka npeainoxxeHui mno

YIYULIEHUIO IIPOLECCA YIPABIEHUS YA3BUMOCTIMHU

Onpenenenve NpuIuH

OTKJIOHEHHH U (Win) ( O-;/I)

HEHCIIOJIHEHUH

Koppekruposka N N

MEXaHU3MOB 0) )

MOHHUTOPHUHTA (

JloGaBieHue N N

HCTOYHHKA CBEICHUIN 0) W)

00 ySI3BUMOCTAX (

KoppekTupoBka N N

MEXaHU3MOB OLIEHKU 0) )

YSA3BUMOCTEN (

CornacoBaHue CpOKOB N N
CTpaHeHus

§H3EI/IMOCTI/I ©on) ™)

Coznanue 3asBKH Ha

CPOYHYIO peaIn3alHnI0 + +

KOMIIEHCUPYIOIUX MEP (O) )

3aIuThl HH(OPMaLIUU

O0o03HauEeHN:

O — OTBETCTBCHHBIN — pa6OTHI/IK, OTBETCTBEHHBIN 3a 3aBCPUICHUC BBITIOJIHCHUS 3a/1a4U;
W — UcnonHutens — pa6OTHI/IK, HETIOCPECACTBCHHO BBITIOJIHSFOIIUN 3aavdy;
YV — YyacTHuK — pa6OTHI/IK, y49aCTrue KOTOPOro Tpe6yeTc;I JJI BBITIOJIHCHUA 3a1a4u
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3. MOHUTOPHUHT YSA3BUMOCTEM U OLIEHKA UX
HNPUMEHUMOCTH

3.1. Ha sTame MOHUTOpPHHTra YSI3BUMOCTEH M OLIEHKM HMX MPUMEHUMOCTH
OCYULIECTBJISIETCS BBISIBJICHUE YS3BUMOCTEH HAa OCHOBAaHUM JTAHHBIX U3 CIEAYIOIIHUX
UCTOYHHUKOB!

a) BHYTPEHHHE UCTOUYHUKH:

CHCTEMBI YIpaBiieHus nH(opMalnoHHON uHppacTpykTypou (manee — UT-

MH(PACTPYKTYPA);
Ga3bl JaHHBIX YIIPABICHHS KOH(PUIypanusaMu>;
JOKYMEHTaIUsl Ha UH(POPMAIIMOHHBIE CUCTEMBI;
AJIEKTPOHHBIE 0a3bl 3HAHUN OPraHoB (OpraHu3auuiil);
0) 0a3a JaHHBIX YA3BUMOCTEH, cojAepikamasca B baHKe JaHHBIX YIrpo3
6e3omacHoctu uHpopmaruu (nanee — BIY) ®CTOK Poceun®;
B) BHEIITHUE UCTOYHUKH:
0a3bl JaHHBIX, COJIEPKALIUE CBEICHUS 00 U3BECTHBIX YSI3BUMOCTSIX;
ounmanbHbIE UH(pOpPMalMOHHbIE pecypchl pa3paboTUHKOB
IPOrPaMMHBIX U MPOTPAMMHO-ANNIAPATHRIX CPEICTB M UCCIEI0BAaTENCH B
obsactu UHGOPMAITMOHHON OE30MTaCHOCTH.
HcTOYHUKHM JAaHHBIX MOTYT YTOYHSTHCS WM JOMOJHITHCS C Y4ETOM
0COOEHHOCTEW (PYHKITMOHHUPOBAHUS OpTraHa (OpraHU3aINHN).

3.2. Cxema sTana MOHUTOPHHTA YS3BUMOCTEH U OIEHKU WX MPUMEHUMOCTHU

Ipe/ICTaBIeHa Ha pucyHke 3.1%

2 Cucrems! knacca CMDB (anri. Configuration Management Database)
3 Anpec caiita BJIY ®CT3K Poccun: https://bdu.fstec.ru
4 B HaCTOsAILIEM PYKOBOIICTBG MMPpEeACTAaBJICHbI TUITOBBIC CXEMbI 3TAIIOB IPOLCCCa YCTPAHCHUA y513BPIMOCTGI71
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Pucynok 3.1. — Cxema 3Tarna MOHUTOPUHTA YA3BUMOCTEN U OLICHKU UX PUMEHUMOCTH

€T
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Ha »rane MOHUTOPHHI'A y}ISBHMOCTCﬁ N OLICHKHM HUX IIPUMCHUMOCTH

BBITIOJIHSIOTCS OTI€palvy, IpuBeIeHHbIe B Tabmuie 3.1.

Tabmuma 3.1.

Ne HanmeHnoBanue

Onucanue onepauuu

/i orepanun

1. Ananus Ananu3z nHhOpMaluU U3 Pa3TUYHBIX HCTOYHUKOB C IIJIbIO MIOMCKA
uHpopManud 00 | aKTyaJIbHBIX M TOTCHIMAIbHBIX YSI3BUMOCTEH M OLEHKH HX
YA3BUMOCTH OPUMEHUMOCTH K  HMH()OPMAlMOHHBIM  CHCTEMaM  OpraHa

(opranuzanun).
ArperupoBaHue U  KOppelslus CcoOMpaeMblX JaHHBIX 00
YSA3BUMOCTSIX

2. Orenka Ha ocroBe nadopmanun 06 00bekTax HHPOPMAIMOHHBIX CUCTEM U
MIPUMEHUMOCTHU WX COCTOSIHUU OIpenensieTcs MNPUMEHUMOCTh VYSI3BHUMOCTH K
ySI3BUMOCTH MH(OPMALIMOHHBIM CHUCTEMaM oOpraHa (OpraHu3aluu) C LEeIbIo

ompeieNieHus]  ysA3BUMOCTEH, He TpeOylIuux naibHeuein
00paboTKH (HE peNeBaHTHBIX YA3BUMOCTEH).

OrneHka MPUMEHUMOCTH YSI3BUMOCTEH MTPOU3BOAMUTCS:

Ha OCHOBE aHayin3a JaHHbIX 00 UT-uH(ppacTpykType, MoIyueHHbIX
n3 0a3 JaHHBIX yIpaBJIeHUs KOHPHUTypalusMy B paMKax Iporecca
«YnpaieHue KOHQUrypanueny;

Ha OCHOBE aHaJH3a JaHHBIX O BO3MOXHBIX 00BEKTaX BO3JAECUCTBUS,
MOJIYYEHHBIX B pe3ylbTaTe MOJAEIUPOBAHUA YIPO3 B paMKax
nporecca «O1eHKa yrpo3»;

0 pe3yJbTaTaM OLICHKH 3alUIICHHOCTH (11. 6)

3. [Ipunsrue 3anpoc  JOMOJHUTENbHOM  HMHpOpMamuu 00  yS3BHUMOCTH
pereHui Ha | (CKaHUpOBaHWE OOBEKTOB, OIEHKA 3alIUIIEHHOCTH), €CIIU
MOJTyYeHHE UMEIOIINXCS JAaHHBIX HEIOCTaTOYHO IS MPUHSATHS PEIICHUH I10
JIOTIOJTHUTEIBHON | yIIPaBIEHUIO YA3BUMOCTSIMU
uHpopMauu

4, ITocranoBka 3ampoc Ha BHETJIAHOBOE CKaHHPOBaHUE 00BEKTOB
3aJauu Ha | ”HQOPMAITMOHHBIX CHUCTEM B CIIy4ae HEJOCTATOYHOCTH JIMOO
CKaHMPOBAaHUE HEaKTyaIbHOCTH HWMEIOIIMUXCS JIaHHBIX, a TaKXke B clydae
00BEKTOB noyiyueHuss uHGoOpMauu 00 YSA3BUMOCTH TIOCJIE IOCIIETHETO

CKaHMPOBAHUS

5. CkaHupoBaHHe Ilouck  ys3BUMOCTEM M HEAOCTaTKOB €  TIOMOIIBIO
00BEKTOB aBTOMATU3MPOBAHHBIX CHCTEM aHAJIN3a 3alIUIEHHOCTH.

Bbeibop 00BEKTOB W BpEeMEHH CKaHUPOBAaHUS, YBEIOMIICHHUE
3aMHTEPECOBAHHBIX TMOApa3AeiIeHUi (HampuMep, CUTYaIMOHHOTO
nenTpa, noapazaeneHus WT) o mpoBeaeHWM CKaHUPOBAHUS H
JanpHelIee CKaHMPOBAHWE BHIOPAHHBIX OOBEKTOB HA HAJIMUYUE
YSI3BUMOCTH

6. Onenka DKcrepTHas OIIEHKa BO3MOXKHOCTH TNPUMEHEHUS YSI3BUMOCTH K
3alUIEHHOCTH MH(POPMAIMOHHBIX CHCTEMaX.

B Xozme OlEHKM 3allUIIEHHOCTH OCYIIECTBIISETCS MpOBEpKa
BO3MOKHOCTH 3KCIUTyaTallUd YA3BUMOCTH B HMH(DOPMAIIMOHHBIX
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Ne HaumenoBanue
Onucanue onepauuu

n/n orepanun
cucTeMax opraHa (opraHm3auuu) ¢ ucromb3oBaHmem POC® wmm
CpeACTBa OJKCIUTyaTalldd YsS3BUMOCTH, B TOM 4YHCIE, B XOJE
TECTUPOBAaHUS HAa TPOHUKHOBCHHE (TECTUPOBAHHS CHUCTEMBI
3a0MThl  WHPOPMAIMKM  IMYTeM  OCYHICCTBICHHUS  IOMBITOK
HECAaHKIIHOHHUPOBAHHOTO JOCTyTIa (BO3meicTBHS) K
MH()OPMAIIMOHHONW CHUCTEME B OOXOJ €€ CHCTeMBI 3aIlUThI
UHpOpMAIIHN)

3.3. Ha ocnoBe Tabmumer 3.1. B oprane (opraHu3aiuu) JOJIKHO

p33pa6aTI>IBaTLCSI JCTAJIBHOC OIIMCAHHUC onepaunﬁ, BKIIIOYAaromee HaAanMCHOBAHHC

onepauuﬁ, OIINCaHHuC onepauﬂﬁ, I/ICHOJ'IHPITGHGﬁ, IMpOoaAOJIKUTCIIbHOCTL, BXOJAHBIC U

BBIXOJHBIC

JTAHHEIE.

HGTEUII)HOG OIMINCaHHC onepauﬂﬁ BKJIIOYAaCTCsA B

OpTraHU3alOHHO-PACIIOPAAUTCIIbHBIC JOKYMCHTHI 110 3alIUTC I/IH(l)OpMaHI/II/I opraHa

(opranuzanun).

5 PoC (anru1. Proof of Concept, nposepka KOHIENIHME) — MOJIETMPOBAHUE IKCILTYaTalUH yA3BUMOCTH
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4. OIEHKA YSI3BUMOCTEM

4.1. OueHka ys3BUMOCTEH MNPOU3BOJIUTCA C LEJIBbI0 OMNPEIEICHUS YpPOBHS

KPUTUYHOCTH YSI3BUMOCTEH MPUMEHUTENBHO K HWH(OPMAMOHHBIM CHUCTEMaM

opraHa (OpraHu3aliimn).

4.2. Ha srarme OLCHKH YHBBHMOCTGﬁ BBIIIOJIHAIOTCA OIICpallu, IIPUBCACHHBIC

B Ta0ure 4.1.

YA3BUMOCTHU

Tabnuma 4.1.
Ne HaumenoBanue
Onucanue onepanuu

n/m orepanun

1. [Tomyyenue [Tonyyenune BBIOOPKH OOBEKTOB HH(MDOPMAIMOHHBIX CHCTEM,
uHpOpMaLUu 00 | HOJBEPKEHHBIX YA3BUMOCTH
o0BeKTax,

MIOJIBEPKEHHBIX
YSI3BUMOCTH

2. Omnpenenenue Pacuer 0a30BOi, KOHTEKCTHOW W BpPEMEHHOW METPHK II0
ypoBHs  omacHocTH | Metoauke CVSS ¢ ucronb3oBanueM kanbKyasTopa CVSS® V3
YSI3BUMOCTH nmu V3.1, pazmeniennoro B b/[Y ®CTOK Poccun’

3. Onpenenenue OmnpeneneHue  BIMAHUS ~ YA3BMUMOIO  KOMIIOHEHTa  Ha
BIIMSHUSA Ha | 3alUIIEHHOCTh MH(MOPMALMOHHBIX CHCTEM BBINOJIHACTCS C
MH(pOpMalLlMOHHbIE HCIIOJIb30BAaHUEM pe3ylbTaToB mpouecca «OneHka yrpo3» (B
CHCTEMBI YaCTH CBEACHUN O HEOMYCTHUMBIX HETaTHUBHBIX ITOCIIEACTBUAX U

BO3MOXXHBIX OOBEKTaX BO3JEHCTBUI), IPU 3TOM MOTYT OBITH
ucnosib3oBanbl AaHHble 00 UT-undpactpykType, nosyuyeHHbIE
u3 0a3 JaHHBIX YOpaBiIeHUS KOHQUTypanusMu (OTIENIbHBIE
pe3yabTaThl U3 Mpolecca «YpaBieHne KOHpUrypanuein)

4, Pacuer kputnunoctH | [TonyueHue 3HaueHM ypoBHEW KPUTUYHOCTH OOHApY>KEHHBIX

yS3BUMOCTEU

Ornepanuu Mo onpeeIeHUI0 YPOBHS OMTACHOCTH YS3BUMOCTH, €€ BIUSHUS Ha

MH(OPMAIMOHHBIE CUCTEMBI U PACUETY KPUTUYHOCTH YS3BUMOCTH BBITIOJIHSIOTCS B

COOTBETCTBMM C METOIMKONM OLEHKH YPOBHS KPUTUYHOCTH YSA3BUMOCTEU

MPOrPAMMHBIX U

MpOTrpaMMHO-aIMapaTHbIX

CPEACTB,  YTBEPKICHHOU

®CTIK Poccun 28 okrsa6psa 2022 1.8

6CVSS (amrn. Common Vulnerability Scoring System)—o6mas cucTeMa OLEHKH YS3BUMOCTEt
(anpec:https.//www.first.org/cvss)
7 Anpeca: https://bdu.fstec.ru/calc3, https://bdu.fstec.ru/calc31
8 Anpec: https://bdu.fstec.ru/documents/31
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4.3. Ha ocnoBe Tabmunbsl 4.1. B opraHe (opraHu3anu) JIOJDKHO
pa3pabaThIBaThCs ACTATILHOE OMHCAHUE OIEpalyid, BKIIOYAIONIEE HAWMEHOBAHUE
oTiepaliii, ONMCaHne OTepaIuii, UCIIOTHUTENICH, TIPOJOJKUTEIIPHOCTD, BXOHBIC U
BBIXOJHBIE  JlaHHBIC. JleTanpHOE  OMUCaHWE Omepaluid  BKIIOYAaeTCS B
OpTraHU3AIMOHHO-PACTIOPSAUTEIbHBIC JOKYMEHTHI 10 3aIUTe HHPOPMAITUN OpraHa
(opranuzanun).

4.4. Cxema 3Taria OlIEHKH ySI3BUMOCTEN MpecTaBieHa Ha pucyHke 4.1.
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Pucynok 4.1. — Cxema 3Tarmna olieHKH ysI3BUMOCTEH

8T
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5. ONPEJEJEHUE METOJOB U IPHUOPUTETOB YCTPAHEHUSI
VSI3BBUMOCTEM

5.1. Ha orane omnpeneneHuss METONOB U IPUOPUTETOB yCTPaAHEHMS
YA3BUMOCTEN PEIIAIOTCS 3a/1a4H:

OINpENEIICHUS IPUOPUTETHOCTH YCTPAHEHUS YA3BUMOCTEN;

BBIOOpa METOJOB YCTPaHEHHUS YSI3BHUMOCTEH: OOHOBJIEHHE MPOTPaMMHOTO
oOecrniedeHus U (WIK) MPUMEHEHHE KOMITEHCUPYIOUINX Mep 3aIlUThl HHPOPMAIIHH.

Ha srane onpeneneHnss METONOB U NPUOPUTETOB YCTPAHEHUS YSI3BUMOCTEU

BBIIIOJIHAIOTCS Ollepalliy, IpUBEACHHbIEC B Ta0uie 5.1.

Tabmuma 5.1.
Ne HanmeHnoBanue
Omnucanue onepanuu

n/n orepanun

1 Onpenenenue OnpeneneHnye NPUOPUTETHOCTH YCTPAHEHMs YSA3BUMOCTEH B
IPUOPUTETHOCTU COOTBETCTBUM €  pe3yJbTaTaMH  pacyera  KPUTUYHOCTU
yCTpaHEHUs ySI3BUMOCTE#l Ha ATaIe OLECHKHU ys3BUMOCTeH (3tar 4)
YSA3BUMOCTEN

2. Onpenenenue Be100op MeTos1a ycTpaHeHHs yA3BUMOCTH: yCTaHOBKA OOHOBJICHHS
METOIOB WX IPUMEHEHHE KOMIIEHCUPYIOIUX MEp 3alUThl HH(OpMaLUU
yCTpaHEHUs
YSA3BUMOCTEN

3. [Tpunstue pemwenus | [Ipy oOHapyX eHUH KPUTHUYECKOW YA3BUMOCTH MOXKET OBIThH
0 CPOYHOMW | IPUHATO pEUIEHHEe O CPOYHOH YCTaHOBKE OOHOBJIICHMS
YCTaHOBKE MpOrpaMMHOTO  o0ecriedeHusi OOBEKTOB HWH(OPMAIMOHHBIX
O0OHOBJIEHUH CHUCTEM, MTO/IBEPKEHHBIX YSI3BUMOCTHU

4, Co3nanue 3asBKM | 3asBKa Ha CPOYHYIO YCTAHOBKY OOHOBJIEHHS HAIlpaBIsieTCs Ha
Ha CPOYHYIO | COTJIaCOBAaHME PYKOBOAMTENIO noapasaenenus UT
YCTaHOBKY
OOHOBJIEHHUS

5. [Tpunstue pemenus | [Ipy oOHapyKeHUU KPUTUYECKOH YA3BUMOCTH MOXET OBIThH
0 CPOYHOM | IPUHATO PEIIEHHE O CPOYHOM pealu3aliy KOMIIEHCHUPYIOLIUX
peanuzanuu Mep 3alUThl HHPOPMAIMKU B KaYECTBE BPEMEHHOI'O PELICHUS 110
KOMIIEHCUPYIOIIUX | YCTAaHOBKH OOHOBJICHUS
Mep 3aLUThHI
uHpopMaIuu

6. Coznanue  3asBKM | 3asiBKa CO3/1a€TCs B CiIydae, €CJIM OMNPEJeNIeHO, YTO YCTaHOBKa
Ha YCTAQHOBKY | OOHOBJICHHMsSI JUIsl  YCTpAaHEHHMsS JIAaHHOM  yA3BHUMOCTH HE
OOHOBJICHUS 3aIlTaHuPOBaHA

7. Coznmanue 3asBKM | 3asiBKa Ha peaju3alyi0 KOMIIEHCHUPYIOUIMX Mep 3allUThl
Ha peanuzanuio | ”HGopMauu (GHoOpMUPYETCS MpPU OTCYTCTBUM BO3MOXHOCTHU
KOMIICHCUPYIOIIUX | YCTAHOBKM OOHOBJICHHS, a TaKKe B Cllydyae HEOOXOIUMOCTH
Mep 3alUTHI | IPUHATHUSA MEP A0 YCTPAHEHUS YA3BUMOCTH
nHpopManuu
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5.2. JIna opraHu3anuu yCTPAHCHUS YA3BUMOCTEH MEXIy paOOTHUKAMH
nojipasieNieHus 3auThl 1 nojpasaeneHus UT npensapuTenbHO COrIacoBbIBAIOTCS:

CPOKH YCTaHOBKH OOHOBJICHHM, YCTPAHSIONINX YSI3BUMOCTH;

dbopma u criocoObl Tiepeaun nHGopMaluu 00 yI3BUMOCTSX.

5.3. Ha ocnHoBe Tabmumer 5.1. B oprade (opraHuzainuu) JOJDKHO
pa3pabaThIBaThCs ACTAILHOE OMHCAHUE OIEpallyid, BKIIOYAIONIEE HAUMEHOBAHUE
oTiepaliii, ONMCaHue ONepalni, UCTIOTHUTEICH, TPOAOIKUTEIIBHOCTD, BXOIHBIC U
BBIXOJHBIC  JaHHbIE. JleTabHOE  ONHWCaHWE ONEpalMil  BKIIOYAETCS B
OpraHU3alMOHHO-PACTIOPSIANTENbHBIE TOKYMEHTHI 110 3allluTe HH(pOpMaIy opraHa
(opranuzarun).

5.4. CxemMa »9Tama oOMNpeAeTeHUs] METOJOB U MPUOPUTETOB YCTpaHEHUS
ySI3BUMOCTEH MpejicTaBieHa Ha pucyHke S.1.



3. OnpepeneHne METOAOB U NPUOPUTETOR YCTPAHEHUA YAZBUMOCTE

®

Ceegerun 06
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pebyetcst ycraHoBka  ("npuatue peluenma
O6HOBNEHMA 0 CPOUHOI La
yCTaHOBKe >
0BHOBNEHWIA
Het
Onpegenexve
nopagka Tpebyerca —_—
pearvpoBaHus u peanvzauns MpuHATME pelueHns
TMna 3anpoca KomneHcupylowmx 0 cpouHoii
> mep ) peanvzauum
KOMAeHCUPYHoLLInX
Mep 3allnThbl
Ja VHpOPMaLMK Her
Onpegenenve OnpegenenHve Kputuueckuii »
NPUOPHUTETHOCTY METOA0B YypOBeHb
ycTpaHeHus ycTpaHeHus onacHocTU?
Tpebyetcs 3asBKa
Het Ha yCTaHOBKY
obHoBneHua?
TpebyeTcs ycTaHOBKa
obHoBAEHNA
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L.
»

Tpebyetca peannsaupna
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CozpaHue 3anaBku
Ha yCTaHOBKY
0BHOBNEHUA

CozpaHue 3anaBkuU
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KOMMEHCHUPYHOLLUX
MEp 3aLUThI
nHGOpMaLn

37an 4 (YcTpaHeHwue
YA3BUMOCTEN,

CPOYHAA YCTaHOBKA
06HOB/IEHNA)

—®

37an 4 (YcTpaHeHue
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yCTaHOBKa
06HOBAEHUA)

J1an 4 (YcTpaHeHue
YA3BUMOCTEN,
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KOMMNEHCUPYHLLMX Mep)

Pucynok 5.1. — Cxema srtamna onpeaeneHus METO0B U IPUOPUTETOB YCTPAHEHUS YA3BUMOCTEN

TZ
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6. YCTPAHEHUE YSI3BUMOCTEN

6.1. Ha »srtame ycTpaHeHHMs  YySI3BUMOCTEH  MNPUHUMAIOTCS

HaIIpaBJICHHBIC Ha YCTPAHCHHUC HIIM HCKIIIOUYCHHUC BO3MOKXHOCTHU HCIIOJIb30BAHUA

MEpBHI,

(9KCIITyaTaluu) ysi3BUMOCTEH, BBISIBICHHBIE Ha 3Tare MoHuTopuHTra. [Ipm sTom
BBIIIOJIHAIOTCS OTIEpalliy, IPEACTaBICHHbIE B Ta0muie 6.1.

Tabmuma 6.1.
Ne HaunmenoBanue
Omnucanue onepanuu

/o oreparun

1 CornacoBanue CpouHnas yCTaHOBKa OOHOBIICHUI IPOrPaMMHOTO
YCTaHOBKH c | obecrieueHusi  TMPENBAPUTEIBHO  COTJIACOBBIBACTCS €
PYKOBOJICTBOM pyKoBOJCTBOM nozapaszaenenus UT
noxpasznenenns UT

2. TectupoBanue BbisiBIeHHE TMOTEHIMATbHO OMACHBIX  (YHKIMOHAIBHBIX
o6HOBIEHHS® BO3MOXHOCTEH,  HE3aJEKJIapUPOBAaHHBIX  pa3pabOTUYMKOM

POTPAMMHBIX, TMPOTPAMMHO-AIIAPATHBIX CPEICTB, B TOM
quciIe MOJUTUYECKUX OaHHEPOB, JIO3YHIOB, IPU3bIBOB U HHOU
IPOTUBONPABHON MHpOPMALIUK (Jjajiee — HeJleKIapupOBaHHbIE
BO3MO>KHOCTH)

3. VYcraHoBka YcraHoBka OOHOBIIEHUI Ha BBHIOPAHHOM TECTOBOM CETMEHTE
OOHOBIICHHS B | ”HOPMALIMOHHOM CUCTEMBI B LEJISIX ONPEICIICHUS BIUSIHUS UX
TECTOBOM CETMEHTE YCTAHOBKH Ha €€ (DyHKIIMOHUPOBAHUE

4, [TpunsTue pemenus 06 | B ciydae, ecnu HEraTuBHOrNO BIUSIHMS OT YCTAHOBKH
YCTaHOBKE OOHOBJICHHSI Ha BBIOPAHHOM CETMEHTE CUCTEMbI HE BBISIBIICHO,
OOHOBIIEHUS NPUHUMAETCS PEIIEHUE O €0 PACIIPOCTPAHEHHUHU B CUCTEME.

B cryuae oOHapy>KeHUSI HETaTUBHOTO BIUSHUS OT YCTAHOBKU
OOHOBIICHHSI Ha BEIOPAaHHOM CETMEHTE CHCTEMBI JajbHEnIIee
pacripocTpaHeHre OOHOBJICHHS HE OCYLIECTBISIETCS, IPU 3TOM
TUIst HeHTpanm3anun YS3BUMOCTH IPUMEHSIOTCSI
KOMIICHCUPYIOIIME MEpBl 3alUThl HH(pOpMaIUU

5. YcraHnoBka Pacnpoctpanenue OOHOBIIEHUS Ha 00BEKTHI
OOHOBIICHHUSI WH(POPMAIMOHHBIX CHCTEM

6. dopmupoBaHue IJIaHa | YSA3BUMOCTH, JUI YCTPAHEHMs KOTOPBIX HE ObliIa ompeaesieHa
YCTaHOBKH HEOOXOJMMOCTh ~ CpPOYHOM  YCTaHOBKM  OOHOBIICHHIA,
0OHOBIIEHUH YCTPaHAIOTCS B XO/1€ TNIAHOBOM YCTaHOBKM OOHOBJICHUH.

dopmupoBaHue MJ1aHa OOHOBJIEHUH OCYIIECTBISETCS C yUETOM
3as5BOK Ha YCTaHOBKY OOHOBJIEHUH

7. Pa3pabotka u | PazpaboTka © mpUMeHEHHE Mep 3aIluThl HHGOpMAIHH,
pea3ars KOTOpbIE TPHUMEHSIOTCS B HH(DOPMAIMOHHBIX CHCTEMax
KOMIICHCUPYIOIINX B3aMEH OT/IEIbHBIX Mep 3aIUThl HHPOPMAIIUH, TOUIEKALIIX
mep 3alIUTHI | peaiu3allid B COOTBETCTBHM C TPEOOBAHUSMH IO 3aIINUTE
uHpOpMaIuN WHPOpPMANINK, B CBSI3U C HEBO3MOXKHOCTHIO MX YCTaHOBKH,

OoOHapy>KeHHEeM HEraTUBHOIO BIUSHHUS OT YCTaHOBKHU

9 TeCTI/IpOBaHI/Ie OOHOBIIEHU I OCYIIECTBIIACTCA B OTHOIICHUHU ITPOTPaMMHOTO 06ecnequmI, B TOM 4YHUCJIC C
OTKPBITBIM HCXOAHBIM KOJOM, IMPCIHA3ZHAYCHHOI'O0 JIA YCTPAHCHUA yHSBHMOCTeﬁ IpOTrpaMMHBIX, ITPOTPaMMHO-
armapaTHbIX CPEACTB
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OOHOBIICHHSI, a TAKXKE B CITy4ae HEOOXOAMMOCTHU MPUHATHUS MEP
JI0 YCTpaHEHUs! YSI3BUMOCTH.

K xomneHcupyomuM Mepam 3aluThl UHPOPMAIMH MOTYT
OTHOCHUTBCS: OpraHU3aIMOHHBIE MEPHI 3aIUTHl HHPOPMALIUH,
HACTpOIiKa CpeJCTB 3allUThl MH(OPMALIUU, aHAIU3 COOBITHIA
0e30macHOCTH, BHeCeHUE n3MeHeHui B U T-undpactpykrypy

6.2. TectupoBanue 0OHOBICHHUI MPOrPAMMHBIX U MPOTPAMMHO-AMIapaTHBIX
CPEACTB OCYUIECTBISIETCS B COOTBETCTBUM C METOAUMKONW TECTHUPOBAHUS
OOHOBJIEHUH TPOrpaMMHBIX, MPOrPAMMHO-AMNMAPATHBIX CPEICTB, YTBEPKIEHHON
®CTOK Poccun 28 okrsa6ps 2022 r.%°, mo pemenuio oprana (opraHusanuu) B
ClIydya€ OTCYTCTBUSI COOTBETCTBYIOIIMX PE3YyJIbTAaTOB TeCcTUpoBaHUS B bBJY
OCTOIK Poccun.

6.3. [Ipy HaMMYUU COOTBETCTBYIOIINX CBEACHHUI MOTYT OBITh MCIIOJIB30BaHBI
KOMITEHCUPYIOIIUE MEpPHI 3alIUThl HHPOPMALMHU, MPEACTABICHHbIE B OIOJIETEHIX
0e30macHOCTH Pa3pabOTYMKOB MPOrPAMMHBIX, IPOrPAMMHO-ANNAPaTHBIX CPEJCTB,
a TaKXe B OMHUCAHUAX YS3BUMOCTEH, onmyonukoBaHHbIX B B/[Y ®CTIK Poccum.

6.4. PexoMeHyeMbIE CPOKH YCTPAHEHHs! yI3BUMOCTEN

KPUTHUYECKUN YPOBEHb ONIACHOCTH 110 24 4acoB;

BBICOKMH YPOBEHb ONIACHOCTH — 10 7 THEM;

CpEIHUI YPOBEHb OMACHOCTH — 110 4 HEJElNb;

HU3KUU YPOBEHb ONACHOCTH — J10 4 MECSLIEB.

6.5. Cxema sTama ycTpaHeHus yA3BUMOCTEN MPEICTaBIeHa Ha pUCYHKE 6.1.

6.6. CxeMma noamporiecca pa3paboTKH U pean3aii KOMIICHCUPYIOITUX Mep
3alUThl MH(pOpPMalMM Ha JTare YCTPaHEHUs YA3BUMOCTEH IpeACTaBiieHa Ha
pucyHke 6.2.

10 Anipec: https://bdu.fstec.ru/documents/30

11 PekomeHIyeMble CPOKH YCTPAHEHHUS yA3BUMOCTEH yCTAHOBIEHBI B COOTBETCTBMH ¢ METOUKOM OLEHKH
YPOBHS KPUTHYHOCTH YS3BUMOCTEH IPOTPAMMHBIX, MPOTPAMMHO-ANIApaTHBIX CPEICTB, YTBEPIKIECHHOM
OCTIK Poccun 28 okrsiopst 2022 r.



PekOMEHLY EMEIE CROKM YCTPAHEHWA Y RSEMMOCTER:
KPMTUUECKWIA Y POBEHE ONACHOCTM - 40 24 YACOE;
ELICOKMN YPOBEHL ONACHOCTH - 80 7 OHEN;
CPEOHWH YPOBEHE ONACHOCTH - A0 4 Hegenk;
HMZKMI YPOBEHE ONAacHOCTM - 40 4 MECALLE.
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BBINIOJIHEHUS MOJIpolLecca pa3pabOTKU U peaau3aluu

KOMIICHCHUPYIOIIUX  MCP 34U ThI I/IH(l)OpMaI_[I/II/I BBIIIOJIHAKOTCSA  OIICPAlHU,
pUBEIACHHBIC B Ta0MIIE 6.2.
Tabnua 6.2.
Ne HaunmenoBanue
Onucanue onepanuu
/i orepanun
1. Omnpenenenue mep | OnpeneneHue KOMICHCHPYIOIIUX Mep 3aluThl UHGOpMaIuy,
3aIIUTHI HEOOXOJUMBIX /ISl HEUTpaIH3alMK YSI3BUMOCTH JINOO CHYDKEHUS
uHbOpMAIMM U | BO3MOXHBIX HETaTUBHBIX MOCIEICTBUH OT €€ SKCIUTyaTaluu.
OTBETCTBEHHBIX 3a | B XoJe BBHIMONHEHUS JaHHOM oOmepauuud JOJDKHBI  OBITH
UX peanu3aluio orpeneneHbl paOOTHHUKH, Y4acTHE KOTOPBIX HEOOXOAMMO st
peanu3aly  BBIOPAHHBIX ~KOMIICHCHPYIOUIMX MEp  3alluThl
uHpopmarun
2. CornacoBanue B cnydae He0oOXOIMMOCTH NpUBICYEHHUS PAOOTHHUKOB JAPYTHUX
MIPUBJICYCHUS NoJipa3ieNieHui Uil peain3aiui KOMISHCHPYIOIIUX MEp 3allUuThI
pabOTHHUKOB nH(pOpMalUU PYKOBOAUTEIb MOJAPA3AEICHUS 3aIUThl COINIACYET
UX T[PHUBICYEHHE C PYKOBOJUTEISIMH  COOTBETCTBYIOIINX
MOJpa3IeICHUI
3. Peanuzanus Peanuzanusi oOpraHu3alMOHHBIX Mep 3allUThl HH(pOpPMAINH
OpraHMU3alMOHHBIX | IPEAyCMaTpPUBAET:
Mep 3alUTHI | OrpaHUYeHHe ucnoib3oBanus UT-uHppacTpyKTypsl;
uHdopManuu OpraHu3anus peXuMa OXpaHbl (B YaCTHOCTU, OTrPaHUYCHHE
JOCTyNa K TEXHUYECKUM CPEJICTBAM);
nH(popMupoBaHUE U 00yUeHUE MepcoHaIa OpraHa (OpraHUu3aIHH )
4. Hacrpoiika OreHKa BO3MOXKHOCTH peaU3allil KOMIICHCUPYIOIUX MEp C
CPEACTB  3alIUTHI | HCIIOJIBF30BAHUEM CPEICTB 3alIUTHI WH(OPMAIMU, BBIOOP CPEICTB
uHpopMauu 3alMThl HHGOpMaLKu (IpU HEOOXO0IMMOCTH). BhinonHeHne paboT
10 HACTPOMKE CPEJICTB 3aLIUTHI MH(OPMAIIH
5. Opranuzanus Opranu3anys NOCTOSHHOIO HAOMIOEHUS U aHaM3a pe3ysbTaToB
aHaimu3a COOBITUH | perucTpaluu coOBITUH G€30MaCHOCTH U MHBIX JIAHHBIX C LENbIO
0€30MacHOCTH BBISIBIICHHS ¥ OJIOKMPOBAHUS TIONBITOK IKCILUTYaTalluH YSI3BUMOCTH
6. Buecenue Buecenue n3menennii B UT-undpacTpyKkTypy BKIIOUYAET AEUCTBUS
n3MeHeHnid B UT- | mo BHeCeHMIO M3MEHEHMH B KOH(QUIypalMu MHPOrpaMMHBIX U
UHOPACTPYKTYPY | HpOrpaMMHO-aNMapaTHbIX CpPEACTB (B TOM 4YHCIE, YyIaJeHue
(BBIBE/ICHUE M3 IKCIUTyaTaIllu))

6.7. Ha ocHoBe Ttabmuir 6.1 u 6.2. B opraHe (opraHuzainuu) JdOJDKHO

pa?>pa6aTBIBaTBC$I JACTAJIbHOEC OIIMCAaHHUC onepauﬂﬁ, BKJIFOHAIOIIEC HANMMCHOBAHUC

omnepaluii, OrucaHrue onepannii, UICIOJHUTENEH, MPOJOJLKUTEILHOCTh, BXOIHBIC U

BBIXOJHBIC

JTaHHBIE.

JleraibHOE  OmMCaHWE  ONEpalMil  BKIIOYAETCS B

OpTraHU3alMOHHO-PACIIOPAIUTCIIbHBIC TOKYMCHTHI 110 3alIIUTC I/IH(l)OpMaHI/II/I opraHa

(opranuzarun).
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7. KOHTPO.Ib YCTPAHEHUS YSI3BUMOCTEN

7.1. Ha sTame KOHTpPOJs yCTpaHEHUs YSA3BUMOCTEH OCYyIIECTBIsIeTCs cO0Op U

06pa60TKa JAaHHBIX O ITPOLCCCC YIIPABJICHHUA YA3BUMOCTAMU H €TO PE3yJIbTaTaX,

IIPHUHATHUC OIICPATHBHBIX peH_IeHI/Iﬁ H HUX HOOBCIACHHC 10 PYKOBOJACTBA OpraHa

(opraHuzanuu) s NPUHATHS PEIICHUN MO YIYUYIICHUIO Tpoliecca YIpaBlIeHUs

YA3BUMOCTSAMMU.

npuBeAeHHbIC B Ta0nuie 7.1.

Ha »rane KOHTPOJII YCTPAHCHUA YHSBHMOCTefI BBIIIOJIHAKOTCA OIICpAalnu,

Tabmura 7.1.

Ne HanmenoBanue

Onucanue onepanuu

n/n orepanuu

1. | I[lpunstue pemenus o | Onpeaenenne cnocoda KOHTPOJS YCTPAHEHHS YS3BUMOCTH:
croco6e KOHTPOJIs MPOBEpPKa OOHEKTOB HA HAJTMYHE YA3BUMOCTHU (CKAaHUPOBAHUE

CpeICTBaMHU  aHajdu3a 3allUIICHHOCTH) JIMOO  OIICHKA
3aIUIIEHHOCTH

2. | IlpoBepka 00BekTOB Ha | BIOOp 0OBEKTOB U BpeMEHU CKaHHPOBAHUS, YBEIOMIICHHE
HaJIM4uue ysa3BUMOCTEN 3aMHTEPECOBAHHBIX o/ipa3iesIeHu i (nanpumep,

CUTYaIlMOHHOTO LIEHTpa, noapasaenenus UT) o npoenenuun
CKaHHUPOBAaHMS M JalibHEHIIee CKaHUPOBAHUE BHIOPAHHBIX
00BEKTOB Ha HAJTMYUE YSI3BUMOCTH

3. | OneHka 3alIMIIEHHOCTH | DKCIepTHAas OI[EHKA BO3MOKHOCTHU MPUMEHEHHSI ySI3BUMOCTH

K HH(POPMALIMOHHBIM CUCTEMaM.

B Xxoz€e OLEHKHM 3alIUIIEHHOCTH OCYILECTBIISIETCS MPOBEPKa
BO3MO>KHOCTH HKCIUTyaTal[H ySI3BUMOCTH B
WH()OPMAIMOHHBIX CHUCTEMax opraHa (OpraHu3aiuu) ¢
ucrnonb3oBanueM PoC  wumm  cpeacTtBa  AKCIUTyTallUU
ySI3BUMOCTH, B TOM 4YHCIIE, B XOJ€ TECTHUPOBAHMS Ha
IIPOHUKHOBEHUE  (TECTHUPOBAHUSI  CUCTEMBI  3aIIMUTHI
uHpopMaun IyTeM OCYIIECTBIICHUS MIOTIBITOK
HECaHKIMOHMPOBAHHOIO  JocTyna  (BO3JAEHCTBHUS) K
MH(POPMALIMOHHBIM CUCTEMaM B 00XOJ] €€ CUCTEMBbI 3alUThI
uHpOpMaIKN)

4. | BoisiBineHue OTKJIOHEHUH | AHaIN3 pPe3ylbTaTOB KOHTPOJS YCTPAHEHHUS YSA3BUMOCTEH
Y HEUCIIOJHEHUH (onpezneneHne KOPPEKTHOCTH YCTPAaHEHMs YSI3BUMOCTEH M

COOJIIOZICHHS CPOKOB)

5. | Pa3paboTka OnpeneneHue NpPUYMH OTKJIOHEHMH UM HEWCIIOJIHEHUH,
MIPETI0KEHU I 1o | pa3pabOTKa Ha UX OCHOBE pEIIEHWH M0 yIy4IIeHUIO
YIy4IIEHUIO0  TIpoliecca | Mpolecca YIpaBieH!s ySI3BUMOCTSIMU
yIpaBICHUS
YSI3BUMOCTSIMHU
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7.2. B crmydae BBISBICHUS B XOJE OIICHKH 3allMIIEHHOCTH HEW3BECTHBIX
paHee ys3BUMOCTEH (YSI3BUMOCTEW «HYJIEBOTO [IHS») CBEIAEHUS O HHX
pexomenayercs Hanpasnath B BIIY ®CTOK Poccun'?,

7.3. CxeMa sTama KOHTPOJISI yYCTPAHEHHUS YSI3BUMOCTEW MpejcTaBieHa Ha
pucynke 7.1.

7.4. Cxema mnojmpoiiecca pa3pabOTKU MPEJIOKEHUN M0  YIYUYIICHUIO
npolecca YNpaBlIeHHWS YSI3BUMOCTAMHM Ha 3Tale€ KOHTPOJIA YCTPaHEHUs

ySI3BUMOCTEH MpeJcTaBiIeHa Ha pUcyHke 7.2.

12 Bknrouenue HensBeCTHbIX paHee ysaspumocteit B BIIY @CTDK Poccun ocylIecTBISETCs B COOTBETCTBUM
C YTBEPKACHHBIM PEriaMeHTOM, pa3MelleHHbIM 1o aapecy https://bdu.fstec.ru/site/regulations
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B pamkax BbIMOSHEHUs ToAnpoliecca pa3pabOTKU NPEAJIOKEHUH 0

YIAYYHICHHUIO IIPpOHECCa YIIPABJICHHA YA3BUMOCTAMMU BBIIIOJIHAIOTCA OIICpaluu,

pUBEAEHHBIE B Ta0IMIE 7.2.

Tabmuma 7.2.
Ne HaumenoBanue

i onepawm Onucanue onepauuu

1 Onpenenenue Omnpenenenye NpUUMH OTKJIOHEHUH U HEUCIIOJIHEHUH onepanuil
IIPUYMH OTKJIOHEHUM | IIpoLecca  YIOpPaBJICHUA  ySI3BUMOCTAMHU.  Bo3MoOXHBIMU
u () NIPUYMHAMU SBIISFOTCS:

HEUCIIOJIHEHU I IIPOIYCK YA3BUMOCTH B XOJI€ MOHUTOPHUHTA;
OLIMOKH OLIEHKU Y3BUMOCTEH;
HapyLIEHUs] CPOKOB YCTPAaHEHUs YSI3BUMOCTEN;
HEJO0CTaTOYHOCTD ITPUHATHIX KOMIIEHCUPYIOLIUX MED.
IIpyunHBI OTKIOHEHHMH M HEHUCIIOJIHEHUM Ollepalyil mpolecca
YIPaBICHUS YA3BUMOCTSAMU MOTYT OBITb JOMNOJHEHBI IIO
pe3yJibTaTaM aHalu3a IpoLecca yNpaBlIeHUs YSI3BUMOCTSIMU B
opraHe (OpraHu3aiyn)

2. Koppektuposka BHeceHue n3mMeHeHui B KOH(QUTYpaLMIO U aIrOPUTMbI CPEJCTB
MEXaHHU3MOB cbopa 1 00pabOTKH JAHHBIX 00 YSI3BUMOCTSIX
MOHHUTOPHHIa

3. Jlo6aBneHue Ilouck u opraHuzanys MOHMTOPHHIA HOBBIX HCTOYHUKOB
HCTOYHUKA CBEJICHUH | CBEACHUN 00 ysI3BUMOCTSIX
00 ySI3BUMOCTSIX

4, Koppektuposka BHeceHue n3MeHeHu! B IpoLelypy OLUEHKH ySI3BUMOCTEN
MEXaHU3MOB OLIEHKHU
YA3BUMOCTEN

5. [ToBTOopHas omnenka | [loBTopHOe ompeneneHne ypoBHS KPUTUYHOCTH YSI3BUMOCTH
ySI3BUMOCTH MPUMEHUTEIbHO K HWHGOPMAIMOHHBIM CHUCTEMaM OpraHa

(opranuzanun).
[Tepexon k sramy 2 («OneHKa ysI3BUMOCTE») C JaTbHEHIITNM
BBINIOJTHEHUEM NOCIEAYIOIUX 3TalloOB IPOLECcCa YIPABICHUS
YSI3BUMOCTSIMHU

6. CornacoBanue B ciiydae HapyiieHUs! CPOKOB YCTpaHEHUs YSI3BUMOCTEI HOBBIE
CPOKOB yCTPaHEHHS | CPOKHM yCTAaHOBKHM OOHOBJICHMSI COTJIACYIOTCS C MOJpa3iesieHueM
ySI3BUMOCTH WUT, cpoku peanuzaluyd KOMIIEHCUPYIOIIUX MEpP 3allUThl

nH(}OpPMaLIUK — C OTBETCTBEHHBIMH JIUIIAMH, OINPEAEICHHBIMU
Ha JTane 4.

7. Coznanue 3asBKM Ha | 3asiBKa Ha peau3aliio KOMIEHCHPYIOMIUX Mep (hopMupyercs
CPOYHYIO MIPU OTCYTCTBUU BO3MOXXHOCTH YCTAaHOBKU OOHOBIJIEHUS 100 B
peanzanuo Cllydae HEJOCTATOYHOCTH YK€ TMPHUHATHIX KOMIEHCHPYIOIIMX
KOMITEHCUPYIOIINX Mep 3alluThl HHpOpMau
Mep 3aIUTHI
nHpopManun
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7.5.Ha ocHoBe Ttabmunr 7.1 m 7.2. B opraHe (opraHuzainuu) A0JDKHO
pa3pabaThIBaThCsl JETAIBHOE OMUCAHUE OINepalluii, BKIKOYAIONIee HAaMMEHOBAaHUE
oTiepaliii, ONMCaHnue OTepaIuii, UCTIOTHUTENICH, MPOAOHKUTEIILHOCT, BXOTHBIC H
BBIXOJHBIC  JaHHbIE. JleTaibHOE  ONKWCaHWE ONEpalMil  BKIIOYAETCS B
OpraHU3alMOHHO-PACTIOPSANTEILHBIE JOKYMEHTHI TI0 3aIUTe NH(pOpMaIuy opraHa
(opranuzarun).
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[Ipunoxenue k PykoBoacTBy
10 OpraHU3aluy Ipouecca
YIPaBJICHUS YA3BUMOCTSIMU B
oprase (opraHu3alun)

OﬁOSHﬁ‘IGHHﬂ, NMPUMEHAEMBIC 151 ueﬂeﬁ HacTOoAEero METoAN4Y€CKOIo

TOKYMEHTA

Ha cxemax B HacTosIIIeM PYKOBOJACTBC UCIIOJIB3YIOTCA CIICAYIOIUC 3JICMCHTBI

U3 CHUCTEMBl YCIIOBHBIX OOO3HAUYECHHUU Ii MOJAEITUPOBAHUS OH3HEC-TIPOIIECCOB
BPMN 2.0 (aarn. Business Process Management Notation, HoTanus

MOJICIUPOBAHUSI OM3HEC-TIPOIIECCOB):

@®O

.
Onepauwns

—

—

Moanpouecc

L[+

— HaYaJIbHOE COOBITHE, IIOKa3blBa€T C YEro HAYMHACTCS
poLecc;

— Ha4aJIbHOE COOBITHE, CBSA3aHHOE C MOJYYEHUEM COOOIICHHM
(1aHHBIX);

— IPOMEIKYTOTHOC CO6BITI/I€, CBJA3aHHOC C HCTCUYCHUECM
OIIPEACICHHOI0 BPpEMCHHOT'O MHTCPBaJIa,

— OKOHYaHHEC Iponecca Uir NoAIIporecca,

— OKOHYAaHHME TMpolecca WM TNOANpPOIEcca, CBA3AHHOE C
OTIPaBKOM COOOIICHUH (HaHHBIX);

— 3aBEPIICHUEC BCCX MPOLECCOB U NOAMNPOLECCCOB,

— pa3BUJIKA «WIN/WIIH» — BBIOOP TOJILKO OJHOTO IyTH;

— pa3BHIIKa «1» — BBIOOP BCEX MyTEH;

— pa3BWIIKa «U/WJIH» — BEIOOP OAHOTO WJIM HECKOJIBKUX MyTEH;

— JJICMCHTApPHOC I[CﬁCTBHC B paMKax IIponecca,

— ICUCTBUE, KOTOPOE MOKET BKJIIOYATh B Ce0s Jpyrue
NEeNUCTBUS, PA3BWIKU U COOBITHS.



