LEHTPAJIbHBI BAHK POCCUMCKOW ®EJEPALIUNA
(BAHK POCCUN)

Metoanueckue pekomenaanun banka Poccun
10 HEUTPAJIU3AUUM OPraHu3aluAMH (PUHAHCOBOI'0 PHIHKA YIPo3
0€30I1aCHOCTH, AKTYAJIbHBIX IIPU 00padoTKe OMOMETPUUYECKUX NMEPCOHAIBbHBIX
AAHHBIX, BEKTOPOB €INHOM OMOMETPHUYECKOil CHCTEeMbI, IPOBEPKeE U Mepeaaye
HH(OPMALIMHU O CTENIEHU COOTBETCTBUS BEKTOPOB €AMHOI OHOMETPUYECKOM
CHCTEMBbI NMPEA0CTABJIEHHBIM OMOMETPHYECKUM NEPCOHATBHBIM JaAHHBIM
¢pusuyeckoro auua B MHGOPMAUUOHHBIX CUCTEMAX OPraHu3anui
(pUHAHCOBOIr0 PHIHKA, OCYIIECTBISIIONIMX AYyTEHTU(PUKALNIO HA OCHOBE
OMOMeTPHYECKHUX NMePCOHAIBHBIX JaHHBIX QU3NMYECKHUX JIUIL, 32 MCKIIYCHUEM
eIUHOM OMOMEeTPUYEeCKON CHCTEMBbI, 4 TAK)Ke AKTYAJIbHBIX NIPH
B3aUMOACHCTBMHY HH(POPMAIMOHHBIX CUCTEM OPraHu3anui GUHAHCOBOTIO
PBHIHKA, HHBIX OPraHU3alMid, MHAUBUAYAJIbHBIX NPeINPUHMMATEICH ¢
YKa3aHHBIMU MH(POPMANMOHHBIMHU CHCTEMAMHU

09.10.2024 Ne  19-MP

I'naBa 1. Oo0uue MoJI0KeHUA

1.1. Hacrosmue Meroanueckue peKOMEHIALUU pa3paboTaHbl B LEJAX
obecrieyeHus1 €IMHCTBA MOJIX0J0B OpraHu3aiuil (MHAHCOBOTO PBIHKA, YKA3aHHBIX
B yactu 1 ctateu 3 PepepanbHoro 3akoHa ot 29 nexadps 2022 roga Ne 572-D3
«O0 ocyiiecTBiIeHUN UACHTUGUKAIIUY U (MIK) ayTeHTUPUKAIUU PU3MUECKUX UL
C WCMOJH30BAHMEM OHOMETPHYECKHX TEPCOHANBHBIX JaHHBIX, O BHECEHUU
W3MECHECHUN B OTHCJIbHBIE 3aKOHOAATENbHbIE aKThl Poccuiickon dDenepanuu u
MPU3HAHUU YTPATUBIIMMH CHIIY OTAEIBHBIX MOJOKEHUN 3aKOHOJATEIbHBIX aKTOB
Poccuiickoii @enepanmmy» (j1anee COOTBETCTBEHHO — OpraHu3anuud (PUHAHCOBOTO
peika, DepepanbHblii 3akoH oT 29 nekabps 2022 roma Ne 572-@3),
HEUTpamm3anuu  yrpo3  O€30MacHOCTH,  aKTyalbHBIX  Tpu  00paboTKe
OMOMETPUYECKUX TMEPCOHAIBHBIX JaHHBIX, BEKTOPOB €IUHONW OHOMETPUYECKOMN
CHUCTEMBI, TIPOBEPKE U Mepeiaue HHPOpMAIMU O CTEEHU COOTBETCTBUS BEKTOPOB
eAMHOW  OWOMETPHYECKOW CHCTEMBI MPEJOCTABICHHBIM  OWOMETPHUECKUM

MNCPCOHAJIbHBIM JTaHHBIM (1)H31/I‘{€CKOFO Juia B I/IH(l)OpMaHI/IOHHBIX CHCTCMaAx



opraHuzanuii (pUHAHCOBOTO PBIHKA, OCYIICCTBIISIIONIUX ayTEHTU(HUKAIIUIO Ha
OCHOBE OHMOMETPHUYECKHX IEPCOHANBHBIX JaHHBIX (U3MYECKUX JIWI, 3a
UCKITFOUCHUEM €IUHON OMOMETPHUYECKON CHCTEMBI, a TAaKXKE AaKTyaIbHBIX TNpPHU
B3aMMOJICUCTBUM MH(GOPMAIIMOHHBIX CHUCTEM OpraHu3aluil (PMHAHCOBOI'O PBIHKA,
WHBIX OpraHu3aldid, WHANBUAYAJIbHBIX NPEANPUHUMATEICH ¢ YKa3aHHBIMU
WH(OPMAITMOHHBIMUA CHUCTEMaMH, ONpeNeJeHHBIX YKazanuem banka Poccun
or 25 ceHtsa6psa 2023 roma Ne 6541-Y «O mnepeune yrpo3 0€30MaCHOCTH,
aKTyaJIbHBIX MPU 00pabOTKE OMOMETPUUYECKHUX MEPCOHAIBHBIX JAaHHBIX, BEKTOPOB
eMHON OMOMETPUYECKON CUCTEMBI, MPOBEPKE U Mepenade HHPOPMAIIMK O CTETIEHU
COOTBETCTBHUSI BEKTOPOB €IMHON OHMOMETPUYECKONW CHCTEMBI IPEIO0CTABICHHBIM
OMOMETPUYECKUM TIEPCOHATBLHBIM JaHHBIM (DU3UYECKOTO JIUIA B MH(POPMAITMOHHBIX
CUCTEMax opraHu3alnii GUHAHCOBOTO PHIHKA, OCYIIECTBISIOMIUX ayTeHTU(HUKAIIIO
HA OCHOBE OMOMETPHUYECKHMX TIEPCOHATBHBIX IaHHBIX (QU3WYECKUX JHI], 3a
UCKITFOUCHUEM €IUHON OHOMETPHUYECKON CHCTEMBI, a TAaKXKE AaKTyaJlbHBIX TpHU
B3aMMOJICUCTBUHM MH(POPMAIIMOHHBIX CHCTEM OpTaHM3aliii ()MHAHCOBOTO PBIHKA,
WHBIX OpraHu3aliii, WHAWNBUAYATbHBIX NpPEANPUHUMATEICH ¢ YKa3aHHBIMU
HHQOPMAIIMOHHBIMU ~ CHCTeMaMu»!  (mamee  —  yrpo3sl  0€30IacHOCTH
OMOMETPUYECKUX MTEPCOHATBHBIX IAHHBIX ).

1.2. OpraamszanusMm (UHAHCOBOTO pBHIHKA PEKOMEHAYETCS MPUHUMATh
MEpBI, HaMpaBJICHHbIC HA HEUTpaIU3alUI0 yrpo3 0E30MaCHOCTH OMOMETPHUYECKHX
NEPCOHATBHBIX  JTAHHBIX, BEKTOPOB E€AMHOW OWOMETPUYECKOW  CHCTEMBI,
uH(pOpPMAIIMU O CTEMEHU COOTBETCTBUSL BEKTOPOB €AMHOW OHMOMETpUUYECKOU
CUCTEMBbI  TPEJAOCTABICHHBIM  OHMOMETPUYCCKUM  IEPCOHAIBHBIM  JTaHHBIM
¢dusnyeckoro nuia B WHPOPMAIMOHHBIX CHCTEMax OpraHU3aluii (UHAHCOBOTO
PBIHKA, OCYLIECTBISIONIMX AayTeHTU(PHUKALUIO Ha OCHOBE OHOMETPUYECKUX
MEPCOHATBHBIX  JaHHBIX  (DU3WYCCKUX  JIUI, 3a HUCKIIOUYCHHEM  CIWHOU
OMOMETPUYECKOI cucTeMbl (Hajiee — HHGOPMAIIHSI O CTENIEHU COOTBETCTBHS), MIPU
WCIIOJIb30BAaHUU WH(DOPMAITMOHHBIX CUCTEM, OCYIIECTBISIOMNX ayTCHTU(DUKAIIIO

Ha OCHOBC 6I/IOMeTpI/IquKI/IX NEPCOHAIIbHBIX TAHHBIX (bHBI/I‘IeCKI/IX Jun, 3a

1 3aperucrpupoBano Muntoctom Poccuu 26 oktsdpst 2023 rona, perucrpanuonssiii No 75743.



UCKITFOUCHHUEM €TMHON OMOMETPHUYECKOM CHCTEMBI, a TaKKe MPHU B3aUMOJICHCTBUU
MHGOPMAITMOHHBIX CHCTEM OpraHu3anuii PUHAHCOBOTO PHIHKA, MHBIX OPTaHU3allNH,
UHAMBUIYAIbHBIX MpENNpUHUMATENICH ¢ yKa3aHHBIMH HH()OPMALMOHHBIMU
CHUCTEMaM Ha CJICIYIOIUX TEXHOJIOTMYECKUX YUaCTKaX:

1.21. OO6pabGoTk  OHMOMETPHUUECKHX  MEPCOHAIBHBIX  JaHHBIX U
UH(GOpPMAIIMHU O CTENIEHU COOTBETCTBUS C HCIIOIb30BAaHUEM CTALlMOHAPHBIX CPEJICTB
BBIUMCIIUTEIFHOM TEXHUKH W OaHKOMAaTOB, TNPUHAIUICKAIIMX OpraHU3alUsIM
(UHAHCOBOTO PBIHKA, a TAK)KE 00Pa0OTKH OMOMETPUUYECKUX IEPCOHANTBHBIX TaHHBIX
C HCIOJIb30BaHUEM MOOUJIBHBIX (IIEPEHOCHBIX) YCTPONCTB BBIYUCIUTEIBHON
TEXHUKH (B TOM YHCIIE TUIAHIIIETOB U SJICKTPOHHBIX TEPMUHAIIOB), IPUHAITIC)KAIITUX
opranm3anusM (pUHaHCOBOTO PBIHKA, YCTPOWCTB (PM3MUYECKOTO JIUIA, OKOHEUHBIX
YCTPOUCTB HMH(MOPMAIMOHHBIX CHCTEM, OOecrneunBarouux (PyHKIIMOHHMPOBAHUE
KOHTPOJIbHO-TIPOITYCKHBIX ITYHKTOB, B LEISIX ayTeHTU(PUKAIUN (PU3NIECKOTO JINIa
C HUCIIOJIb30BAHUEM OMOMETPUUYECKUX MEPCOHATIBHBIX JAaHHBIX (Jajiee — yJaJeHHas
(IucTaHIMOHHAs ) ayTeHTU(UKAIUA).

1.2.2. OO6paboTku OMOMETPUUYECKUX MEPCOHATBHBIX JAaHHBIX, 00padOTKH,
B TOM YHUCJIE TP MOJIYYCHUH U XpaHEHUH, HH(GOPMAIIMU O CTENIEHU COOTBETCTBUS,
BEKTOPOB €IMHOW OHOMETPHYECKON CHUCTEMBI B WH(GOPMAIMOHHBIX CHCTEMax
opranm3anuii (UHAHCOBOTO PBIHKA, OCYIIECTBISIOUIMX ayTEHTU(UKALNUIO Ha
OCHOBE OMOMETPHYECKHX IMEPCOHANBHBIX JJaHHBIX (PU3UYECKUX IHUI, B MEIIX
ayTeHTU(UKaIud (PU3HUECKOTO JIMIA, a TaKKe I PacCMOTPEHHS OOpalieHui
CcyOBEKTOB IEPCOHATBLHBIX JIAHHBIX, TPEATNOJIATraloIINX HEMPaBOMEPHYI0 00paboTKy
X OMOMETPUYECKUX MEPCOHATBHBIX JAHHBIX MPHU MPOBEICHUHN ayTeHTU(DUKALINN U
(MTM) OCHIapUBAIOIIMX PE3YNIbTAThI IPOBEICHUS ayTEeHTU(UKALIUH.

1.2.3. BzaumopeiictBusi  MHOOPMAIIMOHHBIX  CHUCTEM  OpTaHU3aIUi
(UHAHCOBOTO PHIHKA, MHBIX OPTaHU3AINA, HHAWBH Ty ATbHBIX MPEIIPUHUMATENEH C
UHOPMAIIMOHHBIMU ~ CHCTEMaMU  OpraHu3aiuil  (UHAHCOBOTO  pBIHKA,
OCYIIECTBISIONIMMU ayTCHTU(DUKAINIO HA OCHOBE OMOMETPUYECKUX TIEPCOHATBHBIX

JaHHBIX (bHSI/II-IeCKI/IX JIUII, B OCIAX aYTeHTI/ICbI/IKaI_[I/II/I (1)1/13qu01<01"0 JIa1ia.



1.2.4. IlpenocraBieHus opraHu3alusiMu (UHAHCOBOTO PbIHKA B €IUHYIO
cucteMy HIeHTU(GUKAIMKA U ayTeHTH(UKaiuu' CBeJeHUH O (HU3UUECKUX JIMIAX,
coJieprKaluxcs B MHPOPMAIIMOHHBIX CUCTEMAaX OpTraHu3anuii ((MHAHCOBOTO PHIHKA,
BKJItOUasi  WACHTU(UKATOPBl  TaKUX  CBEJIEHUM, TMEpea  HCIOJIb30BAHUEM
MHGOPMAITMOHHBIX CUCTEM OpTraHHM3aIfil (PUHAHCOBOTO PHIHKA, OCYIIECTBIISIOIINX
ayTeHTU(UKALUIO HAa OCHOBE OHOMETPUYECKHMX MEPCOHAIBHBIX JIaHHBIX
bu3HUeCKUX UL, 17151 ayTeHTU(PUKALMHA PUINYECKUX JIMII.

1.3. Opraamzanusm (UHAHCOBOTO pHIHKA PEKOMEHIYETCS O00eCIeYuTh
PETUCTPALIMIO IEHCTBUM, CBSI3aHHBIX C!

BBHITIOJTHEHUEM TPOIIEyp UACHTHU(PUKAINY, ayTeHTU(PUKALINN, aBTOPU3AIINN
YIOJHOMOYCHHBIX PAa0OTHUKOB TIPH JOCTyNe K 0ObekTaM WHOOPMAIMOHHOU
UHQPACTPYKTYpbl OpraHu3alvii (UHAHCOBOrO pbIHKA, HCIHOJIB3YEMBIM Ha
yKa3aHHBIX B TyHKTe 1.2 HacTosmmx  MeETOAMYecKuX  pPEeKOMEHIAIHi
TEXHOJIOTUYECKUX YUaCTKaX;

KOHTpOJIEM 00pabOTKH OHMOMETPUYECKMX [EPCOHANbHBIX JIAHHBIX B
COOTBETCTBHH C LEJISIMHU, YKa3aHHBIMU B COTTIaCHH (PU3UUYECKOTO JINIIa Ha 00paboTKyY
€ro MEepCOHAIBHBIX JIAHHBIX U OMOMETPUYECKUX NTEPCOHATIBHBIX TaHHBIX;

Ha3HAYCHHEM U U3MEHEHHUEM IpaB JOCTYIIA YIIOJIHOMOUYEHHBIX pAOOTHUKOB K
o0bekTaM nHpOpMaIMOHHONU HHGPACTPYKTYPBI OpraHu3anuii GUHAHCOBOTO PHIHKA,
UCTIONB3yEMBbIM Ha YKa3aHHBIX B TyHKTe 1.2 HacTtosmmx MeToau4ecKnx
PEKOMEHIAIIUi TEXHOJIOTUYECKUX YUIaCTKAX;

YHUUTOXXEHUEM (yAajleHueM) OMOMETPHUUYECKHX MEePCOHAIBHBIX JIaHHBIX
bu3nueckux aul Ha 00beKTax MHPOPMAILIMOHHON MH(MPACTPYKTYPhl OpraHu3anui
(MHAHCOBOTO pBHIHKA, HCIONb3YyEeMbIX Ha yKa3aHHBIX B MyHKTe 1.2 HacTOSIIMX
MeToauueckux peKOMEH Al TEXHOJOTHYECKUX YUaCTKaX;

dopmupoBanuem AIIEKTPOHHOTO coO0O0IIeHNS, COJIEpIKaIIero

6I/IOMeTpI/I‘-IeCKI/Ie IICPCOHAJIBHBIC NAHHBIC (I)I/ISI/ILIeCKI/IX JUn, OJ1A €ro IIepcaain,

1 @enepansHas rocynapcrBeHHas uH(OpManuMoHHas cucreMa «EpuHas cucreMa WACHTH(QUKALMU |
ayreHTHUKanuu B UH(ppacTpyKType, obecreuyuBaroiieii WHPOPMAIMOHHO-TEXHOJIOTHYECKOe B3aUMOCHCTBHE
MH(OPMALIMOHHBIX CHCTEM, HMCIOJIb3YEMBIX JUIsl MPEJOCTABICHUSI FOCYAapPCTBEHHBIX W MYHHUIMIAIBHBIX YCIYT B
QJIEKTPOHHON (opmey, obecreunBaronias CaHKIMOHUPOBAHHBIM JOCTYN K HH(pOpPMAIMHU, COjAepXKalleics B
MHPOPMAIMOHHBIX cucTeMax (MyHKT 5 cratbn 2 denepansHoro 3akoHa ot 29 nexabpst 2022 rona Ne 572-D3).



HOJNUCAHUEM 3JIEKTPOHHBIX COOOIIEHMH, COAEp)KalMX OUOMETpUYECKUE
NepCOHANIbHBIE JaHHble (PU3UYECKUX JIHUI, a Takke WHPOPMAIMI0O O CTEIEeHU
COOTBETCTBHSI.

1.4. OpranuzanusM (UHAHCOBOTO PBIHKA PEKOMEHIYETCS O0eCTIeUHTh
XpaHeHue UHPOPMAIMH O PETUCTPUPYEMBIX ACHCTBHSIX, yKa3aHHBIX B MyHKTE 1.3
HacTOAIMX MeToanyecKknx peKoMeHAalui, He MEHee O JIeT.

1.5. OpranuzanusiM (UHAHCOBOTO PBHIHKA PEKOMEHJyETCS oOecreurBaTh
00paboTKy M XpaHEHHE BMECTE C BEKTOPaMH €IMHON OMOMETPUUYECKON CUCTEMBI U
OMOMETPUYECKMMU MEPCOHAILHBIMU JAHHBIMH CIIEYIOIIeH HHPOPMAIIUN:

00 uaeHTU(PHUKATOPE YIETHOM 3aliCH B €AMHON CUCTEME UACHTU(DHUKAIIIHN U
ayTeHTHPUKAIMKA (PU3NIECKOTO JINIA, YbH OMOMETPHUECKHE JTaHHBIE XPaHSATCSA B
UH(OPMAIIMOHHON CUCTEME OpraHu3alKi (PUHAHCOBOTO PHIHKA;

O METKax JaThl U BPEMEHU pa3MeIleHUs OMOMETPHUECKUX MEePCOHATBHBIX
JAHHBIX B MH()OPMAITMOHHOM cUCTeME OpraHu3aluu (GUHAHCOBOTO PHIHKA;

0 croco0e pa3MelieHus: OMOMETPUUECKUX MEPCOHANIBHBIX JIAHHBIX B €TUHON
OMOMETPUYECKOM CUCTEME, B Pe3yJIbTaTe MPEoOPa30BaHUsI KOTOPHIX OBUIH CO3AaHbI
nepe1aBaeMble BEKTOPbHI €IMHOW OMOMETPUYECKON CUCTEMBI;

0 TapaMeTpax TEXHUYECKHMX CpPEICTB, C HCIOIb30BAaHUEM KOTOPBIX
OCYIIECTBIISJICS TIpoliecc ayTeHTUUKAIMK (U3NYECKOTo JIMia U 00padoTKU
napaMeTpoB OMOMETPUYECKHX NEPCOHAIBHBIX JaHHBIX.

1.6. OpraamzanusM (UHAHCOBOTO pPHIHKA PEKOMEHAYETCS CBSI3bIBAThH
BEKTOPBI €IMHOW OMOMETPHUYECKOM CHUCTEMBbI M OMOMETPHUYECKHE TMEepPCOHAIbHBIC
JaHHBIE C WACHTU(PHUKATOPOM YyUYETHOW 3amucu  (PU3WYECKOro JHIa B
WHOOPMAITMOHHBIX ~ CHCTeMaxX  OpraHu3anuii ~ (UHAHCOBOTO  pBIHKA U
UACHTU(PUKATOPOM B €IMHON CUCTEME UACHTU(DUKAIIMN U Ay TEHTU(DUKAIUH.

1.7. OpranuzanusiM (UHAHCOBOTO PHIHKA PEKOMEHAYETCS HCIOJIb30BaTh
CPEICTBa, pealM3yIOIIUEe METO/Abl OOHapy>KEHUs aTak Ha OHWOMETPUYECKOe
MPEABSABIECHUE, B COOTBETCTBUM C HAUMOHAIBHBIM CTaHAapTOM Poccuiickon
denepannn 'OCT P 58624.1-2019 (MCO/MDK  30107-1:2016)

«Mndopmanvionnsle  TexHosoruu. buomerpusi. OOHapykeHHe aTaku Ha



ouomMerpudeckoe npeabspienue. Yacte 1. CTpykTypa», yTBEpKIACHHBIM MPUKA30M
denepaabHOTO areHTCTBA IO TEXHHUYECKOMY PETYIMPOBAHUIO M METPOJIOTHH
or 31 okrsa0ps 2019 roma Ne 850-ct!, HanMOHAIBHBIM CTaHAapTOM Poccuiickoii
denepanuu 'OCT P 58624.2-2019  (MCO/M3BK 30107-2:2017)
«Mapopmanonnple  TexHosoruv. buomerpus. OOHapyxeHHEe aTaku Ha
onoMeTrpudeckoe mnpeabsBieHue. Yacte 2. @opMmaThl JaHHBIX», YTBEPKIECHHBIM
npukazoM @DeaepaqbHOrO areHTCTBa 10 TEXHHUUYECKOMY PETYJIMPOBAaHUI0 U
metposioru ot 31 oktsa6pst 2019 roma Ne 851-c1?, U HAIMOHAIBHBIM CTAHAAPTOM
Poccuiickoit ®enepanmu 'OCT P 58624.3-2019 (MCO/MBK 30107-3:2017)
«Madopmanmonnpie  TexHomormu. buomerpus. OOHapykeHHEe aTakkd Ha
onomeTpudeckoe npeapsapieHue. Yacte 3. McnbITaHus M IPOTOKOJIBI UCITBITAHUI,
YTBEPXKJICHHBIM  TpuKkazoM DenepalibHOTO areHTcTBa MO  TEXHUYECKOMY
peryiaupoBanuio u merposoruu ot 20 Hostops 2019 roga Ne 1197-c13.

1.8. OpranmzamusM  (HUHAHCOBOTO  PBIHKA  PEKOMEHAyeTCs  Ha
NEPUOINIECKON OCHOBE HE peke 1 pasza B IO OCYIIECTBIATH KOHTPOJIb COCTOSTHUS
00BEKTOB MH(POPMAIMOHHON HMHPPACTPYKTYPHI, UCIIOIB3yEeMbIX HA yYKAa3aHHBIX B
nynkre 1.2 mHacTosimmux MeToaudeckux peKOMEHAAIMi TEeXHOJOTHMYECKHX
y4acTKax.

OpranmzanusiMm  (UHAHCOBOTO  PBIHKA  PEKOMEHAYETCS  OINPEICIIHUTh
PabOTHHUKOB, OTBETCTBCHHBIX 32 KOHTPOJIb COCTOSIHUS 00BEKTOB MH(POPMAITMOHHOM
UH(PACTPYKTYPhI, HCTIOJIB3YEMBIX Ha YyKa3aHHBIX B TyHKTe 1.2 HacTosmmmx
MeTroaudeckux peKOMEHIAIMK TEXHOJIOTHYECKUX YUaCTKaX.

19. OpranmzanusiMm (QUHAHCOBOTO pPBHIHKA PEKOMEHIyETCS pa3zpadoTaTh
OTJICTTFHYIO TOJUTUKY OOpaOOTKH, XpPaHEHHS W MCIOJIb30BAHMSI OMOMETPUYECKUX

IMCPCOHAJIBHBIX TAHHbIX.

IM., ®T'YII «Craunaprurdopmy», 2019.
2M., ®I'YII «Craugaprurdopmy», 2019.
8 M., ®I'VII «Crangaprunpopm», 2019.



['maBa 2. Mepsl, HanpaBJIeHHBbIE HA HEUTPAJIU3ALUIO YIPO3
0e30MacHOCTH OMOMETPHYECKUX NMEPCOHATbHBIX JAHHBIX HA
TEXHOJIOTMYECKOM Y4acTKe 00padoTKu OMOMeTPU4eCcKNX
NEePCOHAIBHBIX IAHHBIX U HH(POPMAIIUU O CTENIEHU COOTBETCTBHS C
HCMOJIb30BAHMEM CTAIMOHAPHBIX CPEICTB BLIYUCIUTEIbHON TEXHUKH U
0aHKOMATOB, IPUHALJIEKANUX OPraHU3aAUUAM (PMHAHCOBOI0 PHIHKA, a
TaKKe 00padoTKH OMOMETPHYECKHUX MEPCOHATBHBIX IaHHBIX C
HCIO0JIb30BaHMEM MOOMJIBHBIX (IIEPEHOCHBIX) YCTPOMCTB
BbIYHMCJIUTEILHONH TEXHUKH (B TOM YK CJIE MJIAHIIETOB M 3JIEKTPOHHBIX
TEPMHHAJIOB), IPUHAAJIEKAIMX OPraHNu3alusM (pUHAHCOBOI0 PHIHKA,
YCTPOHCTB (PU3HYECKOrO0 JIMIA, OKOHEYHbIX YCTPOUCTB
HHGPOPMALMOHHBIX CHCTEM, 00eCeYnBAKIINX (PYHKIIHOHUPOBAHHE
KOHTPOJIbHO-TIPOIYCKHBIX IIYHKTOB, B LEJISIX YIAJeHHON
(IMCTAHIIMOHHOM) ayTEeHTU(PUKAIUU

2.1. OpraamzanusaMm (UHAHCOBOTO PHIHKA PEKOMEHIYyETCs O0ecredruBaTh
LEJIOCTHOCTh U KOH(PUACHIIMAIBHOCTh 3JEKTPOHHBIX COOOIIEHUHM, COAEpM AIINX
OMOMeTpUYECKHE TIEPCOHATIbHBIC IaHHBIC (QU3WYECKUX IMI, Tpu 00paboTKe
OMOMETPUYECKUX TIEPCOHAIBHBIX JAHHBIX C HCIOJIb30BAHUEM MOOMJIIBHBIX
(MepeHOCHBIX) YCTPONCTB BHIYMCIUTENbHON TEXHUKU (B TOM YHCIIE IUIAHLIETOB U
3JIEKTPOHHBIX TEPMUHAJIOB), IPUHAJUICKAIINX OpraHU3ausaIM (PUHAHCOBOTO PHIHKA,
IyTEM NPUMEHEHUS CPEACTB KpunTorpaduueckoil 3amuTel HHPopManuu (ganee —
CK3HM) xnacca nwe nmmwke KCI1, mpenycmorpennbix mynktoM 10 CocraBa u
COJIEp)KaHUsl OPraHU3alMOHHBIX M TEXHUYECKUX Mep MO0 00ecrneyeHuto
0€30MacHOCTH NEPCOHAIBHBIX JAHHBIX MPU MX 00paboTKe B MH(OPMAIMOHHBIX
CHUCTEMaXx MePCOHATBHBIX JAHHBIX C UCTIOJIB30BAHUEM CPEJICTB KPUMITOTpaduiIecKon
3alUThl  MH(pOpMalMM, HEOOXOAMMBIX [UIsl BBINOJHEHHS YCTAHOBJIEHHBIX
[IpaBurensctBOM Poccuiickoit denepanuu TpeOOBaHUI K 3alIUTE NEPCOHATBHBIX
JAHHBIX I KaXKJ0r0 M3 YPOBHEH 3allMIIEHHOCTH, YTBEP)KIEHHBIX NPHKA30M
denepanpbHOU CITYKOBI 0e301acHOCTH Poccuitckon denepauuu
ot 10 uronst 2014 roga Ne 378! (nanee — CoctaB u copiepikaHie OpraHU3aMOHHBIX
U TEXHUYECKUX Mep), B cilydyae MPUMEHEHHs] CpPEICTB (CHUCTEM) 3allUThl
uH(poOpMallMM OT HECAHKIMOHMPOBAHHOIO JIOCTYMa, MPOUISANINX OLEHKY

CcOoOTBEeTCTBUSI B (popme oOs3aTenpbHOM cepTuduKanuu He HWKe 4-r0 ypOBHS

1 3aperucrpupoBan Muntoctom Poccun 18 asrycra 2014 rona, perucrparuonsiii Ne 33620.



JIOBEpHsI B COOTBETCTBMM ¢ TpeOoBaHMSIMHU MO 0€30MacHOCTH HH(POPMAIINH,
YCTaHABIMBAIOIIMMU YPOBHU JIOBEpHUS K CpPEIACTBAM TEXHMYECKOH 3alluThI
uHpopMamu © cpeacTBaM oOecIeueHHs 0e30MacHOCTH HH(POPMAIMOHHBIX
TEXHOJIOTUM, YTBEP>KJAECHHBIMU MpuKa3zoM DenepanbHON CIyKObI IO TEXHUYECKOMY
1 dKkcropTHOMY KOHTpOsro oT 2 uroHs 2020 roga Ne 76!, mnu npumenenuss CK3U
kiacca He Hmwke KC2, npexycmorpennbix nyHkToM 11 CocrtaBa u copepkaHust
OpPraHM3AIMOHHBIX U TEXHUYECKUX MEP, B UHBIX CITydasX.

2.2. OpranmzanusMm (UHAHCOBOTO pPBIHKA PEKOMEHAYETCs 00ecredynBaTh
[EJOCTHOCTh U KOH(PUACHIIMAIBHOCTh 3JIEKTPOHHBIX COOOIIEHUHM, COAEpM KAIINX
OMOMETpUYECKUE TNEepCOHAIbHBIE JaHHblE (DU3UUYECKUX JUI U HHPOpMALHUIO O
CTENEeHH COOTBETCTBUS, TPH 00pabOTKE OMOMETPUUECKUX MEPCOHATBHBIX TAHHBIX U
uH(OpMAIMU O CTETIEHH COOTBETCTBUSI C UCIOJIB30BAHUEM CTAI[MOHAPHBIX CPEJCTB
BBIUMCIUTEIFHOM TEXHUKH U OaHKOMAaTOB, NPUHAIUICKAIINX OpraHU3alusIM
¢unancoBoro peiaka, nyrem npumeHeHuss CK3U xnmacca ne Humxke KC2,
npenycMoTpeHHbIX myHKToM 11 CoctaBa W coaep)kaHHsS OPTaHHU3AIMOHHBIX U
TEXHUYECKUX MEp, a Takke MyHKToM 14 TpeOoBaHuil K CpeACTBaM 3JIEKTPOHHOU
MOJNUCH, YTBEpXKIEHHBIX mnpukazom DenepanbHoil Ciyxk0bl 0€30MaCHOCTH
Poccuiickoit @eneparun ot 27 nexadps 2011 roma Ne 7962 (nanee — TpeGoBanus K
CpEICTBaM 3JIEKTPOHHOM IMOIIUCH).

2.3. OpranuzanusaMm (UHAHCOBOTO PbIHKA PEKOMEHAyeTCs O0ecreyruBaTh
LEJIOCTHOCTh M KOH(PHUACHIMAIBHOCTh 3JEKTPOHHBIX COOOLIEHUH, COIep Kallux
OMOMETpPUYECKHE TIEPCOHAJbHBIC JaHHbIE (PU3MYECKUX IMI, TpU 00paboTKe
OMOMETPUYECKUX TIEPCOHANBHBIX JaHHBIX C HCIOJB30BAaHUEM YCTPOICTB
(¢u3nYecKoro JMIA, OKOHEYHBIX YCTPOWCTB HH(POPMAIMOHHBIX  CHCTEM,

oOecrieunBalOMX  (YHKIMOHUPOBAHUE  KOHTPOJIBHO-IIPOMYCKHBIX — MTYHKTOB,

1 BaperucrpupoBan Munrocrom Poccuu 11 cenrsiops 2020 roma, perucrtpanmonnbii Ne 59772, ¢
mMeHeHnssMA, BHeceHHbIMH TipukazoM @CTOK Poccum ot 18 ampens 2022 roma Ne 68 (3aperumctpupoBaH
Mumnroctom Pocenn 20 uronst 2022 roxa, perucrpannonnsiii Ne 69318).

2 3ZapeructpupoBan Munroctom Poccunm 9 ¢eppans 2012 roma, perumcrpanmonnsii Ne 23191, ¢
HU3MEHCHUSIMH, BHeCeHHbIME Tipruka3zoM @CB Poccun ot 4 nexabps 2020 roma Ne 555 (3apeructpupoBan MUHIOCTOM
Poccun 30 nexabps 2020 roxa, peructpanmonsbiii Ne 61972), mpukazom ®CB Poccnu ot 13 anpernst 2021 roga Ne 142
(3apeructpupoBan Munroctom Poccuu 20 mast 2021 roga, peructpanuonsbiii Ne 63528), mpukazom ®CB Poccuu
ot 13 ampens 2022 roma Ne 179 (3apeructpupoBan MunioctoM Poccun 11 mas 2022 roja, perucTparioOHHBIN
No 68446).



B IeJIsIX ayTeHTHpuKanuu pusudeckoro nuia nyrem npumenenus CK3U knacca He
ke KC1, npenycmorpennbix nyHkrom 10 CocraBa u  coaepxaHus
OpPraHU3AIMOHHBIX U TEXHUYECKUX MEp.

2.4. OpraamzanusM (QUHAHCOBOTO PBIHKA PEKOMEHAYETCsl 00eCTeUHTh
WCIIOJIb30BAaHUE MPUKIIATHOTO MPOTPAMMHOTO 00ECIIEUEHUST aBTOMATH3NPOBAHHBIX
CUCTEM U TPWIIOKECHHH, PACTIPOCTPAHSIEMBIX OpPraHU3aIUsIMUA (PUHAHCOBOTO PHIHKA
KIIMEHTaM — (U3HYECKUM JIMIIAM JIJI1  COBEPINCHHS JICWCTBHH B  IIEIISIX
OCYIIECTBJICHUS YIAJIECHHOU (IMCTaHITMOHHOM) ayTCeHTH(UKAIAH c
UCIOJIb30BAaHUEM OMOMETPUYECKUX TEPCOHANBHBIX JIAHHBIX (DU3UYECKUX JIUII,
npoleAmnx cepTudukanuio B cucteme ceptuduranuun denepaibHON CIIyKObI 110
TEXHUYECKOMY ¢ DJKCIOPTHOMY KOHTPOJIO B COOTBETCTBHH C TOPSJIKOM,
YCTaHOBJIEHHBIM TnIOoCTaHOBieHHEM IlpaBurensctBa Poccuiickoii dPenepaunu
ot 26 uronst 1995 roma Ne 608 «O cepruduxarnuu cpeAcTB 3aUTH HHPOPMAIITI,
WIN OIICHKY COOTBETCTBHUSI IO TPEOOBAHMSIM K OIICHOYHOMY YPOBHIO JIOBEpHS
(mamee — OVY]Jl) He Hmwke yem OV]l 4, mnpeaycMOTpEeHHOTO IyHKTOM /7.6
paszeina 7 HAlMOHAJIBHOTO CTa”japra Poccutickon Odenepanuu
I'OCT P UCO/MBK 15408-3-2013 «MudpopmarimonHas TeXHOJIOTHA. MeTOoabl U
cpeactBa obecrnedyeHusi Oe3zomacHocTh. Kputepun oneHku 0€30macHOCTH
uHpOopMaIMOHHBIX TexHoorHi. YacTh 3. KoMmoHeHTHI 1oBepus K 6€30MaCHOCTH,
YTBEPKJICHHOTO TMpukazoM @DeaepaqbHOr0 areHTCTBA IO  TEXHUYECKOMY
peryaupoBanuio W MeTpoisorud ot 8 Hosops 2013 roma Ne 1340-cr!
(mastee —I"OCT P MCO/MDK 15408-3-2013).

2.5. OpraamszanusMm (UHAHCOBOTO pPBhIHKA PEKOMEHIyeTCS pa3padboTaTh
MaMATKY, OMHICHIBAIOIIYI0 OCOOCHHOCTH PabOThI MTPOTPAMMHOTO OOECTIeUeHUS IS
ayTeHTUQUKAIUK (U3UYECKOTO JIMIa C MCIOJIb30BAaHHUEM OHOMETPUUYECKHX
MIEPCOHATLHBIX JAHHBIX Ha YCTPOUCTBE (DU3UICCKOTO JINIIA U BO3MOKHBIC JCHCTBUS
(dbu3HUecKoro JuIla B Cliy4ae pean3alii COObITUM, CBI3aHHBIX C KOMIIPOMETAITUEH.

ITamsaTka Takxke AOJDKHA COACPIKATh OCHOBHBIC ITOJIOKCHUS 3KCHHyaTaHHOHHOﬁ

M., ®T'YII «Craumaprurdopmy», 2014.
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JIOKYMEHTAIIUU HCTIOIb3YEMbIX MPOTrPAaMMHBIX U (MJIM) MPOTrpaMMHO-aNIapaTHBIX
CpPEIICTB Ha YCTPOUCTBE KIIMEHTA.

2.6. OpranuzanusM (UHAHCOBOTO PBIHKA PEKOMEHIYETCSI OCYIIECTBIIAThH
KOHTPOJIb Cpeibl MCIOJHEHUS Ha YCTPOMCTBaX (U3MUECKOro JHIA, a TaKKe
OCYHIECTBIISITh COOp M XpaHEHHE HHU(PPOBBIX OTMEYATKOB TAKUX YCTPOWCTB B
coorBeTcTBUM co cTtangaptom banka Poccun CTO BP B®BO-1.7-2023
«be3zonacHocTts  QuHaHCOBBIX  (OaHKOBCckMX)  omepauuid.  OOecneueHue
Oe3omacHOCTH (PMHAHCOBBIX CEPBUCOB C UCIOIH30BAHUEM TEXHOJOTHUHU IH(PPOBBHIX
OTIIEYAaTKOB YCTPOWCTB», KOTOPHIA MPUHAT W BBEJAEH B JCHCTBUE MPUKA30OM
banka Poccum ot 1 mapra 2023 roga Ne O/[-335 u pasmenieH Ha oHUIHATBHOM
caiite banmka Poccum B HHPOPMAIMOHHO-TEIEKOMMYHUKAITMOHHOW  CETH
«uTepHeT» B pasaene «upopmarronHas 0e3onacHoctb» / «Ctannaptel banka

Poccuny.

I'maBa 3. Mepsl, HanpaBJIeHHBbIE HA HEUTPAJIU3ALUI0 YIPO3
0e30MacHOCTH OMOMETPHYECKUX NMEPCOHATbHBIX JAHHBIX HA
TEXHOJIOTMYECKOM Y4acTKe 00padoTKu OMOMeTPU4eCcKNX
NEePCOHAIBHBIX IaHHBIX, 00PA00TKH, B TOM YHCJIe IPH MOJTyYeHUH U
XpaHeHUHU, HH(OPMALNH O CTEeNIeHH COOTBETCTBUS, BEKTOPOB €IHHOM
OnoMeTpUYecKoil cucTeMbl B MHPOPMALIMOHHBIX CHCTEMAX
opranusanuii GUHAHCOBOI0 PHIHKA, OCYLECTBJISIIOIINX
ayTeHTH(PUKAIUIO HA OCHOBE OMOMETPUYECKHUX MePCOHATBHBIX TaHHBIX
(pusnyecKux JuL, B HeJAX ayTeHTHPUKAUUHN PU3NIECKOro ML, a
TaKiKe VISl PACCMOTPeHUs 00paleHuii Cy0beKTOB MePCOHATbHBIX
JAHHBIX, PEANOJIATAI0IINX HEMPABOMEPHYIO 00padOTKY UX
OMOMeTPHYECKHUX NMEePCOHAJbHBIX JAHHBIX NIPH NPOBEIeHUH
ayTeHTH(PUKAIMHA ¥ (WJIN) OCTIAPUBAKOIINX Pe3yabTAThI POBEACHUS
ayTeHTU(PUKALMH

3.1. Opranuzanusim GUHAHCOBOTO PHIHKA PEKOMEHIYETCS MpU 00paboTke
AJIEKTPOHHBIX COOOIICHUH, Co/IepKaIIUX OMOMETpUUYECKHE TIEPCOHATIbHBIE JaHHbIE
dbu3MYEeCKOro Jvila, a Takke mpu oO0pabOTKe, B TOM YHUCIE MPU MOJYYEHUU U
XpaHeHHH, WHGOPMAIIMM O CTENEHH COOTBETCTBHUS, BEKTOPOB  €IMHOU
OMOMETPUYECKON cHUCTeMbl B WH()OPMAIMOHHBIX CHCTEMax OpraHu3aIuit

(MHAHCOBOTO  pBIHKA, OCYIICCTBIAIONINX AayTEHTU(HKAIMIO HA  OCHOBE
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OMOMETPUYECKUX  MEPCOHAIbHBIX JAHHBIX  (PU3WYECKUX JMI, B  LEJIX
ayTeHTU(PUKALUU (PU3NYECKOTO JHIIA:

o0ecneunBaTh IEIOCTHOCTh OHOMETPUYECKUX NEPCOHAIBHBIX JaHHBIX,
UHpOpMAllMU O CTENEHU COOTBETCTBMS, BEKTOPOB €IUHOW OHMOMETpUYECKON
CUCTEMbI IIyTEM HCIOJIb30BAaHUSl YCUJIEHHOW KBATM(DPHUIIMPOBAHHON 3JIEKTPOHHOU
MOJIIIUCH, Peau3yeMOor CpeACTBaMU JICKTPOHHOM MoAnUcH kiacca He Huxke KC3,
npeaycMOoTpeHHbIMU NyHKTOM 12 CocTaBa M colep:KaHUsl OpraHU3alMOHHBIX U
TEXHUYECKUX MEp, a Takke MyHKToM 15 TpeOoBaHuil K cpeAcTBaM 3JIEKTPOHHOU
HOJIIHCH;

o0OecrieuynBaTh KOH(HUICHIHUATBHOCTE OHUOMETPUYECKUX MEPCOHABHBIX
JaHHBIX, HWHGOpPMALUW O CTENEHH COOTBETCTBHS, BEKTOPOB  €IUHOMU
OnomMeTpruyecKo cucTteMpl (IpU UX MONYYEHMHM U3 €IUHOW OMOMETpUUYECcKOMN
cuctembl) nmyteM npumeHeHuss CK3U knacca He Hmxe KC3, mpeaycMOTpeHHBIX
nyHkToM 12 CocTaBa u coiepkaHHs OpraHU3allMOHHBIX U TEXHUYECKUX MEp.

3.2. OpranuzanusiM (UHAHCOBOIO PbIHKA PEKOMEHIYyeTcsl 00ecleurBaTh
LEJIOCTHOCTh M KOH(PHUACHIMAIBHOCTh 3JEKTPOHHBIX COOOLIEHUH, COIEp Kallux
OMOMETpHUYECKUE NEPCOHAIbHBIE JaHHbIE (PU3NYECKOrO JIMIA, B TOM YHUCIE NpHU
XpaHEHHH  HUCHOJIb3YeMbIX B  IEIIX ayTeHTU(UKAUUU  OMOMETPHYECKHX
NEePCOHAIBHBIX JTAHHBIX JJI1 pACCMOTPEHHs OOpalleHui CyOBEKTOB NePCOHATBHBIX
JAHHBIX, MPEIOJIAraloliX HEMPaBOMEPHYI0 00pabOTKy HUX OHOMETPUYECKHX
NEPCOHANIBHBIX JAHHBIX IPU MPOBEACHNUN ayTeHTU(DUKAIIH 1 (MITH ) OCTIAPUBAIOIINX
pe3yJsibTaThl MpoBeieHus ayTeHTuukanuu, nyreM npuMmenenus CK3U kiacca He
ke KC3, mnpeaycmorpennbix mnyHktoM 12 CoctaBa U coaepikKaHus
OpPraHM3allMOHHBIX W TEXHUYECKUX Mep, a Takxke MmyHKToM 15 TpeGoBanmii k
CPEICTBaM 3JIEKTPOHHOU IOIIUCH.

3.3. OpranuzanusM (PUHAHCOBOTO pBHIHKA PEKOMEHAYETCS O0eCHednuTh
perucTpaiuio JeHCTBUN pPaOOTHUKOB, CBS3aHHBIX C TIPOILECCOM YyIAJICHHOM
(IMCTaHLIMOHHOW) ayTeHTU(PUKALIUH, NOJIyYEHUS BEKTOPOB €AUHOMN
OMOMETPUYECKON CHCTEMBI, a TaKXe IMOJy4eHUs HHPOpPMalUU O CTEHNEHU

COOTBCTCTBHA BCKTOPOB C,Z[I/IHOﬁ 6I/IOMCTpI/I‘{CCKOﬁ CHCTCMBEI.



12

3.4. OpranuzauusM (UHAHCOBOTO pPbIHKA PEKOMEHIYETCS YCHIUTh
BHYTPEHHHUI KOHTPOJb 3a 00pab0TKOM OMOMETPUUYECKUX EPCOHATBHBIX IaHHBIX B
COOTBETCTBHUH C MOJyUYEHHBIM COTJIACHEM CyOBEKTa MEePCOHATIbHBIX JAHHBIX, B TOM
YKClie B COOTBETCTBUU C 3asBICHHOW LENIbI0O OOpaOOTKU OHMOMETPUUYECKHX
NEPCOHAIBHBIX JaHHBIX.

3.5. OpranmzanusM (QUHAHCOBOTO PHIHKA PEKOMEHAYETCS OJIOKHUpPOBATH,
yaansiTh, YHUYTOXKATh  BEKTOPHl ~ €IWHOW  OMOMETPUYECKOW  CHUCTEMBI
rapaHTUPOBAHHBIM CIIOCOOOM C HMCIOJIB30BAaHUEM MPOIISANINX B YCTAHOBICHHOM
MOPAJZIKE TPOIIEIYPY OLIEHKH COOTBETCTBUS CPEJICTB 3alMTHI MH(OpMaIuu npu
MOJTyYEHUU:

MOTHBHPOBAHHOTO 3alpoca orepaTopa eIMHON OMOMETPUIECKOM CUCTEMBI O
OJIOKUpPOBaHUU, 00 yJaleHUH, YHUUTOXECHUH BEKTOPOB €IUHON OHMOMETpUYECKOMN
CUCTEMBI B CITy4ae OT3bIBa CyOBEKTOM MEPCOHATBHBIX JAHHBIX y OTepaTopa eIuHON
OMOMETPUYECKON  CHUCTEMBI  corjacusi Ha  00pabOTKy  OMOMETPUYECKHUX
NIEPCOHABHBIX JAHHBIX WIM TOJYyYEHHUs OIMepaTopoM €IMHON OMOMETpUYEeCKOU
CHUCTEMbI OT CyOBEKTa MEePCOHANBHBIX JAHHBIX TpeOOBaHUS O OJOKHUpPOBAHUH, 00
yAAJICHUH, YHUYTOKEHUU OUOMETPUYECKUX TNEPCOHAIBHBIX JaHHBIX U (WJIH)
BEKTOPOB €IMHON OMOMETPUYECKON CUCTEMBI;

OT3bIBa CYOBEKTOM TEpPCOHAIBHBIX JAaHHBIX CcOrJIacus Ha 00paboTKy
OMOMETPUYECKUX  TMEPCOHANBHBIX  JAaHHBIX WM  TpeboBaHus  CyObekTa
NEPCOHANBHBIX JaHHBIX O OJOKUpOBAaHUH, 00 yAaJNEeHUH, YHUYTO)KCHUU
OMOMETPUYECKUX  TEPCOHANBHBIX JIaHHBIX W (WJIM) BEKTOPOB  €IUHOMN
OMOMETPUYECKON CUCTEMBI.

3.6. OpranumzanusM (UHAHCOBOTO PHIHKA PEKOMEHIYETCS MPOBEPSTH B
CBOMX MH(POPMALIMOHHBIX CHUCTEMAaX, OCYIIECTBISIIONIMX ayTEeHTU(UKAIMIO Ha
OCHOBE OHMOMETPUYECKUX TMEPCOHATBHBIX TaHHBIX, HaJIN4Me OOHOBIIEHHBIX
BEKTOPOB €IMHON OMOMETPUYECKON CUCTEMBI JJIs 1ieJiel ayTeHTU(HUKAIINHY, a TAKKe

IPOBEPATH (PAKT UCTEUEHUS CPOKA UX UCIOJIb30BaAHUSI.
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[Ipu sTOM peKOMEHIyeTCsl yAalsiTh BEKTOPHhl €IMHOW OHOMETPUYECKOU
CHUCTEMBI TMOCJI€ MCTEYECHHUS CpOKa KX HWCHOJb30BAHMUS WA NPU MOJTyYEHUH

OOHOBJICHHBIX BEKTOPOB €UHON OMOMETPUUECKON CUCTEMBI.

I'naga 4. Mepsbl, HanpaBJIeHHbIE HA HEUTPAJIM3ALHUIO YTPO3
0e30MacHOCTH OMOMETPHYECKUX NMEePCOHATbHBIX JAHHBIX HA
TEXHOJIOTHYECKOM YYACTKe B3aUMOAECTBUS HH(POPMALMOHHBIX
CHCTEM OpPraHu3anuii GUHAHCOBOI0 PbIHKA, HHBIX OPraHU3ALMI,
HHAMBUAYAJIbHBIX NPeANPUHUMATEIEH ¢ UHPOPMAITHOHHBIMHU
CHCTEMAMM OPraHM3auMi (PUHAHCOBOI'0 PHIHKA, OCYLIECTBISIOIIMMHA
ayTEeHTU(PUKALMIO HA OCHOBEe OMOMETPUUYECKHUX MEPCOHAIBHBIX JAHHBIX
(¢usnyecKux Jull, B HeJAX ayTeHTUPUKAUUN GU3NIECKOro JIUIa

41. Jlna  oOecmeyeHuss  IEJIOCTHOCTU UM KOH(PUACHIIMATBLHOCTHU
3JIEKTPOHHBIX COOOILIECHUH, cofepKaluX OMOMETPHUUECKHUE TTEPCOHAIbHbIE TaHHBIE
¥ UHQOPMALIMIO O CTETIEHHU COOTBETCTBHUSI, TPU B3aUMOICCTBUU UHPOPMALIMOHHBIX
CUCTEM OpraHHu3aluii (MHAHCOBOTO PHIHKA, HHBIX OPTaHU3aINi, UHINBUIYATbHbBIX
npeanpuHUMaTeneii B IMedsX — ayTeHTUuukanud — Gu3nyeckoro Jjuma ¢
UH(OPMAIIMOHHBIMA ~ CHCTEMaMH  OpraHu3aluii ~ (UHAHCOBOTO  pBIHKA,
OCYIIECTBISIOIIUME ayTeHTU()UKAIINIO HA OCHOBE OMOMETPUYECKUX ITEPCOHATBHBIX
JAHHBIX (U3UYECKUX JIHI], OpraHU3alMsIM (PUHAHCOBOTO PhIHKA PEKOMEHIYETCs
npumenatb CK3U knacca ve amke KC3, npenycmorpennbsix mynkrom 12 Cocraa
U COACPXKAaHUS OPraHM3alMOHHBIX W TEXHUYECKHX MeEp, a TaKKe IYHKTOM 15
TpeboBanuii K CpeICTBAM 3JIEKTPOHHOMN MOIHUCH.

4.2. OpranuzanusaM (UHAHCOBOTO PBIHKA PEKOMEHIYyeTcs OOecreunBaTh
GbyHKUMOHUPOBaHUE  OOBEKTOB  MH(MOPMAIIMOHHOW  MHOPACTPYKTYpBHl IS
BBINIOJIHEHUS JEHCTBUM, yKa3aHHbIX B NyHkTe 4.1 Hacrosmmx MeTtonuyeckux
peKOMeHJanMii ¢ mnpuMeHeHueM Tmporokonma Ha 0Oaze OpenlD  Connect,
NPEAYCMOTPEHHOT0 METOANYECKUMH PEKOMEHJAUMUSIMU 10  HMCIOJIb30BAHUIO
eIWHON CcHUCTEeMBbl UACHTU(DUKAIMM W ayTeHTHU(PUKAIWHU, pa3MEUICHHBIMU B
MH(POPMAIIMOHHO-TEJIEKOMMYHUKAIIMOHHON  cetn  «MHTepHer» 1o  ajpecy
https://digital.gov.ru/ru/documents (nanee — npotokon Ha 6aze OpenlD Connect),

Oe3omacHas peanm3anMs KOTOPOrO B COCTaBe IIOJCHCTEMBI  OOpabOTKH
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OMOMETpUYECKUX MEpPCOHANbHBIX JaHHBIX MMOATBepkAeHa 3akioueHuemM DOCh
Poccuu o cooTBeTcTBUM TpeOOBAHUAM O O€30MACHOCTH MH(GOPMALIIH.

4.3. OpranuzanusM (UHAHCOBOTO pPBIHKA B OTHOIICHWH TMpoIlecca
IpoBeJCHUS PaOOTHUKAMHM OpraHu3aliil (PMHAHCOBOTO pBhIHKA ayTEHTU(UKALUU
$u3nYIECKOro IUIa PEKOMEHIYETCS OTPEACTUTh:

HOpSAOK MH(MOPMHUPOBAHUS CyOBEKTa MEPCOHANBHBIX JAHHBIX B CIydyae
COBEpIICHHs]  HENMpPEeTHAMEPEHHBIX  OMMOOK  paOOTHUKAMHU  OpTaHU3aAlNU
(UHAHCOBOTO PHIHKA;

HOpSAOK MH(POPMUPOBAaHUS CyObEKTa MEPCOHAJbHBIX JAHHBIX IpHU

BO3HHUKHOBCHHWHU MHIITUACHTOB 3aIlIThI I/IH(l)OpMaI_[I/II/I.

I'nmasa 5. Mepsbl, HanpaBJIeHHBbIE HA HEUTPAJIU3ALUI0 YIPO3
0e30aCHOCTH O0MOMETPUYECKHUX MEPCOHATBHBIX JAHHBIX HA
TEXHOJIOTMYECKOM YYaCTKe MPeA0CTABJICHHUs OPraHu3alusaMuU
(puHaHCOBOIO PHIHKA B ¢AUHYIO CUCTEMY HACHTH(PUKAUMH U
ayTeHTH(PUKALMHU CBeJeHUH 0 (PU3HIECKUX JINLAX, COAEP/KALIUXCH B
HHGPOPMALMOHHBIX CHCTEMAaX OPraHu3anuii PMHAHCOBOI0 PHIHKA,
BKJIIOYAS MICHTU(PHUKATOPBI TAKUX CBeIeHHU I, Mepe] UCI0JIb30BAHNEM
UH(POPMALMOHHBIX CHCTEM OpPraHu3anuil (PMHAHCOBOIO PbIHKA,
OCYIIECTBJAIIIHNX AYTEHTH(PUKAIUIO HA 0CHOBE OMOMETPUYECKUX
MEePCOHAJIBHBIX JAHHBIX PU3NYECKHUX JHL, IJI ayTeHTH(PUKAUU
(usnyeckux Jun

51. B memax obecrnedueHus MEIOCTHOCTH U KOH(PUACHIIMAIBHOCTU
AJIEKTPOHHBIX  COOOIIEHUM, COJepkKalluX TMEPCOHAIbHBIC  JaHHBIC, MPH
NpPEAOCTaBICHUN OpraHu3ausMu (UHAHCOBOTO pBhIHKA B E€IUHYIO CHUCTEMY
uACHTUGUKAIMK W ayTeHTU(PUKAMKU CBEICHWH O (DU3MYECKUX JIMIAX,
cojiepKaiuxcs B ”HGOPMAIIMOHHBIX CUCTEMAaX OopraHu3anuii GUHAHCOBOTO PHIHKA,
BKJIIOYAsl ~ WACHTH(UKATOPHl TaKUX  CBEACHHM, TMepel  HCIOJIb30BAHUEM
UH(OPMAIMOHHBIX CUCTEM OpraHU3alil (PUHAHCOBOTO PBHIHKA, OCYIIECTBIISIOIINX
ayTeHTU(UKAIIMI0O HAa OCHOBE OHMOMETPUYECKUX TMEPCOHANBHBIX JaHHBIX
(bu3HYeCcKuX JIUI, OpraHu3ausIM (UHAHCOBOTO PhIHKA PEKOMEHYETCSI IPUMEHSTh

CK3U1 knacca ne Hmwxke KC3, npenycmorpenHbix nyHktom 12 CocraBa u
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coliepKaHUsl OpPraHU3allMOHHBIX W TEXHUYECKHMX Mep, a Takke IyHKToM 15
TpeboBanuii K CpeIcTBAM IJIEKTPOHHOMN MOHUCH.

5.2. Opraamzanusam (bruHAHCOBOTO pBIHKA PEKOMEHAYETCS
PYKOBOJICTBOBAThCS METOAMYECKUMU PEKOMEHIAMSIMHU IO paboTe C eIuHOU
CUCTEMON  wWACHTHPUKAUM W  AyTCHTH(PUKANWH,  Pa3MEIICHHBIMH B
UH(OPMAITMOHHO-TEJICKOMMYHHUKAaIMOHHOW  cetn  «WHTepHeT» 1O  aapecy
https://digital.gov.ru/ru/documents/.

5.3. OpranmzanusM (UHAHCOBOTO pPBIHKA PEKOMEHAYETCS OO0EeCIeuuTh
PErUCTpalUIO IEUCTBHM, CBI3aHHBIX C:

MPOIIECCOM  B3aMMOJCUCTBUS MH(POPMAIIMOHHBIX CHUCTEM OpraHu3aIui
(MHAHCOBOTO PBIHKA C €IWHOW CHUCTEMOW HISHTU(DUKAIMKU U ayTeHTU(]HKAIUH,
peanu3yeMbIM B TOM YHCIIE C MPUMEHeHneM mpoTokoia Ha 6aze OpenlD Connect,
IPEeIyCMOTPEHHOTO MeETOINYECKUMU PEKOMEHAANUAMHA TI0 HCTIOJIb30BAHUIO
CIMHOW CHUCTEMbl WJCHTU(PHUKAIMK W ayTeHTU(PUKAUU, pPa3MEIICHHBIMH B
UHPOPMAITMOHHO-TEIEKOMMYHHUKAIIMOHHOW  cetn  «MHTepHeT» 1O  ampecy
https://digital.gov.ru/ru/documents/;

IIPOLIECCOM MPEOCTABICHUS OpraHU3aUsIMHU (PUHAHCOBOT'O PHIHKA B €IUHYIO
CUCTeMY HICHTU(UKAIWN U ayTeHTU(UKAIMKU CBEACHWA O (DM3MUECKUX JHIAX,
coJiepKalmxcs B MHOOPMAITMOHHBIX CHCTeMaX OpraHu3aiuil (UHAHCOBOTO PHIHKA,
BKIfOUasi  WACHTU(UKATOPHl  TaKUX  CBEJIEHUH, TMeEped  HCIOJIb30BaHUEM
MH(GOPMAITMOHHBIX CUCTEM OpraHHU3aIfil (PUHAHCOBOTO PHIHKA, OCYIIECTBIISIOIINX
ayTeHTU(UKAIIMIO HAa OCHOBE OHWOMETPUYECKUX IMEPCOHANBHBIX  JaHHBIX

(bu3HUECKUX UL, JIs UX ayTeHTU(PUKALUU.

I'naBa 6. NudpopmupoBanue banka Poccnu 00 uHIUAEHTAX NPH
HCIO0JIb30BAHMU HH(POPMALMOHHBIX CHCTEM OPraHu3anuii puHaAHCOBOIO
PBIHKA, OCYLIECTB/ISIIOIINX AYTEHTH(PUKAILUIO HA OCHOBE
OMoMeTpHYECKHX NEePCOHAIBHBIX JAHHBIX (PU3NYECKHUX JIMI, 32
HCKJIIOYECHHEM eIUHON O0MOMETPHYECKOM CHCTEMBI

6.1. OpranuzauusiM (UHAHCOBOTO PBIHKA PEKOMEHAYETCS OCYIIECTBIIATH

perucTpanrio MHIHUACHTOB 3alllUThI I/IH(I)OpMaHI/II/I N MHIIMACHTOB OHepaHHOHHOﬁ
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HAJEKHOCTU Tpu o00paboTKe, BKIOYas cOOp U Tmepenaqdy, OMOMETPUUYECKUX
NIEPCOHANIBHBIX JAaHHBIX B LEJSAX yAaJeHHOU (IUCTAaHIIMOHHON) ayTeHTU(DUKAITIH.
6.2. Opraamzanusam (UHAHCOBOTO PHIHKA PEKOMEHIYETCSI HH)OPMHUPOBATH
bank Poccuu o BBISIBICHHBIX MHIMJIEHTAX 3alIUThl MH()OpMAIMK U MHIUACHTAaX
OTIEpAIlMOHHON HAJEKHOCTH, BKJIIOYEHHBIX B TME€PEUEHb THUIIOB HWHIUICHTOB,
onpenenieHHblii  cranpaproM banka Poccum CTO BP  B®BO-1.5-2023
«be3onacHocTh PrHAHCOBBIX (0AaHKOBCKHX) orlepaluii. Y mpaBieHUe MHLIUIEHTaMHU,
CBA3aHHBIMU C peanu3anuel WH(GOPMALMOHHBIX Yyrpo3, W HWHIUACHTAMHU
onepannoHHo# HagexHocTu. O hopmax u cpokax BzaumojencTus banka Poccuun
C KPEAUTHBIMHU OPTaHU3AIUSIMU, HEKPEAUTHBIMHI (PMHAHCOBBIMU OpTaHU3AIUSAMU U
CcyOBbeKTaMU HaIlMOHAJIbHON TUIATEKHOW CHUCTEMBI NMPHU BBISBICHUUM HWHIUICHTOB,
CBS3aHHBIX C peanu3anreil UHHOPMAIMOHHBIX YTPO3, M UHIIUJIEHTOB ONEPaIllMOHHON
HAJCKHOCTHU», KOTOPBIM NIPUHAT W BBEACH B JACHCTBHE NpuKa3oM banka Poccun
ot 8 depans 2023 roma Ne OJI-215 u pa3MmenieH Ha oduiaabHOM caiite banka
Poccuu B nHpOpMalIMOHHO-TEIEKOMMYHUKAIMOHHOU ceTu « MHTepHeT» mo ajpecy

http://www.cbr.ru/information_security/ (mamee — cragmapt banka Poccun

CTO BP B®BO-1.5-2023), a Takke O IpUYMHAX BO3HUKHOBCHHS HHIIMJECHTA
3alUThl UHPOPMAIMK WM OMEPAIMOHHON HAACKHOCTH, O MPHUHATHIX MeEpax U
MPOBEICHHBIX MEPONPUATHUSIX II0 PEarupoBaHUIO HAa HHIMUACHT 3aIlUThI
uH(pOpMAIIK WM UHITUJEHT ONepalliOHHON HAJIeKHOCTH.

6.3. Opranmzanusam pruHaHCOBOTO PHIHKA B IENsIX nH(popMmupoBanus banka
Poccun 0 BBISIBJIGHHBIX MHIIMJAEHTAX 3alllUThl HWHQPOPMAIMM W HWHIHACHTaX
OTIEPAIMOHHON HAJIEKHOCTH PEKOMEHAYETCS PYKOBOACTBOBATHCS MOPSIKOM, a
TaKXe CpOKaMH M (hOpMaMH B3aMMOJICHCTBHS OpraHu3aliiii (PMHAHCOBOT'O PHIHKA C
baukom Poccum, kotopeie omnpenenieHel  cranaaproM  banka  Poccum

CTO bP b®bO-1.5-2023.

I'maBa 7. 3aKJII0YUTEIbHBIC MOJIOKEeHUA

7.1. Hacrosmue Mertonudeckue PEKOMEHIAIUA MOJIJICKAT

onybnukoBaHuio B «BectHuke banka Poccum» m pa3menieHnio Ha o(QuUIIMaIbHOM


http://www.cbr.ru/information_security/
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caiite banka Poccum B HHPOPMAIMOHHO-TEIEKOMMYHUKAITMOHHOW  CETHU

«HTEepHETY.

3aMecTUTEb
IIpencenarens banka Poccun I'.A. 3y6apeB



