®EJEPAJIHASI CJIY)KBA BE3OIACHOCTH
POCCHICKOIl ®EJIEPAIIAN

IIPUKA3

23 peka6bpsa 2025 rona MockBa N 539
06 yrBepxnennu Iopsaka monydeHus }
CcyOBeKTaMHu KPUTHIECKOH MHHHCTEPCTEQ FOCTHIMM POCCHACKON ST TEPATHM
HHOOPMALIMOHHON  HH(PACTPYKTYpHI .
Poccuiickoit ®enepanun uadpopManuu : SAPETHCTPHPOBAHO
0 CpeAcTBax U CIoco0ax MpoBeACHHs Pernctpaumonnniii No 54/ 7 52
KOMIIBIOTEPHBIX aTaKk M O METOoAax o1 25" petecy Z /9025,
HX MIPEAYNPEXACHUS U 0OHApYKEHUS L. 7 ———

B cootsercTBuM ¢ myHkTOoM 7 yacTH 4 crathu 6 PeneparbHOrO 3aKoHa
ot 26 mromst 2017 r. Ne 187-03 «O 6e3omacHOCTH Kpninqecxoﬁ HHPOPMALIHOHHOM
HH(ppacTpykTypsl Poccuiickoit ®emepanuu» u myHktoM | Vkaza Ilpe3unenTa
Poccuiickoii d>enepau'nnv0'r 22 pmexabpsa 2017 r. Ne 620 «O coBepumieHCTBOBaHHH
rOCy/lapCTBEHHOM CHCTEMEI OOHapy>KeHHs, NPEAYNPEKACHUI K JIMKBHIALMH
NOCTICCTBUH KOMIILIOTEPHBIX aTak Ha HH(OPMAaLHOHHBIE pecypchl Poccuiickoit

Denepanyny
ITPUKA3BIBAIO:

1. VrBepmuts npunaraemeii Ilopsnok nomydenus cy6beKTaMu KPUTHIECKOM
MH(QOpPMALMOHHOH HH(pacTpykTypsl Poccuiickoii ®epepanuu  uHbOPMALUK
O CpeacTBax M CHocobax MpPOBEJEHHS KOMIBIOTEPHBIX aTak M O METONax

UX NPENYNPEKACHUA U OOHADPYKEHHUSI.
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2. Hacrosiuui npuka3 BCTymaer B cuty ¢ 30 ssaBaps 2026 r.

Hupextop A bopTHHKOB




YTBepxkaeH
npukazom OCb Poccun

OT 23 merabpa 2025r.
Ne 539

Iopsinok
TOTy4eHHUs: CyObeKTaMH KpUTHIECKOH HHYOPMALOHHOH HH(PACTPYKTYpHI
Poccuiickoit ®Oenepannn nHGOPMaLUHU 0 CPeICTBAX U CHOCO0AX IIPOBELCHHS
KOMITBIOTEPHBIX aTaK M O METOJAax WX NPeIyNpeXACHUs U 0OHAPYKEHHS

. CyOvektsl  KpuTHYecKOM  HMHGOPMALKOHHOM  MH(PACTPYKTYpSHI
Poccuiickoit ~ @enepamuu  (mamee  —  KpuTudeckas — MH(OPMaLMOHHAS
HHpPacTpyKTypa) oOs3aHBI IOTy4aTh MHGOPMALIMIO O CPEACTBaX U Crocobax
NPOBENIEHUS KOMIBIOTEPHBIX aTak M O MeTo;aXx HX IpeIylpesKieHus
U 0OHapy>XeHHUS IIyTeM:

1.1.  OG6pamenus x oduuManbHOMYy CaliTy B ‘I/IH(I)OpMaHI/IOHHO-
TEJEKOMMYHUKaIIMOHHOH ceTH «HTepHeT» 1o aapecy: http:/cert.gov.ru.

1.2. Hampasnenus 3anpocoB B HalMOHANIBHBIN KOOPAMHALMOHHBIA HEHTP
0 KOMIBIOTepHBIM HMHLMAeHTaM (mamee — HKIIKM) ¢ wucnomsszoBaHneM
TexHu4yeckod wuHdpacTpyktypel HKLIKM, npennasHadeHHOM mjIs OTHpaBKH,
noy4eHust, OOpabOTKM H XpaHEHHS YBENOMJICHHM W 3ampocoB B paMKaX
MH()OPMAIIIOHHOTO B3aMMOJENCTBUS C CcyOBeKTamMu KPUTUYECKOH
MHQOPMAallMOHHOH MHQPACTPYKTYpEl, & TaKXKe C HHBIMM He SBIIIOLIAMUCS
CyOBEeKTaMH KPUTHYECKOH HHGMOPMALMOHHON HHQPPACTPYKTyphl —OpraHaMu
M OpraHu3alUsMH, B TOM 4YHCI€ HHOCTPAaHHBIMH U MEXAYHAPOIHBIMH
(manee -  TexHMueckas  uHbpacTpyktypa  HKIKH), mubo, mpu
OTCYTCTBMM ITOJKIIOYEHHS K Hel, IOCPeICTBOM IOYTOBOM HIIM 3JIEKTPOHHOM
CBSI3HU 10 agpecaM HKLIKH, yKa3aHHBIM  Ha oduLHIaTEHOM
caiite¢ B  HUH(OPMAIOHHO-TEIEKOMMYHHKAIIMOHHOM  cetn  «MIHTepHeT»
no aapecy: http://cert.gov.ru.

1.3. Ilomyuenmsa or HKIIKM undopMmamum o cpeactBax H crocobax
IIPOBENCHUsS KOMIIBIOTEPHBIX aTaKk K O MeToJaX UuX NpeaylnpeKIeHUs

1 0OHapy>XeHUsI.
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2. B ciy4ae HampaBneHMs 3ampoca, TpemycMOTPEHHOIO IOAIIYHKTOM 1.2
nyHkTa | Hacrosimero IMopsiaka, oTBET CyGbeKTy KPUTHIECKOH UH()OPMAITHOHHOMN
HHQPACTPYKTYphl MPEeLOCTABISETCS TOCPEICTBOM HCIOJIB30OBAHUS TEXHHYECKON
nadpactpykryper HKLIKY B cpok no 30 paGouux amed co qus IIOJIy4E€HHS TaKOT'O
3anpoca. llpym oOTCYTCTBHMHM y CyOBEKTa KPHTHYECKO UH(POPMALHOHHOMN
HH(PaCTPYKTYpPHI MOAKITIOUEHHS K TeXHHUIECKOM uHppacTpykrype HKIIKU oTBeT
HaIIpaBJsSIeTC l'IOCpeI[CTBOM TOYTOBOH HJIM OJEKTPOHHOH CBS3M 1O ajpecy,
YKa3aHHOMY B TAHHOM 3alpoce, B Cpok 10 30 paGoumx JHeH co AHA MOTydeHHs
TaKOro 3arpoca.

3. HKUKW nanpaBnsercs cyGBeKTaM KpPHUTHYECKOM UHQOPMAIIMOHHOMH
MHQPacTpyKTyphl HHQOpMamHs O CpeicTBaXx M crocofax IIPOBEACHUS
KOMIIBIOTCPHBIX aTak M O METOJax HX MpeIyNpexueHus U OoOHapyK eHHs
B 3aBHCHMOCTH OT OCOGEHHOCTeH (YHKIHOHMPOBAaHHS OOBEKTOB KPHTHYECKOM
MHQOPMALMOHHON MHQPACTPyKTYphl, NPHHAIEKANUX IAHHBIM cyObeKTam
KPUTHYECKOH HMH(OPMAIMOHHON HHOPAaCTPYKTYpsl Ha IIpaBe COOCTBEHHOCTH,

APCHABI UJTH HTHOM 3aKOHHOM OCHOBAaHHH.




