Mpukas ®CE PD ot 27 pgekabpa 2011 r. N 796 "O6 yTBep>xaeHun TpeboBaHUM K cpeacTteam
9NEKTPOHHOW noanucu n TpeboBaHUM K cpeacTBamM yaoCTOBEPAOLWEro LeHTpa” (¢
N3MEHEHNAMWN 1N A0MNOSIHEHNAMMN)

Pepakuna ¢ nameHeHmAamm N 179 ot 13.04.2022

MHdopmauma 06 namMeHeHunnAX:

lNpnka3 nameHeH ¢ 1 ceHTAbpsa 2021 r. - [Npuka3z ®CH Poccum ot 13 anpensa 2021 r. N 142
Cm. npeabiayLyyro peaakuymo

Mpukas PCB PD ot 27 pekabpa 2011 r. N 796
" 06 yTBepxaeHun TpeboBaHUM K cpeacTBaM 3/1IEKTPOHHOU noanucu u Tpe6oBaHUn K
cpeacTBam yaocToBepAlowero ueHTpa”

C n3ameHeHUAMM U AONOJSIHEHUAMM OT:

4 pekabpa 2020 r., 13 anpena 2021 r., 13 anpena 2022 r.

B cooTBeTcTBUM € HacTblo 5 cTaTen 8 denepanbHOro 3akoHa ot 6 anpena 2011 r. N 63-
®3 "O6 aneKTPOHHOM NnoanucK™* NpukasbiBalo:

1. YTBEPAUTS:

TpeboBaHMA K cpeacTBam 3N1IEKTPOHHOM nognucu (npunoxxedne N 1);

TpeboBaHMA K cpeacTBam yaoctoseparowero ueHTpa (npunoxxexHve N 2).

2. HactoAwwmn npunkas gencrteyeT Ao 1 AHBapa 2027 r.

OupekTop A. BopTHUKOB

* CobpaHune 3akoHopaTtenbcTtBa Poccuickon depepauunm, 2011, N 15, ct. 2036; N 27,
cT. 3880.

3apeructpmpoaHo B MuHiocte PO 9 pespana 2012 r.
PernctpaunoHHbin N 23191

MpunoxeHue N 1
K rnpukasy ®Cb PP
oT 27 pekabpa 2011 r. N 796

Tpe6oBaHUA K cpeacTBam 3/IEKTPOHHOM NoANUCHU

C U3MeHeHUAMMU U AONOSIHEHUAMM OT:

4 pekabpa 2020 .
|. O6Lwwume NonoXxeHun

1. HactoAawwme TpeboBaHmA paspaboTaHbl B COOTBETCTBUM ¢ DenepasibHbiM 3aKOHOM OT
6 anpenA 2011 r. N 63-O3 "O6 anekTpoHHOW noanucu” (panee - MefepasnbHblA 3aKOH).

2. B HacToAwmx TpeboBaHMAX WCMONbL3YIOTCA Ccregylowme OCHOBHbIE MOHATUA,
onpeneneHHble B ctatee 2 MeaepanbHOro 3akoHa:

1) snekTpoHHaa nognuce (ganee - Al) - Hopmauna B 3NEKTPOHHON bopmMe, KoTopaA
npucoeanHeHa K Apyrov MHpopmaumm B aNeKTPoHHOW dhopMe (noanvcbiBaeMon Hopmaumm)
nan uHbiM 06pa3oM cBA3aHa C TakoM WHGopMaumen m KoTopaA Wcnonb3yeTcA pnnA
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onpeaeneHna nuua, NoANMCbIBaoLWEro MHopMaLuo;

MHdopmauma 06 nameHeHnsAX:

lMoanyHKT 2 nameHeH ¢ 11 AaHBapa 2021 r. - Npuka3z ®CHb Poccun ot 4 gekabpa 2020 r. N
555

CwMm. npeabigyLLyto peaakuymo

2) ypoctoBepsAwwmA LUeHTp (nanee - YL) - opuonyeckoe nvuo, MHOMBUAYaNbHbIN
npegnpuHMMmatens nNnMbo rocynapCTBEHHbIA OpraH WNM opraH MeCTHOro camoynpasBfieHuA,
ocyulecTenAlWmMe PyHKUUM NO CO3AAHNI0 U Bblaave cepTudunkaTos knoyen nposepkn 3l a
TakXXe UHble PyHKUUKM, NpeaycMoTpeHHble DeaepanbHbIM 3aKOHOM;

3) kntoy 3l - yHMKanbHaA nocnenoBaTeNlbHOCTb CMMBOJIOB, NpefHa3HadeHHaA anA
cospanua 3lT;

4) knwo4 nposepku 3l - yHMKanbHaA nocnenoBaTesibHOCTb CUMBOJSIOB, OAHO3HAYHO
cBA3aHHaA ¢ kmw4dom Il 1 npegHasHayeHHaAa pnAa npoBepku nognanHHoctn Al (manee -
nposepka 3Al);

5) cpeactea Al - wudpoBanbHble (KpynTorpauyeckne) cpeacrtsa, UCMOob3yemble
onAa peanusauum xota 6bl 0OHOM U3 crefyowmx yHKUuM: co3pgaHne 3Ol, nposepka 3,
cosgaHue kno4da 3l n knova nposepkun 31,

6) ceptudukar knio4va nposepku Il - 3NEKTPOHHbLIA JOKYMEHT WUAN OOKYMEHT Ha
OyMa>kHOM HocuTene, BbloaHHble YL nubo posepeHHbIM nvudom YL v noatBepxpatowme
NPUHAANEXHOCTb Ktoya nposepkn Il Bnagensuy ceptudukaTa kno4da nposepku 3.

3. Hactoawwme TpeboBaHuA yCcTaHaBMMBAOT CTPYKTYPY W copep>XaHue TpeboBaHun K
cpencTteam 3l1.

4. HactoAawme TpeboBaHMA npefHasHayeHbl AN1A 3aKa3yukoB U pa3paboTyMkoB
paspabaTbiBaembIxX (MOgepHU3Mpyembix) cpeacTts Al npy nx B3aMmogencTsum mMexxay cobon,
C opraHu3aumamu, NPoBOAALMMU KpunTorpaduyeckue, MHXEeHepHo-KpunTorpaguieckune u
crneuuyansHble nccneposaHuA cpeacts Al, ®CB Poccun, ocywecTBnawwen noaTeepXaeHme
cooTBeTcTBMA cpeacTsB Al HacToAwmMM TpeboBaHMAM.

5. HactoAwme TpeboBaHMA pacnpocTpaHAloTcA Ha cpeactea JOll, npegHa3HadeHHble
ON1A UCnonb3oBaHUA Ha Tepputopumn Poccurickon depepaumn, B ydpexaeHuax Poccunckon
depepaumn 3a pybexoMm M B HaxogAwmMXcA 3a pybexkom 060Cob6neHHbIX nogpasgeneHnAx
IOPUONYECKMX L, 06pas3oBaHHbIX B COOTBETCTBMM C 3akKoHOOATENbCTBOM Poccuinckoun
depepaunn.

6. K cpeactBam 3l1 B yactm ux paspaboTku, NpouM3BOACTBa, peanusaumm wu
aKcnnyatauuu npeabABnAlTcA TpeboBaHuA, 3akpenneHHble [lonoxeHvem o paspaboTke,
NPOW3BOACTBE, peanusaummn 1 sKcnayaTaumm wmpoBanbHblX (KpuntTorpagpuyecknx) cpeacTs
3awmTbl nHpopmauuu (Monoxenne MNK3-2005), ytBep>aeHHbIM npukazom GCB Poccum ot 9

doeBpana 2005r. N 66 1 (c naveHennamvn, BHeceHHbIMK rpnkasom ®CB Poccum oT 12 anpena

2010r. N 173 2, ONA wudpoBasnbHbIX (KpunTorpaunyecknx) cpeacTs 3awmTbl MHOpMaUUmK C
OrpaHUYeHHbIM OO0CTYNOM, He coAepXXallen CBeOeHWW, COCTaBNAIOWMX OCyAapCTBEHHYIO
TanHy.

1 3apeructpuposaH MuHioctom Poccum 3 mapTta 2005 r., peructpaumoHHbii N 6382.
2 3apeructpuposaH MuHioctom Poccum 25 mana 2010 r., permctpaumoHHbii N 17350.

7. TpeboBaHMA K TEXHOMOrMAM co3aaHua (hopMmnpoBaHnA) n nposepkn 3l ¢ NOMOLLbLIO
cpeactBa 3l ykasblBalOTCA B TAKTUKO-TEXHUYECKOM 3a[aHUN UK TEXHUYECKOM 3aJaHuu Ha
npoBefeHne OMNblITHO-KOHCTPYKTOPCKOW paboTbl MAM COCTABHOW 4YacCTu OMNbITHO-
KOHCTPYKTOPCKON paboTbl nNo paspaboTke (mMopepHusauuun) cpeactsa Ol (pnanee - T3 Ha
paspaboTky (MogepHu3auuto) cpeacrtaa JAl).
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Il. Tpe6oBaHuA K cpeacteam Al

8. MNpwu cozpaHum 31 cpeactaa Al QONMKHbI:

- nokasblBaTb /iUy, NOANUCHLIBAKOWEMY 3NEKTPOHHbIN LOKYMEHT, coepXXaHue
MHpopMaLMm, KOTOPYHO OH NoANuCbLIBaeT l;

- cogpgaBaTb Il ToONbKO Nocne NoATBEPXAEHNA NULOM, NOANUCHIBAIOWMM 3N1EKTPOHHbIN
OOKYMEHT, onepaumm no cosgaHuio Ol 1;

- 0QHO3Ha4HO NokasbiBaTtb, 4TO Al co3paHa 1.

1 PeanmsyeTCH B TOM 4ucne C ucnosb3oBaHMeMm annapartHbiX U NporpaMmmMHbIX CpencTts, COBMECTHO C
KOTOpbIMWU WITATHO PyHKUMOHMPYIOT cpenctea 31 M KOTOpble CNOCOOHbI MOBAWATH Ha BbIMNOMHEHWE
npepbaABnAembix K cpegcteam 3l TpeboBaHWMA, B COBOKYMHOCTM MPeacTaBnaloWwmx cpegy OyHKUMOHMPOBAHMWA
cpencts Al (nanee - CO).

9. Mpwn nposepke Al cpenctea Al AOMKHbI:

- NOKa3blBaTb COAEPXKAHNE SNEKTPOHHOIO AOKYMEHTA, nognucaHHoro Ol l;
- NoOKasbiBaTb MH(OPMALNIO O BHECEHUN U3MEHEHUIA B MNOANUCAHHbIN Il 9NEKTPOHHbIN

LOKYMEHT L.

- yKa3blBaTb Ha Jnuo, C WuUCnoJib3oBaHMemM Kiio4a ol KOTOPOro nopgnucaHbl

QJIEKTPOHHbIE OOKYMEHTbI l.

1 PeanuayeTcA B TOM 4uMcne C UCMOMb30BaHMEM annapaTHbIX WU NPorpaMMHbIX CPeacTB, COBMECTHO C
KOTOpPbIMW WITATHO (PYHKUMOHMPYIOT cpenctBa A M KOTopble CNOCOGHbI MOBAWATL Ha BbIMNOHEHWE
npenobaABnAembix K cpeacteam 3l TpeboBaHWMA, B COBOKYMHOCTM MPeacTaBnAlWmMX cpeay hyHKUMOHMPOBAHWA
cpenct 3l (nanee - CD).

10. TpeboBaHuA NyHKTOB 8 1 9 HacToAWMX TpeboBaHUN He NPUMEHAIDTCA K CpeacTeam
3Ol1, ncnonb3yembiM ANA aBTOMATUYECKOro co3gaHna u (Unv) aBToMaTndeckon nposepkn Al B
MHGOPMAUVOHHON CUCTEME.

11. CpeactBa 3l poMmMKHbI NPOTMBOCTOATL Yyrpos3am, MpeacTasfiAlWwmMM cobon
ueneHanpaefieHHble OeUCTBUA C UCMOb30BaHMEM annapaTtHbIX U (W) NPorpaMMHbIX CPeacTB
C Uenblo HapyweHnA 6e3onacHoOCTM 3awmwaemon cpegctsom Ol nHopmaumm Unm ¢ Lenbio
cOo34aHuA yCrnoBUM ONA 3TOro (ganee - ataka).

12. B 3aBUCUMOCTM OT CMNOCOBHOCTEN MNPOTUBOCTOATH aTtakam cpepcTtsa Oll

nogpas3nenArTcA Ha KriaccChbl 1.

Heobxoaumbin knacc paspabaTbiBaeMoro (mopoepHuampyemoro) cpenctsa Ol onpepenaetca
3akasumkom (paspaboTtumkom) cpenctea Ol nyTem onpeneneHvsa BO3MOXHOCTEN OCYLEeCTBNATb CO3h4aHue
crnocoboB arak, MOAroTOBKY M MPOBEAEHMEe aTak Ha OcHoBe MyHKTOB 13-18 HacTtoAwmx TpeboBaHun W
ykasblBaeTcA B T3 Ha pa3paboTky (MoaoepHusaumio) cpeactaea All.

13. CpenctBa 3l knacca KC1l npoTUBOCTOAT artakam, MNpyv CO34aHUM Cnocobos,
NOAroTOBKE M NPOBEAEHNN KOTOPbIX UCMONb3YKOTCA Creaywme BO3MOXXHOCTU:

13.1. CamocToATeNbHOE OCYyLeCTBNEHME CO34aHMA CNocobO0B aTak, MoAroTOBKU W
npoBefeHnA aTak.

13.2. lencTBUA Ha pasfNYHbIX 3Tanax XXM3HeHHOro uykna cpeactsea Ol 2.
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2 K atanam >wusHeHHOro umkna cpenctea Ol OoTHocATCA paspaboTka (MoOepHU3aumsa) yKasaHHbIX
CpPeacTB, UX NPOU3BOACTBO, XpaHeHue, TPaHCMOPTMPOBKA, BBOA, B 3KCMyaTtaumio (MyckoHanapo4dHble paboTsl),
aKcnnyaraums.

13.3. lpoBepeHne aTaku TONMbKO W3BHE MNPOCTPAHCTBA, B npedenax KOToporo
OCYLLEeCTBNAETCA KOHTPONb 3a npebbiBaHMEM W OeUCTBUAMU Nny, U (MNK) TPaHCNOPTHbIX

cpencTB (aanee - KOHTPOMpyemas 30Ha 3

3 [paHMLen KOHTPOAMPYEMOW 30Hbl MOryT ObiTb: MEPUMETP OXPaHAEMON TeppuTopuW MpeanpuATUA
(yypexxpeHus), orpakaatolme KOHCTPYKLMM OXPaHAEMOro 34aHuA, OXpaHAEMOW YacTu 34aHusA, BblAeSIEHHOro
MoMelLLEeHMA.

13.4. lNpoBeneHne Ha aTanax pa3paboTKn, NPON3BOACTBA, XPaHEHWNA, TPAHCMOPTUPOBKN
cpeacts 3l u atane BBOga B aKcnnyataumto cpeactB 3l (MyckoHanagoyHble paboThbl)
crneaylowmx aTak:

- BHECEHNE HECaHKUMOHMPOBAHHbIX U3MEHeHUN B cpeactBo Al n (Mnn) B KOMAOHEHTLI
Cd, B TOM Yncne ¢ UCnonb30BaHNEM BPEAOHOCHbIX Nporpamm;

- BHECEHME HECAHKLMOHVUPOBAHHbIX M3MEHEHUI B AOKYMEHTauuo Ha cpeacteo Al v Ha
KOMMOHeHTbI CO.

13.5. NpoBeneHne aTtak Ha cnepyowme o6beKTbI:

- DOKyMeHTauuio Ha cpeactBo Al 1 Ha KOMNOHEHTbI CO;

- 3almaemMble ANIeKTPOHHbIE AOKYMEHTbI;

- K/IOYEBYIO, ayTEHTUULIMPYIOLLYIO 1 NapOsIbHYO MHopmauuio cpenctea 3l;

- cpencTso Al 1 ero nporpammHble 1 annapaTHble KOMMOHEHTHI;

- annapaTtHble cpeacTBa, BxogAwme B CO, BKAYaA MUKPOCXEMbl C 3anuCaHHbIM
MUKpokoaoM BIOS, ocywecTBnAWEN NHULMaNM3aumio 3TMX CpeacTs (ganee - annapaTtHble
KOMMOHEHTbI CD);

- NporpamMmmHble KOMMOHEHTbI CO;

- DaHHble, NepefaBaemMble Mo KaHanaMm CBA3Y;

- MNOMELLEHMA, B KOTOPbIX HAXOAUTCA COBOKYMHOCTb MPOrpamMMHbIX N TEXHUYECKUX
3N1EMEHTOB cUCTEM 06pabOoTKN AaHHbIX, CMNOCOOHbLIX (PYHKLMOHNPOBATL CAMOCTOATENLHO UK B
cocTaBe opyrux cuctem (ganee - CBT), Ha KoTopbIX peanu3oBaHbl cpenctea 3l u CO;

- UHble 06BbEKTLI aTak, KOTOpble NPU HEO6XOANMOCTW yKasbiBaloTCA B T3 Ha pa3paboTky
(mogepHusaumo) cpeactesa A1 € y4eTOM WUCMOMAb3YyEMbIX B MHGOPMALMOHHOM CUCTEME
WHPOPMALIMOHHBIX TEXHONOrMn, annapaTtHbix cpeactB (manee - AC) m nporpamMMHOro
obecneyenuna (ganee - MO).

13.6. Nony4eHne cnepyowen NHopMauunm:

- obwmx ceegeHnin 06 MHGPOPMAaLIMOHHON CUCTEME, B KOTOPOM UCNOMb3yeTCA CPeacTBOo
Ol (HasHayeHme, cocTaB, onepaTop, 0ObLEKTbl, B KOTOPbIX pa3MelleHbl pecypchbl
MHGOPMALVOHHON CUCTEMBI);

- cBeAeHnn 06 MHGOpMaLMOHHBLIX TexHonornAx, 6asax gaHHbix, AC, MO, ncnonbayembix
B MHGOPMALMOHHOWN CUCTEME COBMECTHO CO cpeacTBom IlT;

- CBeAeHU 0 (hM3NYECKUX Mepax 3awmnTbl OOBEKTOB, B KOTOPbIX pa3MeLleHbl cpeacTsa
aolT;

- cBeJeHnn o mMmepax MO obBecnevyeHU KOHTPONUPYEMOW 30Hbl OOBHLEKTOB
WHOPMaLVOHHOW CUCTEMbBI, B KOTOPOU MCnonb3yeTcA cpeacTtso Oll;

- CBeOeHun 0 Mepax no pasrpaHnYeHnto AOCTyna B NOMELLEHMA, B KOTOPbIX HAaX0AATCA
CBT, Ha koTopbIx peanunaoBaHbl cpeactea 3 u CO;

- cogepXkaHuA HaxopAlencA B CBOOOAHOM AOCTyMne AOKYMEeHTauuMm Ha annapaTHble U
nporpamMmmMHble KOMNOHeHTbI cpeacTea Al n CO;
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- obwmx cBegeHunM O 3awuwaemMon UHgopmaumu, UCNonb3yeMon B npouecce
akcnnyatauum cpeactea Il;

- BCEX BO3MOXHbIX OaHHbIX, NepefaBaemMblXx B OTKPbITOM BUAE MO KaHanam CBA3U, He
3alMLLEeHHbIM OT HeCaHKUWOHMpoBaHHOro poctyna (manee - HC[L) Kk wHpopmauwnm
OpraHM3aunoHHO-TEXHUYECKMMN Mepamu;

- CBEOEHNN O NIMHUAX CBA3W, NO KOTOPbIM nepepaeTcA 3awmwaeman cpenctsom Ol
MHpopmaumsa;

- CBeOeHun 060 Bcex MPOoABMAKOWMXCA B KaHanax CBA3W, He 3awmuweHHbix ot HC K
MHOpMaUUM OpraHN3aLMOHHO-TEXHUYECKUMU MepaMu, HapyLeHWAX npaswusi 3KcnayaTaumu
cpenctea AN un CO;

- cBefeHun 060 BCcex MPOABMAKOWMXCA B KaHanax CBA3W, He 3awmueHHbix oT HCO K
MHopMaLUM OPraHU3aUMOHHO-TEXHUYECKMMN MEPaMU, HEUCMPABHOCTAX M cO0AX annapaTHbIX
KomnoHeHToB cpeacTtaa Il n CD;

- CBedeHWin, nosyvyaemblX B pedynbTaTe aHanusa NiobblX CUrHanoB OT annapaTHbIX
KoMmnoHeHToB cpeacTea Ol n CO, KOTopble MOXET NepexBaTUTb HaPYLINTESb.

13.7. icnonb3oBaHue:

- HaxopgAwmxcA B cBOBGOOHOM [OCTYyNne WM UCNONb3YyeMblX 3a npegenamm
KOHTponupyemon 30Hbl AC u O, Bknw4aAa annapaTHble W MNpOorpamMHble KOMMOHEHTbI
cpenctea AN un CO;

- cneumanbHo paspaboTaHHbix AC u IM0O.

13.8. Vicnonb3oBaHue B Ka4ecTBe cpeapbl nepeHoca oT cybbekTa K 06bekTy (0T o6bekTa
K CyOBbEKTY) aTaku OeNCTBUIA, OCYLIECTBAAEMbIX NPU NOoAroToBke U (MNK) NPOBEAEHUN aTakun
(oanee - kaHan aTakw):

- He 3awuueHHbix oT HCO K uHgopmauum opraHn3auMOHHO-TEXHUYECKUMU MepamMu
KaHanoB CBA3WN (KakK BHE KOHTPONMPYEMOW 30Hbl, TaK W B ee npegenax), nNo KOTOpbIM
nepepaetca sawmwaeman cpeagctsom Il nHgopmaumsa;

- KaHanoB pacnpoCTpaHeHWA CUrHanoB, COMNPOBOXAAKWUX (PYHKLMOHMPOBaHNE
cpenctea AN u CO.

13.9. lNpoBeaeHne aTtakm U3 MHPOPMALMOHHO-TENTEKOMMYHUKALMOHHBIX CETEN, A0CTYN
K KOTOPbIM HE OrpaHnyeH onpeaeneHHbIM KPpyrom Jin,.

13.10. Wcnonbsosanne AC un O mn3 coctaBa Cpeacts WMHPOPMALMOHHON CUCTEMBI,
ncnonb3yembliXx Ha MecTax akcnnyaTtaumm cpeactsa Ol (manee - wTaTHble CpeacTsa) U
Haxo4AWMXCcA 3a npeaenaMmm KOHTPONVUPYEMON 30HbI.

14. CpepctBa 31 knacca KC2 npoTUBOCTOAT artakam, Npyv CO34aHUM Cnocobos,
NnoaroToBKe W MNPOBEAEHUN KOTOPbIX WCMOMAb3YIOTCA BO3MOXHOCTW, MNEPEYUCTIEHHbIE B
noanyHktax 13.1 - 13.10 HacToAwwmx TpeboBaHuW, W cregyrowme [OMONHUTENbHbIE
BO3MOXXHOCTH:

14.1. lMpoBeaeHne aTaku MpU HaxXOXAEHUW KakK BHe npenenoB, Tak U B npegenax
KOHTPONVPYEMOW 30HbI.

14.2. icnonb3oBaHue WTATHbIX CPEACTB, OrPaHMYEeHHOE Mepamu, peasiM3oBaHHbIMU B
WHOPMaLVOHHOW cuUcTemMe, B KOTOPOM mucnonbdyetcA cpencteso Ol1, M HanpaBfeHHbIMU Ha
npegoTBpaLleHne n npeceyeHne HeCaHKUMOHMPOBAHHbIX AENCTBUNA.

15. CpepnctBa 3l1 knacca KC3 npoTUBOCTOAT aTtakam, MpyM Co3daHum Ccnocobos,
noaroToBKe W MNPOBEAEHUN KOTOPbIX WCMOMb3YIOTCA BO3MOXHOCTW, MNEPEYUCTIEHHbIE B
nognyHkTax 13.1 - 13.10, 14.1, 14.2 HacToAwmMx TpeboBaHuin, N cnegytowme OONOSHUTESNbHbIE
BO3MOXXHOCTH:

15.1. Joctyn k CBT, Ha KOTOpbIX peanu3oBaHbl cpeactso Al n CO.

15.2. BO3MOXHOCTb pacnonaratb annapatHbiMKU KOMNoHeHTamn cpeactea Al n CO B
obbeme, 3aBucAWEM OT Mep, HanpaBfieHHbIX Ha npefoTBpalleHne n npecedeHue
HEeCaHKUVOHMPOBAaHHbIX OENCTBUN, peanm3oBaHHbIX B MHPOPMaUMOHHON CUCTEME, B KOTOPOW
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ncnonb3yetca cpeactso All.

16. CpeactBa 3l knacca KBl npOoTMBOCTOAT arakam, MNpuv Co3haHum Cnocobos,
NOArOTOBKE U MNPOBEAEHUUN KOTOPbIX WCMOMAb3YOTCA BO3MOXHOCTWU, MEPEYUCSIEHHbIE B
nognyHkTax 13.1 - 13.10, 14.1, 14.2, 15.1, 15.2 HacToAwmx TpeboBaHwun, U cnepyrowme
OOMNONHUTENbHBIE BO3MOXHOCTI:

16.1. CospaHme cnocoboB aTak, NoaroToBka WM NpoBedeHMe aTak C MpuBEeYeHUeEM
cneumanncToB, MMEIOLWMX ONbIT pa3paboTkn n aHanuaa cpeacts Ol1, BKNKOYaA cneumannctoB
B 06n1acTu aHann3a cUrHanos, ConpoBoXKaaroWwmx yHKLumMoHnposaHme cpenctea Al n CO.

16.2. lNpoBeneHve nabopaTopHbIX uccnenosaHun cpenctea 3l, ncnonb3yemoro BHe
KOHTPONMPYEMOW 30HbI, B 06beMe, 3aBUCALLEM OT Mep, HanpaBfieHHbIX Ha NpeaoTBpaLLeHme U
npeceyeHne HeCaHKUMOHMPOBAHHbIX AENCTBUI, peanin30BaHHbIX B MIHOPMaLUMOHHON cUcTeMe,
B KOTOPOW nucnonb3yeTca cpencteo All.

17. CpeactBa 3l knacca KB2 npoTMBOCTOAT aTakam, npu CO34aHuMM Cnocobos,
NOAroTOBKE U MNPOBEAEHUUN KOTOPbIX WCMOMAb3YIOTCA BO3MOXHOCTWU, MEPEYUCSIEHHbIE B
nognyHktax 13.1 - 13.10, 14.1, 14.2, 15.1, 15.2, 16.1, 16.2 HacToAwmx TpebosaHun, n
cnepyowme AonoSHNTENbHbIE BO3MOXHOCTU:

17.1. Co3paHue cnocoboB aTak, MOAroTOBKa W MpOBedeHMe aTak C MNpuUBEYEHNEM
crneumanncToB, UMeIoLWMX onbIT pa3paboTkn n aHanusa cpeacts Ol1, BKNOYaA cneuvanncTos
B o6nacTm MCNonb3oBaHMA 017 peann3aumm aTtak BO3MOXHoOCTen npuknagHoro 1O, He
ONUCaHHbIX B AOKYMeHTaumn Ha npuknagHoe 0.

17.2. TlocTtaHoBka paboT NO CO3[aHMIO CnNOCoOB6OB WM CPeACTB aTak B HayyHo-
nccnenoBaTenbCKUX LEHTpax, cneunanusupylowmxca B obnactm pas3paboTkm M aHanmsa
cpencts Al u CO.

17.3. BO3MOXHOCTb pacnonaraTb UCXOAHbIMU TekcTamu BxogAawero B CO npuknagHoro
Mo.

18. CpeactBa 3l knacca KAl npOTMBOCTOAT arakam, nNpyv CO34aHMM Cnocobos,
NOAroTOBKE U MNPOBEAEHUN KOTOPbIX WCMOMAb3YIOTCA BO3MOXHOCTWU, MEpPevYnC/ieHHble B
nognyHkrtax 13.1 - 13.10, 14.1, 14.2, 15.1, 15.2, 16.1, 16.2, 17.1 - 17.3 HacTOAWMX
TpeboBaHuin, 1 cregytolme AONONHUTESbHbIE BO3MOXHOCTMU:

18.1. Co3paHue cnocoboB aTak, MOAroTOBKAa W MPOBEeAEHME aTakK C MNpUBNEYEHUNEM
crneunanucToB, UMEKLWMX OnbIT pa3paboTkn 1 aHanusa cpeacts Al, BKNoYaa cneunannucTos
B ob6nactm WCMNonb3oBaHWA ANA peanu3aumm aTtak BO3MOXXHOCTeW cuctemHoro [10, He
ONUCaHHbIX B AOKYMEHTaumn Ha cuctemHoe MO.

18.2. BO3MOXXHOCTb pacnosiaraTb BCeN JOKYMEHTauuen Ha annapaTHble U NporpaMmHble
KOMMOHeHTbI CO.

18.3. BO3MO>XXHOCTb pacnonaratb BCEMU annapaTHbIMXU KOMMOHEHTaMn cpenctea 3l n
Co.

19. B cny4ae peanusaumun B cpenctee Ol dyHkumm nposepkn 3Ol 3N1EKTPOHHOro
OOKYMEHTa C MCNONb30BaHMEM cepTudukaTa knoda nposepkn Il aTa peannsauma OOMKHA
WCKNMIOYNTb BO3MOXKHOCTb npoBepkn 3l 3neKTpoHHOro AokymeHta 6e3 nposepku 3l B
cepTudmkaTe kno4da nposepkn 3l nnm 6e3 HanMyYMA NONOXUTENBbHOIO pe3ysbTaTa NPOBEPKU
Ol B cepTudunkaTte kntoda nposepkun AlT.

MHdopmaumsa 06 nameHeHnsAX:
[MyHKT 20 nameHeH ¢ 11 aHBapa 2021 r. - [Npuka3 @CE Poccum ot 4 gekabps 2020 r. N 555
CwMm. npeabiayLLyto peaakumio

20. lNpwn paspaboTke cpencts A1 AOMKHbI UCMONL30BaTbCA KpunTorpauyeckmne

anropuTMbl, YTBEPXOEHHble B Ka4yecTBe rOCyOapCTBEHHbIX CTaHOApTOB WA MMetowme
nonoXxutenoHoe 3aknw4vyeHne PCB Poccum no pesaynbTataM MX IKCMNEPTHbIX

KpunTorpadunyecknx nccrnenoBaHui L
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1 MoanyHKT 25 nyHkTa 9 Monoxenna o depnepanbHon cnyxbe 6e3onacHocTn Poccurickon depepaumn,
yTBepXXaeHHoro Ykasom [lpesnpeHta Poccuinickon ®epepaumm ot 11 aerycta 2003r. N 960 (CobpaHue
3akoHogaTenoscTBa Poccuinckon ®epepaumn, 2003, N 33, cT. 3254; 2018, N 28, cT. 4198) (nanee - MNMonoxeHne o
®CB Poccuwm).

21. NHxeHepHo-kpuntorpadpudeckaa 3sawurta cpencrsa 3l OO/mMKHA WCKIOYUTb
cobbITVA, NPMBOAALLME K BOSMOXXHOCTU NPOBEAEHMA YCNELWHbIX aTakK B YCNOBMAX BO3MOXHbIX
HeucnpaBHOCTEN wunM cboeB annapaTHOro KOMMOHeHTa cpepactBa 3l mnu annapaTHOro
komnoHeHTa CBT, Ha KOTOpOM peanu3oBaHO nporpaMmmHoe cpenctso All.

22. B cpenctee 3l oonkHbl 6bITb peann3oBaHbl TONbKO 3aaaHHble B T3 Ha pa3paboTky
(MogepHu3aumio) cpeactsea Il anropnTMbl PyHKLMOHMPOBaHMA cpeacTea All.

23. TlporpaMmHbIn KOMMOHEHT cpenctBa 31 (B cnydae HanmMumAa nNpoOrpamMmHoOro
KOMMoHeHTa cpeacTea Ol1) AomKeH yaoBNeTBOPATbL Cnenyowmm TpeboBaHNAM:

- 0OBbEKTHbIN (3arpy304Hblil) KOA4 MPOrpaMMHOro KOMMOHeHTa cpeactsa Ol pomkeH
COOTBETCTBOBATb €ro UICXOAHOMY TEKCTY;

- B NPOrpaMMHOM KOMMOHeHTe cpeactBa Al AoMMKHbI UICNONb30BaTLCA NPU peanusaunm
TONIbKO OMNWCaHHble B AOKYMEeHTauuu QyHKUUN nporpaMmmHON cpeabl, B KOTOPOU
byHKUMOHMpPYeT cpenctao Ol;

- B MWCXOAHbIX TeKCTax NporpaMMHOro KoMnoHeHTa cpeactBa 3l [AOMXKHbLI
OTCYyTCTBOBaTb BO3MOXHOCTUW, MO3BONAKOWME MOAUPUUMPOBATL WNIN UCKaXKaTb anropuTM
paboTbl cpenctea Ol B npouecce ero UCMNofb3oBaHWA, MOAUUUMPOBATL WU UCKaXKaTb
WHPOPMaAUMOHHbBIE UNWN ynpaBnAwwWwWMe NOTOKM M NPOLECCHI, CBA3aHHble C
byHKUMOHMpOBaHnem cpepactea 31, M nonyyaTb HapywuTenAM [OCTYN K XpaHAWeWcA B
OTKPbITOM BMAE KIOYEBOW, NOEHTUMPUKALUNOHHON U (M) ayTeHTUUUUpyowen nHdopmaunm
cpenctea Il

- 3Ha4YeHMA BXOOHbIX M BHYTPEHHWX MapamMeTpoB, a TakXe 3HayeHuA napameTpoB
HaACTPOEK MPOrpamMMHOro KOMMOHeHTa cpeacTtsa 3l HE [OMKHbI HEraTUBHO BAMATL HA €ero
OYHKLUMOHMPOBAHME.

24. B cnyvae nnaHvpoBaHuA pasmelleHva cpencts A1 B nomeweHnAx, B KOTOPbIX
NPUCYTCTBYET peyeBad akyCcTUyeckasa U BuayasbHaA MHGopMauuA, cogepkallasa cBeaeHuA,
COCTaBNAKOLWMNE rOCYAapCTBEHHYIO TauHy, U (Unm) yctaHoBneHbl AC 1 cuCTeMbl npuema,
nepegadn, obpaboTKU, XpaHEHUA M OToOpaXkeHUA WHgopMaumK, cogepkawen cBefeHuA,
cocTaBnAalwmMe rocyaapcTBeHHyto TanHy, AC MHOCTpaHHOro nNPOM3BOACTBA, BXOAAWME B
cocTtaB cpencts Oll, OOMKHbI OblITb MNOABEPrHYTbl MpPOBEpKamM MO BbIABMEHUIO YCTPOUCTB,
npegHasHa4YeHHbIX A1A HErNacHoro Noay4YeHna nHopmauunu.

B cnyyae nnaHnpoBaHuA pasmelweHnA cpeactB 31 B NOMELWEHUAX, B KOTOPbIX
OTCYTCTBYeT peyeBaA akycTuyeckaA W Bu3yanbHaA WHGOpMauudA, cogepXkalwaA cBeneHus,
COCTaBfAOWME rOCYyNapCTBEHHYI0 TanHy, U He ycTaHoBfieHbl AC ©n cuctembl npuema,
nepegayun, obpaboTku, XpaHEHUA U OTobpakeHuA WHopMaunn, copepkallen cBefeHuA,
COCTaBNAKOLWME roCyaapCTBEHHYIO TanHY:

- peweHne o nposegeHun nposepok AC MHOCTPaHHOrO MPOM3BOACTBA, BXOAALWMX B
coctaB cpeactB Al knaccoe KC1, KC2, KC3, KB1 n KB2, npuHuMaeTcA opraHuvsauunenu,
obecneymnBaroLen IKcnayaTaumio aaHHbIX cpencts Al;

- npoBepkn AC MHOCTpaHHOro NPOM3BOACTBA, BXOAALWMX B cocTas cpeacts Al knacca
KA1, npoBogATcA B 06A3aTeNibHOM nopsaake.

25. Cpencteo 3l OOMKHO NpoOBOAUTL ayTeHTUdMKauuio CybbekToB [ocTyna (nv,
npoueccoB) K 3TOMYy CPeaCcTBY, MPU 3TOM:

- NpU OCyLleCcTBeHMn goctyna K cpeactey Al ayTeHTupmkaumAa cybbekTa gocTyna
A0JKHA NPOBOAMTBLCA OO0 Hayana BbINOSIHEHNA NEPBOro OYHKUMOHANbHOrO MOAYA CpencTaea
art,
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- MexaHu3Mbl ayTeHTUuKauum AOO/MKHblI 6/0KMpoBaTh OOCTYN 3TUX CYOBbEKTOB K
dyHKUMAM cpencTea Al npu oTpuuaTesibHOM pe3ynbTaTe ayTeHTUmKaunu.

26. CpepnctBo Ol [OMKHO NPOBOAMTbL ayTEHTUMUKAUMIO NUu, OCYLECTBAAIOWMX
noKanbHbIM AOCTyn K cpeactay Al.

27. HeobxogoumocTb npoBeaeHnA cpeactsom 3l ayTeHTUdMKaumMm npoLeccos,
OCYLLECTBNAOWMX NOKaNbHbIA WM yOaneHHbln (ceTeBon) pocTyn K cpenctsy Ofll,
ykasbiBaeTcA B T3 Ha pa3paboTky (MogepHusaumto) cpeactaa Oll.

28. [Ina noboro BxoaALwero B cpencteo I MexaHmama ayTeHTUduKaumm OomKeH bbiTb
peann3oBaH MexaHW3M OrpaHW4YeHUA KonumyecTBa clheaylwux noapAn MNOMbITOK
ayTeHTUdUKaUMnm ogHOro cybbekTa OOCTyna, YNCNO KOTOPbIX He OOSMKHO ObiTb 60nblie 10.
Mpn NpeBbIWEHNN Yucna cnepylowux noapAa NonbITOK ayTeHTUdUKaumMm ogHoro cybbekTa
AOCTyna YyCTaHOBMEHHOrO NPeAenbHOro 3HavyeHuA A0CTyn 3Toro cybbekta K cpenctsy Ol
OOMKEH 61oKMpoBaTbCA Ha 3adaHHbin B T3 Ha paspaboTky (MoaepHusaumio) cpeactea Ol
NPOMEXYTOK BPEMEHN.

29. B cpegctBe 3l gomkeH ObiTb peann3oBaH MexaHu3Mm (Mpouenypa) KOHTPonA
uenoctHocTm cpeactea Ol n CO.

KOHTpO/b LLeNOCTHOCTU MOXET OCYLLECTBNATLCA:

- B Hayane pabotbl co cpeacteom 31 oo nepexopga CBT, B KOTOpOM peann3oBaHO
cpencteo 3l1, B paboyee cocToAHME (Hanpumep, 40 3arpy3kun onepaunoHHon cuctemol CBT);

- B XOOe pernameHTHbIX NpoBepok cpenctea A1 Ha MecTax akcnayaTauuu
(pernameHTHbIN KOHTPOSb);

- B aBTOMATUYECKOM pexume B npouecce GyHKUMOHUpoBaHuA cpeactea Ol
(AUHaAMUYECKUIN KOHTPOSb).

KOHTpOb LEeNOCTHOCTU A0/MKEH NPOBOAUTLCA B Havane paboTbl co cpeactsom M.

MexaHn3M pernameHTHOro KOHTPOA LENOCTHOCTU AO/MKEH BXOOUTb B COCTaB CPEACTB
arl.

30. AnAa cpencts 3l knaccos KC1 n KC2 Heob6xoanmMocTb NnpeabABEeHNA TpeboBaHU K
ynpaBieHnio OOCTYNOM N OYUCTKE MaMATU, a TakXe UX coaep>XaHue ykasbiBatoTcA B T3 Ha
paspaboTky (MogepHu3auuio) cpeactaea M.

31. B coctaB cpeacts 3l knaccos KC3, KB1, KB2 n KA1 nnn CO pomkHbl BXOAUTb
KOMMOHEHTHI, 06ecnevmsatome:

- ynpasfieHMe OOCTYNOM CYObeKTOB K pa3/iMyHbiM KOMMOHEHTamM W (Unuv) ueneBbiM
dyHkumAam cpeactea Al n CPO Ha OocHOBe MapameTpoB, 3a4aHHbIX aAMUHUCTPATOPOM WU
npounssoanTenem cpenctea Al (TpeboBaHMA K yKa3aHHOMY KOMMOHEHTY OMpenenAlTcA W
060CHOBbLIBAOTCA OpraHmn3aumein, NpoBoaALLeln nccnegosaHna cpeacrtea Al € LENblO OLUEHKU
cooTBeTCTBMA cpencTea Al HacToAwmM TpeboBaHMAM);

- OYMCTKY OnepaTuMBHOM W BHEWHEeW naMATW, ucnonbdyemon cpegcrtsom Il onAa
XpaHeHVA 3awumwaemMon uHdopmauum, npyu ocBoboXaeHuu (nepepacnpeneneHum) namaTu
nyTem 3anucum Mackupywuweun uHdopmMaumm (Cny4amHoOM UM nceBpocnydyamHom
nocnenoBaTesibHOCTM CUMBOJIOB) B NaMATb.

32. B coctas cpeacts Al knaccos KB2 n KA1 nnn CO gomxHbl BXOOUTb KOMMOHEHTHI,
obecneynBaroLme SKCTPEHHOE CTUPaHWE 3auLaeMon MHopMaLnm orpaHNyYeHHOro 4ocTyna.
TpeboBaHMA K peanun3aumMm W HAOEXHOCTU CTMpaHuMA 3aparTcA B T3 Ha pas3paboTky
(MogepHusaunto) cpepctaa Oll.

33. OnAa cpencts Al knaccos KC1 n KC2 Heob6xoanmMocTb NnpeabABNEHNA TpeboBaHU K
perucTpauum cobbiTUn U UX coaep)XaHne ykasbiBaloTcA B T3 Ha pa3paboTky (MoaepHM3auuio)
cpenctea Ill.

34. B coctaB cpepncte 3l knaccos KC3, KB1, KB2 n KA1 nomkeH BXoouTb MOAYIb,
NPOV3BOAAWMI (PUKCaUMIO B 3NIEKTPOHHOM XXypHane permctpaummn cobbituii B cpeactse 3l u
Cd, cBA3aHHbIX C BbINO/HEHMEM cpeacTBom Il cBOMX LeneBbiX (PYHKLMNA.
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TpeboBaHMA K yKasaHHOMY MOAYO U NepevYeHb PerncTpupyembix coObITUI
onpenenAlnTcA N 060CHOBBLIBAOTCA OpraHmM3aumein, nposoaaLen nccnegosanma cpeacrtea Ol
C Lenblo OLUEeHKN cooTBeTCcTBUA cpeacTtea Al HacToAwmm TpeboBaHMAM.

35. XypHan peructpauum cobblTUN [O/MKEH OblTb OOCTYNEeH TONbKO fuuam,
onpeneneHHbIM onepaTopoM MHGPOPMAaLMOHHON CUCTEMbI, B KOTOPOW UCMOMb3yeTCA CPeacTBO
O, UM ynonHOMOYEHHbIMM UM nnuamu. Mpyn 3TOM A0CTYN K XXYpHany peructpauum cobbiTnin
AOMKEH OCYLECTBAATLCA TOMbKO ANA NPOCMOTPa 3anvucen 1 And nepemeLwleHna cCoaepXmMmMoro
YXypHana permctpaumm cobbiTUN Ha apXVUBHbBIE HOCUTESN.

36. Cpok gencTtBuA Kio4va nposepku Il He OoMmKeH npeBbiWwaTh CPOK OEUCTBUA Kilto4va
3Ol 6onee yem Ha 15 ner.

37. TpeboBaHMA K MexaHU3My KOHTPONAA cCpokKa wucnosb3oBaHuA knwya Ofl,
6nokupytowero paboty cpeactsa Ol B crnyyae MONbITKU WUCMOMb30BAHWA KAOYa AOSblUe
3aflaHHOro cpoka, onpegenAlTcA paspaboTtynkom cpeactBa 31 m obocHOBbIBAOTCA
opraHusauuen, nposogAlen uccneposaHma cpeactea Al ¢ LENbO OLEHKM COOTBETCTBMA
cpepctBa Al HacToAwmMM TpeboBaHMAM.

38. Kpuntorpadguyeckme npoToKoMbl, obecrnedymBawowme onepaumm C KI4YeBoKn
nHdopmaumen cpenctea I, AOMKHbI ObITb peannu3oBaHbl HENOCPEACTBEHHO B cpeacTee Oll.

39. WUccneposaHunAa cpencts 3l ¢ uenbio oueHkM cooTBeTCcTBUA cpencTts Il
HacToAwmnM TpeboBaHUAM OOMKHbI MPOBOANTLCA C UCNONb3oBaHMeM pa3pabaTtbiBaembix PCH
Poccnn 4ncnoBbixX 3HAYEHMIA NapameTpPoB U XapakTEPUCTUK peanndyemblx B cpeactsax Ol

MexXaHM3MOB 3allTbl N annapaTHbIX U NporpaMmmMHbIX KOMMOHEHTOB Co l.

1 MoanyHKT 47 nyHkTa 9 MonoxeHna o ®Cb Poccun.

MpunoxeHue N 2
K npukasy ®Cb
oT 27 peKabpa 2011 r. N 796

Tpe6oBaHUA K cpeacTBaM yAOCTOBEPAIOLLEro LeHTpa

C U3aMeHeHUAMU U AONOJSIHEHUAMM OT:

4 pekabpa 2020 r., 13 anpena 2022 .
|. O6Lwme nonoXxeHud

1. HactoAawwme TpeboBaHmA paspaboTaHbl B COOTBETCTBUM ¢ DeepasibHbIM 3aKOHOM OT
6 anpena 2011 r. N 63-®3 "O6 anekTpoHHOW nognucun” (ganee - GegepanbHbIv 3aKOH).

2. B HacToAwwmx TpeboBaHMAX WCNOMNL3YIOTCA Crieylowme OCHOBHbIE MOHATUA,
onpepneneHHble B ctatbe 2 PenepanbHOro 3aKoHa:

1) anekTpoHHanA nognuvck (ganee - Al) - Hopmauna B INEKTPOHHOW bopMe, KoTopanA
npucoeanHeHa K Apyrov MHpopmaumm B aNeKTPOHHON dhopMe (noanucbiBaeMon nHopmaumm)
unn wnHbiM o6pasomM cBA3aHa C TakoW WHGOpMauuen m KoTopaA Wcnonb3yeTcA pAOnA
onpepneneHva nuua, NoanucbiBaoLwero MHpopmauuio;

MHdopmauma 06 namMeHeHnax:

lMoanyHKT 2 nameHeH ¢ 11 AaHBapa 2021 r. - lNpuka3z ®CH Poccum ot 4 gekabpsa 2020 r. N
555

CMm. npeabigyLLyto peaakumio
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2) ypoctoBepAwwmA LUeHTp (nanee - YL) - topuonyeckoe nvuo, MHOMBUAYaNbHbIN
npegnpuHMMmaTens nnMbo rocynapCTBEHHbIA OpraH WM opraH MeCTHOro camoynpasBfieHuA,
ocyLecTBNAOWME (PYHKUMN MO CO3AaHUIO U Bblaaye cepTuumkaTos knoder nposepkn M, a
Tak>Xe UHble PyHKUUKU, npeaycMoTpeHHble DeaepasnbHbIM 3aKOHOM;

3) cpeactea 3l - wupoBancHble (KpunTorpadpuyeckmne) cpeacrtsa, UCMNoAb3yemble
ANA peanusauumn xoTAa Obl OOHOM U3 cregyrowmnx PyHKUMN - cos3paHue 3l, nposepka 3ll,
cosganue kntoyda 3l n kno4va nposepku 31,

4) kntoy Al - yHUKanbHaA nocnegoBaTesNibHOCTb CUMBOJIOB, NpegHasHavYeHHaA anA
cospaHnua 31,

5) knto4y nposepku Il - yHUKanbLHaA NocnegoBaTenlbHOCTb CMMBOSOB, OAHO3HA4YHO
cBA3aHHaA ¢ knoyom Ol n npegHasHavyeHHaA AnA NpoBepku nognuHHoctn Ol (manee -
nposepka 3M);

6) cepTucdpukar ksoya npoBepku Il - INEKTPOHHLIM AOKYMEHT WM OOKYMEHT Ha
6yMa>KHOM HocuTene, BbloaHHble YL nubo posepeHHbIM nvuom YL v noatBepkpatowme
NPUHAANEXHOCTb Ktoya nposepkn Il Bnagenbuy ceptudukaTa knoda nposepku 3r;

MHdopmaumsa 06 n3amMeHeHnAX:

lMoanyHkT 7 nameHeH ¢ 11 AaHBapsa 2021 r. - lNpuka3z ®CH Poccum ot 4 gekabpsa 2020 r. N
555

Cm. npeabiayLyyro peaakuymo

7) KBanuduumpoBaHHbIN cepTudukaTt knw4ya nposepku Il (panee -
KBanMUUMPOBaHHbIN cepTudumkar) - ceptudumkart knoda nposepku 3l1, COOTBETCTBYIOLLNIA
TpeboBaHMAM, ycTaHOBNEHHbIM depepanbHbiM 3aKOHOM W UHbIMWA MNPUHUMAEMbIMU B
COOTBETCTBMN C HUM HOPMAaTMBHbLIMW NPaBOBbIMU aKTamMu, CO34aHHbIN akkKpeaMToBaHHbIM YL
nnbéo denepasnbHbiM OpraHoM WCNONHUTENIbHOMW BfacTW, YNOSIHOMOYEHHbIM B cdepe
ncnonb3oBaHuA 3l (nanee - ynoNHOMOYEHHbIV (heaepanbHbi OpraH), U ABMAKWUIACA B CBA3N
C 3TUM ohmumnanbHbIM AOKYMEHTOM;

8) Bnapeneuy ceptudukara ksroda nposepku 3l - nMuo, KOTOPOMY B YCTAHOBIEHHOM
depnepanbHbIM 3aKOHOM NOPAAKE BblAaH cepTumkat ktoya nposepkn 3l;

MHdopmaunsa 06 nameHeHnax:

lMoanyHkT 9 nameHeH ¢ 11 AHBapsa 2021 r. - lNpuka3z ®CH Poccun ot 4 gekabpsa 2020 r. N
555

Cm. npeabiayLyyro peaakuymo
9) akkpeautauma YL, - npusHaHue cooTteeTcTBMA YL| TpeboBaHmAM depepanbHOro
3aKoHa;
10) cpeactBa YL - annapaTHble 1 (W) NporpamMmmHble CpeacTBa, UCnonb3yemble AnA
peanusaumn pyHkumn YL;

MHdopmaumsa 06 nameHeHnAX:

lMoanyHkT 11 uameHeH ¢ 11 auBapa 2021 r. - [Mpukaz ®CB Poccum ot 4 gekabpsa 2020 r. N
555

Cm. npeabiayLyyro peaakuymo
11) y4yaCTHUKM 3JIEKTPOHHOro B3auMMOAEWUCTBMA - ocyuwecTBaAwowme obmeH
nHdopmaumen B 3INEKTPOHHOW hOpMe rocyfapCTBEHHble OpraHbl, OpraHbl MeCTHOro
camoynpasfieHunA, opraHn3aumn, HaAnBUAyanbHble NpegnpuHuMaTeny, a Takxxe rpaxaaHe;

WHdopmaumna 06 N3MeHeHNAX:

lyHKT 2 gonosnHeH nognyHKTom 12 ¢ 11 gaHBaps 2021 r. - [Npuka3 @CB Poccumn oT 4 gekabpA
2020 r. N 555

12) meTKa AOBEpPEHHOro BpeMeHU - IOCTOBEPHAA MHpopMaLmA B INEKTPOHHON bopme

O jJate M BpPEMeHU NOoANUCaAHUA 3NEKTPOHHOro AOKYMEeHTa 3NEeKTPOHHOW MOAMNUCHIO,
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co3gaBaeMaA U npoBepAemMan [OOBEPEHHOW TpeTben cTopoHou, YL, wvnu onepatopom
WHPOPMaLIMOHHON CUCTEMbI U MONy4YeHHaA B MOMEHT MOANMCAHUA 3/IEKTPOHHOro AOKyMeHTa
SﬂeKTpOHHOVI noanncbid B YCTaHOBJIEHHOM YMNOJIHOMOYEHHbIM qae,u,epaanblM opraHom
nopAgKe C WCMNONb30BaHMEM MPOrpaMMHbIX M (UNK) annapaTHbIX CPeACTB, MpoLwenwnx
npoueaypy NoaoTBepXXAEeHUA COOTBETCTBUA TPeboBaHNAM, YCTAHOBNEHHbIM B COOTBETCTBMN C

depepanbHbIM 3aKOHOM l.

lg COOTBETCTBMM C yacTbio 1.1 cTatbm 3 dDenepanbHOro 3akoHa oT 27 gekabpa 2019 r. N 476-03 "O
BHECEHUM nameHeHnin B ®epepanbHblid 3akoH "O6 aneKTpoHHOM noanucun” n ctatbto 1 depgepansHoro sakoHa "O
3alumTe Npas IPUANYECKMX MWL U MHOUBUAYAbHbIX NpeanpuHuMaTtenen Npu ocywecTBNEHNN FrOCy0apCTBEHHOMO
KOHTpOnA (Hags3opa) M MyHuumnanbHoro KoHTpona" (CobpaHune 3akoHogaTenbcTBa Poccurickon depepaumn,
2019, N52 (4. I) cT.7794; 2020, N 26, cT.3997) TpeboBaHMA K cny>xbe MeTOK [OOBEPEHHOro BpPeMeHU
npumeHAloTcA ¢ 1 AHBapA 2021 r.

3. HacTtoAwue TpeboBaHMA yCcTaHaBNMBalOT CTPYKTYPY U copepxaHve TpeboBaHun K
cpencteam YL.

4. Hactoawue TpeboBaHnA npegHasHayeHbl 019 3aKa3yMKOB W paspaboTymkoB
paspabaTbiBaeMbix (MogepHU3NpyeMbix) cpeancTts YL npu nx B3anmogenctemnm mexay cobown, ¢
opraHmsaumaMn, MPOBOAAWMMN  KpUnTorpapuyeckmne, UHXeHepHo-kKpunTorpajuyeckne u
cneuwnanbHble nccneposanua cpeacts YL, ®CB Poccum, ocywecTBnAlOWEN NOATBEPXKAEHNE
cooTBeTCcTBMA cpencts YL, HacToAwmm TpeboBaHUAM.

5. HactoAwme TpeboBaHuA pacnpocTpaHAloTcA Ha cpeactsa YL, npeaHasHayeHHble
AN1A NCNOoNb30BaHWA Ha TeppuTopun Poccuickon ®epepaumm.

6. K cpeactBam YL, B 4actu wux paspaboTku, npousBOACTBa, peanusaumm wu
akcnnyatauuu npeabABnAlTCA TpeboBaHuA, 3akpernneHHble [lonoxeHvem o paspaboTtke,
NPON3BOACTBE, peanusaumn 1 aKcnayaTaumm wmpoBanbHblX (KpuntTorpagpuyecknx) cpeacTs
3awmnTbl nHpopmaumn (Monoxerne MNMK3-2005), yTeep>kaeHHbIM npukasom OCB Poccum ot 9

doeBpana 2005r. N 66 1 (c naveHennamvn, BHeceHHbIMU ripnkasom ®CB Poccum oT 12 anpena

2010r. N 173 2, OnA wnpoBanbHbIX (KpyATorpauyecknx) cpeacTe 3awmTbl MHGopMaumm
(banee - CK3W) ¢ orpaHM4YeHHbIM OOCTYNOM, HE cOOep)allel CBedeHWr, COCTaBAloLMX
rocyfapCTBEHHYIO TanHy.

1 3apeructpuposaH MuHioctom Poccum 3 mapTta 2005 r., peructpaumoHHbii N 6382.
2 3apeructpuposaH MuHioctom Poccum 25 maa 2010 r., permctpaumoHHbii N 17350.

Il. Tpe6oBaHuA K cpeacTeam YL

7. Cpenctea YU A[omkHbI NPOTUBOCTOATH yrpo3am, NpencTaBAlWMM cobon
ueneHanpasfieHHble OeNCTBUA C UCMOb30BaHMEM annapaTtHbiX U (Un) NPorpaMMHbIX CPEACTB
C LEeNblo HapyLeHNA NHXEHEePHO-TEXHUYECKON U KpunTorpadmnyeckon 6e30nacHoCT CpeacTB
VYLl nnun ¢ uenbio co3gaHna ycrnoBu Ona 3Toro (ganee - ataka).

8. B 3aBucumoctm oT crnocobHoCTen NPOTUBOCTOATbL aTtakam cpeactea VYL

nogpas3genAarTcA Ha KriaccChbl 3.

3 Heobxooumblii knacc paspabartbiBaembiX (MoAepHU3MpyemblX) cpeacTts YL onpeaenAeTca 3aka3ymkom
(paspaboTtumkom) cpencts YL nytem onpeneneHnA BO3MOXHOCTEN OCYLLECTBMATb CO34aHMe crnocoboB aTak,
NMOAroTOBKY WM MPOBeAEeHNEe aTak Ha OCHoBe MyHKTOB 9-14 HacToAwwmx TpeboBaHMIA N yKasblBaeTCA B TaKTUKO-
TEXHWYECKOM 33a[aHNM WKW TEXHUYECKOM 3adaHUM Ha NpPOBeLEHME OMbITHO-KOHCTPYKTOPCKOM paboTbl wnn
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COCTaBHOW 4YacCTW OMbITHO-KOHCTPYKTOPCKOW paboTbl NO paspaboTke (MopepHu3auumm) cpeacts YL (nanee - T3 Ha
paspaboTky (MogepHu3auuio) cpeacts YLI).

9. CpeactBa YU knacca KC1 npoTMBOCTOAT aTakam, npuv co3gaHum cnoco6os,
noaroToBKe M NPoBEAEHNN KOTOPbIX UCMOMb3YIOTCA cneayrowme BO3MOXXHOCTH:

9.1. MNoaroToBka M MNpoBefdeHWe aTak W3BHE MPOCTPaHCTBa, B npepenax KoToOporo
OCYLLEeCTBNIAETCA KOHTPONb 3a npebbiBaHMEM W OeUCTBUAMU nuy, U (MNK) TPaHCNOPTHbIX
CpencTB (Hnanee - KOHTponupyemasa 30Ha).

9.2. NMoproToBKa v npoBedeHne atak 6e3 NCnonb3oBaHMA JocTyna K yHKUMOHAIbHbIM
BO3MOXXHOCTAM NporpaMMHo-annapaTHbIX CpeacTB B3anmonencTesua ¢ YLL.

9.3. CamocToATenbHoe OcCyLlecTBNeHne co3gaHnA CcrnocoboB artak, MnoaroToBKU W
npoBefeHnA aTak Ha crneaylolme 00bEKTbI:

- BoKymMeHTauuio Ha cpeactea YL,

- 3aWmLLaemMble ANEKTPOHHbIE AOKYMEHTbI;

- K/IOYEBYIO, ayTEHTUULIMPYIOLLYIO 1 NAPOSIbHY MHOpMAaLNIO;

- cpeacTaa YL, nx nporpaMMHble 1 annapaTtHble KOMMOHEHTbI;

- AaHHble, NepefaBaemble No KaHanam CBA3W;

- MOMELLEHNA, B KOTOPbIX HAXOAATCA annapaTHble cpeacTea (panee - AC), Ha KOTOpbIX
peanu3oBaHbl cpeactea YL, a Takxe pgpyrve 3sawmuaemble pecypcbl MHMOPMaLUMOHHON
CUCTEMBI.

9.4. BHeceHve Ha aTanax pa3paboTku, NMPOU3BOACTBA, XPaHEHUsA, TPAHCMOPTUPOBKN U
BBOAA B 9KcrnyaTtaumio cpencts YL

- HeraTuBHbIX (PYHKUMOHaNbHbIX BO3MOXHOCTEW B cpeactsa YL, B ToM uucne c
NCrnonb30BaHWEM BpPeOOHOCHbIX Nporpamm;

- HECaHKLUNOHNPOBAaHHbIX N3MEHEHUI B OKYMeHTaumio Ha cpeacTea YL.

9.5. MNMony4eHwne cnepyowen MHGPOPMaLMNA:

- o6Wwmx ceegeHnn 06 MHpopMaLIMOHHOW CUCTEME, B KOTOPOW MUCMOMb3YOTCA CpeacTaa
YL (HasHayeHue, cocTaB, O6beKTbl, B KOTOPbIX pa3MeLleHbl pecypcbl WUH(POPMAaLMOHHOMU
CUCTEMDI);

- cBegeHun 06 MHGOPMaUMOHHBLIX TexHonormax, 6aszax paHHblX, AC, nporpamMMHOM
obecneyeHnn (panee - 1O), nUcnoNb3yemblX B WMH(POPMALNOHHON CUCTEME COBMECTHO CO
cpeactBamn YLI;

- CcBeeHNN 0 (PpU3NYecKmMxX Mepax 3awmTbl 0O6BHEKTOB, B KOTOPLIX pa3MeLleHbl cpeacTaa
yL;

- CcBedeHMn O Mepax Mno obecnevyeHuto 3awWwuTbl KOHTPONMPYEMOM 30HblI OO6BEKTOB
MHGOPMAUUOHHOWN CUCTEMbI, B KOTOPOW UCMNOSb3YTCA cpencTaa YL;

- CBEOEHUN O Mepax Mo pasrpaHnNyeHnio 4ocTyna B NOMELEHNA, B KOTOPbIX pa3MeLLeHbI
cpenctea YL;

- cogepXkaHuAa HaxogAwencA B cBOOOOHOM [OCTYyNe TEXHUYECKOW OOKYMEeHTaumm Ha
cpenctea YL,

- CBeeHNn O 3awmliaeMon uHdopmauum, Ucrnonb3yemMon B npolecce akcniyartauum
cpeacts YU (Buabl 3awmwaemon wuHdopmauumn: cnyxebHaAa WMHGOpMauuA, naposibHaA wn
ayTeHTUgMumpyowana MHgopmauua, KoHpurypaumoHHaAa WHdopmaumA, ynpasnalowasn
WHpopMaumA, MHpopMaunA B INIEKTPOHHBIX XXYypHanax perucrpauuu; obwue cBefeHuAa o
COAEPXXaHUM Kaxxaoro Buaa sawmaemMon nHopmaumm; XxapakTepuctTmkm 6e3onacHoCcTn A
Kaxx[oro Buaa sawuiaemMmon nHgopmauum);

- BCEX BO3MOXHbIX OaHHbIX, NepefaBaemMbliXx B OTKPbITOM BUAE MO KaHanaMm CBA3W, He
3aWMUeHHbIM OT HecaHKuuMoHupoBaHHoro poctyna (manee - HCO) Kk uHGopmaunu
OpraHM3aunoHHO-TEXHUYECKMMN Mepamu;

- CBEOEHWUIN O NIMHUAX CBA3U, MO KOTOPbIM NepeaaeTca 3awmaeman ¢ UCnonb30BaHNEM
cpencts YL nudpopmauma;



- cBegeHun 060 BCcex MPOABMAKOWMXCA B KaHanax CBA3W, He 3awmueHHblx oT HCO K
MHOpMaLUM OpraHN3aLMOHHO-TEXHUYECKUMU MepaMUu, HapyLeHWAX npaswui 3Kcnayataumm
cpencts YL;

- CcBeOeHun 060 Bcex MpOoABMAKOWMXCA B KaHanax CBA3W, He 3awmuweHHbix oT HC K
WMHOpMaLUM OpraHN3aLUMOHHO-TEXHNYECKUMU MepaMmn, HeNCnNpaBHOCTAX 1 c6oAx cpeacts YL;

- CBeAeHWn, noslyyaemblx B pesynbTaTe aHanusa nobbix OOCTYMHbIX ANA nepexsaTa
CUrHanoB OT annapaTHbIX KOMNOHEHTOB cpeacTs YL,

9.6. Vcnonb3oBaHue:

- HaxogAwmxcA B cBO60OOHOM O0CTyne Unun 3a npegenaMmm KOHTponmpyemon 30Hbl AC v
MO, BKAOYaA NporpaMmHble 1 annapaTHble KOMMOHEHTbI cpeacTB YL,

- cneumanbHo paspaboTaHHbix AC u IM0O.

9.7. Vicnonb3oBaHne B Ka4eCcTBe KaHanoB aTak He 3awuweHHbix oT HCL K nHopmaumm
OpraHM3aunoHHO-TEXHUYECKMMN MepamMu KaHasnoB CBA3U (Kak BHE KOHTPONMPYEMOW 30HbI, Tak
M B ee npenenax), No KoTopbiM NepenaeTcAa nHgopmauna, obpabatoiBaeman cpeactsamm YL

10. CpenctBa YL knacca KC2 npoTMBOCTOAT arakam, npyv Co3gaHum Cnocobos,
noaroToBKE N NPOBEAEHUN KOTOPbIX MCNONb3YKOTCA CNeayowme BO3MOXHOCTU:

10.1. BO3MOXXHOCTHK, nepeymncrieHHble B noanyHkTax 9.3 - 9.7 HacToAwmX TpeboBaHMiA.

10.2. NoproToBka 1 NnpoBefeHue atak N3 KOHTPOSIMPYEMOWN 30HbI.

10.3. MNoaroToBka 1 nNpoBegeHne atak 6e3 ncnonb3osaHua goctyna K AC, Ha KOTOpbIX
peannaoBaHbl cpeacTaa YLL.

10.4. Wcnonb3oBaHwe wWTATHbIX CPeACTB WH(OPMALMOHHOW CUCTEMbl, B KOTOPOW
ncnonbayTcA cpeacTea YL,

11. CpepctBa YL knacca KC3 npoTMBOCTOAT aTakam, Mpu cOo34aHuvM Cnocobos,
noaroToBKe 1 NPOBEAEHUN KOTOPbIX MCNONb3YKOTCA Cneayowme BO3MOXHOCTU:

11.1. Bo3MOXXHOCTH, nepeydncneHHole B nognyHkTax 10.1, 10.4 HacToAwmx TpeboBaHUN.

11.2. lNogrotoBka W rnpoBedeHWe aTakK Mn3-3a npefesnioB KOHTPOSIMPYEMOW 30Hbl C
NUCNoNnb30BaHMEM [OCTyrna K (YyHKUMOHANbHBIM BO3MOXHOCTAM MNporpaMmMHO-annapaTHbIX
cpencTB B3ammopencTemAa ¢ YL Ha OcHoBe neranbHOro obnagaHua ayTeHTudunuupytowen
nHopmaumerr nNM6O0 NOArOTOBKA M NpOBeAeHMe aTak W3 KOHTPOSMPYEMOW 30Hbl C
ncnonb3oBaHuem goctyna K AC, Ha KOTOpbIX peann3oBaHbl KOMNOHEHTHI YL, ¢ npaBamu nuua,
He ABNAIOWErocA 4YJeHOM rpynmnbl (PU3NYECKNX nuy, YMNOSHOMOYEHHbIX MNPOM3BOAUTb
WMHCTanNNAuMio, KoHdurypmposaHue u akcnnyatauuio cpencts YL, koHdurypmposaHue
npocounnAa u napameTpoB XypHana ayauta ((PyHKUUM CUCTEMHOro agMuHUCTpaTopa),
apxmBMpoBaHMe, pPe3epBHOE KOMUPOBAHME M BOCCTaHOBMIEHME uWHGopMaumm nocne cboes
(cbyHKUMN onepaTopa), Co3JaHue U aHHYyIMpOBaHUE CepTUdUKaATOB Knoyen nposepkn 3l
(dbyHKUMKM agMUHUCTPaATOpa cepTudukauum), MPoCMOTP U MOAAEPXKKY >XypHana ayauTa
(dbyHKUMKM agMuHUCTpaTOpa ayauTta) (ganee - rpynna agMUHUCTpaTopoB cpencts YL) Hu
OOHOro U3 KOMMNoHeHToB YL,

11.3. O6napaHne AC YLl B o6beme, 3aBMCALLEM OT peann3oBaHHbIX Mep, HanpasBeHHbIX
Ha NpepoTBpaLleHne N npeceyeHne HeCaHKLUMOHMPOBaHHbIX AENCTBUN.

12. CpenctBa YU knacca KB1 npoTMBOCTOAT arakam, Mpu cO34aHum Cnocobos,
noaroToBKe 1 NPOBEAEHUN KOTOPbIX MCNONb3YKOTCA CNeayowme BO3MOXHOCTU:

12.1. BO3MOXHOCTHN, nepeyuncrieHHble B noanyHkTax 11.1 - 11.3 HacToAwmux TpeboBaHUN.

12.2. OcywecTBneHne co3gaHnA cnocoboB M MNOArOTOBKW aTtak C MpuUBEYEHUEM
cneunanncTos, UMetoLWmMX onblT padpaboTkn n aHannsa CK3W YL (BknoyaAa cneuyannucTos B
obnacTn aHanusa CUrHasoB JIMHEMHOM nepefadn U CUrHanoB MOOOYHbLIX 3NIEKTPOMarHUTHbIX
n3nyyeHnin n Haesogok CK3U YLI).

12.3. lpoBeneHne nabopaTopHbIX wuccnepnosaHun cpencTts YL, mcnonb3yembix BHe
KOHTPONUPYEMON 30Hbl B 06beMe, 3aBUCALLEM OT peaniM30BaHHbIX Mep, HanpaBfieHHbIX Ha
npenoTBpaLleHne N npecevyeHne HeCaHKUMOHNPOBAHHbIX OENCTBUIA.
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13. CpeactBa YL knacca KB2 npoTMBOCTOAT arakam, Mpu co3gaHum Cnocobos,
noaroToBKe N NPOBEAEHUN KOTOPbIX MCNONb3YKOTCA CNeayowme BO3SMOXHOCTU:

13.1. BO3MOXHOCTHN, NepeyuncnieHHble B noanyHkTax 12.1-12.3 HacToAwmx TpeboBaHUNA.

13.2. OcywecTtBneHne co3gaHnA cnocoboB M MNOArOTOBKM aTtak C MpuUBEYEHUEM
cneunanucToB B 06nacTM UCMONb30BaHWA ONA peanu3auunm aTak HeaeknapupoBaHHbIX
BO3MOXXHOCTEWN NpUKIagHoro n cuctemHoro MMO.

13.3. TllocTtaHoBka paboT no co3gaHuto crnocoboB W CpeacTB aTak B Hay4vHo-
nccnenoBaTenibCKUX LEeHTpax, cneunanuavpylowmxca B obnactm pas3paboTkm M aHanmsa
cpencts YL.

13.4. ObnapaHne UCXOOHbIMU TekcTamwu npuknagHoro MO, npumeHAemoro B
WHOPMALMOHHOW cucTemMe, B KOTOPOM ucnonb3ylTcA cpenctea YL, v HaxopAwencAa B
CBOOOAHOM OOCTYrNe AOKYMEHTaLUMEN.

MNHdopmaumna 06 n3meHeHnAXx:

TpeboBaHusa gononHeHb! nognyHkTom 13.5 ¢ 11 auBapa 2021 r. - [Mpukaz ®CH Poccun o1 4
aekabpsa 2020 r. N 555

13.5. PagpaboTka n peanusaumA C WCMOJSIb30BaHMEM arnapaTHbiX W MNpOorpamMmmHbIX
CPeAcTB aTak, HanpaB/ieHHbIX Ha BbIABEHNE U UCMONb30BaHUe nmeowmxca yassumocten AC
vy,

14. CpenctBa YL knacca KAl npoTMBOCTOAT arakam, Mpuv CO34aHMm Cnocobos,
noaroToBkKe 1 NPOBEAEHNN KOTOPbIX MCNONb3YIOTCA creayowme BO3MOXHOCTU:

14.1. BO3MOXHOCTU, NepeynucneHHble B rnoanyHktax 13.1 - 13.4 HacTOoAWMUX
TpeboBaHuiA.

14.2. OcywecTBneHne co3gaHuA crnocoboB M MOArOTOBKM aTtak C MNpUBEYEHNEM
Hay4HO-UCCnenoBaTeNbCKNX LEHTPOB, cneumanusnpytowmxca B obnactm paspaboTkm u
aHannsa CK3WM n B obnacty vMcnonb3oBaHuA ANA peann3auuun atak HeaeknapupoBaHHbIX
BO3MOXHOCTEMN NpuKiagHoro n cuctemuoro MoO.

14.3. ObnapaHne BCeN OOKYMEHTauMen Ha annapaTHble U NPOorpamMMHblE KOMMOHEHTbI
cpencts YL.

14.4. ObnapaHne BCeMn annapaTHbIMX KOMNOHEHTamu cpeacts YLL.

15. CpenctBa YL OOMKHbI 9KCNIyaTUpoBaTbCA B COOTBETCTBUM C IKCMyaTauMOHHOMN
OOKyMeHTaumen Ha cpenctea YL. Komnnekc opraHM3aunoHHO-TEXHUYECKUX MEPONPUATUIA MO
obecneyeHunto 6GesonacHoro yHKUMOHMpOBaHMA cpencTs YL pgomkeH ObiTb ykasaH B
aKcnayaTaunoHHOM AOKYyMeHTauum Ha cpencTea YLL.

16. Knacc cpencts 3l1, ucnonb3dyemblx B cpencteBax YL, pomkeH ObiTb He Hmxe
cooTBeTCcTBYtoWero knacca cpencts YL. Knacc cpencts 3l, ncnonssyembix B cpeacrteax YL,
OOJKEH BbITb YKa3aH B 3KCnyaTauMOHHOM JOKYyMeHTaumnn Ha cpeactea Y.

Knacc CK3W, ucnonb3dyembix B cpeacTtBax YU, gonxeH O6biTb He HUXxXe
cooTBeTcTBytowero knacca cpeacts YL. Knacc CK3W, mncnonb3yembix B cpeactsax YL,
OO0JKEH ObITb YKasaH B 9KCrnyaTauMoOHHOM JOKYyMeHTaumn Ha cpeactea Y.

17. Kaxxgoe TpeboBaHue, npeabaAsnaemMoe K cpeacrtsam YL nwoboro knacca, kKpome
KA1, nnbéo npepobAaBnAaeTcA K cpencrteam YL, cnepyrowero knacca 6e3 nsmeHeHnn (B 9TOM
clnyyae OHO B nepeyHe TpebosaHui K cpeacteBam YL cnepgyiowero knacca He ykasbiBaeTce),
nmbo yxecto4vaeTcA (B 3TOM criydae B nepedvHe TpebosaHun K cpegcteam YL cnepyrowero
Kfiacca nNpuBOAMTCA YXecTo4dyeHHaAa dopmynmpoBka). TpeboBaHuA K cpencteam YL
cnepyowero knacca MOryT cogepXXaTb [OMOSIHUTENbHbIE TpeboBaHWA, He BXOoAAwMe B
TpeboBaHuA K cpeacTBam YL npegbiayuiero knacca.

18. TpebosaHua Kk MO cpeacts YL:

18.1. TpeboBaHunAa ona cpencts YL knacca KC1:

- MO cpepcts YU He pomkHO copepXkaTb CpeacTs, NO3BOMAKOWMUX MOOMPULMPOBATL
W nckaxkaTb anroputm paboTbl nporpammHbix cpeacts u AC VL.
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18.2. TpebosaHuna ona cpencts YL knacca KC2:

- npuknagHoe MO cpeacts YU n CK3WU, ncnonesyembix B YL, AOMKHO McCnonb3oBaThb
TONIbKO [OKYMEHTUPOBaHHble pyHKLUMKM cuctemHoro MO.

18.3. TpebosaHunAa ona cpencts YL knacca KC3:

- cuctemHoe n npuknagHoe MO cpeactB YL gomkHO obecnevmBaTb pasrpaHUdeHne
AOCTyrna CWUCTEMHOro agmuHucTpartopa cpeacTts YL, agMuHucTpatopa ceptudukaumm
cpencte YU wn nuu, obecneymBaembiX CUCTEMHbIM afgMUHUCTpaToOpoM cpencts YU
noeHTUUUUpyrowen n ayTeHTudunuympyrowenm mnHpopmaumen m He ABNAKOWMXCA
agMUHUCTpaTopom ceptudmkaumm cpencte YU (onanee - nonb3oBatenu cpeacts YL), K
nHpopmauum, obpabatbiBaemon cpeactsamu YL, Ha OCHOBaHMM npaBwusi pasrpaHUyeHuA
A0CTyNa, 3afaHHbIX CUCTEMHbBIM aaMUHUCTPaToOpoM cpencTs YL,

- cuctemHoe u npuknapgHoe MO cpepcte YL, [omkKHO cOOTBETCTBOBaTb 4 YPOBHIO
KOHTPONA OTCYTCTBUA HEAEKTAaPUPOBaHHbIX BO3MOXHOCTEN;

- cuctemHoe n npuknagHoe O cpencte YL, He [OMKHO cogepXXaTb M3BECTHbIX
YA3BMMOCTEN, ONy6/IMKOBAHHbLIX B 00WEeA0CTYMNHbIX UCTOYHUKAX;

- B cocTtaB cuctemHoro m (unnu) npuknagHoro MO cpegcts YU pomkeH BxoauTb
MexaHu3Mm, obecreymBarownii O4YUCTKY ONepaTUBHON N BHELLHEN namATh, UCNOob3yemMon OnA
XpaHeHnA NHpopMaLMM OrpaHMYEHHOro AocTyna.

18.4. Tpebosanua onAa cpenctes YL knacca KBl coBnapaiT ¢ TpeboBaHuAMKM ONA
cpenctB YL knacca KC3.

18.5. TpeboBaHunAa ona cpencte YL knacca KB2:

- UCXOOHble TEeKCTbl cuctemHoro v npuknagHoro MO cpeacts YL OomkHbI NponTu
NPOBEPKY peanmsauum B HUX METOOO0B M CNOCOO0B 3almTbl MHOpMaUUK, NPOTUBOCTOALLUMX
atakam, pnAa nNOAroTOBKM M NPOBEOEHUA KOTOPbIX WUCNONb3YOTCA BO3MOXHOCTMU,
nepeyuncneHHble B nyHkTax 9-13 HacToAwmX TpeboBaHui,

- UCXOOHble TEKCTbl CUCTEMHOro n npuknagHoro MO [omKHbI NPONTU MPOBEPKY Ha
OTCYTCTBUE HEAEKNAPNPOBAHHbLIX BO3MOXHOCTEN;

- cuctemHoe n npuknagHoe MO [oMmKHO ObiTb YCTONYMBO K KOMMBIOTEPHBLIM atakam 13
BHELLUHNX CeTen.

18.6. TpeboBaHunAa ona cpencts YL knacca KAL:

- UCXOOHble TEKCTbl cuctemHoro v npuknagHoro MO cpeacts YL OomkHbI NponTu
hopmanbHy0 BepUdMKaLmio peanmsaumm B HAX METOAOB M Crnocob0B 3almTbl MHpOpMauuu,
NPOTUBOCTOALWMX atakam, ANA NOArOTOBKUM WU MPOBEAEHMA KOTOPbIX MCNONb3YKTCA
BO3MOXXHOCTU, NepeYmcneHHble B nyHkTax 9-14 HacToAwmx TpeboBaHUW, a Tak)Xe OTCYyTCTBUA
B HUX HeeKNappoBaHHbIX BO3MOXHOCTEN.

19. TpeboBaHuAa k AC YLI:

19.1. B cny4ae nnaHupoBaHuAa pasmeweHnAa AC YL B nomelweHuAax, B KOTOPbIX
NPUCYTCTBYET peyeBad akyCTMYecKasa M BuayanbHaA MHOpMaunA, copepkawlana cBeaeHun,
COCTaBNAKOLWME rocyaapCTBEHHYIO TalHy, N (MNU) YCTaHOBJIEHbl TEXHWYECcKue cpencrtesa U
cuctembl npuema, nepepadu, ob6paboTku, XpaHeHMA N OTobpa)keHuAa UuHdopmauuw,
cogepXxawen CBeOeHUA, COCTaBNANWME FOCYyAapPCTBEHHYID TanHy, TEeXHUYEeCcKuMe cpeacTtsa
MHOCTPaHHOro Npon3BOoACTBa, BXxoAAwme B cocTtas cpeacTtB YL, OomkHbl 6biTb NOABEPrHYTHI
npoeBepkam Mo BbIABMEHNIO YCTPOWUCTB, MNpefHas3Ha4eHHbIX A1 HernacHoro rnosyyYeHunA
MHopMaUUK, a Takxxe UCCneaoBaHMAM Ha COOTBETCTBUE TpeboBaHMAM MO 3awunTe OT YTEeUKK
MHpopMauMn No KaHanam MOB6OYHbIX 3ANEKTPOMArHUTHbIX WU3JlyYEHUN N HaBOOOK B
COOTBETCTBUN C KaTEropmen BblOeNIEHHOro NOMELLEHNA.

19.2. TpebosaHna gna cpencts YL knacca KC1:

- NPOBOOMUTCA MpoBepka COOTBETCTBMA peanusaumn uenesbixX pyHkuun YL Ha ocHoBe
cuctembl TectoB AC YLI.

MHbopmauma 06 namMeHeHnnAX:
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Cm. npeabiayLyyro peaakuymo
19.3. TpeboBaHuAa pnAa cpeacts YL knaccos KC2, KC3 u KB1 cosnapaloT c
TpeboBaHnamu gnAa cpencts YL knacca KC1.

MHdopmauma 06 naMeHeHunAX:
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Cm. npeabiayLyyro peaakuymro

19.4. TpebosaHua gna cpeacts YU knacca KB2:

- B cpeactBax YU pomkeH ObiTb peanu3oBaH MexaHU3M KOHTPONA BXOAALLUUX
WH(OPMAaLMOHHbIX MOTOKOB B UENAX BbIABAEHMA HaINYMA [OaHHbIX, aKTUBUPYIOLUX
HeOeKnapupoBaHHble BO3MOXHOCTU AC;

- B cocTaBe cpencts YL, onA BbinonHeHnA oyHKUMn ynpasneHmna kntodamm Sl gomKHbI
ncnonb3oBaTtbcA oTaenbHble CK3W Ha 6ase BblgeneHHbIX annapaTHbiX nnatdopm. [daHHbie
CK3W He pomkHbl akcnnyaTMpoBaTbCA COBMECTHO C APYrM NPOrpaMmMHbIM obecneyeHnem, He
BxoaAawwmMm B coctaB CK3W, B ogHom cpeae (hyHKUMOHMPOBAHUA.

MHdopmauma 06 naMeHeHnAX:
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19.5. TpeboBaHua gna cpeacts YL knacca KAL:

- rnpoBefeHue creunanbHON MPOBEPKU TEeXHWYECKUX CpencTB WHOCTPaHHOro
npou3BoacTea, BxogAwux B coctaB AC VYL, B uenAx BblABNEHUA YCTPOWUCTB,
npegHasHa4YeHHbIX A1A HErnacHoro nNoay4YeHna nHopmaunu;

- NpoBefdeHWe WCCNefoBaHUA HanuyuvA HeaeknapupoBaHHbIX BO3MOXxHocTen AC,
BHECEHHbIX Ha aTane paspaboTKn N U3roTOBNEHUA 3NEKTPOHHOW KOMMOHEHTHOW 6asbl, a
TakXXe Ha aTanax paspaboTku M NpPousBOACTBA CPEACTB BbIYUC/IUTENBHOW TEXHUKU Ha ee
OCHOBE;

- npoBefeHue nosnHon Bepudpmkaumm AC (COBMECTHO C aHanM30M MPOrpaMMHOro Kopa
BIOS), Ha KoTOpbIX peannaytoTcA cpenctea YU, ¢ uenbio UCKNIYEHA HeaeKappoBaHHbIX
BO3MOX>XHOCTEMN.

20. TpeboBaHMA K poNeBoOMy pasrpaHUYeHIo:

20.1. Ona obecne4vyeHuA BbinonHeHuA dyHkumm YL cpeactea YL [oOMXKHbI
nogaepXusaTb PONeBOE pasrpaHUyeHme YeHoB rpynnbl agMUHUCTPaTopoB cpeacTs YL,

20.2. TpeboBaHuAa ana cpencts YL knacca KC1:

- OO/MKHbI BbITb onpefenieHbl CNUCOK ponen n pacnpeneneHne obAasaHHOCTEN Mexay
ponAmu;

- CMUCOK ponen u pacnpepeneHne o06A3aHHOCTEN MeXAy PonAMU AO0MKHbI BObiTb
yKasaHbl B 3KCniyaTaunmoHHON OOKYMeHTauum Ha cpenctea YL,

20.3. TpeboBaHua gnAa cpencte YL knacca KC2 coBnapaiT ¢ TpeboBaHuAMM ONA
cpencts YL knacca KC1.

MHdopmaunsa 06 nameHeHnax:
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20.4. TpeboBaHumAa ona cpeactB YL, knacca KC3:
- cpeacTtea YL, gomkHbl nogaep>XxmnsaTb cnegyowme obasaTenbHble ponu:
1) cucTtemHOro agMmHucTpaTopa C OCHOBHbIMM 06A3aHHOCTAMW WHCTaNNAUUN,
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KOH(hurypaumm n noponepxku gyHKUMoHMpoBaHmA cpencts YL, cosgaHmAa v nooaep>xku
npocunen 4YneHoB rpynnbl agMuHUCTpaTopoB cpedactB YL, koHdwurypauum npocunAa w
napameTpoB XypHana ayouTa;

2) agMuHUCTpaTopa cepTUudukaumm C OCHOBHbIMM O6A3aHHOCTAMWU. CO3JaHue W
aHHyNIMpoBaHue cepTUMKaTOB Ko4en nposepku 3,

- B cpencTtBax YL pomxeH 6biTb peann3oBaH MEXaHU3M, UCKKOYAWMA BO3MOXHOCTb
aBTOpM3aunu OOHOro 4rneHa wu3 rpynnbl agMuHUcTpaTopoB cpeacts YL, onA BbinonHeHuA
pasfinyHbIX POSien;

- OO/MKHA ObITb UCK/OYEHA BO3MOXHOCTb XULEHUA KKOYEBOW WMH(pOpMaunn 4ieHoM
rpynnbl aAMUHUCTPATOPOB;

- KonupoBaHue Knw4veBon WHpopmaumn CK3W pomkHO 6biITb peann3oBaHO B
3alMLLEHHOM (3aWwmndpoBaHHOM) BMUaE.

20.5. TpeboBaHuA anAa cpencts YL knacca KB1:

- cpeaoctBa YL, pomxHbl obecrieumBatb Hanuume obA3aTenbHOW ponu onepartopa C
OCHOBHbIMW 06A32HHOCTAMU MO PE3EPBHOMY KOMMPOBAHUIO N BOCCTAHOBEHUIO.

20.6. TpebosaHnAa pnAa cpencts YL knacca KB2 cosnagatoT ¢ TpeboBaHuAMKM AONA
cpencts YL knacca KB1.

20.7. TpeboBaHuA anAa cpencts YL knacca KAL:

- cpenctBa YL, pomkHbl obecrneymBaTb Hanuyme obAasaTtesibHOW ponn agMuHMcTpaTopa
ayauTa C OCHOBHbIMM 06A3aHHOCTAMMW: MPOCMOTP M NOAAEPXKKA XypHana ayauTa,;

- CUCTEMHbIN aiMUHUCTPATOP HEe AO0/MKEH MMETb BO3MOXXHOCTU BHOCUTb U3MEHEHUA B
XXYpHan ayauTta.

21. TpeboBaHUA K LenocTHocTn cpencTs YL

21.1. CpenctBa YL, pomkHbl cogep)XaTb MEXaHMU3M KOHTPONA HECaHKUMOHMPOBAHHOIO
cnyyamHoro mn (MUnn) npegHaMepeHHOro WUCKaXKeHUA (M3MeHeHuA, moaudpukaummn) un (Mnu)
paspyweHnAa nHdgopmMaumn, nporpaMmMHbix cpeacts n AC YU (manee - mMexaHU3M KOHTPOSA
LLe/IOCTHOCTMN).

MHdopmaumsa 06 nameHeHnsAX:
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21.2. TpeboBaHunAa anAa cpencts YL knacca KC1:

- TpeboBaHNA K MEXaHU3My KOHTPOSA LEeSIOCTHOCTU AO/MKHbI ObiTb yKasaHbl B T3 Ha
paspaboTky (MogepHmn3aumio) cpencTs YL,

- BOMKEH BbITb onpeaeneH Nnepmoa KOHTPONA LEeNoCTHOCTM nporpaMmmHbix cpeacTts n AC
YL v ykasaH B aKcnsyatauMoHHOW AOKYMeHTaumm Ha cpeactea YL,

- KOHTPOJb LENOCTHOCTU NporpaMmmHblx cpeacTts YL fomkeH BbINOMHATLCA MPU KaXXaoM
cTapTe (OYHKUMOHMPOBAHMA YyKa3aHHbIX CPeACTB, a KOHTponb uenoctHoctn AC VYL - npu
KaXK[0on nepesarpy3ke onepaumoHHon cuctemsl (ganee - OC);

- OOJMKHbI MMETbCA CpeacTBa BOCCTAHOBNEHNA LEeNOCTHOCTU cpeacTs YL,

- BEPOATHOCTb OLWMOKU KOHTPOSA LENOCTHOCTU He OO/HKHA MpEeBbilaTh aHanorM4yHom
BEPOATHOCTU A/1a ncnonb3yemoix CK3U.

21.3. TpeboBaHua pnAa cpencte YL knacca KC2 cosnapaiT ¢ TpeboBaHMAMU OS1A
cpeactB YL, knacca KC1.

21.4. TpeboBaHunA anAa cpencts YL knacca KC3:

- KOHTPOSb LEeSIOCTHOCTM OO/MKEH BbINOSHATLCA HE peXe OAHOro pasa B CYyTKW.

21.5. TpebosaHunAa gnAa cpencts YL, knacca KB1.:

- KOHTPOSb LLENTOCTHOCTM OOMKEH BbINONMHATLCA A0 3arpy3kun OC cpeacts Y.

WHdopmaumna 06 N3MeHeHNAX:
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21.6. TpeboBaHuAa onAa cpeacts YL, knacca KB2:
- KOHTPONb LENOCTHOCTU AO0NIXKEH OCYWeCTBNATbCA AUHAMUYECKU npu
dyHKUMOHMpOoBaHUM cpeacts YL.

MHdopmaumsa 06 nameHeHnsAX:
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21.7. TpebosaHua pnAa cpencte YL knacca KAl cosnagatot ¢ TpeboBaHMAMU O)1A
cpencts YL knacca KB2.

22. TpeboBaHWMA K yrnpasfieHUIO JOCTYNOM:

22.1. Cpepactea YL, ponmkHbl ob6ecnednBaTb ynpasiieHne OCTYNOM.

22.2. TpeboBaHunA anAa cpencts YL knacca KC1:

- AO/MKHbI ObITb OnpeaeneHbl TpeboBaHUA K yrpaBfeHUo A0CTYNOM U ykasaHbl B T3 Ha
paspaboTky (MogepHmn3aumio) cpencTs YL.

22.3. TpeboBaHna pnAa cpeacte YU knacca KC2 cosnapatoT ¢ TpeboBaHuAMK ANA
cpeactB YL knacca KC1.

22.4. TpeboBaHunA anAa cpencts YL knacca KC3:

- B YLl ponkeH obecneymBaTbCA ANCKPELMOHHBIN NPUHLMA KOHTPOAA JocTyna.

22.5. TpebosaHnAa pna cpencte YL knacca KB1 cosnapgatoT ¢ TpeboBaHnAMKM AONA
cpeactB YL, knacca KC3.

22.6. TpeboBaHunA anAa cpencts YL knacca KB2:

OOSMKHO BbITb 06ecnevyeHo co3gaHme 3aMKHYTON paboyen cpeabl 1 cpencts YL

1 MporpamMmHas cpepa, KOTopaA AOMyckaeT CyWeCcTBOBaHWE B Hell TONMbKO (MKCUPOBAHHOrO Habopa
Ccy6BEKTOB (Nporpamm, NpoLeccos).

22.7. TpeboBaHua ona cpeacts YL, knacca KAL:
- B YL nonmkeH obecrneymBaTbCA MaHOATHbLIA NPUHLXN KOHTPONA A0CTYNa,;
- onA BBogda knioya 3l agMuHUcTpaTopa cepTudukaunum TpebyetcA He MeHee ABYX

OOBEepPEeHHbIX TnL, 2.

2 Jlnua, AsnAlowmeca vneHamn rpynnsl agMmHUCTpaTopos cpeacTts YLL n 3aBegomo He AsnAwowmMecs
HapywmnTenAaMun.

23. TpeboBaH1A K naeHTUuKaLumMm n ayTeHTnunKauum:

23.1. NpeHTudukauma wn ayTeHTuUdukaumAa BKAOYalOT B cebA pacrno3HaBaHue
nonb3osatenia cpencts YL, yneHa rpynnbl agMuHUcTpaToposB cpeacts YL vnu npouecca u
NPOBEPKY MX MOAMMHHOCTU. MexaHu3m ayTeHTUmKaumm gommkeH 610KMpoBaTb OOCTYN 3TUX
cy6BbeKTOB K pyHKUUAM YL npu oTpuuaTenbHOM pesynbTaTte ayTeHTUukaunn.

23.2. B cpeactBax YL, onAa nwobon peann3oBaHHOW npoueaypbl ayTeHTuukaumm
OO/MKEH ObITb NPUMEHEH MEeXaHU3M OrpaHUYeHWA KONM4YecTBa credyrowux noapAn nonbITok
ayTeHTUdUKaLuMnm 0gHOro cybbekTa AoCcTyna, YNCO KOTOPbIX HE AO/MKHO ObITh 60MbLle Tpex.
Mpn NpeBbIWEHNN Yucna cnepyrowux noapAa NonbiTOK ayTeHTUdUKaumMm ogHoro cybbekTa
AOCTyna YCTaHOBNEHHOrO MpeaenbHOro 3HavYeHuA [[OCTyn 3Toro cybbekta poctyna K
cpeactBam YL nomkeH 6biTb 3a6N10KMPOBAH Ha NPOMEXYTOK BPEMEHU, KOTOPbIV yKasdblBaeTcA
B T3 Ha pa3paboTky (MogoepHmn3aumio) cpencts YLI.
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23.3. TpeboBaHuma ona cpeactB YL, knacca KC1.:

- onucaHue npouenypsbl peructpaunmn nonb3osatenen cpencts YU (BHeceHnA faHHbIX B
peecTp nonb3osaTtenen cpencts YL) A[OMKHO copgep)xaTbCA B 3KCMAMyaTauMOHHOMN
OOKyMeHTauuun Ha cpeanctea YL;

- ONA BCEeX v, OCYLWECTBAAKWMX OOoCTyn K cpepcteam YL, pomkHa npoBoguTbeA
ayTeHTndukauma. lNpun 3ToM ponyckaeTcA OrpaHUYMTbCA WUCNOMb30BaHWEM AnAa
ayTeHTUMKaUnM TONTbKO CMMBOJIBHOMO NEPUOANYECKN N3MEHAIOWEroCA NaposAa U3 He MeHee
YyeM 8 CMMBOJSIOB MpPW MOLLHOCTM andgasuTa He MeHee 36 cumBonoB. [lepuon v3mMeHeHuA
naponAa He JOMKeH bbiTb 60/blUe 6 MecALEB.

MHbopmauma 06 naMeHeHnAX:
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23.4. TpebosaHua ana cpeacts YL knacca KC2:

- Heob6XoAMMOCTb MpeabAB/EeHMA nonb3oBatenem cpencte YL, npu ero peructpauuu
OOKYMEHTOB, YOOCTOBEPAKOWUX JIMYHOCTb, OO/HKHA OblTb OTpaXeHa B 3KchayaTauMOHHOMU
OOKyMeHTaumun Ha cpeactea YL,

- AnA Bcex nonb3osaTtenen cpeactB YL ponyckaeTcA wmcrnonb3oBaHWE MexaHW3MOB
yoaneHHou ayteHTudukaumu. CneumanbHble XapakTepUCTUKU MEeXaHWU3MOB YyOaneHHoU
ayTeHTUUKaumm [OMKHbI OblTb MOATBEPXAEHbl B pamMkKax NpoBeAeHUA MNpPOBEpKU
cooTBeTCcTBMA cpencTB YL n 06BbeKTOB MHopMaTn3aumm, NCNoMb3yWUX AaHHbIE CPeacTBa,
HacToAwmM TpeboBaHMAM;

- NPV OCYLLECTBIIEHUM NTIOKaNbHOro gocTtyna K cpegcrteam YL ayTeHTudmkauma yneHos
rpynnbl agMuHUCTpaTopoB cpeacts YL momkHa BbINONHATLCA OO0 nepexoga B paboyee
coctoAHne aTux cpencts YU (Hanpumep, go 3arpy3km 6asoson OC) m ¢ npuMeHeHUem
MexaHu3ma MHOroakTOpPHOW ayTeHTUdUKaumu, MCNoNb3ywLwWwero annapaTHble
NaeHTUMUKaTopsbI.

23.5. TpeboBaHunA anAa cpencts YL knacca KC3:

- B cpencteax YL pomkeH ObITb peann3oBaH MexaHu3M ayTeHTUdukauum nokanbHbIX
nonb3oBaTtenen, Mmelwmx OOCTyn K cpencteam YL, HO He BxogoAwMx B COCTaB rpynmbl
agmuHucTpaTopos cpeacts YL

23.6. TpeboBaHunA anA cpeacts YL knacca KB1:

- MpY OCYLWECTBMEHMN yaaneHHoro goctyna K cpegcrteam YL mcnonb3oBaHne TONbKO
CUMBONIBHOrO NaposiAi He [onyckaeTCA, AO0JIKHbl MCNONb30BaTbCA MEXaHU3Mb
ayTEeHTUGMKaLMN HA OCHOBE KPUNTOrpagnyeckmx npoToKOI0B.

23.7. TpebosaHnAa pna cpeacts YL knacca KB2 cosnagatoT ¢ TpeboBaHnAMKM OnA
cpencts YL knacca KB1.

23.8. TpeboBaHunA anAa cpencts YL knacca KA1L:

- B cpeacTtBax YL onAa noboro peannusoBaHHOro MexaHmama ayTeHTudukaumm gomkHa
6biTb peann3oBaHa BO3MOXHOCTb YCTAHOBKM MNpeaenbHO [ONyCTUMOro KONMYyecTBa
cnepywowmx noapAn nonbiTOK ayTeHTudukauum ogHoro cybbekTa [ocTyna v yCTaHOBKU
BpemMeHn 610KNMPOBKK JOCTyna K cpeacteam YL Ha MmecTax ux akcnayaTauumn.

24. TpeboBaHUA K 3almMTe AaHHbIX, MOCTyNaloLWwmx (3KkcnopTmpyemolx) B (13) YL:

24.1. CpepctBa YL pomkHbl obecneynBaTb [OBEPEHHbLIN BBOA, CaMOMOAMNUCAHHOrO
cepTudmkaTta kntoda nposepku Il.

24.2. TpeboBaHunA anAa cpencts YL knacca KC1:

- cpeactBa YL pomkHbl obecneumBaTth nepefady OaHHbIX, cogepxawmx nHgpopmaumio
orpaHM4yeHHoOro poctyna, noctynawowmx B YL wn akcnoptupyembix n3 VYL, cnoco6owm,
3awmileHHbim ot HCL;

- B cpeacteax YL pomkHa GbITb peannsdoBaHa npoueaypa 3awmTbl OT HaBA3bIBaHUA
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JNTOXKHbIX COOOLLEHUN l;

- TpeboBaHMA K npouepype 3awWuTbl OT HaBA3bIBAHWA JOXHbIX COOOLLEHNNA
yKasbiBatoTcA B T3 Ha pa3paboTKky (MogepHusaumio) cpeacts YL,

: HaBAasbiBaHMe NOXKHOro coobLeHnA npencrtasnAeT coboil AencTBMe, BOCMPUHMMAEMOE yYacTHUKaMKN
3/IEKTPOHHOr0 B3aMmogencTBua wnm cpeactBamu YL kak nepepada WMCTMHHOrO COOBLLEHMA CMOCO60OM,
3awmiieHHbiM ot HC[.

MHbopmauma 06 naMeHeHunAX:
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Cm. npeabiayLyyro peaakuymo

24.3. TpebosaHua ana cpeacts YL knacca KC2:

- cpeactea YL pomxHbl obecrieyvBaTthb 3awmMTy MepBOHA4YasnibHOro 3anpoca Ha
cepTudmkat Ktoda nposepku IlT;

- cpeactea YL [OomkHbl NpUHMMaTb KPUTWUYHYKO OnA (PyHKUMOHUpoBaHuA YL
MHopMauMIo, TONBKO eCcnn OHa nognucaHa 3r;

- B cpeactBax YL gomkeH ObiTb peann3oBaH MexaHW3M 3almTbl OT HaBA3blBaHUA
NOXXHbIX COOOLLEHNA HA OCHOBE WUCMONb30BaHUA cpeacTB 31, NoNyyMBLINX NOATBEPXAEHUE
COOTBETCTBMA TpeboBaHNAM K cpeacteam 3Il1, Knacc KOTOPbIX COOTBETCTBYET Kflaccy CPpeacTB
yL;

- B cpegctBax YL, pomkeH 6bITb peann3oBaH MeXaHn3Mm 3almThl AaHHbIX Npu nepepade
nx mMexagy u3andecku pasgeneHHbIMU KOMMOHEHTaMM Ha OCHoBe ucnonb3oBaHvAa CK3U,
Knacc KOTopbIX He HMXXe knacca cpencts YL

MHopmauma 06 naMeHeHnAX:
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24.4. TpeboBaHua gnAa cpenctes YU knaccos KC3, KB1, KB2 n KA1l coBnagatT C
TpeboBaHuamn ona cpencts YL knacca KC2.
24.5. YTpatun cuny ¢ 11 aHBapA 2021 r. - [Npukas ®CB Poccum ot 4 gekabpa 2020 r. N
555

MHdopmauma 06 nameHeHnax:
CMm. npeabigyLLyto peaakumio
24.6. YTpatun cuny ¢ 11 anBapAa 2021 r. - [Npukas ®CBE Poccun ot 4 gekabpa 2020 r. N
555

MHdopmauna 06 nameHeHnax:
CMm. npeabigyLLyto peaakumio
25. TpeboBaHUA K peructpaunm cobbITUiA:
25.1. basosaAa OC cpencts YL, gomkHa nopodepXxmBaTb BeOEHWE >XypHana ayguta
CUCTEMHbIX COObITUN.

MHdopmaumsa 06 nameHeHnaAX:

lMoanyHKT 25.2 nusmereH ¢ 11 AaHBapa 2021 r. - [lpukaz @CH Poccum ot 4 gekabpa 2020 r. N
555

CwMm. npeabigyLLyto peaakumio
25.2. TpeboBaHunAa anAa cpencts YL knacca KC1:
- B cpeactBax YL poommkeH 6biTb peann3oBaH MexaHM3Mm, NPOU3BOLALLMNA BbiIOOPOYHYIO
pernctpauuio cobbiTUM B XXypHane ayouta, CBA3aHHbIX C BbiNosiHeHWeM YL cBoux pyHKUni,
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- CMUCOK PEernucTpypyembix COObITUMA [O/MKEH COAepXaTbCA B 3KCMjyaTauuOHHOM
OOKyMeHTaummn Ha cpeactea YL;

- CNUCOK PErUCTPUPYEMbIX COOBLITUN AO/MKEH BKAOYaTb (pakTbl (MOMbITKN) N3MEHEHUA
CUCTEMHOro BpemeHnu cpencts YL.

25.3. TpebosaHna gnAa cpeactB YL, knacca KC2 cosnapgatoT ¢ TpeboBaHuAMKM aONnA
cpencts YL knacca KC1.

MHdopmauma 06 nameHeHnsaX:
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CwMm. npeabigyLLyto peaakuymo

25.4. TpeboBaHunA anAa cpencts YL knacca KC3:

- OO/MKHbI OblTb MPUHATbI Mepbl OBHAPY>XXEHUA HECaHKUWOHUPOBAHHLIX W3MEHEeHWUI
XXypHana ayguTta.

25.5. TpebosaHnAa pnAa cpencts YL knacca KB1 cosnapgatoT ¢ TpeboBaHuAMKM AOnA
cpencts YL knacca KC3.

25.6. TpeboBaHuA anAa cpencts YL knacca KB2:

- OO/MKHbI ObITb MPUHATbI Mepbl OOHAPY>XXEHUA HECAHKUWOHUPOBAHHLIX W3MEHEHWUI
KaXK[A0M 3anunucu B XXypHane aygura.

25.7. TpeboBaHuAa ona cpeacts YL, knacca KAL:

- XKypHan ayamTa OO/mKeH ObiTb A0CTYMNEH TONbKO agMUHUCTPATOpy ayauTta, KOTOpbI
MOXET OCYLLECTB/ATb TO/IbKO €ro NPOCMOTP, KOMMPOBaHME U MOJSIHYIO O4UCTKY. [1ocne ouncTKu
nepBoOM 3anucbio B XXypHane ayguta [OO/HKEH aBTOMaTUYeCKU perucTpupoBaTbCcA dhakT
OYUCTKMN C YKasaHnem gatbl, BPEMEHU N MHPOPMALUKM O NLe, NMPON3BOAMBLLEM ONeEpPaLMIO.

26. TpeboBaHUA NO HAAEXXHOCTU N YCTONYNBOCTU (PYHKUMOHUPOBaHUA cpeacts YL

26.1. [domkHbl 6bITb onpefeneHbl TpeboBaHMA NO HAAEXHOCTU U YyCTOMYMBOCTU
dyHKUMOHMpOoBaHMA cpeacTB YL n ykasaHbl B T3 Ha pa3paboTky (MOAEpHU3aLmio) CpeacTs
yu.

26.2. TpeboBaHnunAa ana cpencts YL knacca KC1:

- MPOBOAUTCA pacyeT BepoATHOCTU cboeB n HeucnpasHocTen AC YL, npusBogAwmx K
HeBbINONHeHMIO YL cBoUX (hyHKUNN.

26.3. TpeboBaHua ona cpeacts YL, knacca KC2:

- OO/MKHO OCYLECTBNATLCA TECTUPOBAHNE YCTOMYMBOCTU (DYHKUMOHNPOBAHNA CPEACTB
Y.

26.4. TpeboBaHunA anAa cpencts YL knacca KC3:

- DOMKHbI ObITb onpeneneHbl TpeboBaHUA MO BPEMEHU BOcCTaHoBNeHuA cpeacts YL
nocne c6oA 1 ykasaHbl B T3 Ha pa3paboTky (MoaepHu3aumio) cpeacts YL,

- Mepbl U CpeacTBa MOBbLIWEHUA HAOEeXHOCTU U YCTOMYMBOCTU (PYHKLMOHMPOBAHUA
cpencTtB YL gomkHbl cogep)kaTb MexaHNU3Mbl KBOTUPOBaHUA pecypcos cpeacTtB YL.

26.5. TpeboBaHua ona cpeacts YL, knacca KB1.:

- BEpoATHOCTb cboeB u HeucnpasHocTen AC YL, npmBogAawmx K HeBbINOAHEHUO YL
CBOMX (OYHKUMIA, B TEeYEHMEe CYTOK HEe [OSHKHA MNpeBblwaTb aHanorMyHon BEpPOATHOCTM AnA
ncnonbdyembix CK3W.

26.6. TpeboBaHua ona cpeacts YL knaccos KB2 n KA1 cosnagatT ¢ TpeboBaHNAMMU
onAa cpencts YL knacca KB1.

27. TpeboBaHUA K KNIOYEBON MHGOPMALNN:

27.1. TlopAooK co3gaHuWA, UCMONb30BaHWA, XPaHEHUA W YHUYTOXEHUA KII0YeBOW
nHdpopMaumm onpepenAeTcA B COOTBETCTBUM C TpebOBaHMAMWU 3IKCMyaTauMOHHOW
AOKyMeHTaumn Ha cpeactea Ol n nHole CK3W, ncnons3yemoble cpegcteamm YL,

27.2. Cpok pencteuAa knoda 3l cpepctsa 3l, ucnonbdyemoro cpegctesamn YL,
AOMKEH COOTBETCTBOBATb TpeboBaHNAM, YCTAaHOBMNEHHbIM K cpeacTaam M.
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MHbopmauma 06 naMeHeHnAX:
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CwMm. npeabiayLLyto peaakumio

27.3. TpeboBaHunAa ana cpencts YL knacca KC1:

- He ponyckaeTcA KonMupoBaHWe uWHGOpPMaUUN KNKOYEBbIX OOKYMEHTOB
(kpynTOrpadnyeckux Knoyen, B ToM 4ucne knwyden 3l) Ha HocuTenu (Hanpumep, XXeCTKUN
ANCK), He ABMAKWMECA KIOYEBbIMU HOcUTENAMU, 6e3 ee npeaBapuTENbHOro WnpoBaHma
(koTopoe [OMKHO OCYWEeCTBNATbLCA BCTPOEHHOW dyHKUMen wucnonbdyemoro CK3W).
KonunpoBaHue Kno4eBbIX OOKYMEHTOB [O/MKHO OCYLECTBATbCA TONMbKO B COOTBETCTBUU C
aKcnyaTaunmoHHON AOKYMeHTaumen Ha ncnonbdyemoe CK3WU;

- kKmoun 3, ucnonb3yemble OnA NOANMCU cepTUdmnKaToB Knwoyen nposepkn Il un
CMUCKOB YHUKasbHbIX HOMEPOB CepTUMKaToB Kntoyen nposepkn Ol1, nencTene KOTopbIX Ha
onpefeneHHbIn MOMEHT 6bino npekpaweHo YL oo ucteyeHmAa cpoka nx aencrteua (panee -
CMNCOK aHHYIMPOBaHHbIX cepTumnkaToB), a Takxe kKnoum 3l, ncnonb3yemole Ona noanmncu
METOK AOBEPEHHOr0 BPEMEHU HE A0/MKHbI UCMOBb30BATLCA HU AN1A KaKUX UHbIX Lenen;

- CPOKM [OEencTBUA BCEX KJOYEeW [OO/MKHbl OblTb YKasaHbl B 3KCMayaTauMoOHHOM
AOKyMeHTaumn Ha cpeacTea YL,

27.4. Tpebosanua ona cpencts YL knaccos KC2 n KC3 coBnagatoT ¢ TpeboBaHNAMMU
ana cpencts YU knacca KC1.

27.5. TpeboBaHuA onAa cpeacts YL knacca KB1:

- OO/MKHbl OblTb MNPUHATBHI OPraHM3auVOHHO-TEXHUYECKME MEpPbl, UCKAYawwme
BO3MOXHOCTb KOMMpomeTauun knwoda 31, mucnonb3yemoro AnAa noanucu ceptudumkaTos
knoyen nposepkn A1 M CNMCKOB aHHYNMPOBaHHbLIX CepTUdPUKATOB, MpU KOMMpoMeTauuu
KI0YEeBOW MHGPOpMaLUK, OOCTYNHON OAHOMY NnLy.

MHbopmauma 06 naMeHeHnAX:
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CwMm. npeabiayLLyto peaakumio

27.6. TpeboBaHuAa onAa cpeacts YL, knacca KB2:

- kmoun M, ucnonb3yemble OfA NOANUCU CepTUdUKATOB Koyen nposepkn 3l,
CMNUCKOB aHHYJIMPOBaHHbLIX CEPTUPMKATOB M METOK [OBEPEHHOro0 BPEMEHW, OOSKHbI
reHepupoBaTbCA, XPaHUTLCA, MCNONBb30BaTLCA M YHUUTOXATbLCA B cpenctaee 3l

- OO/MKHbl OblTb MNPUHATbHI OPraHM3auuOHHO-TEXHUYECKUE MEpPbl, UCKIYawwme
BO3MOXXHOCTb KOMnpomeTaumm knoda 3l, mncnonb3yemoro AnA noanucu ceptudukaTos
knoyen nposepkn A1 M CNMCKOB aHHYNMPOBaHHbLIX CEPTUdPUKATOB, MpU KOMMpoMeTauuu
KI04EeBOW MHGbOPpMaLMK, OOCTYNHON ABYM NULAM.

27.7. TpeboBaHuma ona cpeacts YL, knacca KAL:

- OO/MKHbl ObITb MNPUHATBHI OPraHM3auVOHHO-TEXHUYECKUE Mepbl, UCKYawLlme
BO3MOXXHOCTb KOMNpomeTaumm knoda 3l, mncnonb3yemoro anA noanucu cepTudukaTos
knoyen nposepkn Ol M CNMCKOB aHHYIMPOBaHHbLIX CEPTUdUKATOB, MPU KOMMpoMeTaumnu
KNo4eBOn MHGopMauum, OOCTYNHOW TpeM JINLAM.

28. TpeboBaHMA K pe3epBHOMY KOMUPOBAHUIO U BOCCTAHOBNEHNIO paboTOCNOCOBHOCTH
cpencts YL

28.1. CpeactBa YL OomkHbI peann3osBbiBaTb (DYHKUMW PE3EPBHOI0 KOMMPOBAHWA W
BOCCTAHOBNEHNA Ha cnydan nospexgeHnAa AC n (unm) uHdopmauum, obpabaTbiBaemoWn
cpeactBamn YLI. B xonoe pe3epBHOro KONMpoBaHMA OOS/HKHA OblTb UCKAKOYEHA BO3MOXXHOCTb
KONUPOBaHNA KPUNTOrpaunyeckmnx Koven.

28.2. TpeboBaHunA anAa cpencts YL knacca KC1:
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- AAHHbIEe, COXPaHEHHbIE MPU Pe3epBHOM KOMMPOBaHUN, O0/KHbI 6bITb OCTATOYHbI ANA
BOCCTaHOBNeHUA yHKUMOHMpoBaHUA cpencts YL B cocToAHue, 3adiMkcupoBaHHOe Ha
MOMEHT KOMMPOBaHUA.

28.3. TpebosaHnAa gna cpencts YL knaccos KC2 n KC3 cosnagatoT ¢ TpeboBaHMAMMN
ana cpencts YU knacca KC1.

28.4. TpeboBaHuA onAa cpeacts YL knacca KB1:

- OO/MKHbl OblTb MPUHATbI Mepbl OOHAPY>XXEHUA HECAHKUWOHUPOBAHHLIX W3MEHEHWUI
COXPaHEHHbIX OaHHbIX;

- DOMKHbI 6bITb onpeaeneHbl TpeboBaHMA NO BPEMEHW BOCCTAHOB/IEHUA U yKa3aHbl B T3
Ha paspaboTky (MogepHusaumio) cpencts YL m B akcnnyaTaumoOHHOW OOKYMeHTauuu Ha
cpenctea YL

28.5. TpeboBaHuAa ona cpeacts YL, knacca KB2:

- coxpaHAemasa npu pe3epBHOM KOMMPOBaHMM 3awmwaemas WHdopmauua [oskHa
COXPaHATLCA TONbKO B 3aWM(poBaHHOM BMAE.

28.6. TpebosaHna gna cpeacteB YLL knacca KAl coBnagatoT ¢ TpeboBaHuAMKM AnA
cpencts YL knacca KB2.

29. TpeboBaHMA K CO30aHMIO U aHHYTMPOBaHUIO cepTudmkKaToB Koyen nposepkn Oll:

MHbopmauma 06 naMeHeHnAX:
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29.1. MNpoToKONbl CO3AaHNA N aHHYIMPOBaHMA CePTUGIMKATOB KNtoyen nposepkun A, a
TakXxe cxema rnepegayv 3afaBfieHUA Ha co3faHue cepTudukarta kova nposepkn IOl AOMKHbI
ObITb OMMCaHbl B 3KCMNyaTaunoHHON AOKYMeHTaumm Ha cpenctea YL.
29.2. Co3paBaemble YL cepTtudukatbl knw4denm nposepkn Il n cnuckwu
aHHYNMPOBAHHbIX CepTUMPUKATOB [O/KHbI COOTBETCTBOBATb MeXAYHapOAHbIM

pekomeHgaumam ITU-T X.509 1 (nanee - pekomeHpaumn X.509). Bce nonAa n QonosiHEHUA,
BKJIlOYaemMble B cepTudwmkaTt knwo4den nposepkn 31 M CNNCOK aHHYIUPOBAHHbIX
cepTumnkaToB, OOMKHbI ObITb 3aMOfIHEHLI B COOTBETCTBUM C pekoMmeHpaumAamm X.509. Mpwn
NCMNONb30BaHUM anbTepHaTUBHbLIX (hOPMaTOB cepTumnkaToB Kden nposepkn I OONKHbI
ObITb onpeneneHbl TpeboBaHUA K MPOTOKOMAAM CO34aHUA U aHHYNMPOBaHWA CepTUUKaTOB
Kntoyen nposepkn Al 1 ykasaHbl B T3 Ha pa3paboTky (MoaepHusaumio) cpeacts YLL.

1 ITU-T Recommendation X.509. Information technology - Open systems interconnection - The Directory:
Public-key and attribute certificate frameworks. 2008. http://www.itu.int/rec/T-REC-X.509-200811-i.

29.3. Cpenctea YL 0omKHbI peann3oBbiBaTb NPOTOKON aHHYIMPOBaHWA cepTudukaTa
Kntoya nposepkun 3l ¢ MICNONb30BaHMEM CMUCKOB aHHYTMPOBaHHbLIX CEPTUGMKATOB.

29.4. [lonyckaeTcA peanun3auuaA MPOTOKOSIOB aHHynuMpoBaHUA 6e3 W1Crnosb30BaHWUA
CMUCKOB aHHYNMUPOBAaHHbIX cepTudmnkaTos, TPebOBaHUA K KOTOPbIM AO/MKHbI 6bITb YKa3aHbl B
T3 Ha pa3paboTky (MogepHusauuio) cpeacts YL,

29.5. TpeboBaHuma ona cpeacts YL, knacca KC1.:

- B cpencteax YU pomkHa 6bITb peanusoBaHa (pyHKUMA N3roTOBMEHUA cepTudukaTa
knoya nposepku Ol Ha GymaxkHom HocuTene. lMopAagok BblgayuM ceptudmkarta Knoya
nposepkn 3l Ha OymaKHOM HoOcuUTene, a TakXke npouenypa KOHTPOSiA COOTBETCTBMA
cepTudmnkaTa knoyda nposepkn Il B 3NEKTPOHHOM BUAE U HA BYMaXHOM HOCUTENE OOSKHbI
ObITb YKa3aHbl B 3KCnslyataunoHHOW OOKYMeHTaumn Ha cpeacTea YL,

- B cpenctBax YL B oTHOweHuM Bnagenbua cepTudmkara knwoda nposepku 3l
OO/MKHbI 6bITb peann3oBaHbl MeXaHU3Mbl NMPOBEPKU YHUKANbHOCTU Ktoya nposepku Ol u
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obnagaHnA cCOOTBETCTBYIOWMM Kto4oMm IlT.

29.6. TpeboBaHuAa gnAa cpencte YL knacca KC2 cosnapaiT ¢ TpeboBaHuAMM ON1A
cpencts YL knacca KC1.

29.7. TpeboBaHnuAa anAa cpencts YL knacca KC3:

- NOrpPEeLWHOCTb 3HAYEHNN BPEMEHU B cepTudmkatax knw4den nposepkn Il 1 cnmckax
aHHYIMPOBaHHbIX CEPTUIMKATOB HE AO0/MHKHA NpeBbiwaTb 10 MUHYT.

29.8. TpeboBaHuAa ona cpeacts YL, knacca KB1:

- NMOrpeLHOCTb 3HAa4YEeHNN BpeMEHU B cepTudmkatax knwden nposepkn Al n cnmckax
aHHY/IMPOBaHHbIX CEPTUGMKATOB HE A0/IKHA NpeBbIwaTb 5 MUHYT.

29.9. TpeboBaHua ona cpencts YL, knaccos KB2 n KA1 coBnagatoT ¢ TpeboBaHMAMMN
nnA cpencts YU knacca KB1.

30. TpeboBaHuA K CTPYKType cepTudukarta knwo4va nposepkn Il m cnucka
aHHYIMPOBaHHbIX CEPTUGUKATOB:

30.1. TpeboBaHua ana cpencts YL, knacca KC1:

- ponycTumble CTPYKTYpbl cepTudukarta knwoda nposepkm 3l m cnucka
aHHYNIMPOBAaHHbLIX CEepTUPUKATOB [O/HKHbI OblTb MepeyvyncneHbl B 3KCnayaTaumoHHOMU
OOKYMeHTaumn Ha cpeacTea YL,

- B cpeactBax YL pomkeH 6bITb peanu3oBaH MeXaHW3M KOHTPOSA COOTBETCTBMUA
co3paBaemMbliX CepTuUKaToB Ko4ven npoBepkn O M CNUCKOB aHHYNMPOBaHHbIX
cepTumnkaToB 3aaHHON CTPYKTYpPE;

- B CTPYKTYype cepTudukaTa knoya nposepkn 3 4omKHbI ObITb NpeayCcMOTPEHbI rnorne,
copepxxallee cBepeHmA o knacce cpencts YL, ¢ ucnonb3oBaHMeMm KOTOpbIX 6bln co3gaH
HacToAWMK cepTudukaT Kroda nposepkn 3Al, v none, cogepxawlee CBEAEHWA O Knacce
cpenctea Il Bnagensua ceptudumkaTa knoya nposepkm Al.

30.2. TpebosaHma ona cpencts YL, knaccos KC2 n KC3 coBnagatoT ¢ TpeboBaHNAMMK
anAa cpeacts YL knacca KC1.

30.3. TpeboBaHua ana cpeacts YL, knacca KB1:

- B cpeacteax YL, pomkeH 6bITb peanM3oBaH MexaHU3M 3afaHuA CUCTEMHbIM
aAMVHUCTPATOPOM Habopa AONYyCTUMbIX OOMNOSHEHU cepTudmkata kKnwoda nposepku 3l u
crnvcka aHHyNMpPOBaHHbIX CepTUPNKATOB.

30.4. TpebosaHnAa onAa cpenctB YL, knaccoe KB2 n KA1l coBnagatoT ¢ TpeboBaHMAMU
onAa cpencts YL knacca KB1.

31. TpeboBaHnA K peecTpy cepTudumnkaToB Kroven nposepkn 3l n obecneyeHuto
A0CTyna K Hemy:

31.1. TpeboBaHua anAa cpeacts YL knacca KC1.:

- B cpeacTtBax YL, gomkHbl 6bITb peann3oBaHbl MEXaHU3Mbl XPaHEHUA U NMOUCKA BCEX
CO30aHHbIX cepTUGMKATOB KtoYen nposepkn 3l 1 CNUCKOB aHHYNMPOBAHHbIX CEPTUINKATOB
B PEECTPE, a TaK)Ke CETEBOro A0CTYyNa K peecTpy.

31.2. TpeboBanuAa pna cpencte YL, knacca KC2 cosnapgatT ¢ TpeboBaHUAMU AnA
cpencts YL knacca KC1.

31.3. TpeboBaHua ana cpencts YL, knacca KC3:

- B cpeactBax YL nomkeH 6bITb peann3oBaH MEXaHU3M Moncka CepTUUKATOB KITHoHen
nposepkn Al 1 CNUCKOB aHHYMPOBAHHbLIX CEPTUUKATOB B PEECTPE CEPTUPNKATOB KNHOYEN
npoBepku 3l No pasnnyHbIM UX aTpubyTam;

- BCE M3MEHeHUA peecTpa cepTudukatToB Kro4ven nposepkn Il OOMXKHBI
perucTpupoBaTbCA B XXypHane ayguTa.

31.4. TpeboeaHua pnA cpencts YL knaccos KB1, KB2 n KA1l coenagatoT C
TpeboBaHuamn ona cpencts YL knacca KC3.

32. TpeboBaHuAa kK npoBepke Al B cepTuhmnkaTte knoya nposepkun 3.

32.1. JomkeH GbITb onpeneneH MexaHU3Mm NpPoBEpPKM NOANUCKU B cepTudumkarte Kroda



nposepkn 3l MO 3anpocy yyacTHMKA 3MEKTPOHHOro B3aMMOLENCTBUMA U yKa3aH B
aKcnayaTaunoHHOM AOKYyMeHTauum Ha cpencTea YLL.

32.2. B cpeactBax YL pomxeH 6bITb peann3oBaH MexaHu3M NpoBepKU MOOSIMHHOCTH
Ol YL B BblgaBaembIx UM cepTudmkaTax knoyen nposepku 3l1.

32.3. lpoeepka 3l B cepTudmkaTte knwya nposepku Il ocywecTBnAeTcA B
COOTBETCTBUM C pekoMeHpaumamm X.509, Bknw4vaAa o06A3aTeNibHYl0 MPOBEPKY BCEX
KPUTUYECKNX LOMOSTHEHUIA.

32.4. Ecnu, mncxopgA u3 ocobeHHocTen akcnnyatauuu cpeacts YL, ponyckaetca
NCNoONb30BaHME anbTepHaTUBHbIX dopmMaToB cepTudmkaTa knoya nposepku 3Il, AommKeH
6bITb OnpeaeneH MexaHM3m NPOBEPKM NoANUcK B cepTudmkaTte Kn4da nposepku 3 1 ykasaH
B T3 Ha pa3paboTky (MogepHu3aumio) cpencts YLI.

MHdopmauma 06 n3amMeHeHnAX:

[MyHKT 33 uameHeH ¢ 1 ceHTaAbpa 2022 r. - lNpuka3 ®CE Poccum ot 13 anpena 2022 r. N 179

Cm. npeabiayLyyro peaakuymo
33. MexaHnam ¢popMnMpoBaHMA METOK JOBEPEHHOrO0 BPEMEHMU MPU €ro UCNOSIb30BaHUM B
coctaBe YL nonmkeH peanusosbiBaTbCcA cpeacresamu YL,

MHdopmauma 06 nameHeHnAX:

Hymepauma nyHkta unsameHeHa ¢ 11 aHBapa 2021 r. - [lpukaz ®CHb Poccum ot 4 pgekabps
2020 r. N 555
34. [InAa orpaHM4eHnA BO3MOXXHOCTEN NO NMOCTPOEHUIO KaHanoB atak Ha cpeactea YL, ¢
NCNONb30BaHMEM KaHaNioB CBA3W [OOJ/IKHbl NMPUMEHATbLCA CpeacTBa MEXCeTeBOro
3KpaHMpOBaHMA.

MHbopmauma 06 namMeHeHunAX:

Hymepaumsa nyHkta nameHeHa ¢ 11 aHBapa 2021 r. - [Npuka3z ®Cb Poccun ot 4 gekabpsa
2020 r. N 555

35. JonmkHbl 6bITb OnpeaeneHsl TpeboBaHWA Mo 3awmTe cpeacTs YL, oT KOMMbIOTEPHbIX

BMPYCOB 1 KOMMNbIOTEPHbBIX aTak 1 ykasaHbl B T3 Ha pa3paboTky (MogoepHm3aumio) cpencts YL

MHdopmauma 06 n3amMeHeHnAX:

[MyHKT 36 nameHeH ¢ 11 aHBapA 2021 r. - [Npukasz ®CB Poccum ot 4 gekabpsa 2020 r. N 555

CwMm. npeabiayLLyto peaakumio
36. lMpn nopkniovyeHnn cpencts YL, 3a uvcknioyeHnem CpencTtB, peanmayomx
MeXaHu3M ¢GOopMUPOBAHNA METOK [OBEPEHHOro BPEMEeHU, K UHPOPMALUOHHO-
TeNEeKOMMYHUKALMOHHON CeTU, A0CTYN K KOTOPOW HEe OrpaHnUYeH onpeaeneHHbIM KpyroM v,
yKasaHHble cpefacTBa O0J/KHbl COOTBETCTBOBaTh TpeboBaHmAM K cpeacteBam YL knacca KB2
nnn KAL.

WNHdopmaumna 06 n3MeHeHnAXx:
[MyHKT 37 nameHeH ¢ 11 aHBapa 2021 r. - [Npuka3 @CE Poccum ot 4 gekabpsa 2020 r. N 555
Cwm. npeabigyLLyto peaakuymio

37. NccneposaHnA cpencte YL, ¢ uenblo noarBepXOeHMA COOTBETCTBUA cpencts YL

HaCcToOALNM Tpe6OBaHI/IFIM OOJDKHbI NpoBOANTBCA C NCNOJIb30OBaHNEM pa3pa6aTb|BaeMb|x ®Cb
Poccun 4ymncnosbix 3HaA4YeHUN napamMeTpoB N XapakKTepuctuk mMexaHn3mMOoB 3alluThbl,

peanusyemblix B cpeacteax YL 1.

1 MoanyHKT 47 nyHkTa 9 MNMonoxeHna o MepepancHon cnyxbe 6esonacHocTn Poccuiickon depepauum,
yTBepxaeHHoro VYkasom [lpeanpgeHta Poccuinickonn ®epepaumm ot 11 asrycta 2003r. N 960 (CobpaHue
3akoHogaTenbcTBa Poccuinckon ®epepaumn, 2003, N 33, cT. 3254; 2018, N 28, cT. 4198).

MHdopmauma 06 naMeHeHunsAX:
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[MyHKT 38 nameHeH ¢ 1 ceHTAbpa 2022 r. - [Mpuka3 ®CH Poccum ot 13 anpenda 2022 r. N 179

Cm. npeabiayLyyro peaakuymo

38. [llpn nogkni4YeHUU CpPencTs, peannsyloWmnx MexaHU3M MeTOK [OOBEPEHHOro
BpPEMEHU, K MHPOPMAaLIMOHHO-TENTEKOMMYHUKALMOHHON CEeTU, AOCTYN K KOTOPOW He OrpaHuyeH
onpeaeneHHbIM Kpyrom nunL, A0/MKHbI BIMNOMHATLCA cnegyowme TpeboBaHnA:

38.1. Knacc cpeacte O3ll, peanusylowux MexaHuU3Mmbl (opmMMpOBaHUA METOK
OOBEpPEeHHOro BpeMeHUn, Oo/mKeH ObiTb He Hmke knacca KC3. [JomkHO 6biTb obecneyeHo
3auLeHHoe XxpaHeHne Kpuntorpadomuyeckmx Knoyen B HeSKCNopTUpyeMom Bmae.

38.2. CoBMeCTHO CO cpencTBamu, peanmaylowmMMn MexaHu3M MEeTOK [OBEPEeHHOro
BPEMEHW, OO/MKHbI NPUMEHATbLCA HeKpunTorpaduyeckme cpencrea 3awmTbl MHopMaumu,
cepTnduumpoBaHHble no TpeboBaHMAM 6Ge30nacHOCTU WHoOpMaunK, yCcTaHaBIMBAEMbIM
®OCT3K Poccun B cooTBeTcTBMM ¢ noanyHkTom 9.1 nyHkta 8 lMonoxeHua o denepanbHom
cnyx6e rno TEXHUYECKOMY W 3KCMOPTHOMY KOHTPOSIO, yTBepXaeHHoro Ykasom [lpe3ungeHTa

Poccuinckon ®epepauunm ot 16 asrycta 2004 r. N 1085 1, 1 obecneymBatoLme:

- 3aWmTy OT aTak, HanpasfeHHbIX Ha Beb-cepBepa, B TOM 4uCre NyTeM KOHTPONA u
unbTpaumm NHPOPMaLMOHHbBIX MOTOKOB MO NPOTOKOMY nepegadn rmnepTekcra, NpoxoaALmx
K BeG-cepBepy 1 OT Beb-cepBepa;

- 3almTy OT BPEAOHOCHOro nporpammMHoro obecrnevyeHusd, B TOM 4ucrne obHapy>xeHue
KOMMbIOTEPHbIX MporpaMM WA MHOW KOMMbIOTEPHOW MHAOpMaUMW, npefaHasHavyeHHou AnA
HECaHKLUMNOHNPOBAHHOIO YHUYTOXEHWUA, ONoKMpOoBaHWA, MogndpuKauum, KOnMpoBaHUA
3awmaemMon MHpopMaumMn UM HapyLeHnA WTaTHOrO PYHKUMOHNPOBaHMA CPEeACTB 3awuThl
WMHOpMaLUK, a TakXXe pearMpoBaHue Ha obHapy>XeHMe 3TUX NporpamMm 1 nHpopmaumu;

- 0BHapyXeHune (NpepoTBpalleHne) BTOPXXEHUN, HanpaBfeHHbIX Ha npegHaMepeHHbIN
HeCaHKLUMOHMPOBAaHHbIN JOCTYN K obpabaTbiBaemMon nHGopmauum, cneunanbHoe BO3aencTeme
Ha cpeacTBa 3awWwuTbl MHGopMauum u (Man) uHpopmMauuio B UENAX ee MNoJlyyYeHuA,
YHUUYTOXEHUA, WUCKaXEHWA W OBNOKUPOBaHWA [OCTyna K WHGoOpMauum, a Takxe pansa
pearnpoBaHuvA Ha 3TN OencTBuA (NpefoTBpaLlleHne 3TUX eNCTBUin);

- [OOBEPEHHYI0 3arpy3ky CpPeAcTB BblYUCNUTENbHONW TEXHUKW, B TOM 4UCNE MNyTEM
KOHTPONA JoKasbHOro [oCcTyrna W UenoCTHOCTM nporpamMMmHoro obecrnevyeHusa CpencTs
BbIYUCNUTENBHON TEXHUKMN.

1 Cobpanue 3akoHopaTenbcTBa Poccuiickon ®epepaumn, 2004, N 34, c1. 3541; 2018, N 20, cT. 2818.
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