Mpukas ®CE PD ot 27 pgekabpa 2011 r. N 796 "O6 yTBep>xaeHun TpeboBaHUM K cpeacTteam
3NEKTPOHHOW noanucu n TpeboBaHU K cpeacTBamM ya0OCTOBEPAKOLLErO LieHTpa"

B cootBeTCcTBUM C YacTbio 5 cTtaTtbn 8 degepanbHOro 3akoHa ot 6 anpenAa 2011 r. N 63-
®3 "O6 aneKTPOHHOW Nnoanucu™ NpuKasbiBalo:

YTBEpanNThb:

TpeboBaHuA K cpeacTBam ANEeKTPOHHOW nognuck (npunoxeHve N 1);

TpeboBaHMA K cpeacTeBam yooCcToBepAoLwWero LeHTpa (npunoxenve N 2).

OupekTop A. BopTHUKOB

* CobpaHue 3akoHopatensctBa Poccuinckon ®epepauum, 2011, N 15, cT. 2036; N 27,
cT. 3880.

3apeructpmpoBaHo B MuHiocte PO 9 pespana 2012 r.
PernctpaunoHHbin N 23191

MpunoxeHue N 1
K npukasy ®Cb P®
oT 27 pekabpa 2011 r. N 796

Tpe6oBaHMA K cpeacTBam 3JIEKTPOHHOM NOANUCH

|. O6WwMe Nono>XKeHun

1. HacTtoawwme TpeboBaHmA paspaboTaHbl B COOTBETCTBUM ¢ DeepasibHbIM 3aKOHOM OT
6 anpena 2011 r. N 63-O3 "O6 anekTpoHHOW noanucu” (panee - MepepanbHbli 3aK0H).

2. B HacToAwwmx TpeboBaHMAX WCNONL3YIOTCA Crefylowme OCHOBHbIE MOHATUA,
onpepneneHHble B ctatbe 2 PeaepanbHOro 3aKoHa:

1) sanekTpoHHaaA nognuce (panee - 3l) - HopMaunA B INEKTPOHHON dhopme, KoTopana
npucoeanHeHa K Apyrov nHpopmaumm B aNeKTPOHHON dhopMe (NoanmcbiBaeMon MHopmaumm)
unn wnHbiM o06pa3oM cBA3aHa C TakoM WHGOpMauuen mn KoTopaA Wcnonb3yeTcA AOnA
onpegeneHva nvua, NoANUCbIBaloLWero MHHOpMaLmIo;

2) ypocTtoBepAowWmMnA LeHTp (ganee - YL) - opuanyeckoe nuuo nnv MHoUBuayanbHbln
npegnpuHMMaTenb, OocywecTBaAlWwmMe (QyHKUMM NO CO34AaHUI0 U Bblgade cepTuUduKkaToB
Kntoyen nposepkn A1, a Tak)Ke NHble PYHKLUNKN, NpeaycMoTpeHHble DeaepanbHbIM 3aKOHOM;

3) kntoy 3l - yHMKanbHaA nocnenoBaTeNlbHOCTb CMMBOJIOB, NpegHasHavYeHHaA AanA
cospganua 3lT;

4) knwo4 nposepku 3l - yHMKanbHaA nocnenoBaTesibHOCTb CUMBOJSIOB, OAHO3HAYHO
cBA3aHHaA ¢ knoyom Ol m npegHasHayvyeHHaA AnA NpoBepku nognuHHoctn Ol (manee -
nposepka 3AM);

5) cpeactea 3l - wupoBansHble (KpunTorpadpuyeckmne) cpeacTsa, UCMNonb3yemble
ANnA peanu3aumm XoTA 6bl OOHOM U3 cnepyowmx yHkuuin: cospganme 3l, nposepka 3ll,
cosgaHue kno4da Al n knova nposepkun 3,

6) ceptucdumkar knto4da nposepku Al - 3NEKTPOHHbLIA JOKYMEHT WUAN OOKYMEHT Ha
6ymaxKHOM HocuTtene, BblaaHHble YL nnbo poBepeHHbIM nuuom YL, n noaTtsepykparowime
NPUHAANEXHOCTb Ktoya nposepkn 3l Bnagenbuy ceptudukata knoda nposepku 3.
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3. HacTtoAawwme TpeboBaHuA ycTaHaBnMBaOT CTPYKTYPY W copep>kaHue TpeboBaHUn K
cpencrteam 3l1.

4. HactoAwue TpeboBaHnA npegHasHayeHbl OJ1A 3aKa34MKOB W pa3paboTymkoB
paspabaTbiBaemMbix (MogepHM3upyemblx) cpeacts Al npy nx B3anmMogencTemm Mexxagy cobon,
C opraHu3aumAaMn, NPOBOAALMMU KpunTorpaduyeckue, MHXEeHepHo-KpunTorpagpuieckune u
crneumansHble uccneposaHma cpeacts A, ®CB Poccum, ocywecTBnaowWwen nogresep>xgeHue
cooTBeTCcTBMA cpencTs Al HacToAwmMM TpeboBaHNAM.

5. HactoAwme TpeboBaHmAa pacnpocTpaHAloTcA Ha cpencTtsa 31, npegHasHadYeHHble
ON1A UCrnonb30BaHUA Ha Tepputopun Poccurickon depepaumn, B ydpexaeHuax Poccuinckon
depepaumn 3a pybexxoMm M B HaxogAwMXcA 3a pybexkom 060cobneHHbIX nogpasgeneHnAx
lopuanyeckux nuu, obpasoBaHHbIX B COOTBETCTBUMM C 3aKoHOAATenbCTBOM Poccuinckon
depnepauunun.

6. K cpeactBam O3I1 B 4yactm ux paspaboTku, NPOM3BOACTBA, peanu3aummn u
aKcnnyatauuu npeabABnAlTCA TpeboBaHuA, 3akpenneHHble [lonoxeHvem o paspaboTke,
NPON3BOACTBE, peanusaumn 1 aKcnayaTaumm wmposanbHbiX (KpUntTorpagpuyecknx) cpeacTs
3awmnTbl nHpopmaumn (Monoxerne MNMK3-2005), yTeep>kaeHHbIM npukasom OCB Poccum ot 9

dreBpana 2005 r. N 66 1 (C n3ameHeHnAMU, BHECEHHbIMK rprkaszom GCB Poccuum oT 12 anpena

2010r. N 173 2, ONA WwudpoBasbHbIX (KpunTorpadunyecknx) cpeacTs 3awmTbl MHOpMauumn C
OrpaHN4YeHHbIM OOCTYNOM, He coAepXXallen CBeOeHWW, COCTaBNAIWMX OCyAapCTBEHHYIO
TanHy.

1 3apeructpuposaH MuHioctom Poccum 3 mapTta 2005 r., peructpaumoHHbii N 6382.
2 3apeructpupoBaH MuHoctom Poccum 25 maa 2010 r., permctpaumoHHbii N 17350.

7. TpeboBaHMA K TeXHONOrmAmM co3gaHma (popmmpoBaHnA) n nposepkn Al ¢ nomoLbio
cpeactBa 3l ykasblBalOTCA B TAKTUKO-TEXHUYECKOM 3aflaHUN UK TEXHUYECKOM 3aJaHuu Ha
npoBefeHMe OMNblTHO-KOHCTPYKTOPCKOW paboTbl MAM COCTAaBHOW 4YacCTU OMNbITHO-
KOHCTPYKTOPCKON paboTbl No paspaboTke (mMopoepHusauuun) cpeactsa Il (pnanee - T3 Ha
paspaboTky (MoaepHm3auuto) cpeacrtaa Jl).

Il. Tpe6oBaHuA K cpeacteam 3l

8. Mpu co3panunn 3l cpeactea A QOMKHBI:
- nokasbiBaTb Nnuuy, NOAMUCHLIBAIOWEMY 3NEKTPOHHbIN [OKYMEHT, coAepXaHue

NMH(OpMaLMK, KOTOPYHO OH NoANUCbLIBaET 1;
- cospgasatb 3l TONBbKO Nocne NOATBEPXAEHNA NNLOM, NOANUCHIBAIOLLMM 3/1EKTPOHHBbIN

AOKYMEHT, onepauum no cosganunio Ol 1;

- OQHO3HAaYHO nokasbiBaTb, 4To Al co3naHa 1.

1 PeanuayeTcA B TOM 4uMcne C UCMOMb30BaHMEM annapaTHbIX WU NPorpaMMHbIX CPeacTB, COBMECTHO C
KOTOpPbIMW WITATHO YHKUMOHMPYIOT cpenctBa 3 M KOTopble CNOCOGHbI MOBAWATL Ha BbIMNOHEHWE
npenobABnAemMbix K cpeacteam 3l TpeboBaHWMA, B COBOKYMHOCTM MPeacTaBnAlWmMX cpeay hyHKUMOHMPOBAHWA
cpenct 3l (nanee - CD).

9. MNpwu npoeepke Al cpeactea Al AOMKHBbI:

- MOKa3blBaTb coaep>kaHne 3JIeKTPOHHOro JoOKyMmeHTa, nogrnncaHHoro ol 1;
- NoKa3blBaTb I/IHCbOpMaLI,I/IIO O BHECEHUU M3MEHEeHN B nognncaHHblin Il 3ﬂ€KTpOHHbII7I
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LOKYMEHT 1;

- yKas3blBaTb Ha Jnuo, C WUCnojib3oOBaHMEM KJio4a ol KOTOPOro nopgnuncaHbl
QJIEKTPOHHbIE OOKYMEHTbI 1.

1 PeanmsyeTCH B TOM 4ucne C ucnosb3oBaHMem annapartHbiX U NporpaMmmMHbIX CpencTts, COBMECTHO C
KOTOpbIMW WITATHO (PyHKUMOHMPYIOT cpenctBa 31 M KOTOpble CNOCOOHbI MOBAWATH Ha BbIMNOMHEHWE
npepbaABnAembix K cpegcteam 3l TpeboBaHWMA, B COBOKYMHOCTM MPeAcTaBnAalowmx cpegy OyHKUMOHMPOBAHMWA
cpencts Al (nanee - CO).

10. TpeboBaHua nNyHKTOB 8 U 9 HacToAWMX TpeboBaHNN He NMPUMEHAIOTCA K cpeacTeam
Oll, ncnonb3yembiM 4nA aBTOMaTUYeCKoro co3ganna n (Unm) asTomaTndeckorn nposepku 3l B
WH(OPMaLMIOHHOW CUCTEME.

11. CpeactBa 3l [OMKHBI NPOTMBOCTOATbL Yyrpo3am, npeacTaBnAaAlwmMMm cobon
ueneHanpasBneHHble OeUCTBMA C UCMNONb30BaHMEM annapaTtHbIX 1 (M) NporpaMMHbIX CpeacTB
C Uenblo HapyweHna 6e3onacHoCcTM 3awumwaemon cpeactsoM 3l nHGopMaumMm unm ¢ Lenbio
CO30aHuVA YCNoBUK ONA 9TOro (ganee - ataka).

12. B 3aBUCMMOCTM OT CNOCOBHOCTEN MNPOTMBOCTOATbL aTakam cpepnctea Il

nogpas3genArTcA Ha KyiaccChbl 1.

1 Heobxogumbin knacc paspabaTbiBaeMoro (mopepHuanpyemoro) cpepnctesa Ol onpepenaetca
3aKka3unkom (paspaboTumkom) cpepnctBa Ol nyTem onpeneneHvsa BO3MOXHOCTEN OCYLEeCTBNATb CO3haHue
crnocoboB arak, MOAroTOBKY M MpoBedeHWe aTak Ha OcHoBe MyHKToB 13-18 HacTtoAwmx TpeboBaHun W
ykasbiBaeTcA B T3 Ha pa3paboTKy (MogoepHusaunio) cpeactea All.

13. CpeactBa 3l1 knacca KC1l npoTMBOCTOAT aTtakam, Npu co3gaHuuM cnocobos,
noaroToBKe N NPOBEAEHUN KOTOPbIX MCNONb3YIOTCA Creayowme BO3MOXHOCTU:

13.1. CamocToATeNbHOEe OCyLWeCcTBNIeHNe CO3[0aHuA CnocoboB aTak, MoAroTOBKU W
npoBeOeHnA aTak.

13.2. JencTBMA Ha pasfiMyHbIX 3Tanax XXM3HeHHOro umkna cpencrea Al 2

2 K aTtanam >XunsHeHHoro uukna cpeactsa Jl1 oTHocATcA paspaboTka (MoAepHM3aumAa) yKasaHHbIX
cpencTs, UX MPOM3BOACTBO, XpaHEHWe, TPaHCMOPTMPOBKA, BBOA, B 3KCMyaTaumio (nyckoHanaaouyHble paboTbl),
aKcnnyaTauma.

13.3. lNpoBepeHne aTakm TOSIbKO W3BHE MPOCTPaAHCTBaA, B npepenax KOTOPOro
OCYLLECTBNAETCA KOHTPONb 3a npebbiBaHMEM W OEeUCTBUAMM Nuy, U (MNK) TPaHCMNOPTHbIX

cpeacTs (Oanee - KOHTPoONMpyeman 30Ha 3

3 paHMUen KOHTPONMPYEMOWN 30Hbl MOryT ObITb: MEPUMETP OXPaHAEMOWN TeppuTopuMn NpPeanpuATUA
(yupe>xoeHua), orpakgarolme KOHCTPYKLUMM OXPaHAEMOro 34aHuA, OXpPaHAEMOM 4YacTu 34aHuvA, BblAENIEHHOro
nomMeLleHunA.

13.4. lNpoBeaeHne Ha aTanax pas3paboTku, NPOU3BOACTBA, XPaHEHNA, TPAHCMOPTUPOBKN
cpeacts 3l u atane BBOOa B 3akcnayataumto cpeactB Al (MyckoHanagoyHble paboThbl)
chepylowmx aTak:

- BHECEHNE HECAHKLUMOHMPOBAHHbIX U3MEHeHUN B cpeactBo Al n (Mnn) B KOMNOHEHTHI
Cd, B TOM Yncne ¢ UCNonb30BaHMEM BPEAOHOCHbLIX Nporpamm;

- BHECEHME HECaHKUVOHMPOBAHHbIX N3MEHEHUN B OOKYMEHTauuio Ha cpeactso Al n Ha
KOMMOHEHTbI COD.

13.5. NpoBeneHne aTtak Ha cnepyowme o6beKTbl:
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- BOKyMeHTaumio Ha cpeactBo Al 1 Ha KOMNOHEHTbI CO;

- 3almLaemMble 3NIEKTPOHHbIE AOKYMEHTDI;

- K/TIOYEBYIO, ayTEHTUMLMPYIOLLYIO 1 NApOSIbHYO MHopmauunio cpepctea 3l;

- cpeactso Al n ero NporpaMMHbIe 1 annapaTHbIe KOMMOHEHTDI;

- annapaTtHble cpeacTBa, BxogAwme B CO, BKAYaA MUKPOCXEMbl C 3anuCaHHbIM
MUKpokoaoM BIOS, ocywecTBnAlWwen nHMUmManm3aumio 3TMx cpeacTs (ganee - annapaTtHble
KOMMOHeHTbI CD);

- NIPOrpamMmMHbIe KOMMOHEHTbI CD;

- DaHHble, NepegaBaemMble Mo KaHanaMm CBA3W;

- MNOMeLLEeHUA, B KOTOPbIX HaAXOAUTCA COBOKYMHOCTb MPOrpamMMHbIX U TEXHUYECKUX
3N1IEMEHTOB CUCTEM 06pabOTKN AaHHbIX, CMOCOBOHbLIX (PYHKUMOHMPOBATbL CAMOCTOATENBHO UMK B
cocTaBe gpyrux cuctem (ganee - CBT), Ha KoTOpbIX peanu3oBaHbl cpenctea Il n CO;

- NHble 06BbEeKTbI aTak, KOTopble NPY HEOBXOANMOCTM yKasbiBatoTcA B T3 Ha pa3paboTky
(mogepHu3aumo) cpegctea A1 € y4eTOM WUCMOMb3YyeMblX B MHGOPMALMOHHOM CUCTEME
MH(OPMALMOHHBIX TEXHOMOrum, annapaTHbix cpencts (oanee - AC) u nporpamMHOro
obecneyenuna (ganee - MO).

13.6. MNony4eHne cnepyowen MHopMaLnu:

- obwmx ceegeHnin 06 MHPOPMAaLIMOHHON CcUCTEME, B KOTOPOM UCNOMb3yeTCA CPeacTBO
Ol (Ha3HayeHue, cocTaB, onepaTtop, 06BbEKTbl, B KOTOPbIX pasMeleHbl pecypchl
WHPOPMALVOHHOW CUCTEMDI);

- cBeAeHnn 06 MHGOPMaLMOHHBLIX TeXHoNornAx, 6asax gaHHbix, AC, MO, ncnonbayembix
B MH(POPMALMOHHOM CUCTEME COBMECTHO CO cpencteom OlT;

- CBeJeHUn 0 (hmM3nYecKux Mepax 3awmnTbl 06bEKTOB, B KOTOPbLIX pa3MeLleHbl cpeacTsa
olT;

- cBefeHMn o0 mMmepax NO obBecnevyeHU KOHTPONUPYEMOW 30Hbl OOBHLEKTOB
MHOPMaLMOHHOM CUCTEMbBI, B KOTOPOK Mcnonb3yeTtcA cpeacTtso Oll;

- CBeJeHun 0 Mepax no pasrpaHnNYeHnto AOCTyna B NOMeLLEeHWA, B KOTOPbIX HAaX04ATCA
CBT, Ha koTopbIx peanunsoBaHbl cpegctea 3 u CO;

- cogepXkaHmAa HaxopAlulencAa B cBOOOAHOM AOCTyNe AOKYMEHTauMm Ha annapaTHble U
nporpaMmMHble KOMNOHeHTbI cpeacTea Al n CO;

- obwux ceBegeHMM O 3awmwaemMon WHdopmMaumu, MUCNoNb3yeMon B npouecce
akcnnyatauumm cpegctea Il;

- BCEX BO3MOXHbIX OaHHbIX, NepefaBaemMblXx B OTKPbITOM BUAE MO KaHanaM CBA3U, He
3aWMUEeHHbIM OT HecaHKuMoHupoBaHHoro poctyna (manee - HCO) K wmHGopmaunu
OpraHM3aunoHHO-TEXHUYECKMMN Mepamu;

- CBeOEeHNN O NNHUAX CBA3W, MO KOTOPbIM nepepaeTcA 3awmwaeman cpenctsom Ol
nHdopmaums;

- cBegeHun 060 BCeX MPOABMAKOWMXCA B KaHanax CBA3W, He 3awmueHHbix oT HCO K
MHopMaLMM OpraHN3aLMOHHO-TEXHUYECKUMU MepaMu, HapyLeHWAX npaswui SKCnayaTaumm
cpeactea Al n CO;

- cBefeHun 060 Bcex NMpoABNAIOWMXCA B KaHanax cBA3W, He 3awmieHHbix oT HCL K
MHOpMaLUM OPraHU3aUMOHHO-TEXHUYECKUMN MepaMU, HEMCMNPABHOCTAX M cO0AX annapaTHbIX
KomrnoHeHToB cpencTea Al un CO;

- CBefeHWn, nosy4aemblX B pedynbTarte aHanusa NiobblX CUrHanoB OT annapaTHbIX
KomrnoHeHToB cpencTea Al n CP, KoTopble MOXET NepexBaTUTb HAPYLUUTESb.

13.7. Vicnonb3oBaHwue:

- HaxopAwmxcA B CcBOOGOAHOM AOCTyNne WAM WUCMNONb3YEMbIX 3a nNpegenamu
KOHTponupyemon 30Hbl AC u O, BknAw4aa annapaTHble M MNpPOrpamMHblE KOMMOHEHTbI
cpeactea Al n CO;

- cneunanbHo paspaboTaHHbix AC u IM10O.



13.8. Vicnonb3oBaHne B Ka4eCcTBe cpeabl nepeHoca oT cybbekTa K 06bekTy (0T o6bekTa
K CyObeKTy) aTaku OeNCTBUIN, OCYLLECTBNAEMbIX NPU NOAroTOBKE U (W) NPoBEeAEHMN aTaKu
(oanee - kaHan aTakm):

- He 3awwmueHHbix oT HCL K uHdopmaumm OpraHn3auMOHHO-TEXHUYECKMMU Mepamm
KaHanoB CBA3M (KakK BHE KOHTPO/MPYeMOW 30Hbl, TaKk W B ee npegenax), no KOTOPbIM
nepepaeTca sawmuaeman cpeactsom Il nHgopmaums;

- KaHanoB pacnpoCTpaHEHWA CUrHanoB, COMPOBOXAAKWUX QYHKLMOHMPOBAHNE
cpeactea Al n CO.

13.9. lNpoBepeHne aTtakn U3 MHPOPMALMOHHO-TENEKOMMYHUKALMOHHBIX CeTeil, AoCTyn
K KOTOPbIM HE OrpaHnyeH onpeaeneHHbIM KpYyrom JinL,.

13.10. Ucnonb3osanme AC un MO wmn3 coctaBa cpencts MHPOPMAUMOHHON CUCTEMbI,
NCNonb3yeMbliX Ha MecTax akcnnyaTtaumm cpeactsa Ol (manee - wTaTHble CpeacTsa) U
Haxo4ALWMXCA 3a npeaenaMmm KOHTPONPYEMON 30HbI.

14. CpenctBa 31 knacca KC2 npoTUBOCTOAT artakam, MNpyv Co3gaHum Cnocobos,
NOArOoTOBKE U MNPOBEAEHUUN KOTOPbIX WCMOMAb3YIOTCA BO3MOXHOCTWU, MEPEYUCSIEHHbIE B
nognyHktax 13.1 - 13.10 HacToAwmx TpeboBaHun, U crepyowme [OMNONHUTENbHbIE
BO3MOXHOCTH:

14.1. lpoBeneHne aTaku MpU HaxoXOEHUW KakK BHe npenenoB, Tak WU B npegenax
KOHTPONVPYEMOW 30HbI.

14.2. \cnonb30oBaHWe WTATHbIX CPEACTB, OrpaHNYEHHOE MepaMu, peasn3oBaHHbIMU B
WH(POPMaLIMOHHON CUCTEME, B KOTOPOW ucnonb3dyeTtcA cpenctso All, n HanpaBneHHbIMU Ha
npegoTBpaLleHne 1 npeceyeHne HeCaHKUMOHMPOBAHHbIX AENCTBUN.

15. CpenctBa 31 knacca KC3 npoTMBOCTOAT aTakam, npu Co3gaHuu Cnocobos,
NOAroTOBKE U MNPOBEAEHUUN KOTOPbIX WCMOMAb3YIOTCA BO3MOXHOCTWU, MEPEYUCSIEHHbIE B
noanyHkTax 13.1 - 13.10, 14.1, 14.2 HacToAwmx TpeboBaHun, 1 cnegyowme AONONHUTENbHbIE
BO3MOXHOCTH:

15.1. Joctyn k CBT, Ha KOTOpbIX peanu3oBaHbl cpeactso Al n CO.

15.2. BO3MOXHOCTb pacnonaraTb annapaTHbiMU KOMNoOHeHTamu cpeactea Al n CO B
obbeme, 3aBuUcAWEM OT Mep, HanpaBfEHHbIX Ha MpenoTBpalleHne U npeceyvyeHune
HEeCaHKLUMOHMPOBAHHbIX OENCTBUN, peasin3oBaHHbIX B MH(POPMALMOHHOW CUCTEME, B KOTOPOM
ncnons3yetcA cpenctso All.

16. CpenctBa 3l1 knacca KBl npOoTMBOCTOAT arakam, npuv Co3gaHun Cnocobos,
NOArOoTOBKE U MNPOBEAEHUUN KOTOPbIX WCMOMAb3YIOTCA BO3MOXHOCTWU, MEPEYUCSIEHHbIE B
noaonyHktax 13.1 - 13.10, 14.1, 14.2, 15.1, 15.2 HacTtoAwmx TpeboBaHwn, 1 cnepywowme
OOMNONHNTESTbHbIE BO3MOXXHOCTI:

16.1. CospaHme cnocoboB aTak, NoaroToBka WM NpPoOBeAeHue aTak C MpUBEYEHUEM
cneumannucToB, UMeIoLWMX onbIT pa3paboTkn 1 aHanusa cpeacts Ol1, BKNKOYaA cneuvanncTos
B 061acTu aHanM3a CUrHanoB, ConpoBoXXaaroWmx yHKUMoHMpoBaHme cpenctea Al n CO.

16.2. lNpoBeneHne nabopaTopHbIX uccnepnosaHun cpencrtea 3l, Mcnonb3yemoro BHe
KOHTPONMPYEMOW 30HbI, B 06beMe, 3aBUCALLEM OT Mep, HanpasfieHHbIX Ha nNpefoTBpaLleHme v
npeceyeHne HeCaHKUMOHMPOBAHHbIX AENCTBUIA, peanin30BaHHbIX B MHOOPMaUMOHHON cucTeme,
B KOTOpPOW nucnonb3yetca cpeactso All.

17. CpenctBa 3l knacca KB2 npoTMBOCTOAT arakam, MNpyv COo34aHum Cnocobos,
NOAroTOBKE U MNPOBEAEHUUN KOTOPbIX WCMOMb3YIOTCA BO3MOXHOCTWU, MepevYncrieHHble B
nognyHktax 13.1 - 13.10, 14.1, 14.2, 15.1, 15.2, 16.1, 16.2 HacToAwmMX TpeboBaHuA, U
cnepyowme AonoNHNTENbHbIE BO3MOXHOCTU:

17.1. Co3paHue cnocoboB aTak, MOAroToBKa W MpoOBedeHWEe aTak C MNpUBEYEHNEM
crneumannucToB, MMEIOLWMX ONbIT pa3paboTkn n aHanuaa cpeacts Ol1, BKNKOYaA cneumanncToB
B 0bnacTm uCMoOMb30BaHMA ANA peanu3aumMm atak BO3MOXHOCTen npuknagHoro [10, He
ONUCcaHHbIX B AOKYMeHTaumn Ha npuknagHoe [O.
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17.2. TocTtaHoBKa paboT NoO co3gaHuo CcrnocoboB W CPencTB aTak B Hay4vHo-
nccnepoBaTenbCkKuUxX LEHTpax, cneuuanusupyowmxcAa B obnactu paspaboTky M aHanusa
cpencts AN un CO.

17.3. BO3MOXHOCTb pacnonaraTb UCXOA4HbIMU TekcTamu BxogAwero B CO npuknagHoro
Mo.

18. CpeactBa 3l knacca KAl npoTMBOCTOAT arakam, MNpuv Co3haHum Cnocobos,
NnoAroToBKe W MpPOBEAEHUN KOTOPbIX WUCMOMb3YIOTCA BO3MOXHOCTU, MNEPEYUCSIEHHble B
nognyHktax 13.1 - 13.10, 14.1, 14.2, 15.1, 15.2, 16.1, 16.2, 17.1 - 17.3 HaCTOALMX
TpeboBaHuin, 1 cnegytowme AoNONHNTENbHbIE BO3MOXHOCTN:

18.1. CospaHme cnocoboB aTak, NoaroToBka M MNpPoOBeAeHMEe aTak C MpuBEYEeHUEM
cneumannucToB, MMEIOLWMX ONbIT pa3paboTkn n aHanuaa cpeacts Ol1, BKNKOYaA cneumanncTos
B ob6nactm WCnonb3oBaHWA ANA peann3aumm aTtak BO3MOXXHOCTEW cuctemHoro [10, He
ONUCaHHbIX B AOKYMeHTaumn Ha cuctemHoe MO.

18.2. BO3MO>XHOCTb pacnosiaraTb BCen JOKYMEHTaUMEN Ha annapaTHble U NPOorpaMMHble
KOMMOHEHTbI COD.

18.3. BO3MOXXHOCTb pacnonaraTb BCEMW annapaTHbIMX KOMMOHeHTamn cpencTtea 3l n
Co.

19. B cny4ae peanusaumun B cpenctee Ol dyHkumm npoBepku 3Ol 9NEKTPOHHOro
OOKYMEHTa C MCMNoNb30BaHMEM cepTudukaTa koda nposepkn Il aTa peannsauma OO/MKHA
WUCKIOYNTb BO3MOXHOCTb MNpoBepkn 3l 3n1eKTPOHHOro JokymeHta 6e3 nposepku 3l B
cepTudmnkaTe knoda nposepkn Il nnm 6e3 HanMuYMA NONOXUTENBHOIO pe3ynbTaTa NPOBEPKMU
Ol B cepTudukaTte kno4va nposepkun Irl.

20. lMpn paspaboTke cpeacts 31 OOMKHbI MCNONBL30BATLCA KpunTorpaduyeckue
aNropuUTMbl, YTBEPXOEHHble B KayeCTBe rocyfapCTBEHHbIX CTaHOApPTOB WM UMelowme
nonoxutenoHoe 3aknw4deHne O®CHB Poccum no pesynbTatamM MUX I9KCNEPTHbIX

KpunTorpadguryecknx nccnenoBaHuim L

1 MoanyHkT 25 nyHkTa 9 MNonoxeHna o MepepansHon cnyxbe 6esonacHocTn Poccuinckon depepauuu,
yTBepxaeHHoro VYkasom [lpeanpgeHta Poccuinickonn ®epepaumm ot 11 asrycta 2003r. N 960 (CobpaHue
3akoHopaTenbcTBa Poccuinckon depepaunm, 2003, N 33, cT. 3254; 2004, N 28, cT. 2883; 2005, N 36, cT. 3665;
N 49, cT. 5200; 2006, N 25, cT. 2699; N 31 (4. I), cT. 3463; 2007, N 1 (4. 1), cT. 205; N 49, cT. 6133; N 53, cT. 6554;
2008, N 36, cT. 4087; N 43, cT.4921; N 47, cT. 5431, 2010, N 17, cT1. 2054; N 20, cT. 2435; 2011, N 2, cT. 267; N 9,
cT. 1222) (panee - Nono>xeHmne o ®CB Poccuwn).

21. NHxeHepHo-kpunTorpaduyeckaa 3sawmuta cpencrsa Al [QO/MKHA UCKIOYUTb
cOoObITVA, NPMBOAALLME K BOSMOXKHOCTM NPOBEAEHMA YCNELWHbIX aTakK B YCNOBMAX BO3MOXHbIX
HeucnpaBHOCTEN wunM cbOeB annapaTHOro KOMMoHeHTa cpeactBa Al mnu annapaTHOro
komnoHeHTa CBT, Ha KOTOpOM peanu3oBaHO nporpamMmmHoe cpenctseo All.

22. B cpenctBe 3l gonkHbl 6bITb peann3oBaHbl TONbKO 3adaHHble B T3 Ha pa3paboTky
(MogepHu3aumto) cpenctea Al anropnTMbl PyHKLMOHMPOBaHMA cpenctea All.

23. [MporpammHbIi KOMNOHEHT cpeacTBa Al (B cnydyae Hannuma NpoOrpaMMHOro
KoMnoHeHTa cpeacTaa Al1) oomKeH yaoBneTBOpAThL Creayowmm TpeboBaHNAM:

- O6bEeKTHbIN (3arpy304Hbl) KOL MPOrpamMMHOro KOMMOHeHTa cpeactsa Al pgonkeH
COOTBETCTBOBATb €ro UCXOOHOMY TEKCTY;

- B NpOrpaMMHOM KOMMOHeHTe cpeacTaa Il OoMKHbI MICNONb30BaTLCA NPU peanvsaumm
TONIbKO OMNWCaHHble B JOKYMeHTauunm QYyHKUMM NporpammHON cpefbl, B KOTOPOW
dpyHKUMOHMpPYeT cpeacTso I,

- B WUCXOAHbIX TeKCcTax MNporpaMMHOro KommnoHeHTa cpepcteBa Ol1 OOMXKHbI
OTCYTCTBOBaTb BO3MOXXHOCTUW, MO3BOMAKOWME MOANUUMPOBATL WM UCKaXKaTb anropuTM
paboTbl cpeactea Ol B npouecce ero UCMnosb3oBaHWA, MOANUUMPOBATL UMM UCKaXKaTb
MH(OPMaALUMOHHBIE UK ynpaBAAlWMe NOTOKM M MNPOLECCH, CBA3aHHbLIE C
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yHKUMOHMpOBaHMeM cpegctea 31, M nonyyaTb HapywuTenAMm OOCTYyn K XpaHAwenucA B
OTKPbITOM BMAE KIOYEBOUW, NOEHTUMPUKALNOHHON 1 (M) ayTEHTUMUUMPYIOLWEN NHopMaunmn
cpeactea Al7;

- 3HayYeHMA BXOAHbIX M BHYTPEHHMX MapamMeTpoB, a TakXe 3Ha4yeHWA napameTpoB
HaCTPOeK MpPOrpamMMHOro KOMMoOHeHTa cpeacTtsa 3l1 He OOMKHbI HeraTUBHO BfVATbL HA €ero
PYHKLMOHMPOBAHME.

24. B cnyvyae nnaHvpoBaHuA pasmelleHma cpencts A1 B nomeweHnAx, B KOTOPbIX
NpUCYTCTBYET peyeBaA aKkycTudeckasa u BU3yanbHaA WMHgopmMauuma, cogepyaliasa cBefeHuA,
COCTaBNAKOWME roCcydapCTBEHHYIO TanHy, U (unm) yctaHoBrieHbl AC 1 cucTembl npuema,
nepegadn, obpaboTKU, XpaHEHUA M OToOpaXkeHuA MHgopMaumn, copepkawen cBeneHua,
COCTaBNnAKLWME rocyaapcTBeHHyo TanmHy, AC WHOCTpaHHOro npou3BOACTBa, BxogAwue B
cocTtaB cpencts All, AOMKHbI OblTb MOABEPrHYTbl MPOBEPKAM MO BbIABMEHNIO YCTPOUCTB,
npeaHas3Ha4YeHHbIX A1A HErnacHoro nonyyYyeHna nHpopmaunn.

B cnyyae nnaHupoBaHuA pa3melleHva cpeacts 31 B noOMeweHWAX, B KOTOPbIX
OTCYTCTBYET peyeBaA akyCcTuyeckaA W BU3yanbHaA WHGOpMauuda, cogepxkawaa cBeneHus,
COCTaBMAKWME rOCyNapCTBEHHYID TarHy, U He ycTaHoBneHbl AC ©n cuctembl npuema,
nepegadn, obpaboTKK, XpaHEHUA M OTOoOpaXkeHUA WHgopMaumn, cogepkawen cBefeHuA,
COCTaBNAKOLWME rocyaapCTBEHHYIO TanHy:

- peweHne o nposegeHun npoBepok AC MHOCTPaHHOro MPOM3BOACTBA, BXOAAWMX B
coctaB cpeactB Al knaccoB KC1, KC2, KC3, KB1 n KB2, npuHMMaeTcA opraHusauunen,
obecneymBaroLen akcnayaTaumo aaHHbIx cpencts Al;

- npoBepkn AC MHOCTpaHHOro NpoM3BoACTBa, BXOOAWMX B cocTaB cpeacTts Al knacca
KA1, npoBogATCcA B 06A3aTeNIbHOM nopAakKe.

25. Cpencteo Al OOMKHO NpoBOAMTbL ayTeHTUpmMKaumio cybbekToB AocTtyna (nuu,
NnpoLEeCccoB) K 3TOMYy CPEeACTBY, NPU 3TOM:

- NpU OCyLeCTBNeHMN pgocTyna K cpeactey Ol ayTeHTudmkauma cybbekTa gocTyna
O0JIKHA NPOBOAMUTBLCA OO0 Hayasna BbINOSIHEHNA NEepBOro PYHKUMOHANbHOrO MOAYA cpeacTea
olT;

- MexaHW3Mbl ayTeHTUUKauum AO/MKHbI 610KMpoBaTb OOCTYN 3TUX CYOBbEKTOB K
dyHKUmMAM cpenctaa Al npu oTpuuaTenbHOM pesynbTaTe ayTeHTUmKaumm.

26. CpepctBo 3l OOMKHO MPOBOAUTL ayTEHTUUKAUMIO 1L, OCYLLEeCTBAAKOLWMNX
nokKasbHbI JocTyn K cpeacTsy M.

27. HeobxoommocTb npoBefeHunA cpeactsom Il ayTeHTudMKaumm npoueccos,
OCYLLECTBNAOWMX NOKaNbHbIA WM ypaneHHbin (ceTeBon) pocTyn K cpenctey Ofl,
ykasbiBaeTcA B T3 Ha pa3paboTky (MogepHusaumto) cpenctea Oll.

28. [Ina noboro BxoaALero B cpeacteo Il MexaHnama ayTeHTUduKaumm omkeH bbiTb
peann3oBaH MexaHW3M OrpaHW4YeHUA KonumyecTBa clhegylwux noapAn MNOMbITOK
ayTeHTUdUKaLUMM 0OHOro cybbekTa OOCTyna, YNCNO KOTOPbIX HE OO/MKHO ObiTb 60nblie 10.
Mpn NpeBbIWEHNN Ynucna cnepyrowmux nNoapA4 NonbITOK ayTeHTUdUKaumMm ogHoro cybbekTa
AOCTyna yCTaHOBMIEHHOrO NpenenbHOro 3HavyeHnA [OCTyn 3Toro cybbekta K cpenctey Ol
OO/MKEeH 6/10KMpoBaThCA Ha 3afaHHbii B T3 Ha paspaboTky (MomepHu3aumio) cpencrtesa Il
NPOMEXYTOK BPEMEHN.

29. B cpenctBe 3l gomkeH O6biTb peann3oBaH MexaHu3m (npouenypa) KOHTposA
uenoctHocTtum cpenctea Al n CO.

KOHTpONb LeNOCTHOCTU MOXET OCYLLECTBAATLCA:

- B Hayane paboTtbl co cpeacteom 31 oo nepexopga CBT, B KOTOpOM peanm3oBaHO
cpencTtBo 3l, B paboyee cocToAHME (Hanpumep, 0O 3arpy3ku onepaumoHHom cuctemsl CBT);

- B XOO€e pernameHTHbIX MNpoBepok cpepnctBa A1 Ha mecTax akcnnyaTauuum
(pernameHTHbIN KOHTPOIb);

- B aBTOMaTU4YeCKOM pexume B rnpouecce yHKUMOHUpoBaHuA cpeactea Il



(AUHaAMMYECKMIN KOHTPOSb).

KOHTpPOb LLENOCTHOCTU A0/MKEH NPOBOAUTLCA B Havane paboTbl co cpeactsom Jl.

MexaHn3M pernameHTHOro KOHTPOA LENOCTHOCTU AO/MKEH BXOOUTb B COCTaB CPEACTB
arl.

30. AnA cpencts 3l knaccos KC1 n KC2 Heob6xoanMocTb NnpeabABEHNA TpeboBaHUM K
ynpaBAeHio OOCTYNOM N OYUCTKE MaMATU, a TakxXe UX Coaep>XaHue ykasbiBatoTcA B T3 Ha
paspaboTky (MoaepHu3aumio) cpeactaea M.

31. B coctaB cpeacts 3l knaccos KC3, KB1, KB2 n KA1 nnn CO pomkHbl BXOAUTb
KOMMOHEHTbI, obecnevnBaroLLme:

- ynpaBfieHMe OOCTYNOM CYObeKTOB K pa3/MYHbiM KOMMOHEHTaM W (Unuv) ueneBbiM
dyHkumAam cpeactea Al n CPO Ha OocHOBE MapameTpoB, 3a4aHHbIX aAMUHUCTPATOPOM WU
npounssoanTenem cpenctea Il (TpeboBaHMA K yKa3aHHOMY KOMMOHEHTY OMpenenAlTcA W
060CHOBbLIBAKOTCA OpraHn3aumen, NpoBoaALLen nccnegosaHnAa cpeactsa Al € Lenblo OUeHKU
cooTBeTCcTBMA cpenctea Al HacToAwmMM TpeboBaHMAM);

- OYMCTKY OnepaTMBHOM W BHEWHEN naMATW, ucnonbdyemon cpepcrtsom Il onAa
XpaHeHuA 3awmwaemon MHgopmaumn, npu ocsBoboXaeHun (nepepacnpeneneHnn) namaTtu
nyTem 3anmcu mackupyrouwen unHhpopmaumm (cny4amHom uMNU nNceBAoOCNyHamHOMn
nocnenoBaTenlbHOCTU CUMBOSIOB) B NaMATb.

32. B coctas cpeacts 3l knaccos KB2 n KA1 nnn C® gomxHbl BXOOUTb KOMMOHEHTHI,
obecneymBaroLmne SKCTPEHHOE CTUPaHWE 3aluLaeMon MHopMaunm OrpaHNyYeHHOro 4ocTyna.
TpeboBaHMA K peann3aumMm W HALEXHOCTU CTMpaHmA 3aparTcA B T3 Ha pas3paboTky
(MogepHu3aunto) cpeactsea Ill.

33. OnAa cpencts Al knaccos KC1 n KC2 Heob6xoanMocTb NnpeabABEHNA TpeboBaHUM K
perucTpauum cobbiTUn U UX coaep)XaHne ykasbiBaloTcA B T3 Ha pa3paboTky (MoaepHM3auuio)
cpenctea Jll.

34. B coctaB cpepncte 3l knaccos KC3, KB1, KB2 n KA1 gomxeH BXoouTb MOAYIb,
NPON3BOAALLMN (PUKCALMIO B NIEKTPOHHOM >XXypHase peructpauumu cobbitvin B cpeactee Il u
Cd, cBA3aHHbIX C BbINO/HEHMEM cpeacTBom Il cBOMX LeneBbiX PYHKLMNA.

TpeboBaHMA K yKa3aHHOMY MOAYO M NepevYeHb PEerncTpupyembix CcoObITUN
onpepenanTcA U 060CHOBbLIBAOTCA OpraHM3aumnen, NpoBoaALLen nccnegosaHma cpeacraea Ol
C Uenblo OLeHKU cooTBETCTBUA cpeacTBa Al HacToAwmMM TpeboBaHNAM.

35. JXKypHan peructpaumm cobblTU [OMMKEH OblTb AOCTYNEH TONbKO fuMuam,
onpeneneHHbIM onepaTopomM MHEPOPMaLUMOHHON CUCTEMbI, B KOTOPOW UCMOMb3YyeTCA CPeAcTBO
Ol, M ynonHOMOYEHHbIMM UM nnuamu. Mpyn 3TOM A0CTYN K XXYpHany perucrpauum cobbiTnin
OOJIKEH OCYLLEeCTBATLCA TObKO AS1A NPOCMOTPa 3anucen v anA nepemMeLleHna Coaep>XXumMoro
XXypHana perucrtpauum cobbiTU Ha apXMBHbBIE HOCUTESN.

36. Cpok gencTteuA Ko4va nposepku Il He [oMKeH NpeBbiwaTb CPOK OEUCTBUA Kito4va
Ol 6onee yem Ha 15 neT.

37. TpeboBaHMA K MexaHU3My KOHTPONAA Cpoka wucnonb3oBaHuA kntoya 3ll,
6nokupytowero paboty cpeactesa A1 B cnyyae MOMbITKU MCMNOb30BAHUA K/o4a [ONblue
3a4aHHOro cpoka, onpegenailTcA paspaboTymkom cpenctea Il m obocHoBbIBAKOTCA
opraHusauuen, nposoaAwen uccnepoBaHma cpenctsa Ol C UeNbld OUEHKU COOTBETCTBUA
cpenctBa Al HacToAwmM TpeboBaHMAM.

38. KpunTtorpacuyeckme npoTokonbl, obecneymsarowme onepaumm C KIHoYeBOW
nHdopmauven cpenctea I, 4OMKHbI 6bITb peannu3oBaHbl HeNoCcpPeacTBEHHO B cpeacTee Oll.

39. WUccneposaHuAa cpencts 3l ¢ uenbio oueHkM cooTBeTcTBUA cpencTts Il
HacToAwmuM TpeboBaHUAM OOMKHbI MPOBOANTLCA C UCNONb30BaHMEM pa3pabaTbiBaembix GCH
Poccumn 4ncnoBbIX 3Ha4YeHU napameTpoB M XapaKTepucTUK peanudyembix B cpeacteax 3l

MeXaHM3MOB 3allnTbl N annapaTHbIX U NMporpamMmmMHbIX KOMMOHEHTOB Co l.
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1 MoanyHKT 47 nyHkTa 9 MNonoxexna o ®Cb Poccun.

MpunoxeHue N 2
K npukasy ®Cb
oT 27 pekabpa 2011 r. N 796

Tpe6oBaHMA K cpeacTBaM yAOCTOBEPAIOLEro LeHTpa

|. O6WwMe nonoXKeHus

1. HacTtoAawwme TpeboBaHmA paspaboTaHbl B COOTBETCTBUU ¢ DeepasnibHbIM 3aKOHOM OT
6 anpena 2011 r. N 63-®3 "O6 anekTpoHHOW nognucun” (ganee - GegepanbHbIv 3aKOH).

2. B HacToAwmx TpeboBaHMAX WCNONL3YIOTCA Criefylowme OCHOBHblE MOHATUA,
onpepeneHHble B ctaTthe 2 degepanbHOro 3akoHa:

1) anekTpoHHaA nognvck (aanee - Al) - Hopmauua B 3NEKTPOHHOW bopMe, KoTopanA
npucoeanHeHa K Apyrov MHpopmaumm B aNeKTPOHHOW dhopMe (noanucbiBaeMon MHopmaumm)
WIN MHbIM 06pa3oM CBA3aHa C TakOW WHQopMaumen u KoTopaa ucnonb3yeTcA ANA
onpepeneHva nuua, NoAnMcbIBaloLWero NMHpopmauumio;

2) yaoctoBepAlwWwWUK LeHTp (aanee - YL) - opuanyeckoe nnuo nnv MHANBUAYaNbHbIN
npeanpuHMMaTenb, OcylwecTBAAlWmMe (QYHKUMM NO CO34aHUI0 U Bblgade cepTudukaToB
Kntoyen nposepkn A1, a TakXKe NHble PYHKLNK, NpeaycMoTpeHHble DeaepanbHbIM 3aKOHOM;

3) cpeactea Al - wudpoBanbHble (KpynTorpaduyeckme) CpeacTsa, UCMONb3yemble
ANA peanu3aunm xoTAa Obl OQHOM U3 cneayrowmnx yHKUuMn - cos3paHue 3, nposepka 3ll,
cospaHue kroda 3l n knoya nposepkn A,

4) knwoy Al - yHMKanbHaA nocnegoBaTeNlbHOCTb CUMMBOJIOB, NpefHa3HayeHHaA anA
co3panua 31,

5) knto4 nposepku Il - yHMKanbHaA NOCneaoBaTeNbHOCTb CMMBOMOB, O4HO3HAYHO
cBA3aHHaA ¢ knoyom Ol n npepHasHadyeHHaA onA npoBepku nognuHHoctn Ol (manee -
nposepka 3l);

6) ceptudukar knwo4ya nposepku Il - 3NEKTPOHHLIA OOKYMEHT WUAN OOKYMEHT Ha
6ymaxkHom HocuTtesne, BblaaHHble YL nnbo poBepeHHbIM nuuom YL, n noaTtsepykparowime
NPUHAANEXHOCTb KNtoya nposepkn Il Bnagenbuy ceptudukara knoda nposepku Il;

7) KBanuduumpoBaHHbIN cepTudukart knw4ya nposepku Il (panee -
KBanuuumpoBaHHbln cepTudumkar) - ceptudpukar knwoda nposepkn I, BbloaHHbIN
akkpegutoBaHHbiM YL nn posepeHHbIM NMLOM akkpeguTosBaHHoro YL nubéo denepanbHbiM
OpraHoM WCMOSIHNTENBbHOW BNAcTW, YNOSHOMOYEHHbIM B cdhepe mcnonb3oBaHmna Al (oanee -
YNOJSTHOMOYEHHbIN heaepanbHbIA OpraH);

8) Bnapeneu ceptudukara ksroda nposepku 3l - nMUo, KOTOPOMY B YCTAHOB/IEHHOM
depepasnbHbIM 3aKOHOM NOPALKE BblOaH cepTudmkaT Ktoda nposepkun OlT;

9) akkpeautauuAa YL - npusHaHue YNONHOMOYEHHbIM dyefepasibHbIM OpraHom
cootBeTcTBMA YL TpeboBaHnam denepanbHOro 3aKoHa;

10) cpeactBa YL - annapaTHble 1 (W) NporpamMmMmHble CpeacTBa, Ucnonb3yemble AnA
peanusaumn pyHkumn YLL;

11) y4acTHUKMU 3NEeKTPOHHOro B3aMMOAEWUCTBUA - oOcyullecTBaAlowme obMmeH
MHopMaumen B INIEKTPOHHOW (opmMe rocynapCTBEHHbIE OpraHbl, OpraHbl MEeCTHOro
camoynpasfeHnA, opraHn3aumn, a Takxe rpaxkgaHe.

3. HacTtoAawwme TpeboBaHuA ycTaHaBnMBaOT CTPYKTYPY W copep>aHue TpeboBaHuM K
cpencteam YL.
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4. Hactoawue TpeboBaHnA npegHasHayeHbl 019 3aKa3yMkKoB W pa3paboTymMkKoB
paspabaTbiBaembIX (MOOEPHU3NPYEMbIX) cpeacTB YL, npu nx B3auMoaencTemnm mexay cobon, ¢
opraHusaumamu, NPOBOJALMMU KpUnTorpadmyeckme, MHXEHEpPHOo-Kpuntorpaduyieckne u
cneunansHble uccneposanuA cpeacts YL, ®CBE Poccuun, ocywecTBnaowen noaTeepXaeHme
cooTBeTCTBUA cpeacTs YL HacToAwmm TpeboBaHmAM.

5. HacTtoAwme TpeboBaHMA pacnpoCTpaHAKTCA Ha cpeacTea YL, npegHasHadeHHble
AJ1A UCNONb30BaHWA Ha TeppuTopumn Poccuickon depepaunn.

6. K cpeactBam VYL, B yactn ux paspaboTkum, NpoM3BOACTBA, peanusaumn wu
aKcnnyatauuu npeabABnATCA TpeboBaHuA, 3akpernneHHble [lonoxeHvem o paspaboTtke,
NPON3BOACTBE, peanusaumn 1 aKcnayaTaumm wmposanbHbiX (KpUnTorpagpuyecknx) cpeacTts
3awmnTbl nHpopmaumn (Monoxerne MNMK3-2005), yTeep>XaeHHbIM npukasom OCB Poccum ot 9

doeBpana 2005 r. N 66 1 (C n3ameHeHnAMU, BHECEHHbIMK rpukaszom GCB Poccuum oT 12 anpena

2010r. N 173 2, Ona wudpoBanbHbiX (Kpuntorpagomuyeckux) Ccpeacts 3awuTtbl MHGopMmauum
(banee - CK3W) ¢ orpaHM4YeHHbIM OOCTYMNOM, HEe coaep)kallen CBeOeHWW, COCTaBAloLMX
rocyapCTBEHHYIO TanHy.

1 3apernctpuposaH MuHioctom Poccnmn 3 mapTa 2005 r., peructpaumnoHHblin N 6382.

2 3apeructpuposaH MuHioctom Poccum 25 maa 2010 r., permctpaumoHHbii N 17350.

Il. Tpe6oBaHuA K cpeacTeam YL

7. CpegctBa YL [omKHbI MPOTUBOCTOATH yrpo3am, MNpencTaBfAloWuUM cobown
ueneHanpaBneHHble OeUCTBMA C UCMNONb30BaHMEM annapaTtHbIX 1 (M) NporpaMMHbIX CpeacTB
C LeNblo HapyLWeHNA NHXEHEPHO-TEXHNYECKON N KpunTorpadunyeckomn 6e3onacHoOCTN cpeacTs
YLl nnu ¢ uensio cos3gaHna ycrnoBumn Oa 3Toro (ganee - ataka).

8. B 3aBucmmocTn OT CNOCOOHOCTEN NPOTMBOCTOATb aTakam cpepctsa YL

nogpas3genArTcA Ha KiaccCbl 3.

3 Heobxoaumblii knacc paspabartbiBaembix (MoaepHU3nMpyemblx) cpeacts YL onpepenAeTca 3aka3ymkom
(paspaboTumkom) cpeacts YL nytem onpegeneHnA BO3MOXHOCTEN OCYLLECTBMATb CO3daHMe cnocoboB aTak,
NMOAroTOBKY M NMPOBeAEHNEe aTak Ha OCHOoBe NyHKTOB 9-14 HacToAwwmx TpeboBaHMI N yKasblBaeTCA B TaKTUKO-
TEXHWYECKOM 3a[aHNM WU TEXHUYECKOM 3adaHUM Ha NpPOBEAEHME OMbITHO-KOHCTPYKTOPCKOM paboTbl wunn
COCTaBHOW YacTun OMbITHO-KOHCTPYKTOPCKON paboThl No paspaboTke (MoaoepHusaumn) cpencts YL (oanee - T3 Ha
paspaboTky (MoaoepHu3aumio) cpencts YLI).

9. Cpeanctea VYL knacca KC1 npoTUBOCTOAT arakam, nNpu Cco3gaHuu Crnocobos,
noaroToBKe N NPOBEAEHUN KOTOPbIX MCNONb3YKOTCA Cneayowme BO3SMOXHOCTU:

9.1. MNoaroToBka M MNpPOBEAEHNE aTak M3BHE MPOCTPAHCTBa, B npegenax KoToporo
OCYLLECTBNAETCA KOHTPONb 3a npebbiBaHMEM U OEeUCTBMAMU UL, U (MK) TPaHCNOPTHBLIX
CpencTB (poanee - KOHTpoNMpyemaa 30Ha).

9.2. lNogroToBka 1 npoBefeHue atak 6e3 NcnonNb3oBaHMA A0CTyNa K (PYHKUNOHANbHbIM
BO3MOXXHOCTAM NporpaMMHoO-annapaTHbIX CPeacTB B3ammoencTemna ¢ YLL.

9.3. CamocToATenbHoe OCyWeCTBNEeHME co3naHmA cnocoboB artak, MnoaroToBKU W
NpoBeAeHNA aTak Ha cneaylome 06 BbEKTDI:

- JOKYMeHTaumo Ha cpeactea YLI;

- 3almLaemMble 3NIEKTPOHHbIE AOKYMEHTDI;

- K/TIOYEBYIO, ayTEHTUMLMPYHOLLYIO 1 NAPOSIbHY MH(OPMALNIO;

- cpeacTea YL, nx nporpaMMHble 1 annapaTtHble KOMMOHEHTDI;
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- DaHHble, NepegaBaemMble MO KaHanaMm CBA3Y;

- MOMELLEHNA, B KOTOPbIX HAXOAATCA annapaTHble cpenctea (ganee - AC), Ha KOTOpPbIX
peanu3oBaHbl cpenctea YL, a Takxe gpyrme 3awmuwaemble pPecypcbl MH(OPMAaLNOHHOWN
CUCTEMBI.

9.4. BHeceHMe Ha aTanax pa3paboTku, NPOU3BOACTBA, XPaHEHWA, TPaHCNOPTUPOBKU U
BBOAA B 9KcrnyaTtaumio cpencts YL

- HeraTuBHbIX (PYHKLUMOHANbHbIX BO3MOXHOCTEN B cpenctea YL, B TOM uucne ¢
NCrnonb30BaHWEM BPeLOHOCHbIX Nporpamm;

- HECaHKLUMNOHUPOBAHHbIX U3MEHEHUIN B JOKYMeHTauuio Ha cpeactea YLL.

9.5. MNMony4eHwne cnepyrowen HGPOpPMaLMn:

- o6wmx ceegeHnn 06 MHpopMaLIMOHHOW CUCTEME, B KOTOPOW MUCMOMb3YOTCA CpeacTaa
YL (HasHayeHue, cocTaB, O6beKTbl, B KOTOPbIX pa3MeLleHbl pecypcbl WUH(OPMAaLMOHHOMU
CUCTEMDI);

- cBegeHun 06 MHGOPMaUMOHHBLIX TexHonormax, 6aszax gaHHblX, AC, nporpamMMHOM
obecneyeHun (panee - [10O), nUcnonb3yemblXx B WMH(OPMALNOHHON CUCTEME COBMECTHO CO
cpeactBamu YLI;

- cBeeHNN 0 (Phn3NYeCcKmMX Mepax 3awmTbl 0O6BHEKTOB, B KOTOPLIX pa3MeLleHbl cpeacTaa
vL;

- CcBedeHMn O Mepax Mo obecnevyeHunto 3awwuTbl KOHTPOMPYEMOM 30HblI OO6BEKTOB
MHGOPMALUOHHOWN CUCTEMBI, B KOTOPOW UCMNOSb3YTCA cpencTaa YL;

- CBEAEHNN O Mepax Mo pasrpaHNYeHnto JoCcTyna B NOMELEHUA, B KOTOPbIX pa3MeLLeHbl
cpenctea YL,

- cogep>kaHuAa HaxogAwencA B cBOOOOHOM [OCTYyNe TEXHUYECKOW OOKYMEeHTaumm Ha
cpenctea YL,

- CBefleHN O 3awmlaemMon uHdopmauum, Ucrnonb3yemMon B npolecce akcniyarauum
cpeacts YU (Buabl 3awmwaemon wuHdopmauumn: cnyxebHaAa WHGOpMauuA, naposibHaA wn
ayTeHTUgMumMpyowana MnHgopmauua, KoHpurypaumoHHaAa WHdopmaumA, ynpasnalowasn
MHopMauuAa, MHGOPMaLMA B 3NIEKTPOHHBLIX >XypHanax perucrpauumu; obwue csBefeHuA O
coAep>XaHuUM Kaxkaoro Buaa sawmwaemMon nHopmauum; xapakTepucTnkn 6e3onacHocTn ona
Kaxxaoro Buaa sawuiaemon nHgopmaumm);

- BCEX BO3MOXHbIX OaHHbIX, NepefaBaemMbliXx B OTKPbITOM BUAE MO KaHanaM CBA3W, He
3aWMUeHHbIM OT HecaHKuuMmoHupoBaHHoro poctyna (manee - HCO) Kk uHGopmauunu
OpraHM3aunoHHO-TEXHUYECKMMN Mepamu;

- CBEAEHNN O NNHUAX CBA3MU, NO KOTOPbLIM NepegaeTca 3awmwaemMman ¢ UCNoib30BaHUEM
cpencts YL nudpopmauma;

- cBefeHun 060 Bcex NMpoABNAIOWMXCA B KaHanax cBA3W, He 3awmweHHbix oT HCL K
MHOpMaUUM OpraHN3aLMOHHO-TEXHUYECKUMU MepaMu, HapyLeHWAX npaswui 3KcnayaTaumu
cpencts YLI;

- cBeOeHun 060 BCcex MPOABMAKOWMXCA B KaHanax CBA3W, He 3awmuweHHbix ot HC K
MHOopMaLUM OpraHnN3aLUMOHHO-TEXHNYECKUMU MepamMun, HencnpaBHOCTAX 1 cboAx cpeacts YL;

- CBedeHwuWn, noflyyaemblx B pesynbTaTe aHanusa nobbix OOCTYMHbIX ANA nepexsaTa
CUrHaNoB OT annapaTHbIX KOMMOHEHTOB cpeacTB YLI.

9.6. Micnonb3oBaHue:

- HaxogAwmxcA B cBOO6OOHOM OOCTyrNe unu 3a npenenaMmm KoHTponmpyemon 3oHbl AC un
MO, BKAoYaA nporpamMmHble 1 annapaTHble KOMMOHEHTbI cpeacTB YL,

- cneunanbHo paspaboTaHHbix AC u IM0O.

9.7. icnonb3oBaHMe B Ka4ecTBE KaHanoB aTak He 3awmweHHbix oT HC K nHgpopmaumn
OpraHM3aunoHHO-TEXHUYECKMMN MEPaMUM KaHanoB CBA3WN (KakK BHE KOHTPONMPYEMON 30HbI, TaK
1 B ee npepernax), No KOTopbiM nepepaeTcA nHopmauuna, obpabaTtsiBaeman cpeacreamu YL,

10. Cpenctea VYL knacca KC2 npoTMBOCTOAT aTakam, npu co3gaHum cnocobos,



noaroToBKe N NPOBEAEHUN KOTOPbIX MCNONb3YIOTCA Cneayowme BO3MOXHOCTU:

10.1. BO3MOXHOCTU, NepedncneHHble B noanyHktax 9.3 - 9.7 HacToAwmx TpeboBaHUM.

10.2. NoaroToBka v NpoBefeHne atak N3 KOHTPOSIMPYEMOWN 30HbI.

10.3. MNMoaroToBka 1 npoBeaeHne atak 6e3 ncnonb3oBaHua goctyna K AC, Ha KOTOpbIX
peanunsoBaHbl cpencTea YLL.

10.4. Wcnonb3oBaHWe WTATHbIX CPEACTB WH(OPMAUNOHHOW CUCTEMbI, B KOTOPOW
ncnonbayTcA cpenctea YL.

11. CpeactBa VYL, knacca KC3 npoTMBOCTOAT arakam, Mpu CO34aHMm Cnocobos,
noaroToBkKe N NPOBEAEHUN KOTOPbIX MCNONb3YIOTCA Creayowme BO3MOXHOCTU:

11.1. Bo3MOXHOCTU, nepedncneHHble B noanyHktax 10.1, 10.4 HacToAwmx TpeboBaHuN.

11.2. lNogrotoBka W npoBedeHWE aTakK U3-3a NpefaesioB KOHTPOSIMPYEMOW 30Hbl C
NCNONb30BaHMEM [OCTyNa K (PYHKUMOHANbHBIM BO3MOXXHOCTAM MNpOorpaMmMHO-annapaTHbIX
cpencTB B3ammopencTsmA ¢ YL Ha ocHoBe neranbHOro obnagaHua ayTeHTuduumpytowen
nHpopmaumenn nNM6O NOArOoTOBKA M NpoBedeHMe aTak W3 KOHTPONMPYEMOW 30Hbl C
ncnonb3oBaHueM goctyna K AC, Ha KOTOpbIX peann3oBaHbl KOMNOHEHTbI YL, ¢ npaBamu nuua,
HEe ABNAIOWErocA 4YiaeHOM rpynnbl (PU3NYECKNX Nuy, YMNOSHOMOYEHHbIX MNPOM3BOOUTb
MHCTanNNAuMio, KoHurypmposaHue u akcnayatauuio cpencts YL, koHurypmposaHue
npocounAa u napameTpoB >XypHana ayauta ((PyHKUMM CUCTEMHOro agMuHuUcCTpaTopa),
apxvBMpoBaHue, pe3epBHOE KOMUPOBaHME U BOCCTaHOBEHME WHGopMaumm nocne cboes
(dbyHKUMKM oOnepaTopa), CO30aHME U aHHYIMPOBaHME CEPTUUKATOB KNoYen nposepkn 3l
(dPyHKUMKM agMUHUCTpATOpa cepTudukauum), NMPoCMOTP U MOAAEPXKKY >XypHana ayauTa
(dbyHKUMKM agmMuHUCTpaTOpa ayauTta) (manee - rpynna agMUHUCTpaTopoB cpeacts YL) Hu
OOHOro n3 KomrnoHeHtos YLI.

11.3. O6napaHne AC YL B o6beme, 3aBMCALLEM OT peasiIn30BaHHbIX Mep, HanpaB€HHbIX
Ha NpefoTBpaLLEHNE N NMPeceYEHNE HECAHKLMOHMPOBAHHbIX AEUCTBUN.

12. CpeactBa YL knacca KBl npoTMBOCTOAT arakam, Mpu CO34aHMm Cnocobos,
noaroToBKe N NPOBEAEHNUN KOTOPbIX MCNONb3YIOTCA Creayowme BO3MOXHOCTU:

12.1. BO3MOXHOCTU, NnepedncneHHble B nognyHktax 11.1 - 11.3 HacToAwmx TpeboBaHun.

12.2. OcywecTBneHne co3gaHnA crnocoboB M MOArOTOBKM aTtak C MNpUBEYEHNEM
crneumanncToB, MMeLWMX OnbIT pa3paboTkn u aHanusa CK3W YL, (Bknoyaa cneumannctos B
obnactn aHanusa CUrHasoB JIMHEMHON nepefavn U CUrHanoB MOOOYHbLIX 3SIEKTPOMarHUTHbLIX
n3nyyeHmin n Hasogok CK3U YLI).

12.3. lpoBeneHne nabopaTopHbIX uccnenoBaHun cpeacTts YL, Mcnonb3yembix BHE
KOHTPONMPYEMON 30Hbl B 0O6bEME, 3aBUCALLEM OT peann30BaHHbIX Mep, HanpaBfEHHbIX Ha
npenoTBpaLleHne 1 npeceyeHne HeCaHKUMOHMPOBAHHbIX AENCTBUN.

13. CpenctBa YL knacca KB2 npoTMBOCTOAT arakam, Mpu cOo34aHun Cnocobos,
noaroToBKe 1 NPOBEAEHUN KOTOPbIX MCNONb3YIOTCA Cneayowme BO3MOXHOCTU:

13.1. BO3MOXHOCTU, NepedncneHHble B nognyHktax 12.1-12.3 HacToAwmx TpeboBaHUM.

13.2. OcywecTBneHne co3gaHnA cnocoboB M MNOArOTOBKW aTtak C MpuUBEYEHUEM
cneunanucTos B o06nacTM uUCMNONb30BaHWA ONA peanuM3auum aTtak HegeknapupoBaHHbIX
BO3MOXHOCTEMN NpuKagHoro n cuctemyoro MoO.

13.3. lMocTtaHoBKa paboT NO C€O3[aHMIO CNOCoB6OB WM CPEeACcTB aTak B Hay4yHo-
nccnenoBaTenbCKUX LEHTpax, cneunanusupylowmxca B obnactm paspaboTku M aHanmsa
cpencts YL

13.4. ObnapaHne UCXOOHbIMM TekcTamwu npuknagHoro O, npumeHAemoro B
WHOPMALMOHHOM cucTeMe, B KOTOpPOM ucnonb3yTcA cpenctea YL, v HaxogAwencAa B
cBOOOOHOM OOCTYNe AOKYMEHTauMen.

14. CpepctBa YL, knacca KAl npoTUBOCTOAT aTtakam, npu CO34aHuM cnocobos,
noaroToBkKe 1 NPOBEAEHNUN KOTOPbIX MCMONb3YIOTCA Crieayowme BO3MOXXHOCTU:

14.1. BO3MOXHOCTU, NepeyucneHHble B rnoanyHkrtax 13.1 - 13.4 HacToAWMUX
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TpeboBaHuiA.

14.2. OcywecTBneHne co3gaHuA crnocoboB M MOArOTOBKM aTak C MNpUBEYEHNEM
Hay4HO-UCCneaoBaTeNlbCKNX LEHTPOB, crneumanuanpyowmxca B obnactm paspaboTkm Wu
aHanmnsa CK3WM n B obnactn vMcnonb3oBaHuA ANA peann3aunmn atak HeaekapupoBaHHbIX
BO3MOXHOCTEMN NpuKniagHoro n cuctemuoro MoO.

14.3. ObnapaHne BCEN OOKYMEHTauMen Ha annapaTHble U NPOorpamMmMHbIE KOMMOHEHTbI
cpencts YL.

14.4. ObnapaHne BCeMn annapaTHbIMXU KOMNOHEHTamu cpeacts YLL.

15. CpenctBa YL [OMKHbI 9KCNAyaTUpoBaTbCA B COOTBETCTBUM C IKCMyaTauMOHHOMN
AOKyMeHTaumen Ha cpenctea YL. Komnnekc opraHM3aunoHHO-TEXHUYECKUX MEePONPUATUIA MO
obecneyeHuntio 6GesonacHoro yHKUMOHMpOBaHWA cpencTs YL, gomkeH ObiTb ykasaH B
aKcnayaTaunoHHOM AOKyMeHTauum Ha cpencTea YLL.

16. Knacc cpencts 3l1, ucnonb3dyemblx B cpenctsBax YL, nomkeH ObiITb He Hmxe
cooTBeTCTBYtoLWero knacca cpencts YL. Knacc cpencts 3l, ncnonb3yembix B cpeacrteax YL,
OO0KEH BbITb YKa3aH B 3KcnyaTauMOHHOM JOKYMeHTaumn Ha cpeactea Y.

Knacc CK3W, ucnonb3dyembix B cpeactBax YU, gonxeH O6biTb He HUXe
cooTBeTcTBytowero knacca cpeacts YL. Knacc CK3W, mncnonb3dyembix B cpeactsax YL,
OO0JKEH ObITb yKa3aH B 9KCrnyaTauMOHHOM JOKYMeHTaumn Ha cpeactea Y.

17. Kaxxgoe TpeboBaHue, npeabasnAaemMoe K cpeacteam YL, noboro knacca kpome KAL,
nmbo npepbABNAeTCcA K cpencTtsam YL, cnepytouwero knacca 6e3 uameHeHnn (B 9ToMm cnydae
OHO B nepedHe TpeboBaHuM K cpencteam YL cnepgytowero knacca He ykasbiBaeTcA), mbo
y>xectoyaeTtcA (B 9TOM criydae B nepedHe TpeboBaHnin K cpeacTtesam YL crnepytrowero knacca
npMBOAMTCA YXecTodyeHHaA dopmynupoBka). TpebosaHuAa K cpegcteBam YL cnepytowero
Knacca MOryT cogepXaTb [OOMOSIHUTENbHble TpeboBaHWA, He BXxogAwme B TpeboBaHuA K
cpencteam YL npeabigyliero knacca.

18. TpebosaHua k MO cpeacts YL:

18.1. TpeboeaHunAa ona cpencts YL knacca KC1:

- MO cpepcts YL He pomkHO copepXxaTb CpencTs, NO3BONAKOWMX MOOMPULMPOBATL
WK nckaxkaTb anroputm paboTbl nporpammHbix cpeacts n AC VL.

18.2. TpebosaHna gna cpencts YL knacca KC2:

- npuknagHoe MO cpeacte YU n CK3W, ncnonbsdyemobix B YL, OOMKHO MCNOMb30BaTb
TOJIbKO AOKYMEHTUPOBaHHbIe (pyHKUMK cuctemHoro [M0O.

18.3. TpeboBaHua gna cpencts YL knacca KC3:

- cuctemHoe u npuknagHoe MO cpeacte YL pomkHO obecnevmBaTb pasrpaHudeHune
AOCTyna CWUCTEMHOro agmMuHucTpartopa cpeacTts YL, agMuHucTpatopa ceptudukaumm
cpeaocte YU v nuu, obecneuymBaembiX CUCTEMHbIM agMUHUCTpaTopoMm cpeacTts YU
noeHTnuumnpyrowen M ayteHtTuuumpyrowen unHpopmaumen m He ABMAKOWUXCA
agMuUHUCTpaTopoM cepTudukaumm cpeactes YL (manee - nonb3oBatenu cpencts YL), K
nHpopmauum, obpabatbiBaemon cpepctsamu YL, Ha OCHOBaHWM npaswusi pasrpaHUyeHun
A0CTyNa, 3afiaHHbIX CUCTEMHbBIM agMUHUCTpPaTopoMm cpeacTs YL,

- cuctemHoe u npuknagHoe O cpeaoctB YL pomkHO cooTBeTcTBOBaTb 4 YPOBHIO
KOHTPONA OTCYTCTBUA HEAEKNAPUPOBaHHbIX BO3MOXHOCTEN;

- cuctemHoe u npuknagHoe O cpepcte YL He pmomkHO copep)aTb M3BECTHbIX
YA3BMMOCTEN, ONy6SIMKOBAHHbLIX B 00WEeA0CTYMNHbIX UCTOYHUKAX;

- B cocTtaB cuctemHoro u (nnu) npuknagHoro MO cpencts YU gomkeH BxoouTb
MexaHu3M, obecrneymBaroWwnii O4YUCTKY ONepaTUBHON N BHELLHEN NaMATh, UCNOoNb3yemMon OnA
XpaHeHMA NHpOopMaLMKM OrpaHNYEHHOro AocTyna.

18.4. TpebosaHnAa gnAa cpenctB YL, knacca KB1 coBnapaiwT ¢ TpeboBaHvAMU ANA
cpeactB YL knacca KC3.

18.5. TpeboeaHuAa ona cpencte YL knacca KB2:
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- UCXOOHble TEKCTbl cUcTemMHoro v npuknagHoro MO cpeacts YL OomkHbI NponTu
NPOBEPKY peannsauum B HUX METOOO0B M CMNOCO60B 3almTbl MHOpMaUUK, NPOTUBOCTOALLUMX
atTakam, AnAa nNOAroTOBKM M NPOBEAEHMA KOTOPbIX WCNONb3YOTCA BO3MOXHOCTMU,
nepeyncneHHble B nyHkTax 9-13 HacToAwmX TpeboBaHui,

- UCXOOHble TEKCTbl CUCTEMHOro n npuknagHoro MO [omKHbI NPONTM MPOBEPKY Ha
OTCYTCTBUE HEAEKNAPNPOBAHHbLIX BO3MOXHOCTEN;

- cuctemHoe n npuknagHoe MO [oMmKHO ObiTb YCTONYMBO K KOMMBIOTEPHBLIM atakam 13
BHELLHUX CeTeMn.

18.6. TpeboBaHunAa ona cpencte YL knacca KAL:

- UCXOOHble TEKCTbl cucTemMHoro v npuknagHoro MO cpeacts YL OomkHbI NponTun
dhopmanbHy0 BepUdUKaLmio peannusaumm B HAX METOAOB M CnOCOB0B 3almTbl MHOpMaUnK,
NPOTUBOCTOALMX aTtakam, ANA NOArOTOBKUM WU MPOBEAEHMA KOTOPbIX MCNONb3YHTCA
BO3MOXHOCTW, NepeyvncneHHble B nyHkTax 9-14 HactoAawmx TpeboBaHui, a Tak>xe OTCYyTCTBUA
B HUX HeEeKNapnpoBaHHbIX BO3MOXHOCTEN.

19. TpeboBaHua k AC YLI;

19.1. B cny4ae nnaHupoBaHuAa pasmeweHnAa AC YL B nomelweHuAx, B KOTOPbIX
NPUCYTCTBYET peyeBand akyCcTu4yeckasa W BuadyasbHaA WMHQopmauunA, copepkallasa cBedeHunA,
COCTaBNAKOLWME rocyaapCTBEHHYIO TaulHy, N (MNU) YCTAHOBJIEHblI TEXHWYECKue cpencrtesa u
cucTtembl npuema, nepepadu, ob6paboTku, XpaHeHMA KN OTobpa)KeHuAa UuHdopmauuw,
coaepXxawen CBeOeHUA, COCTaBNANWME FOCYAAPCTBEHHYID TanHy, TEXHUYECKMEe cpeacTBa
MHOCTPaHHOro Npomn3BOACTBa, BXxoaAwme B cocTtaB cpeacTtB YL, fomkHbl 6biTb NOABEPrHYTHI
nposBepkam MO BbIABMEHUIO YCTPOWUCTB, MNpefHas3Ha4eHHbIX A1 HernacHoro rnosyyYeHunnA
MHopMaUUK, a TakxXe UCCeaoBaHMAM Ha COOTBETCTBUE TPeboBaHMAM MO 3anTe OT YTEeUKU
MHpopMauMn No KaHanam MO6OYHbIX 3JANEKTPOMArHUTHbIX WU3SYYEHUN N HABOOOK B
COOTBETCTBUN C KaTEropmen BblOENIEHHOIO NOMELLEHNA.

19.2. TpebosaHna gna cpencts YL knacca KC1:

- NPOBOOMUTCA NMpoBepka COOTBETCTBMA peanusaumn uenesbixX pyHkuun YL Ha ocHoBe
cuctembl TectoB AC VL.

19.3. TpeboBaHnAa pna cpencts YL knaccos KC2, KC3, KB1, KB2 coBnagatloT C
TpebosaHmamn gna cpencte YL knacca KC1.

19.4. TpeboBaHunAa ona cpencts YL knacca KAL:

- npoBefeHue crneunasnbHON MPOBEPKU TEXHUYECKUX CPencTB WHOCTPAHHOro
npou3BoacTBa, BxogAwux B coctaB AC VYL, B uenAx BblABNEHUA YCTPOWNCTB,
npegHasHa4YeHHbIX ANA HErNacHoro Noay4YeHna nHopmaunm;

- npoBeneHne nonHon sBepudmnkaumm AC (COBMECTHO C aHanIM30M MPOrpaMMHOro Kopa
BIOS), Ha KkoTopbix peanusytTcA cpeactBa YL, € uenblo UCKNIOYEHUA HeraTuBHbIX
PYHKLMOHAbHBIX BO3MOXHOCTEN.

20. TpeboBaHUA K pONeBOMY pa3rpaHUYEHNIO:

20.1. Ona obecne4veHuA BbinonHeHnAa dyHkumm YL cpepctsa YL ponXHbI
noaaep>XXuBaTb posieBOE pasrpaHnNyeHne YeHoB rpynnbl agMUHUCTPaTopoB cpeacTs YL,

20.2. TpeboBaHunAa anAa cpencts YL knacca KC1:

- DOMKHbI BbITb OnpeaeneHbl CNUCOK posier U pacnpeneneHne o6A3aHHOCTEN mMexay
ponAamu;

- CNUCOK ponien n pacnpegeneHne 06A3aHHOCTEN MeXOy PONAMU O0SKHbI ObITb
yKasaHbl B 9KCrnyaTaumoHHON AOKYMeHTaumm Ha cpenctea YL,

20.3. TpebosaHua gnAa cpenctB YU knacca KC2 cosnapaiT ¢ TpeboBaHMAMU ON1A
cpencts YL knacca KC1.

20.4. TpeboBaHuAa ana cpencts YL knacca KC3:

- cpeacTsa YL nomkHbl nogaep>XmeaTth cnegyowme obasaTesibHble posiu:

1) cuctemHOro agMmHucTpaTopa C OCHOBHbIMM O6A3AaHHOCTAMW WHCTaNNAUUN,
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KOH(hurypaumm n nopaepxku gyHKUMoOHMpoBaHMA cpencte YL, cosgaHnA v nogaep>xku
npoounen YneHoB rpynnbl agMUHUCTPATOPOB cpeactB YL, KoHdurypaumm npocuna wu
napameTpoB XypHana ayouTa;

2) agMuHUCTpaTopa cepTUudukaumm € OCHOBHbIMM O6A3aHHOCTAMWU. CO3JaHue W
aHHyNIMpoBaHue cepTUMKaTOB Kitoven nposepku 3,

- B cpencTtBax YL pnomxeH 6biTb peann3oBaH MEXaHU3M, UCKKOYaoWMA BO3MOXHOCTb
aBTOpM3auuM OOHOr0 YfeHa u3 rpynnbl agMuHUcTpaTopoB cpencts YL, onAa BbinonHeHuA
pasnnyHbIX PONEn.

20.5. TpeboBaHnuA anAa cpencts YL knacca KB1:

- cpeactBa YU pomkHbl obecneymBaTb Hanuyue obAasaTesnibHOM ponu onepartopa C
OCHOBHbIMW 06A32HHOCTAMU MO PE3EPBHOMY KOMUPOBAHUIO N BOCCTAHOBEHUIO.

20.6. TpebosaHnAa gna cpeacts YL knacca KB2 cosnagatoT ¢ TpeboBaHuAMKM aOnA
cpencts YL knacca KB1.

20.7. TpeboBaHuAa ana cpencts YL knacca KAL:

- cpeactea YL nomkHbl obecneymBaTb Hanuume obAsaTtenibHOM ponu agMuHMUcTpaTopa
ayauTa C OCHOBHbIMM 06A3aHHOCTAMMW: MPOCMOTP M NOAAEPXKKA XypHana ayauTa,;

- CUCTEMHbIN aAMUHUCTPATOP HEe AO0/MKEH MMETb BO3MOXXHOCTU BHOCUTb U3MEHEHUA B
XXypHan ayauTta.

21. TpeboBaHUA K LenocTHocTn cpencTs YL

21.1. CpenctBa YL, pomkHbl cogep)aTb MEXaHU3M KOHTPONA HECAHKLUMOHMPOBAHHOIO
CNyyYyamHoro n (Unn) npegHaMepeHHOro WUCKaXKeHuA (M3MEHeHuA, moaudpukaummn) un (1Mnu)
paspyweHna nHdgopmMaumn, nporpaMmHbix cpeacts n AC YL (nanee - mMexaHU3M KOHTPOA
LLe/IOCTHOCTMN).

21.2. TpeboBaHuma ona cpeacts YL, knacca KC1.:

- TpeboBaHNA K MEXaHU3My KOHTPOSA LEOCTHOCTU AO/MKHbI ObiTb yKadaHbl B T3 Ha
paspaboTky (MogepHu3auuio) cpeacTts YL,

- DOMKeH 6bITb onpeneneH nepuoa KOHTPOAA LeNoCTHOCTM NporpaMmHbix cpeacts u AC
YL 1 ykasaH B aKcnsyataunoHHOW AOKYMeHTaumm Ha cpenctea YL,

- KOHTPO/b LENOCTHOCTU nporpaMMHbiX cpeacts u AC YL nonkeH BbINOAHATLCA Mpu
KaxK[on nepesarpy3ke onepaumoHHon cuctemsl (ganee - OC);

- DOMKHbI UMETbCA CpeacTBa BOCCTAHOBIEHMA LeNnocTHOCTU cpeacTs YLL.

21.3. TpeboBaHua gnAa cpenctes YU knacca KC2 cosnapaiT ¢ TpeboBaHMAMU ON1A
cpencts YL knacca KC1.

21.4. TpeboBaHuAa ana cpencts YL knacca KC3:

- KOHTPOSb LeSIOCTHOCTM OO/HKEH BbINOSHATLCA HE peXke OAHOro pasa B CYyTKW.

21.5. TpeboBaHuA anAa cpencts YL knacca KB1:

- KOHTPOS1b LLESTOCTHOCTM OO/MKEH BbINONMHATLCA A0 3arpy3kn OC cpeacts YL

21.6. TpeboBaHnA pna cpencte YL knacca KB2 cosnapgatoT ¢ TpeboBaHnAMKM AONA
cpencts YL knacca KB1.

21.7. TpeboBaHunA anAa cpencts YL knacca KAL:

- KOHTPONb LENOCTHOCTU AOJNIXKEH OCYWeCTBAATbCA AUHAMUYECKU npu
dyHKUMOHMpOoBaHUM cpeacts YL,

22. TpeboBaHWA K yrnpasfieHUIO JOCTYMNOM:

22.1. Cpepcta YL pomkHbl obecneuvBaTb ynpasnieHne OCTYMNOM.

22.2. TpeboBaHuAa anAa cpencts YL knacca KC1:

- AO/MKHbI ObITb OnpeaeneHbl TpeboBaHUA K yrpaBfeHUo A0CTYNOM M ykasaHbl B T3 Ha
paspaboTky (MogepHmn3aumio) cpencTs YL.

22.3. TpeboBaHua gnAa cpencte YL knacca KC2 cosnapaiT ¢ TpeboBaHuAMM OnA
cpencts YL knacca KC1.

22.4. TpeboBaHunA anAa cpencts YL knacca KC3:



- B YLl ponxeH obecneymBaTbCA ANCKPELMOHHBIN NPUHLMA KOHTPOAA JocTyna.

22.5. TpebosaHnA gnAa cpegcte YL knacca KB1 cosnapgatoT ¢ TpeboBaHnAMKM aOnA
cpeactB YL knacca KC3.

22.6. TpeboBaHunA anAa cpeacts YL knacca KB2:

OO0JIKHO 6bITb 06ecnevyeHo co3naHne 3amkHyTon paboyen cpenpbl 1 cpeacts YL.

1 MporpammHan cpefa, KOTopaA AOMNycKaeT CyLWeCcTBOBaHME B Hel TONbKO (OMKCMPOBaHHOrO Habopa
cy6beKTOB (Mporpamm, NPoLEeccoB).

22.7. TpeboBaHua ona cpeacts YL, knacca KAL:
- B YLl ponkeH obecneymBaTbCA MaHAATHbBIA NPUHLMN KOHTPONA A0CTYNa;
- onA BBoga knwoya 3l agMuHucTpaTopa cepTudukauum TpebyetcA He MeHee ABYX

OOBEepPEeHHbIX NTNL, 2.

2 Jlua, ABnAWwmMecA yneHamu rpynnbl agMUHUCTpPaTopoB cpeacts YL n 3aBegomo He AnAwowmecd
HapyLwnTenamm.

23. TpeboBaHUA K naeHTUmnKaumm n ayTeHTUUKaLnm:

23.1. VNpeHTudpukauma un ayTeHTuUdukaumAa BKAYalOT B cebA pacrno3HaBaHue
nons3oBartenA cpeacTts YL, yneHa rpynnbl agMuHucTpaTopoB cpencts YL nnu npouecca v
NPOBEPKY MX MOAMMHHOCTU. MexaHu3m ayTeHTUmKaumm gomkeH 610KMpoBaTb OOCTYN 3TUX
cy6BbeKTOB K PyHKUUAM YL npu oTpuuaTesnbHOM pesynbTaTte ayTeHTUdukaumn.

23.2. B cpeactBax YL pnA nwobon peannsoBaHHOW npouenypbl ayTeHTumkaumm
OO/MKEH ObITb NPUMEHEH MEeXaHU3M OrpaHuYeHWA KONM4YecTBa Crefyrowuyx rnoapAn nonbIToK
ayTeHTUdUKaumMm ogHoro cybbekTa AocTyna, YNC0 KOTOPbIX HE AO/MKHO ObITb 6oMblle Tpex.
Mpn npeBbIWEHNN Yucna cnegyrowux noapAn nonbITOK ayTeHTUduKaumm ogHoro cybbekTa
AOCTyna YCTaHOBNEHHOrO MpeaenbHOro 3Ha4yeHuA [[OCTyn 3Toro cybbekta poctyna K
cpencteam YL, nomkeH 6biTb 3a610KMPOBaAH Ha MPOMEXYTOK BPEMEHU, KOTOPLIN yKas3biBaeTcA
B T3 Ha pa3paboTky (MogepHu3aumio) cpencts YLI.

23.3. TpeboBaHnuAa anAa cpencts YL knacca KC1:

- onucaHue npoueaypbl pernctpaumm nonb3osatenen cpeacts YL (BHeCceHNA OaHHbIX B
peecTp nonb3oBaTtenen cpencts YL) A[0MKHO copgep)xaTbCA B 3KCMsyaTauMOHHOMN
OOKyMeHTaummn Ha cpeactea YL,

- ONA BCEeX vu, OCYLWeCTBAAWMX OocTyn K cpegcteam YL, pomkHa npoBoguTtbeA
ayTeHTucpukauma. lNpu 3ToM ponyckaeTcA OrpaHUYMTbCA WUCNONb30OBaHWEM AnA
ayTEHTUUKALMN TONbKO CUMBOJSIBHOrO NEPUOANYECKN U3MEHAIOLLErocA NaponA U3 He MeHee
yeM 8 CMMBOJSIOB MpPWU MOLLHOCTM andasumTa He mMeHee 36 cumBonoB. [lepuon U3MeHeHuA
naposnAa He JO/MKEH ObITb 60MblIe 6 MecALEB.

23.4. TpeboBaHuAa anAa cpencts YL knacca KC2:

- Heob6XoAMMOCTb MpPeabABNEHMA nonb3oBatenem cpencts YL, npu ero peructpauum
OOKYMEHTOB, YOOCTOBEPAKOWMX JIMYHOCTb, OO/HKHA OblTb OTpakeHa B 3KcniayaTauMOHHOM
OOKyMeHTaummn Ha cpeactea YL,

- ANnA Bcex nonb3oBaTtenen cpeactB YL gonyckaeTcA MCnonb3oBaHWE MeEXaHW3MOB
yoaneHHon ayTeHTudukauuu. CneumanbHble XapakTePUCTUKU MEXaHWU3MOB YyOaneHHOU
ayTeHTugunKaumm [OMKHbI OblTb MNOATBEPXOEHbl B pamMkKax NPOBEOEHUA MNPOBEPKU
cooTBeTCcTBMA cpeacTB YL n o6bekToB MHopMaTM3aummn, UCNoMb3YIOWNX AaHHbIE CPeacTsa,
HacToAwmuMm TpeboBaHMAM;

- NPW OCYLLECTBNEHUM NOKanNbHOro AocTyna K cpeacrteam YL ayTeHTudpukaumA 4neHos
rpynnbl agMuHUCTpaTopoB cpeactB YL gomkHa BbINONHATLCA OO0 nepexoga B paboyee
cocToAHne 3Tux cpencts YU (Hanpumep, po 3arpyskun 6asoson OC).
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23.5. TpeboBaHunA anAa cpencts YL knacca KC3:

- B cpencteax YL pomkeH ObITb peann3oBaH MexaHu3M ayTeHTUdukauum nokanbHbIX
nonb3oBaTtenien, Mmewwmx OOoCTyn K cpencteam YL, HO He BXxogoAwMx B COCTaB rpynmbl
agMmuHucTpaTopos cpeacts YL

23.6. TpeboBaHunA anA cpeacts YL knacca KB1:

- MpY OCYLWECTBIEHMN yaaneHHoro goctyna K cpegcrteam YL mcnonb3oBaHne TONbKO
CUMBO/MIBHOrO NaposiAi He [onyckaeTCA, AO0JIKHbl MCNONb30BaTbCA MEXaHU3Mb
ayTeHTUGMKaLMN HA OCHOBE KPUNTOrpagynyeckmx npoToKOI0B.

23.7. TpebosaHnAa pna cpeacts YL knacca KB2 cosnagatoT ¢ TpeboBaHuAMKM aONA
cpencts YL knacca KB1.

23.8. TpeboBaHuA anAa cpencts YL knacca KAL:

- B cpeacTtBax YL onAa noboro peannusoBaHHOro MexaHnama ayTeHTudunkaumm gomkHa
6biTb peann3oBaHa BO3MOXHOCTb YCTAHOBKM MNpeaenbHO [ONYyCTUMOro KONMYyecTBa
cnegylowmx noapag MnonbiTOK ayTeHTUduKaumm opHOro cybbekTa AoCTyrna U YCTaHOBKW
BpemeHn 610KMPOBKK JOCTyna K cpeacteam YL Ha mecTax ux akcnayaTauumn.

24. TpeboBaHUA K 3almMTe AaHHbIX, NOCTyNaloWwmx (3KkcnopTmpyemolx) B (13) YL:

24.1. CpepctBa YL pomkHbl obecneynBaTb [OBEPEHHLIA BBOA, CaMOMOAMNUCAHHOrO
cepTudmkaTta Kntoda nposepku Il.

24.2. TpeboBaHunA anAa cpencts YL knacca KC1:

- cpeactBa YL pomkHbl obecneymBaTth nepefadvy OaHHbIX, cogepxkawmx nHpopmaumio
orpaHM4yeHHoOro poctyna, noctynawowmx B YL wn akcnoptupyembix n3 VYL, cnoco6owm,
3awmileHHbim ot HCL;

- B cpeacteax YL pomkHa GbITb peannsdoBaHa npouenypa 3awmTbl OT HaBA3bIBaHUA

NOXXHbIX COOBOLLEHNI 1;
- TpeboBaHMA K npoueaype 3awuTbl OT HaBA3bIBAHUA JOXHbIX COOOLLEHUNA
yKasbiBaloTcA B T3 Ha pa3paboTky (MoaepHu3aumo) cpeacts YL,

1 HaBAsbiBaHWe NOXHOro cooblieHua npeacTaBnAeT cobon AencTBue, BOCNPUHUMAEMoe y4acTHUKaMu
3NIEKTPOHHOrO B3aumogencTsmAa wunu cpeacteamm YL Kak nepepaydya WMCTUHHOMO COOBLIEHWA CnNocobowm,
3almiLeHHbiv ot HCO.

24.3. TpeboBaHunA anAa cpencts YL knacca KC2:

- cpeactBa YL pomxHbl obecrneymBaTb 3alWmMTy MepBOHAYasbHOro 3anpoca Ha
cepTudmkat Krtoda nposepku IlT;

- cpeactea YL pomKHbl NpUHUMATb KPUTUYHYKO 014 yHKUMoHupoBaHuA VYL
WMHhopMaLmIo, TONbKO ecnv oHa nognucana Arl.

24.4. TpeboBaHunA anAa cpencts YL knacca KC3:

- B cpeactBax YL gomkeH 6biTb peann3oBaH MeEXaHW3M 3almTbl OT HaBA3blBaHUA
NOXXHbIX COOBLEHNA HA OCHOBE WCMONb30BaHUA cpeactB 31, NoNyyYMBLUMX NOATBEPXKAEHME
cooTBeTCTBMA TpeboBaHnAM K cpeacTtasam Ol.

24.5. TpeboBaHunA anAa cpeacts YL knacca KB1:

- B cpeactBax YL pomkeH 6bITb peann3oBaH MEXaHU3M 3alimThl AaHHbIX Npu nepegaye
nXx Mexay (pmnamnyeckn pasneneHHbiIMM KOMMOHEHTaMM Ha OCHoBEe mncnosnb3oBaHna CK3N.

24.6. TpebosaHunAa onAa cpencts YL knaccos KB2 n KA1l cosnagatoT ¢ TpeboBaHUAMMA
anAa cpencts YU knacca KB1.

25. TpeboBaHuUA K perucTpauum cobbITUN:

25.1. basosaa OC cpegncte YL, gomkHa noogepXkvBaTb BedeHWE XXypHana ayamTa
CUCTEMHbIX COObITUN.

25.2. TpeboBanua ana cpencts YL knacca KC1:

- B cpeactBax YL pomkeH 6biTb peann3oBaH MexaHuU3M, NMPou3BOSALLNA BbIOOPOYHYIO
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perucTpauuio cobbITUI B XXypHane ayamTa, CBA3aHHbIX C BbinonHeHneM YL cBonx oyHKUNRA,

- CMUCOK PEerncTpypyembix COObITUM [OMKEH COAepXaTbCA B 3KCMjyaTauuOHHOMK
OOKyMeHTaummn Ha cpeactea YL,

25.3. TpeboBaHnna pnAa cpeacte YU knacca KC2 cosnapatoT ¢ TpeboBaHuAMK AnA
cpencts YL knacca KC1.

25.4. TpeboBaHua ona cpeactB YL, knacca KC3:

- OO/MKHbI ObITb MPUHATbI Mepbl OOHAPY>XXEHUA HECAHKUWOHUPOBAHHbIX W3MEHEHWUI
XXypHana ayamTta nosnb3oBaTtenAmun cpencts YL, He ABMAAWMMUCA 4YneHamu rpynnbl
agMuHucTpaTopos cpeacts YL

25.5. Tpebosanua pnAa cpencte YL, knacca KB1 coBnapgatot ¢ TpeboBaHMAMU On1A
cpencts YL knacca KC3.

25.6. TpeboBaHuAa onAa cpeacts YL knacca KB2:

- OO/MKHbI ObITb MPUHATLI Mepbl OBHApPY>XeHUA HEeCaHKUWOHUPOBAHHbIX W3MEHEeHWU
KaXK[0M 3anucu B XXypHasne ayguTa.

25.7. TpeboBaHuAa ana cpencts YL knacca KAL:

- XKypHan ayamTa OOMMKeH ObiTb AOCTYMNEH TOMIbKO agMUHMUCTPATOPy ayauTta, KOTOpbI
MOXXET OCYLLECTB/IATb TO/IbKO ero NPOCMOTP, KOMMPOBaHME U MOJIHYIO O4UCTKY. [locre ouncTku
nepBOM 3anucbio B >XypHane ayguta [OO/DKEeH aBTOMaTUYeCcKu perucTpupoBaTbCcA dpakT
OYUCTKM C YKasaHnem gatbl, BpEMEHU N MHpopMauum o nvue, NPon3BoAMBLLEM ONepauumio.

26. TpeboBaHUA NO HAAEXKHOCTU N YCTONYUBOCTU (PYHKUMOHMpPOBaHUA cpeacts YL

26.1. [omxHbl ObITb onpepeneHbl TpeboBaHWA NO HAOEXHOCTU U YCTOWYMBOCTMU
byHKUMOHMpoBaHnA cpeacTts YL, n ykasaHbl B T3 Ha pa3paboTky (MOAepHM3aumio) cpencTts
vy,

26.2. TpeboBaHuAa ona cpeacts YL, knacca KC1.:

- MPOBOANTCA pacyeT BepoATHOCTU cboeB n HeucnpasHocTen AC YL, npusogAawmx K
HeBbInosiHeHno YL cBonx doyHKLNN.

26.3. TpeboBaHunA anAa cpencts YL knacca KC2:

- OO/MKHO OCYLECTBNATLCA TECTUPOBAHWE YCTOMYMBOCTU (DYHKLUMOHUPOBAHNA CPEeaCcTB
yu.

26.4. TpeboBaHuAa ana cpencts YL knacca KC3:

- DO/MKHbI 6bITb onpeneneHbl TpeboBaHUA NO BpeMeHW BocCTaHoBneHuA cpeacts YL
nocne c6onA n ykasaHbl B T3 Ha pa3paboTky (MogepHu3aumio) cpeacts YL,

- Mepbl U CpeAcTBa MNOBLIWEHMA HAOEXHOCTU U YCTOMYMBOCTM (PYHKLMOHMPOBAHMUA
cpencTs YL nomkHbl cogepykaTb MexaHn3mMbl KBOTUPOBaHUA pecypcoB cpeacTts YL,

26.5. TpeboBaHuAa onAa cpeacts YL, knacca KB1:

- BEpPOATHOCTb cboeB U HeucnpasHocTen AC YL, npmBogAwmMx K HEBbINOAHEHUIO YL
CBOMX (DYHKUMA, B TeYEeHWe CYTOK He OOS/HKHa MNpeBbiwaTb aHanorMyHon BEpPOATHOCTUM AnA
ncnonbdyembix CK3WU.

26.6. TpebosaHunAa onAa cpencts YL knaccos KB2 n KA1l cosnagatoT ¢ TpeboBaHUAMMA
anAa cpencts YU knacca KB1.

27. TpeboBaHUA K KNIOYEBOWN MHGIOPMALMN:

27.1. TopAgook co3gaHuWA, UCMNONb30BaHWA, XPaHEHUA W YHUYTOXEHMA KIHOYEeBOW
MHopmMaunum onpenenAeTcA B COOTBETCTBUM C TpeboBaHMAMM IKCMyaTaunmOHHOMN
AOKyMeHTaumn Ha cpeactea Ol n nHole CK3W, ncnons3yemble cpencrsamm YL,

27.2. Cpok peuncteuAa knoda 3l cpepctsa 3All, ucnonbdyemoro cpegcteBamn YL,
OOJIKEH COOTBETCTBOBATbL TPeOOBAHUAM, YCTAHOBNEHHbIM K cpeacTtaam Oll.

27.3. TpeboBaHunAa ana cpencts YL knacca KC1:

- He ponyckaeTcA KonMupoBaHue uHGOpPMaLUN KIHOYEBbIX LOKYMEHTOB
(kpunTorpadmnyeckmx KnoYen, B ToM yucne knoden 3l) Ha HocuTenu (HanpuMep, >XXECTKUN
ONCK), He ABMAKWMECcA KoYeBbIMU HOocuTenAMU, 6e3 ee npeaBapuTesibHOro WngpoBaHuaA



(koTOpoe [O/MKHO OCYLWeCTBAATLCA BCTPOEHHOW (yHKUMen wucnonb3dyemoro CK3WU).
KonunpoBaHne Kno4eBbIX AOKYMEHTOB AO/MKHO OCYLECTBMATbCA TOMbKO B COOTBETCTBUU C
3KCnyaTaunoHHON AOKYMeHTaumen Ha ncnonbdyemoe CK3WU;

- kmoun 3, mucnonb3yemble OnA NOANMCU cepTudmnkaToB Knwoyen nposepkn Il un
CMUCKOB YHUKasIbHbIX HOMEPOB CepTUUKATOB KNtoyen nposepkn Al1, oencTeme KOTOpbIX Ha
onpeneneHHbIn MOMeHT 6bIN10 npekpatieHo YL o ucTeyeHnA cpoka ux OencTBuA (panee -
CMCOK aHHYNIMPOBAHHbIX CEPTUMKATOB), HE OOSHKHbI UCMOABb30BAaTbCA HU O/1A KaKUX UHbIX
uenewu,

- CPOKM [OENCTBMA BCEX K/YEen OO/MKHbl OblTb yKasdaHbl B 3KchayaTaunOHHOW
OOKYyMeHTaumun Ha cpeactea YLI.

27.4. Tpebosanua gna cpeacts YL, knaccos KC2 n KC3 coBnagatoT ¢ TpeboBaHNAMU
ona cpencts YU knacca KC1.

27.5. TpeboBaHuAa onAa cpeacts YL, knacca KB1:

- OO/MKHbl ObITb MNPUHATBHI OPraHM3auVOHHO-TEXHUYECKUE Mepbl, UCKYawLwme
BO3MOXXHOCTb KOMMNpomeTaumm knwoda 3l, mncnonb3yemoro AnA noanucu cepTudukaTos
knoyen nposepkn Ol M CNMCKOB aHHYNIMPOBaHHbLIX CEPTUPUKATOB, MPU KOMMpPOMETaumnu
KI0YeBOW UHpOpMaLUK, OOCTYNHON OAHOMY NuLy.

27.6. TpeboBaHuAa onAa cpeacts YL, knacca KB2:

- ko 3, ncnonbdyembld ANA NOAMUCU cepTUmMkaToB Kroden nposepkn 3l u
CNUCKOB aHHY/IMPOBAaHHbLIX CepTUdPMKaTOB, AOSIXKEH reHepupoBaTbCA, XpaHWUTbCA,
Ncnonb3oBaTbCA U YHUYTOXAaTbCA B cpeactBe Jl. [lonyckaeTcA MCNoNb30BaHWE TOJbKO
cpeacte Al1, nony4mBWNX NOATBEPXKAEHNE COOTBETCTBMA TpeboBaHUAM, NpeabABAAEMbIM K
cpeacteam 31 B cooTBeTCTBUM ¢ PeaeparnibHbIM 3aKOHOM;

- OO/MKHbl OblTb MNPUHATBHI OPraHM3auUVOHHO-TEXHUYECKUE Mepbl, UCKAYawLwme
BO3MOXXHOCTb KOMMNpomeTaumm knoda 3l, mcnonb3yemoro AnAa noanucu cepTudukaTonB
kKnoyen nposepkn 31 M CNMCKOB aHHYNIMPOBaHHbIX CEPTUPUKATOB, MPU KOMMpPOMETaLUn
KNto4eBon MHopmaumm, AOCTYNHOM OBYM NivLaMm.

27.7. TpeboBaHuA anAa cpencts YL knacca KAL:

- OO/MKHbl OblTb MNPUHATBHI OPraHM3auUOHHO-TEXHUYECKUE Mepbl, UCKIYawLlwme
BO3MOXXHOCTb KOoMMnpomeTaumm knoda 3l, mcnonb3yemoro AnAa noanucu cepTudukaTos
Knoven nposepkn Al M CNUCKOB aHHYNMPOBaHHLIX CEpTUPMKATOB, NMpU KOMMpomeTauuu
KI0YeBOW MHGPOpMaLMW, OOCTYNHOW TPEM nuuam.

28. TpeboBaHUA K pe3epBHOMY KONUPOBAHUIO U BOCCTAHOBEHUIO paboToCnOCOBHOCTH
cpencts YL

28.1. CpepctBa YU pomxkHbl peann3oBbiBaTb (PYHKUUW PEe3epBHOrO KOMUPOBAHUA U
BOCCTaAHOBNeHMA Ha cnydan nospexaeHna AC n (vnn) uHdopmauum, obpabaTbiBaemoWn
cpencteamn YL. B xoge pesepBHOro KonupoBaHWA [O/MKHA OblTb UCKKOYEHA BO3MOXHOCTb
KOMMPOBaHNA KPUNTOrpagouyecKmx Koyen.

28.2. TpeboBaHuma gna cpeacts YL, knacca KC1.:

- AaHHble, COXPaHEHHbIe Mpu pe3epBHOM KOMMPOBaHUN, O0MKHbI 6bITb AOCTATOYHbI ANA
BOCCTaHOBNEHNA (yHKUMOHMpoBaHWA cpenctB YL, B cocToAHue, 3addMKCUPOBAHHOE Ha
MOMEHT KOMUPOBaHUA.

28.3. TpeboBaHuna gna cpencte YL knaccos KC2 n KC3 cosnagatoT ¢ TpeboBaHMAMMN
ana cpeacts YL knacca KC1.

28.4. TpeboBaHuAa onAa cpeacts YL, knacca KB1:

- OO/MKHbI ObITb MPUHATLI Mepbl OBHApPY>XEeHUA HEeCaHKUWOHUPOBAHHbIX W3MEHEeHWUI
COXPaHEHHbIX OAHHbIX;

- DOMKHbI 6bITb ONpeaeneHbl TpeboBaHMA NO BPEMEHM BOCCTAHOB/IEHMA U yKa3aHbl B T3
Ha pas3paboTky (MogepHm3aumio) cpencts YL, v B akcnnyaTaunMoOHHOM [OKYMEHTauum Ha
cpenctea YL.



28.5. TpeboBaHuA ana cpencts YL knacca KB2:

- cOXpaHAemasa npu pPe3epBHOM KOMMPOBaHMM 3awmwaemasa WHdopmauua [oskHa
COXPaHATBLCA TONbKO B 3alMdpoBaHHOM BMAE.

28.6. TpebosaHnAa gnAa cpeacts YL, knacca KAl cosnagatoT ¢ TpeboBaHuAMKM AONA
cpencte YL knacca KB2.

29. TpeboBaHNA K CO30aHUIO N aHHYNIMPOBAHUIO CEPTUGMKATOB Kito4en nposepku 3l1:

29.1. MpOTOKOMbI CO3[aHNA N aHHYIMPOBAHUA cepTUduKaToB Kawden nposepku 3l
OO0JIKHbI ObITh ONKUCaHbl B 3KCMNyaTauMoHHOW OOKYMeHTauuu Ha cpenctea YLL.

29.2. Cos3paBaemble YL cepTtudukatbl knw4den npoeepkn Il n cnuckwu
aHHYNNMPOBAHHbIX CepTUMUKATOB [OMXKHbI COOTBETCTBOBATb MEXAYHaApPOAHbIM

pekomeHgaumAam ITU-T X.509 1 (oanee - pekomeHpgauuu X.509). Bce nonAa v QOMNOSHEHUA,
BKNIlOYaeMble B cepTudukart knwyen nposepkn Il U CAMCOK aHHYIUPOBaAHHbIX
cepTumnKaToB, OO/MKHbI OblTb 3aMOfIHEHbI B COOTBETCTBUM C pekoMmeHpaumAamm X.509. [Mpwn
NCNONb30BaHNUM anbTepHaTMBHbLIX hOPMaTOB cepTUmnKaToB Koden nposepkn I OoMKHbI
ObITb onpefeneHbl TpeboBaHMA K MPOTOKOMaM CO30aHUA U aHHYMPOBAHWA CepTUUKATOB
kntoyen nposepkn Al 1 ykasaHbl B T3 Ha pa3paboTky (MogepHu3auuio) cpeacts YLL.

: ITU-T Recommendation X.509. Information technology - Open systems interconnection - The Directory:
Public-key and attribute certificate frameworks. 2008. http://www.itu.int/rec/T-REC-X.509-200811-i.

29.3. CpenctBa YL nomkHbl peanu3oBbiBaTb NPOTOKON aHHYNIMPOBaHUA cepTudmkara
Kntoya nposepkn 3l ¢ MCNONb30BaHMEM CMUCKOB aHHYTMPOBaHHbLIX CEPTUGUKATOB.

29.4. [onyckaeTcA peanusauuA NPOTOKOSIOB aHHynMpoBaHWA 6e3 Mcrnosb30BaHWA
CMUCKOB aHHYNIMPOBAHHbIX CEPTUPUNKATOB, TPEOOBaAHNA K KOTOPbIM AO/MKHbI ObiTb YKa3aHbl B
T3 Ha paspaboTky (MogepHu3auuio) cpencts YLL.

29.5. TpeboBaHnunAa anAa cpencts YL knacca KC1:

- B cpeacTtBax YL, pomkHa 6biTb peanu3oBaHa OyHKUMA U3rOTOBMIEHMA cepTudmkaTa
knoya nposepkn 3Ol Ha GymaxkHoM HocuTene. lMopAagok Bblgaym ceptudmkaTta Knoya
nposepkn Ol Ha OymMa>kHOM HoOcuTene, a TakXxe npouedypa KOHTPONA COOTBETCTBUA
cepTudmkaTa Knoyda nposepkn Il B 9NEKTPOHHOM BuAe U Ha BYMaXHOM HOcUTeNe OOSKHbI
ObITb YKa3aHbl B 3KCnsyataunoHHOW AOKYMeHTaumm Ha cpenctea YL,

- B cpeactBax YL B oTHoweHun Bnagenbua ceptudukata knawda nposepkn 3l
AOMKHbI ObITb peannu3oBaHbl MEXaHW3Mbl MPOBEPKU YHUKASIbHOCTU Kioda nposepkun Al un
obnagaHnA COOTBETCTBYOWMM Kito4om Il.

29.6. TpebosaHuAa pnAa cpenctB YU knacca KC2 cosnapaiT ¢ TpeboBaHMAMU ON1A
cpencts YL knacca KC1.

29.7. TpeboBaHuma ona cpeacTtB YL, knacca KC3:

- NOrpPEeLHOCTb 3HA4YEHNN BpeMEHU B cepTudmkatax knwoden nposepkn Il n cnmckax
aHHY/IMPOBaHHbIX CEPTUUKATOB He A0/MKHA npeBbiwaTb 10 MUHYT.

29.8. TpeboBaHuma ona cpeacts YL, knacca KB1:

- NOrpPEeLWHOCTb 3HA4YEHNN BPEMEHU B cepTudmkatax knw4den nposepkn 3l n cnmckax
aHHY/IMPOBaHHbIX CEPTUUKATOB HE A0/KHA NpeBbIWwaTh 5 MUHYT.

29.9. TpeboBanua onAa cpeacts YL knaccos KB2 n KA1 cosnapgatT ¢ TpeboBaHNAMMU
onAa cpencts YL knacca KB1.

30. TpeboBaHuA K CTPYKType cepTudukaTta knw4va nposepkn 3l m cnucka
aHHYIMPOBaHHbIX CEPTUGMKATOB:

30.1. TpeboBaHua ana cpeacts YL, knacca KC1.:

- gonycTumble CTPYKTYpbl cepTudukarta knwda nposepknm 3l m cnucka
aHHY/IMPOBAHHbLIX CEepPTUPUKATOB L[O/HKHbI OblTb MEepeyvYncneHbl B 3KCMayaTaumMoHHOMU
OOKyMeHTaummn Ha cpeactea YL;
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- B cpeacrteax YL, pomxkeH ObiTb peann3oBaH MexaHW3M KOHTPONA COOTBETCTBUA
co3faBaemMbliX CepTudmMKaToB Kkao4ven npoBepkn O M CNUCKOB aHHYNMPOBaHHbIX
cepTumnkaToB 3aaHHON CTPYKTYpPE;

- B CTPYKTYype cepTudukaTa knoya nposepkn 3 4omKHbI ObITb NpeayCcMOTPEHbI Mnorne,
cogepxxauwee cseneHmAa 0 knacce cpeacts YL, ¢ mcnonb3oBaHMeEM KOTOPbIX Obli co3aaH
HacToAWMIM cepTudukaT Krnoda nposepkn 3Al, u none, cogepxawlee CBEAEHWA O Knacce
cpenctea Al Bnapenbua ceptudmkara knoda nposepku 3.

30.2. TpeboBaHua ona cpencts YL knaccos KC2 n KC3 cosnapatoT ¢ TpeboBaHNAMMU
ana cpencts YU knacca KC1.

30.3. TpebosaHua ona cpencts YL knacca KB1.:

- B cpencteax YL, gomkeH 6biTb peann3oBaH MeXaHWU3M 3agaHuA CUCTEMHbIM
aAMUHUCTPATOPOM Habopa AOoNyCTUMbIX OOMNOMHEHU cepTudmkata knwoda nposepku 3l un
crnvckKa aHHYNMPOBaHHbIX CepTUPNKATOB.

30.4. TpeboBaHua ona cpencts YL, knaccos KB2 n KA1 cosBnagatoT ¢ TpeboBaHMAMMN
onAa cpencts YL knacca KB1.

31. TpeboBaHnA K peecTpy cepTucdukaToB Kno4ven nposepkn 3l n obecnedeHuo
A0CTyna K HeMy:

31.1. TpeboBaHua ana cpeacts YL knacca KC1.:

- B cpeacTtBax YL, pomkHbl 6bITb peann3oBaHbl MEXaHU3Mbl XPaHEHUA U NMOUCKA BCEX
CO30aHHbIX cepTUGMKATOB Ktoyen nposepkn 3l 1 CNUCKOB aHHYNMPOBAHHbIX CEPTUINKATOB
B peecTpe, a Tak)Xe CeTeBOoro AocTyna K peecTpy.

31.2. TpeboBanua gna cpencte YL, knacca KC2 cosnapgaiT ¢ TpeboBaHUAMU OnA
cpencts YL knacca KC1.

31.3. TpeboBaHna ana cpencts YL, knacca KC3:

- B cpeacTBax YL, nonxkeH 6bITb peanM3oBaH MexaHu3m rnoucka ceptngnkaTos Koyen
npoBepkn 3l N CNUCKOB aHHYNMPOBaHHbLIX CEPTUIUKATOB B peecTpe cepTUdmnKaTos Koyen
npoBepku 3l No pasnnyHbIM UX aTpubyTam;

- BCE M3MEHEeHUA peecTpa cepTudukatToB K4ven nposepkn Il [OMKHBI
perucTpupoBaTbCA B XXypHane aygura.

31.4. TpebosaHmAa pnAa cpencts YL knaccos KB1, KB2 m KAl coBnagalT C
TpebosaHuamn ona cpenctse YL knacca KC3.

32. TpeboBaHuAa K npoBepke Al B cepTuhmnkate knoya nposepkun 3l1:

32.1. [lJomkeH b6bITb onpefeneH MexaHM3Mm MpoBEepPKM NOANUCK B cepTudukaTe Koya
nposepkn 3l MO 3anpocy y4yacTHMKA 3NEKTPOHHOro B3aMMOLENCTBMA U yKa3aH B
aKcnyaTaunoHHOW OOKYMeHTaumm Ha cpeacTea YL,

32.2. B cpeactBax YU pomkeH 6bITb peann3oBaH MexaHW3M NPOBEPKU NOOSIMHHOCTU
Ol YL B BblgaBaembIx UM cepTudmkaTax knoyen nposepku 3ll.

32.3. lMNpoeepka 3l B cepTudmkaTte knwya nposepkn Il ocyuwecTtsnAeTcA B
COOTBETCTBMM C pekoMeHpgauuAamm X.509, Bknwo4vaAa o6A3aTesibHYl0 MPOBEPKY BCEX
KPUTUYECKNX OOMOSTHEHUN.

32.4. Ecnun, mncxopgAa u3 ocobeHHocTen akcnnyatauun cpeacts YL, ponyckaetca
NCNONb30BaHWE anbTepHaTMBHBIX hopmaToB cepTudmkarta Knwoya nposepku 31, AomkeH
6bITb ONpeaeneH MexaHM3m NPOBEPKM NoANncK B cepTudmkarte knoda nposepkun 3 n ykasaH
B T3 Ha pa3paboTky (MogepHu3aumio) cpencts YLI.

33. [1nAa orpaHMyeHnA BO3MOXXHOCTEN NO MOCTPOEHUID KaHanoB atak Ha cpeactea YL, ¢
NCNoNb30BaHMEM KaHaNloB CBA3W [OOJ/IKHbl NMPUMEHATbLCA CpeacTBa MEXCeTeBOro
3KpaHMpOBaHMA.

34. JomkHbl 6bITb onpeaeneHsbl TpeboBaHnA No 3awmTe cpeacTs YL oT KOMMbIOTEepHbIX
BMPYCOB M KOMMNbIOTEPHBIX aTak 1 ykasaHbl B T3 Ha pa3paboTky (MogepHmn3aumio) cpencts YL.

35. MNpu nogkntoyeHun cpencte YL, K MHPOOPMaUMOHHO-TENEKOMMYHUKALUOHHOW CeTH,



AOCTYN K KOTOPOW He OrpaHuyeH onpefesieHHbIM KPYyroMm Nnu, yKasaHHble cpeacTBa OOSKHbI
COOTBETCTBOBATh TpeboBaHUAM K cpeacTeaMm YL knacca KB2 nnn KAL.

36. UccneposaHnAa cpencte YL ¢ uenbto noateepxxaeHusa cooTBeTcTBMA cpencte YL
HacToAwmM TpeboBaHMAM OOMKHbI NPOBOANTLCA C UCNONb30BaHMeM paspabaTbiBaembix OCH
Poccnn 4mcnoBbIX 3Ha4YeHU napamMeTpoB UM XapakKTepuUCTUK MexaHW3MOB 3aluThbl,

peanu3yembix B cpeacTeax YL l.

1 MoponyHkT 47 nyHkTa 9 MNonoxeHna o MepepanbHoln cnyxbe 6esonacHocTn Poccuiickon deapepauuu,
yTBepXaeHHoro Ykasom [lpesunpeHta Poccuinickon ®epepaumm ot 11 aerycta 2003r. N 960 (CobpaHue
3akoHogaTenoscTBa Poccuiickon depepaumn, 2003, N 33, cT. 3254; 2004, N 28, cT. 2883; 2005, N 36, cT. 3665;
N 49, cT. 5200; 2006, N 25, cT. 2699; N 31 (4. I), cT. 3463; 2007, N 1 (4. I), cT. 205; N 49, cT1. 6133; N 53, cT. 6554;
2008, N 36, cT. 4087; N 43, cT. 4921; N 47, cT. 5431; 2010, N 17, cT. 2054; N 20, cT. 2435; 2011, N 2, cT. 267; N 9,
cT. 1222).
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