Mpuka3 ®egepanbHON Cryx0Obl MO TEXHUYECKOMY M SKCMOPTHOMY KOHTporto oT 11 deBpans 2013 r. N 17 "O6

Mpukas ®egepanbHOM CrNyX0bl N0 TEXHUYECKOMY U 3KCMOPTHOMY KOHTporto oT 11 ¢heBpansa
2013 r. N 17 "O6 yTBepxaeHun TpeboBaHMI O 3awmTe MHpOPMaLIMK, He COCTaBRAOLEN
rocygapcTBeHHYH TalHy, codepKallencsi B rocyaapcTBeHHbIX MHOPMaUMOHHbIX cucrtemax”

B cootBercTBUM ¢ YacTbio 5 cTtatbu 16 denepansHoro 3akoHa ot 27 wromst 2006 r. N 149-03 "06
uHpopmaruy, UHGOPMAIMOHHBIX TEXHOJOTHSX W 0 3amute uHpopMmanuu” (CoOpaHue 3aKOHOIATEIHCTBA
Poccuiickoit ®enepanuu, 2006, N 31, ct. 3448; 2010, N 31, cr. 4196; 2011, N 15, ct. 2038; N 30, cr. 4600;
2012, N 31, ct. 4328) u [NonoxeHnem o deaepanbHOil Ciy)0e MO0 TEXHUISCKOMY U 3KCIIOPTHOMY KOHTPOIIO,
yTBepkJIeHHBbIM YKa30oM Ilpesunenta Poccuiickoit ®eneparmuu ot 16 aBrycra 2004 r. N 1085 (CoGpanue
3akoHoatenbeTBa Poccuiickoit denepanuu, 2004, N 34, cr. 3541; 2006, N 49, cr. 5192; 2008, N 43, ct. 4921;
N 47, ct. 5431; 2012, N 7, ct. 818), npukassiBaio:

1. VrBepaurh mnpuiaaraemMbie | peOOBaHUA o 3ammre WHPOpMAIMM, HE  COCTaBJISIONICH
rOCYJapCTBEHHYIO TaliHy, cojieprKalleiics B TOCy/IapCTBEHHBIX HH()OPMAIIMOHHBIX CUCTEMAX.

2. YCTaHOBUTH, YTO yKa3aHHbIe B MNyHKTe 1 Hacrosimero mpukaza TpeOoBaHUS TPUMEHSIOTCS IS
3alIUThl KHPOPMALIMK B TOCYIapCTBEHHBIX HH()OPMAIIMOHHBIX cucTeMax ¢ 1 certsops 2013 r.

Hupexrop PenepanbHoU
CILy>KOBI 110 TEXHUUECKOMY
U SKCIIOPTHOMY KOHTPOJTIO B. Cemun

3apeructpupoano B Muntocte PO 31 mas 2013 .
Peructpanmonnsiiit N 28608

T'APAHT: Hacrosmme tpeboBanus MPUMEHAKOTCA I 3amuThl HHGOPMAIMA B TOCYIAPCTBEHHBIX
nH(OpPMaITMOHHBIX cucTeMax ¢ 1 centsops 2013 .

TpedoBanus
0 3ammTe HH(POPMALUM, He COCTABJISIIONIEH rOCYIapCTBEHHYIO TaifHy, codepakalieiics B
rocyaapcTBeHHbIX HHPOPMANIMOHHBIX CHCTEMAX
(yTB. NpUKazom DemepanabHOii CIYKObI 10 TEXHHYECKOMY H IKCIOPTHOMY KOHTPOJIIO
ot 11 ¢peBpans 2013 r. N 17)

T'APAHT: Cm. MeTogudecknin  OOKYMEHT “"Mepbl 3amuThl  WHGOPMAIMM B  TOCYJapCTBEHHBIX
nHpopManroHHbIX cuctemax'”, yreepskaeHHbd @CTIK Poccun 11 despans 2014 r.

|. O0ume moI0KeHus

1. Hacrosime TpeGoBanusi pa3paboTanbl B coOTBeTCTBUH ¢ PefieparibHbiM 3aKOHOM oT 27 uroist
2006 r. N 149-®3 "O6 uHpopmanuu, HHPOPMAIMOHHBIX TEXHOJOTHIX U 0 3amute uHpopmanuu” (Cobpanue
3akoHozaTenbeTBa Poccniickont @eneparmu, 2006, N 31, cr. 3448; 2010, N 31, cr. 4196; 2011, N 15, cr. 2038;
N 30, ct. 4600; 2012, N 31, cT. 4328), a TakXke ¢ y4eTOM HAIIMOHAJBHBIX CTaHAapTOB Poccuiickoit denepannn
B 00J1aCTH 3a1UThl HHOOPMALIUK U B 00JIACTH CO3/IaHUS] aBTOMATH3UPOBAHHBIX CUCTEM (Jajee - HallMOHAJIbHbIC
CTaHIapThI).

2. B IOoKyMeHTe yCTaHaBIMBAIOTCS TPEOOBaHMUS K 00ECTICUEHHUIO 3aIIUTHl HHPOPMAIMK OrPaHUYEHHOTO
JOCTyIa, HE COIeprKalieil CBEICHHs, COCTAaBISIOIINE FOCYAAPCTBEHHYIO TanHy (manee - uHdopmarms), oT
YTEUKH MO TEXHUYECKHM KaHajaM, HECaHKIIMOHHPOBAHHOTO JOCTYIA, CIEHUalbHBIX BO3JICHCTBUI Ha TaKyro
nHpopmaruo (HocuTenn HHPpOPMALUK) B LIEJSAX €€ JOOBIBAHMS, YHHUTOKCHHUS, NCKKCHUS WIN OJOKUPOBAHHS
JocTyna K Hell (manee - 3amuta uHGOpMaMu) npu o0paboTKe yKa3aHHON MH(pOPMAIUU B FOCYAapCTBEHHBIX
WHPOPMATMOHHBIX CHCTEMAX.

Hacrosimme TpeGoBanus MOTYT TPHMEHATBCS JJs  3alUTHl  OOMIEOCTYNMHOH HHGpOpMaIUH,
coJiep)Kalieicsl B TOCYJapCTBEHHBIX WH(QOPMAIMOHHBIX CHCTEMax, IJIsl JIOCTHIKEHHS Leliel, yKa3aHHBIX B
nyHkTax 1 u 3 yactn 1 ctatbn 16 dexepanbaoro 3akona ot 27 urosst 2006 r. N 149-d3 "O6 undopmarmy,
MH(OPMAITMOHHBIX TEXHOJOTHIX U O 3aIlUTe HHPOpMany' .

B nmoxymeHTe He paccMaTpuBarOTCs TpeOOBaHUS O 3amuTe MHGOPMALUH, CBA3aHHBIE C IPUMEHEHUEM
KpUNTOrpa)MIecKuX METOMOB 3allUThl HH(POPMAIMM W IMH(PPOBAIBHBIX (KPUITOrpad)UUIECKUX) CPEICTB
3alIUTHl HHPOPMALHH.

3. Hacrosmue TpeOGoBaHus SBIAOTCA O00sM3aTeNbHBIMA TIpH  00paboTke wWHpOpMAIMH B

11.11.2024 Cuctema F'APAHT 1


http://ivo.garant.ru/document/redirect/57418990/0
http://ivo.garant.ru/document/redirect/57418990/0
http://ivo.garant.ru/document/redirect/57418990/0
http://ivo.garant.ru/document/redirect/12148555/165
http://ivo.garant.ru/document/redirect/12136635/1000
http://ivo.garant.ru/document/redirect/12136635/0
http://ivo.garant.ru/document/redirect/70591518/0
http://ivo.garant.ru/document/redirect/12148555/165
http://ivo.garant.ru/document/redirect/10102673/5
http://ivo.garant.ru/document/redirect/12148555/1611
http://ivo.garant.ru/document/redirect/12148555/1613

Mpuka3 ®egepanbHON Cryx0Obl MO TEXHUYECKOMY M SKCMOPTHOMY KOHTporto oT 11 deBpans 2013 r. N 17 "O6

rOCy/IapCTBEHHBIX ~HMH(OPMAIMOHHBIX CHUCTeMax, (YHKIHMOHUDPYIOIIMX Ha TeppuTopuH Poccuiickoii
Odenepanyi, a TakkKe B MYHHIMIIAIBHBIX HH(MOPMALMOHHBIX CHCTEMaX, €CJIM HMHOE HE YCTaHOBJICHO
3aKkoHoaaTelibCTBOM Poccuiickoi denepaliid 0 MECTHOM CaMOYITPaBJICHHUH.

Hacrosmme TpeOoBanwmst He pacHpoCTPaHSAIOTCS HA TOCYIapCTBEHHBbIE MH(OPMAIMOHHBIE CHCTEMBI
Anmvunuctpanun Ilpesunenta Poccuiickoil ®enepanuu, Coera bezonmacHoctu Poccuiickoit ®denepanuu,
OenepanmsHoro  CoOpanms  Poccuiickoit  ®enmepanmu, IlpaBurtensctBa  Poccuiickoit  ®Depeparun,
Koncrurymmonnoro Cyna Poccuiickoit ®@enepanuu, BepxosHoro Cyna Poccuiickoit @enepauuu, Bricuiero
ApOutpaxkHoro Cyna Poccuiickoit ®expepauun u  DenepanbHoil  ciayxObl 0Oe3onmacHocTd  Poccuiickoit
denepauuu.

4. Hacrosmme TpeOoBaHus npeqHa3HAYCHBI i oOmajgartenedi  wHQOpMAIMU, 3aKa3YMKOB,
3aKITIOYMBIIMX TOCYIAPCTBEHHBIM KOHTPAKT Ha CO3J[aHNE TOCYIAPCTBEHHOM MH(OPMAITHOHHON CHCTEMBI (aiee
- 3aKa34MKH) U ONEPATOPOB T'OCYIAPCTBEHHBIX HH(POPMALIMOHHBIX CUCTEM ([1ajiee - orepaTophl).

Jlumo, oOpabaTbiBaroliee WHQOPMAIMIO, SIBISIONIYIOCS TOCYAapCTBEHHBIM  UH()OPMAIIMOHHBIM
pecypcoM, TI0 TopydeHuro obnamarens uHGopMalmn (3aKa3duka) WiId orepaTopa u (WiIH) MPedoCTaBIISIOINIEe
UM BBIYHCIUTENBHBIC PECYpChl (MOIIMHOCTH) Ui 0OpabOTKM HMH(GOPMAIMKH HA OCHOBAHWH 3aKIFOYEHHOTO
Joropopa (mamee - YIOJIHOMOYEHHOE JIHIO), OOCCICYMBACT 3allUTy HHGPOPMAIMH B COOTBETCTBHU C
3akoHofaTernbcTBOM Poccuiickoit Penepannu 06 nHGOpMaInu, HTHPOPMANMOHHBIX TEXHOJIOTHAX U O 3aIIUTe
nHpopMmarun. B noroBope momxHa OBITH IPEAYCMOTPEHA 00SI3aHHOCTH YIIOJIHOMOYEHHOTO JIMIIa 00eCIieYnBaTh
3amuTy WHGOPMAIMH, SBISIONICHCS TOCYIapCTBEHHBIM WH(GOPMAIIMOHHBIM PECYPCOM, B COOTBETCTBHH C
HacTosAmMH TpeOOBaHUSIMHU.

5. TIpu oOpaboTke B TrocyqapcTBeHHOH WH(POPMALMOHHON cucTeMe HH(popMaluu, coaepiKamen
MepCOHANbHBIC JaHHBIE, HAcTOsAKEe TpeOoBaHWSA NUPUMEHSIOTCS Hapsgy ¢ TpeboBaHUSAMU K 3aimuTe
MEPCOHANIBHBIX JIAHHBIX TpPU WX 00paboTke B HH(OPMAIMOHHBIX CHCTEMax IEPCOHAIBHBIX JaHHBIX,
YTBEPXKACHHBIX MNOcTaHoBneHnem [IpaButensctBa Poccuiickoit ®enepanmu ot 1 HosOps 2012 r. N 1119
(Cobpanue 3akoHomaTenbeTBa Poccuiickoit @eneparun, 2012, N 45, ct. 6257).

6. TTo pemennto obnanarens nadopmaimn (3aKa3unka) Wik oneparopa Hacrosiue TpeOoBaHUS MOTYT
MIPUMEHATHCS IS 3aIIUTH HH(OPMAIHH, COMIEpKaIIelcsl B HETOCYAapCTBEHHBIX WH(OPMAITHOHHBIX CHCTEMAX.

7. 3amuta uHGOPMALIUK, COJCPKAIICHCS B TOCYAApCTBEHHOW HMH(MOPMAIMOHHON cucTeme (manee -
nH(pOpPMAIIMOHHAS CHCTEMa), 00eCIIeYnBAETCS IyTEM BBIMIOJHEHHs 00MaaaTeneM nHpopManuu (3aKa3dyukom) u
(nnn) omeparopoM TpeOOBaHWI K OpPraHM3aIMU 3alIUThl HH(POPMAIIUH, COAEpXKalleics B HHPOPMAIIMOHHON
cucremMe, ¥ TpeOOBaHMIA K MEpaM 3alUThl HHPOPMALIUH, coiepKaleiics B ”HOOPMAIIMOHHOW CUCTEME.

I1. TpeGoBanus K opraHu3anuu 3alMTHI HHpOpManuu, coaep:kaineiicss B UHGPOPMAIHOHHON cUcTeMe

8. B uH(popManmoHHOI cuUCTeMEe OOBEKTAMH 3alllUThI SBISIOTCS HH(POPMAIUs, COACpXKAIasics B
UHPOPMAIIMOHHON CHCTEME, TEXHHYECKHE CpefcTBa (B TOM YHCIIE CPEICTBA BBIYHUCIUTEIBHOW TEXHHKH,
MaIlIMHHbBIC HOCUTEIM MH(OPMAIIMH, CPEICTBA U CHCTEMBI CBS3M U INEpelayud JaHHBIX, TEXHHUECKUE CPEACTBA
06paboTKH  OYKBEHHO-IIU(POBOH, TrpadUUecKoi, BHUAEO- W peueBOi wuH(pOpPMANUHU), OOIIECHCTEMHOE,
MIPUKJIaTHOE, CHEIHabHOe MPOrpaMMHOE oOecreueHne, WH()OPMAIlMOHHBIE TEXHOJOTHH, a TaKKe CpeIcTBa
3aIUTH HHPOPMAIIHH.

9. lns obecniedenus 3ammThl HHGOpMAIH, copepikamieiics B HH(QOPMAITMOHHON CHCTEME, OTIEpaTOPOM
HA3HAYACTCs CTPYKTYpHOE IMOJpa3/ie/ieHHe WM JOJDKHOCTHOE JIMIO (pabOTHHUK), OTBETCTBEHHBIC 3a 3aIUTY
rH(pOpMAITIH.

10. Jlns mpoBenmeHwst paboT TO 3amuTe HHOOpPMAIMM B XOAE CO3MaHUS W DKCILTyaTaluu
HHPOPMAITMOHHON CcHUCTeMbl oOnajareneM uHGOpMANUU (3aKa3YHKOM) U OIMEPATOPOM B COOTBETCTBHU C
3aKOHO/aTeNIbcTBOM Poccuiickoit denepanuu nmpu HEOOXOIUMOCTH TPHUBIEKAIOTCS OpPraHU3alMH, UMEIOIINEC
JUIICH3UIO HA JCSITEIBHOCTh MO TEXHUYECKOH 3aluTe KOH(UICHIIMAIBHON HH()OPMAIMU B COOTBETCTBUU C
depgepanbHbiM 3akoHOM ot 4 mast 2011 r. N 99-®3 "O nuneH3upoOBaHUN OTAEIBHBIX BUIAOB JEATEIBHOCTH"
(Cobpanue 3akonomarenscTBa Poccuiickoit @enmeparun, 2011, N 19, cr. 2716; N 30, cr. 4590; N 43, ct. 5971,
N 48, ct. 6728; 2012, N 26, c1. 3446; N 31, cr. 4322; 2013, N 9, cT. 874).

11. Jns oGecrmeueHus 3amuThl WHGOPMANWH, comepkameics B HWHGOPMAMOHHOW CHCTEME,
MIPUMEHSAIOTCA CPENCTBA 3alIUThl WHGOPMAIWH, MPOIISAINE OINEHKY COOTBETCTBHS B (OpME 00s3aTeNbHON
cepTU(UKAIUK HA COOTBETCTBHE TPEOOBAHUSIM 10 6€30MAaCHOCTH HH(GOPMAIIMU B COOTBETCTBUH €O CTaTben 5
denepanbHoro 3akona ot 27 gexabps 2002 r. N 184-®3 "O rtexumueckom perynupoBanuu” (CobpaHue
3akoHomatenbeTBa Poccniickoit @enepanuu, 2002, N 52, cr. 5140; 2007, N 19, ct. 2293; N 49, ct. 6070; 2008,
N 30, ct. 3616; 2009, N 29, ct. 3626; N 48, cr. 5711; 2010, N 1, ct. 6; 2011, N 30, ct. 4603; N 49, ct. 7025;
N 50, ct. 7351; 2012, N 31, c1. 4322; 2012, N 50, ct. 6959).

12. 3amura nadopmanmu, conepxauieiicss B ”HPOPMAMOHHON CUCTEME, SIBISETCS COCTABHOM YacCThIO
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paboT MO CO3/aHUI0 M IKCILTyaTalui HHOOPMAIIMOHHON CUCTEMbI H 00eCIIeunBaeTCs Ha BeeX CTaausax (dramax)
€e CO3JaHus M B XOJie SKCIUTyaTalldl IyTeM NpPWHITHS OPTraHW3aIlMOHHBIX M TEXHUYECKUX MEp 3allUThI
nHpOPMAIUY, HaIpaBIEHHBIX Ha OJOKHpoBaHHe (HEHTpalW3alMio) yrpo3 0e30IacHOCTH HH(GOPMAIUH B
MH()OPMALMOHHON CHCTEME, B PaMKax CHUCTeMbl (IOJCHCTEMBI) 3alluThl HHGOpPManuu HHPOPMALMOHHON
cucTeMsl (asee - cucTemMa 3aiuThl HHGOpMaul HHPOPMAIIHOHHOH CHCTEMBI).

OpraHu3anoHHbIE ¥ TEXHUYECKHE Mepbl 3aIlUThl WHGOPMALUM, peaau3yeMble B paMKax CHUCTEMBbI
3amuThl MHGOpPMAaLUU HMH()OPMAIIMOHHOW CHUCTEMBI, B 3aBHCUMOCTH OT HH(OpMalnuu, COAepKalleiics B
nHPOPMAIIMOHHON cucTeMe, Henedl co3naHusd HWHQOPMAIMOHHOM CHCTEMBI M 33Jad, pEHIaeMbIX 3TOH
WHPOPMALTMOHHON CUCTEMOM, TOJKHBI OBITh HANpaBJIeHbl HA UCKITIOYEHHUE:

HENpPaBOMEPHBIX JOCTYNa, KOMUPOBAHWS, NPEAOCTABICHUS WIM PpACIpPOCTPaHEHUS WHPOPMALUH
(obecnieuenne KOH(UACHINATEHOCTH HHPOPMALIUH);

HETIPaBOMEPHBIX YHHUUTOKEHHsS Wid MoauduimpoBanus uHpopMaimu (oOecredeHne eTO0CTHOCTH
uHdopmarn);

HeMpaBoOMepHOro OyiokupoBanust nHdGopmaruu (odecreueHrne TOCTYITHOCTH HHHOPMAITHH).

13. Jlns oOecrmedeHuss 3amuThl MHGOpPMALWHK, coaepikaiielics B HHGOPMAIMOHHOW CHCTEME,
IIPOBOJSITCS CIIEAYIOIUE MEPOIIPHUSTHUS!

(dhopmupoBaHue TpeOOBaHMH K 3amuTe HHPOpMaMy, conepxamieiics B MHGOPMaLlMOHHON CHCTEME,;

pa3paboTKa cucTeMBI 3auThl HHQOpManuu HHHOPMALMOHHONW CHCTEMBI,

BHEIPEHUE CUCTEMBI 3alIUThl HH(popMannyu HHOOPMALMOHHONW CHCTEMBI,

arrectanys HHPOPMAIIMOHHON CUCTEMBI 10 TPeOOBAaHMSIM 3aIIUTHI MH(OpMalK (anee - aTTecTalus
MH(OPMALIMOHHO CHCTEMBI) U BBOJI €€ B JICHICTBHE;

oOecrieueHue 3amUThl MHQOpMANMKM B XOAE OKCIUTyaTallud AaTTeCTOBAaHHOM WH(GOpPMalMOHHON
CHCTEMBI,

oOecrieueHue 3alIuThl HHPOPMAIMK TIPU BBIBOJIE M3 IKCILTyaTallMd aTTeCTOBaHHON MH(MOPMALMOHHON
CHCTEMBI MJIH TIOCJIE TIPUHATHUS PElIeHNsI 00 OKOHYaHUU 00pabOTKH WH(POPMAITHIH.

®opMupoBaHHe TPeOGOBaHMH K 3a1MTe HHGpOPMaNUH, coepxkamieiicd B HHYOPMAMOHHOI cucTeMe

14. ®opmupoBanue TpeOOBaHNHN K 3anTuTe WHGOPMAIINH, COJIEpIKaIIeHcss B MHPOPMAIIMOHHON CHCTEME,
OCYyILEeCTBISIETCS: 0O0aaresieM HHPOPMAIHH (3aKa34UKOM).

dopmupoBanre TpeOOBaHUI K 3amure MHGOpMAaLUWH, colepKaueicss B HHPOPMALMOHHONW CHCTEME,
ocymectBisiercs: ¢ yuerom ['OCT P 51583 "3amura nnpopmanun. ITopsnok co3ganusi aBTOMaTH3MPOBAHHBIX
CHCTeM B 3amuiieHHoM ucrnonuernn. O6mue nmonoxkenns” (nanee - TOCT P 51583) u TOCT P 51624 "3amura
nHpopmanuu. ABTOMAaTU3UPOBAHHBIC CUCTEMbI B 3aIIUIICHHOM HcroiHeHun. O0ue TpeboBanus” (nanee -
T'OCT P 51624) u B TOM YHCIIE BKITIOYAET:

OPUHATHE PEIIeHUsT 0 HEeOOXOJMMOCTH 3alluThl MH(OpMalmu, cojepkameicss B MHGOPMALMOHHON
cHucTeMe;

KiaaccuuKanuo HHPOPMANMOHHON CHCTEMBbI 1O TpeOOBaHHSIM 3amuThl HHpOpManuu (manee -
KIaccupuKanys HHGOPMAIIMOHHON CHCTEMEI);

ompenesneHne yrpo3 Oe3omacHOCTH MH(OpMaluu, peaau3anus KOTOPBIX MOXKET IPUBECTH K
HapyleHnto Oe3onmacHocTH MH(opManuu B MHPOPMAILIMOHHON cUCTeME, M Pa3paboTKy Ha MX OCHOBE MOAEIH
yrpo3 0e30macHOCTH HHPOPMAIIWH;

ornpeneneHue TpeOOBaHUH K cucTeMe 3alUThl HHPOPMAMH HHPOPMALTIOHHOH CUCTEMBI.

14.1. Tlpu npuHATHAM pemieHHs O HEOOXOAWMOCTH 3allUThl HH(pOpManMu, CoAepKalleics B
WHPOPMALTMOHHON CHCTEME, OCYIECTBISETCS:

aHanu3 Lened co3gaHus WHPOPMALIUMOHHOH CHUCTEMBI M 3ajad, pelaeMblXx 3TOH HH(OpMalHUOHHOU
CUCTEMOH,

ornpeneneHne HHGopMaIyy, moiexaniei 00padoTke B HHPOPMAITHOHHOH CHUCTEME;

aHaM3 HOPMATHBHBIX MPABOBBIX aKTOB, METOAWYECKUX JTOKYMEHTOB M HAI[MOHAIBHBIX CTaHJApTOB,
KOTOPBIM JIOJDKHA COOTBETCTBOBATh MHPOPMAIIMOHHASI CHCTEMA,

IIPUHATHE PEIICHUs O HEOOXOIMMOCTH CO3JaHMS CHCTEMbI 3alMThl MH(pOpManuu MH(GOPMALMOHHOM
CHCTEMBI, a TAKKE OIIpeeNICHNE 1IeIeH 1 3a/1a4 3a1uThl HHGOPMaLK B HHGOPMALIMOHHON CUCTEME, OCHOBHBIX
9TANoB CO3JaHMS CHCTEMBI 3aIIUTHl MHGOPMALUK MHPOPMAIMOHHOM cucTeMbl U (DYHKIHH 10 0OecleueHHIO
3aiuTel HHGOpMALUHK, coaeprkaiileiics B HHDOPMALMOHHON cucteMe, obnanarens uHpopMaluu (3aKa3uuka),
oTepaTopa U YHOJIHOMOYEHHBIX JIMLI.

14.2. Knaccudukanys HHPOPMALMOHHONW CHUCTEMBI MPOBOJHUTCS B 3aBHCUMOCTH OT 3HAYUMOCTH
oOpabatbiBaeMoii B Hell nHpOpManuK U MacTaba HHPOPMAIIMOHHOM cucTeMbl ((peaepaibHbIi, PernOHABHBIH,
0OBEKTOBBIA).
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VYcraHaBIMBaIOTCA YeThIpe Kilacca 3allMIICHHOCTH HH(OPMAIMOHHOW CHCTEMBI, ONPEACISIONIIe
YPOBHH 3alMIEHHOCTH cojepiKarieiics B Hell mHbopManuu. CaMmblii HU3KUH KJIacC - YETBEPTHIHA, CaMBIA
BBICOKHU - mepBbId. Kiacc 3ammimeHHOCTH WHGOPMAIMOHHOW CHCTEMBI OIPEAEISICTCS B COOTBETCTBHH C
npunoxeHvem N 1 k HactosmuMm TpeGoBaHUIM.

Kmacc 3zammmenHocTd ompexpensieTcss s WHOOPMAIMOHHOW CHCTEMBI B IEJIOM U, TMpH
HEOOXOMMMOCTH, JUTS €€ OTICIbHBIX CerMeHTOB (cocTaBHBIX dacteil). TpeGoBaHHEe K KJIacCy 3allUIICHHOCTH
BKJIFOYAETCS B TEXHUUYECKOE 33/IaHHE Ha CO3/1aHHe MH(POPMAIMOHHOM CUCTEMBI U (MJIM) TEXHUYECKOE 3a/1aHHe
(yacTHOE TEXHMYECKOE 3aJaHWE) Ha CO3JaHWE CHCTEMBI 3aIIUTHI WH(pOpMAaLUH WH()OPMALMOHHONW CHCTEMBI,
paspabateiBaembie ¢ yuetom [OCT 34.602 "UndopmanmonHas TexHojorusi. Kommiekc craHmapToB Ha
aBTOMAaTH3UPOBAHHbBIC CUCTEMbI. TeXHHUECKOE 3aJlaHNe Ha CO3/IaHMEe aBTOMATH3MPOBAHHOM CHCTeMBbI" (najee -
I'OCT 34.602), TOCT P 51583 u 'OCT P 51624.

Knacc 3ampmeHHocTH HHPOPMAIIMOHHON CHCTEMBI MOJUICKUT MEPECMOTPY NPH U3MEHEHUH MaciiTada
WHPOPMAITMOHHON CHCTEMBI WIIM 3HAYMMOCTH 00pabaThiBaeMoOil B Hell HHPOPMAIHH.

Pesynbrate! kiraccudukauy HHOOPMAITMOHHON CHCTEMBI 0(POPMIISIFOTCST aKTOM KJIaCCU(PUKAIIHHA.

14.3. Yrpo3sl 0e30macHOCTH HMH(DOPMALMK ONMPEACIIAIOTCS 10 Pe3y/bTaTaM OLEHKHA BO3MOYKHOCTEH
(moTeHIMa A, OCHANIEHHOCTH W MOTHBAIMH) BHEIIHUX W BHYTPCHHUX HApyIIUTEJEH, aHaIn3a BO3MOMHBIX
ySI3BUMOCTE HWH(POPMAIMOHHON CHUCTEMBI, BO3MOXKHBIX CIIOCOOOB pealHm3alud Yrpo3 Oe30macHOCTH
uH(pOpMAaIMK U MOCIEACTBUNA OT HApyNIEHHs CBOWCTB Oe30macHOCTH HH(popManu# (KOH(HIECHIHATBHOCTH,
[EJIOCTHOCTH, JOCTYITHOCTH).

[Ipu onpexnenenun yrpo3 Oe3omacHOCTH HMH(POPMAIMK YYUTHIBAIOTCS CTPYKTYPHO-(PYHKIMOHAJILHbIE
XapaKTePUCTUKU UHPOPMALIMOHHON CHCTEMBI, BKIIOYAIOIIUE CTPYKTYPY U COCTaB WHPOPMAITMOHHON CHCTEMBI,
¢usnueckue, Jnoruyueckue, (YHKIMOHAIBbHBIE M TEXHOJOTHMYECKHE B3aMMOCBSI3M MEXAYy CErMEHTaMH
UH(QOPMAIIOHHOI CHCTEMBI, c WHBIMH UHPOPMAITOHHBIMH crcTeMaMu u
UHQOPMAIIMOHHO-TEIEKOMMYHHUKAITUOHHBIME CETSIMH, PEXHMBI 00paboTku MHPOpPMALUK B MHQOPMAIIMOHHOM
cUCTeME M B €€ OTIENbHBIX CErMEHTaX, a TaKKe HWHbIC XapaKTePUCTHKH HWH()OPMAIIMOHHOW CHCTEMBI,
pUMeHsieMble HH()OPMaIIHOHHBIE TEXHOJIOTHH U 0COOCHHOCTH e€ (PYHKITMOHUPOBAHUSI.

ITo pesynapTaram ompeneneHusi yrpo3 0Oe30macHOCTH HWHGOpPMANMH TIPH  HEOOXOIUMOCTH
pa3zpabaThIBalOTCA PEKOMEHJAIMH 10 KOPPEKTHPOBKE CTPYKTYpHO-(QDYHKIIMOHANBHBIX  XapaKTEPHCTHK
HH()OPMAIIMOHHOW CHCTEMbI, HalpaBJICHHbIE Ha OJOKHMpoBaHHWE (HEHTpaIM3aIMio) OTACIBHBIX YIPO3
0e30macHOCTH HHPOPMAIIUH.

Mogens yrpo3 6e3o0nacHOCTH HHPOPMALMK JOJKHA COAEPKATh ONUCaHUEe MH()OPMAIIMOHHOW CHCTEMBI
U ee CTPYKTYpHO-(YHKIMOHAIBHBIX XapaKTEPHCTHK, a TakKe OMMCAaHWEe yrpo3 Oe3omacHOCTH HHGOpManuy,
BKJIFOYAOLIEe OINHMCAaHWE BO3MOXKHOCTEH HapymmTenaed (MOAENb HapYIIUTENs), BO3MOXHBIX YSI3BHMOCTEH
WHPOPMAIIMOHHON CHUCTEMBI, CIIOCOOOB peann3auu yrpo3 0e3omacHOCTH HH(OpMalMd W MOCIEACTBUH OT
HapyIIeHUs! CBOMCTB 0€301acHOCTH HH(POPMALIUH.

s ompeneneHus yrpo3 0€30MacHOCTH HH(MOPMAIMUA W Pa3paOdOTKH MOJIEIH yrpo3 0e30MacHOCTH
WHPOPMAIUK TPUMEHSIOTCSI METOANYECKNE [JOKYMEHThI, pa3paborannbie u yrBepxaeHabpie @CTIK Poccun
B COOTBETCTBHH € MOAMYHKTOM 4 nyHkTa 8 llomoxenus o PenepanbHOW Ciayxk0e MO TEXHHYECKOMY W
9KCIIOPTHOMY KOHTPOJIIO, YTBEpKAeHHOro YKa3oM Ilpesunenta Poccuiickoii denepariuu ot 16 aprycra 2004 r.
N 1085 (Cobpanue 3akoHOmarenscTBa Poccuiickoit @eneparmn, 2004, N 34, cr. 3541; 2006, N 49, cr. 5192;
2008, N 43, ct. 4921; N 47, ct. 5431; 2012, N 7, ct. 818).

14.4. TpeOoBaHus K CHUCTEME 3alIUTHl WH(PpOpPMAIWK HWHPOPMANMOHHONH CHCTEMBI ONPEACISAIOTCS B
3aBUCHUMOCTH OT KJIacca 3aIUIIEHHOCTH MH(YOPMALMOHHON cHCTeMbl M yrpo3 0Oe3zomacHoCTH HHGOpMauuy,
BKJIIOYEHHBIX B MOZIETIb YTPO3 0€30IacHOCTH HH(POPMALIUH.

TpeboBanuss k cucreme 3amuThl HHQOpManMKW WHPOPMAIMOHHOM CHUCTEMBI BKIIIOYAIOTCS B
TEXHUYECKOE 3aJlaHMe Ha CO3JaHHe WH()OPMAIMOHHOW CHCTEMbl M (WJIM) TEXHHYECKOEe 3ajaHue (4acTHoe
TEXHUYECKOE 3aJlaHhe) Ha CO3JaHHWEe CHCTEMbl 3aliuThl HMHGOpPMAIMU WH()OPMAIMOHHOW CHCTEMBI,
paspabarsiBaemeie ¢ yuerom [OCT 34.602, TOCT P 51583 u 'OCT P 51624, u 10/KHBI B TOM YHCIIE
COJICPKATh:

[IeTTh ¥ 337291 00ecIeueHus 3auuThl nHpopMaIui B HHGOPMAITMOHHONW CHCTEME,;

KJIACC 3aIIUIIEHHOCTH HHPOPMAIIMOHHON CHCTEMBI;

repedeHh HOPMAaTUBHBIX TPABOBBIX aKTOB, METOJAMYECKUX JOKYMEHTOB M HAIIMOHAJIBHBIX CTaHAAPTOB,
KOTOPBIM JIOJ’KHA COOTBETCTBOBATh MH()OPMAITOHHAS CHCTEMA,;

repedeHb 0ObEKTOB 3aIIUTH HH()OPMAITMOHHOW CUCTEMEI,

TpeOOBaHMS K MepaM M CpeACTBaM 3aIlUThl WHQPOpPMALUH, MPUMEHSIEMbIM B HH()OpMAMOHHOM
cHucTeMe;

TpeOOBaHHS K 3amuTe HWHPOpPManuu Npd HHPOPMALMOHHOM B3aUMOACHCTBUHM C HWHBIMH
WHPOPMALMOHHBIME CHUCTEMaMH M HH(POPMALMOHHO-TEJICKOMMYHUKAIIMOHHBIMU CETSMH, B TOM YHUCIE C
UHQOPMAIIMOHHBIMH CHUCTEMaMH YIOJHOMOYEHHOTO JIHMIA, a TaKKe NP MPUMEHEHUH BBIYHCIUTENBHBIX
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pecypcoB (MOIIHOCTEH), MPEIOCTABIAEMBIX YITOJTHOMOYEHHBIM JTUIIOM UIs 00paObOTKH HH(POPMAITHH.

[lpu ompenenenun TpeOOBaHUM K CHCTEME 3almUThl HHGOpMANUU WHPOPMAIIMOHHON CHUCTEMBI
VUIUTHIBAIOTCS TIOJIOKEHUS TTOIMTHK oOecTiedeHs] NHPOPMAITMOHHOW 0e301MacHOCTH o0manaress HHPOpMAIHH
(3akazumka) B ciaydae ux paspaborku mo [OCT P MCO/M3K 27001 "WubopmannoHHas TEXHOJOTHS.
Mertonbl u cpencta obecrnedeHus: 6e3onacHocTH. CHCTEMbl MEHEKMEHTa HH(OPMAIMOHHON GE30MacHOCTH.
TpeboBanus", a TakkKe TONUTHK oOecreueHnss HWHPOPMAMOHHON O€30MacHOCTH  oleparopa U
YIOJIHOMOUYEHHOTO JIMIIA B YACTH, HE MPOTHUBOPEYAIIeH MOMUTHKaM o0nagarens uadopmarmu (3aKa3unka).

Paspaborka cucrembl 3a11MThl HH(POPMALUM HH(POPMALUOHHOI CUCTEMBbI

15. Pa3paborka cucTembl 3ammThl HWHpOpManuM HWHOOPMAIMOHHOW CHCTEMBI OpPTaHH3YyeTCs
obnanarenem nHdopmaiun (3aKka3dauKoMm).

Pazpaborka cucrembl 3ammThl WHQOpMANMA WHPOPMAIMOHHON CHCTEMBI OCYIICCTBISICTCS B
COOTBETCTBHH C TEXHHYCCKHM 3aJaHHeM Ha CO37aHHe HH(OPMAIIMOHHOW CHUCTEMbI W (WJIH) TEXHHYCCKHM
3agaHreM (JYaCTHBIM TEXHHUYSCKUM 3a/IaHHEM) Ha CO3J[aHUE CHCTEMbI 3aIlUThl HH(POPMAIMH HH()OPMAITHOHHON
cucremsl ¢ yuerom [OCT 34.601 "HudopmanumonHas TexHoigorus. KOMIIIEKC CTaHIapTOB Ha
AaBTOMATH3UPOBAHHbBIC CHCTEMbI. ABTOMaTH3UpOBaHHbIe cucteMbl. Ctaauu cosmanus” (mamee - TOCT 34.601),
I'OCT P 51583 u 'OCT P 51624 u B TOM 4ncie BKIIOYAET:

MIPOEKTUPOBAHUE CUCTEMBI 3alIUTHI HHQOPMAIUU HH(POPMAIIMOHHOMN CUCTEMBI,

pa3paboTKy SKCIUTyaTallMOHHOW JOKYMEHTAllMH Ha CHCTEMY 3aliuThl MH(popManmuu MHGOPMaIMOHHON
CHCTEMBI,

MaKeTUPOBaHHE U TECTHPOBAHUE CHUCTEMbI 3alIUThl MH(OpMaILK WHPOPMALMOHHOW CHUCTEeMbI (IpU
HEOOXOTUMOCTH).

Cucrema 3amuThl HHPOpPMaKH HHPOPMALMOHHON CHCTEMBI HE JIOJDKHA MPENSTCTBOBATH JOCTHKCHUIO
neselt co3manusi ”HPOPMAITMOHHON CUCTEMBI U €€ (PYHKITMOHHUPOBAHUIO.

IIpu paszpaborke cuicTeMbl 3amUTHl HHGOPMAUU HHPOPMAIMOHHOW CHCTEMBI YYHTHIBACTCS ¢
rH()OPMAITMOHHOE B3aMMOJCHCTBIE c WHBIMA nH(GOPMAITMOHHBIMA cUCTeMaMu u
“H()OPMAITMOHHO-TEIEKOMMYHUKAIIMOHHBIMI ~ CETSMH, B TOM 4YHCIE€ C WH(OOPMAIMOHHBIMH CHCTEMaMH
YIIOJHOMOYCHHOT'O JIMIIA, & TAK)KE MPHMEHEHHE BBIYUCIUTEIBHBIX PECYPCOB (MOIIHOCTEN), MPEIOCTABISIEMBIX
YIOJTHOMOYEHHBIM JIUIIOM T 00paboTKH HH(OpMAIUH.

15.1. Ilpu npoeKTUPOBaHUH CUCTEMBI 3AILUTH HH(GOPMALUU HH(POPMALMOHHON CUCTEMBI:

OIIPE/ICNISAIOTCS THITBI CYOBEKTOB JOCTymNa (MOJIb30BATENN, MPOLECCHl U MHBIE CyOBEKTHI JOCTYIa) H
OOBEKTOB JIOCTYNA, SIBISIIOIIMXCS OOBEKTaMH 3aliuThl  (yCTpOWCTBA, OOBEKTHI (AilJIOBOW  CHCTEMBI,
3allyCcKaeMble W UCIOJHSACMbIE MOIYJIH, OOBEKTHl CHCTEMBl YIpaBleHHss O0a3aMu JaHHBIX, OOBEKTHI,
CO3/1aBacMbIe TIPUKJIATHBIM IIPOrPAMMHBIM 00€CIICYCHUEM, HHBIC 00BEKTHI JOCTYIIA);

OIPE/ICNSAIOTCS METO/bl YIPABICHUS JOCTYNOM (AMCKPEIMOHHBIH, MaHIATHBIA, POJIEBON WIIM WHbIC
METO/Ibl), TUIIBI JOCTYyMa (YTEHHE, 3aNKCh, BHIMOJHECHUE WA MHBIC TUIIBI IOCTYIA) U MpaBHIa pa3rpaHUYCHHS
J0cTyna cyObeKTOB J0CTya K 00beKTaM I0CTyna (Ha OCHOBE CITUCKOB, METOK OE30MMaCHOCTH, POJICH U MHBIX
MPaBIJI), OUIE)KAIINE PeaTH3aiuy B MHPOPMAIIMOHHOH CHCTEME;

BBIOMPAIOTCS] MEPhI 3alIUTHl HHPOPMAIINH, MOIJIeKAIINe PEaM3allii B CHCTEME 3allUThl HH(POpMAITHH
“H()OPMAITMOHHOW CUCTEMEI,

OTIPENENSAIOTCS BHUIBI W THIBI CPEJICTB 3alIUThl WHGOpMAINK, OOECHeUnBAIONINe PEeaTU3aIUI0
TEXHUYECKUX MEP 3alUThl HH(POpMaLIUH;

OTIpeneNsieTcss CTPYKTypa CHUCTEMBl 3alIMThl HH(POpPMAalLWK HH()OPMAIMOHHOW CHUCTEMBI, BKIIOYas
cocTaB (KOJMYECTBO) U MECTa pa3MEIICHHs €€ 3JIEMEHTOB,;

OCYILECTBISIETCS BBIOOp CPEACTB 3amuThl MH(OpMAalWH, CepTH(GUIUPOBAHHBIX Ha COOTBETCTBHE
TpeOOBaHMSM 0 0E€30MACHOCTH MHPOPMAIIUHU, C YYETOM UX CTOMMOCTH, COBMECTUMOCTH C UH()OPMAITMOHHBIMHU
TEXHOJOTHSAMH M TEXHHMYECKHMH CpeICTBaMHu, (QYHKIMH OE30MacCHOCTH 3THX CPEICTB W OCOOCHHOCTEH WX
peam3aiyy, a TakKe Kiiacca 3alluIeHHOCTH HH(POPMAIIHOHHOW CHCTEMBI,

OTIPENENSAIOTCS  TapaMeTpbl HACTPOMKH MNpPOrpaMMHOTO oOecriedeHusi, BKIIOYash MpOrpaMMHOE
obecrieueHUEe CPEICTB 3alTUTHl HHQPOPMAIINH, 00ECIICUNBAIOIINE peaTu3alldio Mep 3alluThl WHPOpPMAITUH, a
TaK)KEe YCTpPaHEHHE BO3MOXHBIX YSA3BUMOCTEH HH()OPMAIMOHHOW CHCTEMBI, IPUBOISIINX K BO3HHKHOBEHHUIO
yrpo3 0e30macHOCTH HHPOPMAITHIH;

OTIPENETISAIOTCS Mephl 3allUThl MHPOpMANMKA TpH HHYOPMAIMOHHOM B3aMMOJICHCTBUM C WHBIMHU
“H()OPMAITMOHHBIMA CHCTEMAMH W HH(QOPMAIMOHHO-TEICKOMMYHUKAIIMOHHBIMUA CETSMH, B TOM YHUCIE C
WHPOPMALTMOHHBIME CHCTEMaMH YIIOJHOMOYEHHOIO JIMLA, a TaKkKe NpU MPUMEHEHHUH BBIYMCIUTENBHBIX
pecypcoB (MOIIHOCTEIT), TPEAOCTaBISEMBIX YITOJTHOMOYCHHBIM JIMLIOM Ul 00pabOTKH HH(OPMAIHH.

PesynbTathl MPOEKTHpPOBAaHUS CHCTEMBI 3allUTHl  MH(QOpManuu WHPOPMAIMOHHON  CHUCTEMBI
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OTPaXAIOTCS B TPOCKTHOW JIOKYMEHTanuH (3CKU3HOM (TEXHHYECKOM) Impoekre u (uwiam) B paboueit
JOKYMEHTAIINH) Ha HH)OPMAIIMOHHYIO CUCTeMY (CHCTeMy 3aliThl HHPOPMAIUH HHPOPMAIIMOHHON CHCTEMBI),
paspabateiBaeMbix ¢ yuerom [OCT 34.201 "HMudopmarumoHHas TexHOIOrus. KOMIUIEKC CTaHIAapTOB Ha
aBTOMATH3MPOBAHHBIE CHUCTEMbI. BHabl, KOMIUIEKTHOCTH M OO0O3Ha4e€HHE JOKYMEHTOB MIPH CO3MaHHU
aBTOMaTH3UpOBaHHbBIX cucteM” (masiee - TOCT 34.201).

[TpoekTHas TOKyMEHTalHsl Ha HHOOPMALMOHHYIO CHCTeMYy U (HJIM) €€ CHCTeMY 3aluThl HHOpMALHK
MOJIJIE)KAT COTJIACOBAHHIO C OIIEPATOPOM MH()OPMAIIMOHHON CHCTEMBI B Clly4ae, €CJIM OH OIPE/IeiIeH TaKOBBIM B
COOTBETCTBHU C 3aKOHOJATeIbcTBOM Poccuiickoit denepanmu K MOMEHTY OKOHYAHHUSI MPOEKTHPOBAHUS
CHCTEMBl 3allMThl HMH(OpMAUMK WHPOPMALMOHHOH CHCTEMBl W HE SBJSIETCS 3aKa3uMKOM JTaHHOU
WHPOPMALTUOHHON CUCTEMBI.

[lpu oTCyTCTBUM HEOOXOIWUMBIX CpPEACTB 3allUThl WHQOpPMalWH, CEepTUOUIMPOBAHHBIX Ha
COOTBETCTBHE TPEOOBAHMSAM 10 O€30MacHOCTH WH(OpPMALUK, OpraHu3yercs paspaboTka (HopaboTka) cpeicTB
3alIUTHl THPOPMAIMH U HX CEPTU(UKAIINS B COOTBETCTBUH C 3aKOHO/IaTeNIbcTBOM Poccuiickoit dexepannu uim
MPOU3BOUTCS KOPPEKTUPOBKA MPOEKTHBIX PEIICHUI M0 WHPOPMAINMOHHOW cucTeme U (WIIH) ee CUcTeMe
3aMUTHl HHPOPMAIMHU C YI€TOM (YHKIMOHAIBHBIX BO3MOKHOCTEH MMEIOIINXCS CePTU(HHUINPOBAHHBIX CPEJICTB
3aIUTH HHGOPMAIIHH.

15.2. PazpaboTka OKCIDTyaTallMOHHOW JJOKYMEHTAalldd Ha CHCTEMY 3alluThl  HWH(OpMAIUN
MH()OPMALIMOHHOW CHCTEMBI OCYIIECTBIISIETCSI B COOTBETCTBUM C TEXHMYECKHM 3aJlaHAEM Ha CO3/1aHHe
MH()OPMALMOHHOW CUCTEMBI U (MJIM) TEXHUYECKUM 3aJaHueM (YaCTHBIM TEXHHYECKUM 3aJlaHUEM) Ha CO3aHHe
CHCTEMBI 3alUTHl HHPOPMAIIMU HHPOPMAIMOHHOH CHCTEMBI.

DKCIUTyaTallMOHHAsi JOKYMEHTALUsl Ha CHUCTEMY 3alluThl WH(pOpMauuu HH(MOPMAIIMOHHON CHCTEMBI
paspabareiBactcs ¢ yuetom [OCT 34.601 , TOCT 34.201 u TOCT P 51624 u nomkHa B TOM YHCIIE
COJIep>KaTh OTMCaHHE:

CTPYKTYPBI CUCTEMBI 3aIUTHl HHPOPMAITUH HHPOPMAITHOHHON CHCTEMBI,

COCTaBa, MECT YCTAHOBKM, IapaMEeTpOB M TMOPsJIKAa HACTPOWKH CPEJICTB 3allUThl WH(QOPMAIWH,
MIPOTPaMMHOT0 00eCTIeUeHHS U TEXHUIECKUX CPEJICTB,;

TIPaBHJI SKCIUTyaTal[iy CUCTEMBI 3alIUTHI HHPOpManui HHGOPMATMOHHONW CHCTEMBI.

15.3. Ilpu MakeTHpOBaHWHM M TECTUPOBAHWHW CHCTEMBI 3alTUTHI WHGOpManwu HWH()OPMAITMOHHOMH
CHCTEMBI B TOM YHCJIE€ OCYIIECTBIISIOTCS:

IpoBepKa pabOTOCTIOCOOHOCTH M COBMECTHMOCTH BBIOPAaHHBIX CPEICTB 3aIIUTHl HH(POPMAIMU C
UH()OPMALMOHHBIMHU TEXHOJIOTHSAMH U TEXHHYECKUMH CPEIICTBAMH;

MPOBEpKa BBIMOJHCHUSI BBIOPAHHBIMH CPEJCTBAMU 3alIUThl WH(pOpManuK TpeOOBAaHMH K CHCTEME
3amuThl HHGOpMaLK HHOOPMAIIHOHHON CUCTEMBI;

KOPPEKTHPOBKa MPOEKTHBIX pPELICHHH, pa3padOTaHHBIX MPU CO3AaHWU WHPOPMAIMOHHON CHUCTEMBI H
(nnm) cucTeMsl 3aUThl HHOOPMAIMU HHPOPMAIIMOHHON CUCTEMBI;

KOPPEKTUPOBKA MPOEKTHOM W JKCIUTyaTallHOHHON JOKYMEHTAIMW Ha CHCTEMY 3allUThl WH(OpMaIuu
WHPOPMAITUOHHON CUCTEMBL.

MakeTrpoBaHHE CUCTEMBI 3alUThl MHOOpMAUKU WHPOPMAIMOHHOH CHCTEMBI U €€ TEeCTHpPOBaHHUE
MOXET IIPOBOAUTHCS B TOM YHCIIE C UCIIOJIB30BAaHUEM CPEICTB M METOJIOB MOJCIUPOBAHHS MH(POPMAIIMOHHBIX
CHCTEM M TEXHOJIOTUI BUPTYyaJIN3aln.

Bﬂe)lpe}me CHUCTEMBbI 3alIIUThI I/IH(l)OpMaIII/II/I HH(l)OpMﬂllHOHHOﬁ CHUCTEMbI

16. Buenpenue cucTeMBbl 3allUTHl HHGOPMAaUUMK HWHPOPMALUOHHOH CHUCTEMBI OpPTaHU3YeTCS
obnanarenem nHdopmanuu (3aKka34uKoM).

Bueapenne cucrtembl 3amuThl MHPOPMAUUK HH(DOPMALMOHHOW CHUCTEMBI OCYILECTBISIETCS B
COOTBETCTBMM C MPOEKTHOW W SKCIUTyaTallMOHHON JOKyMEHTallMel Ha CHCTeMY 3allUThl WHQPOPMAIUH
UHQOPMAIIMOHHOM CUCTEMBI M B TOM YHUCIIE BKIIFOYACT:

YCTaHOBKY M HACTPOMKY CPEJICTB 3aIUTHl HHPOPMAITUK B UHPOPMAIIMOHHOH CUCTEME;

pa3paboTKy TOKYMEHTOB, ONPENEINSIONMX IMpaBWia W TMPOUEAYpPHI, peann3yeMble OIepaTOpOM I
obecrieueHust 3amuThl HHGOpManUMK B HMHPOPMAIMOHHOW CHCTEME B XOJA€ €€ OJKCIUTyaTauuu (mamee -
OpraHH3alMOHHO-PACTIOPSANTENIbHbIC IOKYMEHTHI [0 3aIIUTe HHpOpMAIUH);

BHEIPEHNE OPraHU3alOHHbBIX MEpP 3alUThl HHPOPMALIIH;

MIpeaBapUTEIbHbIC UCTIBITAHMS CUCTEMBI 3aIUTH MH(OpMaLuu HH(POPMALMOHHON CHCTEMBI;

OTIBITHYIO AKCIUTYaTalUIO CUCTEMBbI 3alUThl HHPOPMAH HHPOPMALIIOHHOH CUCTEMBI,

aHanmM3 ySA3BHUMOCTEH HMH(OPMAMOHHOW CHUCTEMBl W TPUHATHE MEp 3allMThl WHPOPMALUH MO0 HX
YCTPaHEHHUIO;

MIPUEMOYHBIEC UCTIBITAHUS CUCTEMBI 3aIIUTH HHYOpMalUU HHPOPMALMOHHON CHCTEMBI.
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K BHeipeHHIo cucTeMbl 3aluThl UHPOpMAIU MH(POPMAIIMOHHOW CHUCTEMBI MPHUBIEKACTCS ONEepaTop
WHPOPMAITMOHHON CHUCTEMBI B Ciydae, €CJIM OH OINpENeNIeH TAaKOBBIM B COOTBETCTBUHU C 3aKOHOJATEIHCTBOM
Poccutiickoit @enepanuu K MOMEHTY BHEAPESHHUS CHCTEMBI 3alUTH HHGOpMAuy HHHOPMAITMOHHOW CUCTEMBI H
HE SIBJISICTCS 3aKA3YMKOM JaHHOM MH(POPMAIIMIOHHOH CUCTEMBI.

16.1. YcraHoBKa M HacTpoilka CpeACTB 3alUThl MH(QOpMaNKUU B MH(OOPMALMOHHOW CHCTEME JOJKHA
MIPOBOJUTHCS B COOTBETCTBHM C SKCIUIyaTAallMOHHOM NOKyMEHTalMed Ha CHCTeMy 3alluThl WH(OpMaLUH
HHGOPMALMOHHON CUCTEMBI U IOKYMEHTALMEeH Ha CPEACTBA 3alUThl HHPOPMAIIIH.

16.2. PazpabaTbiBacMble OpraHW3aHMOHHO-PACIIOPSAUTENBHBIE JOKYMEHTHl MO 3aliuTe WHPOpPMAaIUH
JOJKHBI ONPEAETSITh IpaBUiia U IPOLEIYPhI:

yrpasieHus (aAMUHUCTPUPOBAHMUS) CHCTEMON 3aIUThl HHPOPMAIMU HHPOPMALIMOHHON CHCTEMBI;

BBISIBJICHHSI MHIIUACHTOB (OJHOTO COOBITHUSI HJIH TPYIIIBI COOBITHI), KOTOPBIE MOTYT MPUBECTH K COOSIM
WM HapylmeHUI0 (QYHKIHOHHPOBAHUS HWHOOPMAIIMOHHOW CHCTeMbl W (MIM) K BO3HHKHOBEHHIO YIPO3
Oe3onacHocTH HH(OpMAIHHK (aiee - HHIUICHTHI), © PearupOBaHus Ha HUX;

ynpaBiieHus KOH(UTypaneld aTrTecTOBaHHOW WH()OPMAIIMOHHOW CHCTEMBI M CHCTEMBI 3allUThI
nHpOopMaIuu HHHOPMAITHOHHOW CHCTEMBI,

KOHTpOJIsi (MOHMTOPHUHIA) 32 0OECHEYCHHEM YPOBHS 3aIlMIICHHOCTH WH(OpPMAINH, COepKaliencs B
HHGOPMALMOHHOHN CHUCTEME;

3aUThl UHOPMALIMH [IPU BBIBOAE U3 SKCILTyaTalul HH(POPMALMOHHON CHCTEMBI MJIH ITOCTIE IPUHATHS
pemenns 06 OKOHYaHUU 006padoTKK HHGOpMALKH.

16.3. Ilpu BHeApEeHUH OPraHU3aLMOHHBIX MEp 3aIIUTH HHPOPMALIUU OCYIIECTBIISIOTCS

peanu3anys NpaBuil pasrpaHuueHusl TOCTYIIa, perJaMeHTHPYIOIIMX MpaBa JOCTyMa CyObEKTOB JOCTyNa
K 00BbEKTaM JOCTYIIA, U BBEJICHUEC OTPAHUYCHHI HA JICWCTBUS IMOJIb30BATEIICH, a TAK)KE HA U3MECHCHUE YCIIOBHIA
9KCIUTyaTallld, COCTaBa U KOH(DUTYpaH TEXHUYECKUX CPEJICTB U MPOTPAMMHOT0 00eCTieYeHus;

NpOBEPKa MOJHOTH M JETATBHOCTH OMHMCAHKS B OPraHU3allMOHHO-PACTIOPSIUTENBHBIX TOKYMEHTaX 110
3amuTe HWH(OPMANMU JNEHCTBUI TONb30BaTeNed W aJAMHUHUCTPATOPOB HH(MOPMAIMOHHOW CHCTEMBI IIO
peanu3ainyuy OpraHu3auoOHHBIX Mep 3aIlUThl HHPOPMAIIUH;

0TpaboTKa ACWCTBUH NOJDKHOCTHBIX JIMII WM IIOAPA3/ENE€HUM, OTBETCTBEHHBIX 3a pPEalH3allUi0 Mep
3aIUTH HHGOPMAIIHH.

16.4. IlpenBapuTenbHble HCHBITAHUS CHCTEMBl 3alIUThl HH(pOpManmuu HHGOOPMALHMOHHOW CHCTEMBI
mpoBogsites ¢ yuetom [OCT  34.603 "HWubopmanuoHHAsT TEXHOJOTHSA. BUIbI  UCHBITAHHUIA
aBroMaTH3upoBaHHbIX cucteM” (manee - [OCT 34.603) u BkirOUaroT MpOBEpKy pabOTOCIIOCOOHOCTH CHCTEMBI
3amuThl HHGOPMAUK WHPOPMALUOHHON CHCTEMBI, & TAaKKe NPUHITUE PEIICHHS O BO3MOXKHOCTH ONBITHOM
9KCIUTyaTallud CUCTEMBI 3aLUThl MHPOPMAH HHPOPMAIIIOHHON CUCTEMBI.

16.5. OmpiTHas »SKcITyaTanus CHCTEMbl 3alIMThl  MHQOpManuu HMHPOPMALMOHHONW CHCTEMBI
nposogurcsi ¢ yderom [OCT 34.603 u BriIOYaeT MPOBEPKY (QYHKIMOHUPOBAHHS CHCTEMbI 3all[UThI
uHQOpMaIH WHPOPMAIOHHON CHCTEMBI, B TOM UYHUCIIE pEaTM30BaHHBIX MEp 3alIUThl HHPOPMAIHH, a TaKKe
TFOTOBHOCTh TOJb30BaTeNel ¥ aJIMUHHCTPATOPOB K OKCIUTyaTalldd CHCTEMbI 3allUThl WH(POPMAIUH
MH(OPMAITMOHHOW CUCTEMBI.

16.6. Anamu3 ys3BUMOCTeH MHPOPMAIMOHHOW CHCTEMBI MPOBOMUTCS B LENAX OIEHKH BO3MOXKHOCTH
IIPEOIOJICHNSI HAPYLIUTEJIEM CUCTEMBI 3alUThl HHGOPMaUK HHGOPMALMOHHON CHCTEMbI U NPEAOTBPAILECHUS
peanu3zanuu yrpo3 6e30nacHoCTH HHQOpMAaLKH.

AHanu3 ys3BUMOCTeH MH(QOPMAIMOHHON CHUCTEMBl BKJIIOYAET aHAIM3 YSI3BUMOCTEH CPEICTB 3alUTHI
nHGOPMALUH, TEXHUYECKUX CPEICTB U MPOrPaMMHOTO o0ecredeHus] HHPOPMALMOHHON CUCTEMBI.

[lpu anammze ys3BUMOCTEH WH(POPMAMOHHONH CHCTEMBI MPOBEPSETCS OTCYTCTBHE H3BECTHBIX
YSI3BUMOCTEH CpPEACTB 3alIUThl MHPOPMAIMH, TEXHHYECKHX CPEICTB M MPOrPpaMMHOIO OOECTeUeHHs, B TOM
yuciae ¢ y4eToM HH(GOpPMAaluH, UMEIOMICHCS y pa3pa0OTYMKOB M TMOIYYEHHOH M3 APYTrUX OOLIETOCTYITHBIX
MCTOYHHUKOB, TPaBHJIBHOCTh YCTAHOBKU M HACTPONKHU CPEJCTB 3alIMTHl HHPOPMAIMU, TEXHUIECKUX CPEACTB U
NpOrpaMMHOTO OOECIeUeHHs, a TaKKe KOPPEKTHOCTh pabOThl CPEICTB 3allUThl HH(pOpMAlMK TpH HUX
B3aUMOJICHCTBHH C TEXHUYECKUMH CPEACTBAMH U MPOTPAMMHBIM 00eCIICUCHIEM.

B cnydae BbIsIBICHHS YSI3BUMOCTEH WH(QOPMAIMOHHON CHCTEMBI, NMPHBOJAANIMX K BO3ZHUKHOBCHHIO
JOIOJHUTENIBHBIX YIPpo3 0e30macHOCTH MH(OpMAIMK, INPOBOAUTCS YTOYHEHHE MOJENIN Yrpo3 0€30IacHOCTH
nHbOpPMalMK M TPHd HEOOXOAMMOCTH IPHUHUMAIOTCS JOIOJHUTENbHBIE MEpbl 3aluThl HMH(OpMauuy,
HampaBJICHHbIE HA yCTPAaHCHHE BBIABICHHBIX YSA3BUMOCTEH MM HCKITIOYAIOIINE BO3MOXKHOCTH HCIOJIb30BAHUS
HapyLIUTEIEeM BBISBICHHBIX YSI3BUMOCTEH.

16.7. llpuemouHBIE WCIBITAHUA CHCTEMBl 3aIlUThl HMHGOPMAUUK HWHGPOPMALUOHHOH CHUCTEMBI
npoBomsites ¢ yaetom [ OCT 34.603 m BKIIOYArOT NMPOBEPKY BBINOJHEHHS TPEOOBAaHUI K CHCTEME 3alUThI
nHpoOpMauK HHQOPMAIIMOHHOW CHUCTEMBl B COOTBETCTBHM C TEXHHYECKMM 3aJaHMeM Ha CO3JaHue
MH(OPMALIMOHHOW CUCTEMBI U (MJIM) TEXHUYECKUM 3aJaHueM (4aCTHBIM TEXHHYCCKUM 3aJlaHUEM) Ha CO3JaHHe
CHCTEMBI 3aIUTHl HHPOPMALUH HHPOPMALTUOHHON CUCTEMBI.
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Atrectanusi MHGOPMALMOHHOM cCHCTeMbI H BBO/ €€ B JlelicTBHe

17. AtrecTanus MH(GOPMAIMOHHON CHCTEMBI OpPraHM3yeTCs obamareneM HH(pOpPMaIuK (3aKa34HKOM)
WIA ONEepaTopoM M BKIIOYAET MPOBEICHHE KOMIUIEKCA OPraHM3alMOHHBIX W TEXHUYECKUX MEPOIPUATHH
(aTTecTalMOHHBIX HCIBITAHUIT), B PE3yJbTaTe KOTOPHIX IOATBEPXKIACTCS COOTBETCTBUE CHUCTEMBI 3aIl[HTHI
nHpopMauy HHPOPMATMOHHON CUCTEMBI HacTOALIMM TpeboBaHusM.

17.1. B xavecTBe MCXOIHBIX NAHHBIX, HEOOXOAMMBIX IJISi AaTTECTALMH WHPOPMALIMOHHON CHCTEMBI,
HCTIONB3YIOTCS MOJAENb Yrpo3 0e30macHOCTH MH(POPMALUH, aKT Kiaccu(UKaud WHPOPMALUOHHON CHCTEMBI,
TEXHUYECKOE 3aJlaHMe Ha CO3[aHHe WH()OPMAIMOHHOW CHCTEMBbl W (WJIM) TEXHHYECKOEe 3ajaHue (4acTHoe
TEXHUYECKOE 3a/IaHKe) Ha CO3/IaHHE CHCTEMBbI 3aIIUThl MHPOPMAIUU HHPOPMAIIMOHHON CUCTEMBI, TPOCKTHAS U
9KCIUTyaTallHOHHAsl JIOKYMEHTAllMsd Ha CHCTEMY 3allUTbl WHpOpManuu WHGOPMAIMOHHON CHCTEMBI,
OpTaHU3aIMOHHO-PACHIOPSIUTEIbHBIC IOKYMEHTBI 110 3aIUTe HHPOPMALIUH, Pe3yJIbTaThl aHAM3a YA3BUMOCTEH
WHPOPMAITMOHHON CHUCTEMBI, MaTepUANbl TPEJABAPUTENILHBIX W MPHEMOYHBIX HCIBITAHUA CHCTEMBI 3allUThI
nHbopMaruy UHPOPMAIIMOHHON CHCTEMBI, a TaKXKe HHbIE JOKYMEHTbI, pa3padaThiBacéMble B COOTBETCTBHHU C
HactosimuMu TpeOoBaHUAMH.

17.2. Artrecranusi uHGOPMALMOHHOW CHCTEMBl IPOBOAUTCS B COOTBETCTBHMM C IPOrPaMMON H
METOAMKAMH AaTTECTAllMOHHBIX HCHBITAHWN 1O Hadana oOpaOOTKM HMHGOpPMALWH, HOMJISKAIIEH 3alluTe B
nHpOpMaMOHHON cucteme. Jlias mpoBeAeHUs arrecTalud HWHGOPMALUOHHOM CHCTEMBl NPHUMEHSIOTCS
HaIMOHAJbHbIE CTAHAAPTHI, a TaKKe METOAMYECKHE ITOKYMEHTHI, paspaboraHHblie W yTBepkaeHHbie @CTIOK
Poccuu B cootBercTBHM ¢ MOAMNYHKTOM 4 nyHKTa 8 Ilonoxenus o denepanbHoii ciayk0e MO TEXHUUECKOMY H
9KCTIOPTHOMY KOHTPOJIIO, yTBEepKaAeHHOTo YKa3oM Ipesunenrta Poccuiickoit demeparmu ot 16 aBrycra 2004 r.
N 1085.

[lo pesymbraram aTTECTAIIMOHHBIX HCHIBITAHUH OQOPMIISIFOTCS TMPOTOKOJBI  ATTECTALMOHHBIX
WCTBITAHUH, 3aKIIFOYCHUE O COOTBETCTBIH MH(POPMAIMOHHON CHCTEMBI TPEOOBAHUSIM O 3aIUTE WHPOPMAILTUH
aTTECTAT COOTBETCTBUS B CIIy4Yae IMOJIOKUTEIBHBIX PE3yJbTaTOB ATTECTAIIMOHHBIX UCTIBITAHUH.

17.3. lonyckaetcs arrectanus HHPOPMAIMOHHON CHCTEMBI HA OCHOBE PE3yJIbTATOB aTTECTAIMOHHBIX
UCHBITAHUI BBIAEIEHHOIO Ha0Opa CerMEHTOB HMH()OPMAIMOHHOM CHCTEMBI, PEAIU3YIOINX IIOJHYIO
TEXHOJIOTHIO 00paboTKH HHPOPMAIIHH.

B sTom cnywae pacmpocTpaHeHHe aTTecTara COOTBETCTBHS Ha IPYTHME€ CErMEHTHl MH(OpMalMOHHOM
CHCTEMBl OCYLIECTBIISICTCS MpPH YCIOBHM HUX COOTBETCTBHSA CErMEHTaM HH(POPMALUOHHONW CHCTEMBI,
MPOILEALTNM aTTECTAlHOHHBIE UCTIBITAHUS.

CerMeHT cyHMTaeTCs COOTBETCTBYIOIIMM CETMEHTY WH(POPMAalMOHHOH CHCTEMbI, B OTHOILICHHU
KOTOpOTO OBLIM IMPOBEACHBI ATTECTALMOHHBIC HCIBITAHMS, €CIH JUIS YKa3aHHBIX CETMEHTOB YCTaHOBJICHBI
OJTMHAKOBBIE KJIACCHl 3alIMIIEHHOCTH, YIPO3bl 0€30MacHOCTH WH(OPMAIHH, peaTn30BaHbl OJMHAKOBEIC
MPOEKTHBIC PEIICHUs 110 NHPOPMAIIOHHOM CUCTEME U €€ CUCTEME 3alIUThl HHPOPMAIIHH.

CoOTBEeTCTBHE CErMEHTa, HAa KOTOPBI pPAaclpOCTPaHSETCS aTTecTaT COOTBETCTBUS, CETMEHTY
WHPOPMAIMOHHON CHCTEMBI, B OTHOLICHHH KOTOPOTO OBLIM TPOBEACHBI ATTCCTAIIMOHHBIC WCIBITAHUS,
MOATBEP)KJACTCS. B XOAE MNPHUEMOYHBIX HCHBITAHUM HHGOPMALMOHHOM CHCTEMbl MWJIM CETMEHTOB
HH(POPMAITMOHHON CUCTEMBI.

B cermenrax nH(OpMaLNOHHOW CHCTEMBI, Ha KOTOPBIE PACIPOCTPAHSAETCS aTTECTaT COOTBETCTBHS,
orepaTtopoM o0ecreunBaeTcs COONIONEHHE HKCIUTyaTallMOHHOM [OKYMEHTAllMM Ha CHCTEMY 3allUThI
nHpopMauy WHGOPMAIMOHHON CHUCTEMBI M OPraHW3alMOHHO-PACTIOPSAUTENFHBIX JOKYMEHTOB IO 3aIlUTE
HHPOPMALIUH.

OcobeHHOCTH aTTecTalMd HH(POPMAIIMOHHOM CHUCTEMBI Ha OCHOBE pE3YJIbTaTOB aTTeCTAL[MOHHBIX
WCTBITAHUI BBIIEIEHHOTO HAa0Opa ee CErMEHTOB, a TAKXKE YCIOBHS M TOPSAAOK PACIPOCTPaHEHHUsl aTrTecTaTta
COOTBETCTBHSI Ha JPyrHe CErMEHTHl WH(POPMAIUOHHONH CHCTEMBI OMPENENISIOTCS B MPOTpaMMe M METOAUKAaX
ATTECTALMOHHBIX UCTIBITAHUH, 3aKITFOUEHHN 1 aTTECTaTe COOTBETCTBUSI.

17.4. IloBTropHas aTTecTanus HHPOPMAITMOHHON CUCTEMBI OCYIIECTBIISIETCS B CITydae OKOHYAHHSA CPOKa
JIEWCTBUSI aTTECTaTa COOTBETCTBHSI WM TOBBIIICHUS Kacca 3allUIeHHOCTH WHPOPMAITMOHHON cucTeMbl. [Ipu
YBEIMYEHUH COCTaBa Yrpo3 0€30macHOCTH HH(pOpManMyM WIM M3MEHEHHMS IPOEKTHBIX pPELICHHUH,
peanu30BaHHBIX NPH CO3JAaHWU CHCTEMbl 3alIUThl MH(OpMAanMu HHPOPMALMOHHON CHCTEMBI, IPOBOAATCS
JOTIOJTHUTEIIbHBIC aTTeCTAlIMOHHBIE UCTIBITAaHHS B PaMKaxX ACHCTBYIOIIETO aTTecTaTa COOTBETCTBH.

175. BBog B neiictBue HUHPOPMALMOHHON CHCTEMBI OCYILECTBISIETCS B COOTBETCTBUH C
3aKoHoaTernbcTBoM Poccuiickoit @enepannn 06 unGopManyy, HHPOPMALIMOHHBIX TEXHOIOTUSAX U O 3aILUTE
nHdopmanuu u ¢ yaetom [ OCT 34.601 u nmpu Hanu4uM aTTecTaTa COOTBETCTBUSI.

Oobecnevenue 3a1MTHI MHPOPMALIUH B X0/1€ IKCILIyaTAIIUU ATTECTOBAHHOI UHGOPMALIMOHHOI CHCTEMBI
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18. ObGecneuenne 3amuThl WHQOPMAIMKM B XOJE JKCILTyaTalldH aTTECTOBAHHOW WH()OPMAIIMOHHOM
CHUCTEMBI OCYIIECTBIISIETCS OMEPaTOPOM B COOTBETCTBHMHU C IKCIUTyaTAallHOHHOW JOKyMEHTalHueld Ha CHUCTEMY
3amuUThl THPOPMAUKA M OPTaHU3AIMOHHO-PACIIOPAIUTEIFHBIMI TOKYMEHTAMH 110 3aIluTe HH()OpMAaIlud U B
TOM YHCIIe BKITFOYAET:

yrpasjieHue (aAMUHUCTPUPOBAHNE) CUCTEMOH 3aIuThl HHPOpMAUK HHHOPMAITHOHHON CHCTEMBI,

BBISIBJICHHC UHIIMJICHTOB U pearnpoBaHUe HA HUX;

yhnpaBlieHHEe KOH(Urypanueidl aTTecTOBaHHON HH(OPMAIMOHHOM CHCTEMBI M €€ CHCTEMBl 3allUThI
nHpOpPMaLIUH;

KOHTPOJIb (MOHHTOPHHT) 332 00CCHECYCHHUEM YPOBHS 3alUIICHHOCTH WH()OpPMAIMH, COIACpIKAILCHCS B
UHQOPMAIIMOHHOH CHUCTEME.

18.1. B xoze ynpaBieHus (aAMUHUCTPUPOBAHUS) CHCTEMOM 3amuThl HHOOPMAIMU HHPOPMAIIMOHHON
CHCTEMBI OCYIIECTBIISIOTCS:

3aBeJICHUE W YJIaJICHUE YUETHBIX 3aIiCcel MOoIb30BaTeNei, ypaBlieHHe MOJTHOMOYHIMH MOJIb30BaTeINeH
“H(OPMAITMOHHOW CUCTEMBI U MOePKaHUEe MTPABHII pa3rpaHUICHUS JOCTYIa B HHPOPMAIIMOHHON CHCTEME;

yOpaBJeHHE CpeJCTBAMH 3allUThl WHGOpManuu B HHPOPMALMOHHON cHCTEME, B TOM HYHCIE
rapaMeTpaMy HaCTPONKH MPOrpaMMHOTO 0OecIiedeHus, BKIItoYas MporpaMMHOe oOecTieueHIe CPEACTB 3aIIUThI
nH(pOpMaIK, YIpaBICHHE YYETHHIMU 3allUCSAMH IIOJIb30BaTeNel, BOCCTAHOBIEHHE pPabOTOCIMOCOOHOCTH
CPEICTB 3aIlUThl HHGOPMAIINH, TeHEPALIHI0, CMEHY ¥ BOCCTAHOBJICHUE TTapOJIeH;

yCTaHOBKa OOHOBJICHHH MPOrPaMMHOr0 oOecledeHus], BKIIoYasi MporpaMMHOe oOecriedyeHne CpecTB
3anMThl MHGOPMAIINH, BBITYCKAEMbBIX pa3paboTuukamu (IIPOM3BOJUTENSIMH) CPEACTB 3aIIUTHl WHPOPMAIUH
WX TI0 UX TIOPYYEHHIO;

ICHTPAJTM30BAaHHOE YIMPaBJICHHE CUCTEMOH 3amuThl WH(pOpMaUK MHPOPMAIMOHHON cHCTeMBbl (TpH
HEOOXOMMOCTH);

peructpanusi U aHaiu3 coObITHI B WH(POPMAIMOHHON CHCTEME, CBS3aHHBIX C 3aIlUTON WHPOPMAIUH
(mamee - cOOBITHS GE30MMACHOCTH);

nH(pOPMHUPOBAHHE TIOITBE30BaTENEH 00 yrpo3ax 06€301macHOCTH WH(pOPMAITH, O TIPABMIIAX SKCIUTyaTaIiH
CUCTEMBI 3aluThl nH(QOpMai WHGOPMAIIIOHHOW CHCTEMBI M OTJENBHBIX CPEICTB 3aIIUTH MHQOpPMAINH, a
TaKXKe X 00yUYeHHE;

COTIPOBOXKIEHNE (PYHKIIMOHUPOBAHUS CHUCTEMBI 3aIIUTHI WH(GOpMAIMK WHOOPMAIMOHHOW CHUCTEMBI B
XOJIe €€ OKCIUlyaTallud, BKII0Yas KOPPEKTUPOBKY OKCIUTyaTallMOHHOW JOKYMEHTAllMM Ha Hee W
OpraHU3alMOHHO-PACTIOPSIAUTENBHBIX JOKYMEHTOB 110 3alllUTe UHPOPMAIIHY;

18.2. B xo/ie BBISBICHUSI MHIIUACHTOB U PEarUpOBaHMsI HA HUX OCYIIECTBIISIFOTCS:

OIIpeieNICHHE JINL, OTBETCTBEHHBIX 32 BBISBICHUE HHIUJICHTOB U pearnpoBaHKe Ha HIUX;

oOHapyXeHHE U WJeHTH(UKAIMS WHIMICHTOB, B TOM 4YHCJIE OTKa30B B OOCIy)KMBaHWHU, COOCB
(mepe3arpy30k) B paboTe TEXHHYECKUX CPEICTB, MPOTPAMMHOTO 00SCIICUEHHS i CPEICTB 3aIUThI HH()OPMAIHH,
HapyIICHUH TPaBWII pa3rpaHUYCHUs JIOCTYIIA, HEMPABOMEPHBIX JEWCTBHUI M0 cOOpy WHPOpMAIH, BHEIPECHUHA
BPEIOHOCHBIX KOMITBIOTEPHBIX IPOrpaMM (BHPYCOB) M HWHBIX COOBITHI, MPHBOAAIIMX K BO3HHKHOBEHHIO
VHITU/ICHTOB,;

CBOEBpeMeHHOe MH()OPMUPOBaHWE JIUI], OTBETCTBEHHBIX 34 BBISBICHHE HHIWICHTOB W PEarnpoBaHUE
Ha HUX, O BOSHUKHOBEHNH MHIIUJEHTOB B MHPOPMAIIMOHHON CHCTEME ITOJIH30BATEISIMA U aIMUHUCTPATOPAMH;

aHaIIM3 WHIUACHTOB, B TOM YHCJIE OIpe/IeIeHne UCTOYHUKOB U TPHYUH BO3HUKHOBEHHUS WHIUICHTOB, a
TaKKe OIEHKA MX TOCIEICTBHH;

IUTAHUPOBAHUE W TPUHATHE MEpP 1O YCTPAaHEHUIO WHIHMICHTOB, B TOM YHCJE IO BOCCTaHOBJICHHIO
WHPOPMALIMOHHON CHCTEMBI U €€ CETMEHTOB B CIy4ae 0TKa3a B OOCIYXMBaHUH HIIM TOCNe cO0EB, YCTPaHEHHIO
MOCJIEACTBUN HAapYIICHUS MPaBHJ pa3rpaHuvdeHus TOCTYIIa, HEMPaBOMEPHBIX JIeHcTBUiI o cOopy nHGopManuy,
BHE/IPEHUSI BPEIOHOCHBIX KOMITBIOTEPHBIX TporpamMMm (BHPYCOB) M WHBIX COOBITHI, MPHUBOAANIAX K
BO3HHKHOBEHHUIO MHIIUICHTOB,;

IUTAHUPOBAHUE U TIPUHSITHE MEP 10 TIPEJIOTBPAIECHHIO TOBTOPHOT'O BOSHUKHOBEHHSI MHIIHICHTOB.

18.3. B xone ynpasieHuss KOHGUIYpalMed aTTeCTOBaAHHOW WH(POPMAIIMOHHONW CHCTEMbI U €€ CUCTEMBbI
3amUTHl THPOPMAIIUK OCYIIECTBISIFOTCS

noanepxanue KoHGUTypanmud HWHOOPMAITMOHHOW CHCTEMBI M €€ CHCTeMBl 3alluThl WH(OpMAIHH
(cTpyKTYpBI CHCTEMBI 3am[MTBl HH(POPMANUK HHOOPMAIMOHHOW CHCTEMBI, COCTaBa, MECT YCTAHOBKH U
rapaMeTpOB HACTPOUKHU CPEJICTB 3aIUTHI HH)OPMAIMH, IIPOrPAMMHOTO 00ECIICUCHUS M TEXHHUECKUX CPEICTB)
B COOTBETCTBHHM C DKCIUIYaTAIMOHHOW JOKYMEHTAllMel Ha CHCTeMy 3aIiuThl WH(opMarmu (moanepikaHue
0a30Boii KOH(UrypaK HHHOPMAIIMOHHON CUCTEMBI U €€ CUCTEMBbI 3aIUThl HHpOpMaIum);

OlpefeNieHHe JHL, KOTOPhIM pa3pelleHbl ACHCTBHSA 1O BHECEHHIO W3MEHEeHHH B 0a30BYyIO
KOH(UTYpanuo HHHOPMAIIMOHHOW CUCTEMBI M €€ CUCTEMBI 3alllUThl HH(OpMaIuy;

yhpaBlieHHe U3MEHEHUSIMU 0a30BO1 KOH(DUTYpalii HHPOPMAIIMOHHON CUCTEMBI U €€ CHCTEMBI 3alUThI
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uHpOpMAIMK, B TOM YHCJIE OIpEACICHHE THIIOB BO3MOXHBIX HW3MEHEHWIH 0a30Boi KOH(HUTyparuu
MH(OPMAITMOHHOW CHCTEMBI M €€ CHCTEMBI 3aIlUThl HH(POPMAaILMK, CAHKIIMOHUPOBAHNE BHECEHUS! N3MEHEHUH B
0a30oByl0 KOH(purypamuro WHGHOPMANMMOHHON CHCTEMBI M €€ CHCTEMBl 3allUThl  MHGOPMAIIHUH,
JMOKYMEHTHpPOBAaHHUE JEWCTBUI 10 BHECEHHIO WM3MEHEHHWH B 0a30BYyI0 KOH(pHTyparuio WHGHOPMAIMOHHON
CUCTEMBI B €€ CHCTEMBI 3aIlUThl WHGOPMAIINH, COXPaHEHUE NaHHBIX 00 M3MEHEHUsAX 0a30BOM KOH(UTYypamuu
“H()OPMAITMOHHOW CHUCTEMBI M €€ CHCTEMBl 3alluThl HWH(OpMAIUH, KOHTPOIb JEWCTBUH 10 BHECEHHUIO
“3MEHeHUH B 0a30BYI0 KOH(MUTYpanyio HHGHOPMAITMOHHOW CUCTEMEI H €€ CHCTEMBI 3allIUThl HH(OpMaIuy;

aHallM3 TOTCHIMAIBHOTO BO3JCHCTBUSA IUIAHUPYEMBIX W3MEHEHWH B 0a30BOW KOHQUTYypanuu
“H(OPMAITMOHHOW CHUCTEMBI W €€ CHCTEMbI 3allUThl MH(OpMAIMU Ha OO0CCICYCHHE 3aIlUThl WH(MOpPMAIIVH,
BO3HHKHOBEHUE JIOTIOJIHUTEIBHBIX YIpo3 0e30macHocT HHPOPMAIMK U pabOTOCIIOCOOHOCTh MH(POPMAIIHOHHOM
CUCTEMBI;

olpeiesiecHHe TapamMeTpoB HACTPOMKH IMPOrpaMMHOrO OOECIeUYeHHs, BKIOYas MPOTpaMMHOE
o0OecrieueHUe CpPEJACTB 3alUThl HMH(OPMAIMH, COCTaBa M KOH(UIypalMu TEXHHYECKUX CPEIACTB U
MIPOrpaMMHOTO OOecTiedeHns 10 BHECEHU N3MEHEHNH B 0a30ByI0 KOHPUTYpaInio HHOOPMAITMOHHON CHCTEMBI
1 €€ CHCTEMBI 3aIIUThl HH()OPMAITHH;

BHeceHHe HHGpOpMaIMu (IaHHBIX) 00 HM3MEHEHUsX B 0a30BOM KOH(HIyparuud HHPOPMAIIMOHHON
CUCTEMBI M €€ CHCTEeMbI 3allUThl WH(POPMAIWU B IKCIUTyaTAI[HOHHYIO AOKYMEHTAIUI0 Ha CHCTEMY 3allUThl
rH(popMaIi HHOOPMAITMOHHOHN CUCTEMBI,

MPUHATHAE pEIIeHUs 10 pe3ylbTaTaM YIpaBleHWs KOH(HTypalyeii O TOBTOPHOH aTTecTaluu
“H()OPMAITMOHHOW CUCTEMBI HITU MPOBEICHUH JIOTIOTHUTENBHBIX aTTeCTAI[MIOHHBIX HCITBITAHUH.

18.4. B xome kOHTpons (MOHHTOPHMHTA) 3a OOECIEYCHHWEM YPOBHS 3alIUIICHHOCTH HH(MOpMAINH,
coJieprkalieicsi B ”HPOPMAaIOHHOM cUCTeMe, OCYIECTBISIOTCS:

KOHTPOJIb 33 COOBITUSIMU 0€30MACHOCTH U JICUCTBUSIMHU IOJIB30BaTENICH B HH(POPMAIIMOHHON CUCTEME;

KOHTPOJIb (aHaIK3) 3aIUIICHHOCTH HHPOPMAIINH, COIepXKaIeiics B MHPOPMAIIMOHHO CHCTeME;

aHaNM3 W OIeHKa (YHKIMOHMPOBAHUS CHUCTEMBI 3allIUTHl MHQOpMAIMU WHPOPMAIIMOHHON CHUCTEMBI,
BKJIIO4Yas BBIABJIICHUC, aHAJIM3 MW YCTPAHCHHWE HCEIOCTAaTKOB B q)YHKHI/IOHI/IpOBaHI/H/I CHUCTEMBI 3aIllUThI
nHpopMaIu HHHOPMAITHOHHOW CHCTEMBI,

MIEPUOANYECKUI aHaTN3 W3MEHEHHs Yyrpo3 0e30MacHOCTH MH(POpManud B WH(OPMAIIMOHHOW CHUCTEME,
BO3HUKAIOIMIUX B XOJ€ €€ JKCIUTyaTallld, ¥ TPUHITHE Mep 3alUThl HHPOPMAIMHA B CIy4ae BO3HUKHOBEHHS
HOBBIX yrpo3 0e30nacHOCTH WH(OPMAIIHH;

JOKYMECHTHPOBAHUE MPOIEAYP U PEe3yJbTaTOB KOHTPONsS (MOHMTOPHHIA) 3a OOCCHCUCHUEM YpPOBHS
3aMUIIIEHHOCTH UHPOPMAIIUH, COACPIKAIICHCS B NH(DOPMAITMOHHONW CUCTEME;

MPUHATHE pEHICHUS 10 pe3yibraTaM KOHTpoJii (MOHHUTOPHHTA) 3a OOECHEeUCHHEM YpPOBHS
3aMMIICHHOCTH  WHpOpManuu o  jgopaborke  (MOAEpHH3AIMM)  CHCTEMBI  3aIUTHl  WHPOPMAIUH
UHQOPMAIIMOHHON CHCTEMBI, TOBTOPHOH aTTeCTalMd WHQPOPMALMOHHOW CHUCTEMBI WU IPOBEACHUH
JOINIOJTHUTCJIIBHBIX aTTECTALIMOHHBIX HUCIBITaHUH.

O0ecnevyenne 3alMTHI MHGOPMALMH NMPH BBIBO/E U3 IKCIUIYaTAIHHM ATTECTOBAHHONH HH(OPMALHMOHHOMH
CHCTeMBbI MJIN TI0CJIe IPUHATHS PellleHUs 00 OKOHYAHUH 00padoTKN HHpopManun

19. Oo0ecrieuenne 3ammTHl HWHPOpPMANMK TPH  BBIBOJIE W3 OKCIUIyaTallid  aTTECTOBAHHOMN
MH()OPMALIMOHHOW CHCTEMBl WIM TOCIE TPHHATHSA peIIeHHs 00 OKOHYaHHHM 00paboTku WHMOpMaIHH
OCYILECTBIISIETCSl ONEPaTOPOM B COOTBETCTBHM C OKCIUTyaTallMOHHOW JOKYMEHTAllMed Ha CHCTEMY 3allUThI
nHpOpMaK HHPOPMATMOHHON CHCTEMBI U OPraHU3alOHHO-PACTIOPSAUTENFHBIMI JOKYMEHTaMHU TI0 3aIlUTE
WHGOPMALIUH U B TOM YHCIIE BKIIOYAET:

apXMBHpOBaHHE MH(POpMAIHH, coepKalercss B MHPOPMAallMOHHON CHCTEME,

YHUUYTOXKEHHE (CTUpaHKE) TAHHBIX M OCTATOYHOI MH(pOPMAIMU C MAIMHHBIX HOCHTENICH MH(pOPMAIIUU
U (WIHM) YHUYTOKESHUE MAIIMHHBIX HOCUTENIEH HH(POPMALIUH.

19.1. ApxwuBHpoBaHMe WHQOpMAaIWH, COACpKAIICHCS B WHPOPMALNUMOHHOH CHCTEME, JIOJKHO
OCYIIECTBIISITHCS PH HEOOXOIUMOCTH JTabHEHINET0 NCTIONBb30BaHUI HHPOPMAIMH B ICATEILHOCTH ONEPaTopa.

19.2. VHuuroxkeHue (CTHpaHWE) NAHHBIX M OCTATOYHOW HHGOPMALMM C MALIMHHBIX HOCHTENEH
nH(pOpMaLK TIPOU3BOANUTCSA NPH HEOOXOAMMOCTH IIEpeladyd MAIIMHHOTO HOCHTENS MH(OpMALMH Ipyromy
MOJTB30BATENI0 MH()OPMAIIMOHHOW CHCTEMBI WIM B CTOPOHHHE OpPTaHHM3allMM Ui PEMOHTA, TEXHHYECKOTO
00CITy>)KMBaHUS WIN JTATbHEHIIETO YHHUYTOKESHNUS.

[Ipu BEIBOAE M3 3KCIUTyaTallMd MAaIlMHHBIX HOCUTENEH WH(OpPMAalUH, Ha KOTOPBIX OCYLIECTBIUIUCH
XpaHeHue u 00padoTKa HH(POPMALIUH, OCYILECTBISETCS (PU3MUECKOE YHUUTOKEHUE STHX MALIMHHBIX HOCUTENEH
HHPOPMALIUH.
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I11. TpeboBanusi kK MepaMm 3amUThHI HHpOPMAINH, cofepKalIeiica B HHPOPMAIMOHHOI cHcTeMe

20. OpraHn3anMOHHBIE U TEXHHYECKNE MEPBI 3aIUTH MH)OPMAINH, peann3yeMble B HH)OPMAITHOHHON
CHCTEME B PaMKax €€ CHCTEMbI 3aIlUThl MH(OpPMALUH, B 3aBUCUMOCTH OT yrpo3 0e30macHOCTH MHGOPMALUH,
HCTONB3YeMbIX ~ MH(GOPMALMOHHBIX  TEXHOJIOTMH M CTPYKTypHO-(QYHKUHOHAJIBHBIX  XapaKTEPUCTHK
UHGOPMALIMOHHON CUCTEMBI JOJKHBI 00€CIeYNBAaTh!

HWACHTHU(PUKALUIO U ayTCHTU(HUKAINIO CYObEKTOB JOCTYIA U OOBEKTOB AOCTYIIA,

yhpaBlieHHE JOCTYIIOM CyOBEKTOB JIOCTYIA K 0OBEKTaM AOCTYIIA,

OrpaHHuYEHHE TIPOTPAMMHOM Cpelbl,

3alIUTy MAIIMHHBIX HOCUTENEH HH(OpMaLny;

perucTpanuo coObITUii 0€30MaCHOCTH;

AHTUBUPYCHYIO 3aLINTY;

obHapyskenue (IpeoTBpaIICHUE) BTOPKCHUII;

KOHTPOJIb (aHAJIN3) 3aIUIICHHOCTH HH(POPMAIINH;

[IETTOCTHOCTh MHGOPMAIIMOHHOW CHCTEMBI 1 HH(POPMAITHH;

JOCTYHIHOCTh HH(QOPMALHH;

3aLIUTY CPeIbl BUPTYAIN3ALHH;

3aLIUTy TEXHUUECKUX CPEJICTB;

3aMUTy HHPOPMAIMOHHON CUCTEMBI, €€ CPE/ICTB, CUCTEM CBSI3H U MepeJad JaHHbIX.

CocraB Mep 3ammTel HHpOpMamMu u uX 0O0a30Bble HA0OPHI Ui COOTBETCTBYIOIIMX KIJIACCOB
3alIMIICHHOCTH HH(POPMALMOHHBIX CUCTEM MPHUBEACHHI B NPUIoxeHun N 2 x mactosmuMm TpeGoBaHUIM.

20.1. Mepsl 110 HACHTUDHUKALNN U ayTeHTHQHKALUN CYOBEKTOB AOCTYIa U 00BEKTOB JIOCTYMa AOJKHBI
obecrieynBaTh TPHCBOCHHE CyObEeKTaM M OOBEKTaM JOCTyNa YHUKAJIBHOTO TNpH3HaKa (MIeHTH]UKaTopa),
CpaBHEHHE MPEABSIBIAEMOT0 CyObeKTOM (00BEKTOM) HOCTyNa HACHTH(HUKATOPA C TEPEYHEM MPUCBOCHHBIX
UICHTU(HUKATOPOB, @ TAKKEe MPOBEPKY MPHUHAICKHOCTH CyOBEKTY (00BEKTY) HOCTYyINa MPEAbSBICHHOTO MM
uaentudukaropa (MOATBEPIKAECHUE TOUTHHHOCTH).

20.2. Mepsl 10 YHpaBICHHIO TOCTYIIOM CYOBEKTOB JOCTyHma K OOBEKTaM JOCTyNa JOJDKHBI
o0ecrieunBaTh yIpaBiIeHUE [IPaBaMH U IPUBUWIETHAMHU CYOBEKTOB AOCTYIIA, pa3rpaHUYEHUE 10CTYyINa CyObEKTOB
JOCTyna K 00bEeKTaM JAOCTyIa Ha OCHOBE COBOKYIIHOCTH YCTAHOBJICHHBIX B MH(GOPMAIIMOHHON CHCTEME MPaBUII
pasrpaHuveHus JOCTYIa, a TakxKe 00ecednBaTh KOHTPOJIb COOMIONCHNS ATUX MPABUIL.

20.3. Mepbl 110 OrpaHUYCHUIO TIPOrPAMMHOM Cpebl TOJKHBI 00€CIIeYnBaTh YCTAaHOBKY U (WJIN) 3aITyCK
TOJIBKO Pa3pelIeHHOr0 K HCIOJB30BAHUI0 B HMH(OPMALMOHHONW CHCTEME NPOTPaMMHOT0 OOECTeYeHHUs! WM
HCKITI0YaTh BO3MOYKHOCTh YCTAHOBKH M (WJH) 3aITyCcKa 3alpelieHHOT0 K MCIOJIb30BaHUIO B MH()OPMALIHOHHOW
CUCTEME IIPOTPAMMHOI'0 O0CCIICUCHHMS.

20.4. Meppl 1O 3amMTe MAIIMHHBIX HOcHTened uH(popMaimu (cpeacTBa 00pabOTKH (XpaHEeHHs)
uHDOpMAIK, ChEMHBbIE MAIIMHHBIE HOCHTENM HH(POpMANWK) JODKHBI HCKIIOYaTh  BO3MOYKHOCTh
HECaHKIIMOHUPOBAHHOTO JIOCTYIa K MAIIMHHBIM HOCHTEIISIM W XpaHsIIelcs Ha HUX HH(GOpMAlWH, a TakkKe
HECaHKIIMOHUPOBAHHOE UCIIOJIb30BAHNE ChEMHBIX MAIIMHHBIX HOCUTENeH HH(pOpMAaIHH.

20.5. Mepbl 10 perucTpaldy coObITHI 0€30MaCHOCTH JOKHBI 00ecreunBaTh cOOp, 3ammuch, XpaHeHUE
W 3auTy WHQOpPMAIUH O COOBITHSAX O€30MacHOCTH B HMH(DOPMAITMOHHOW CHCTEME, a TakKe BO3MOXKHOCTH
[IPOCMOTpA U aHAJIM3a HHPOPMALIMH O TAKMX COOBITUSAX U pearnpoBaHUE HA HUX.

20.6. Mepbl 10 aHTUBUPYCHOHM 3alluTe INOJDKHBI oOecrednBaTh OOHapy)KeHHe B HH()OPMAIMOHHOMN
CHUCTEME KOMIIBIOTEPHBIX IpOrpaMM JHOO WHOW KOMIBIOTEPHOM HHGOpMaUWy, NpenHa3HAUYCHHOW Ui
HECAHKLIIMOHUPOBAHHOTO YHUYTOXKCHHMS, OJOKMPOBaHUS, MOIU(HUKALNK, KONMPOBAHUS KOMIBIOTEPHOU
nHGOPMALMK WM HEUTpalu3alMy CPEeICTB 3allMThl MH(OpMalKHU, a TaKkKe pearnpoBaHHE Ha OOHapy)KeHHE
9THX MPOrpamMM U HH(POpPMaLUH.

20.7. Mepsl 0 0oOHapyxeHHIO (MPEIOTBPALICHIIO) BTOPKEHHI TOJDKHBI 00ecIieunBaTh 0OHApYKEHHE
JNEeWCTBUI B MHPOPMALMOHHON CUCTEME, HAIIPABICHHBIX HAa MPEAHAMEPEHHBIH HECAaHKIIMOHUPOBAHHBIN JOCTYII
K UHGOPMAIIHH, CIICIHAIbHBIC BO3CUCTBUS HA HHOOPMAIIMOHHYIO cucTeMy U (M) HHPOPMAIUIO B LIENSAX €€
JOOBIBaHHS, YHUUTOXKCHHUS, HCKQKECHUS W OJIOKMPOBAHUS JIOCTYIA K MHQOpMAINH, a TaKk)Ke pearnpoBaHHe Ha
9TH IEHCTBUS.

20.8. MepsI 10 KOHTpOIIO (aHANIN3Y) 3aMIMIIEHHOCTH MHMOPMALUH TOKHBI 00€CIIeUNBaTh KOHTPOIIH
YPOBHS 3aIlMINEHHOCTH HMH(MOpPMaLUH, coAepkameicss B MH()OPMALMOHHOW CHCTEME, IIyTeM IPOBEACHHUS
MEPONPHUITUH 0 aHATHU3Y 3AILUILEHHOCTH HH(OPMALMOHHONW CHCTEMbI U TECTHPOBAHMIO €€ CHCTEMBI 3alUThI
rH(pOpMAITIH.

20.9. Mepsl 1o 00ecreveHHI0 LETOCTHOCTH HH(GOPMALMOHHONW CHCTEMBI M WH(QOPMAMH JOJKHBI
oOecrieunBaTh OOHapykeHHE (HAaKTOB HECAHKUMOHHUPOBAHHOTO HApYLICHHUS IIETIOCTHOCTH HH()OPMAIIMOHHOM
CHCTEMBI M coJepiKallelicss B Heil WHpOpMaluK, a Tak’kKe BO3MOXKHOCTh BOCCTaHOBJICHHS MH(OPMAIIMOHHOM
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CHUCTEMBI M COJICPIKAIIICHCs B Hel HHPOPMAIUH.

20.10. Mepsl 110 0OecIeueHH0 JOCTYITHOCTH WHPOPMAIMH JIOJDKHBI 00eCIeunBaTh aBTOPU30BAHHBIN
JOCTYH IMOJb30BaTeNeH, MMEIIIUX IpaBa IO TakoOMy JAOCTyly, K HHGOpMAaLuM, CcoaepKameica B
HHGOPMALIMOHHOM CUCTEME, B IITATHOM PeXUME (YHKLIMOHUPOBAHUSA HH(OPMALIMOHHON CHCTEMBI.

20.11. Mepsl 110 3amuTe Cpeabl BUPTyaTU3aluy JOJDKHBI HCKIIF0UATh HECAHKIIMOHUPOBAHHBIA JOCTYH K
nHpopMauy, oOpabaThiBaeMOil B BUPTyaJlbHOM HWHQPACTPyKType, M K KOMIIOHEHTaM BHUPTYaJIbHOU
HHPPACTPYKTYpHl, a TaKKe BO3ACHCTBHE Ha MH(POPMAIMIO M KOMIIOHEHTBI, B TOM YHCIE K CpEACTBaM
yIpaBJICHUS BUPTYAIbHOH HHQPPACTPYKTYpOH, MOHUTOPY BHPTYaIbHBIX MAallMH (THUIEPBHU30PY), CHUCTEME
XpaHeHMsl JaHHbIX (BKIIOYAs CUCTEMY XpaHEHHs 00pa30B BUPTYalbHOW WH(PACTPYKTYpPHI), CETH Mepeaadu
JaHHBIX 4Yepe3 SJEMEHTHl BHUPTyallbHOH Wi (u3nuecKkod HHQPACTPYKTYpPbl, TOCTEBHIM OIEPAIMOHHBIM
cHCTeMaM, BHUPTYaJlbHbIM MamMHaM (KOHTEHHEpaM), CHCTeME M CEeTH peIUIMKAllMd, TEPMHHAIBHBIM U
BUPTYaJIbHBIM YCTPOMCTBAM, a TAaKXKe CHCTEME Pe3EPBHOTI0 KOMMPOBAHHUS U CO3/IaBAEMbIM €10 KOTIHSIM.

20.12. Mepbl 10 3aIUTe TEXHUIECKUX CPEJCTB JOJDKHBI HCKITIOUATh HECAHKIIMOHHPOBAHHBIH JOCTYII K
CTAIMOHAPHBIM TEXHUYECKUM CPEACTBaM, 00padaTHIBAIONIUM WHGOPMAIHIO, CPEIACTBAM, OOECIICUHBAIONAM
(YHKIHOHUpOBaHNE MH(MOPMAIMOHHON crucTeMbl (mamee - cpeacTBa obecrieueHus (yHKIIMOHUPOBAHUA), U B
[IOMEIIEHNUs, B KOTOPBIX OHU IIOCTOSHHO PACIOJIOKEHBI, 3aIUTy TEXHUYECKUX CPEICTB OT BHELIHUX
BO3ACHCTBHH, a TaKXKe 3aIIUTy HHGOPMALUH, NPEACTaBICHHOM B BHIEC HH(DOPMATHBHBIX 3JIEKTPUUYECKUX
CUTHAJIOB U (PU3MYECKUX TOJIEH.

20.13. Mepsl 1o 3amute WHGOPMALTMOHHON CUCTEMBI, €€ CPEICTB, CUCTEM CBS3H U Nepelaydl JaHHBIX
JOJDKHBI 00ecreynBaTh 3allUTy WHGOPMALUUK HpU B3aMMOJCHCTBUM WH(POPMAIIMOHHON CHCTEMBI WJIH €¢
OTAETBHBIX CErMEHTOB c WHBIMHU WHPOPMATUOHHBIMH cucTeMaMu u
WHPOPMAITMOHHO-TEIEKOMMYHHKAIMOHHBIMHU CeTAMHU MOCPEJCTBOM NpUMEHEHUSI APXHUTEKTYPBI
UH(QOPMAIIMOHHON CHCTEMBI, TIPOCKTHBIX PElICHHH 10 ee CHCTEeME 3aIlUThl WHPOPMAIMH, HAIpaBICHHBIX Ha
obecrieueHue 3aluThl HHPOpMAaIHH.

21. Beibop Mep 3amuThl HHYOPMALIMH IS X pealii3aluid B HHPOPMAITMOHHON CHCTEME B PaMKax ee
CHCTEMBI 3aIUTHl NHPOPMAITUH BKITFOYALT:

ompeneneHre 0a3oBoro HabOopa Mep 3ammuThl WHGOpPMAaNWHM IS YCTAaHOBJICHHOTO — Kiacca
3aLIMIICHHOCTH MH(QOPMALMOHHON CHCTEMBI B COOTBETCTBMHM C 0a30BbIMH HabopamMu Mep 3allUThl
nH(pOpMAaIUH, TpUBEIeHHBIMU B NMPUIIoXeHun N 2 k HactosmmmM TpedoBaHUsM,;

aJlanTaLuIo 6a3oBoro Habopa Mep 3aIIUTHI nHpOpMaIH MIPUMEHHUTEIIEHO K
CTPYKTYpHO-(YHKIMOHAIBHBIM ~ XapaKTEPUCTHKaM  HMH(QOPMALMOHHOW  CHUCTEMBI,  HH(OPMAIIMOHHBIM
TEXHOJIOTHSM,  OCOOCHHOCTSIM  ()YHKIIHOHMPOBAaHUS ~ WH(POPMALMOHHOW  cUCTeMbl (B TOM  YHCIe
MpeayCcMaTpUBAIOUIYI0 MCKIIIOUeHHe M3 0a30BOro Habopa Mep 3alluThl WHPOPMALUK Mep, HEMOCPEACTBEHHO
CBSI3aHHBIX C WH(QOPMAIMOHHBIMH TEXHOJOTUSMH, HE HWCIIOJIB3YeMbIMH B HH()OPMALMOHHOW CHCTEME, WM
CTPYKTYPHO-(QYHKIIMOHATBHBIMU XapaKTEPUCTUKAMH, HE CBOMCTBEHHBIMHU HH(OPMALIMOHHOM CHCTEME);

YTOYHEHHE aJallTUPOBAHHOTO 0a30BOr0 HabOpa Mep 3amuThl HHGOPMAIUU C YYETOM HE BBHIOPaHHBIX
paHee Mep 3alluThl WHGOPMAIMH, NPUBEACHHBIX B MpunoxeHunm N 2 k HacrosimuMm TpeOoBaHusMm, B
pe3ynbTaTe d4ero OIpenesslIoTcs Mepsl  3am|Thl  uH(popManuu, obecreynBaromye OJOKUPOBAHHE
(meliTpanu3anuio) Bcex yrpo3 0e30macHOCTH HHGOPMAIMH, BKIIOYEHHBIX B MOJETb yrpo3 0e30MacHOCTH
nHpOopMaImy,

JOTOJHEHUE YTOYHEHHOTO aJalTHPOBAaHHOrO 0a30BOro Habopa Mep 3aluThl MHPOpMALMHU MEpamH,
o0ecreuyrBalOIMMU  BBIIIOJIHEHHE TpeOoBaHMH O 3amuTe WHPOPMALUM, YCTAHOBJIECHHBIMH HHBIMH
HOPMAaTUBHBIMHM TIPaBOBBIMH aKTaMH B 00JacTW 3alluTbl MHGOpMaUWu, B TOM 4YHCIE B OOJACTH 3allUThI
MEPCOHANBHBIX JAHHBIX.

Hdns  BeiOopa Mep 3amuTel MHQOpPMAMU Ui  COOTBETCTBYIOIIETO Kjacca 3allWIIEeHHOCTH
WHPOPMALTMOHHON CHCTEMBI MPUMEHSIOTCS METOAMYECKMe [OOKYMEHTbI, pa3padoTaHHBIE U YTBEPKICHHBIC
OCTOK Poccum B coorBerctBuu ¢ MOANYHKTOM 4 nyHKTa 8 Ilonoxenuss o denepanpHON ciyxbe Mo
TEXHUYECKOMY U 3KCIIOPTHOMY KOHTDOIIO, YTBepkIeHHOro YKa3om Ilpesunenta Poccuiickoit denepanun ot
16 aBrycra 2004 r. N 1085.

22. B uH}OpMaIMOHHON CHCTEME COOTBETCTBYIONIECTO KIlacca 3alUIEHHOCTH B paMKax €€ CHCTEMBI
3aIUThl THPOPMAIMK AOJDKHBI OBITH PEaIM30BaHbl MEPHI 3alIUThI HHGOPMAIIY, BBIOpaHHbBIE B COOTBETCTBUH C
MNyHKTOM 21 Hacrosmux TpeOoBaHHMii W oOecreYMBaIOIIne OJIOKHPOBaHWE (HEWTpAIU3AIMIO) BCEX yrpo3
0e30macHOCTH HHPOPMAIIHH.

[Ipu sTOoM B MHGOPMALMOHHON CHCTEME NOJDKEH OBITh, KAK MHHHUMYM, peai30BaH aJlalTHPOBAHHBIN
0a30BpIli HAO0Op Mep 3amUTHl MHGOPMALMH, COOTBETCTBYIOIIMHA YCTAaHOBJIECHHOMY KJaccy 3allUIIEHHOCTH
WHPOPMALTMOHHON CUCTEMBI.

23. Ilpu HEBO3MOXKHOCTH peanu3alry B WHPOPMAIMOHHON CHUCTEME B paMKax €€ CHUCTEMBbl 3allUThHI
WHPOPMAIUK OTACTHHBIX BHIOPAHHBIX MEP 3aIUTHl MHPOPMAIMK Ha dTanax agantanuu 6a30Boro Habopa Mep
3alIUTHl HHPOPMAIUK WM YTOYHEHHS aalTHPOBaHHOTO 0a30BOro Habopa Mep 3amuTbl HHYOPMALUH MOTYT
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pa3pabarbiBaThCsi MHBbIC (KOMIIGHCHPYIOIIME) MEphl 3allUThl WHPOpMANUK, O0OECIEUYNBAIONINE aJCKBATHOES
6mokupoBanue (HEHTpaInu3aIuio) yrpo3 6e30MacHOCTH HH()OpMAIIHH.

B aroMm ciywae B xoje pa3pabOTKH CHCTEMbl 3alIUThl MHGOPMAIUH HH()OPMAIIMOHHOW CHUCTEMBI
JIOJDKHO OBITH MPOBEICHO O00OCHOBaHHE MPUMEHEHHUS KOMIICHCHUPYIOIIUX MEp 3alluThl UHQOpMAIWH, a MpH
aTTECTAIMOHHBIX HMCIBITAHUSAK OICHEHA JIOCTATOYHOCTh U aJICKBATHOCTh JAHHBIX KOMIICHCUPYIOIIUX MEp JUIs
670KupoBaHus (HEHTpaIn3aun) yrpo3 6€30macHOCTH HH(HOPMAITHH.

24. Mepsl 3amuThl HHGOPMAIIMK BRIOUPAIOTCS W PEATH3YIOTCS B MHGOPMAIIMOHHOW CHCTEME B paMKax
ee CHCTEMBI 3alIMThl MH(QOPMALUU C y4EeTOM Yrpo3 0e30macHOCTH WHPOPMAalUH NPUMEHUTEIBHO KO BCEM
00beKTaM M cyOBeKTaM JOCTyIa Ha almapaTHOM, CHCTEMHOM, IPUKJIaJHOM M CETEBOM YPOBHSX, B TOM YHCIIE B
cpeze BUPTYalIH3aluy U O0JIaYHBIX BEIYUCIICHHN.

25. BriOpanHble M peann30BaHHbIE B MH(MOPMALMOHHOW CHCTEME B PaMKaX €€ CHCTEMBI 3allUThI
UH(QOPMAIMK MepHI 3aIIUThl HH(HOPMAILIUH JTOJKHBI 00eCIIeYnBaTh:

B MH(pOPMAIMOHHEIX crucTeMax 1 Kiacca 3aIllWIIEeHHOCTH - HedTpamusanuio (OJIOKMpPOBaHHE) yrpo3
0e30macHOCTH HH(POPMAITUH, CBSI3aHHBIX C JCHCTBUSIMU HAPYIIUTENS C BRICOKUM MOTEHIIAAIOM;

B MH(OPMAIMOHHBIX CHCTEMax 2 Kijacca 3allMIIEHHOCTH - He#rpanusamnuio (0JIOKHpOBaHHE) yrpo3
0e3omacHOCTH HH(POPMAITIUH, CBI3aHHBIX C JCUCTBUSIMU HAPYIIUTEIS C MOTESHIIMAIOM HE HUKE CPEJTHETO;

B HH()OPMAIIMOHHBIX CHCTEMax 3 M 4 KJIACCOB 3allUINEHHOCTH - HeWTpanu3anuio (0JOKHpOBaHKE) yrpo3
0e30macHOCTH HH(POPMAIINH, CBI3aHHBIX C JCHCTBUSIMU HAPYIIIUTENS C HU3KUM MOTECHIHATIOM.

[loTenuman Hapymmrenst omperenseTcs B XOJle OIEHKH €ro BO3MOXXHOCTEH, NpPOBOIUMOW MpH
OTIpefeNIeHHH YIpo3 6e30MacHOCTH HH()OPMALMK B COOTBETCTBHH ¢ MYHKTOM 14.3 Hactosmux TpeboBanuii.

OmneparopoM MOXET OBITh TPUHATO peEIIeHHEe O MNPUMEHEHHM B WHQOPMALMOHHON cucTeMe
COOTBETCTBYIOILIETO Kiacca 3allUIEHHOCTH MEp 3aliuThl HH(OpMAanuu, 00eCTIeUHBAIONINX 3alIUTy OT YIrpo3
0e3onacHOCTH HH(POPMALIUH, PEATU3YEMbIX HapyIIUTeNneM ¢ 0oJiee BRBICOKMM MOTCHIINAIOM.

26. TexHuyeckne Mepbl 3alIUTHI UH(QOPMAIMK PEATU3YIOTCS TOCPEICTBOM TMPHUMEHEHUSI CPENCTB
3alUThl KHPOPMALIMY, UIMEIOIIUX HE00X0AMMbIC (PYHKIIUH 0€30IIaCHOCTH.

B aTOM ciydae B nH(pOpMaIMOHHBIX cucTeMax 1 2 kiacca 3aIuIneHHOCTH IPUMEHSTFOTCSI:

Cpe/ICTBA BHIYMCIIUTENLHON TEXHUKU HE HIKe 5 Kitacea,

CHCTEMbI OOHAPYKEHUSI BTOPIKECHUH U CPEJICTBa aHTUBUPYCHOMW 3aIIUTHI He HIDKe 4 Kilacca,

MEKCETEeBbIC JKpaHbl HE HIWKE 3 Kijacca B clydyae B3aMMOJCHCTBUS HMH(GOPMAIMOHHOW CHUCTEMBI C
HHPOPMAITMOHHO-TEICKOMMYHHUKAIIMOHHBIMHU CETAMH MEXYHAPOIHOTO HHPOPMAIIMOHHOTO OOMEHA U HE HUXKE
4 Kacca B ciyyae OTCYTCTBHS B3aUMOJICHCTBHSI HHPOPMAITUOHHON CHUCTEMBI c
HHPOPMATMIOHHO-TEIEKOMMYHHKALIMOHHBIMHU CETSIMU MEKAYHAPOIHOTO HH(POPMALTHOHHOTO OOMEHa.

B nHpOpManmoHHBIX cucTeMax 3 KJlacca 3alIUIIeHHOCTH IPUMEHSIOTCS

CpeZACTBa BHIYMCINTENLHON TEXHUKU HE HIKE S Kitacca,

crcTeMbl OOHApYKEHUSI BTOPIKEHHH M CPEJICTBa aHTHBHPYCHOHM 3alllMTHI HE HIDKEe 4 Kilacca B ciydae
B3aUMOJICUCTBHSI WH(POPMAIMOHHOH CHUCTEMBI C HH(QOPMALMOHHO-TEJICKOMMYHHKAIIMOHHBIMU — CETSIMU
MEXyHapOIHOTO MH(POPMAIIMOHHOTO OOMEHa M HE HIDKE 5 Kilacca B ClIydae OTCYTCTBHS B3aUMOJCHUCTBHS
WHPOPMAIMOHHONH CHCTEMBI ¢ WH(QOPMAIIMOHHO-TEJICKOMMYHHUKAITMOHHBIME ~ CETSIMA ~ MEKAYHAPOTHOTO
nH(POPMAITMOHHOTO 0OMEHA;

MEKCETEeBbIC JKpaHbl HE HIKE 3 Kiacca B clydyae B3aMMOJCHCTBUS HMH(GOPMAIMOHHOW CHUCTEMBI C
HHPOPMAITMOHHO-TEIEKOMMYHHUKAIIMOHHBIMU CETSIMH MEXTyHAPOIHOTO HHPOPMAIIMOHHOTO OOMEHA U HE HUXKE
4 Kjacca B ciydae OTCYTCTBUS B3aUMOJICHCTBHSI HHPOPMAITUOHHON CUCTEMBI c
“H()OPMAITMOHHO-TEIIEKOMMYHHUKAIIMOHHBIMU CETSMHU MEXYHAPOIHOTO HHPOPMAIIMOHHOTO OOMEHa.

B nndopmManmoHHbIX cuctemMax 4 Kiiacca 3alluIIeHHOCTH IPUMEHSIOTCS

CpeACTBa BHIYMCINTENBLHON TEXHUKU HE HIKE S Kiacca,

cHCcTeMBbl OOHAPY>KEHHsI BTOP)KEHHI U CPEeJICTBa aHTUBUPYCHOMW 3aIIMTHI HE HIDKE S Kiacca,

MEKCEeTeBbIe IKpaHbl He HIDKE 4 Kilacca.

B wunbopmanmoHHbIX cucTteMax 1 m 2 KIaccoB 3alUINEHHOCTH MPHMEHSIOTCS CPEICTBa 3allUThI
nHpOPMAIUH, TIPOrpaMMHOE 00ecIiedeHHe KOTOPBIX MPOIIO MPOBEPKY HE HUKE YeM 10 4 YPOBHIO KOHTPOJIS
OTCYTCTBHS HEJICKIIAPUPOBAHHBIX BO3MOKHOCTEH.

27. B cnyuyae 006paboTku B MHGOPMAIMOHHOW cHcTeMe HHGOpPMAIMH, COAEPIKAIICH IepCOHAIbHBIC
JaHHBIE, peallu3yeMble B COOTBETCTBHH C MyHKTaMu 21 u 22 wHactosmmx TpeOoBaHMII Mephl 3aIIUTHI
rH(pOpMAITIH:

s vHpBOpMaMoHHOW cuctemMbl 1 kiacca 3amumieHHoOcTH obecneunBator 1, 2, 3 U 4 ypoBHH
3aIUIICHHOCTH MEPCOHATBHBIX TaHHBIX (1);

Ui MHPOPMAIMOHHOM cHCTeMbl 2 Kiacca 3allMIIeHHOCTH obOecneunBaioT 2, 3 U 4 ypoBHH
3alIMIICHHOCTH MEPCOHANBHBIX JaHHBIX™

s MHQOpMAlMOHHOW CcHCcTeMbl 3 Kilacca 3allMIICHHOCTH obecrnieynBaloT 3 U 4  ypoBHH
3alIMIICHHOCTH MIEPCOHANBHBIX JaHHBIX™
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JU1st THGOPMAITMOHHOW CHCTEMBI 4 Kitacca 3allUIIeHHOCTH, 00eCIIeUnBaiOT 4 YPOBEHD 3aIUIIICHHOCTH
TIePCOHABHBIX JaHHBIX* .

28. Ilpu wucnoip30BaHUM B HHGOPMAIIHOHHBIX CHCTEMaX HOBBIX HH(POPMAIMOHHBIX TEXHOJOTHU H
BBISIBJICHHUH JIOTIOTHUTENBHBIX YTP0o3 0€30MacHOCTH WH(GOPMAIIHNH, TSI KOTOPBIX HE OMPEIEIEHBl MEPHI 3aIIUTHI
rH(OpMAIUH, TOJDKHBI pa3pabaThIBaTHCS KOMIIEHCHPYOIINE MEPhl B COOTBETCTBUU € MYHKTOM 23 HACTOSIIINX
TpeboBaHuii.

(1) YcranaBnuBaeTcsi B COOTBETCTBUH C | PEDOBAHMSMM K 3allUTE MEPCOHATBHBIX JaHHBIX HPU UX
00paboTke B HMH(OPMANMOHHBIX CHCTEMax IIEPCOHAIBHBIX JAHHBIX, YTBEP)KICHHBIMH [OCTAHOBIIEHNEM
[IpaButenscTBa Poccuiickoit @enepannu ot 1 HostOpst 2012 . N 1119.

MpunoxeHue N 1

K TpeboBaH/sM o 3awmTte MHdopmauumm,

He COCTaBnAIOLWEN rocyAapCTBEHHYO TalHy,
coAepxallencs B rocyaapcTBeHHbIX
MH(OPMaLIMOHHbIX CUCTEMAX

OnpenesieHue Kiaacca 3allUIIEHHOCTH HH(OPMAIUOHHOM CHCTEMBI

1. Knacc 3ammiineHHOCTH HHpOpMannoHHo# cuctemMsl (mepoiii kimace (K1), Bropoii kitace (K2), tperuit
knacc (K3), uerBeprriii kiace (K4)) onpenensiercss B 3aBUCHMOCTH OT YPOBHs 3HaunMocTu uHdpopmanuu (¥Y3),
oOpabaTbiBaeMoii B 3TO# HHPOPMALIMOHHOM cHcTeMe, U MaciiTaba HHPOPMAIIMOHHOM cucteMbl ((enepanbHbIid,
PETHOHANBHBIN, 00BEKTOBBII).

Knacc 3ammumennoctr (K) = [ypoBeHs 3HauUMOCTH HH(DOPMAIIMH; MaCIITad CHCTEMBI].

2. YpoBeHb 3HAUMMOCTH WH(OPMALIUK ONPEAENAETCS CTENEHBI0 BO3MOKHOTO yIepOa st obagarelis
uHpopMaluu (3aKazunka) v (WIK) OrepaTopa OT HApyIIEHUs. KOH(PHUICHIIMATBHOCTH (HETPaBOMEPHBIE TOCTYII,
KOIUPOBAHKE, IMPEJIOCTABICHUE WM PACIPOCTPAHEHHUE), LEIOCTHOCTH (HEIPaBOMEPHBIE YHUUTOXKEHHE HIIH
MOIM(HUIIMPOBAHIE) WK TOCTYIMHOCTH (HEMpaBOMEpPHOE OJIOKUPOBaHKE) HHDOPMAITHH.

V3 = [(koH(DHUAEHIIHATBHOCTD, CTENECHD YIep0a) (IIeT0CTHOCTD, CTENEeHb yiepoa) (I0CTymHOCTS,
cTereHs yiepoa)],

rZie CTeleHb BO3MOXKHOTO yiiepba ompenensiercs oOnanateneM uHpopManuu (3akazunkoM) u (umim)
OIIePaToOPOM CaMOCTOSITEIILHO IKCIIEPTHBIM MIIH HHBIMUA METOJaMH U MOXKET OBITh:

BBICOKOM, €CITM B pe3yJdbTaTe HapyIICHUS OJHOTO W3 CBOWCTB 0€30MacHOCTH HHPOPMAIUU
(koH(DUIEHINATBHOCTH, LEIOCTHOCTH, ITOCTYITHOCTH) BO3MOXKHBI CYIIECTBEHHBIC HETAaTUBHBIC MOCICICTBHS B
COLIMAJIPHOM, TONMTUYECKOH, MEXKIYHAPOAHONH, SKOHOMHMYECKOW, (UHAHCOBOM WM MHBIX O00JACTSIX
nestenbHoctd M (vik) wHGOpMaIMoHHas cucrtema u (wam) omepaTtop (oOmagatens WH(OpPMAIKUH) HE MOTYT
BBIMOJIHATH BO3JIOKECHHBIC HA HUX (DYHKIINHY;

CpemHel, eci B pe3yibTare HapylIeHHs OJHOTO M3 CBOMCTB 0€30MacHOCTH HH(OpMALUH
(koH(DUICHIINATIBHOCTH, IIEJIOCTHOCTH, JOCTYIHOCTH) BO3MOXHBI YMEPECHHBIC HETaTHBHBIC IOCIICACTBHS B
COIMAILHOM, TOJUTHYECKON, MEXIyHApOIHOW, HSKOHOMHYECKOH, (UHAHCOBOW WJIM HMHBIX 00JACTIX
nestenbHOCTH W (win) mHGopManuoHHas cuctema u (wiam) omepatop (oOnamarens WHPOpMALUKM) HE MOTYT
BBITTOJTHATD XOTsI OBI O/IHY M3 BO3JIOKECHHBIX Ha HUX (DYHKIIHIA;

HHU3KOM, €CIIM B pe3yjbTare HAPYIICHHS OJHOTO W3 CBOMCTB 0€30MacHOCTH HH(pOPMAIUU
(koH(DUACHINATBHOCTH, LEIIOCTHOCTH, JOCTYITHOCTH) BO3MOYKHBI HE3HAYUTEIIbHbIC HEraTUBHBIC TTOCIIECTBUS B
COLIMATIBHOM, TOJMTUYECKOH, MEXKIYHAPOIAHONH, SKOHOMHYECKOW, (UHAHCOBOM WM MHBIX O0JACTSIX
nestenbHocTd W (won) mH(OpManuoHHas cucremMa W (wiam) omeparop (oGmamarens MHMOPMALIMH) MOTYT
BBITIOJTHATh BO3JIOKCHHBIE Ha HUX (DYHKIMH C HEIOCTATOYHOW 3(P()EKTHBHOCTHIO MM BBIMOJHEHHE (DYHKIHIA
BO3MO’KHO TOJIBKO C TIPHBJICYCHUEM JIOTIOJTHUTEIBHBIX CHJI U CPEJICTB.
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Wudopmarust umeet BbicOKHi ypoBeHb 3Hauumoct (Y3 1), ecnu X0oTst Obl Il OHOTO W3 CBOWCTB
6esomacuoctd  uHGOpMaImK (KOH(GHUIACHIIHATBFHOCTH, IEJIOCTHOCTH, MOCTYITHOCTH) OIIpEaeieHa BBICOKas
crernedb yiepba. Mudopmanms nmeer cpeaanii ypoBeHb 3HaunMocTd (Y3 2), eciam XoTs OBI I OMHOTO W3
cBoiicTB Oe3omacHocTH uH(popManuu (KOH(OUACHIHATBHOCTH, IIEJIOCTHOCTH, JOCTYIHOCTH) OIpeaeicHa
CpemHssl CTEeleHb yiiepda W HeT HU OJHOTO CBOWCTBA, /IS KOTOPOTO ONpeJelieHa BhICOKAas CTENeHb yiiepoa.
Wudopmarust umeet Hu3kuil ypoBeHb 3Haunmoctu (Y3 3), ecitu it BCeX CBOMCTB 6€30MacHOCTH HH(DOPMAIHH
(kOH(pHUIESHINATEHOCTH, IIEIOCTHOCTH, TOCTYITHOCTH) OMpPECICHbI HU3KUE CTENCHH yiepoa.

Hudopmariusi uMeeT MUHUMANBHBINA ypoBeHb 3HauuMoctd (Y3 4), ecnu obnamateneM HHGOPMAIUH
(3axa3unkom) u (WKL) OmMEpaTopoM CTENeHb yiepbda OT HapYIICHUS CBOWCTB 0€30MacHOCTH HH(OpMAaIuu
(KOHpHIAECHINATEHOCTH, IEIOCTHOCTH, JOCTYIHOCTH) HE MOKET OBITh OMpEeeiicHa, HO MPU 3TOM HH(OpMAaIus
MOJUIEKUT 3aLIUTE B COOTBETCTBUU C 3aKOHOATENILCTBOM Poccuiickoit @eaepaiuu.

ITpu oOpaboTke B MHPOPMALMOHHOM cHcTeMe MBYX U Oosee BuaoB nH(popmanun (ciayxeOHas TaiiHa,
HaroroBas TalHa W WHbBIC YCTAHOBJICHHBIC 3aKOHOIATEILCTBOM Poccuiickoit @enepannu Buabl HHGOPMAIUH
OTPaHHYEHHOTO JOCTYIIa) YPOBEHb 3HAYMMOCTH MH(popManuu (Y3) onpenensTcs OTAETBHO T KaKI0TO BHIa
nHpopmaruu. TOroBEIH YPOBEHh 3HAUMMOCTH WH(pOpMAaIuu, 0opadaTeiBaeMoll B HHPOPMAITMOHHONW CHCTEME,
YCTaHaBIMBAECTCSA 10 HAWBBICIINM 3HAYEHUSM CTENEHH BO3MOXKHOTO yIIepOa, OIpeneleHHbIM Ui
KOH(UACHIINATBHOCTH, [IEJIOCTHOCTH, IOCTYITHOCTH HHPOPMAIINN KaXKIOTO BHIa MHPOPMAIIHH.

3. HnadopmanmonHass cucremMa wumeeT QenepaabHbIii MacmTad, ecid oHa (PYHKIMOHHPYET Ha
teppuropun Poccuiickoit @enepanun (B mpenenax (eaepaabHOTO OKpyra) U UMEET CErMEHTHI B CyOBeKTax
Poccuiickoit deaepaniui, MyHUIMTATEHBIX 00pa30BaHusX U (MJIM) OPraHU3aIUsX.

WHubopmaimoHHas cucTeMa UMeeT pernoHaIbHBIN MaciTad, eclii oHa (PYHKITHOHUPYET Ha TEPPUTOPHH
cyObekTa Poccuiickoii denepaniid ¥ HMMEET CECMEHTBI B OJHOM WM HECKOJIBKUX MYHHUIMIAIBHBIX
00pa3oBaHuAX W (M) MOJBEAOMCTBEHHBIX M HHBIX OPraHU3aIHSX.

HNupopmaimonHas cucteMa uMeeT OOBEKTOBBIM MaciTad, eciid oHa (YHKIIMOHUPYET Ha OOBEKTax
onHOro (eaepaabHOro OpraHa TIOCYJapCTBEHHOW BJIACTH, OpraHa TrOCYAapCTBEHHON BIIACTH CyObeKTa
Poccuiickoit ®Pemepaliny, MyHHIUIAISHOTO 00pa3oBaHus W (MIIM) OpraHU3allMd M HE WMEET CErMEHTOB B
TEPPUTOPHAIBHBIX OpraHax, MPeJACTaBUTENbCTBAX, (PMIIHaIax, MOABEIOMCTBEHHBIX M HHBIX OPTaHU3aIUsIX.

4. Knacc 3amuieHHoCcTd HHPOPMAITMOHHON CHCTEMBI OTIPEAEISeTCS] B COOTBETCTBUH C TaOIHIIEH:

YpoBeHb 3HAaUNMOCTH Macmtab nHPOPMAIMOHHOH CHCTEMBI
nHQopmaLun DenepanbHBIA PernonanbHbIi OOBEKTOBBIH
V31 K1 K1 K1
y32 K1 K2 K2
vy33 K2 K3 K3
y34 K3 K3 K4

MpunoxeHue N 2

K TpeboBaHvsiM 0 3awmuTe nHpopmauum,

He COCTaBlAIOLWEN rocyfapCTBEHHYIO TallHy,
coaepxallencs B rocyaapCTBEHHbIX
MH(OPMaALIMOHHbIX CUCTeMax

Cocras
Mep 3alMThl HHGOpMaLHKU U X 0a30Bble HA0OPDI 1151 COOTBETCTBYIOLIET0 KJacca 3alHIeHHOCTH
HH(OPMALMOHHON CHCTEMBI

YcnoBHoe Meps! 3amuThl HTHQOpMaUXU B HHHOPMALUOHHBIX Knacce 3amumenHoctu
0003HaueHue CHUCTEMax WH(POPMALTUOHHON CHCTEMBI
1 HOMEDp 4 3 2 1
MepbI

|. UnenTuduKanms u ayTeHTH(UKAIMS CYObEeKTOB JOCTyIa U 00heKTOB moctyma (MTAD)

NAD.1 Unentndukanms wu  ayreHTHUKAHMS —IIOJb30BaTElCH, + + + +
SIBIISTIOIINXCSL paOOTHUKAaMH oTiepaTropa
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UAD.2

Unentndukanuss u ayTeHTHQHUKALUS YCTPOWCTB, B TOM
YHcie CTAllMOHAPHBIX, MOOMIIBHBIX M TOPTaTUBHBIX

+

+

NAD.3

Yrpasienue uaeHTA(GHUKATOpAMHU, B TOM YHCIIC CO3JaHHE,
MIPUCBOCHHUE, YHUUITOKEHUE UICHTH(DUKATOPOB

NAD.4

VYnpaBneHue cpencTBamMy ayTeHTH(OUKALMH, B TOM YHUCIIE
XpaHeHWe, BblAAaYa, WHUNHANM3aLUUs, OJOKHPOBaHHE
CpeACTB ayTeHTU(UKAIMA W TPUHITHE Mep B Ciydae
yTpaThl U (MJIM) KOMIPOMETAIMU CPECTB ayTeHTU(PHUKAIIN

NA®D.5

3ammTa 00paTHOM CBSI3M MPU BBOJIE ayTEHTH()UKAIIMOHHOMN
rHpopMaIuu

UAD.6

WUnentndukanms u ayTeHTU(HUKANUs IOJIb30BaTelel, He
SBJISAIOIINXCS ~ paOOTHHKamMu  omepatopa  (BHEIIHHX
0JIb30BATEICH)

UAD.7

Unentudukanmsa u ayreHTHdUKaIUs 00BEKTOB (ailsioBoi
CHCTEMBI, 3allyCKaeMbIX M HCIOJHAEMBIX MOAYJIEH,
00BEKTOB CHCTEM YNpaBieHHUs 0a3aMu JaHHBIX, 00BHEKTOB,
CO3JIaBaeMbIX PUKIAJHBIM U CHIENHUATBHBIM IPOrPaMMHBIM
o0ecrieueHrueM, HHbIX 00BEKTOB AOCTYIA

Il. VpaBnenue mocTymnom cyobeKToB qocTyma K oobexTam goctyma (YII]T)

VIl

anaBneHHe (3aBe,Z[CHI/Ie, aKTHUBalus, 6J'IOKI/IpOBaHI/IG n
yHI/IIITO)KCHI/Ie) YUCTHBIMU 3aIIUCAMU HOJ'IL3OB3.TCJ'ICI>1, B TOM
YHCJIC BHEIIHUX MOJIb30BaTeIICH

+

+

VIIJL.2

Peanuzanuss HEOOXOAUMBIX METOHOB (IMCKPEHMOHHBINI,
MaHIATHBIA, POJIEBOM WM MHOM MEeTOH), THIOB (Y4TEHHE,
3allMCh, BBHIMOJIHEHWE WIM HWHOW THII) W  TIPaBHI
pasrpaHu4eHHs JOCTyIa

VI3

Vupasnenue (puabTpanus, MapuUIpyTH3AIUs, KOHTPOIb
COEJIMHEHU, OJHOHANpABJICHHAs Iepefaya W HHbIE
CIOCOOBI  yIpaBiieHHs) HWH(POPMAIMOHHBIMA  [TOTOKaAMHM
MEXIy VCTPOHCTBaMH, CETrMEHTaMH WHGOPMAIMOHHOMN
CHCTEMBI, a TaKKe MeX Ty HH(OOPMAITHOHHBIMUA CUCTEMaMHU

VIIJ1.4

Pa3nenenne momHOMOuYMiT (poiieii), aAMHUHHUCTPATOPOB H
JIHLL, o0ecreynBaoIInX (YHKIHOHUPOBaHKE
UH(QOPMAIIIOHHOH CUCTEMBI

VIIJL5

Ha3nauenne MMHUManbHO  HEOOXONUMBIX IpaB W
IIPUBMWIIETHH I10JIB30BATENIAM, aAMUHUCTPATOPAM U JIHMLAM,
obecrieunBarOmUM (PyHKIMOHUPOBAaHUE MH(OPMALMOHHON
CHCTEMBI

VIIJ1.6

OrpaHnveHue  HEYCIEUIHBIX  MOMBITOK  BXoAa B
MHOOPMAIIMOHHYIO cucTeMy (focTyna K HHPOPMaIMOHHOM
cucTeme)

VL7

[IpenynpexaeHue MOMB30BATENI MPH €ro BXOIE B
“H()OPMAITUOHHYIO CUCTEMY 0 TOM, 4TO B
WH(POPMAIIMOHHOW CHCTEME PEaM30BaHbl MEPBI 3aIUTHI
uH(pOpMaIMK, W O HEOOXOAMMOCTH COONIOJCHUS UM
YCTaHOBJICHHBIX orepaTopom MIpaBUII 00paboTKHu
uHQOpMaIH

VIIJ1.8

OmnoBeleHre MONb30BATENs IOCIE YCHEIIHOIO BXOJa B
HHGOPMALIMOHHYIO CHCTEMY O €ro HpEeAbIAyLIeM BXOJE B
UH(QOPMALIHOHHYIO CUCTEMY

VIIJL.9

11.11.2024

OrpannueHue 4rcia napajjleqbHbIX CEaHCOB JOCTYIa IS
KQKJI0H YYETHOH 3alKCH IMOJIb30BaTelsl HHGOPMAI[MOHHON
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CHUCTEMBI

VIIJI.10

bnokupoBanue ceanca poctyma B HMH(GOPMALMOHHYIO
CHCTEMY IIOCJ€ YCTaHOBJICHHOTO BpeMEHH Oe3neicTBus
(HEeaKTUBHOCTH) TIOJIL30BATEIISI MITH IO €T0 3aIpOCy

V11

Paspemenne  (3amper) — OeMCTBHIT  MOJIB30BATENEH,
paspemeHHbIX 10 HACHTU(UKALNN U ayTeHTU(UKAITTT

YIIJ.12

[Momnmepkka u coxpaHeHWe arpuOyTOB 0O€30MaCHOCTH
(MeTok 0e30MacHOCTH), CBA3aHHBIX ¢ WH(popMarued B
MPOIIECCe €€ XPaHEeHUs U 00paboTKU

VII/1.13

Peanmzanust  3alMIIEHHOTO  yJNAJIEHHOTO  JOCTYyIa
CyOBEKTOB JocTyIa K 0OBEKTaM IOCTyIla Yepe3 BHEITHUE
WHPOPMAITUOHHO-TEJICKOMMYHHKAIIMOHHBIC CETH

VII/L.14

PernamenTanmss W KOHTPOJb  HCIOJIB30BaHUS B
MHQOPMAIIMOHHON CHCTeME TEXHOJOTUH OecrpoBOAHOTO
JocTyna

V.15

PernamenTanus )41 KOHTPOJIb HCII0JIb30BAaHUA B
PIH(I)OpMaLIPIOHHOﬁ CHCTeMEe MOOMIIBHBIX TEXHUYCCKHX
CpCACTB

VII/1.16

VYnpasnenue B3auMOACHCTBHEM ¢ HH()OPMAIMOHHBIMHU
cucTeMaMu CTOPOHHUX opraHu3anui (BHemTHME
HH(OPMAITMOHHBIE CUCTEMBbI)

VIJL.17

Obecneuenne JOBEPEHHON 3arpys3Ku CpeacTB
BBIYUCIUTEIBHON TEXHUKH

[1. Orpanmuenune nporpammHuoii cpeast (OI1C)

OIlC.1

Vmpasnenue 3amyckoMm (oOpalieHHsMH) KOMIIOHEHTOB
MIPOTPaMMHOI0 O0ecIieueHus, B TOM YHCIIE OIpeIeTeHne
3aIlyCKaeMbIX ~KOMIIOHEHTOB, HACTpOWKa MapameTpoB
3alycka  KOMIIOHEHTOB,  KOHTPOJIb 33  3aIyCKOM
KOMITOHEHTOB IIPOrPaMMHOT0 00ecrieueHus

OIIC.2

VrpaBieHue yCTaHOBKOW (MHCTaISIHCH) KOMIOHEHTOB
HIPOrPaMMHOT0 OOECTICUCHHs], B TOM YHCIIe OIpeeIeHHe
KOMIIOHEHTOB,  IOJUIKAIIMX  YCTaHOBKE,  HACTPOMKa
MapaMeTpoB yCTAHOBKH KOMIIOHEHTOB, KOHTPOJIb 3a
YCTaHOBKOI1 KOMIIOHEHTOB ITPOrPAMMHOT0 00eCTIeUeHUS

OIIC.3

VYcranoBka (MHCTa/UISAIMS) TOJNBKO —Pa3pelIeHHOTO K
UCIIOJIb30BAHUIO TIPOrPAMMHOT0 obOecredeHus U (M) ero
KOMIIOHEHTOB

OIIC.4

VYnpasneHue BpeMeHHBIMH (aiiiaMu, B TOM YHCIE 3alperT,
paspelieHue,  MEpeHamnpaBlieHHE  3alliCH,  YyJaJleHHe
BpPEMEHHBIX (aiiioB

IV. 3amura MammuHHEBIX HocuTenel nadopmarmu (3HU)

3HU.1

VY4er MalMHHBIX HOCUTENIeH HHpopMaun

+

3HU.2

VYnpaBneHue  JIOCTYIOM K  MAIIUHHBIM  HOCHTEIISIM
uHQOpMaIH

+

3HN.3

Konrpone  mepememieHuss ~ MallMHHBIX ~ HOCHTEJIEH
nHGOPMALUH 32 IPEAETbl KOHTPOIUPYEMON 30HBI

3HIN.4

HcknroueHrne  BO3MOXXKHOCTM — HECAaHKIIMOHUPOBAHHOTO
O3HAKOMIICHHS C COJIepKaHuEM WH(POPMAIIH, XPaHsIICHCS
HAa MAlIMHHBIX HOCHTENsAX, W (WIM) WCIOJIb30BAHUS
HOocHTeneW wWH(pOpPMaMu B HMHBIX HH(OPMAITMOHHBIX
CHUCTEMax

11.11.2024
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3HU.5

KonTponb ucnonb3oBanusi uHTEepdeiicoB BBoma (BHIBOIA)
WHPOPMaIK Ha MAIIMHHBIE HOCUTENN WHPOPMAaIUH

+

+

3HU.6

KonTtponb BBOAa (BbIBOZA) HMH(POpMAIMK HAa MAIIHHHBIC
HOCHUTENH WH(pOpMAaITIu

3HN.7

Kontponp  mogkmioueHHMss ~ MAalIMHHBIX  HOCHTeEJNEH
nHpOpPMaLTUH

3HU.8

Vunuroxenue (ctupanue) uHPOpMAUK HA MAIIHHHBIX
HOCHUTEJISIX TPU WX Tepenade MeXAy TMOIb30BATEIsIMH, B
CTOPOHHHUE OpTaHW3aINH I PEMOHTA WM YTHIIN3alWH, a
TaK)Ke KOHTPOJIb YHUUTOXKEHHs (CTHpaHuUsI)

V. Peructparus cobritrii 6e3omacuoctu (PCB)

PCB.1

OmpeneneHue COOBITHIA  O€30MACHOCTH,  ITOJICHKAIIHX
perucTpanuu, U CPOKOB MX XPaHCHHUS

+

PCB.2

Omnpenenenne cocraBa W coiepkaHus HHGOPMALUU O
COOBITHAX 0€30MACHOCTH, MOJISKAIIUX PETUCTpaIN

PCB.3

COop, 3amuch W XpaHeHHEe HWHPOPMAIMH O COOBITHAX
0€30MacHOCTH B TCUCHWH YCTAaHOBJIEHHOTO BpEMEHH
XpaHeHUs

PCb.4

PearnpoBanne Ha cOom mTpH perucTpanuu COOBITHIA
0€301acHOCTH, B TOM YHUCIIE amlapaTHble ¥ MPOrpaMMHEIE
omwuOku, cOom B MexaHW3Max cOopa WHPOpPMANMH H
JNOCTIDKEHHE TpelieNla WM TeperoyiHeHus  o0beMa
(eMxocCTH) TTAMSITH

PCB.5

MoHHUTOpPUHT (mpocmoTp, aHayu3) pe3yIbTaToOB
peructpaunu coOBITHI 0E€30MacHOCTH U pearupoBaHUE Ha
HUX

PCB.6

I'enepupoBanne BpPEMEHHBIX METOK 5§ (nn)
CHHXPOHM3AIHsl CHCTEMHOTO BPEMEHH B HH()OPMAIMOHHON
cucreme

PCB. 7

3amuTa nHOOPMAIUHN O COOBITUSIX O€30MACHOCTH

PCb. 8

OOlecniedeHne BO3MOXKHOCTH — IPOCMOTpPA M aHaim3a
WHPOPMAIUK O JCHCTBHUSX OTACIBHBIX IONB30BATENCH B
HHPOPMAITMOHHOHN cHUCTeMe

V1. AntuBupycHas 3amura (AB3)

AB3.1

Peanu3zanus aHTUBUPYCHOM 3aIlIUTHI

AB3.2

Oo6HoBnenne 0a3bl JaHHBIX NPU3HAKOB BPEIOHOCHBIX
KOMITBIOTEPHBIX IIPOrpaMM (BUPYCOB)

VII. O6uapyxenne propxxennit (COB)

COB.1

OO6Hapy>xeHHne BTOP>KCHUI

COB.2

OOHoBneHHE 0a3bl PEHIAOIIIX TTPABIIT

VIII. Kourposs (ananus) 3ammiineHaoctd nadopmarun (AH3)

AH3.1

BrisiBnenune, aHanu3  ys3BUMOCTEH WHQPOPMAMOHHOMN
CUCTEMBI U OINEPATUBHOE YCTPAHEHHE BHOBb BBISBICHHBIX
ySI3BUMOCTEN

AH3.2

Konrponp  ycraHOBKM  OOHOBIEHHH  HPOTPaMMHOTO
obecrieueHus, BKJIOYass OOHOBJICHHWE MPOrPaMMHOTO
o0ecrieueHus CpeCTB 3alUThl HHpopManun

AH3.3

11.11.2024

Kontpone paboTtococoOHOCTH, TapaMeTpOB HACTPONKH M
NIPaBWIBHOCTHU (yHKIIMOHUPOBAHUS IIPOIPaMMHOTIO
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o0ecrieueHus U CPEJICTB 3AIUTHl HHPOPMALIUH

AH3.4

KOHTpOJ'IL COCTaBa TCXHHUYCCKUX CPEACTB, IMPOrpaMMHOIO
obecrneucHus U CpCACTB 3alllUThL I/IH(I)OpMaLU/II/I

AH3.5

KoHTpone mpaBun reHepalMd M CMEHBI  MApOJIEH
MOJIb30BaTENeH, 3aBE/ICHUS] U YJaJ€HUsl YUYETHBIX 3amuceit
MIOJIB30BATENICH, peanu3allid TMPaBUI  pa3TpPaHHYCHUS
JIOCTYTIOM, TOJTHOMOYMI MoJIb30BaTeNe B
HH(POPMAITMOHHON CHUCTEME

IX. O6ecnieuenue 1enoOCTHOCTH MHOOPMAIMOHHON cucTeMbl U mHpopManuu (O1J])

OLUL.1

KoHTponlb  IIETTOCTHOCTH TPOTPaMMHOTO  OOECTICUCHUS,
BKJIIOYAs TpOrpaMMHOE oOecredeHne CpeACTB 3alluThl
nHpopMauu

+

OILJL.2

KonTponpe 1menoctHocTr wH(pOpMANUM, COACpIKAIICHCS B
0a3ax JaHHBIX UHPOPMAIIMOHHON CUCTEMBI

OLUL3

OOecnieuenue BO3MOJKHOCTH BOCCTaHOBJICHHS
[IPOrpaMMHOr0  OOCCreUeHHsI, BKIOYass IPOrPaMMHOE
obecrieueHUe  CpEACTB  3alUThl  WHQOpMAIMH, TPH
BO3HUKHOBCHHHU HEIITATHBIX CUTYaIUi

OLUL4

OOHapy)XeHHE M pearipoBaHWE Ha TMOCTYIUICHUEC B
MH()OPMALIMOHHYO cucTeMy He3aIpaminBaeMbIX
ANEKTPOHHBIX COOOIIeHUI (MHceM, TOKYMEHTOB) M HHOI
nH(pOpMaIK, HE OTHOCAUMXCA K (YHKIIMOHUPOBAHUIO
HH(POPMAIMOHHOMN CHCTEMBI (3aIUTa OT ClIama)

OLJL.5

Kontpons copepkanus uHpOpManuu, nepeaaBacMon H3
MH()OPMALMOHHOW cHCTeMBI (KOHTEHHEPHBI, OCHOBaHHBII
Ha CBOlcTBaXx O0OBEKTa JOCTyHa, W KOHTEHTHBIH,
OCHOBAHHBI Ha [IOMCKE 3allpelleHHOM K Iepenaye
WHGPOPMAIUH C UCTIONB30BAaHHEM CUTHATYpP, MACOK U MHBIX
METOJI0B), W HCKIIOUCHHE HENPABOMEPHOW Iepenadn
nH(popMaIuy 13 HHHOPMAITMOHHOW CUCTEMBI

OLJL.6

OrpaHuueHye npas MOJIb30BaTeIeH 10 BBOAY HHPOPMALIH
B UHQOPMAIIMOHHYIO CUCTEMY

OLUL 7

KoHTposb TOYHOCTH, NOJHOTHI U NPABUIBHOCTH JIaHHBIX,
BBOJMMBIX B HH(OPMAITHOHHYIO CHCTEMY

OIJL.8

KoHTpoib ommO0YHbIX TEHCTBHIA TOIB30BATENEH 110 BBOLY
u (wmm) mnepenade HWHGOpPMAIMH € TPEAYNPESKICHUC
MOJIL30BaTeEl 00 OIIMOOYHBIX IENCTBUIX

X. Obecnieuenne JOCTYTHOCTH WH(OPMAIIH

(OAT)

OAT.1

Hcnons3oBanue OTKaSOYCTOfI‘lHBLIX TEXHUYCCKUX CPCACTB

OJIT.2

PesepBupoBanue TEXHHYECKHX CPEACTB, HPOTPaAaMMHOIO
oOecrieveHusi, KaHAIOB Mepenayd WHPOPMAIUH, CPEICTB
obOecnieueHusi  (PyHKIIMOHMPOBaHUSA  HWH(DOPMAIMOHHOMN
CHCTEMBI

OAT.3

Kontpons 6e30Tka3HOro (yHKIMOHUPOBAHUS TEXHUYECKHX
cpeacTB, oOHapyXeHHMEe ¥  JIOKaIM3alusl  OTKa30B
(YHKIMOHUPOBAHUS, IPUHITHE MEpP MO BOCCTAHOBIICHHIO
OTKa3aBILHX CPEJCTB U UX TECTUPOBAHUE

O/T.4

INepuoauueckoe pe3epBHOEC KOMMPOBaHUE WHPOPMAITUM Ha
pe3epBHBIC MANIMHHBIE HOCUTENN HH(OpMAIUU

OAT.5

11.11.2024

ObecnieyeHre BO3MOKHOCTH BOCCTAHOBIICHHUS HHPOPMAIIH

C pE3epBHBIX MAalIMHHBIX HOCUTEJCH WHPOpMaIH
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(pe3epBHBIX ~ KOMHH) B  TEUYCHHH  YCTAHOBJICHHOTO
BPEMEHHOT'O HHTEpBaa

OAT.6

Knacrepusams vHpOpManMOHHOH cucTeMbl W (Wiam) ee
CETMEHTOB

OJIT.7

KOHTpO.HL COCTOAHUA u KadyecTBa MIpEaAOCTaBJICHUA
YOOJIHOMOYECHHBIM JIMOOM  BBIYUCIWUTECIBHBIX PECYPCOB
(MoITHOCTEI), B TOM YHCIIE IO Tiepeaade HHGopMaImn

X1. 3ammra cpeasl Buptyanusanun (3CB)

3CB.1

Unentndukanus u ayreHTHUKAIHS CYOBEKTOB JOCTYIA U
00BEKTOB IOCTyIa B BUPTYaIbHON MHPPACTPYKTYpE, B TOM
yycle  aAMHHHCTPAaTOPOB  YINPABICHUS  CPEICTBAMH
BHPTyaIH3aliH

3CB.2

VYnpaBneHue OOCTYNOM CyOBEKTOB NOCTyNa K OOBEKTaM
JOCTyNa B BUPTYaJIbHOW WHQPACTPYKType, B TOM YHCIE
BHYTPH BUPTYaJIbHBIX MAIIUH

3CB.3

Peructpanmst coObITHII 0€30MACHOCTH B BHUPTYaIBHOU
nH(ppaCTPyKType

3CB.4

Vupasienue ((uipTpanus, MmapupyTusanusi, KOHTPOJb
COCIIMHEHHMS, OJIHOHANpPABJICHHAsl Tepejiaya) MOTOKAMH
WHPOPMAIIUK ~ MEXAy  KOMIIOHGHTAMH  BUPTYaJbHOM
WH(PPACTPYKTYpPbI, a TaKKe MO TMEePUMETPY BHUPTYaIbHON

WH(PPACTPYKTYPBI

3CB.5

HoBepeHHass  3arpy3ka  CEpBEpPOB  BUPTyaJH3alluH,
BUPTYaJIbHOM MaIIuHbI (koHTeliHEpa), CEpBEPOB
yIpaBlieHUs BUPTYyaIH3aLlueH

3CB.6

YHpaBHeHI/Ie MEPEMECIICHUEM BUPTYAJIbHBIX MalllnH
(xoHTeliHEPOB) M 0O6pabAaTHIBAEMBIX HA HUX JaHHBIX

3CB.7

KonTtponp nenocTHocTH BUPTYaIbHOH HHOPACTPYKTYpPHI U
ee KoHpUrypauuii

3CB.8

PesepBHoe  KommpoBaHWE  JAaHHBIX, pPE3epBHPOBAaHUE
TEXHUYECKHUX CpPEICTB, MPOrpaMMHOTO OOecTiedeHHs
BHPTYaIbHON HH(PACTPYKTYpHI, a TakXKe KaHaJOB CBI3H
BHYTPH BUPTYaIbHOW HHPPACTPYKTYPHI

3CB.9

Peamu3anuss u ynpaBlieHHE aHTHBUPYCHOM 3alUTOM B
BUPTYaJIbHOM HHPPACTPYKTYpE

3CB.10

Pa3Ouenmne BupTyanpbHON HHPPACTPYKTYPHl Ha CETMEHTHI
(cermenTHpOBaHHE BHPTYadbHOU WH(PACTPYKTYPHI) LIS
00paboTKH WH(OPMAIMKM OTACTBHBIM IOJIb30BATEIEM H
(nnm) TpymIoii mosk30BaTeNCH

~—

XII. 3amura Texanyeckux cpeacts (3TC

3TC.1

3amuTta wHQOpManuH, o0padaTHIBAEMOW TEXHHYECKUMH
CpPEICTBaMH, OT €€ yTEUKH 110 TEXHUIECKUM KaHaiaM

3TC.2

Opranuzaius KOHTPOJIUPYEMOM 30HbI, B TIpeJierax KOTOpOoit
MOCTOSTHHO ~Pa3MEIIAl0TCsS  CTAllMOHAPHBIC TEXHUUYECKUE
cpenacTtra, oOpabarbiBaroline HH(OPMAIUIO, U CPEIACTBA
3alUThl MHpOPMAIMK, a TaKKe CPEeICTBAa OOCCICUCHHS
(hyHKIIMOHUPOBAHUS

3TC.3

11.11.2024

Konrpone u ympaBnenue ¢QuinyeckuM JOCTYNOM K
TEXHUYECKUM CpeJICTBaM, cpeacTBam 3aIUTHI
nHpOpMALUH, CpeacTBaM o0ecrieueHust
(YHKIMOHUPOBAaHUS, a TakkKe B TOMCHICHUS H

Cuctema F'APAHT

20




Mpuka3 ®egepanbHON Cryx0Obl MO TEXHUYECKOMY M SKCMOPTHOMY KOHTporto oT 11 deBpans 2013 r. N 17 "O6

COOpPYKECHUH, B KOTOPBIX OHH YCTaHOBJICHBI,
HWCKJIIIOYAIOIINe HECAHKIIMOHUPOBAHHBIN (br3ugeckmit
JIOCTYTI K cpeacTBaM 00pabOTKM WH(OOPMAIIMH, CPEICTBaM
3aIUTHl  WHQOpPMAIMH ®  CPEACTBAM  OOCCIICUCHUS
(yHKIIMOHUPOBAaHUS ~ WH(GOPMAIMOHHOW  CHCTEMBI U
MTOMEIIEHHS U COOPYKEHHUS, B KOTOPBIX OHH yCTaHOBIIEHBI

3TC.4

Pasmemienne  yctpoiictB  BbIBoja  (0TOOpaskeHwMs)
uH(pOpMaIMK, UCKIIOYAIONIee e¢ HEeCAaHKIMOHUPOBAHHBII
HPOCMOTP

3TC.5

3ammra OT BHENIHMX  Bo3aeicTBuil  (Bo3meicTBuiA
OKpYy Karoei cpenpl, HECTaOMJIBHOCTHU
ANIEKTPOCHAOXKEHUS,  KOHAWIIMOHUPOBAHUS M  WHBIX
BHEIHUX (haKTOPOB)

XI1.3

aruTa HHPOPMAIIMOHHOM CHCTEMBI, €€ CPEJICTB, CUCTEM CBs3M  nepenaun aaHubix (3MC)

3UC.1

Pasnenenve B wHpoOpManMoHHOW cucteme (QYHKIUH 110
yhpaBieHu0 (aIMUHHCTPUPOBAHHIO) HH(POPMAIIMOHHOMN
CHCTEMOH, YIPaBICHUIO (aAMUHUCTPUPOBAHUIO) CUCTEMOI
3ammTel  WHpOpMauWW, QYHKOMA 1m0  00paboTKe
WHpOpPMaMK W WHBIX QYHKUUH  WHPOPMAIMOHHOM
CHCTEMBI

+

31C.2

[IpenoTrspamienue 3aJePKKH WIn IIpEephIBaHUS
BBIMOJIHEHUSI TIPOLECCOB C BBICOKMM IPUOPUTETOM CO
CTOPOHBI ITPOLIECCOB ¢ HU3KUM IPUOPHTETOM

3UC.3

Obecnieuenne 3ammThl  HHGOPMAMKM OT  PACKPBITHS,
Moau(UKaLUN u HaBSI3bIBAHUS (BBOma  JIOKHO#M
uHpopmariim) npu ee nepeaade (MOArOTOBKE K Irepeaye)
[0 KaHaJlaM CBA3M, HMEIONIMM BBIXOJI 3a IIPEIeibl
KOHTPOJIMPYEMOH 30HBI, B TOM 4YHCIE OECIPOBOIHBIM
KaHaJlaM CBS3U

3UC.4

ObecrieueHre JOBEpEHHBIX KaHaja, MaplLIpyTa MExXIy
aJIMUHHCTPATOPOM, TIOJIB30BaTENIEM U CPEJCTBAMH 3alUThI
uapopmarun (GyHKIMIMA 6E30IIaCHOCTH CPECTB 3alUThI
uHpopmarum)

3UC.5

3anpeT HECAHKUMOHUPOBAHHON yNaJe€HHOM aKTUBaLUU
BHJICOKaMep, MHKPOPOHOB U WHBIX MepUPEPUHHBIX
YCTPONCTB, KOTOPHIE MOTYT aKTHUBHPOBATHCA YAAIECHHO, U
OMOBEIICHUE TMOJIb30BaTeNield 00  aKTUBallUUu  TaKuX
YCTPOWCTB

3UC.6

Ilepemaya ©  KOHTPONB  IIEJOCTHOCTH  aTpuOyTOB
OesomacHocTH  (METOK  G€30MacHOCTH), CBS3aHHBIX C
nHpopMare, mpu oOMmMeHe wuHGOPMAIUEH C WHBIMH
MH()OPMAMOHHBIMU CUCTEMaMH

3UC.7

Kontpons CaHKIIMOHUPOBAHHOTO H HCKJIIOUCHUE
HECAaHKIIMOHUPOBAHHOTO  HWCIIOJIb30BAaHUS  TEXHOJOTHUU
MOOMJIBHOTO KOJa, B TOM 4YHCJIE pPErucTpanus COOBITHH,
CBSI3aHHBIX C MCIIOJB30BAHHEM TEXHOJIOTMH MOOMIIBHOI'O
KOJla, WX aHaIW3 W pearnpoBaHWE Ha HAPYIICHUSA,
CBSI3aHHBIE C HKCIIOJIL30BAHMEM TEXHOJOIMH MOOMIIBHOI'O
Kozja

3UC.8

11.11.2024

Kontpons CaHKLMOHUPOBAHHOIO U HCKITIOUCHUE
HECAaHKLIIMOHMPOBAHHOTO  MCIOJIb30BAHUS  TEXHOJIOTUI
nepesayd peud, B TOM YHCJIE PErHCTpanus COOBITHH,
CBSI3aHHBIX C MCIOJIb30BAHUEM TEXHOJIOTMH Tiepeaadu
peyd, UuX aHadu3 W pearupoBaHUWE Ha HapylUIeHUs,
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CBSI3aHHEBIC C MCIIOJIH30BAaHUEM TCXHOJIOTHit nepeaadu peuun

31C.9

KonTposns CaHKIMOHUPOBAHHOU U HCKIIIOUEHHUE
HECaHKLUMOHUPOBAHHOW Iepefaynl BUACOWH(POPMALUH, B
TOM YHCJIE PETUCTPaLUs COOBITHIA, CBI3aHHBIX C Iepenaveit
BUACOMH(OpMAMM, WX aHAIW3 M pearupoBaHue Ha
HapyIIEHHUs, CBA3aHHBIE C Tiepeaadyell BUIeOnHPOPMaIUK

31C.10

[ToaTBepkneHme TIPOUCXOXKICHUS HCTOYHHUKA
nHpOpMaIHK, TOJydaeMOH B TMpoIecce ONpeAcIICHUs
CETEBBIX aJPECOB IO CETEBHIM WMEHAM WM OMpeAeIICHHs
CETEBBIX UMEH II0 CETEBEIM ajipecam

31C.11

OOecrnieueHre  MOMIMHHOCTH  CETEBBIX  COEAMHEHUH
(ceaHcoB B3aMMOJEHCTBHUS), B TOM YHCJE IS 3alIUTHI OT
MOJIMEHBI CETEBBIX YCTPOUCTB U CEPBUCOB

31C.12

HckmroueHne BO3MOXHOCTH OTPHULAHUS IOJIb30BATEIIEM
(axTa OTIIPaBKU HHPOPMALIMH APYTOMY HOJIb30BATEIIO

31C.13

HckmioyeHne BO3MOXHOCTH OTPUI@HHS MOJB30BaTENIEM
(bakTa noxydeHns nHGOPMAIIH OT IPYTOTo MOIH30BATEN

31C.14

Hcronp30BaHne yCTPOWCTB TEPMHHAIBHOTO JOCTYIA IS
00paboTKN HHPOPMALIUH

31C.15

3ammra apXWBHBIX (ailyioB, NapamMeTpoB HACTPOHKH
cpeicTB  3amUThl  MHQOpMANMM M MPOrPaAMMHOTO
o0ecrieueHUs] W HWHBIX J@HHBIX, He MOJUIekKAIINX
M3MEHEHHIO B TIporiecce 00paboTku nHpopMaImm

3UC.16

BrusiBnenue, ananus u 6J0KHpOBaHHE B WHPOPMALIMOHHOMN
CHCTEME CKPBITBIX KaHaJOB Iepedayn HHopManuu B
00X0Jl pealM30BaHHBIX Mep 3allUThl WHPOPMALUH WIIH
BHYTPH pa3pelIeHHBIX CETEBbIX MPOTOKOJIOB

3UC.17

Pa3buenne wHGOPMAIMOHHOW CHCTEMBI Ha CETMEHTBI
(cermenTupoBaHne  WH()OPMAIMOHHOW  CHCTEMBI) U
obecrieueHue 3aIHUTHI MEPUMETPOB CErMEHTOB
HHPOPMAITUOHHON CUCTEMBI

31C.18

Obecnieuenne 3arpy3kd M HCIIOIHEHUS TMPOTPaAMMHOTO
obecrieyeHUs] € MAIIMHHBIX HOCHTENeH uH(popMauy,
JIOCTYTHBIX TOJBKO JJISI YTEHUS, © KOHTPOJIb IEIOCTHOCTH
JAHHOTO IIPOTPaMMHOT0 00eceyeHns

3UC.19

W3onmsanust  mporieccoB  (BBIMOJIHEHHWE  MPOrpaMM) B
BBIJICTICHHOM 00JIACTH MaMsATH

3UC.20

3ammTa OECIPOBOIHBIX COCIWHCHWN, NTPHUMCHIEMBIX B
nH(pOPMAITMOHHON CHUCTEME

3UC.21

Uckmouenne noctyma monp3oBarenss K HHGOpManuy,
BO3HMKIIEM B pe3ysbTare JEUCTBUN  HPEABLAYIIErO
[IOJIB30BATENSI 4YEPE3 PEECTPbl, OINEPATUBHYK) IaMSATh,
BHEIIHHE 3alIOMHHAIONINE YCTPONCTBA U MHBIE 00IIMe IS
MoJIb30BaTeleit pecypchl HHQOPMAIIMOHHOW CHCTEMBI

31C.22

3ammra  MHQOPMALMOHHOW  CHUCTEMBI  OT  YIpoO3
Oe3onacHocTH HMH(OpManMu, HalpaBJIeHHBIX Ha OTKa3 B
00CITy>KUBaHUU UH(POPMALIMOHHON CHCTEMBI

3UC.23

Bammra mepuMmerpa (pusuuecKux © (M) JOTHYECKHX
rpasmi;)  WHGOPMAIMOHHONM  CHCTEMBI  TNIPH €€
B3aMMOJICHCTBUY C MHBIMUA HH()OPMAIIMOHHBIMH CHCTEMaMHU
1 UHPOPMAITMOHHO-TEICKOMMYHUKAIIMOHHBIMH CETSIMU

3UC.24

11.11.2024
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WU 0 WCTEYCHHUH 3aJaHHOTO OIEPaTOpOM BPEMEHHOTO
WHTEpBaIa HEAKTUBHOCTH CETEBOTO COCTMHCHHUS

3UC.25

Hcnonb3oBanne B HMHGOPMAIIMOHHON CHCTEME WIH ee
CerMEHTaX  pPa3IMYHBIX  TUMOB  OOLIECHCTEMHOTO,
MPUKIITHOTO u CIICIMAIEHOTO MPOrPaMMHOTO
obecrnieyeHus (Co31aHUE TETEPOTCHHON CPEIbl)

31C.26

Hcnons3oBanue IIPUKIATHOT'O " CIICIMaJIbHOT O
IIporpaMMHOIO OGCCHC‘ICHI/IX, HMCIOIINX BO3MOXHOCTH
(I)YHKI_II/IOHI/IPOBaHI/IH B Cp€aax pas3jIMYHBIX ONCPAIMOHHBIX
CUCTEM

3UC.27

Co3nanne (IMyJIAIMS) JTOKHBIX HHOOPMAIIMOHHBIX CHCTEM
WIM WX  KOMIIOHEHTOB,  TNpPEJHA3HAYEHHBIX IS
oOHApy)KeHHUs, pPErucTpalii ©  aHajgu3a JICHCTBUM
HapymmTele B Tpolecce  peaju3alii  yrpo3
Oe3omacHOCTH HHGOPMAITHH

3UC.28

BocnponsBenenue JIOKHBIX W (WIM) CKPBITUE HCTUHHBIX
OT/CNBHBIX WH(POPMALMOHHBIX TEXHONOTWH U  (Win)
CTPYKTYPHO-(PYHKIHOHATBHBIX XapaKTEPUCTUK
WHPOPMAIIMOHHON  CHCTEMBI  WJIM €€  CerMEHTOB,
o0ecrieunBaroliee HaBA3BIBAHUE HAPYIIUTENIO JIO)KHOTO
MpelCTaBIeHUus] 00  HMCTHHHBIX  WH()OPMAIMOHHBIX
TeXHONOTHAX ©  (WIH) CTPYKTYPHO-(QYHKIHOHAIBHBIX
XapakTepUCTUKaX MHOOPMAIMOHHONW CHCTEMBbI

3UC.29

[TepeBon MH(MOPMAIIMOHHON CHUCTEMBI WIIM €€ YCTPOWCTB
(KOMITOHEHTOB) B 3apaHee ONMpPEACICHHYI0 KOH(UTYPaLHIO,
o0ecreunBaloNIyo 3aluTy HMH(QOpMAIMH, B Cllydae
BO3HMKHOBCHHU OTKa30B (cCOOEB) B CHCTEME 3allUThI
HHPOpPMaH HHPOPMAIIMOHHON CUCTEMBI

31C.30

3ammra MOOMIBHBIX TEXHUYECKUX CPEACTB, MPUMEHIEMBIX
B UH(QOPMAIIMOHHOH cUcTEME

"+" - Mepa 3amuTHl WHPOPMAIUKM BKJIOUEHa B 0a30BBI HaOOp Mep JAJsl COOTBETCTBYIOIIEro Kiacca
3alUIICHHOCTH NHPOPMALTMOHHON CUCTEMEL.

Meps 3amuTel nHGOpMAIH, He 0003HaYECHHBIE 3HAKOM "+", IPUMEHSIOTCS TIPU aanTaiud 0a30BOro

Habopa Mep W YTOYHCHHHM aIalTHPOBAaHHOTO 0Oa3oBOro Habopa Mep,

a Takke Tpu pa3paboTke

KOMIICHCHUPYIOINX MEP 3allUThL I/IH(I)OpMaI_II/II/I B HH(i)OpMaLIPIOHHOfI CHUCTEME COOTBETCTBYIOLIETO KJlacca

3aIUIIEHHOCTH.
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