IIpuka3 ®PegepajibHOM CIY:KOBI 10 TEXHUYECKOMY M IKCIIOPTHOMY KOHTPOJIIO
ot 14 mapra 2014 r. N 31
"O0 yrBepxkaenun TpeGoBaHuil k 00ecre4eHHIO 321U THI HH(POPMALMU B ABTOMATU3HPOBAHHBIX
CHCTEMAaX YIIPABJICHUS IPOU3BOACTBEHHBIMH H TEXHOJIOTMYECKMMHU MPOLECCAMH HA KPUTHYECKH
BAa’KHBIX 00bEKTAaX, NOTCHUHAJIBHO ONIACHBIX 00BEKTAX, 2 TAKKe 00bEeKTaX, NPeICTABIAILINX
NOBBIIIEHHYI0 ONIACHOCTD /LISl KU3HH M 310POBbS JIK0/lell U /151 OKpY:Kalolleil NpupoaHoii cpeabl"

B cootrBerctBun ¢ Ilonoxkennem o DenepanbHON Ciayx)0e MO TEXHHYECKOMY M IKCIIOPTHOMY
KOHTPOJIIO, yTBEp)KAeHHbIM Yka3oM lIpesunenta Poccuiickoit @enepaunn or 16 aBrycra 2004 r. N 1085
(Cobpanue 3akoHomarenscTBa Poccuiickoit @eneparuu, 2004, N 34, ct. 3541; 2006, N 49, ct. 5192; 2008,
N 43, ct. 4921; N 47, ct. 5431; 2012, N 7, ct. 818; 2013, N 26, ct. 3314; N 52, ct. 7137), npuka3biBao:

YTBepauth  mpwiaraembie  IpeOoBaHusT K oOecmeyeHWI0  3amuThl  WHpOpMamuu B
aBTOMATH3WPOBAHHBIX CHUCTEMax YIPABJICHUS MPOU3BOJICTBEHHBIMU M TEXHOJIOTMYECKHMHU MPOIIECCaMH Ha
KPUTUYECKH BAXKHBIX OOBEKTax, MOTCHIIMAILHO OMACHBIX OOBEKTaX, a TaKkKe O00BEKTaX, MPEACTABISIONINX
MOBBINICHHYIO OTIACHOCTD JIJIsI )KU3HU | 3[I0POBbS JIIOACH U JIJIs1 OKPYKAIOIIEH MPUPOAHON CPEIBI.

[upekrop
®denepanbHON CITyKObI IO TEXHUYECKOMY
Y DKCIIOPTHOMY KOHTPOJIIO B. Cenun

3apeructpupoBano B Muntocre PO 30 urons 2014 .
Peructpaunonnsiii N 32919

TpedoBanus
K o0ecre4eHH 0 321U Thl MH(POPMALMU B ABTOMATU3HPOBAHHBIX CHCTEMAX YIIPABJICHUS
NPOU3BOACTBEHHBIMHU M TEXHOJOTMYECKUMH MPOLECCAMH HA KPUTHYECKH BAKHBIX 00bEKTAaX,
NMOTEHIHAJIBHO ONACHBIX 00bEKTAX, a TAKAKe 00beKTaX, IPEACTABISIIMX NOBBIIIEHHYIO OIIACHOCTH
JJISL 5KU3HU U 3[10POBbS JIKOAEH U VISl OKPYKAKOLIEil PUPOAHOH Cpeabl
(yTB. npukazom ®enepajbHoi CJIyKObI 10 TEXHUYECKOMY M IKCIIOPTHOMY KOHTPOJIIO oT 14 mapra
2014 . N 31)

I. O01Iue mos0KeHUS

1. B HacTosmemM ITOKyMEHTE YCTaHABIMBAIOTCS TPeOOBaHUS K 00ECHEYSHMIO 3alIUThl MH(POPMAIIHH,
00paboTKa KOTOPOH OCYIIECTBIISAETCS aBTOMATU3UPOBAHHBIMU CHCTEMAaMH YTIPABICHUS TPOU3BOACTBEHHBIMH
¥ TEXHOJIOTHUYECKUMH TPOLIECCaMH Ha KPUTUYECKH BAXXHBIX 00BEKTaX, MOTEHIMATBHO OMACHBIX OOBEKTaXx,
00BbeKTax, MPEACTABISIOMNX MOBBIICHHYIO OMACHOCTD JUISl KM3HU M 37I0POBBS JIIONEH U JUIS OKpYXKAroIIeH
IOPUPOIHON Cpedpbl (Janee - aBTOMATU3UPOBAHHBIE CHUCTEMBI YIPaBIICHHs), OT HEMPABOMEPHOIO JIOCTYTIA,
YHUYTOXCHUS, MOAU(UIIMpOBaHUs, OJIOKHPOBaHMSA, KOIMUPOBAHUS, NMPEAOCTABICHHS, PACIIPOCTPAHEHHUS, a
TaKXXe WHBIX HEIIPABOMEPHBIX ACUCTBHI B OTHOIIEHUH TAaKOH MH(OpMAIMU, B TOM YHUCIE OT 1EeCTPYKTUBHBIX
MH(QOPMAIIMOHHBIX BO3ICHCTBUM (KOMIBIOTEPHBIX aTak), CIEICTBHEM KOTOPBIX MOXKET CTaTh HapylIeHHe
(YHKIIMOHUPOBAHUS aBTOMaTU3UPOBAHHOM CUCTEMBI yIIPaBICHHUS.

Hactosimuue TpeOoBaHusl NPUMEHSIOTCS B Cly4yae MNPUHATHS BIaJeblleM aBTOMAaTH3MPOBAHHOMN
CUCTEMbl yOpaBJICHMsI pelieHuss o0 obecrnedeHuH 3auuThl  HHpOpManuu, o00paboTKa KOTOpOH
OCYIIECTBIISIETCSl 3TOM CHCTEMOM M HapylleHHe Oe30MacHOCTH KOTOPOW MOMKET MPUBECTU K HAPYLICHHIO
(GYHKIIMOHMPOBAHMS aBTOMAaTU3UPOBAHHON CHCTEMBI YIPABICHHUS.

B cnyyae HeoOXOAMMOCTH HpHUMEHEHHE KPHUNTOrpapuuecKHX METOAOB 3allluThl MH(OpManuu u
U PPOBANIbHBIX (KpUNITOrpagUUeCKUX) CPEICTB 3alIUThl MHPOPMALIUK OCYILIECTBISETCS B COOTBETCTBUU C
3aKkoHozAarebcTBOM Poccuiickoint denepanuu.

2. Hacrosimue TpeGoBanus HanpaBieHbl HAa o0ecnieyeHre (PyHKIIMOHUPOBAHNS aBTOMaTU3UPOBAHHOMN
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CUCTEMbl YMPAaBIEHUS B IITATHOM pPEXHUME, MPU KOTOPOM O0OECTeYnBaAETCs COONIOEHUE MPOEKTHBIX
NpEesioB 3HAYCHWH MapaMeTpOB BBHIMOIHEHUS IIeNIeBbIX (YHKIMNA aBTOMATU3UPOBAHHOW CHUCTEMBI
yVIpaBJIeHUsS B YCJIOBHUAX BO3ICHCTBHS yrpo3 0e30MacHOCTH WHGOpPMAIMH, a TakKe Ha CHIDKEHHE PHCKOB
HE3aKOHHOTO BMENIATEIhCTBA B MPOIECCHl ()YHKITMOHHUPOBAHUS aBTOMATU3MPOBAHHBIX CUCTEM YIIPABJICHUS
KPUTUYECKH BaXKHBIX OOBEKTOB, TOTCHIMAIBLHO OMACHBIX OOBEKTOB, OOBEKTOB, MPEACTABISIONINX
MOBBIIIEHHYIO OMACHOCTb ISl KU3HHM M 3[I0POBbS JIIOACH W U1 OKpYKAaroueld MPUPOIHON Cpelbl, B TOM
YHCJIe OIACHBIX IPOU3BOJCTBEHHBIX OOBEKTOB (Hayiee - ympaBisieMble (KOHTPOJIHUPYEMBIE) OOBEKTHI),
0€30MacHOCTh KOTOPBIX 00ECIEYMBACTCS B COOTBETCTBHH C 3aKOHOAATeNbcTBOM Poccuiickoit denepamnu o
0e30macHOCTH OOBEKTOB TOIUIMBHO-IHEPTETUYECKOTO KOMILJIEKCA, O TPAHCIOPTHOW Oe30macHoCTH, 00
WCIIOJIb30BAaHUM aTOMHOW SHEPTUH, O MPOMBINUICHHON O€30MacHOCTH OMACHBIX MPOW3BOICTBEHHBIX
00BEKTOB, 0 OE30MACHOCTH TUAPOTEXHUYCCKUX COOPYKCHHH M MHBIX 3aKOHOAATEIBHBIX akTOB Poccuiickoi
denepaum.

3. JeiictBue HacTOSIMIMX TpeOOBAaHUN PaACIPOCTPAHAECTCS Ha aBTOMATU3UPOBAHHBIE CHUCTEMBI
yIpaBJieHHs, 00eCleunBaoNMe KOHTPOIb W YIPaBIECHHE TEXHOJIOTMYECKUM W (WJIHM) MPOU3BOICTBEHHBIM
o0opynoBaHNEM (KCIIOJIHUTEIbHBIMH YCTPOWCTBAMU) M pPEaM30BaHHBIMU Ha HEM TEXHOJIOTMYECKUMU U
(u1n) TpOW3BOACTBEHHBIMHM MPOLECCaMU (B TOM YUCIE CUCTEMBI IUCIETYEPCKOTO YIPaBICHUS, CUCTEMbI
coopa (mepemayu) IaHHBIX, CHCTEMBI, IIOCTPOEHHBIE HA OCHOBE NPOTPAMMHPYEMBIX JIOTHYECKHUX
KOHTPOJIJIEPOB, PACIPEACIICHHbIE CHUCTEMbI YIIPABJICHMS, CUCTEMbl YIPABICHHUS CTAaHKAMHU C YHUCIOBBIM
MPOTPAMMHBIM YIIPABICHUEM ).

4. Hacrosimue TpeOoBaHus TpeqHa3HAYCHBI NS JIMI, YCTAHABIWBAIOIIUX TPEOOBAaHUS K 3alUTE
nH(OpPMAIIMK B aBTOMAaTU3UPOBAHHBIX CHCTEMax YIIpaBJICHHS (Jajnee - 3aKa3uuK), JIUI, 00eCIedrnBaIONTUNX
AKCIUTyaTal[Mio aBTOMAaTU3UPOBAHHBIX CUCTEM YIIPaBJICHHUS (J1aJiee - Oneparop), a TakKe JIUI, IPUBIECKAEMbIX
B COOTBETCTBHH C 3aKOHOJATeNbCTBOM Poccwuiickoit ®Denepanid K TPOBEACHHUIO PabOT MO CO3JaHUIO
(IpOEKTUPOBAHUIO) AaBTOMATU3UPOBAHHBIX CUCTEM YIIpaBieHUA M (WJIM) HUX CHUCTEM 3alluThl (Iajee -
pa3paboTYHK).

5. Ilpu 0o0paboTke B aBTOMATU3UPOBAHHON CHUCTEME YIpaBieHHUs WH(GOPMAIUU, COCTaBISIONICH
rOCyJapCTBEHHYIO TaiiHy, €€ 3aluTa 00eCleurnBaeTcs B COOTBETCTBHM C 3aKOHOAATEIhCTBOM Poccuiickoii
denepanyiv 0 roCy1apCTBEHHOM TailHE.

6. 3amura wHbOpPMALMM B aBTOMATHU3WPOBAHHOW CHCTEME YIPABICHUS OOECIEUYUBACTCS IyTEM
BBITIOJTHEHUS 3aKa3YMKOM, OTIEPAaTOPOM U pa3pabOoTUHKOM TpeOOBaHUM K OpraHu3aliy 3aIUThl HH)OpMaLK
B aBTOMAaTH3MPOBAHHOW CHCTEME YMpaBleHUs M TpPeOOBaHMI K MepaM 3aluThl HHOpManMK B
ABTOMATU3UPOBAHHOM CUCTEME yIIPABICHUSI.

I1. TpeOoBaHusi K OpraHu3anuy 3alUTHI HH(pOPMALMHY B aBTOMATU3MPOBAHHOM CHCTEeMe yIpaBJIeHHUS

7. ABTOMaTH3MpOBaHHAS CUCTEMa YIIPABJICHHUS, KaK TIPABHUIIO, HMEET MHOTOYPOBHEBYIO CTPYKTYPY:

yYPOBEHB OTEPATOPCKOTO (AUCTIETUEPCKOTO) YIIpaBiICHUS (BEpXHUI YPOBCHB ),

ypOBEHb aBTOMAaTHYECKOTO yIpaBIeHUs (CpEIHUI YPOBCHbD);

ypOBEHb BBOZA (BBIBOJIA) JAHHBIX, UCIIOJIHUTEIBHBIX YCTPOUCTB (HMKHUH (TI0JIEBOM) YPOBEHBD ).

ABTOMaTH3UPOBAaHHAS CUCTEMA YIIPABICHUS MOXET BKJIIOYATh:

a) Ha YPOBHE OIEePaToOPCKOro (IUCIETUYEPCKOT0) yIPaBICHUS:

orepaTopckue  (AMCIETYEpPCKUE), HMHKEHEpPHbIE  aBTOMATHU3MpPOBaHHbIE  paboune  MecTa,
npomeliieHHbie cepBepbl (SCADA-cepBepbl) ¢ yCTaHOBIEHHBIM Ha HUX OOIIECHCTEMHBIM M MPUKIIATHBIM
MIPOrpaMMHBIM OO€CIIeUeHHEM, TEJICKOMMYHUKAIMOHHOE 000pyAOBaHHE (KOMMYTATOPBI, MapUIPyTH3aTOPBI,
MEXCETEBbIE SKPaHbl, THOE 000PYI0BaHHE), a TAKXKE KaHAJIbI CBA3H;

0) Ha ypOBHE aBTOMATHYECKOTO YIIPaBICHUS:

MPOrpaMMHUpyEeMbI€ JIOTUUECKHUE KOHTPOJUIEPHI, MHBIE TEXHHUYECKHUE CPEACTBA C YCTAaHOBICHHBIM
MIPOrpaMMHBIM 00ECIIEUeHUEM, MOTYYalolue JaHHbIE C HUKHETO (TI0J€BOr0) YPOBHS, IEPEIAIOIIUe JaHHbIE
Ha BEpPXHHUM YpOBEHb MJIA TPHUHATUS PEHICHHs IO YIPaBICHUIO OOBEKTOM U (WJIM) MPOIECCOM H
dbopMupyoIMe  yOpaBiIAOMIMEe  KOMaHIbl  (YOpaBiAoOINyI0  (KOMaHIHYI0)  HMHQOpMAIUIO) A
WCIIOJIHUTEIBHBIX YCTPOMCTB, a TaK)Ke MPOMBIILIIEHHAs! CETh NIepelaun JaHHbBIX;

B) Ha ypOBHE BBOJA (BBIBOJIA) TAHHBIX (MCIIOJIHUTEIIBHBIX YCTPOUCTB):
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JaTYUKH, UCTIOTHUTENbHbIE MEXaHU3Mbl, UHbIC allllapaTHbIC YCTPONCTBA C YCTAHOBJICHHBIMU B HUX
MHUKpPOIPOrpaMMaMH U MaTUHHBIMHU KOHTPOJIEpaMHU.

KonnyecTBo ypoBHEH aBTOMAaTH3MPOBAHHON CHUCTEMBI YNPABICHUS U €€ COCTaB Ha KaXJAOM W3
YPOBHEM 3aBUCUT OT Ha3HAUEHHUS aBTOMATU3UPOBAHHOMN CUCTEMBI YIIPABICHUS U BBIMOIHIEMBIX €0 1IEJIEBBIX
¢bynkiuii. Ha kaxaoMmM ypoBHE aBTOMAaTU3MPOBAHHON CHCTEMbl YNpaBICHUS MO (PYHKIHMOHAIBHBIM,
TEPPUTOPUATILHBIM WJIA UHBIM MPU3HAKAM MOTYT BBIIEISATHCS AOMOIHUTEIbHBIE CETMEHTHI.

B aBromaru3upoBaHHOI cucTeMe yIpaBlieHNs: 00bEKTaMU 3allUThI SIBISIFOTCS:

uHpopmanus (TaHHBIE) O TapaMeTpax (COCTOSHUM) yIPaBIIeMOro (KOHTPOJIUPYEMOTO) OOBEKTa UITU
nporiecca (BxoaHasi (BbIXOAHAs) WHQopMaIus, yrpasisiionias (KoMaHaHas) WHGOpMaIus, KOHTPOJILHO-
U3MepuTenbHas HHPOpMAIUsl, HHAST KPUTHUECCKU BaxkHas (TEXHOJIOTrn4ecKas) HHGOpMaIus);

MPOTrPAMMHO-TEXHUUECKUH KOMIUICKC, BKJIIOUAIOIINNA TEXHHYECKHUE CpelACTBAa (B TOM YHCTE
aBTOMAaTH3WPOBAaHHBIE paboure MecTa, MPOMBIIICHHBIE CEPBEPHI, TEIEKOMMYHUKAIIMOHHOE 000pYyIOBaHUE,
KaHallbl  CBSI3M, MPOTPAMMHUpPYEMBbIC JIOTHYECKHE KOHTPOJUIEPHI, HWCIOJHUTEIbHBIC YCTPOMCTBA),
mporpaMMHoe obOecrieueHre (B TOM YHUCIIE MHKPOIPOTPaMMHOE, OOIIECHCTEeMHOE, MPHUKIAIHOE), a TaKXKe
CpEeICTBA 3alUThl HH()OPMAIIHH.

8. 3amuTa uHpOpPMAIIMU B aBTOMAaTU3UPOBAHHOM CUCTEME YIIPABJICHHUSI SBISIETCS COCTABHOM YaCThIO
paboT mo co3maHuio (MOIEPHU3ALMU) M DKCILTyaTalldd aBTOMATH3WPOBAHHOW CHCTEMbl YIMPABICHHUS H
oOecreynBaeTCs Ha BCEX CTAIUAX (dTamax) ee CO3/IaHus U B XO/I€ IKCILTyaTaIiu.

3amura vHPOpPMAIIUU B aBTOMATU3UPOBAHHON CUCTEME yNPABIEHUS JOCTUTAETCS MyTEeM MPUHSATHUS B
paMKax CHCTEMBI 3aIIUThl ABTOMAaTU3UPOBAHHON CHCTEMBI YIIPABJICHUSI COBOKYITHOCTA OPTaHU3alMOHHBIX U
TEXHUYECKUX MEp 3alluThl WH(OpPMAINM, HAMpPaBIECHHBIX HA OJOKMPOBaHHME (HEUTpAIU3alUI0) YTpo3
Oe3omacHOCTH WMH(MOpPMALMK, peanu3anus KOTOPBIX MOXET MPUBECTH K HAPYIIEHUIO IMITATHOTO PEXHUMa
(YHKIIMOHMPOBAHUSI ABTOMATU3UPOBAHHOW CHUCTEMBI YMPABICHUS U YMOPABIAEMOTo (KOHTPOJIUPYEMOTO)
oObeKkTa U (W) MpoIecca, Ha JIOKATU3AINI0 U MUHUMU3ALMIO TOCIEACTBHI OT BO3MOXKHOU peann3anuu
yrpo3 Oe3omacHocTd  WHGOpPMALMM, BOCCTAaHOBIEHHWE INTATHOTO peXHMa  (PYHKIMOHUPOBAHUS
aBTOMATHU3WPOBAHHON CUCTEMBI YIIPABICHUS B CIy4yae pealu3aly yrpo3 6e30nacHOCTH UH()OpMAIIIH.

[IpuHMaemMbie OpraHnU3alMOHHbBIE U TEXHUUECKUE MEPHI 3alTUThI HH()OPMALINN:

JOJKHBI 00€cTIeYnBaTh IOCTYITHOCTh 00pabarbiBaeéMoil B aBTOMaTU3MPOBAHHON CUCTEME YIIPABICHUS
nHpopManuK (MCKIIOYCHUE HEPABOMEPHOTO OJIOKMPOBaHUS MH(OPMAINH), €€ IETOCTHOCTh (MCKITIOUCHHE
HEMPAaBOMEPHOTO YHHYTOKEHUS, MOAM(HUIMpOBaHUS WHPOpPMAIMK), a Takke, NPH HEOOXOTUMOCTH,
KOH(DUIEHIMATBFHOCTD (MCKIIOYEHHE HETMPaBOMEPHOTO JIOCTyMNa, KOMHUPOBAHUS, TMPEIOCTABICHUS WU
pacnpocTpaHeHus HHpopMaIum);

JOJHKHBI COOTHOCHTBCSI C MEpPaMU TI0 TPOMBIINUICHHONW, (PU3UYECKOM, TOXKAPHOU, IKOJIOTHUYECKOM,
paaranoHHON 0e30MacHOCTH, WHBIMH MEpaMH IO OOECIEeYCHHI0 OE30MacHOCTH aBTOMATHU3HPOBAHHOM
CHCTEMBI YIPABJICHHS U YIIPABIIEMOT0 (KOHTPOIMPYEMOT0) 00beKTa U (UJIH) MPOIECcca;

HE JIOJDKHBI OKa3blBaTh OTPHIATEIBLHOTO BIUSHUS Ha INTaTHBIA PEXUM (QYHKIIMOHUPOBAHUS
aBTOMAaTH3WPOBAHHON CUCTEMBI YIIPABICHUSI.

9. IlpoBenenue paboT 1Mo 3ammTe WHOOPMAIIMM B COOTBETCTBHM C HACTOSAIIUMHU TpeOoBaHUSIMU B
X0ole co3maHus (MOAEpPHHU3AIMH) W OKCIUTyaTallid aBTOMAaTHU3UPOBAHHOW CHCTEMBl  YIIPABJICHUS
OCYIIECTBIISIETCSl 3aKa3uMKOM, OmepaTopoM M (WiaM) pa3paboOTYMKOM CaMOCTOSITENIbHO W (WIM) TpHU
HEOOXOIMMOCTH C TIPUBJICUECHUEM B COOTBETCTBHU C 3aKoHOJATeNbcTBOM Poccuiickoit denepanmm
OpraHu3alyii, WUMEIONINX JHUICH3WI0 Ha JACSITEIbHOCTh MO TEXHHYECKOW 3aluTe KOHQHUIACHIMATbHON
uHbopMalu B cOOTBETCTBUM ¢ DenepanbHbiM 3akoHOM OT 4 mas 2011 . N 99-®3 "O nuueH3upoBaHUU
OoTAeNbHBIX BUAOB JaesitenbHOCcTH" (CoOpanue 3akoHOmarenbcTBa Poccmiickoit @enmeparuu, 2011, N 19,
ct. 2716; N 30, c1. 4590; N 43, cT. 5971; N 48, cT. 6728; 2012, N 26, cT. 3446; N 31, ct1. 4322; 2013, N 9,
cT. 874; N 27, ct. 3477).

10. Jlna oOecmeueHus 3amuThl MHPOpPMAIIMM B aBTOMATH3WPOBAHHOW CHUCTEME YIPaBICHUS
OMEepaTopoM HA3HAYaeTCsl CTPYKTypHOE MOJpa3/eieHue WIM JOJDKHOCTHOE JUIOo  (pabOTHUK),
OTBETCTBEHHBIC 32 3alIUTy UH(POPMAITIH.

11. B aBTOMaTHU3MpOBaHHON CUCTEME YTMPABICHUS MPUMEHSIIOTCS CPENCTBA 3allUThl MH(POpPMAINH,
MPOLIEAIINE OLEHKY COOTBETCTBHUS B COOTBETCTBUM C 3akKoHOHareslbCcTBOM Poccuiickon ®depepauuu o
TEXHUYECKOM PETYIUPOBAHUU.

12. Jlns oOecnedenusi 3amuThl WH(QOpMAlMM B aBTOMATU3UPOBAHHOM CHCTEME YIIPaBICHUS
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IIPOBOASATCS CIEAYIOIINE MEPOIIPUATHSA:
dbopMupoBaHue TpeOOBaHMM K 3alIUTe UHPOPMAIIMN B aBTOMAaTU3UPOBAHHOMN CHUCTEME YIIPABIICHHUS,
pa3paboTKa CUCTEMBI 3alIUTHl aBTOMAaTH3UPOBAHHON CUCTEMbI YIIPABICHUS;
BHEJIPEHUE CUCTEMbI 3aIUThl ABTOMAaTU3UPOBAHHOW CUCTEMbI YIIPaBJICHUS U BBO/I €€ B JICHCTBHUE;
oOecrieyeHre 3amuThl WHGOpPMAIMM B XOIE OKCIUTyaTalli aBTOMATH3HUPOBAHHON CHCTEMBI
yIpPaBIIEHUS;
oOecrnieyeHe 3alMThl UHPOPMALIUK TPH BBIBOAE M3 AKCIUIyaTallMd aBTOMATU3UPOBAHHOW CHCTEMBI
yIPaBJICHUS.

®opmupoBaHue TpeOOBaHHUIl K 3amuTe MHPOPMALMH B ABTOMATH3HPOBAHHOM CHCTEeMe YIIPABJIeHHSA

13. ®opmupoBanue TpeOOBaHUN K 3ammTe HWHGOPMALMM B aBTOMATU3MPOBAHHOM CHCTEME
YIIPaBJIEHUS OCYIIECTBISECTCS 3aKa34YUKOM.

dopmupoBaHrue TpeOOBaHHM K 3alIMTe MHPOPMAIMU B aBTOMATH3WPOBAHHON CHCTEME YIPaBICHUS
ocymectBisiercss ¢ yuerom [OCT P 51583 "3amwura wundopmaumu. [lopsmok — coszmanus
ABTOMATU3WPOBAHHBIX CUCTEM B 3antuiiieHHoM ucnoiaHeHnn. Oomme nonoxkerus” (ganee - FOCT P 51583),
I'OCT P 51624 "3amurta unHdopmanuu. ABTOMATU3UPOBAHHBIE CHCTEMbl B 3alIMIIEHHOM HCIOIHEHHH.
O6mue TpeboBanusa" (nanee - FOCT P 51624) u crangapToB opraHu3aliy U B TOM YHCII€ BKIIIOYAET:

MNPUHATHE pEHIeHUS O HEoOXOAUMOCTH 3alUThl MHGOPMalKWKd B aBTOMAaTU3WPOBAHHOW CHUCTEME
YIPaBIICHUS;

KJacCU(UKAIIMIO  aBTOMAaTU3UPOBAHHOW CHUCTEMBbI  YIpaBIEHHUs 1O TpeOOBaHUSAM  3allUThI
nH(popManuu (ganee - KjiaccuuKaIys aBTOMaTH3UPOBAHHON CUCTEMBI YITPaBJICHU);

onpezesnieHue yrpo3 0Oe3omnacHOCTH HMHGOpPMAllMK, pealu3alus KOTOPBIX MOXET TPUBECTH K
HapyUICHUIO IITAaTHOTO peXuMa (PYHKIMOHUPOBAHMUS aABTOMAaTHU3MPOBAHHOW CHUCTEMbl YIPABICHUA, U
pa3pabOTKy Ha UX OCHOBE MOJIEIHN YIrpo3 0€30MacHOCTH UH(POPMAIIHH;

omnpezeneHrne TpeOboBaHUN K CHCTEME 3allIUThl ABTOMATU3UPOBAHHOM CUCTEMBI YIIPaBJICHHSI.

13.1. Tlpu TpUHATHH pelIeHUs O HEOOXOTUMOCTH 3aIlUThl MH(OpPMAIMK B aBTOMAaTH3UPOBAHHOMN
CUCTEME YIIPABJIEHUS OCYIIECTBIISAIOTCS:

aHanu3 1eJed CO3/aHMsl aBTOMAaTH3MPOBAHHOM CHCTEMBbl YNPABICHUS U 3aJad, pPElIaeMbIX 3TOM
ABTOMATU3UPOBAHHON CUCTEMOM yIIPaBICHUS;

ompezeneHue UHPOpPMAINKM, HAPYIICHHE IOCTYMHOCTU, LETOCTHOCTH WM KOH(MUIEHIUATHHOCTH
KOTOpPOH MOXET MPUBECTU K HAPYIICHUIO IITATHOTO pekuMa (PyHKIIMOHWPOBAHMS aBTOMATHU3HPOBAHHOM
CUCTEMbl yIpaBlICHUA (OMpPENEICHUEe KPUTUYECKH BaXXKHOW WH(MOpPMAIMKM), U OIEHKAa BO3MOXHBIX
MIOCIIEACTBUN TAKOIO HAPYILIECHHUS;

aHaJM3 HOPMATHMBHBIX MPABOBBIX AKTOB, JIOKAJbHBIX MPABOBBIX AKTOB, METOJUYECKUX JOKYMEHTOB,
HAallUOHAJIBHBIX ~ CTAaHAAPTOB M  CTAHJAPTOB  OpraHU3alMii, KOTOPHIM JIOJDKHA COOTBETCTBOBATh
aBTOMATU3UPOBAHHAs CHCTEMA YIPABIICHHUS;

MPUHATHE PEIICHUS O HEOOXOAMMOCTU CO3/IaHUsI CHUCTEMBbI 3alllUThl aBTOMAaTU3UPOBAHHON CHCTEMBbI
YOpaBIIEHUA M OINpeAesieHue Lejell W 3ajad 3amuThl MHQOpMalMu B aBTOMATU3MPOBAHHOM CHCTEME
YIPaBIICHUS.

13.2. Knaccudukanuss aBTOMaTU3MPOBAHHOW CHUCTEMBI YIIPABIEHUS MPOBOAMUTCS 3aKa3YUKOM HIIH
OTIEpPaTOpOM B 3aBUCHUMOCTH OT YPOBHS 3HAYUMOCTHU (KPUTHMYHOCTH) HMHQOpManuu, oOpaboTka KOTOpOit
OCYLIECTBJISIETCS. B aBTOMAaTU3UPOBAHHON CUCTEME YIIPABJICHHUS.

YcranaBnuBarOTCS TpU Kjlacca 3alUILIEHHOCTH AaBTOMAaTU3UPOBAHHOM CHCTEMbl YIIPaBJICHMUS,
OIpEAeIAIOIINE YPOBHU 3aIIMIIEHHOCTH aBTOMaTU3UPOBAHHON CUCTEMBI yrpaBiieHus. Camblii HU3KUHN KJ1acc
- TPETUH, caMblid BBICOKMU - MEepBbIM. Kilacc 3alIMIIEHHOCTH aBTOMAaTU3MPOBAHHOM CUCTEMbI yIIPABICHUS
OTpeeIIIeTCS B COOTBETCTBUU ¢ npuiiokeHreM N 1 k HacTosmuMm TpeGoBaHUSIM.

Krnacc 3ammmeHHOCTH MOXET OBITh YCTaHOBIEH OTIAEIBHO I KaXIOT0 U3 YpPOBHEH
ABTOMATU3UPOBAHHOMN CUCTEMBI YIPABJICHUS WM UHBIX CETMEHTOB MPU UX HAIMYHH.

Pesynbrarel kimaccudukanuyu aBTOMAaTU3MPOBAHHOW CHCTEMBI YIIPABJICHHUS O(QOPMIISIFOTCS aKTOM
KJIacCU(DUKAIIHH.

TpeboBanne K Kiaccy 3allUIICHHOCTH BKJIIOYACTCS B TEXHUYECKOE 3aJaHHEe Ha CO3/IaHHE
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aBTOMATH3WPOBAHHON CHCTEMBbI yNpPaBICHUS U (MJIM) TEXHUYECKOE 3aJjaHue (YaCTHOE TEXHUUECKOE 3a/1aHUe)
Ha CO3/IaHH€ CUCTEMbI 3alUThl ABTOMAaTU3UPOBAHHOW CUCTEMBI yNpaBIEHUs, pa3padaTblBa€Mble C yUYE€TOM
I'OCT 34.602 "MuadopmarmorHas TexHoyorus. KoMIiekc cTaHAapTOB Ha aBTOMaTH3WPOBAHHBIE CHCTEMBI.
TexHuueckoe 3aJaHve Ha co3laHue apromaruszupoBaHHOM cucteMbl" (manee - 'OCT 34.602), TOCT P
51583, T'OCT P 51624 u crannapToB OpraHu3alyH.

Knacc 3amuieHHOCTH aBTOMAaTHU3MPOBAHHOM CHUCTEMbl YNpaBiIeHUS (CErMEHTa) TMOAJIEKUT
MEePeCMOTPYy TOJBKO B Cllydyae €€ MOJEpPHHU3ALUU, B PE3yJbTare KOTOPOM M3MEHUJICS YPOBEHb 3HAYMMOCTH
(kpuTuHOCTH) MH(DOpPMaIK, 00padaThIBAEMOI B aBTOMAaTH3WPOBAHHON CUCTEME YIIpaBICHUS (CETMEHTE).

13.3.  Vrpo3sl 0Oe3omacHOCTH UWHMOpPMAIMU  ONPEACISIIOTCS Ha  KaKIOM U3  YPOBHEH
aBTOMAaTH3MPOBAHHON CUCTEMBI YIIPABIICHHUS 10 pe3yJibTaTaMm:

OLIEHKM BO3MOXKHOCTEW (IOTEHIMasla, OCHAIEHHOCTH W MOTHBAIlMM) BHEIIHUX WU BHYTPEHHUX
HapyILINUTEIICH;

aHaJIn3a BO3MOXHBIX YSI3BUMOCTEH aBTOMaTU3MPOBAHHOMN CUCTEMBI yIIPABICHHUS;

aHalln3a BO3MOXKHBIX CIOCOOOB (CLieHapHUeB) peaiu3alld yrpo3 0e30MacHOCTH MHPOpPMALUU U
MOCIIEAACTBUIA OT HapylIEHUs Kak OTIENIbHBIX CBOWCTB 0Oe30macHOCTH HH(pOpMaK (LEJIOCTHOCTH,
JOCTYIHOCTH, KOH(QHUIEHIINAIBHOCTH), TAK M aBTOMaTHU3UPOBAHHON CHCTEMBI YIPABICHUS B LIEJIOM.

[Tpu onpenenennn yrpo3 6€30MacHOCTH MHPOPMALUK YUUTHIBAIOTCS CTPYKTYpPHO-(DYHKIIMOHATIbHbBIE
XapaKTepUCTUKU aBTOMATU3UPOBAHHOM CHCTEMBI YIPaBICHUS, BKJIIOYAIOIINE HATUYUE YPOBHEN (CErMEHTOB)
aBTOMATU3MPOBAHHOW CHUCTEMBbI YIIpaBJIEHHUS, COCTAaB AaBTOMATU3MPOBAHHOW CHCTEMbl YIIpaBIICHUS,
¢usnyeckue, JIOrn4eckue, (PyHKUMOHAIbHBIE U TEXHOJOTMYECKUE B3aMMOCBSI3M B aBTOMATU3MPOBAHHOMN
CUCTEME YNpPaBJIEHUs, B3aUMOACHCTBHE C HHBIMH aBTOMAaTU3UPOBAaHHBIMU (MH(POPMALIMOHHBIMHU) CUCTEMaMHU
¥ MTHPOPMALIMOHHO-TEJIEKOMMYHUKALIMOHHBIMH CETAMU, PEXUMBI (YHKIIMOHUPOBAHHS aBTOMAaTU3UPOBAaHHOMN
CUCTEMBI YIIPABJICHMSI, & TAK)KE HHbIE OCOOEHHOCTH €€ MOCTPOCHUSI U ()YHKIIMOHUPOBAHMSL.

[lo pesynbraram ompeneneHusi yrpo3 O€30MaCHOCTH HMH(POPMAIMKM MOTYT pa3padaTbIBaThCs
PEKOMEHIAllUU 10 KOPPEKTHUPOBKE CTPYKTYPHO-(DYHKIMOHAIBHBIX XapaKTEPUCTHUK aBTOMATHU3UPOBAHHOU
CUCTEMBI YIIPABIICHUS, HAIIPaBJICHHbIC HA OJIOKMPOBaHKE (HEUTPAIH3AIUIO) OTJEIBHBIX YTPO3 O€30MaCHOCTH
nH(pOpMALINH.

Mogenb yrpo3 0Oe3onacHOCTH MH(GOpMalUK JOJKHA COAEpKaTh OMHMCAHHE aBTOMAaTU3UPOBAHHOMN
CHCTEMBI yNpaBJICHUS U yrpo3 6e30macHOCTH HH(pOpMAIIUK [T KaXKI0TO U3 YPOBHEH aBTOMATH3MPOBAHHON
CUCTEMBl YINpABIEHUS, BKJIIOYAIOIIEE ONHCAHME BO3MOKHOCTEH Hapymurenaell (MoIeiab HapyLIUTENs),
BO3MOKHBIX YA3BUMOCTEH aBTOMAaTU3MPOBAHHOI CHCTEMBbI yIPaBIEHUs, CIIOCOOOB (CLIEHApUEB) peain3aluu
yrpo3 6e30macHOCTH MH()OPMALMU W TOCIEACTBUI OT HapyIIEHHUS CBOWCTB 0€30MacHOCTH HH(pOpMaIuu
(IOCTYmHOCTH, LEJIOCTHOCTH, KOH(PHUACHIUAIBHOCTH) M IITaTHOTO peXuMa (QyHKIIMOHUPOBAHUS
aBTOMATU3WPOBAHHOW CUCTEMBI YIIPABICHUS *.

Jlnst ompenenenus yrpo3 06e3omacHOCTH WHGOpPMAIMKM U pa3pabOTKU MOJAETH yrpo3 0e30macHOCTH
uHbopMalu npuMeHsoTes Mmetoauueckue 1okymeHTel ®CTOK Poccun™.

13.4. TpeGoBaHus K cHCTEME 3aIIUTHl ABTOMATU3UPOBAHHON CUCTEMbI YIPABICHHS OMPEAEISIOTCS B
3aBHCHMOCTH OT KJIacca 3alUIIEHHOCTH aBTOMaTU3UPOBAHHOMN CHCTEMBI YIPABICHUS U yTpo3 0€30MacHOCTH
uHbOpMaIMH, BKIIOYEHHBIX B MOZIEIb YIP03 0€301acHOCTH HH(POPMALIHH.

TpeOoBanust Kk cucTeMe 3alIUThl ABTOMATH3MPOBAHHOM CHCTEMbl YIPABICHHS BKIIOYAIOTCS B
TEXHUYECKOE 3aJlaHue Ha COo3JaHue (MOIEPHM3AIMI0) aBTOMAaTHU3UPOBAHHON CHUCTEMBI YNpaBICHUS U (WIIH)
TEXHUYECKOe  3aJaHue (YacTHOE TEXHHYEeCKoe 3aJlaHue) Ha  CO3JaHMe  CHUCTEMbl  3alllUThl
aBTOMATU3MPOBAHHOW CHCTEMBI yrpaBieHus, pa3padarsiBaemble ¢ yuetoM ['OCT 34.602, TOCT P 51583,
I'OCT P 51624 u cranapToB OpraHu3aliiy, KOTOPBIE I0JIKHBI B TOM YHCJIE COAECPKATh:

1eJb U 337ja4 00ecTieueHrs 3alUThl HHPOPMAalliK B aBTOMATU3UPOBAHHOW CUCTEME YIPABICHHUS;

KJIACC 3alllMIIIEHHOCTH aBTOMaTU3UPOBAaHHON CHCTEMBbI YIIPaBJICHHUS;

NepeYeHb HOPMATUBHBIX [TPABOBBIX AKTOB, JJOKAJIBHBIX MPABOBBIX AKTOB, METOIMYECKUX JOKYMEHTOB,
HAl[MOHAJbHBIX  CTAHJAAPTOB M  CTAHAAPTOB  OpraHM3alMil, KOTOPbIM JIOJUKHA COOTBETCTBOBAThH
aBTOMATU3MPOBAaHHAs CHCTEMA YIIPaBJICHUS;

OOBEKTHI 3aIUThHl AaBTOMAaTU3UPOBAHHOMN CUCTEMBI YIIPABJIEHUS Ha KaKJIOM U3 €€ YPOBHEM;

TpeOOBaHUS K Me€paM M CpEeACTBaM 3alllUThl MH(POpPMAIUU, PUMEHSEMbIM B aBTOMAaTU3UPOBAHHOMN
CUCTEME YIIpaBJICHHUS;
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TpeOoBaHMsI K 3amure UHGOpMALMM 0pU HHPOPMALKMOHHOM B3aUMOAECHCTBUU C HHBIMHU
aBTOMATU3MPOBAaHHBIMU (MH(OPMALIMOHHBIMH) CUCTEMAMHM M MH(POPMALMOHHO-TEIEKOMMYHHUKALIMOHHBIMU
CETSIMU;

TpeOOBaHMsI K MOCTABJIAEMbIM TEXHUYECKUM CpPEACTBaM, IIPOrpaMMHOMY OOECIEUEHHIO, CPEACTBaM
3alUThl UHPOPMAIUY;

(GyHKIIMH 3aKa3dyrdKa W omeparopa Mo 0OeCHeYeHHIO 3aIUThl HH(GOPMAMN B aBTOMATH3UPOBAHHON
CHCTEME yTpaBIICHHUS,

cTaauu (3Tambl padoT) CO3aHMsI CUCTEMBI 3aIlIUThl ABTOMAaTHU3UPOBAHHON CHCTEMBI YIIPABICHHUS.

[Tpu ompenenennu TpeOOBaHMII K CHUCTEME 3allUThl aBTOMATU3WPOBAHHOW CHUCTEMBI YIIpaBIICHUS
YUUTBIBAIOTCS TIOJIOKEHUS MOIUTUK oOecrieueHus: MH(POPMaIIMOHHOIN 0e30MacHOCTH 3aKa3urKa B CIyyae UX
pazpaborkn mo ['OCT P MCO/M3K 27001 "Hudopmanmonnas TexHoiorus. MeToasl W CpeACTBa
obecnieueHust 6e3omacHocTd. CHcTeMBbl MEHEIKMeHTa MH(popMalMoHHONW Oe3zomacHocTH. TpebGoBanusa", a
TaK)Xe IMOJIMTUK oOecrieyeHus] WH(OPMAIIMOHHOM 0€30MacHOCTH oleparopa B YacTH, HE MPOTHUBOpevalen
MOJTUTHKAM 3aKa34HKa.

Pa3paborka cucTeMbl 3alIUTHI ABTOMATH3UPOBAHHON CHCTEMBbI YIIPABJICHUSA

14. Pa3paboTka cHCTeMbl 3alllUThl aBTOMATHU3MPOBAHHOM CHUCTEMBbI YIIPaBICHHUS OpraHU3yeTcCs
3aKa34YMKOM M OCYIIECTBIISETCSA Pa3paOOTIHKOM U (MIIH) OTEpaTOPOM.

Pa3paboTka cucTeMbl 3alIUThl aBTOMATH3MPOBAHHOM CHUCTEMBI YIPABICHUS OCYLIECTBISETCS B
COOTBETCTBUU C TEXHHYECKUM 3a/laHHE€M Ha co3/laHue (MOJAEPHM3AIUIO) aBTOMATH3MPOBAHHON CHCTEMBbI
yIpaBieHus W (WIN) TEXHUYECKUM 3aJaHueM (JaCTHBIM TEXHUYECKHM 3aJIaHMEM) Ha CO3JJaHWE CHCTEMBI
3aIMTHl  ABTOMATHU3UPOBAaHHOM cucTteMbl ympaBieHus ¢ ydetom [OCT 34.601 "UnadbopmarmonHas
TexHojorus. KoMmmiekc craHgapToB Ha aBTOMATM3MPOBAaHHBIE CHCTEMbI. ABTOMAaTHU3WPOBAHHBIE CHCTEMBI.
Cramguu co3mpanus” (manee - TOCT 34.601), TOCT P 51583, TOCT P 51624 u cranmapToB OpraHu3aiiii 1 B
TOM YHCJI€ BKJIIOYAET:

MIPOEKTUPOBAHUE CUCTEMBI 3aILUTHI ABTOMATU3UPOBAHHOM CUCTEMBI YIIPaBICHMUS;

pa3pabOTKy SKCIUTyaTallMOHHON JIOKYMEHTAIMM Ha CUCTEMY 3alllUThl aBTOMAaTU3UPOBAHHON CHCTEMBbI
YIPaBIICHUS.

CucremMa 3amUThl ABTOMAaTU3UPOBAHHON CHUCTEMbl YIOPABIEHUS HE JOJDKHA MPEnsiTCTBOBAaTh
HITATHOMY pPeXUMY (DYHKIIMOHMPOBAHUS aBTOMATU3UPOBAHHOW CHCTEMBI YIPABJICHHs MPHU BHITIOTHEHUU €€
(byHKIMI B COOTBETCTBUU C HA3HAYCHHEM aBTOMATU3UPOBAHHOM CUCTEMBI YIIPABIICHUSI.

[Tpu pa3paboTke CUCTEMBl 3aIIUThI aBTOMATU3WPOBAHHOW CHCTEMbI YNPABICHUS YYHUTHIBACTCS €€
WH()OPMAIIMOHHOE B3aMMOJICHCTBHE ¢ MHBIMHA aBTOMATH3UPOBAHHBIMH (MH(POPMAITMOHHBIMUA) CHUCTEMaMU H
WH(OPMAIIMOHHO-TEIEKOMMYHUKAIIUOHHBIMH CETSIMH.

14.1. IIpu npoeKTUPOBAaHUH CHCTEMBI 3aIIUThl ABTOMATU3UPOBAHHOM CUCTEMBI YIIPaBICHHUS:

OTIPEACIAIOTCS TUIBI CYOBEKTOB JOCTYyMa (MOJIB30BaTENH, MPOIECCHl U MHBbIE CYyOBEKTHI AOCTYyNa) U
OOBEKTOB  JIOCTyMa, SIBISIOIIUXCA OOBEKTaMHM 3alllUThl (aBTOMATHU3MpPOBaHHBIE paboune MecTa,
MPOMBIIILJIEHHBIE CEPBEPHI, TEICKOMMYHHKAIMOHHOE O00OpyI0OBaHUE, MPOTpaMMHUPYEMBbIE JIOTUYECKHE
KOHTPOJLJIEPHI, HCTIOJTHUTENbHBIE YCTPOMCTBA, MHBIE OOBEKTHI JOCTYIA);

OTIPEACINAIOTCS METO/bI YIPABICHUS TOCTYNOM (IUCKPEIIMOHHBIN, MAaHJATHBIN, POJIEBON WM WHBIE
METOJbI), THUIIBI JOCTyna (YT€HHWEe, 3aliCh, BBHINOJHEHUE WM HWHBIE THUMBl JOCTyNa) W TIpaBHIIa
pasrpaHWueHUs JOCTyma CyOBEKTOB JOCTynma K OOBEKTaM JOCTyna (Ha OCHOBE CIHCKOB, METOK
0€30MacHOCTH, pOJIeW W HHBIX MpaBWi), MOJIEKAIIME pealu3aldd B aBTOMATU3MPOBAHHON cHcTeMe
YIPaBICHUS;

BBIOMPAIOTCSI MEPHI 3alUTHl HH(POPMAIUH, MOAJIEKAIINE PeaTn3aluid B paMKaxX CHUCTEMBbI 3alllUThI
aBTOMATH3WPOBAHHON CUCTEMbI yIPABICHUS;

OTIPECIIAIOTCS MapaMeTphl MPOrPaMMHUPOBAHUS U HACTPOUKHU MPOrPaMMHOI0 00€CIIeUeHH s, BKITIOUast
MporpaMMHOe obOecreueHue CpeACTB 3allUuThl HH(OpPMALUU, 00ECIIEUNBAIOLIUE PEATU3ANI0 MEpP 3alUTHI
nH(pOpMaLINU, a TAKXKE YCTPAHEHUE BO3MOXKHBIX ySI3BUMOCTEN aBTOMAaTU3WPOBAHHON CUCTEMBI YIIPABIICHNUS;

OTPEACISAIOTCS BHIBI W THIBI CPEACTB 3allUThl HWH(OpMamuu, oOeCIeYHBAIONINE PeaTH3aIUI0
TEXHUYECKUX MEp 3alUThl HH()OpMALIHH;
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OTpeAeNaeTCs CTPYKTypa CHUCTEMBI 3alMThl aBTOMAaTU3UPOBAHHOW CHUCTEMBbl YMPABICHUS, BKIIIOYAS
cocTaB (KOJIMYECTBO) U MECTA pPa3MEILICHUs €€ HIEMEHTOB;

OCYULIECTBJISICTCS MPU HEOOXOJUMOCTH BBIOOpP CpEACTB 3allMThl HMHPOPMAIMU C YUYETOM UX
CTOMMOCTH, COBMECTHUMOCTU C MPOTPaMMHBIM O0O€CIEeYEeHUEM M TEXHMUYECKUMHU CpeACTBaMH, (QyHKUIUN
0€30MacHOCTH 3TUX CPEICTB MU OCOOCHHOCTEW MX peailu3alud, a Takke Kilacca 3allUIlIeHHOCTH
aBTOMAaTH3WPOBAHHON CUCTEMbI YIPABICHUS;

OTNpEAEINAIOTCS Mephl 3alUIUThl MHPOpMALUMU NPU HHMOPMAIIMOHHOM B3aUMOJEHCTBUU C WHBIMU
aBTOMAaTU3MPOBAHHBIMU (MH(DOPMALIMOHHBIMHU) CUCTEMaMU U MHGOPMAIMOHHO-TEIEKOMMYHHUKAITMOHHBIMU
CeTsIMU;

OCYIIECTBJISIETCSl TPOBEPKA, B TOM YHUCJIE MPH HEOOXOAMMOCTU C HCIOIH30BAHUEM MAKETOB WIIH
TECTOBOM 30HBI, KOPPEKTHOCTH (YHKIIMOHHUPOBAHUS AaBTOMATH3UPOBAHHON CHUCTEMBI YIPABICHUSA C
CHUCTEMOM 3alllUThl M COBMECTHMMOCTH BBIOPAHHBIX CPEACTB 3aIlUThl WH(GOPMAlUKA C TPOrPaMMHBIM
oOecreyeHrneM 1 TEXHUYECKUMU CPEICTBAMU aBTOMAaTU3UPOBAHHOM CHCTEMBI YITPaBJICHHS.

[Ipn TPOEKTHPOBAHUU CHUCTEMBI 3alIUThl ABTOMATU3MPOBAHHOW CHUCTEMBI YIIPABJICHUS JIOJDKHBI
YUUTHIBATHCSI OCOOCHHOCTH (PYHKIIMOHUPOBAHHS MPOTPAMMHOTO O00ECIIEUCHHSI U TEXHUYECKUX CPEACTB Ha
Ka)KJIOM U3 YPOBHEHM aBTOMAaTU3HPOBAHHOM CUCTEMBI YIIPaBICHHUSI.

Pesynbrarel MPOEKTUPOBAHUS CHUCTEMBI 3alUTHl aBTOMATU3HPOBAHHOW CHUCTEMBI YIPaBICHUS
OTpaXKarOTCS B TMPOEKTHOM JOKyMEHTaluu (ICKU3HOM (TEXHMUYECKOM) MpoekTte u (wim) B paboueit
JOKYMEHTAIlU) Ha aBTOMATHU3MPOBAHHYIO CHUCTEMY YMpaBIeHUS (CUCTEMY 3allUThl aBTOMATU3HPOBAHHOM
CUCTeMBbl ympaieHus), paspabarbiBaeMbix ¢ yuerom [OCT 34.201 "HudbopmanuoHHash TEXHOIOTHS.
Kommieke craHgapToB Ha aBTOMAaTHU3UPOBAHHBIE CUCTEMbI. Buabl, KOMIIEKTHOCTh U 00O3HAYCHHE
JOKYMEHTOB TIpH CO3JaHuU aBToMaTu3upoBaHHbIX cuctem" (mamee - ['OCT 34.201) u cranmapToB
OpraHu3aluu.

14.2. Pa3paboTka JKCIUTyaTallHOHHON JOKYMEHTAIlMd Ha CHCTEMY 3allluThl aBTOMAaTU3UPOBAHHOM
CUCTEMBI YIIPABJICHUS OCYIIECTBIISIETCS MO pe3y/bTaTaM MPOCKTHUPOBAHUS B COOTBETCTBUU C TEXHHUYECKUM
3aJlaHieM Ha co3faHue (MOJAEPHHU3AIMIO) aBTOMATU3UPOBAHHOM CHCTEMbI YIIPABICHUS U (UITH) TEXHUYECKUM
3alaHieM (YacTHBIM TEXHUYECKHM 3aJaHHMeM) Ha CO3JaHHEe CHCTEMbl 3alllUThl AaBTOMATHU3MPOBAHHOM
CUCTEMBI YIIPABICHUS.

OKcIUTyaTallioOHHas JOKYMEHTAIMs Ha CUCTEMY 3aIIUThl aBTOMAaTU3UPOBAHHON CUCTEMBI YIIPABICHUS
paspabareiBaeTcs ¢ yaerom ['OCT 34.601, TOCT 34.201, TOCT P 51624 u cTtaHmapTOB OpTraHU3AHNHN H
JOJKHA B TOM YHCIIE COACPIKATh OMKCAHUE:

CTPYKTYPbI CUCTEMBbI 3aIUThl aBTOMATU3UPOBAHHOM CUCTEMBI YIIPaBJICHMUS;

COCTaBa, MECT YCTAaHOBKH, MapaMeTpPOB M TOpPsAKAa HACTPOMKH CPEACTB 3alluThl MH(OpMaIuy,
MIPOrPaMMHOTO 00ECTICYEHUS U TEXHUICCKHUX CPEJICTB;

MIPaBUIT AKCILTyaTalldi CUCTEMBI 3aIIUTHl ABTOMATU3UPOBAHHON CHCTEMBI YIIPABICHUS.

BHE]IpeHl/Ie CHUCTEMBbI 3a1IIUThI aBTOMaTI/ISI/lpOBaHHOﬁ CHUCTEMBbI YIIPpABJCHHUSA U BBOI €€ B )Iei/‘ICTBHe

15. Buenpenue cucTEeMbl 3alUThl ABTOMATU3UPOBAHHON CHUCTEMBI YIMPABICHUS OpPTraHU3YETCs
3aKa34YMKOM M OCYIIECTBIISAETCS Pa3paOOTIMKOM U (MJIH) OTIepaTOPOM.

Buenpenune cucTteMbl 3alllUThl aBTOMATU3MPOBAHHOM CHUCTEMBI YMIPABIEHUS OCYIIECTBISIETCS B
COOTBETCTBUU C MPOEKTHOW M SKCIUTyaTAllMOHHOW JOKyMEHTAIMed Ha CHUCTeMy 3aluThl MHGOpMalUuu
aBTOMATH3WPOBAHHON CUCTEMbI YIPABICHUS U B TOM YHCII€ BKIIIOYAET:

HACTpPOWKYy  (3aaHMe  MapaMeTpOB  MPOTPAMMHUPOBAHMSI)  MPOrPAMMHOIO  oOecredeHus
aBTOMATH3WPOBAHHON CUCTEMbI yIPABICHUS;

pa3paboTKy JOKYMEHTOB, ONpPEICISAIONIMX NpaBWiia M Mpouenypbl (TOJUTHKH), peaan3yeMble
orepaTopoM Juisi 00eCIeueHrs 3alluThl HHPOPMAIIMU B aBTOMAaTU3WPOBAHHOW CHUCTEME YNPABICHUS B XOJI€
€€ KCIUTyaTanuu (Janee - OpraHn3aluoOHHO-PACTIOPSAUTENbHBIE TOKYMEHTHI MO 3allIUTe HH(DOpMALIH);

BHEJPEHME OPraHU3allIOHHBIX Mep 3alIUThl HH()OPMALINH;

YCTAHOBKY M HACTPOWKY CpEACTB 3alllUThl HMHPOPMAIMM B aBTOMaTH3WPOBAHHOW CHUCTEME
yIpaBIICHUS;

MIpEeIBAPUTENHHBIC UCTIBITAHHS CHCTEMBI 3alTUThl aBTOMAaTU3UPOBAHHOW CUCTEMBI YIIPABJICHHUS,
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OTIBITHYIO SKCIUTyaTallI0 CUCTEMbI 3aIIUThl aBTOMATU3UPOBAHHOM CUCTEMBI YIIPABICHHUS;

aHaMM3 YSA3BUMOCTEH aBTOMAaTU3UPOBAHHOM CHCTEMbl YNpABICHUS M MPUHATHE MEp MO UX
YCTPaHEHHUIO;

MIPUEMOYHbBIE UCTIBITAHUS CUCTEMBI 3alIUThl ABTOMATU3UPOBAHHOW CUCTEMBI YIIPABICHHUS.

15.1. Hacrpoiika (3agaHue mapaMeTpoB MPOTPAMMUPOBAHUS) MPOTPAMMHOTO OOecCreueHus
aBTOMATH3WPOBAHHON CHCTEMBI YIPAaBICHHUS JODKHA OCYIIECTBISITHCS B COOTBETCTBHHM C TPOCKTHOW W
HKCIUTyaTallMOHHOM JOKyMEHTalueld Ha aBTOMAaTH3MPOBAHHYIO CHUCTEMY YIpaBleHUsS M 00ecreunBaTh
KOH(PUTYpAIMI0 MPOrpaMMHOTO 00eCTieueHUsT U aBTOMAaTU3UPOBAHHOW CHUCTEMBI B II€JIOM, MPH KOTOPOM
MUHUMU3ZUPYIOTCS PUCKH BO3HUKHOBEHHUS YS3BUMOCTEH M BO3MOXKHOCTH peaM3aIliu yrpo3 0e30MacHOCTH
uH(bOpMaIIHH.

15.2. Pa3pabarbiBacMble OpraHU3allMOHHO-PACTIOPSAUTEIbHBIE JOKYMEHTHI 10 3aliuTe UH(pOpMauu
JOJHKHBI OTIPECIIATH MPaBUiia U MPOIETyPhI (TIOTUTHKH):

peanu3anuii OTASIBHBIX MEp 3allUThl HHPOPMAIIUU B aBTOMAaTU3UPOBAHHON CHUCTEME YINpaBICHUS B
paMKax ee CUCTEMbI 3alUThI;

TUIAHUPOBAHUSL MEPONPHUSITHH 10 OOECIEeYeHHUI0 3alluThl WH(OpPMAIMK B aBTOMAaTU3UPOBAHHOMN
CUCTEME YTIPaBJICHUS;

oOecrieueHus] JCHCTBUN B HEIITAaTHBIX (HEMPEABHUACHHBIX) CHUTyaIlMSIX B XOJA€ OJKCIUTyaTaluH
aBTOMATH3UPOBAHHON CUCTEMbI YIIPABICHUS;

nH(OPMHUPOBAHUS U 00yUYEHHS TIepCOHaIa aBTOMATU3UPOBAHHOM CHUCTEMBI YIIPaBICHHUS;

aHanu3a yrpo3 0e30macHOCTH MH(pOpMAIMU B aBTOMaTHU3UPOBAHHON CHCTEME YIPABICHUS U PUCKOB
OT UX peajn3aluu;

yopaBlieHds (aAMUHUCTPUPOBAHUS) CUCTEMON 3aIIUTHI HH(GOPMALIMK aBTOMAaTU3UPOBAHHOW CHCTEMBbI
YIPaBIICHUS;

BBISBJICHHUSI MHITUJEHTOB (OHOTO COOBITHS WM TPYNIBI COOBITHI), KOTOPbIE MOTYT TPHUBECTH K
cOOSIM WM HapyHIeHUIO (DYHKIIMOHUPOBAHHUS ABTOMATHU3MPOBAHHOW CHUCTEMBI yIIpaBieHUS W (WIH) K
BO3HUKHOBEHHIO yIpo3 Oe30macHOCTH uHpopmaluu (1anee - MHIIUACHTHI), 1 pearupoBaHUs HA HUX;

yIpaBlIeHUs KOHPUTYypalieil aBTOMaTu3upOBaHHOM CUCTEMbI YIIPABICHUS U €€ CUCTEMBbI 3alUThI;

KOHTPOJI (MOHUTOPUHTA) 32 00ECIEUEHNEM YPOBHS 3alUIIIEHHOCTH aBTOMaTU3UPOBAHHON CUCTEMBbI
YIPABIICHUS;

3amuThl HHPOPMAINH MPU BBIBOJIE U3 IKCIUTyaTalliy aBTOMATH3UPOBAHHON CUCTEMbI YIIPaBICHUSI.

OpraHu3aioHHO-PACTIOPSIUTEIBHBIC TOKYMEHTHI 110 3aIuTe HHPOPMAIIUH MOTYT pa3pabaThiBaThbCs
B BHJIC OT/ICJIbHBIX JOKYMEHTOB OIllepaTopa Wid B paMKax OOIIeil MOIUTHKY obecriedeHus: HH(GOPMAaIMOHHOM
6e3omacHoctu B cimydae ee paspaborku mo 'OCT P MCO/MDBK 27001 "UudopmarmoHHass TEXHOIOTHS.
Metonsl u cpeactBa obecneueHus OezomacHOCTH. CuHCTeMbl MEHEIKMEHTa HMH(POPMALMOHHON
6e3omacHoctu. TpeboBanus".

15.3. IIpu BHeApEeHUH OPTraHU3AIMOHHBIX MEp 3aIIUTHl HHGOPMAIIUU OCYIIECTBISIOTCS:

BBEJICHHE OIpaHUuYEHUIl Ha JEeHCTBUS NepcoHana (Ioyib30BaTeNeil (omepaTopcKoro IMepcoHania),
aJIMUHHUCTPATOPOB, OOECIIEUNBAIOIIECTO MEPCOHANA), a TAK)KE HA yCIIOBUS KCILTyaTallii, U3MEHEHHUE COCTaBa
Y KOHQUTypalKi TEXHUUYECKUX CPEACTB U MPOTPaMMHOTO 00€CTICUeHUS;

peanuzanus MpaBWJI pPa3TPAaHUUYCHHS JOCTYIa, PErIaMEHTHPYIOUIMX IpaBa JOCTyIla CYOBEKTOB
JOCTymMa K 00beKTaM J0CTYIIA;

MIPOBEpPKA TOJHOTHI U JIETaJbHOCTH OMHMCAHUS B OpraHU3allMOHHO-PACHIOPSAIUTENbHBIX JOKYMEHTaX
1o 3ammTe HHGOPMAIUK ACHCTBUN MepCOHaIa aBTOMAaTU3MPOBAHHOW CHCTEMBI YIIPABICHHS, HAIPABICHHBIX
Ha oOecrieueHue 3aimuThl nHpopmaIuu;

OTpa0OTKa MPAKTUUYECKUX MACHCTBUM TOJDKHOCTHBIX JIHMI[ M TOApa3feieHul, o0ecTeunBaronnx
HKCIUTyaTaIuI0 aBTOMATU3UPOBAHHOM CUCTEMBI YIIPABIICHUS U 3aIIUTY WHPOPMAIIHH.

15.4. YcraHOBKa M HAcTpOMKa CPEICTB 3allUThl MHPOPMAIIUK OCYIIECTBISICTCS B CIIydasX, €CIH
TaKhe CpelCcTBAa HEOOXOMUMBI JUId ONIOKMpOBaHUS (HEHTpanu3anuu) yrpo3 Oe3omacHOCTH WHGOpMAINH,
KOTOphIE HEBO3MOXKHO HCKIIOYUTh HACTPOWKOHM (3aaHHMEM MapamMeTpoB) MPOTrPaMMHOIO oOecreueHus
aBTOMAaTH3WPOBAHHOW CHCTEMBI yTpaBleHWs © (WIM) peanu3aldeil OpraHu3alMOHHBIX Mep 3alluThl
uHbOpMAIIHH.

VYcraHOBKa M HAcTpoliKa CpeACTB 3allUThl HMH(OpPMAlMd B aBTOMAaTH3MPOBAHHOM cHCTEME
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YIOpPAaBICHUS JIOJDKHA IMPOBOAUTHCS B COOTBETCTBUHU C SKCIUTyaTAllMOHHOW JIOKyMEHTAIlMeil Ha CUCTEMY
3alMThl ABTOMATU3UPOBAHHOM CUCTEMBI YIIPABJICHUS U IOKyMEHTAIIMEH Ha CPEICTBA 3aIlUThl HHPOPMAIUH.

IIpu »TOM ycTaHOBKAa M HAaCTpOMKa CpEACTB 3allUThl HMHQOpPMAIMU JOJDKHA 00ecrneunBaTh
KOPPEKTHOCTh (PYHKIIMOHUPOBAHMSI ABTOMAaTHU3WPOBAHHOW CHCTEMBbl YIIPaBICHHS W COBMECTHMOCTD
BBIOPAHHBIX CPEACTB 3alIUTHl MH()OPMALIMK C MPOTPAMMHBIM OOECIIEUEHUEM U TEXHUYECKUMHU CPEICTBAMHU
aBTOMATH3WPOBAHHON CHCTEMBbl YNpABICHUS. YCTAHOBJICHHbIE M HACTPOCHHBIE CpPEICTBA 3aLIUTHI
MH(OpPMALIMM HE JOJDKHBI OKa3bIBaTh OTPULATENLHOTO BIMSHUSA HA IITATHBIM PEXUM (PYHKIIMOHUPOBAHUS
aBTOMAaTU3MPOBAHHON CUCTEMbI YIIPABICHUSI.

15.5. IlpenBapuTenbHble UCOIBITAHUS CUCTEMBI 3aIIUThl ABTOMATU3UPOBAHHOM CUCTEMBI YIIPABICHUS
mpoBomsaTrcss ¢ yderom [OCT 34.603 "Uudopmanmonnas TexHojorus. Buasl wucnbeITaHu
aBromatu3upoBaHHbIX cucteMm" (manee - OCT 34.603) u cTaHgapTOB OpraHU3allii U BKIIIOUAIOT MPOBEPKY
paboTOCOCOOHOCTH CHCTEMBI 3alUTHl ABTOMATH3UPOBAHHOW CHCTEMBI YNPABICHUS, a TAKXKe MPHUHITHE
pelIeHUs 0 BO3MOXKHOCTH OIBITHOM AKCIUTyaTallid CUCTEMBbl 3allUThl aBTOMAaTU3UPOBAHHON CHUCTEMBI
YIPaBIICHUS.

[To pesynbraTaM NpeABapUTENbHBIX WCIBITAHUN CUCTEMBI 3alUThl aBTOMATU3UPOBAHHON CUCTEMBI
YOpaBICHUS MOTYT pa3pabaThiBaTbCsl MPEAJIOKEHUS 10 KOPPEKTHUPOBKE TMPOCKTHBIX PEIICHUN TI0
aBTOMATH3WPOBAHHON CUCTEME YIIPABJICHHUS U (UJIM) €€ CUCTEME 3alUTHI.

15.6. OmnbITHas H3KCIUTyaTalMsi CHUCTEMbl 3alMThl ABTOMATHU3WPOBAHHON CHUCTEMBI YIPABIICHUS
npoBoutcs ¢ yueroM ['OCT 34.603 u cTaHnapToOB OpraHu3alliy U BKJIIOYAET MPOBEPKY (PyHKIIMOHUPOBAHUS
CUCTEMBI 3alllUThl ABTOMAaTU3UPOBAHHOW CHCTEMBbI YIPABJICHHS, B TOM YHCIIE PEAIIM30BAHHBIX MEP 3alUThI
nH(OpMAIINH, a TAKXKE TOTOBHOCTh IMEPCOHANIA ABTOMATU3UPOBAHHON CUCTEMBI YIIPABICHUS K DKCILTyaTalluu
CHUCTEMBI 3aIIUTHl aBBTOMAaTU3UPOBAHHON CUCTEMBI YIIPABICHHUS.

[lo pesynbraraM ONBITHOM OKCIUTyaTallMd CHUCTEMBI 3alllUThl ABTOMATU3MPOBAHHOW CHUCTEMBI
YOpaBICHUS MOTYT pa3pabaThiBaTbCsl MPEAJIOKEHUS 10 KOPPEKTUPOBKE TMPOEKTHBIX PEIICHUN IO
aBTOMATU3UPOBAHHON CUCTEME YIIPaBJICHHUS U (MJIM) €€ CUCTEME 3alUTHI.

15.7. AHanu3 ysA3BUMOCTEM aBTOMAaTHU3MPOBAHHOM CHCTEMBbI YNPABICHUS IPOBOAMTCS B LEIAX
OLIEHKH BO3MOYKHOCTH MPEOJOJICHHS] HAPYLIMTENEM CHCTEMBI 3allUThl ABTOMATHU3WPOBAHHOM CHCTEMBI
YIpaBIICHUS U HApyLICHUs 6€30MacHOr0 (yHKIIMOHUPOBAHUSI aBTOMAaTU3UPOBAHHON CUCTEMBI YIIPABICHUS 32
CUET peann3aliiy yrpo3 0€30macHOCTH HH()OPMAITUH.

AHanu3 ys3BUMOCTEN aBTOMAaTU3UPOBAHHOW CUCTEMBI YIIPABJICHUS BKIIIOYAET AHAJIU3 YSI3BUMOCTEH
CPEICTB 3allIUThl HH()OPMALINH, TEXHUYECKUX CPEJCTB U MPOTPAMMHOTO 00eCIeUeH ] aBTOMAaTU3UPOBAHHOM
CUCTEMBI YIIPABIICHUS.

IIpn ananusze ysa3BUMOCTEH aBTOMATU3UPOBAHHOW CHCTEMBI YNPABIEHUS MPOBEPAETCS OTCYTCTBUE
ySI3BUMOCTEH CPEJICTB 3aIIUThl HHPOPMAIUHU, TEXHUIECKUX CPEACTB M MPOTPAMMHOTO OOECIIEUYCHHUS, B TOM
qHClIe ¢ y4eToM HH(OpMAIlUU, UMEIOIEHCsS Y pa3pabOTIYUKOB U MOJYYCHHOW M3 JPYTHX OOIIETOCTYITHBIX
HMCTOYHUKOB, TIPABUJIBHOCTh YCTAHOBKH U HACTPOWKHU CPEICTB 3aIIUTHI HH(GOPMAIIUU, TEXHUIECKUX CPEIICTB
U TPOTPaMMHOTO OOCCIEUCHHUs, a TaKKe KOPPEKTHOCTh pabOThl CPEACTB 3allUThl HH(OpMaIuH,
TEXHUYECKUX CPEICTB U MPOrPaMMHOTO 0OECIICUeHHUs aBTOMATU3MPOBAHHOM CHCTEMbI yIPABICHUS MPU UX
B3aUMOJIEUCTBUU.

[lo pemenuto 3aka3uuka i MOATBEPHKACHUS BBISBICHHBIX YA3BUMOCTEH MOXET NPOBOIUTHCS
TECTUPOBAHUE ABTOMATU3UPOBAHHOW CHUCTEMBbI YIPABJICHHUS HA MPOHUKHOBEHHE. YKa3aHHOE TECTUPOBAHUE
MPOBOJIUTCS, KaK MPABUIIO, HA MaKeTe (B TECTOBOW 30HE) aBTOMAaTU3UPOBAHHOW CUCTEMbI YIIPaBICHUS.

B ciyyae BbIsIBIEHUS YS3BUMOCTEHW B aBTOMAaTHU3MPOBAHHOW CHUCTEME YIPABICHUSI, MPUBOASAIIUX K
BO3HUKHOBEHHIO JOTOTHHUTEIBHBIX YIpo3 0e30MmacHOCTH WH(OpMaluu, MPOBOIUTCS YTOYHEHHE MOJCIH
yrpo3 06e30macHOCTH HH(POPMAIIUU U MPU HEOOXOTUMOCTH MPUHUMAIOTCS JOTOJHUTEIbHBIE MEPHI 3aIUTHI
nH(OpMaIINK, HAMPABICHHBIC HA YCTPAHEHUE BBISIBJICHHBIX YSA3BUMOCTEH MU UCKITIOUYAIOIINE BO3MOXXHOCTh
AKCIUTyaTalliy HApYILIUTEIEM BbISBICHHBIX YSI3BUMOCTEH.

AHanu3 ysI3BUMOCTEH aBTOMAaTU3UPOBAHHOW CHUCTEMbI YIPaBICHUS MPOBOAMUTCS JO BBOJA
ABTOMATU3UPOBAHHON CHUCTEMbI YIPABICHHUS B MPOMBIIUICHHYIO AKCILTyaTallMi0 Ha ATanax, OnpeneseMbIX
3aKa34MKOM.

15.8. IlpuemMoYHBIE HUCIBITAHUS CUCTEMbl 3ALIUThl ABTOMATU3UPOBAHHON CHUCTEMbI YIPABIICHHS
MPOBOSTCS, KaK MPaBUJIO, B paAMKaX MPUEMOUYHBIX UCIIBITAHUNA aBTOMATH3UPOBAHHON CHCTEMBI YIIPABICHUS
B 11esioM ¢ yuerom ['OCT 34.603 u cTaH1apTOB OpraHu3aliy.
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B xome mnpueMOYHBIX HCHBITAHUN JODKEH OBITh NPOBEIACH KOMIUIEKC OpPraHU3alMOHHBIX U
TEXHUYECKUX MEPONPUATUNA (MCIBITAHMIA), B PE3YNIbTATe KOTOPBIX MOATBEPKIAETCS COOTBETCTBUE CHUCTEMBI
3allMThl  ABTOMATHU3MPOBAHHOW  CHUCTEMBbI  yIpPaBICHUS TEXHUYECKOMY 3aJlaHMI0 Ha  CO3/aHHE
(MozepHHU3aIMI0) aBTOMAaTU3UPOBAHHON CHCTEMBbI YIpaBieHUS U (WIM) TEXHUYECKOMY 33JaHHI0 (4aCTHOMY
TEXHUYECKOMY 3aJJaHUI0) Ha CO3/laHHE CHCTEMbI 3alllUThl aBTOMAaTU3UPOBAHHOW CHCTEMbl YIPaBJICHUS, a
TaKKe HacToAIUM TpeOoBaHUIM.

B kauecTBe HUCXOOHBIX [AHHBIX IPU TNPUEMOYHBIX MCIBITAHUSAX HCIOJIB3YIOTCS MOJENIb YTIpo3
Oe3omacHocTd MH(OpMalNMM, aKT KiIacCUPUKAUMU aBTOMAaTHU3MPOBAHHOM CHUCTEMBbl  YIPABIICHUS,
TEXHUYECKOE 3aJ]laHue Ha CO37aHue (MOICPHHU3AINIO) aBTOMAaTU3UPOBAHHONW CUCTEMBI yIIPaBICHUS U (VM)
TEXHUYECKOe 3aJaHue (YacTHOE€ TEXHUYECKOe 3aJaHue) Ha  CO3[JaHhue  CHUCTEeMbl  3allUTHI
aBTOMAaTU3MPOBAHHON CHCTEMbI YIIPABJICHUSI, IPOEKTHASI U JKCIUTyaTallMOHHAs IOKyMEHTAlUsl Ha CUCTEMY
3alUThl aBTOMATU3UPOBAHHOM CHCTEMBI YIPABICHUS, OPraHU3al[MOHHO-PACIIOPSIAUTEIbHBIE TOKYMEHTHI T10
3ammTe WHGOpPMAIMK, PEe3yabTaThl aHAIM3a YA3BUMOCTEH aBTOMATH3MPOBAHHOW CHCTEMBI YNPABICHHUS,
MaTepualbl IMpeABAPUTEIbHBIX M TMPUEMOYHBIX HCIBITAHUN CHCTEMbl 3alUThl AaBTOMATU3MPOBAHHOU
CHCTEMBI YIIpaBIICHUS, a TaKXKe HWHBbIE JOKYMEHTHI, pa3padarbiBaéMble B COOTBETCTBHHM C HACTOSIIIUMHU
TpebGoBaHUSIMHU U TPEOOBAHUSMU CTAHIAPTOB OPTraHU3AIUH.

[IpuemouyHble HCOBITAHUS CHUCTEMBl 3alUTHl aBTOMATU3UPOBAHHOM CHUCTEMBbI  YIpaBICHUS
MPOBOAATCS B COOTBETCTBUHU C IMPOrpaMMOM M METOAUKOM MPUEMOYHBIX MCIBITAaHUN. Pe3ynbrarsl
MPUEMOYHBIX HMCIIBITAHUN CHCTEMBI 3aIUTHl aBTOMATU3UPOBAHHON CHCTEMBI YIIPABIICHUS C BBIBOJOM O €€
COOTBETCTBUU YCTAHOBJICHHBIM TPeOOBAaHUSM BKJIFOUAIOTCS B aKT NMPUEMKH aBTOMATU3UPOBAHHOW CHUCTEMBI
yIpaBIEHUS B SKCILTyaTaIHIoO.

[lo pemieHuto 3akazymka MOATBEP)KICHHUE COOTBETCTBHSI CHUCTEMBI 3alllUThl aBTOMATU3UPOBAHHOM
CUCTEMBbl YIPABICHHUS TEXHUUYECKOMY 3aJaHUI0 HAa CO3/laHHe (MOJACPHHU3AIMIO) ABTOMATHU3WPOBAHHOU
CUCTEMBI YMpaBICHUS U (WJIM) TEXHUYECKOMY 3a/IlaHUI0 (YaCTHOMY TEXHHUYECKOMY 3aJaHHIO) Ha CO3/IaHue
CUCTEMBI 3aIUTHl aBTOMATU3HPOBAHHOW CHUCTEMBbI YIIPABJICHMS, a TAKXKE HACTOAIIUM TpeOOBaHUSM MOXKET
MpOBOAUTHCST B (GopMe arTecTallud AaBTOMAaTH3UPOBAHHOM CHUCTEMBI YIPABICHHS HAa COOTBETCTBHE
TpeboBaHUsIM MO 3amure uHPopmanmu. B 3TOM ciywyae A NpOBENEHUS AaTTECTAlUU MPUMEHSIOTCS
HaIllMOHAJIbHBIE CTAaHAAPTHI, a Takxke MeToandeckue 1okyMmeHTsl DCTOK Poccun™*.

BBon B nelicTBME aBTOMAaTU3MPOBAHHOW CHUCTEMBI yIpaBieHUs ocyuectBisieTcs ¢ ydetoM ['OCT
34.601, craHmapTOB OpraHU3alMyd M TPU TOJOKUTEIBHOM 3aKIIOYECHUH (BBIBOJE) B aKTE MPUEMKH O
COOTBETCTBUU €€ CHUCTEMBI 3alllUThl YCTAHOBJICHHBIM TpeOOBaHMSIM K 3amure HHbopMauuu (UiIu Mpu
HaJIMYUU aTTeCTaTa COOTBETCTBUA).

O0ecneyeHue 3amUThHI HHGOPMALMHI B X0/ IKCILIyaTAllMH ABTOMATH3MPOBAHHOI CHCTEMBI
ynpaBJjeHust

16. ObGecnieuenue 3amuThl WHGOPMALMA B XOJ€ JKCIUTyaTalli aBTOMATHU3HPOBAHHOW CHCTEMBI
yIOpPaBIECHUS OCYIIECTBIISICTCS ONEPaTOPOM B COOTBETCTBUU C DJKCIUIyaTallMOHHON JOKyMEHTallueld Ha
CUCTEMY 3alllUThl ¥ OPTraHU3alMOHHO-PACTIOPSAIUTEIIEHBIMU JOKYMEHTaMU 110 3aluTe WHPOpMaluud u
BKJIFOUAET CJICAYIOIINE POy PHI:

IUTAHUPOBAHUE MEPONPUATHIA TI0 OOECIEUCHHIO 3aIlUThl HMH(OpPMANMK B aBTOMATH3UPOBAHHOMN
CUCTEME YIIPaBJICHHUS;

oOecrieueHre MACHCTBUII B HEINITATHBIX (HEMPEIBHJICHHBIX) CHUTyalMsIX B XOJA€ OJKCIUIyaTalluH
aBTOMATH3WPOBAHHON CUCTEMBI yIIPABICHUS;

nH()OPMHUPOBAHUE U OOYUYCHHE MMEPCOHANIa AaBTOMAaTU3UPOBAHHOW CUCTEMBI YIIPABIICHHUS,

MEePUOANYECKUN aHalu3 yrpo3 0Oe30MacHOCTH HMHQPOpPMAIMM B aBTOMAaTU3MPOBAHHOW CHUCTEME
YIPaBIICHUS U PUCKOB OT UX peallu3alluy;

yrpaBlieHHe (aIMUHUCTPUPOBAHKE) CUCTEMOM 3aIIUTH aBTOMATH3UPOBAHHON CUCTEMBI YIIPABICHUS;

BBISBIICHHE HWHIIMJCHTOB B XOJI€ JKCIUTyaTalliM aBTOMATH3UPOBAHHOW CHUCTEMBI YIpaBICHUS U
pearupoBaHue Ha HUX;

yIpaBJICHHE KOHPUTYpAIMeH aBTOMAaTH3UPOBAHHON CHCTEMBI YIIPABICHUS M €€ CHCTEMBI 3aIUTHI;

KOHTPOJIb (MOHUTOPHUHT) 3a 00€CIICYCHUEM YPOBHS 3allMIIEHHOCTH aBTOMAaTH3WPOBAHHOW CHCTEMBI
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YIIPaBIICHUS.

16.1. B xome muiaHUpOBaHHUS MEPONPHUATHI MO oOOecreueHuto 3aluTbl HHPOpMaluUd B
aBTOMATH3WPOBAHHON CUCTEME YIPABICHUS OCYIIECTBISIOTCS:

OTpezieNieHUe JINII, OTBETCTBEHHBIX 3a IJIAHUPOBAHHWE M KOHTPOJIb MEPONPUATHUI MO 0OECHEeUEHUIO
3alUThl UHPOPMAIIMU B aBTOMaTU3UPOBAHHOM CHCTEME YIIPaBICHHUS;

pa3palboTka, yTBEp)KIACHHME M aKTyalu3alks IUTaHa MEpONPHUSATHI MO OOECHeYeHHIO 3alluThl
WH(OPMAIIMK B aBTOMATU3UPOBAHHOW CHCTEME yIIPaBIICHUS;

KOHTPOJIb ~ BBITIOJTHEHUS ~ MEPONpUATHA  T0  oOecrmeyeHuto  3amuThl  HHPOpMAIUU B
aBTOMAaTH3WPOBAHHOW CUCTEME YIIPaBJICHHUS, MPETYCMOTPECHHBIX YTBEPIKICHHBIM IJIAHOM.

16.2. B xome oOecreueHusi JEWCTBUI B HEIITATHBIX (HETPEABUACHHBIX) CUTYyalHMsIX MPHU
HKCIUTyaTallii aBTOMAaTHU3UPOBAHHON CHCTEMbI YIPABICHUS OCYIIECTBIISIOTCA:

IUIAHUPOBAHUE MEPOMNPUATHA TI0 OOECIEUCHHIO 3allUThl HWH(OpPMANMK B aBTOMATU3UPOBAHHOMN
CUCTEME YIIPaBJICHHsI Ha ClTydyail BOSHUKHOBEHHSI HEIITATHBIX (HETIPEABUACHHBIX ) CUTYAIIHIA;

oOydeHue u OTpabOTKa JeMcTBUH TNepcoHala MO OOECHeueHUI0 3alMThl HH(OpManuu B
aBTOMATH3WPOBAHHOW CHUCTEME YMpaBIEHUS B CIydyae BO3HMKHOBEHHS HEIITATHBIX (HEMPEIBUICHHBIX)
CUTYaLUi;

CO3/1aHHE AJBTEPHATUBHBIX MECT XpaHEHUS U 00pabOTKKM MH(POpPMAIMU Ha CIIy4ail BO3ZHUKHOBEHHUS
HEIITaTHBIX (HEMPeIBUICHHBIX) CUTYaLlUH;

pe3epBUPOBaHUE MPOTPAMMHOIO OOECHEUEHHUs, TEXHUUECKUX CPEICTB, KAaHAJIOB NEpenaur JaHHBIX
aBTOMAaTH3MPOBAHHON CHCTEMbl YMpaBICHUS Ha Ciaydyall BO3HMKHOBEHMSI HELITATHBIX (HEMpPeIBHJICHHBIX)
CUTYalIH;

oOecriedeHre BO3MOXHOCTH BOCCTAHOBJIEHUSI aBTOMAaTU3UPOBAHHOW CUCTEMBI YIIpaBJIeHUs U (UJTN) ee
KOMITOHEHTOB B CJIy4a€ BOSHUKHOBEHUS HEIITATHBIX (HEMPEIBUICHHBIX) CUTyal[UH.

16.3. B xone nndopmupoBanus 1 00ydeHHUsI NTepcoHaa aBTOMAaTU3UPOBAHHONW CUCTEMBI YIIPaBICHUS
OCYLIECTBIISIOTCS:

MepUoINIeCcKoe NHPOPMHUPOBAHUE MEpCOHaa 00 yrpo3ax 0e30MmacHOCTH MH(POPMAIIMH, O TTpaBUIIax
SKCIUTyaTallid CHCTEMbl 3allUThl ABTOMATHU3WPOBAHHOW CHUCTEMbl YMPABIEHUS U OTAEIbHBIX CPEICTB
3aMUThl HHPOPMAITUH;

nepuoandeckoe  oOyuyeHHWEe  IepcoHalla  NpaBWIaM  JKCIUTyaTalldd  CHUCTEMbI  3alllUThI
aBTOMATU3UPOBAHHOW CHUCTEMBl YIIPABICHUS W OTAEIBHBIX CPEICTB 3alIMThl HH(DOpPMAIMU, BKIIOYAs
MIPOBEJICHUE IPAKTUUECKUX 3aHATUH C IEPCOHAIIOM Ha MAaKeTaX MM B TECTOBOM 30HE.

16.4. B xonme ananu3a yrpo3 Oe3omacHOCTH HMH(OpPManuu B aBTOMAaTU3MPOBAHHOW cHCTEME
YIpaBIeHUS U BO3MOKHBIX PUCKOB OT MX PeaJU3aliH OCYIECTBISIOTCS:

MEePUOANYECKUIN aHANN3 YA3BUMOCTEH aBTOMAaTU3MPOBAHHOW CUCTEMBI YIIPABICHHS, BOZHUKAIOIINX B
XOJIe €€ DKCIUTyaTallly;

NEPUOJIMYECKUI aHalIu3 M3MEHEHUs Yrpo3 0e30macHOCTH HMH(OpPMAalUMUd B aBTOMAaTH3MPOBAHHOMN
CHCTEME YTIpaBIICHUs, BOSHUKAIOIINX B XO/I€ €€ IKCILUTyaTalluu;

NepUoIMYecKasl OLEHKa MOCIEeICTBUI OT peanu3alMd yrpo3 0O€30MacHOCTH HHQOpManuu B
aBTOMATH3WPOBAHHON CUCTEME YIPaBICHUS (aHAU3 PUCKA).

16.5. B xone ynpasieHus (aAIMUHUCTPUPOBAHMSI) CUCTEMON 3alIUThl aBTOMAaTU3UPOBAHHON CHCTEMBI
YIPaBIICHUS OCYIIECTBISIOTCS:

OIlpezielieHue JIUL, OTBETCTBEHHBIX 3a YyIMpaBiieHUuEe (aAMUHUCTPUPOBAHHE) CHUCTEMOM 3allUTHI
aBTOMAaTU3MPOBAHHOM CUCTEMBI YIIPABICHUS;

YIPAaBJIEHWE YUYETHBIMH 3aIIUCSMU MOJIb30BaTeNed U MOJJAEpKaHNuEe PABWII pa3rpaHUyuEHusl JOCTyna
B aBTOMATU3UPOBAHHOM CHCTEME yNPABIEHUS B aKTyaJIbHOM COCTOSHUY;

YIpPaBIIEHHUE CPEACTBAMM 3alIUThl HHPOPMAIIMU B aBTOMAaTU3MPOBAHHOI CUCTEME yIPaBIEHUs, B TOM
ypcie  napaMeTpaMHd  HAacTPOMKM  MPOrPaMMHOTO  OOeCledYeHHs,  BKIIOYass  BOCCTAHOBIICHUE
paboToCcrnocoOHOCTH CPEACTB 3alUTHl HHPOPMAIIUU, TEHEPALINIO, CMEHY M BOCCTAHOBIICHHE MapOJICH;

yIpaBjieHue OOHOBJICHHSIMH MPOTPAaMMHOrO oOecrieueHus, BKIIOYas MpOorpaMMHOE obOecredeHne
CpeACTB 3alIUThl WHGOpPMAIMH, C Y4eToM OcCOOeHHOCTeH (yHKIIMOHUPOBAHUS aBTOMATH3MPOBAHHOMN
CUCTEMBI yIIPABIICHUS;

LEHTPAJIM30BAHHOE YTPABICHUE CHCTEMOM 3allUThl aBTOMATH3MPOBAHHOM CHUCTEMBI YIIpaBICHUS



(mpu HE0OXOIMMOCTH);

aHaJIM3 3apETUCTPUPOBAHHBIX COOBITUN B aBTOMAaTU3UPOBAHHOW CHCTEME YNPABICHUS, CBSI3AHHBIX C
0€30MacHOCThIO HH(pOpMAIUH (J1ajiee - COOBITUSI OE30MaCHOCTH);

COTPOBOXKACHHE (HYHKIIMOHUPOBAHUS CUCTEMBI 3aIlIUTHl aBTOMAaTU3UPOBAHHOW CHCTEMbI YIIPABICHUS
B XOJI€ €€ OJKCIUTyaTalliu, BKIJIIOYash BEJEHUE SKCIUTyaTallMOHHOW JIOKyMEHTAIlMM U OpraHU3alMOHHO-
pacnopsIUTENbHBIX IOKYMEHTOB IO 3alIUTe UH(DOPMALIIH.

16.6. {11 BBISIBIICHUS MHIIUICHTOB M PEaripOBaHUs HA HUX OCYIIECTBIISIOTCS:

OTpe/ieNICHUE JIHII, OTBETCTBEHHBIX 32 BBISIBICHUE MHIIMICHTOB U pearupoBaHUe Ha HUX;

oOHapyXeHHe W HICHTU(UKAIMS WHIUJIESHTOB, B TOM YHCJIE OTKAa30B B OOCTy)KHMBaHUU, cOOEB
(mepe3arpy3ok) B paboTe TEXHHYECKHUX CPEICTB, MPOrPAMMHOIO OOECMEYEeHHs] W CPEIACTB 3alUThI
uHOpMalIMK, HApYUICHWUH TpaBWJI pa3rpaHUUYEHUs JOCTyIa, HEMPABOMEPHBIX JIEUCTBHHA MO COOpy
uHOpMalIMK, BHEAPEHUS BPEIOHOCHBIX KOMIBIOTEPHBIX MporpamMM (BHPYCOB) M HWHBIX COOBITHIA,
MPUBOIAIINX K BOSHUKHOBEHUIO WHIIUCHTOB;

CBOEBpPEMEHHOE HH(POPMUPOBAHKE JIUIl, OTBETCTBEHHBIX 32 BBISBICHUE UHIIUJECHTOB U PearupoBaHKe
Ha HUX, O BOSHUKHOBEHUHU WHIIUICHTOB B aBTOMAaTU3HPOBAHHOM CHCTEME yIPaBICHUS IEPCOHATIOM;

aHaJIM3 UHIUJCHTOB, B TOM YHCJIC ONPEEICHIE HCTOYHUKOB M MPUYNH BO3HUKHOBEHHUS WHIIUICHTOB,
a TaKXe OIEHKA UX TMOCIEACTBUM;

IUIAHUPOBAHUE U MPUHATHE MEp MO YCTPAHEHHUIO WHIIUJIEHTOB, B TOM YHCJE MO BOCCTAHOBIICHUIO
aBTOMATH3WPOBAHHON CHUCTEMBbl YIpaBICHHs B CilIy4yae OTKa3a B OOCIHY)KMBAaHMM WM TMOCJIE cOOEB,
YCTPAHEHHIO TMOCIEACTBUI HapyILIEHUs MpPaBWJI Pa3rpaHUUYEHUs] TOCTYyMa, HEMPABOMEPHBIX IEUCTBHUM IO
cOoopy uH(pOpMANMK, BHEAPESHUS] BPEIOHOCHBIX KOMIBIOTEPHBIX MPOTrpaMM (BUPYCOB) M MHBIX COOBITHH,
MPUBOJSAIINX K BOSHUKHOBEHUIO MHIUJEHTOB;

IUIAaHUPOBAHUE U MPUHATHE MEP MO MPEIOTBPALLIEHUIO TOBTOPHOTO BOSHUKHOBEHUS! MHIIUCHTOB.

16.7. B xome ympaBieHuss KoHUTyparueid aBTOMATU3UPOBAHHOW CHUCTEMBI YIPABICHUS U €€
CUCTEMBI 3aILIUThI OCYIIECTBIIAIOTCS:

nojJep>kaHue KOHQUIrypaluy aBTOMATU3MPOBAHHOM CHUCTEMBI YIIPABJICHHS M €€ CHUCTEMBbl 3alllUTh
(CTpYKTYpBl CHUCTEMBI 3aIIMThl AaBTOMAaTU3UPOBAHHOW CHCTEMbl YIIPABIIEHHUS, COCTaBa, MECT YCTAHOBKHU U
napaMeTpoB HACTPOMKM CPEACTB 3alIUThl MHPOPMAILMH, MPOTPAMMHOTO OOECIEUEeHHsST M TEXHHYECKHUX
CPEICTB) B COOTBETCTBMM C OKCIUTyaTallMOHHOW [OKyMEHTAllMe Ha cHUCTeMy 3alluThl (MOJJEep:KaHue
6a30B0il KOHPUTYpALIUU ABTOMAaTU3UPOBAHHON CUCTEMBI YIIPABICHHS U €€ CUCTEMBI 3aIUTHI);

ONpeZeNIeHNEe JIML, KOTOPBIM pa3pelieHbl JACUCTBHS 110 BHECEHUID M3MEHEHUH B 0a30BYyIO
KOH(UTYypaIiio aBTOMaTU3UPOBAHHON CUCTEMBbI YIIPABICHHSI U €€ CUCTEMBI 3aIUTHI;

periiaMeHTaluss M KOHTPOJIb TEXHUYECKOro OOCIYyXMBaHHA, B TOM YHWCIE JUCTAaHIIMOHHOTO
(YymaneHHOTro), TEXHMUYECKHUX CpPEACTB W MPOrpaMMHOIO OOECTICUeHHUs aBTOMATH3MPOBAHHOW CHCTEMBI
yIpaBIICHUS;

yIpaBlieHHE U3MEHEHUsSMH 0a30BOM KOH(PUTYpallMy aBTOMATU3MPOBAHHOW CHUCTEMBI yIpPABICHUS U
€€ CHCTEMBI 3alIUTHl, B TOM YHUCJIE OMPEICICHUE TUIOB BO3MOXKHBIX M3MEHEHUIN 0a30BOM KOH(MUTypaluu
aBTOMATH3UPOBAHHONW CHCTEMBl YIPABICHHUS U €€ CHUCTeMbl 3allUThl, CAHKIMOHHUPOBAHUE BHECEHUS
M3MEHEHHI B 0a30BYI0 KOH(QUTYPAIUIO aBTOMAaTU3UPOBAHHON CUCTEMBI YIPABICHUS U €€ CUCTEMBbI 3aIUTHI,
JOKYMEHTHPOBAHHE JCUCTBHUI MO BHECEHUIO M3MEHEHUN B 0a30BYI0 KOH(PUTYpAIMIO0 aBTOMATU3HPOBAHHOM
CUCTEMBI YIIPABJICHHS U €€ CUCTEMBbI 3alllUThl, COXpAaHEHUE JaHHBIX 00 M3MEHEHUsX 0a30BOI KOH(UTypalun
aBTOMATH3WPOBAHHON CHCTEMbI YIIPABJICHHUSI U €€ CHUCTEMBI 3aIllUThI, KOHTPOJb JEUCTBUI MO BHECEHHIO
M3MEHEHH B 0a30BYI0 KOH(PUTYpallli0 aBTOMAaTU3UPOBAHHON CUCTEMBI YIIPABICHUS U €€ CUCTEMBI 3aIUTHI;

aHaMM3 TOTEHLUUAJIBPHOTO BO3ICUCTBUS IUIAHUPYEMBIX HW3MEHEHMH B 0a30BOM KOHQUIypaluu
aBTOMAaTH3WPOBAHHON CHCTEMBbl YINPABICHHUS U €€ CHCTEeMbl 3allUThl Ha oOecreueHue ee 0e30MacHOCTH,
BO3HUKHOBEHHE  JIOMOJHUTENBHBIX  Yrpo3  Oe3omacHOCTH uHbopManud U pabOTOCIOCOOHOCTH
aBTOMATH3WPOBAHHON CUCTEMbI yIIPABICHUS;

olpejieliecHHe TMapaMeTpOB HACTPOMKM MPOTPAaMMHOIO OOECreueHus, BKJIOYas MPOrpaMMHOE
oOecrieyeHre CpeACTB 3allUThl HHPOpPMAIMU, COCTaBa M KOHPUTypalluM TEXHUYECKUX CpPEICTB U
MPOrpaMMHOTO OOECIEUeHHUs /10 BHECEHUS M3MEHEHH B 0a30BYI0 KOH(PUIYpalli0 aBTOMATU3HPOBAHHOU
CUCTEMbI YIIPABIICHUS U €€ CUCTEMbI 3aIUTHI;

BHeceHHne mHpopMaIuu (JaHHBIX) 00 U3MEHEHUAX B 0a30BO KOH(GUTYpaIlMi aBTOMATU3UPOBAHHOM



CHUCTEMBI YIPABICHHUS] U €€ CHUCTEMBI 3alUThl B JKCIUTyaTallMOHHYIO JOKYMEHTAIIMIO HAa CHUCTEMY 3allUThI
nH(pOopMaIMu aBTOMAaTU3UPOBAHHOW CHCTEMBI YIIPABIICHUS.

16.8. B xome koHTponss (MOHMTOpHMHTa) 3a OOECIeYeHHEM YpOBHS  3alUIICHHOCTH
ABTOMATU3UPOBAHHON CUCTEMBI YIIPABIICHHS OCYIIECTBISIIOTCS

KOHTPOJIb 32 COOBITUSIMU O€30MaCHOCTH M JICUCTBUSAMH TIEPCOHANIAa B AaBTOMAaTU3HPOBAHHOW CHCTEME
YIIPaBIICHUS;

KOHTPOJIb (aHAJIM3) 3alluIIeHHOCTH WHGOpManuu, oOpabaTeiBaeMOW B aBTOMAaTH3UPOBAHHOMN
CUCTEME YIIPaBJICHHS, C YI€TOM 0COOCHHOCTEH ee (YHKIIMOHUPOBAHUS;

aHanmM3 W OIeHKa (YHKIMOHUPOBAHUS CHCTEMBI 3alllUThl aBTOMATH3UPOBAHHOW CHCTEMBI
yIOpaBleHUs, BKIIOYAsl BBISBIICHUE, aHAIU3 U YCTPAHEHHE HEJOCTATKOB B (PYHKIIMOHUPOBAHUH CHUCTEMBI
3aIUThl ABTOMATU3UPOBAHHOW CHCTEMBI YIIPaBJICHHS;

JOKYMEHTHPOBAHHE TPOILEAYP U Pe3yJIbTaTOB KOHTPOJISI (MOHUTOPHHTA) 3a 00eCIeYeHHUEM YPOBHS
3aIIUIIEHHOCTH aBTOMAaTU3UPOBAHHOW CHUCTEMBI YIIPaBJICHHUS;

NPUHATHE pEUICHUsT MO pe3yJbTaraM KOHTPOJsS (MOHUTOPUHTA) 3a OOECIEYCHHEM YPOBHS
3alIUIIEHHOCTH aBTOMATU3UPOBAHHOW CHCTEMBI YNPABICHUS O HEOOXOIUMOCTH MepecMoTpa TpeOoBaHUH K
3amuTe WHGOPMAIMM B aBTOMAaTH3UPOBAHHON CHCTEME YMpaBlIeHUS U J0pabOTKe (MOIEpHHU3AlMU) €€
CHCTEMBI 3aIIUTHI.

OoecneyeHue 3amUThl MHGOPMALMHU NPHU BbIBO/E U3 IKCIJIYaTAllUH ABTOMATH3UPOBAHHOM CHCTEMbI
ynpaBjeHusi

17. OGecneyenue 3amUThl MHPOpPMALMU IPU BHIBOJIE M3 SKCIUTyaTalldd aBTOMATHU3MPOBAHHOU
CUCTEMBI YNPABICHUS OCYIIECTBIISIETCS ONIEPATOPOM B COOTBETCTBUHU C KCILTyaTallMOHHOM JOKyMEHTaluen
Ha CUCTEMY 3alllUThl aBTOMATU3UPOBAHHON CUCTEMBI YIIPABICHUS U OPraHU3allMOHHO-PACIIOPSIUTEIbHBIMU
JOKYMEHTaMH M0 3alIUTe UHPOPMAIIMU U B TOM YUCJIE BKIIOYAET:

apXUBHUpOBaHUE UH(POpPMAIUH, COAEpHKAIICHCS B aBTOMaTU3UPOBAHHOMN CHCTEME YIIPaBIICHNUS;

VHUUYTOXKEHHE (CTHpaHHWe) MJaHHBIX W OCTAaTOYHOMW WH(POPMAMKA C MAIIWHHBIX HOCUTENEH
uHbOpMaIK U (MITN) YHHYTOXKEHNE MAIIMHHBIX HOCUTENIeH NHPOPMAIINH.

17.1. ApxuBupoBaHue WH(DOPMAIIHH, COEpIKAIICHCS B aBTOMAaTU3UPOBAHHON CHUCTEME YIIpaBJICHHUS,
JOJKHO OCYILIECTBIIATHCS MPU HEOOXOAMMOCTH J1ajbHENIIEr0 UCI0Ib30BaHUsl HHPOPMAIK B J€ATEIbHOCTH
oreparopa.

17.2. VHuuroxkeHue (CTUpaHHE) NAHHBIX M OCTATOYHOW HMH(OpPMAIMM C MAIIUHHBIX HOCHUTENECH
nH(OPMALIMK TPOU3BOAUTCS TIPU HEOOXOAUMOCTH TEPENauld MAIIWHHOTO HOCHUTENs HHPOPMAIUU JPYrOMY
MOJIb30BATE0 aBTOMATU3UPOBAHHON CHUCTEMBbI YNPABICHHS WM B CTOPOHHUE OPraHU3ALMM ISl PEMOHTA,
TEXHUYECKOTO OOCTYKUBAHUS WM TaTbHEHIIIETO YHUUTOXKECHHUS.

[Ipy BbIBOAE aBTOMATU3UPOBAHHOM CHUCTEMBI YHOPABICHUS W3 HSKCIUIyaTallUM MPOU3BOIUTCS
YHUYTOXKEHHE MAIIMHHBIX HOCUTENEH NHPOPMAIIUU, COAEPKAINX SHEPTOHE3aBUCUMYO MTaMSITh.

II1. TpeGoBaHus kK MepaM 3aIUUTHI HHPOPMALMH B AaBTOMATU3HUPOBAHHOM cHUCTeMe yIpaBJIeHHUs

18. OpraHu3allMOHHbIE W TEXHUYECKHME MeEpbl 3amUThl HH(OpMAIMK, peaiu3yeMbie B
ABTOMATU3MPOBAHHON CHUCTEME YIPABJICHUS B paMKaxX €¢ CHUCTEMbI 3alllUThl, B 3aBUCHMOCTH OT KJjacca
3alIMIICHHOCTH, YyIrpo3 0e30macHOCTH HMH(GOpPMAIUU, HCIOJIB3YeMbIX TEXHOJOTHMA €  CTPYKTYpHO-
(YHKIIMOHAIBHBIX XapaKTePUCTUK aBTOMATH3MPOBAHHON CHUCTEMbI YIpaBICHHS W OCOOCHHOCTEH ee
(YHKIIMOHUPOBAHUS, TOJDKHBI 00CCIICYHBATh:

UICHTU(PUKALIAIO U ayTeHTU(DUKAINIO CYObEKTOB JJOCTYIIA M OOBEKTOB JIOCTYIIA;

yIpaBlieHHE JOCTYIIOM CYOBEKTOB JJOCTYIIA K O0BEKTaM J0CTYyIIa;

OrpaHUYCHHE TTPOTPAMMHON CPEIbI;

3aIUTy MAITUHHBIX HOCUTENIEH HH(POPMAIINH;

perucTpanuio coobITui 6€30MaCHOCTH;

AHTHBHPYCHYIO 3aIHTY;

oOHapyxeHHe (IPeI0TBpaIlleHNEe) BTOPKECHHUIA;



KOHTPOJIb (aHAJIK3) 3aIIUILIEHHOCTH NHGOpMAIUK;

LEJI0CTHOCTh aBTOMAaTU3UPOBAHHOW CUCTEMBI YIIPABICHUS U MH(DOPMALINH;

JOCTYMTHOCTh TEXHUYECKHUX CPEJICTB U HH(OPMALIUU;

3alUTY Cpebl BUPTYyaIH3allHH;

3alIUTY TEXHHYECKHUX CPEACTB U 000PYIOBaHMS;

3alIUTy aBTOMAaTU3UPOBAHHOW CUCTEMBI U €€ KOMIIOHEHTOB;

6e30macHyto pa3zpaboTKy NPUKIIAJIHOTO U CHEIMATBFHOTO IPOrPaMMHOI0 00eCTICUeHHS;

ynpaBjieHne OOHOBIECHUSIMH NPOTrPAMMHOTO 00eCIIeUeHNs;

TUIAHUPOBAHUE MEPOIIPUATHI MO 00ECTIEYECHUIO 3alUThI HHPOPMAIIUH;

oOecrieueHue IeUCTBUN B HEIITATHBIX (HETIPEABUACHHBIX ) CUTYAIIHSIX;

nH()OPMHUpPOBAHUE U OOYUCHHE NTEPCOHAIA;

aHaJIu3 yrpo3 0e30MacHOCTH UH(OPMALIUU U PUCKOB OT MX pealu3aluy;

BBISIBJICHUE MHIIMICHTOB U pearupoBaHue Ha HUX (yIpaBlIeHUE UHIUACHTAMH);

yIpaBlieHHE KOHPUTypalreil aBTOMaTU3UPOBAHHOM CUCTEMBI YIIPABJICHHS U €€ CUCTEMBbI 3aIIUTHI.

CocraB Mep 3ammuThl WHQOpMamuu W WX 0a30Bble HAOOPBI JUISI COOTBETCTBYIOIIMX KJIACCOB
3alMIIEHHOCTH aBTOMAaTU3MPOBAHHBIX CUCTEM YIMPAaBJIEHUS NMPUBEIACHBI B MPWIOKEHUH N 2 K HACTOSIIUM
TpebGoBaHuUsIM.

18.1. Mepsl mo wuaeHTH(PUKAIMKA U AyTEHTHU(PHUKAIMH CYOBEKTOB JOCTyna M OOBEKTOB OCTyIa
JIOJDKHBI  o0ecreyuBaTh TMPUCBOCHHE CyObeKTaM U OOBEKTaM JOCTyla YHUKaJbHOTO MpHU3HAKa
(unenTH(UKaTOpa), CpPaBHEHHE NPEABIBIAEMOro CyObeKTOM (O0OBEKTOM) [IOCTyNa HISHTH(HUKATOpa C
NEpEeYHEM TPUCBOCHHBIX HICHTH(PHUKATOPOB, a TaKXKe MPOBEPKY NPUHAIICKHOCTU CYyObeKTy (0OBEeKTy)
J0CTYTa MPEIbSIBICHHOTO UM HIeHTHU(HUKATOpa (TIOATBEPKACHHE MTOJITMHHOCTH).

18.2. Mepsl 1O ymOpaBIEHUIO TOCTYIIOM CYOBEKTOB JOCTyNa K OOBEKTaM JOCTyla JOJDKHBI
o0ecrieyuBarh yNpaBlI€HUE MpaBaMH W TNPUBUWICTUSIMU CyOBEKTOB JIOCTyIa, pa3rpaHUYEHUE OCTyma
CyOBEKTOB JIOCTyIa K 00BbEKTaM J0CTyIa Ha OCHOBE COBOKYITHOCTH YCTAHOBJICHHBIX B aBTOMaTU3MPOBAHHOMN
cCUCTEME YIpPAaBIEHUs MPAaBUJI pa3rpaHUUeHHUs IOCTyIa, a Takke 00ecreunBaTh KOHTPOJIb COOMIOICHHS ATUX
paBuJI.

18.3. Mepbl MO OrpaHUYEHHIO IMPOrPaMMHON Cpeabl TODKHBI 00ecreunBaTh YCTaHOBKY M (MJIN)
3allyCK TOJBKO Ppa3pelIeHHOr0 K MCIOJb30BaHUIO B ABTOMAaTM3MPOBAHHOM CHCTEME YIpaBlIEHUS
IPOrpaMMHOI0 00€CTeUeHUs] UM MCKJIIYaTh BO3MOKHOCTh YCTAHOBKM M (MJIM) 3aIlyCKa 3alpelieHHOro K
HCIOJIb30BAHUIO B aBTOMAaTU3UPOBAHHOM cHCTEME YIIPaBJIEHUS MPOrPaMMHOTO 00eCTIEUeHHUS.

18.4. Meppl mo 3amuTe MalIMHHBIX HocHUTenell uHdopManuu (cpeactBa oOpabOTKU (XpaHEHUs)
uHpOpMallMM, CbEMHBIE MAIIMHHBIE HOCHUTENM HWHGOpPMAIMM) JOJDKHBI HCKIIOYaTh BO3MOXXHOCTh
HECAaHKLMOHUPOBAHHOTO JIOCTyIa K MAIlMHHBIM HOCHUTEJSM M XpaHsLIeics Ha HUX MH(OpMaluu, a Takxke
HECAaHKLMOHUPOBAHHOE MCII0JIb30BaHUE ChEMHBIX MALIMHHBIX HOCUTENEH HH(pOpMaIUH.

18.5. Mepbl mo peructpanuud coOBITUM O€30MaCHOCTH MOJDKHBI OOecrednBaTh CcOOp, 3aIluCh,
XpaHEHHUE U 3alUTy UHGOPMALIUK O COOBITHIX 0€30MaCHOCTH B aBTOMAaTU3UPOBAHHOW CUCTEME YIIPABIICHUS,
a Tak»e BO3MOXHOCTb MPOCMOTpa U aHaIn3a HHPOPMAIIMU O TAKUX COOBITUSAX U pearipoBaHUE Ha HUX.

18.6. Mepbl 110 aHTUBUPYCHOM 3alUTE JOJKHBI 00eCTIeunBaTh OOHAPY)KEHNE B aBTOMAaTU3UPOBAHHOM
CUCTEME yHpaBlIEHUS KOMIBIOTEPHBIX MNporpaMMm JHUOO HWHOM  KOMIBIOTEpHON  uH(pOpMaluu,
MpeHa3HAYeHHOW /i1  HECAaHKUWOHUPOBAHHOIO  YHUYTOXXEHUS,  OJIOKUpOBaHMS, MOAU(DUKALINH,
KOIIMPOBaHUSI KOMITBIOTEPHON MH(DOPMAIMU WM HEUTpaIM3aIly CPEICTB 3alUThl MH()OpPMAIUH, a TaKKe
pearupoBaHue Ha 0OHapyKEHUE ITUX MMPOrpaMM U HH(POpMAITUH.

18.7. Mepsl 1o oOHapyxeHHIO (TMPEAOTBPAIICHHUIO) BTOPKCHHH JIOJDKHBI — 00OeCIieYrBaTh
oOHapy>XeHHE JCHCTBUI B aBTOMATU3UPOBAHHOM CUCTEME YIIpaBJICHHS, HAPABJICHHBIX Ha MIPeAHAMEPEHHBII
HECAHKIIMOHUPOBAHHBIM JOCTYNl K HH(OpMAalMH, ClEeUUaIbHble BO3JAEHCTBUS HA aBTOMAaTHU3MPOBAHHYIO
cucTeMy ympaBieHus M (wiu) uHPOpMAIMIO B IENAX €€ JOOBbIBaHUS, YHHUUTOXKCHUS, HCKAKCHHS U
OJ0KMpOBAaHUA JOCTYyTA K HH(OPMAINH, a TAKXKE pearnpoBaHUE HA ATH JEHCTBHS.

18.8. Mepsl 110 KOHTPOJTIO (aHATU3Y) 3aIIUIIEHHOCTH HHPOPMAITUU JOKHBI 00eCTIedMBaTh KOHTPOJIh
YPOBHSI 3alIMIIEHHOCTH aBTOMAaTU3MPOBAHHON CHCTEMBI YIIPABIIEHUS MyTEM IMPOBEICHHUS MEPONPUSITHH 1O
BBISIBJICHUIO U aHANU3y YSI3BUMOCTEW, KOHTPOJIIO YCTAHOBKM OOHOBJIGHHWH MPOTPaMMHOIO 0OO€CIeUYeHHs,
COCTaBa MPOTrPAMMHOTO OOECHeYeHHs] M TEXHUYECKUX CPEACTB M TMPABWIBHOCTU (DYyHKIIMOHUPOBAHUS
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CPEICTB 3alUThI UH(POPMALIHH.

18.9. Mepsl 1m0 O0O0ECMEUYEHHUIO IIEJIOCTHOCTH aBTOMAaTHU3MPOBAHHOMW CHCTEMBI YIPABICHUS W
uHopMallMM JOJDKHBI  oOecrneunBaTh OOHapykeHHE (PAKTOB HECAHKIIMOHUPOBAHHOTO HApyIICHUS
LEJIOCTHOCTH aBTOMAaTHU3WPOBAHHOW CHUCTEMBbl YMPABIEHUS U COACPXKAIIMXCS B HEMl NaHHBIX, a TaKXKe
BO3MOXKHOCTb BOCCTAHOBJICHHSI aBTOMAaTU3UPOBAHHOMN CUCTEMbI YIIPABICHUSI.

18.10. Mepbl 1o o00ecredeHn0 AOCTYIMHOCTH TEXHHUYECKHX CPEICTB M WH(OpMAlUM JTOKHBI
oOecrieunBaTh aBTOPU30BAHHBIN IOCTYM MEPCOHAJA, UMEIOUIETO MpaBa Mo TaKOMY JAOCTYNYy K TEXHUYECKUM
cpelacTBaM (MCHOJIHUTENbHBIM YCTPOICTBaM) U MH(OpPMAILIMK, a TAaK)Ke JOCTYIHOCTh TEXHUYECKUX CPEICTB
(MCTIOJTHUTENIbHBIX YCTPOMCTB) Il BXOMHOM (BBIXOAHOW) WH(MOpMAIUMU, YIpaBIAIOMmeEer (KOMaHIHOMN)
MH(OpPMaLMM, KOHTPOJbHO-U3MEPUTENBbHON HH(OpPMAlMK, WHOM KpUTUYECKH BaXHOM HHQOpMmanuu B
HITaTHOM pexxuMe (yHKIIMOHUPOBAHUSI aBTOMAaTU3UPOBAHHOW CUCTEMBI YIIPABICHHUS.

18.11. Mepbl 1O 3amuUTe Cpenbl BHUPTyadU3allMd JOJDKHBI HCKIIOYATh HECAHKIMOHUPOBAHHBIN
nocTyn K uHdopmaimm, oopadaTsiBaeMoi B BUPTYalbHON HHPPACTPYKTYPE, U K KOMIIOHEHTaM BUPTYaJIbHOM
MHQPACTPYKTYphI, a TakKe BO3ACHCTBHE Ha WHGOPMALMIO M KOMIIOHEHTHI, B TOM YHCJIE K CPEACTBaM
yIOpaBleHUsT BUPTYyaIbHOU WHEGPACTPYKTYypOH, MOHUTOPY BHUPTYaJbHBIX MAIllMH (TUIIEPBU30PY), CHCTEME
XpaHEHHUs JAaHHBIX (BKIIIOYAs CUCTEMY XPaHEHHsI 00pa30B BUPTYyaIbHONW MHMPACTPYKTYpHI), CETU MEpeaaqn
JaHHBIX Yepe3 AJIEMEHTHl BUPTYyadbHOW WM (PU3NUECKON UHEGPACTPYKTYpbl, TOCTEBBIM OMNEPAMOHHBIM
CUCTEMaM, BUPTyaJIbHBIM MalllMHaM (KOHTEHHEepaM), CHUCTEeME€ M CETH pPEIUIMKAIMH, TePMUHAIbHBIM U
BUPTYaJbHBIM YCTPOUCTBAM, a TAKXKE CHCTEME PE3EPBHOTO KOMMUPOBAHUS M CO3/IaBAEMBIM €10 KOTIHSIM.

18.12. Mepsl 110 3a1MTE TEXHUYECKUX CPEACTB JOJKHBI UCKIIIOYaTh HECAHKLIMOHUPOBAHHBIN AOCTYI
K CTallMOHapHBIM TEXHUYECKHM CpeACTBaM, oOpabarbiBaloliuM UWH(GOPMAIIUIO, HCIOIHUTEIHHBIM
YCTpPOMCTBaM, CpeACTBaM, OOECMeUYHBAIOIINM  (DYHKIMOHUPOBAHHWE AaBTOMATU3HUPOBAHHON  CHUCTEMBI
yopaBlieHus (nanee - cpeAcTBa obecredeHUs (PyHKIMOHUPOBAHMSI), U B TIOMELICHUS, B KOTOPHIX OHH
MOCTOSIHHO PACMOI0KEeHbI, 00€CTIeYUBaTh 3alIUTY TEXHUYECKUX CPEICTB OT BHEIITHUX BO3JICUCTBUIA, a TAKKE
3amuTy UHQOpPMAIK, MPEACTABICHHON B BHJIe MH()DOPMATUBHBIX JIEKTPUUECKUX CUTHAJIOB M (PU3MUECKHUX
MIOJIEH.

18.13. Mepsl 1o 3anuTe aBTOMAaTU3UPOBAHHON CHCTEMBI M €€ KOMIIOHEHTOB JIOJKHBI 00€CTeunBaTh
3amuTy HHGOPMAIUU TIPH €€ Tepeayue Mo KaHajaaM CBS3H, B3aUMOICHCTBUH aBTOMAaTU3UPOBAHHON CHUCTEMBI
YOpPaBICHUS WU €€ OTHCIbHBIX CETMEHTOB C HMHBIMH aBTOMATHU3HPOBAHHBIMH (MH(OPMAIIMOHHBIMHU)
cucteMaMd U MHGOPMALMOHHO-TEICKOMMYHUKAIIMOHHBIMUA ~ CETSIMH ~ MOCPEICTBOM  NPUMEHEHUs
apXUTEKTYpPbl aBTOMATU3UPOBAHHON CHCTEMBI YIIPABJICHHS U MPOCKTHBIX PEHICHHI 10 €€ CUCTEME 3aIlUThI,
HaIlpaBJIEHHBIX Ha 00ECIIeYeHNE 3aUThI HH(POPMAIIHIH.

18.14. Mepsl mo oOecrneueHnio Oe30MacHON pa3pabOTKU MPUKIATHOTO U CHEHUATIBHOTO
MPOrPaMMHOTO OOECIeUeHHs JOJKHBI OOECleurBaTh BBISBICHHE, aHAIN3 M yCTPaHEHHE pPa3padOTUUKOM
YSI3BUMOCTEHW MPOTrpaMMHOTO 00eCTeyeHus: aBTOMAaTHU3MPOBAHHONW CUCTEMbl YHPAaBIEHUS, ONPEAEIICHHOTO
3aKa34MKoOM, Ha BCeX JTamax (CTagusix) ero pa3pabOTKH, a TaKKe KOHTPOJIb MPUHUMAEMBIX Mep IO
BBISIBJICHUIO, aHAJIW3Y M YCTPaHEHHUIO YA3BUMOCTEH CO CTOPOHBI 3aka3uMka U (WJIM) omeparopa
aBTOMAaTH3MPOBAHHON CUCTEMbI YIIPABICHUS.

18.15. Mepsb! 1o ynpaBlieHHIO OOHOBJICHUSIMU MPOTPAMMHOTO 00€CTICUeHHS JOJIKHBI 00eCTIeunBaTh
0e30MacHoe Moy4eHe, MPOBEPKY U YCTAHOBKY OOHOBIIEHUH MTPOrpaMMHOTO 00eCIIeueHHsl Ha KOMIIOHEHTaX
aBTOMAaTU3MPOBAHHON CUCTEMbI YIIPABICHUS TEXHOJIOTMUECKUMHU IIPOLIECCAMH.

18.16. Mepbl Mo MIAHUPOBAHUIO MEPONPHUATHI MO 00eCreueHUI0 3alUThl HHPOPMAIMH JTOJKHBI
oOecrnieyuBarh pa3pabOTKy, YTBEPKICHHE U aKTyaJH3alHIo ITUIaHA MEPONPUATHI MO 00eCIeUeHUIO 3alIUThI
nHQOpMAallMM B aBTOMATHM3MPOBAHHBIX CHUCTEMaxX yYOpPABICHHsA, B TOM YHCIE MPEAyCMaTPUBAIOIIETO
MEpPOTPUATUS TO 3aiuTe WHGOpPMAlMU B XOAE CO3MAaHMs, IKCIUTyaTallid W BBIBOAA U3 JKCIUIyaTalllH
aBTOMATH3WPOBAHHON CHUCTEMBI yMPAaBIEHUS, CPOKU BBITIOJHEHUS MEPOMNPUATHIA M OTBETCTBEHHBIX 3a HMX
BBITIOJTHEHUE, a TAKKE KOHTPOJIb €TO BHITIOTHEHUS.

18.17. Mepsl o oOecreyeHHI0 NEHCTBUNM B HEIITATHBIX (HEMPEIBUICHHBIX) CUTYAIHsIX JOJKHBI
oOecnieyuBarh IJIAHUPOBAHHE MEPONPUATHI, OOyueHue U OTpabOTKy JAEHCTBUI mepcoHala B cliyyae
BO3HUKHOBEHHS HEIITATHBIX (HEMPEABUACHHBIX) CHUTyalluid, a TaKXKe pPEe3epPBUPOBAHKE IPOTPAMMHOTO
oOecrieyeHus, TEXHUYECKUX CPEICTB, KaHAJIOB Mepeayy JaHHBIX aBTOMATU3UPOBAHHBIX CUCTEM yTpPaBICHUS
B Cllydya€ BO3HHUKHOBEHMsI HEINTATHHIX (HEMPEIBUIACHHBIX) CUTyallud W oOecledeHHe BO3MOXKHOCTU €€
BOCCTAHOBJICHUS.



18.18. Mepsr 1o wuHbDOpMUPOBaHUI0O W OOyYEHHIO TIepCOHANa JOJDKHBI — 00eCTeunBaTh
nH(popMUpOBaHUE TIEPCOHANIa 00 yrpo3ax 0e30MacHOCTH WH(OPMAIIUN, O MPaBUIaX IKCITyaTallui CHCTEMBbI
3alMThl ABTOMAaTU3UPOBAHHOW CHCTEMbI YIIPABJICHHS U OTACIbHBIX CPEJCTB 3alIUThl HHPOPMAIUH, a TAKXKE
TEOPETUYECKOE U TMpaKTUYecKoe oOydeHue (B TOM YHCIE MPOBEICHHWE TPEHHUPOBOK) MO HJKCIUTyaTallUH
CUCTEMBI 3aIlUThl ABTOMATU3UPOBAHHOM CUCTEMBI YIIPABICHUS U OTAEIbHBIX CPEJICTB 3aIUTHI HHPOPMAIIH.

18.19. Meps! 1o aHanu3y yrpo3 0€30MacHOCTH WH(OPMAIMA U PUCKOB OT WX PEaTU3alfH JOKHBI
obecrieunBaTh  MEPUOAMYECKHM  aHAIM3  U3MEHEHUs  yrpo3  Oe3omacHocT  wHGOpMAIMU B
aBTOMAaTH3MPOBAHHOM CHUCTEME YIPaBICHHs, BO3HUKAIOIMIMX B XOJI€ €€ JKCIUlyaTallih, a TakKxke
MEPUOANYECKYIO OLICHKY (IIEPEOLIEHKY) IPOrHO3UPYEMBIX OCIEACTBUN OT peaau3aluu yrpo3 0e301acHOCTH
nH(pOpMaLIMK B aBTOMATU3UPOBAHHOM CHCTEME YIIPABIICHUS.

18.20. Mepsl 1O BBISBICHHIO HWHIMJCHTOB M pEAardpoOBAaHUIO HAa HUX JIOJDKHBI O0OECTIeUHBaTh
oOHapyKeHHe, HICHTHU(UKAINIO, aHAJIW3 WHIMIECHTOB B aBTOMATH3MPOBAHHOW CHCTEME YIPaBICHHS, a
TaKKe MPUHATUE MEP M0 YCTPAHEHUIO U PEIYNPExKACHUIO HHIUICHTOB.

18.21. Mepsl mo ympaBieHHIO KOH(PUTYpalreil aBTOMaTU3UPOBAHHOW CHCTEMBI YIPABICHUS U €€
CUCTEMBbI 3alUThl HWH(OpPMANMKM JOJDKHBI oOecreynBarh YNpaBICHHE W3MEHEHUSMH KOH(UTypaluu
aBTOMATH3WPOBAHHON CHCTEMBI YIIPABJICHUS U €€ CUCTEMBI 3alllUThl HH()OPMAIINH, aHATIU3 MTOTEHIINAIBHOTO
BO3JICHCTBUSL TUTAHMPYEMBIX HW3MEHEHHM Ha oOecleueHne O0e30macHOCTH WHGOpMalMu, a TaKxke
JTOKYMEHTHUPOBAHHUE dTUX U3MEHEHHIA.

19. Bribop mep 3amutbl uHGOpPMALUU [JS WX pealn3allid B aBTOMATU3MPOBAHHON CHUCTEME
YIPABIICHUS B paMKax €€ CHCTEMBbI 3alllUThl BKIIOUALT:

ornpeneneHue 0OazoBoro Habopa Mep 3almUThl HHGOPMALMK JJIi YCTaHOBJIEHHOIO Kjacca
3alUIIEHHOCTH aBTOMAaTU3UPOBAHHOW CUCTEMBI YMPABICHUS B COOTBETCTBUHU C 0a30BBIMH HaOoOpaMu Mep
3aluThl “HQOPMAITNH, TPUBEACHHBIMU B IpuiiokeHn: N 2 K HacTosAuM TpeboBaHuUsAM;

amantanuio 0a30BOro Habopa Mep 3alUThl MHPOPMAIMU MPUMEHUTENIBHO K KaXKIOMY YPOBHIO
aBTOMATH3WPOBAHHONW CHCTEMBI YIPABICHHUS, MHBIM CTPYKTYPHO-(DYHKIIMOHATBHBIM XapaKTEPUCTHKAM U
0COOEHHOCTSIM  (YHKIIMOHMPOBAHUS ABTOMAaTHU3WPOBAHHOW CHUCTEMbI YIpaBieHHs (B TOM 4HCIIE
MpeyCMaTpPUBAIOIIIYIO UCKITIOUEHHE U3 0a30BOro Habopa Mep 3aluThl UHPOPMAIIIH MEp, HEMOCPEACTBEHHO
CBSI3aHHBIX C TEXHOJIOTUSMH, HE HCIIONb3yEeMBIMH B aBTOMATU3MPOBAHHOM CHUCTEME YIPAaBJICHUS WIH €e
YPOBHSIX, WIH CTPYKTYpPHO-(PYHKIIHOHATbHBIMHU XapaKTepUCTUKAMU, HE CBOMCTBEHHBIMU
aBTOMATHU3WPOBAHHON CUCTEME YIIPABJICHHUS);

YTOUHEHHE aJAanTUPOBAaHHOTO 0a30BOro Habopa Mep 3alIUThl HHPOPMAIIMHU C YIETOM HE BHIOPaAHHBIX
paHee Mep 3amuThl WHGOpPMALlUU, TPUBEACHHBIX B mIpuiiokeHuu N 2 K HacrosmuM TpeOoBaHUsIM, B
pe3yapTare uero OIpenessioTcs Mepbl 3alluThl  HH(OpMamuu, oOeclevynBaroniie OIOKUPOBAHHE
(HeiTpanu3annio) Bcex yrpo3 0e30macHOCTH MH(OpMAIMM Ha KaXKJOM U3 YpOBHEW aBTOMAaTHU3WPOBAHHOU
CUCTEMBI YIIPABICHUS;

JIOTIOJTHEHHE YTOYHEHHOTO aJanTHPOBAaHHOTO 0a30BOro Habopa Mep 3aIuThl HHPOPMAIUU MEpamH,
oOecreynBarOMMU  BBITIOTHEHWE TpeOOBaHWN K 3amuTe WH(DOpPMAIMKM, YCTAaHOBICHHBIMA HHBIMU
HOPMAaTUBHBIMH MPABOBBIMH aKTaMH, JOKAJIbHBIMUA IPABOBBIMU aKTaMH, HAIMOHAJILHBIMU CTaHIAPTaMHU H
CTaHJapTaMy OpraHU3alliy B 00JIaCTH 3aIlIUTH HHPOPMAIUH.

s BeiOOpa Mep 3ammThl WHGOpPMAMKM JJisi COOTBETCTBYIOIIErO KJacca 3alllMIEHHOCTH
aBTOMAaTH3WPOBAHHOW CUCTEMBI YIIPABICHUS MIPUMEHSI0TCS MeTonudeckue TokyMeHTel ®CTIOK Poccun™*.

20. B aBTOMaTH3MpPOBAaHHOW CHCTEME YIIPABJICHHUS COOTBETCTBYIOIIETO KJacca 3allUIICHHOCTH B
paMKax ee CHCTEeMBbI 3allUThl JODKHBI OBITh PEaIM30BaHBI MEPHI 3alIUThl WH(OpPMAIUK, BHIOpAHHBIC B
cooTBeTCTBUM ¢ TnyHKTamu 18 u 19 Hacrosumx TpebGoBanuit u obecrneunBaromye ONOKHPOBAaHUE
(HeTpanu3anni) Bcex yrpo3 0e30macHOCTH MH(OpMAIMM Ha KaXKIOM W3 YpOBHEW aBTOMAaTHU3WPOBAHHOU
CUCTEMBI YIIPABIICHUSI.

BriOpannbie  Mepel  3amuThl  MHGOPMAIMKM  PACCMATPUBAIOTCS  JUIsl  KaXJOTO  YPOBHS
aBTOMATH3WPOBAHHON CUCTEMBI YIPABICHHUS OTIACIHHO M TMOJJICKAT pealu3alli ¢ y4eTOM OCOOCHHOCTEH
(YHKIIMOHUPOBAHUS KaXKIOTO U3 YPOBHEH.

[Ipu 3TOM B aBTOMaTHU3UPOBAHHOW CHCTEME YIPABICHUS JIOJDKEH OBITh, KAK MUHUMYM, PEaIn30BaH
aJaNTUPOBAHHBIA JI KaXKJOTO ypOBHSA 0a30BbIii HaOOp Mep 3aluThl MH(POPMAIUU, COOTBETCTBYIOIIUN
YCTaHOBJICHHOMY KJIACCy 3aIIMIIIEHHOCTH aBTOMATH3UPOBAHHON CUCTEMBI YIIPABICHUS.

21. B nensx uckiiroueHus: M30bITOYHOCTH B peasU3allii Mep 3alIUThl UHPOpMAINK U B CIydae, eClu
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NPUHATBIE B aBTOMAaTHU3MPOBAHHOW CHCTEME YIPABICHHUS MEpPbl MO OOECMEUYEHHUIO MPOMBIIIIICHHOM
O6e3omacHocTd U (W) (Qu3MYecKkol Oe30MacHOCTH JOCTATOYHBI MAJisi ONOKUpOBaHUS (HEUTpaTu3aluu)
OTIENBHBIX yTpo3 0e30MacHOCTH UH(POPMAIINH, JOTOJTHUTEIbHBIE MEPhI 3alIUThl HH(GOPMALIUU, BRIOpaHHBIC
B COOTBETCTBHHM ¢ NyHKTamu 18 u 19 Hactosmmx TpeGoBaHuii, MOTYyT He NpuUMeHATbCs. [Ipu 3TOM B X01€
pa3pabOTKU CHCTEMBbl 3alllUThl ABTOMATHU3WPOBAHHOW CHUCTEMBI YMPAaBIEHUS OJKHO OBITh IMPOBEICHO
000CHOBaHHE JIOCTATOYHOCTH NPHUMEHEHHS] MEp MO OOECIEYCHHIO MPOMBIIUICHHON O€30MacHOCTH WU
¢busnueckoit 6e30MmacHOCTH M7l OMOKHpPOBaHUS (HEUTpaIu3allii) COOTBETCTBYIOIIUX Yrpo3 0€30MacHOCTH
uH(pOpMALIUH.

22. 1lpu OTCYTCTBUM BO3MOXXHOCTU pEAJIM3alMK OTIACIbHBIX MEp 3alllUThl HH(OpPMALMK HA KaKOM-
7100 W3 YpOBHEH aBTOMATH3MPOBAHHON CUCTEMBI YIIPABJICHUS U (UJIM) HEBO3MOXXHOCTH MX NMPUMEHEHUsS K
OTICNIbHBIM OObEKTaM U CyOBEKTaM J0CTyHa, B TOM 4YHCIIE€ BCJIEICTBUE MX HETaTUBHOIO BIMSHUS Ha
MITaTHBIA peXUM (YHKIMOHHPOBAHUS aBTOMATH3MPOBAHHOW CHCTEMBI YIIpABIICHUS, Ha dTalax ajanTaiuu
0a3zoBoro Habopa Mep 3amMThl UHGOPMAIIMU WKW YTOYHEHMs aJalTHPOBAaHHOTO 0a30BOro Habopa Mep
3aIMThl HHPOpMAIIUKU pa3pabaThIBAlOTCS UHBbIC (KOMIICHCUPYIOIINE) MEpbI, 00SCIIEUNBAIOIINE aJICKBATHOE
OnmokupoBaHHue (HEHTpalM3amuio) yrpo3 0e30macHOCTH HMH(POpPMAIMM ¥ HEOOXOAMMBIA  ypOBEHBb
3alMIIEHHOCTH aBTOMAaTU3UPOBAHHOM CUCTEMBI YIIPABJICHUS.

B kauecTBe KOMIEHCHPYIOUIMX MEp, B NEPBYIO OUYEpEb, pACCMATPUBAIOTCS MEPHI MO0 00ECIEUEHUIO
NpOMBIIUIEHHOW U (Win) (Qu3nueckoil 0e30MacHOCTH aBTOMATU3WPOBAHHOW CHCTEMBI yIpaBICHHUSA,
MOJIZICPKUBAOIIINE HEOOXOIMMBIN YPOBEHB 3aIUIIICHHOCTH aBTOMAaTU3UPOBAHHON CUCTEMBI YIIPABIICHUS.

B »TOoM ciydae B xone pa3paOOTKH CHUCTEMBI 3alIUThl ABTOMAaTU3UPOBAHHOW CHCTEMBI YIPaBICHUS
JOHKHO OBITh TPOBEAECHO OOOCHOBAaHUE MPUMEHEHUS KOMIICHCHPYIOIIMX MeEp, a MpU MPUEMOUYHBIX
UCTIBITAHUSX OIEHEHA J0CTaTOYHOCTh M aJIEKBAaTHOCTh JAHHBIX KOMIICHCUPYIOIIUX MEp JJsi OJTOKUPOBAHUS
(ueiTpanuzanun) yrpo3 6e30macHoCTd HHGOPMAIIUH.

23. BwiOpaHHbIE M pealM30BaHHBIC B ABTOMATHU3UPOBAHHOW CHCTEME YMPABICHUS B paMKax ee
CUCTEMBI 3aIlIUTHI MEPHI 3aIIUTHl HH(OPMAILIUU, KaK MUHIUMYM, JOJKHBI 00€CIIEUHBATD:

B aBTOMAaTM3UPOBAHHBIX CHUCTeMax YyIpaBieHHs | Kiacca 3allMIIEHHOCTH - HEUTpaIu3aluio
(6moxupoBaHue) yrpo3 0€30MacHOCTH WH(pOpPMAIMK, CBS3aHHBIX C JIEUCTBUSMH HAPYIIUTENS C BBICOKHM
MOTEHIINAJIOM;

B aBTOMAaTM3UPOBAHHBIX CHUCTEMax YIpaBieHHs 2 Kiacca 3allUIIeHHOCTH - HEUTpaIu3aluio
(6moxupoBaHue) yrpo3 6e30macHOCTH HHPOPMAILINH, CBA3AHHBIX C ICUCTBUSIMH HAPYIITUTENS C TIOTSHIINAIOM
HE HU)XE CPEIHETO;

B aBTOMAaTM3UMPOBAHHBIX CHUCTEMax YIpaBieHHs 3 Kiacca 3allUIIeHHOCTH - HEUTpaIu3aluio
(6nokupoBaHue) yrpo3 0e30MacHOCTH HWH(OpPMAIMK, CBSI3aHHBIX C JEUCTBUSAMH HApyIIUTENS C HU3KUM
MOTEHIIUAJIOM.

[ToTeHnman HapyIIUTENs ONpESsIeTCS B XOJ€ OIICHKH €ro BO3MOXHOCTEHM W MOTHBAIIUH,
MIPOBOAMMON TIPH aHANIM3€ Yrpo3 0e30MacHOCTH WH(OPMAIMK B COOTBETCTBUU C MYHKTOM 13.3 HacTOSAIUX
TpebGoBanwmii.

OneparopoM MOXXeT OBITh TPUHATO pEIICHHE O MPUMEHEHWH B aBTOMATH3WPOBAHHON CHCTEME
yIOpaBIEHUS COOTBETCTBYIOIIETO Kiacca 3allUIICHHOCTH Mep 3alluThl HHQPOpMAIH, 00eCTIedrBaIONINX
3alUTy OT Yyrpo3 0e30macHOCTH WHGOpPMAlUK, peaTu3yeMblX HapymmuTeaeM ¢ 0ojiee  BBICOKUM
MOTECHIIUAJIOM.

24. TexHuueckue Mephl 3alUTHI WHGOPMALUUA PEATU3YIOTCS TMOCPEICTBOM MPUMEHEHHUS CPEACTB
3amuThl MH)OPMAIMK, UMEIOIMUX HeoOxonuMble (QyHKIMHM Oe30macHOCTH. B kauecTBe CpeNCTB 3allUTHI
nH(OpPMALIMK B TEPBYIO OUepelb MOICKAT PACCMOTPEHUIO MEXAaHU3MBI 3allUTHI (TTapaMeTpbl HACTPOUKH )
MITATHOTO MPOrPAMMHOT0 OOECIIEUCHHsI aBTOMATU3UPOBAHHOM CHCTEMBI YIIPABICHUS MPU UX HAIUYHUH.

B cinydae ucnonb30BaHus B aBTOMAaTH3WPOBAHHBIX CHUCTEMaX YIPABICHUS CEPTUDUIIMPOBAHHBIX IO
TpeboBaHUSIM 0€30MaCHOCTH MHPOPMAITUU CPEJCTB 3aIUTHI UH(POPMAIINH IPUMEHSIOTCS:

a) B aBTOMAaTU3UPOBAHHBIX CUCTEMaX yIpaBieHus | Kjacca 3aliIIeHHOCTH:

CpEeICTBA BEIUUCIUTENBHON TEXHUKHU HE HIDKE 5 Kilacca;

CUCTEMBbl OOHApYy>KEHUSI BTOPKEHMM, CpeICTBa AHTUBHUPYCHOM 3alIUThl, CPEICTBA JIOBEPEHHOMU
3arpy3Ku U CpeJCTBa KOHTPOJISl CheMHBIX HOocHUTeNel nH(pOpMalluy He HUXKe 3 Kiacca;

MEXCETEBbIE 3KpaHbl HE HUXE 3 Kilacca B CiIyyae B3aMMOACHCTBUS aBTOMAaTU3UPOBAHHOW CHCTEMBI
yIpaBlIeHUs ¢ UH(POPMAIIMOHHO-TEIEKOMMYHHUKAIIMOHHBIMU CETSIMU MEXAYHAapOAHOTO HMH(OPMALIMOHHOTO
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oOMeHa u He HIKe 4 KJlacca B ciiydyae OTCYTCTBHUS TaKOTO B3aUMOJICHCTBHUS,

0) B aBTOMaTU3UPOBAHHBIX CUCTEMaX yMHpaBieHus 2 Kiiacca 3alluIEHHOCTH:

CpECTBa BBIUMCIUTEIHOM TEXHUKH HE HIDKE 5 Kilacca;

CUCTEMBbl OOHapyKEHHUSI BTOP’KEHMM, CpEJICTBa AHTHUBUPYCHOW 3allUThl, CPEACTBA JOBEPEHHOI
3arpy3KHd U CPeJICTBA KOHTPOJISI CheMHBIX HOCHTENEH HH(GOpMaIllUU He HUXKE 4 Kiacca;

MEKCETEBBIE DKpaHbl HE HIKE 3 Kilacca B cllydae B3aUMOJCHCTBUS aBTOMATHU3UPOBAHHOW CUCTEMBI
yrpaBieHuss ¢ WHOOPMAIMOHHO-TEIEKOMMYHUKAIIMOHHBIMH CETSIMH MEXTyHapOIHOTO MH(GOPMAIMOHHOTO
oOMeHa U He HIKe 4 KJ1acca B cllydae OTCYTCTBHUS TaKOTO B3aUMOJICHCTBHS,

B) B aBTOMaTU3UPOBAHHBIX CUCTEMAX YHPABJICHUS 3 Kjlacca 3allUIEHHOCTH MPUMEHSIOTCS:

CpelCcTBa BRIUMCIUTEIbHOW TEXHUKH HE HIDKE 5 Kilacca;

CUCTEMBbI OOHApYy>KEHHUs BTOPKCHH, CpEICTBa AHTUBUPYCHOW 3allUThI, CPEICTBA JIOBEPEHHOM
3arpy3KHd U CpeJICTBA KOHTPOJISl CheMHBIX HOCHTENEH HH(GOpMAaILlUU He HUXKE S5 Kiacca;

MEKCETEBBIE KPaHbl HE HIKE 4 Kiacca.

B cnyvae wucnonbp3oBaHUsS — CEPTUPHUIMPOBAHHBIX  CPEICTB  3allUThl  HMHpOpMAIMK B
ABTOMATU3UPOBAHHOM CHUCTEME YNPABICHUS | M 2 KJIACCOB 3AIMIIEHHOCTH IPUMEHSIOTCS CPEICTBA 3aIUThI
nH(popMalMK, TPOrpaMMHOE oOecredeHre KOTOPBIX MPOIUIO MPOBEPKY HE HIDKE, 4eM M0 4 YpOBHIO
KOHTPOJISI OTCYTCTBUSI HEJEKJIAPUPOBAHHBIX BO3MOXHOCTEH. 3aKa3uMKoM (OmepaTopoM) B 3aBUCHUMOCTH OT
MOTEHIIMAJIa HAPYIIUTEIS MOXKET OBbITh MPUHATO PELICHUE O IMOBBIIMIEHUH YPOBHS KOHTPOJS OTCYTCTBHUS
HEACKIapUPOBAHHBIX BO3MOXXHOCTEH B MPOTPAaMMHOM OOECIIEUEHUU CPENICTB 3aIUThl HHPOPMAIUH.

25. Ilpu ucnoib30BaHUM B ABTOMATHU3UPOBAHHBIX CHUCTEMaxX YIPABJICHUS HOBBIX TEXHOJOTUM U
BBISIBJICHUHU JOTIOJIHUTENBHBIX YIrpo3 Oe30MacHOCTH HH(OpMalMH, A KOTOPBIX HE OMNpPEIeICHbl MEpHI
3alUThl UHPOPMAIUH, TOJKHBI pa3padaTbiBaThCsl KOMIIEHCUPYIOIIME MEPbl B COOTBETCTBUU C ITyHKTOM 22
Hactosux TpeOoBaHMiA.

* Pazpaborannasie @CTOK Poccum B coorBercTBUU ¢ moanyHkToM 4 nyHkra 8 IlojoxkeHus o
denepalbHON CITyK0€ M0 TEXHUYECKOMY M AKCIIOPTHOMY KOHTPOJIO, YTBEpKIeHHOro Yka3zom [lpe3uaeHta
Poccuiickoit ®denepanun or 16 asrycra 2004 . N 1085 (CobOpanme 3akoHomarenbcTBa Poccuiickoi
®enepanuu, 2004, N 34, ct. 3541; 2006, N 49, ct. 5192; 2008, N 43, cT. 4921; N 47, ct. 5431; 2012, N 7,
cT. 818; 2013, N 26, ct. 3314; N 52. cT. 7137).

** Pazpaborannbie @CTIOK Poccun B cooTBeTcTBUUM ¢ moanyHKToM 4 myHkTa 8 Ilomoxenus o
denepanbHON CiIyk0€ MO TEXHUYECKOMY U 3KCIIOPTHOMY KOHTPOJIIO, YTBEpkKAeHHOro Ykazom Ilpesunenta
Poccuiickoit @enepannu ot 16 aBrycra 2004 . N 1085.

IIpuaoxenne N 1

Kk TpeGoBanusiM K 00ecriedeHUI0 3aIUTHI
uH(poOpMAIUN B ABTOMATHU3UPOBAHHBIX CHCTEMAX
ylpaBJjieHHsI IPOU3BOACTBEHHBIMHU U
TEeXHOJOTHYeCKUMHU MPOIEeCCAMU HA KPUTHYECKHU
BAXKHBIX 00beKTaX, NOTEHIMAJIbHO ONACHBIX
00beKTaX, a TaK:Ke 00beKTaxX, MPeACTABIAIIUX
MOBBIILIEHHYI0 ONIACHOCTD ISl JKU3HU

U 3[I0POBbS JIKOIEH U JJIA OKPY:Karouei
NMPUPOIHOM Cpebl

Onpe):[e.ﬂe}me KRJIaccCa 3alllHIICHHOCTH aBTOMaTI/BI/IpOBaHHOﬁ CHUCTEMbI YIIpaABJICHUA

1. Knacc 3anuiieHHocT aBTOMaTU3MPOBAHHOW CUCTEMBI ypasiieHus (nepsbiii kiacc (K1), Bropoi
kiacc (K2), tpernit knacc (K3)) ompenensiercs B 3aBUCMMOCTH OT YPOBHSI 3HAYUMOCTU (KPUTUYHOCTH)
oOpabareiBaemoii B Heil nHpopmanmn (Y3).

2. YpoBeHb 3HAYUMOCTH (KpUTHUHOCTH) MH(popManuu (Y3) onpenensieTcs CTENeHbIO BO3MOXKHOTO
yimepba OT HapylleHUs €€ LEJOCTHOCTH (HempaBOMEpHbIE YHHUTOXKEHHE WU MOIU(UIIUPOBAHHE),
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JOCTYITHOCTH (HempaBoMEpHOE OJIOKHMpOBaHWE) WM KOH(PHUACHIUATBHOCTH (HEIpaBOMEpHBIE JIOCTYII,
KOIMPOBaHUE, MPENOCTABICHNE WJIM PACIPOCTPAHEHHE), B PE3yJbTare KOTOPOTO BO3MOXHO HapyllIeHUE
MITaTHOTO peXuMa (YHKIIMOHUPOBAHUS aBTOMATH3UPOBAHHON CHUCTEMBI YIPABICHUS WJIH HE3aKOHHOE
BMEIIATEILCTBO B MPOIECCHl PYHKIIMOHUPOBAHHKS aBTOMATU3UPOBAHHON CHCTEMBI yIIPABICHUSI.

V3 = [(uenocTHOCTb, CTENEeHb yiiepOa) (AOCTymHOCTb, CTENEHb yuiepOa) (KoH(UIEeHINATIbHOCTD,
CTeIeHb ymiepoa)],

IJIe CTENeHb BO3MOXHOTO yiepba ompenensercs 3aKa3uukOM WM OTEePaTOPOM JKCIEPTHBIM WU
HWHBIM METOJIOM M MOXKET OBITh:

BBICOKOM, €CIIM B pe3yJbTare HapylIeHUS OJHOTO W3 CBOWCTB 0€30MacHOCTH HH(OpMAIUU
(LIETOCTHOCTH, JAOCTYMHOCTH, KOH(MUIECHIIMATHLHOCTH), TOBJEKIIET0 HApyIICHHE IITaTHOTO pPEXUMa
(YHKIIMOHMPOBAHUSI ~ aBTOMAaTM3UPOBAHHOW  CHCTEMBl  YIIPAaBICHHs, BO3MOXKHO  BO3HUKHOBEHHE
Ype3BbIYAHON CUTyalnuu (eaepaibHOr0 WM MEXKPETHOHATBHOTO XapakTepa™ WM WHBIC CYIICCTBEHHBIC
HETaTUBHBIC TOCJIEACTBUS B COIMATBHON, TMOJUTHYECKON, IKOHOMHUECKON, BOCHHOW WIJIM MHBIX OOJACTIX
JeSITENBHOCTH;

CpemHeHl, eciau B pe3yibraTe HapyIICHHs OJHOTO W3 CBOWCTB 0€30MacHOCTH WH(OpMaIH
(LIETOCTHOCTH, JAOCTYMHOCTH, KOH(MUIECHIIMATHLHOCTH), TOBJEKIIET0 HAPYIICHHE IITaTHOTO pPEXUMa
(YHKIIMOHMPOBAHUS ~ aBTOMAaTM3UPOBAHHOW  CHCTEMBl  YIIPaBJICHHs, BO3MOXHO  BO3HUKHOBEHHE
Ype3BbIYAHON CHUTYyallMl PETHOHATBHOIO WM MEXMYHHUIHUIIAILHOTO XapakTepa® WIM WHBIE YMEpPEHHBIC
HETaTUBHEIC IIOCIICACTBUS B COLMAIBHOM, ITOJTUTUYCCKOM, SKOHOMHUYCCKOM, BOCHHOM MIIM MHBIX O00JIaCTIX
NeSITENbHOCTH;

HU3KOM, €ClIi B pe3ylbTaTe HapylIeHUss OJHOTO U3 CBOMCTB 0€30MacHOCTH HH(OpMAIUU
(LeTOCTHOCTH, JAOCTYHMHOCTH, KOH(MUIECHIIMATBLHOCTH), TOBJEKIIEr0 HApyIICHHE IITAaTHOTO pPEXHUMa
(YHKIIMOHMPOBAHUS ~ aBTOMAaTM3UPOBAHHON  CHCTEMBbl  YIPaBICHHS, BO3MOXKHO  BO3HUKHOBEHHE
Ype3BbIYAHON CHUTyallMM MYHHUIIMNAIBHOTO  (JOKAJIBHOT0)*  XapakTepa WJIM BO3MOXHBI  HHBIE
HE3HAYUTENIbHbIE HETaTUBHBIC MOCIEACTBUS B COLMATIBHOM, MOTUTHUYECKON, SKOHOMHUYECKON, BOCHHON WM
MHBIX 00J1aCTSIX AESTEIbHOCTH.

B ciyugae, ecau mist undopmarum, o6padbareiBaeMoil B aBTOMaTH3UPOBAaHHON CHCTEME YTpaBIICHUS,
He TpeOyeTcs oOecrieueHWe OJHOTO W3 CBOMCTB Oe3omacHOCTH HWHGMopMmamuu (B  YaCTHOCTH
KOH(UIEHIINATFHOCTH) YPOBEHb 3HAYUMOCTH (KPUTHYHOCTH) OIPENENSTCS Uil IBYX JIPYTMX CBOWCTB
6e3omacHocTH MH(MOpMaNKH (IIETOCTHOCTH, TOCTYTHOCTH). B 3TOM Ccitydae:

V3 = [(11enocTHOCTSD, cTemneHb yiiep0a) (A0CTymHOCTh, CTeNeHb yiiepoa) (KoH(QUIEeHITHATbHOCTh, HE
IIpUMEHSETCS)|.

Nudopmanmsi, obpabarpiBaeMass B aBTOMaTU3UPOBAHHOW CHUCTEME YIIPABJICHHS, WMEET BBICOKHI
ypoBeHb 3HaYMMOCTH (kputuyHocTH) (Y3 1), ecnmu XoTsa Obl JIsl OAHOTO W3 CBOWCTB 0€30MacHOCTH
uHpopmanmu (IIEJIOCTHOCTH, TOCTYIMHOCTH, KOH(DUICHIIMATFHOCTH) OTPE/IEIICHa BHICOKAs CTEIECHb yIiepoa.
Nudopmanms, obpabarbiBaemasi B aBTOMAaTU3MPOBAHHON CHCTEME YIPaBJICHHS, UMEET CPEIHUN YPOBEHb
3HAYUMOCTH (KpuTudHOCTH) (Y3 2), ecnu XoTs OBl ISl OJHOTO W3 CBOWCTB 0€30MacHOCTH WHMOpMauu
(LIETOCTHOCTH, JOCTYMHOCTH, KOH(MUIEHIIMAIBLHOCTH) OIpeAeNieHa CpPeNHssl CTeNeHb yiiepda W HET HU
OJTHOTO CBOWCTBA, AJII KOTOPOTO OMpE/eeHa BhICOKasl cTeneHpb ymepoa. Madopmarus, oOpadbarsiBacmas B
aBTOMATH3WPOBAHHON CHCTEME YIPABJICHUS, UMEET HU3KHH YpPOBEHb 3HAYUMOCTH (KputudHOoCcTH) (V3 3),
€CJIM JJI1 BCEX CBOWCTB Oe3omacHOCTH MH(popMamuu (IeTOCTHOCTH, TOCTYMHOCTH, KOHPUICHIINATBHOCTH)
oTpesieNieHbl HU3KKUE CTEINEHH yiepoa.

[Ipu oOpaboTke B aBTOMaTHU3UPOBAHHOW CHUCTEME yMpaBleHUs IBYX U Oojee BUAOB MH(OpMAIUU
(u3mepurenbHas uHbopManus, HHGOPMALIUSI O COCTOSIHUH MPOIIECCa) YPOBEHb 3HAYMMOCTH (KPUTUYHOCTH)
unpopmanmu (Y3) ompenenseTcss OTHEAbHO IS Kaxaoro Buaa uHpopmanuu. MTOroBbIll ypOBEHB
3HAYUMOCTH (KPUTHYHOCTH) YCTAHABIMBAETCS MO HAWBBICIIMM 3HAYEHUSIM CTEMEHHW BO3MOXHOTO yiiepoa,
OTIPECIICHHBIM JIJIsl IETOCTHOCTH, IOCTYITHOCTH, KOHPUACHIIMAIBHOCTH KaXKJ0TO BU1a HH(OPMAIIUH.

3. Knacc 3amunieHHOCTH aBTOMaTU3UPOBAHHONW CUCTEMBI YIIPABJICHUS OMPEACIISIETCS B COOTBETCTBUH
C Ta0IHIIEH:
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YpoBeHb 3HAUUMOCTH (KPUTUIHOCTH ) Knacc 3anumnieHHoCTH aBTOMaTH3uPOBAHHOM
uHpopManuu CHUCTEMBbI yIIPaBJICHUS
V31 K1
v¥32 K2
¥33 K3

* YcTaHaBIMBAETCS B COOTBETCTBUHU C TTocTaHoBIeHHeM [IpaButensctBa Poccuiickoit deaepanuu ot
21 mas 2007 . N 304 "O xmaccupukauuu Ype3BbIYAWHBIX CHUTYyallMd HPUPOAHOTO M TEXHOTEHHOIO
xapakrepa" (CobOpanue 3akoHomatenbctBa Poccmiickoit ®@enepanuu, 2007, N 22, ct. 2640; 2011, N 21,

cT. 2971).

Ipuiaoxenne N 2

Kk TpeGoBanusiM K 00ecrie4eHUI0 3AIUTHI
HHopMauy B ABTOMATH3MPOBAHHBIX CHCTEMAX
ylpaBJjieHusi MPOU3BOACTBEHHBIMU U
TEXHOJOTHYEeCKHUMH MPOoIecCaMU HA KPUTHYECKH
Ba’KHBIX 00bEeKTaX, MOTEHIMAJIbHO ONMACHBIX
00beKTaxX, a TaKKe 00beKTaX, MPeACTABISIOIINX
NMOBBIIEHHYI0 ONIACHOCTH JIJIs1 3 KU3HH

U 3[10POBbS JIEH U JJIA OKPY:Karouei
NMPHUPOIHOH Cpebl

CocTaB mMep 3a1uMThl HHPOPMALMHU U UX 0a30BbIe HA0OPHI 1JIsl COOTBETCTBYIOIIEIr0 Kjaacca
3aIMIIEHHOCTH ABTOMATH3UPOBAHHOI CHCTEMBbI YIIPABJIEHUS

YcinoBHOE Mepsl 3amuThl HHGOpPMAIIMH B Kiaccel 3amumnieHHoCcTH
0003HaueHne ABTOMAaTU3UPOBAHHBIX CUCTEMAaX YIPaBICHUS 3 5 1
1 HOMED
MeEpBI
1 2 3 4 5

I. UnenTndpuxanusa u ayreHTH(PUKANHUA Cy0ObEKTOB 10cTyna U 00beKkTOB 1ocryna (MAD)

NAD.0 Pazpabotrka mpaBun u

nporenyp  (TOJUTHUK) + + +

UACHTH(PUKAIMA W ayTCHTH(PHUKAIMA CYObEKTOB
JOCTYTIa ¥ OOBEKTOB JIOCTYIIA

NAD.1 NnenTudukamnms u ayTeHTUPUKaLIHs + + +
II0JIB30BATEIIEH, SBIISTFOLLIUXCSI paboTHUKaMU
oreparopa

NAD.2 WNnentudukanusa u ayreHTU(UKALMS yCTPOMCTB, B + +
TOM  4YMCJ€  CTAallMOHAPHBIX, MOOWJIIBHBIX H
HOPTaTUBHBIX

NAD.3 VYmpaBnenue wuaeHTU(UKATOpaMHU, B TOM YHCIIE + + +

CO3JaHuC, MPHUCBOCHUC, NM3MCHCHHUC, YHHUYTOXCHUC
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UACHTHU(PUKATOPOB

NAD 4 VYipaBieHue cpencTBaMy ayTCHTH(PHUKAIMHA, B TOM + +
YuCJIe  XpaHEHWe, BbIJaua, HMHHUIMAIW3AIINS,
ONIOKMPOBaHHME  CPEIACTB  ayTeHTU(DHKAIMK U
OpUHATHE Mep B cCiy4dae yTparel W (WIH)
KOMITPOMETAIIMH CPEJICTB ayTeHTU(DHUKAITTT

NAD.5 Hckmrouenne OTOOpakeHHS I TTOJIB30BATEIIs + +
NEHUCTBUTENBHOTO 3HAYCHHUS ayTeHTHU(UKALUOHHOM
uHbpopMaud © (WIM) KOJMYECTBA BBOJUMBIX
CUMBOJIOB (3amuTa OOpaTHOM CBSI3M TPU BBOJE
ayTeHTU(UKAIUOHHON HH(DOpMALIHH )

NAD.6 Nnentndukamms u ayTeHTH(PUKAIHs + +
MOJIB30BATENICH, HE SABISIOMMXCA PaAOOTHUKAMH
orepaTtopa (BHEIIHUX MOJIb30BaTeIei)

NAD.7 Unentudukanus u ayTreHTUPUKALUA OOBEKTOB
(baitI0BOM CUCTEMBI, 3aITyCKAEMbIX U HCHOIHSIEMBIX
MoJyjeil, OOBEKTOB CHUCTEM YIpaBieHHUs Oa3zaMu
JAaHHBIX, OOBEKTOB, CO3[ABAEMBIX MPUKIAJAHBIM U
CHenuaibHbIM MPOTPAMMHBIM 00€CTIEYEHUEM, HHBIX
00BEKTOB JTOCTyTa

I1. Ynpasiaenue 10cTynoMm cy0beKToB A0cTyna k oobekTam nocryna (YILI)

VILI.0 PazpaGorka mpaBunn u mpouenyp (IOJUTHK) + +
yOpaBIEHUS JIOCTYNIOM CyOBEKTOB JOCTyma K
o0BbeKTaM JocTyna

VIII.1 VYmpasnenue (3aBeieHre, akTUBALUs, OTOKUPOBAHUE + +
u YHUYTOKEHHE) YYETHBIMHU 3aIUCIMH
II0JIb30BAaTEEH, B TOM  4YHCIE BHEIITHHUX
ITOJIb30BaTEICH

VIIIA.2 Peanusanus HEOOXOIUMBIX METOI0B + +

(IMCKpEIMOHHBIN, MaHAATHBINA, POJIEBON WJIM WHOU
METOJT), THUIIOB (YTEHHE, 3aIMCh, BBHIMIOJHEHUE WIIH
WHOU THUII) ¥ TIPaBUJI pa3rpaHUICHUS JOCTYIIa

VIIA.3 VYipasienue (3KpaHMpOBaHUE, bunpTpanus, + +
MapuIpyTH3aIus, KOHTPOJIb COEIMHEHUH,
OZHOHAIIPABJIECHHAsl IepeAaya M MHbIE CIOCOOBI
yIpaBieHNs) THPOPMALIMOHHBIMHU MOTOKAMHU MEXTY
yCTpOMCTBaMHU, CETMEHTaMU aBTOMAaTHU3UPOBAHHOM
CHUCTEMbl  YIpaBlIEHUS, a  TaKkKe  MEeXAy
aBTOMAaTU3UPOBAHHBIMU CUCTEMAMHU yTIPABJICHUS

VII.4 Paznenenue momHOoMouwmii (poseit) mosb3oBaresei, + +
aIMUHUCTPATOPOB M JIUI, OOECIEUYUBAIOIINX
(GYHKITMOHHPOBAHUE ABTOMAaTU3WPOBAHHON

CHUCTCMBI YIIPABJICHUA

VIS Haznauenne MUHMMalbHO HEOOXOIUMBIX NpPaB U + +
NPUBUJIETUN TOJIb30BATENAM, aJMUHUCTpATOpaM U
avnaM, obecreyuBaroliUM  (YHKIIMOHUPOBAHHE
aBTOMAaTU3UPOBAHHOM CUCTEMBI YIIPaBIECHUS




VIIJL.6

OrpaHdyeHue HEYCNEIIHbIX IMONBITOK BXOJa B
aBTOMAaTH3UPOBAHHYIO CUCTEMY yIpaBIICHUS
(tocTyma K cucreme)

VIIJL.7

[IpenynpexaeHue monb3oBarensi MNpU €ro BXOAE B
ABTOMATHU3UPOBAHHYIO CHCTEMY YIIPABICHUS O TOM,
9T0 B HEW  peaJM30BaHbl MEpPHl  3AIIUTHI
uH(popmaIu, 1 0 HEOOXOUMOCTH COOTIOICHUS UM
YCTAHOBJICHHBIX ONEPaTopoM TpaBUil 00pabOTKH
uHpopmanuu

VIIJL8

OHOBCIIICHI/IC IMMOJIB30BAaTCyii  IMOCJIC  YCIICIIHOTO
BXOJa B ABTOMATU3HUPOBAHHYTO CUCTCMY
YHpaBJICHUA 0 €ro OpCAblIyHICM BXOA€C B
ABTOMATU3HUPOBAHHYIO CUCTCMY YIIPABJICHUA

VII/L.9

OrpanuyeHue 4yuciaa NapalieIbHbIX  CEaHCOB
J0CTyna I KaXXJI0H YYETHOU 3alucu
MOJIB30BATENsl  ABTOMATU3UPOBAHHOM  CHUCTEMBI
YIIPaBJICHUSA

VIIJL.10

brnokupoBanue ceaHca J0CTyna B
ABTOMAaTU3WPOBAHHYIO CHCTEMY YINPABICHUS TMOCIE
YCTaHOBJICHHOTO BpPEMEHHU Oe3nencTBus
(HEaKTUBHOCTH) TIOJIL30BATEIIS WJIX TI0 €T0 3aMpPOCy

V11

Pazpemenue (3amper) AEMCTBUI MOIB30BaTENEH,
pa3pemeHHbIX hi (6] UICHTU(UKAIIT u
ayTeHTU(PUKALINH

VIIL.12

[Tonnepxka u COXpaHEHHe arpuOyTOB
0e30macHOCTH (METOK O€30MacHOCTH), CBA3AHHBIX C
uHpopManMeld B TpoIlecce €€ XpaHEeHUus U
00paboTkH

V.13

Peanuzanms 3alunieHHOro yIaJ€HHOTO JOCTyna
CyOBEKTOB JOCTyna K OOBeKTaM JOoCTyla 4epes
BHEILIHHE UH(OPMALIMOHHO-
TE€JIEKOMMYHUKAIIMOHHbBIE CETH

VIIJL.14

PernamenTanuss ¥ KOHTpPOJIb HCMONB30BAaHUS B
aBTOMaTU3WPOBAHHON CUCTEME yIpaBIeHUS
TEXHOJIOTUI 6eCIPOBOTHOTO TOCTYTIA

VIIL15

PernmamenTanus W KOHTPOJb HCHOJB30BAHUS B
ABTOMAaTU3UPOBAHHOM CUCTEME yIIpaBJIEHUSA
MOOUITBHBIX TEXHUUYECKUX CPEJICTB

VIIZL.16

VYnpasnenue B3aUMOJIENCTBUEM C
ABTOMATU3UPOBAHHBIMU (nHGOPMAITMOHHBIMH )
CUCTEMaMHU CTOPOHHUX OpraHu3aluil (BHEIIHUE
CHUCTEMBI)

V.17

OO0ecrieueHre JOBEPEHHOM  3arpy3kd  CpPEJICTB
BBIUMCIIUTEIIHLHON TEXHUKH

ITI. Orpanunyenue nporpammuoi cpeast (OIIC)

OIIC.0

Pa3paGorka mpaBun wu mponenyp (IIOJUTHUK)
OTpaHUYEHUSI IPOTPAMMHOM Cpeibl

+




OIIC.1 VYnpasnenue 3aITy CKOM (oOpareHusIMu)
KOMIIOHEHTOB IPOTPaMMHOI0 OOecreueHusi, B TOM
YHUCJIE OMPEICIICHUE 3allyCKaeMbIX KOMIIOHEHTOB,
HACTpOMKa TMapamMeTpoB 3allyCka KOMIIOHEHTOB,
KOHTPOJIIb 3a 3aIyCKOM KOMITOHEHTOB
MIPOTPAMMHOTO 00€CIICYCHUS

OIIC.2 VYnpasnenue YCTaHOBKOM (MHCTATUTSIINEH )
KOMIIOHEHTOB TPOTPAMMHOTO OOECIeueHHs, B TOM
quclie OIpeeeHne KOMIIOHEHTOB, MOJIEKAIINX
YCTaHOBKE, HACTPOWKa MapaMeTpPOB YCTAHOBKH
KOMIIOHEHTOB, KOHTPOJIb 3a YCTaHOBKOU
KOMIIOHEHTOB ITPOTPaMMHOTO 00eCTieueHust

OIIC.3 YcraHoBKa (MHCTAJUIALMS) TOJIBKO pa3pelieHHoro K +
UCTOJIb30BAHUIO TMPOTPAMMHOIO oOecreueHus: u
(M) ero KOMIIOHEHTOB

OIIC.4 VYnpapneHue BpeMeHHbIMU (ailiiaMu, B TOM YHUCIIE
3alpeT, paspellieHHe, I[EepPEHaNpaBICHUE 3alllcCH,
yAaJleHue BpeMEHHbIX (ailyioB

IV. 3amura MmamuHHbIX HOcUTe el nHpopmanuu (3HHN)

3HU.0 PazpaboTrka mpaBui u nporeayp (MOJUTHK) 3alTATHI +
MAaIIMHHBIX HOCUTEIIEH

3HU.1 VY4yer MalIMHHBIX HOCUTENEH HHPOpMaLIUU +

3HU.2 VYpasieHHe AOCTYIIOM K MAaIlMHHBIM HOCHUTEISM +
uHpopMauu

3HN.3 KonTponbs mnepemelieHrss MalIMHHBIX HOCHUTENEH
UHpOpMAaIIUY 32 TIPE/IEIIbl KOHTPOJIUPYEMOM 30HbI

3HN.4 Hckimouenune BO3MOXKHOCTH
HECAaHKIIMOHUPOBAHHOTO O3HAKOMJICHUS c

colepkaHueM UHpoOpMalnuM, XpaHsiiendcs Ha
MaIIMHHBIX HOCUTENSX, W (WJIHM) HCHOJIb30BaHUS
HOCUTENEN uHpopmManuu B WHBIX
ABTOMAaTU3UPOBAHHBIX CUCTEMAX YIIPABICHUS

3HN.5 Kontpone wucnonb3oBanus uHTEpdEicoB BBOJA
(BpIBOZIa) MH(OpMaMK Ha MAaIMHHBIE HOCHUTEIH
uHpopmanuu

3HU.6 Kontpone BBoma (BeiBoga) uHpopmamuu Ha

MAallIMHHBIC HOCUTCIIN I/IH(I)OpMaI_II/II/I

3HN.7 KoHTposib mMoOAKIIOYEHUST MAIIMHHBIX HOCHUTENEH +
uHpopMaLuu
3HN.8 VYHuutoxkeHue  (cTupaHue)  UHPOpMALMM  HA

MAIlMHHBIX HOCHUTENSAX NpHU HUX IMepenadye MExKIY
NOJIb30BATENSIMU, B CTOPOHHUE OpraHU3alUH IJis
pEeMOHTa MM YTWIM3AlUM, a TaKkkKe KOHTPOJIb
YHUUYTOXKEHUS (CTUpaHUS)

V. Peructpanus coobiTuii 6e3onacuoctu (PCb)




PCB.0 Pa3paGorka mpaBun u mporenyp (MIOJUTHK) +
pEerucTpanuu coObITUI 0€30MaCHOCTH

PCB.1 Onpenenenne COOBITHI 0e30macHOCTH, +
MOJIC)KAIUX PETHCTPAIINN, M CPOKOB MX XpaHEHUS

PCB.2 OmnpeneneHue cocraBa u coaepkaHusi HHGopMaluu +
0 COOBITHAX 0e30I1acHOCTH, MOUIEKAIIINX
perucrpauuu

PCB.3 C6op, 3anmuch u XxpaHeHHE UWHGOOpPMAIIMH O +
COOBITHSIX 0e30macHOCTH B TEUYCHUE

YCTAHOBJICHHOT'O BPCMCHU XPAHCHUA

PCb.4 PearupoBanue Ha cOOM MpU perucTpani COObITHIA +
0e30MmacHOCTH, B TOM 4YHCIE amnmapaTHble U
nporpamMmHble OIIMOKH, cOOM B MEXaHM3Max cOopa
uHpopMallMMd U JOCTIKEHHE TMpeaena  Wid
NEePETnoTHeHHS 00beMa (EMKOCTH) MaMSITH

PCB.5 MoHUTOpUHT  (IPOCMOTP, aHalu3) pe3yJbTaToB +
perucTpanuu COOBITHIA 0e30MmacHOCTH u
pearupoBaHue Ha HUX

PCB.6 ['enepupoBanne BpeMEHHBIX METOK U  (WJIH)
CUHXPOHH3aLUs CUCTEMHOTO BpEMEHU B

ABTOMAaTU3UPOBAHHOM CUCTEME yIIPaBICHUS

PCB.7 3ammTa nHGOpPMAIUK O COOBITUAX O€30MTACHOCTH +

PCB.8 OOGecrnieueHre BO3MOXXHOCTH MPOCMOTpaA U aHAIU3a
uHpopmManuu 0 NEUCTBUAX OTIEJIBHBIX
MM0JIb30BaTelIen

VI. AuTuBupycHas 3ammura (AB3)

AB3.0 Pa3paGorka mpaBun u mnpouenyp (IOJUTHUK) +
AHTUBUPYCHOM 3aIIUATHI

AB3.1 Peanuszanus aHTUBHPYCHOM 3aIUTHI +

AB3.2 OO0OHOBIIEHUE 0a3bl JAHHBIX MIPU3HAKOB +
BPEOHOCHBIX KOMITBIOTEPHBIX MPOTpamMM (BUPYCOB)

VII. O6napy:xenne Brop:xkeauii (COB)

COB.0 Pa3paborka mpaBusi u  mporenyp  (IOJUTHK)
oOHapyKeHUs! BTOPKCHHIA

COB.1 OO6Hapy>keHHe BTOPKEHUI

COB.2 Oo6HoBNeHKE 06a3bl peIIaOINX MPaBUII

VIII. KoutpoJs (ananu3) 3amumenHocT uagopmanun (AH3)

AH3.0 Pazpaborka mpaBun u  npouenyp (TOJUTHK) +
KOHTPOJIS (aHAJIM3a) 3alIUIEHHOCTH

AH3.1 BrisiBnenue, aHanu3 ys3BUMOCTEH W ONEPATUBHOE +




YCTPAHCHHNEC BHOBb BLIABJICHHBIX y}I3BI/IMOCTeﬁ

AH3.2 Kontponb ycTaHOBKHM OOHOBJIEHHMM MPOTrpamMMHOTO
oOecrieyeHus1, BKJIIoYasi OOHOBJIEHUE MTPOTPAMMHOTO
oOecriedeHus CpeACTB 3alUUThl HH)OPMALIUU

AH3.3 Kontponr  pabGorocmocobHOCTH,  MapaMeTpoB
HACTPOMKM W MPABHIBHOCTH (PYHKIMOHUPOBAHUS
IpOrpaMMHOrO OOecIieueHusT W CPENICTB 3allUuThl

uHpopManuu

AH3.4 KonTposmp  cocraBa  TEXHMYECKHX  CPEACTB,
IpOrpaMMHOIO 0OEeCIeueHusI U CPENICTB 3alluThl
uHpopMauu

AH3.5 KoHTponp mpaBwil TeHepaluMu M CMEHBI Maposieit

MOJIB30BATENICH, 3aBEICHHUS W YOAJIEHUS YYETHBIX
3alMucell  MOJb30BaTeNiel, pean3aluyd  PaBUI
pa3rpaHUYEHHUS JOCTyTa, ITOJITHOMOYH I
MOJIB30BATENIEH

IX. Ob6ecnieuenue nenocruoctu (OLLJI)

OLJI1.0 Pazpaborka mpaBun u  mpouenyp (TOJUTHK)
oOecrnieueHus eTOCTHOCTH

OLJI.1 KonTtpons LIEJI0CTHOCTHU IIPOrPaMMHOTO
obecrieueHus1, BKJIIOUasi IpOrpaMMHOE obecrieueHue
CPEZCTB 3aIlUThl HHPOpMALUU

OLJI.2 KonTtpons LIEJIOCTHOCTHU uHpopMaInH,
coaeprkarieiics B 6a3zax JaHHBIX

OIJL3 OOecneueHre  BO3MOXKHOCTH ~ BOCCTAHOBJICHHS
MIPOTPaMMHOTO obecrnieueHus, BKJIIOYAsT

IpPOrpaMMHOE  OOECIIEUeHHE CPEICTB  3aIUTHI
uH(pOpMalliKd, TPU BO3HUKHOBEHUU HEIITATHBIX

CUTYyalHil
OLUJL4 OOHapyxeHHe U pearupoBaHHE Ha MOCTYIUICHHE B
aBTOMAaTU3UPOBAHHYIO CUCTEMY yIpaBJICHUS

HE3alpaniMBacMbIX  DJIEKTPOHHBIX  COOOIICHUN
(muceM, JOKYMEHTOB) W HMHOW WH(pOpMAIMH, HE
OTHOCSIITUXCS K €€ (PYHKITMOHUPOBAHUIO (3aIUTa OT
criama)

OLJL.5 KonTtpons COAEepKaHuUs uHbOpMaIHH,
nepeJaBaeMoil U3 aBTOMATHU3MPOBAHHOM CHCTEMBI
yOpaBieHUus (KOHTEHHEpHbIN, OCHOBaHHBIM Ha
CBOMCTBaX OOBEKTa [OCTyHa, M KOHTEHTHBIH,
OCHOBAHHBIN Ha MOWCKE 3alpPEIICHHON K Iepenade
UH(pOpMAIIMY C UCTIONBb30BaHUEM CUTHATYP, MacoK U
UHBIX METOJIOB), U HCKIIOYEHHE HEMpaBOMEPHOU
nepeaayy uHpopMaIu

OLJI.6 OrpanuyeHue TMpaB TMOJIb30BATEIEH 1O BBOAY
uHbOpMallUd B aBTOMATU3UPOBAHHYIO CHCTEMY
yIpaBIeHUs

OLIJL.7 KoHTponb TOYHOCTH, MOJHOTHI W MPABUIBHOCTH




JAHHBIX, BBOJMMBIX B  aBTOMAaTU3MPOBAHHYIO
CHUCTEMY yIIPABJICHUS

OLJLS

Kontponb omuboYHBIX AEWCTBUM MOJB30BaTENCH
no BBoAy U (unm) nepenade uHpopMmauuu U
MpEeAyNpexICHNUE TOIb30BaTeNeii 00 ONMMOOYHBIX
NENUCTBUIX

X. Obecneuenne nocrynnoctu (OAT)

ONIT.0

PazpaGorka mpaBun u mpouenyp (IOJUTHK)
oOecrieyeHus 10CTyTHOCTH

O/T.1

Hcnonp30BaHMe OTKA30yCTOMUYMBBIX TEXHUYECKUX
CpencTB

OJ/IT2

PesepBupoBanue TEXHUYECKUX CPEACTB,
IPOrpaMMHOTO O0OecreyeHus, KaHajJoB Nepenadn
uH(pOpMaLInH, CpENCTB oOecrieyeHus
(GYHKIIMOHUPOBAHUS CUCTEMBI

OJ/IT3

Kontpons  6e30TkazHOr0  (yHKIMOHHUPOBAHUS
TEXHUYECKUX CPEICTB, oOHapy keHHe U
JOKaIU3aLuUs OTKa30B (bYHKIMOHUPOBAHHUS,
NPUHATHE MEp IO BOCCTAaHOBJICHHMIO OTKa3aBILIMX
CPE/CTB U UX TECTUPOBAHHE

OJ/IT.4

[Tepuoguueckoe pe3epBHOE KOIIMPOBaHUE
uHpOpMallUM Ha pe3epBHbIC MAaIIMHHbIE HOCUTENN
uHpopMauu

ONT.5

OOecnieueHre  BO3MOXKHOCTU ~ BOCCTAHOBJICHHUS
UHpOpPMALIUK C PE3epPBHBIX MAIIMHHBIX HOCHUTENEH
uHpopmanuu  (pe3epBHBIX KONHMiI) B TEYEHHE
YCTaHOBJIEHHOTO BPEMEHHOI'0 MHTEpBaJia

ONT6

Knacrepuzanuss aBTOMaru3vpoOBaHHOM  CUCTEMBI
yIpaBiieHUs U (WJI1) €€ CETMEHTOB

ONIT.7

KonTtponb cocrosiHus M KauecTBa MpPeAOCTaBICHUS
MOCTABIIUKOM  TEIIEKOMMYHHKAIIMOHHBIX  YCIIYT
BBIYUCITUTEIBHBIX PECYPCOB (MOIIHOCTEH), B TOM

YHClIe 0 nepeaaye HHPopMauu

XI. 3amura cpeanbl Bupryanusanuu (3CB)

3CB.0

Pa3zpabotka npaBui u nporeayp (MOJIUTHUK) 3aLTUTHI
Cpebl BUPTYaIU3aliu

3CB.1

Unentudukanus u ayreHTUDUKALUS CYObEKTOB
JIOCTyra U OOBEKTOB JOCTylla B BUPTyaJbHOU
UH(DpACTPYKType, B TOM UHCIE aIMUHUCTPATOPOB
YIPAaBIICHUS CPEACTBAMH BUPTYaU3alUH

3CB.2

VrpaBieHue JOCTYIIOM CyOBEKTOB JOCTyna K
00bEKTaM JIOCTyIa B BUPTyalIbHON MHPPACTPYKTYpE,
B TOM YHCJI€ BHYTPHU BUPTYJIbHBIX MalIuH




3CB.3 Peructpanus COOBITHI 0e3omacHOCTH B
BUPTyaIbHOW HHPPACTPYKTYpE

3CB.4 VYnpasneHnue (punbTparnus, MapuipyTU3anus,
KOHTPOJIb COEJIMHEHUS, OJTHOHAIpaBJICHHAs
nepegada) — MOTOKaMH  WHGOpPMAIUU  MEXKIY
KOMITOHCHTaMU BUPTYalbHOW WHQPACTPYKTYpHI, a

TaKxKe o epuUMeTpy BUPTYaJIbHON
HHPPACTPYKTYPHI
3CB.5 JloBepeHHasi 3arpy3ka CEpBEpPOB BHPTyaJU3alllH,

BUPTyaJIbHOM MalllMHbl (KOHTEWHEpa), CEpBEPOB
YIIPaBJICHUS BUPTyalln3alnueit

3CB.6 VYipaBieHne NepeMeleHUeM BHUPTYaJIbHbIX MAIlUH
(xoHTelHEpOB) U 00pabaThIBAEMBIX Ha HUX JaHHBIX

3CB.7 KonTpons LEJTOCTHOCTH BUPTYAJIbHOM
UHOPACTPYKTYpHI U €€ KOHPUTyparuit

3CB.8 Pe3epBHOE KONMpOBaHWE [AaHHBIX, PE3CPBHPOBAHHE
TEXHUUYECKUX CPEJICTB, MPOTPAMMHOI0 OOecreueHus
BUPTYaJbHOM HH(PACTPYKTYpHl, a TaKkKe KaHaJIOB
CBSI3U BHYTPHU BUPTyaIbHOU HH(PACTPYKTYPbI

3CB.9 Peanmszanus n ynpaBieHUE aHTUBHPYCHOM 3alIUTOU
B BUPTYaJbHON UHPPACTPYKTYpe

3CB.10 Pa3Ouenne BupryanpHOW HMH(PACTPYKTypbl Ha
CErMEHThI (cermeHTHpOBaHKE BUPTYaJIbHOU
uHOpacTpyKTyphl) s 00paboTku WHGOpMaIUU
OTACNBHBIM MOJIb30BaTeleM U (WIM) TpPyNmon
I0JIb30BaTENeN

XII. 3ammuTa Trexanyeckux cpencts (3TC)

3TC.0 Pa3pabotka npaBui u npouenyp (MOJIUTHUK) 3aLTUTHI
TEXHUUYECKUX CPE/ICTB

3TC.1 3anura uH(popMaLnH, oOpabarbiBaecMoi
TEXHUYECKUMH CpPEICTBAMU, OT €€ YTCUKH II0
TEXHUYECKUM KaHaJlaM

3TC.2 Opranusanysi KOHTPOJIMPYEMOM 30HBI, B Ipeiesax
KOTOpPOW MOCTOSHHO pa3MEIaloTcs CTalMOHApPHbIE
TEXHUYECKHE Cpe/CTBa, oOpaObaTbIBarolIye
uHGOpMAIIMIO, HCIIOIHUTENbHbIE YCTPOHCTBA U
CpeAcTBa 3allUThl MH(OPMAIUK, a TaKXe CpelCTBa
obecnieyeHs] PyHKIMOHUPOBAHUS

3TC.3 Kontpone u ynpaBieHue (uU3HMUYECKUM TOCTYIIOM K
TEXHHUYECKUM  CpEACTBaM, CpPEICTBaM  3alUThI
uHdopmanmu, CpeacTBaM oOecrieueHus

(YHKIIMOHMPOBAHUS, a TakXKe B TMIOMEIICHUS U
COOPYXKEHHs, B KOTOPbIX OHHM YCTAaHOBJIECHBI,
WCKITIOYAIOIINEe HECAHKIIMOHUPOBAHHBIN (DU3UUECKUN
JOCTYII

3TC.4 Pasmemienne ycTpoilcTB BbIBOJA (OTOOpaskeHUs)
uHdopmanmu, HCKIIIOYAIOIIee ee




HECAHKIIMOHUPOBAHHBINA POCMOTP

3TC.5

3ammTa OT BHENTHUX BO3JACHCTBHM (BO3ACHCTBHIA
OKpY>Karolei cpebl, HECTAaOMILHOCTH
ANEKTPOCHAOKEHHS, KOHIWIIMOHUPOBAHUS U HWHBIX
BHEIIHUX (PAKTOPOB)

XIII. 3amuTa aBTOMAaTH3MPOBAHHOI cUcTeMbl U ee KOMIIOHeHTOB (3UC)

31C.0

Pa3zpabotka npaBmi u nporenyp (MOJIUTUK) 3aITUTHI
aBTOMATU3WPOBAHHON CUCTEMBI U €€ KOMIIOHEHTOB

+

+

3UC.1

Paznenenue byHKIUH 1o YIIPABICHUIO
(aAMMHUCTPUPOBAHHUIO) ABTOMATU3UPOBAHHOMN
CUCTEMOM yIOpaBlICHUS, YIPABICHUIO
(aIMMHUCTPUPOBAHUIO) CUCTEMOM 3alTUTHI, QYHKIUI
nmo o6paborke wuHGOpPMALUU U HHBIX (QYyHKIUN
aBTOMAaTHU3MPOBAHHON CUCTEMbI YIIPABICHUS

3UC.2

[IpenorBpamienre  3af€pKKM  WIM  [PEPHIBAHUSA
BBITIOJIHEHUS MTPOLIECCOB € BBICOKMM IPUOPUTETOM CO
CTOPOHBI MPOLIECCOB C HU3KUM ITPUOPHUTETOM

3UC.3

ObecrnieueHre 3amUThl UHGOPMAIIMU OT PACKPBITHS,
MOAU(UKAIIMM ¥ HaBA3bIBaHUS (BBOJA JIOXKHOM
uHpopMalMK) Tpu ee mepenade (MOATOTOBKE K
nepegaye) mo KaHajlaM CBS3M, UMEIOIIMM BBIXOZ 32
Ipenenabl KOHTPOJIUPYEMOW 30HBI, B TOM 4HCIIE
0ecrpoBOIHBIM KaHaJaM CBA3H

31UCA4

OOecnieueHrue JIOBEpEHHBIX KaHaja, MaplIpyTa
MEXIy  aJAMHMHHUCTPATOPOM,  I[OJIb30BaTeileM |
cpeAcTBaMu  3amuThl  MHGopManuu  (QyHKUIUSIMU
0€30IacHOCTH CPEJCTB 3aIUThI HH(POPMAIIIH)

3UC.5

3anper HECAaHKLIMOHUPOBAHHOU YIAJICHHON
aKTUBAallMM BUACOKaMEp, MHKPO(GOHOB M HUHBIX
nepuepuitHbIX ~ YCTPOMCTB,  KOTOpblE  MOTYT
aKTUBUPOBATHCS  YHAJIEHHO, W OIOBELICHUE
NoJIb30BaTesei 00 aKTUBALIMHM TaKUX YCTPONUCTB

3UC.6

[lepenaya W KOHTPOJNH MEIOCTHOCTH AaTpuOyTOB
O6e3omacHOCTH (METOK 0€30MacHOCTH), CBS3aHHBIX C
nH(opManuen, mpu oOMeHe UHPOpMaIHEH ¢ UHBIMU
ABTOMATU3UPOBAHHBIMU (mHMOPMAITMOHHBIMHU )
cucTeMaMu

3UC.7

KoHTponb CaHKIMOHHPOBAaHHOIO M UCKIIIOUEHHE
HECAHKIIMOHUPOBAHHOTO WCIIOJIb30BaHMS
TEXHOJIOTMII MOOWMJIBHOTO KOJa, B TOM 4HCIIE
perucrpaunus COOBITHIA, CBS3aHHBIX c
UCIOJIb30BAaHNEM TEXHOJOTMH MOOMIIBHOTO KOJa, UX
aHaJIU3 U pearnpoBaHNUE HA HAPYLIEHUs, CBSI3aHHBIC C
UCTIOJIb30BaHNEM TEXHOJIOTH MOOUIIBHOTO KO/Ia

3UC.8

KoHTposib CaHKIMOHHUPOBAHHOTO U  UCKIIIOUEHHE
HECAHKIIMOHUPOBAHHOTO MCIIO0JIb30BaHMS
TEXHOJIOTMII  Nepefayd peyd, B TOM  YHCIIE
perucrpanus COOBITHIA, CBSA3aHHBIX c




UCIIOJIb30BAHUEM TEXHOJIOTMM Iepefadyd pedyd, HX
aHaJM3 U pearnpoBaHNE HA HAPYLIEHUs, CBSI3aHHBIC C
UCIIOJIb30BAaHUEM TEXHOJIOTUH IIEpENaYu peun

3UC.9

KoHTponmp CaHKIMOHMPOBAHHOW M  HUCKIIFOUCHHE
HECAHKIIMOHUPOBAHHOM nepeaadn
BHJICOMH(pOPMAIINK, B TOM YHCJIE PETUCTpaIus
COOBITHH, CBSI3aHHBIX C nepenavyen
BHJICOUH(OPMAIINH, UX aHAJIN3 U pearupoBaHUE Ha
HapyIICHHUS, CBSI3aHHBIE c nepegayei
BHJICOUH(pOPMAITHI

31C.10

ITonTBepxeHue IIPOUCXOKCHUS VMCTOYHHKA
uH(pOpMAINH, TTOJTy4aeMOi B TIPOIlecce ONpeesieHus
CEeTEBBIX aJpEcoB IO CETEBBIM HMEHaM WU
OIIPENIETICHUs CETEBBIX UMEH I10 CETEBBIM aJpecaM

3UC.11

OOecrieuenre MOJJIMHHOCTH CETEBBIX COEIUHEHUN
(ceaHCOB B3aUMOJCHCTBHSA), B TOM 4YHCIE IS
3alUThl  OT TIOJIMEHBI CETEBBIX YCTPONCTB H
CEpBHCOB

3UC.12

HcknoueHue BO3MOKHOCTH OTPHILIAHUS
nojbp3oBareneM (axkra OTHpaBKM  HMH(pOpMaLUu
JPyroMy I0JIb30BaTeIt0

31C.13

Uckmrouenue BO3MOKHOCTH OTPHIIAHUS
nosib3oBateseM ¢akTta ModydeHus WHOOpMAIMU OT
JPYTOTO TIOJIH30BATEIS

31C.14

Hcnonb3oBaHue yCTpOMCTB TEPMUHAIBHOIO JOCTyMa
TSI 00pabOTKN HH(POPMAITUU

3UC.15

3ammuTa apXuBHBIX (ailyioB, MapaMeTpOB HACTPONKHU
CPeACTB 3alMThl WHGOpPMAIMM M TPOTPAMMHOTO
o0OecriedyeHUs] M MHBIX JAHHBIX, HE MOAJIEXKAIIUX
WU3MEHEHHUIO B mporiecce 00padboTku nHpopmamm

3UC.16

BroisBnenue, aHanmu3 ©u OJIOKMPOBAaHUE CKPBITHIX
KaHallOB  mepenauyd  uHbopManud B 00X0n
peaIu30BaHHBIX MeEp 3alUThl HMHPOPMAIUU WIH
BHYTPH pa3pelICHHBIX CETEBBIX MTPOTOKOJIOB

3UC.17

PazOuenue ABTOMAaTU3UPOBAHHON CUCTEMBI
YOpaBICHUS HA CErMEHTHl (CerMEHTHUPOBAaHUE) H
oOecrieyeHue 3aluThl IEPUMETPOB CETMEHTOB

3UC.18

OOGecrieueHue 3arpy3Ku u HCTIOTHEHUS
MpPOrpaMMHOTO  O0ECIeYeHHss C  MAaIIMHHBIX
HOCcHTeNeH WH()OpPMAIUU, MOCTYMHBIX TOJBKO JIJIst
YTCHUS, W KOHTPOJIb IEIOCTHOCTH  JAHHOTO
MPOrPaMMHOTO 0OecTeueHus

31C.19

M3onsauust miporieccoB (BBIMOJIHEHHWE MPOrpamMM) B
BBIJICJICHHOM 00J1acTH aMSTH

31C.20

3amuTa OeCrpOBOIHBIX COCAMHEHUMN, MPUMEHIEMBIX
B aBTOMaTHU3UPOBAHHOW CUCTEME yIPABICHUS

31C.21

Hckimrouenune goctyna noiab30BaTelis K nHGOpMaIuu,
BO3HUKUIECH B PE3YJIbTATE IACUCTBUU IPEABIAYIIETO
MIOJIB30BATENS YEPE3 PEECTPHI, ONEPATUBHYIO NAMSTh,




BHEIIIHME 3allOMHHAIONINE YCTPOWCTBA U HHbBIE
oO1Lue AJis MoJIb30BaTeNe pecypehbl

31UC.22

3amuTa aBTOMaTU3MPOBAHHOW CHUCTEMBI YIIPAaBICHUS
oT yIpo3 0e30MmacHOCTH uHpOpMaIIHH,
HaNpaBJICHHBIX Ha OTKa3 B 0OCIIYKUBaHUHU

3UC. 23

3amura nepumerpa  (pusmyeckux w (WIH)
JIOTUYECKHUX TPAHUI]) aBTOMATU3UPOBAHHOM CHCTEMBI
yOpaBlIeHUsS TPH €€ B3aUMOJCHCTBUU C WHBIMU
aBTOMaTU3WPOBAHHBIMU (nHpOPMAITMOHHBIMH)
CUCTEMaMH u UH(OPMAIIMOHHO-
TEJICKOMMYHHUKAITMOHHBIMU CETIMU

31C.24

[IpekpamieHne CETEBBIX  COCAMHEHHH 10  UX
3aBEpPIICHUU WM 1O  HMCTEYEHUU  3aJaHHOTO
OIEepaTOpOM BPEMEHHOIO0 HMHTEpBajla HEAKTUBHOCTH
CETEBOr0 COECAUHEHUS

3UC.25

Hcnonb3oBanne B aBTOMAaTU3MPOBAHHOM CHUCTEME
VIPaBIEHUS PA3JTUYHBIX THUIIOB OOIIECHCTEMHOTO,
MPUKIAHOTO W  CHEHUATbHOTO  MPOTPAMMHOTO
oOecrieueHus (Co3qaHUE TeTEPOreHHON Cpeibl)

3UC.26

Hcnons3oBanne  mpukiIagHOTO  (CHEIHAIBHOTO)
MPOrpaMMHOTO obecrnieueHms, UMEIOIIETO
BO3MOXHOCTh  (DYHKIIMOHHMPOBaHUSI B  Cpeaax
Pa3IMYHBIX OMEPAMOHHBIX CUCTEM

31C.27

Co3nanve  (OMyJSIUsl)  JIOXKHBIX ~ KOMIIOHEHTOB
aBTOMAaTH3UPOBAHHOMN CHCTEMBI yIpaBICHUS,
MpeIHa3HAYeHHBIX IS OOHAPY)KCHUSI, PETHCTpallun
W aHaIM3a JCUCTBUM HApyLIUTEIEM B IIpolecce
peanu3anuu yrpo3 6e30macHoCcTd HHGOpMaIUu

31C.28

Bocnpoussenenue J0XKHBIX W (WIIM) CKPBITHE
WUCTUHHBIX  OTACNBHBIX TEXHONOTUH ©  (WiIn)
CTPYKTYPHO-(PYHKIIHOHATBHBIX XapaKTePUCTUK
ABTOMATH3WPOBAHHON CHUCTEMBI YIIPABICHUS WU €€
CErMEHTOB, o0ecrnieynBaloniee HaBsI3bIBAHUE
HapYUIUTEIIO JIOKHOTO MPECTAaBICHUSI 00 HCTUHHBIX
TEXHOJOTHUSIX U (WJIH) CTPYKTYPHO-(PYHKIIHOHATBHBIX
XapaKTePUCTUKAX

31C.29

[lepeBon aBTOMAaTU3MpPOBAHHOW CHCTEMBI WM €€
YCTPOMUCTB (KOMIIOHEHTOB) B 3apaHee OMPEICTICHHYIO
KOH(UTYpAIHIO, 00eCcTIeunBaloILy 0 3aIIUTy
uHpopmManMM, B cllydyae BO3HUKHOBEHHUU OTKa30B
(cboeB)

31C.30

3ammTa  MOOWJIBHBIX  TEXHHYECKHX  CPEICTB,
NPUMEHSEMBIX B aBTOMATU3WPOBAHHOM CHUCTEME
YIIPaBJICHUS

XIV. Obecneuenne 6e30nacHoii pa3padorku nporpaMmmMHuoro odecnedenusi (ObP)

OBP.0

Pa3paGorka mpaBun u  mpouedayp (IOTUTHUK)
oOecrieyeHus Oe3o0macHon pa3paboTKu




MPOTPAMMHOTO 00ECIICYEHUS

OBP.1

AHamM3 ySA3BUMOCTEM ®  yrpo3 OE30MacHOCTH
uHpopManMu B XOA€ pa3pabOTKH MPOrpaMMHOIO
oOecrieyeHus

OBP.2

Craruyeckuit aHaJIU3 KoIa IPOrpaMMHOTO
obecrieueHUsT B Xoje pa3pabOTKH MPOTPaMMHOTO
obecrieueHus

OBP.3

Pyunol aHanm3 koja MpoOrpaMMHOTO 00eCTIieYeHUs B
X0JIe pa3paboTKu MPOTrpaMMHOTO 0OecTIeUeHUs

ObP4

TectupoBanme Ha  TPOHHKHOBEHHE B  XOJIE
pa3pabOTKH MPOTPAMMHOTO O00ECIICUEHUS

OBP.5

JluHaMUYeCKHd ~ aHaM3  Koja  IPOrpPaMMHOIO
oOecIiedeHUSI B XOJe pa3paOdOTKH IPOrPaMMHOIO
obecrieueHus

OBP.6

JloKkyMeHTHpOBaHME npoueayp o0ecrieueHus
Oe3omacHoOn pa3zpaboTku IPOrpaMMHOTO
oOecrieyeHus] pa3pabOTYUKOM U TPEICTABICHHE HX
3aKa34uKy (omeparTopy)

XV. YupasJ/ieHue 00HOBJIeHUSIMU POorpaMmMHuoro odecnevyenns (OI1O)

OI1O.0

Pazpaborka mpaBun u  mpouedayp (TOJUTHK)
yIpaBJIeHUs OOHOBIIEHUSIMU IPOTrPaMMHOTO
oOecnieueHus: (BKJOYas TONy4YEHHE, IPOBEPKY U
YCTaHOBKY OOHOBJICHUH)

+

+

OI10.1

[Tony4enue OOHOBIICHHI
obecrieueHust oT
YITOJTHOMOYEHHOTO UM JIUIIA

POrpPaMMHOTO
pa3paboTunka WIn

OIIO.2

TecTtupoBanue OOHOBJICHHI IIPOTPAMMHOTIO
oOecreyeHus! 10 ero yCTaHOBKM Ha MakeTe WU B
TE€CTOBOM 30HE

OIlO.3

LlenTpanu3oBanHas yCTaHOBKa OOHOBJICHHIA

IIporpaMMHOTO oOecrieueHus

XVI. IlnanupoBanue MeponpusiTUii no odecnevyeHuro 3amuTsl nHGopmanuun (IIJTH)

I1IJIH.0 PaspaGorka mpaBun u  mpouedyp (IOTUTHUK) + +
IUIAHUPOBAHUS MEPONPUATUNA 1O  00ECTICYEHUIO
3alUThl HTHPOpMAITUU

ITJIH.1 Onpenenenue JINII, OTBETCTBEHHEBIX 3a + +
MJIaHUPOBAHUE, peann3anuio U KOHTPOJIIb
MEpPONPUATUI o o0ecreyeHnIo 3aIHTHI
uHpopManMM B  ABTOMAaTHU3WPOBAHHOW  CHCTEME
yIpaBIICHUS

I1IJTH.2 Pa3pabotka, yTBep)kIeHHE M aKTyanu3alusl IUIaHa + +

MEpONPUATUI o o0ecre4eHnIo 3aIHTHI
uHpopMallMM B aBTOMATU3HPOBAHHBIX CHCTEMax
yIpaBieHUs




I1JIH.3 KonTpons BBITIOJIHEHUS MEpPONPUATUI o + +
o0ecre4eHnIo 3aIUTHI uH(popManuu B
aBTOMATH3UPOBAHHBIX  CHCTEMaX  yIpaBICHUS,
MIPETyCMOTPEHHBIX YTBEP>KAECHHBIM I1JIAHOM

XVII. Obecneuenne aeiicTBuii B HeIITATHBIX (HenpensuaeHHbix) cutyauusax (JJHC)

JIHC.0 Pazpaborka mpaBun u  mpouenayp (TOJUTHUK) + +
oOecrnieueHus NEeNCTBUN B HEIITAaTHBIX
(HEenmpenBUACHHBIX) CUTYAIUAX

JIHC.1 Pa3paGorka  mmana  geiictBuil  Ha  chmyuai + +
BO3HUKHOBEHMSI  HEIITATHBIX  (HEMpPEIBHICHHBIX)
CUTYyalH

JIHC.2 OOyuenne u oTpabOTKa JAEWCTBHI IepcoHala B + +
ciryyae BO3HUKHOBEHHS HEIITaTHBIX

(HenpeaBUICHHBIX) CUTYyAIIH

JIHC.3 Coznanue aJbTEepHATUBHBIX MECT XpaHEHUs U +
00paboTku nH(pOpMaMK HA clydald BOSHUKHOBEHUS
HEIITAaTHBIX (HETIPEIBUICHHBIX) CUTYAIIHA

JIHC .4 Pe3epBupoBaHue  MpoOrpaMMHOrOo  oOecreyeHus, +
TEXHUYECKUX CPEJCTB, KAHAJIOB IEpelayd JIaHHBIX
aBTOMAaTU3MPOBAHHBIX CHCTEM  YIIPaBICHUS Ha
ciryvai BO3HUKHOBEHMS HEIITaTHBIX
(HEenmpeABUAEHHBIX) CUTyallu

JAHC.5 OGecneucHue BO3MOXKHOCTH BOCCTAHOBJICHUS + +
ABTOMATU3WPOBAHHOW CHUCTEMBI YNpaBieHUS U (WIIH)
€€ KOMIIOHEHT B CJIy4ae BOSHHMKHOBEHHS HEIITATHBIX
(HeTpeABUICHHBIX ) CUTYyAIIH

XVIII. Uudopmuposanue u o0yuyenue nepconaa (UI1O)

HII10.0 Pa3paborka mpaBun u  mpouedyp (IOJUTHUK) + +
nH(pOPMUPOBAHUS B O0yUYEHHUS IepCcoHasa

HIIO.1 Nudopmupoanue nepcoHania 00 yIrpo3ax + +
6e301acHOCTH uHpOpMaIIHH, 0 MpaBUIax
AKCIUTyaTaluu CUCTEMBI 3aIUTHI

aBTOMaTHSHPOBaHHOﬁ CHCTCMBI YIpPaBJICHUA u
OTACJIbHBIX CPCACTB 3alIUThI I/IH(I)OpMaIH/II/I

NI10.2 OOyueHnue TmepcoHana TMpaBUaM JKCIUTyaTaluu + +
CUCTEMbI 3alIUThl ABTOMAaTU3MPOBAHHON CHUCTEMBbI
yIOpaBICHUS W  OTAEIbHBIX CPEACTB  3aLIUTHI
uHbopMaIH

NII10.3 [IpoBeneHne MpakTHYECKUX 3aHATUU C MEPCOHATIOM +
[0 MpaBWiIaM 3KCIUTyaTallMM CHCTEMBI  3alUTHI
ABTOMATU3UPOBAHHOM  CUCTEMBl  YIPABICHUS U
OTIENBbHBIX CPEACTB 3alIUThI HHPOpMALIUU

XIX.AHanu3 yrpo3 0e3onacHocTu HHGOPMalUU U PUCKOB OT uX peanausauuu (YBH)




YBN.0

Pazpabotrka npaBui u nporeayp (IMOJUTHUK) aHATK3a
yrpo3 06e30macHOCTH MH(OPMAIU U PHUCKOB OT HX
peanuzanuu

YBU.1

[Tepuonnueckuii aHaJIn3 W3MCHEHHUS yIrpo3
0e30macHOCTH MHQOpPMAIUH, BO3HUKAIOIIUX B XOJE
JKCIUTyaTaluu aBTOMATU3UPOBAHHOMN CUCTEMBI
yIpaBieHUs

YBU.2

[lepuoguueckass mepeolieHKa IMOCIAEACTBHA  OT
peanuzanuu  yrpo3 Oe3omacHOCTH HWHMOpMAIHH
(aHanmu3 pucka)

XX. BoisiB/IeHHe MHUMAECHTOB U pearnpoBanue Ha Hux (MHII)

MHILO

Pazpabotrka mpaBusi  u  mpoueAyp  (TMOJUTHK)
BBISIBIICHUS] HHIIUJICHTOB M pEarnpoBaHus HA HUX

+

MHIL1

OrnpezeneHue JiMil, OTBETCTBEHHBIX 3a BBISBICHUE
VHIMJICHTOB U PEarupOBaHUE HA HUX

WHIL.2

ObHnapyxeHue, WICHTU(DUKAUS U PETUCTPALUSL
UHIUJCHTOB

WHIL3

CBoOEBpEMEHHOE nH(OpPMHUpPOBAHUE T,
OTBETCTBCHHBIX 32 BBISBICHHE HHIMACHTOB U
pearupoBaHue Ha  HHMX, O  BO3HHUKHOBEHHH
WHIUICHTOB

WHIL.4

Ananus HWHOUIACHTOB, B TOM YHCJIIC OIPCACICHHC
HCTOYHHUKOB U IMPHUYHNH BO3HUKHOBCHHUA MHIIUACHTOB,
a TaKKC OLCHKa UX HOCJ’ICI[CTBI/Iﬁ

WHILS

[IpuaATHE MEp 1O YCTPAHEHHUIO MOCIEACTBHIA
VHIIUJICHTOB

MHIL6

[LmanupoBanue u
PEI0TBPAICHUIO
WHIIUJICHTOB

IIPUHATHE
IIOBTOPHOT'O

Mep o
BO3HUKHOBECHHS

XXI. YnpasieHue KoHpUrypanuein aBTOMATU3HPOBAHHOM CHCTEMBbI YIIPABJICHUSA H €€ CHCTEMbI

3amuThl (YK®)

YK®.0

PaspaGorka mpaBun u  mpouedyp (IOTUTHUK)
yIpaBlieHUs KOH(QUTrypalueld aBTOMAaTU3MPOBAHHOM
CHUCTEMBI YIIPABJICHUS U €€ CUCTEMBI 3aIUThI

VKO®.1

OnpeneneHne aul, KOTOPBIM pa3pelICHbl EUCTBUS
M0 BHECEHUI0O UW3MEHEHHM B  KOHQUTYpaIUIO
ABTOMATU3UPOBAHHOM CHUCTEMBl YIPABICHUS U €€
CHUCTEMBI 3aIIHTHI

YK®.2

VYrpasnenue WU3MEHEHUSIMHU KOH(pUTypanuu
ABTOMATU3UPOBAHHON CHUCTEMbl YIPABJICHUS U €€
CHUCTEMBbI 3aIHUThI

YK®.3

BO3JIEVICTBUS
KOH(pUTypanuu

Awnamms
IJIaHUPYEMBbIX

MOTEHIIUAILHOT'O
U3MEHEHUU B




ABTOMATH3UPOBAHHONW  CHUCTEMBbl  yMOpaBIEHUS U
CHUCTEMBbl  3alIUThl Ha OO0ECHEUYEHHE  3alIUThI
uHpoOpMallMM U  COMIaCOBaHME M3MEHEHUH B
KOHQUTYypaluy  aBTOMAaTU3UPOBAHHOM  CHUCTEMBI
YIPABICHUS C JOKHOCTHBIM JIULOM (paOOTHHUKOM),
OTBETCTBEHHBIM 3a oOecrneueHne O0e30macHOCTH
aBTOMATU3UPOBAHHOW CUCTEMBI YIIPABIICHUS

YKo .4 JlokymeHTHpoBanue uWHMoOpManuu (JTaHHBIX) 00 + + +
U3MEHEHHUSAX B KOH(PUTypalnuu aBTOMaTH3UPOBAHHOMN
CHUCTEMBI YIIPABJICHUS U €€ CUCTEMbI 3aIlUThI

VYK®.5 PernamenTtanus u KOHTPOJIb TEXHUYECKOTO + + +
oOCTy)KMBaHUs, B TOM 4YHUCJIE JUCTAHIIMOHHOTO
(ynasneHHoro), TEXHUYECKUX CpE/ACTB u

IporpaMMHOIO oOecrneyeHus aBTOMaTHSI/IpOBaHHOﬁ
CUCTCMBI YIIPABJICHUA

"+" - Mepa 3ammThl MHQOpPMalMU BKJIIOUEHa B 0a30BbIH HAOOp Mep Ui COOTBETCTBYIOIIETO Kiacca
3aIMIIEHHOCTH aBTOMATU3UPOBAHHOM CUCTEMBI YIIPABIICHHUS.

Mepsl 3amutbl uHGOpMaUKU, HE OOO3HAUCHHBIE 3HAKOM "+, MPUMEHSAIOTCS TMpPH afanTalud U
YTOYHEHHH aJlallTUPOBAaHHOTO 0a30BOro Habopa Mep, a Takke IpH pa3padO0TKe KOMIICHCUPYIOIIMX Mep
3alUThl  MH(POpPMAIMM B aBTOMATU3MPOBAHHOM CHCTEME YIIPABJICHHUS COOTBETCTBYIOIIETO KJlacca
3aIlIUIICHHOCTH.



