IIpuka3 ®PegepajibHOM CIY:KOBI 10 TEXHUYECKOMY M IKCIIOPTHOMY KOHTPOJIIO
ot 14 mapra 2014 . N 31
" 00 yrBep:xknenun TpeGoBaHuii k o0ecrneyeHUI0 3a1IMTHI HHPOPMAIUM B aBTOMATH3HPOBAHHBIX
CHCTEMAaX YIIPaBJICHUS IPOU3BOACTBEHHBIMH U TEXHOJIOTHYECKMMHU MPOLECCAMH HA KPUTHYECKH
BAaKHBIX 00bEKTAX, MOTCHUHAJIBHO ONIACHBIX 00BEKTAX, a TAK:Ke 00beKTaX, NPeACTABIAIOLINX
MOBBIIIEHHYI0 ONIACHOCTD /ISl :KU3HH M 3/10POBbS JIK0/ell U /151 OKpY:Kaloleil IPUPOIHOM cpeabl”

B coorBercTBun ¢ Ilonokenuem o DenepanbHO CIy)KO€ MO TEXHHYECKOMY U IKCIIOPTHOMY
KOHTPOJIO, yTBepkAeHHbIM Yka3zoM Ilpesunenta Poccuiickoit @enepannu ot 16 asrycra 2004 r. N 1085
(Cobpanue 3axononarenbctBa Poccuiickoit @enepanuu, 2004, N 34, ct. 3541; 2006, N 49, ct. 5192; 2008,
N 43, ct. 4921; N 47, ct. 5431; 2012, N 7, ct. 818; 2013, N 26, ct. 3314; N 52, ct. 7137), npuka3biBaio:

YTBepauth  npuiaraembie  TpeOoBaHMs K OOCCICUCHHMIO  3allUTBl  MHPOPMALUU B
ABTOMATU3UPOBAHHBIX CHCTEMaX YIIPABIICHUS MPOU3BOACTBCHHBIMH U TEXHOJIOTMYCCKUMH MPOIIECCAMU Ha
KPUTHUYECKH BAKHBIX OOBEKTaX, MOTCHIUAIBHO OMACHBIX O0BEKTaX, a TAKXKE O0BEKTaX, MPEICTABIISIOIINX
MOBBIIIICHHYIO OMACHOCTD JUISI XKU3HU U 3JI0POBBS JIFOICH U JIJISl OKPYXKAIOIICH TPUPOIHON CPEIbI.

[upexrop
®denepanbHON CITyKObI IO TEXHUYECKOMY
Y DKCIIOPTHOMY KOHTPOJIIO B. Cenun

3apeructpupoBano B Muntocte P® 30 utons 2014 1.
Perucrpammonnsiii N 32919

TpeGoBanus
K o0ecrne4yeHHI0 3alMThl HHGOPMALM B ABTOMATHU3HPOBAHHBIX CUCTEMAX yIIPaBJIeHUS
NMPOU3BOJACTBEHHBIMHU M TEXHOJIOTMYECKUMHM MPOLECCAMH HA KPUTHYECKH BAKHbIX 00bEKTAaX,
NMOTEHUHAJbHO ONMACHBIX 00BEKTAX, a TAKKE 00bEKTAX, IPEACTABISIOIIAX NOBIIIEHHYI0 ONIACHOCTH
JJISL JKM3HU M 310POBbS JIOAEi U VISl OKPYKAKOLIeld NPUPOAHON Cpeabl
(yTB. npuka3zom ®eaepajabHOii CIY:KObI 0 TEXHHYECKOMY M SKCIIOPTHOMY KOHTPOJIIO 0T 14 mapTa
2014 r. N 31)

. O0IMe moIoKeHus

1. B HacTosmeM JOKyMEHTE yCTaHABIMBAIOTCA TPeOOBaHUSA K 00ECTICUCHHIO 3aIUThl WH(OpMaInu,
00paboTKa KOTOPOH OCYIIECTBISIETCS aBTOMATH3MPOBAHHBIMHU CHCTEMaMH YITPABICHUS IPON3BOJICTBEHHBIMHU
¥ TEXHOJOTHYECKUMH TMPOIIECCAMU HAa KPUTHUECKH BaXKHBIX OOBEKTaX, MOTCHIIMAJIHHO OMACHBIX 00BEKTaX,
00BEKTax, MPEJCTABIAIONINX MOBBIIICHHYIO OMACHOCTD JJISl )KU3HH U 3I0POBBS JIIOACH U TSI OKPY>KaroIei
NPUPOIHON cpefbl (anee - aBTOMATU3UPOBAHHBIC CUCTEMBI YIIPABIICHHS), OT HEMPABOMEPHOIO JIOCTYIIA,
YHUUTOXKEHUS, MOIU(GUIIUPOBAHUS, OJIOKMPOBAHUS, KOMMMPOBAHUS, MPEIOCTABICHUS, PACIIPOCTPAHECHHUS, a
TaK)Ke MHBIX HETPABOMEPHBIX EHCTBHUI B OTHOLICHUH TaKOW MH(OpMAIIUH, B TOM YHCIE OT AeCTPYKTUBHBIX
UH(POPMAIIMOHHBIX BO3JCHCTBUI (KOMITBIOTEPHBIX aTak), CICICTBHEM KOTOPBIX MOXET CTaTh HapyIICHUE
(bYHKIIMOHUPOBAHUS aBTOMATU3HUPOBAHHOMN CHCTEMBI yIIPABICHUS.

Hactosimuue TpeGoBaHusl NPUMEHSIOTCS B Ciy4yae MNPUHATHS BIaJeblleM aBTOMaTH3MPOBAHHOMN
CUCTEMbl yOpaBJIeHHsI pelieHuss o0 obecrnedeHuH 3auuThl  HMHQOpManuu, o00paboTKa KOTOpOH
OCYIIECTBIISIETCS 3TOM CHCTEMOM M HapylleHHe Oe30MacHOCTH KOTOPOW MOMKET MPUBECTU K HAPYLICHHIO
(YHKITMOHHPOBAHUSI aBTOMAaTU3UPOBAHHON CUCTEMBI YIIPABIICHHUS.

B cinydae HeoOX0muMOCTH MPUMEHEHUE KpUNTOrpadUyecKUX METOIOB 3allUThl MH(OpMaNMH U
i POBATBHBIX (KPUITOrpadUIECKUX) CPEACTB 3alIUThI HHPOPMAIIUK OCYIIECTBIISIETCS B COOTBETCTBHU C
3akoHozarenbcTBoM Poccuiickoit denepanun.

2. Hacrosimmue TpeGoBaHus HanpaBiieHbl Ha oOecriedeHre GyHKIIMOHUPOBAHUS aBTOMAaTU3UPOBAHHON
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CUCTEMbl yMPAaBIEHUS B IITATHOM pPEXHUME, MPU KOTOPOM OOECIeYMBAETCS COONIOEHUE MPOEKTHBIX
NpEesioB 3HAYCHWH MapaMeTpOB BBHIMOIHEHHUS IIeNIeBbIX (YHKIMNA aBTOMATU3UPOBAHHOW CHUCTEMBI
YVIpaBJIeHHUS B YCJIOBHUAX BO3JAEHCTBHS yrpo3 0e30mMacHOCTH WHGOpMAINH, a TakKe Ha CHIDKEHHE PHCKOB
HE3aKOHHOTO BMEMIATEIhCTBA B MPOIECCHl (DYHKIIMOHHUPOBAHUS aBTOMATU3MPOBAHHBIX CHCTEM YIIPABJICHUS
KPUTUYECKH BaXKHBIX OOBEKTOB, TOTCHIMAIBLHO OMACHBIX OOBEKTOB, OOBEKTOB, MPEACTABISIONINX
MOBBIIIEHHYIO OMACHOCTb ISl KU3HHM M 3JI0POBbS JIIOACH W A OKpYKaroued MPUPOIHON Cpelbl, B TOM
YKCie OMNACHBIX TPOM3BOJCTBCHHBIX OOBEKTOB (manee - ymnpaBisieMble (KOHTPOJIMPYEMbIE) OOBEKTHI),
0€30MacHOCTh KOTOPBIX 00ECIEYMBACTCS B COOTBETCTBHH C 3aKOHOAATeNhcTBOM Poccuiickoit denepammu o
0e30macHOCTH OOBEKTOB TOIUIMBHO-IHEPTETUYECKOTO KOMILJIEKCA, O TPAHCIOPTHOW Oe30macHoCTH, 00
WCIIOJIb30BAaHUHM aTOMHOW SHEPTUH, O MPOMBINIICHHON O€30MacHOCTH OMAaCHBIX MPOW3BOICTBEHHBIX
00BEKTOB, 0 OE30MACHOCTH TUAPOTEXHUYCCKUX COOPYKCHHH M MHBIX 3aKOHOAATEIBHBIX akTOB Poccuiickoi
denepauuu.

3. JleiictBue Hactosmmx TpeOOBAaHWUN pACIPOCTPAHICTCS HA aBTOMATU3MPOBAHHBIC CHCTEMBI
yIpaBlicHHsI, 00ECIICYMBAIOINE KOHTPOJIb W YIPABICHUE TEXHOJIOTUYCCKMM U (HJIM) MPOU3BOJCTBEHHBIM
obopynoBaHreM (MCIOJTHUTEILHBIMU YCTPOWCTBAMHU) M PEATM30BAaHHBIMH HAa HEM TEXHOJIOTUYCCKHMHU H
(nnM) TPOM3BOICTBEHHBIMU TIpoIlecCaMU (B TOM YHCIIE CHCTEMbI JAHMCIETYSPCKOTO YIPABICHUS, CUCTEMBI
coopa (mepemayd) IaHHBIX, CHUCTEMbI, MOCTPOCHHBIE Ha OCHOBE MPOTPAMMHUPYEMBIX JIOTHYECKUX
KOHTPOJIJIEPOB, PACIPEACIICHHbIE CHUCTEMbI YIIPABJICHMS, CUCTEMbl YIPABICHUS CTAaHKAMHU C YHUCIOBBIM
MIPOrPaMMHBIM YIIPaBJICHUEM).

4. Hacrosimue TpeGoBaHus TpeqHa3HAYCHBI NS JIMIl, YCTAHABIWBAIONIUX TPEOOBAaHUS K 3alUTE
uHpOpMaIMK B aBTOMATU3WPOBAHHBIX CHCTEMaxX YIpaBlieHUsS (fajiee - 3aKa3yuK), JIMIl, 00CCICUNBAIOIINX
IKCIUTyaTaI[U0 aBTOMATU3UPOBAHHBIX CUCTEM yIpaBJIcHUs (Haiee - onepaTop), a TAKXKe JIHII, MPUBICKAEMBIX
B COOTBETCTBHH C 3aKOHOJATeNbCTBOM Poccwuiickoit ®Denepaniid K TPOBEACHHIO PabOT MO CO3JaHHUIO
(MPOEKTUPOBAaHUIO) ABTOMATHU3UPOBAHHBIX CHUCTEM yIpaBieHHsS M (WJIKM) MX CHCTEM 3aluThl (nanee -
pa3palboTuuK).

5. Ilpu oOpaboTke B aBTOMAaTH3MPOBAHHOW CHUCTEME YIpaBiICHHUS HH(OpPMAIMH, COCTABIISIONICH
rOCyJapCTBEHHYIO TaiiHy, €€ 3aluTa 00eCleurnBaeTcs B COOTBETCTBHM C 3aKOHOAATEIhCTBOM Poccuiickoii
®denepanniv 0 rOCyJJTAPCTBEHHOW TalHE.

6. 3amuTta uHPOpMAIMKM B aBTOMATU3UPOBAHHON CHCTEME YMpaBlieHUs OOECIEUHBACTCS ITyTEeM
BBITIOJTHEHUS 3aKa3YMKOM, OTIEpAaTOPOM U pa3pabOTUHKOM TpeOOBaHUM K OpraHu3aliy 3Tl HH)OpMaLK
B aBTOMAaTH3WPOBAHHOW CHCTEME yMpaBleHUs M TpeOOBaHMI K MepaM 3alluThl UHOpManMu B
ABTOMATU3UPOBAHHOM CUCTEME yIIPABICHUS.

|I. TpeboBanus K OpraHu3anuy 3alUTHI HHPOPMAIUN B ABTOMATH3HPOBAHHOI cHCTeMe YIpaBJIeHUsI

7. ABTOMaTU3UPOBAHHAS CHCTEMa YIIPABICHHUS, KaK MPaBHJIO, IMEET MHOTOYPOBHEBYIO CTPYKTYPY:

YPOBEHB ONEPATOPCKOTO (AMCIETYSPCKOro) yrpasieHus (BEpXHUI YPOBEHB);

YPOBEHb aBTOMATHUYECKOTO YIpaBIeHUs (CPEAHUI yPOBEHB);

ypOBEHb BBO/IA (BBIBO/IA) IAHHBIX, HCITOJHUTEIILHBIX YCTPOUCTB (HUXKHHH (II0JICBOM) YPOBEHB).

ABTOMaTH3UPOBAHHAS CUCTEMA YITPABICHUS MOKET BKITIOUATh:

a) Ha YPOBHE OMEepaTopckoro (UCIETYEPCKOTo) yIpaBICHUS:

oreparopckue  (AMCHETYSPCKUE),  WMHKCHEPHBbIC  aBTOMATU3UPOBAHHBIC  pabouhe  MecTa,
npombinuieHHbie cepBepbl (SCADA-cepBepbl) ¢ YCTAHOBJICHHBIM Ha HUX OOMICCHCTEMHBIM U TPUKIIATHBIM
IPOTrPaMMHBIM 00ECIICYCHUEM, TEIICKOMMYHHUKAIIMOHHOE 000pyI0BaHHE (KOMMYTATOPhI, MapIIpyTH3ATOPHI,
MEXCETEBbIC IKPaHbl, HHOE 000PYIOBaHKE), & TAKKE KaHAJIbI CBSI3H;

0) Ha ypOBHE aBTOMATH4ECKOTO YIIPABJICHU:

OpOrpaMMHUpPyEMbIe JIOTHYECKUE KOHTPOJUICPHI, MHBIC TEXHHYECKHE CPEICTBA C YCTAHOBJICHHBIM
IPOTrPaMMHBIM 00ECIICUCHUEM, TTOJTyYaIOIINe JaHHbIC C HUYKHETO (ITOJICBOT0) YPOBHS, MEPEIArOIIUE JaHHbIC
Ha BEPXHUI YpOBEHb I TPUHSITHS PEIICHUS [0 YIPAaBICHUIO O0beKTOM H (WJIH) MTpPOIECCOM U
dopmupylole  ymnpaBisfonmMe — KoMaHabl  (ympamisitonlyto  (KOMaHIHYI) — MHQPOpPMAIUIO) IS
UCTIOJIHUTEIIBbHBIX YCTPOMCTB, a TAKXKE MPOMBIIIICHHAS CEeTh MepeIadr JaHHBIX;

B) Ha ypOBHE BBOJa (BbIBO/A) JaHHBIX (MCIIOJHUTEIBHBIX YCTPONCTB):
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JATYNKH, UCTIOJIHUTEIbHBIE MEXaHU3MbI, UHBIC allllapaTHbIC YCTPONCTBA C YCTAHOBICHHBIMHU B HHX
MUKPOIIPOTrpaMMaMH ¥ MAallIHHHBIMHI KOHTPOJUIEPaMH.

KonmuecTtBo ypoBHEH aBTOMAaTH3UPOBAHHOW CHUCTEMBl YIPABICHHS M €€ COCTaB Ha KaXKIOM H3
YpOBHEH 3aBUCUT OT HA3HAUEHUSI aBTOMATU3UPOBAHHOW CHCTEMBI YIIPABJICHHUS W BBHITIOTHIEMBIX €HO IEJIEBBIX
bynkmmii. Ha kaxmaom ypoBHE aBTOMAaTH3MPOBAHHOW CHCTEMbI YIpaBiIeHHS MO (yHKIIMOHAIBHBIM,
TEPPUTOPHAILHBIM WIIH WHBIM MTPU3HAKAM MOTYT BBIJCISATHCS JTOTIOTHUTEIHHBIE CETMEHTHI.

B aBrOMaru3upoBaHHOI cuCTEME yIpaBIeHHsI OOBEKTAMH 3aIIUTHI SBIISIOTCS:

uHpopmaius (1aHHBIC) 0 TTapaMeTpax (COCTOSHUM) yNpaBiIsieMoro (KOHTPOJIUPYEMOro) 00ObeKTa HiTu
nporecca (BxomHas (BbIXofgHas) WHGopmaius, yrpapistomas (koMaHaHas) WH(GOpMAIUs, KOHTPOJILHO-
u3MepuTeIbHast nHQOpMAIs, MHAS KPUTHYSCKU BaXKHast (TEXHOJOruUeckas) nHpopmarus);

MPOrPaMMHO-TEXHUYCCKUI KOMILJICKC, BKIIIOYAIOIIUN TEXHHYECKHe cpeAcTBa (B TOM dYHCIe
aBTOMATU3MPOBaHHBIC PabOYUe MeCTa, MPOMBIIUICHHBIC CEPBEPHI, TCICKOMMYHHKAIIMOHHOE 000pYyI0BaHuE,
KaHaJbl CBS3M, TMPOTPAMMHPYEMbIC JIOTUYECKHE KOHTPOJUICPBI, HCIIOJHHUTEIbHBIC  YCTPOMCTBA),
nporpaMmHoe oOecriedeHue (B TOM YHCIIE MHKPOIPOrpaMMHOE, OOIIECHCTEMHOE, MPHKIATHOE), a TaKKe
Cpe/CTBa 3alIUThl HHPOPMAIIUH.

8. 3ammra MHpOpPMAIIUK B aBTOMAaTH3UPOBAHHON CHUCTEME YIPABJICHHUS SBIISICTCS COCTABHON YaCThIO
pabor mo co3maHuio (MOACPHHU3AIMKM) W OSKCIUTyaTallid aBTOMATH3WPOBAHHOW CHCTEMBI YIPABICHHUS H
obecreunBaeTCs Ha BceX CTaausAX (dTamax) ee CO3AaHus M B XOJ€ IKCILTyaTalliu.

3amuTa MHPOPMALIUY B aBTOMAaTH3UPOBAHHOW CUCTEME YIIPABIICHHUS JJOCTUTACTCS ITyTeM MPUHSITHS B
paMKax CHCTEMBbI 3alIUThl ABTOMAaTH3UPOBAHHOW CHCTEMBI YIPABJICHUS COBOKYITHOCTH OPTaHH3AIllHOHHBIX U
TEXHUYECKUX MEp 3alluThl HMH(MOPMAILIMH, HAMpPABICHHBIX Ha OJOKUpoBaHHE (HEHUTpAIHM3alli0) Yrpo3
0e30macHOCTH WH(POPMAIINU, peau3aIis KOTOPBIX MOXET MPHBECTH K HAPYIICHUIO MITATHOTO DPEKUMA
(GYHKIIMOHUPOBAHUS ABTOMATU3UPOBAHHON CHUCTEMbI YIPABJICHUS W YIPaBIsAEMOro (KOHTPOIHUPYEMOTO)
oObekTa U (WIIK) Tpolecca, Ha JIOKATU3AIHI0 U MUHUMHU3AIUIO MMOCISACTBHI OT BO3MOXKHOW pean3aliuu
yrpo3  Oe3omacHOCTH  WH(POPMAIMK, BOCCTAHOBICHHE INTAaTHOTO peXHMa  (QYHKIIMOHUPOBAHUS
aBTOMATU3UPOBAHHOW CUCTEMBI YIIPABIICHUS B CITydae peaiu3aliu yrpo3 0€30macHOCTH HHpOpMAIUy.

[TpuHUMaemMbIie OPraHU3ANMOHHBIE M TEXHUISCKUE MEPBI 3aIIUTHl HHPOPMAIIHH:

JOJDKHBI 00€CTIeunBaTh TOCTYITHOCTh 00pabaTsiBaeMoil B aBTOMaTH3UPOBAHHOM CHCTEME YITPaBICHUS
uHpopMaru (KCKIIOUCHHE HEMPAaBOMEPHOTO OJOKUpOBaHUs MH(OpMAIIMK), €€ IEeJI0CTHOCTh (MCKITFOYCHUE
HETPaBOMEPHOTO YHUUTOKEHUs, MoauduimpoBanuss wuHOpMAIMHU), a TakkKe, NpU HEOOXOAMMOCTH,
KOH(QUICHIIMATBLHOCTh (MCKIIFOYEHUE HENPaBOMEPHOTO JOCTYIA, KOMUPOBAHUS, NPEAOCTABICHHUS WU
pacnpocTpaHeHus HHGOpMaIuu);

JOJHKHBI COOTHOCHTBCSI C MEpPaMU TI0 TPOMBIIUICHHON, (PU3UYECKOMN, TOXKAPHOU, IKOJIOTHUYECKOH,
pajivalMOHHON 0e30MacHOCTH, MHBIMM MEpaMH I0 O0ECIEeYCHHIO Oe30MacHOCTH aBTOMATHU3WPOBAHHOU
CHCTEMBI YIIPABJICHHS U YIIPaBISIEMOro (KOHTPOJIMPYyeMOro) o0bekTa 1 (KiTh) mporecca,;

HE JIO/DKHBI OKa3bIBaTh OTPHUIATCIBHOTO BIUSHUS HA INTAaTHBIM pPEXUM (QYyHKIIMOHUPOBAHUS
aBTOMATU3UPOBAHHOM CUCTEMBI YIIPABIICHUS.

9. IlpoBenenue paboT Mo 3amuTe UHOOPMAIMK B COOTBETCTBHM C HACTOSIIUMH TpeOOBaHUSAMU B
xome co3maHus  (MOAEpHHM3AlMM) M OKCIUTyaTallid aBTOMATU3MPOBAHHON CHCTEMbI  YIIPaBIICHUS
OCYIICCTBIISICTCS 3aKa3uMKOM, oOmepaTtopoM U (i) pa3pabOTUYMKOM CAMOCTOSATEIIBHO W (WiM) Mpu
HEOOXOJMMOCTH C TPUBJICYCHUEM B COOTBETCTBHHM C 3aKOHOAATENbCTBOM Poccwuiickoit deneparuu
OpraHu3alui, MMEIONUX JIMIECH3UI0 Ha JEATCIIBHOCTh IO TEXHUYCCKOW 3allluTe KOH(PHUICHIUATBHON
uHpopmalu B cooTBeTcTBUM ¢ PenepanbHbiM 3akoHOM OT 4 mas 2011 r. N 99-®3 "O nuuenzupoBaHuu
oTAenbHBIX BUJIOB nesTenbHOCTH (CoOpanue 3akoHomatenbcTBa Poccuiickoit @epeparuu, 2011, N 19,
ct. 2716; N 30, ct. 4590; N 43, ct. 5971; N 48, ct. 6728; 2012, N 26, ct1. 3446; N 31, ct. 4322; 2013, N 9,
ct. 874; N 27, c1. 3477).

10. Jlns oOecrneyeHusl 3amuThl WHPOPMAIMA B aBTOMATU3UPOBAHHOW CHUCTEME YIPABJICHUS
ONEpaTopoM  Ha3HA4YaeTCs CTPYKTypHOE TOApa3aeiieHue WM JODKHOCTHOEe JHio  (paboTHHK),
OTBETCTBEHHBIE 32 3aAIIUTY WH(OPMAIIHH.

11. B aBTOMaTU3WPOBAHHOW CUCTEME YIPABICHUS MPUMEHSIOTCS CPEICTBA 3aIUThI WH(GOPMAIIUH,
MPOLIEAIINE OLEHKY COOTBETCTBHUS B COOTBETCTBUM C 3akoHOHareslbCTBOM Poccuiickon depepauuu o
TEXHUYICCKOM PETYIUPOBAHUH.

12. Jlns oOecrnedeHusi 3amuThl WHPOPMAMA B aBTOMATU3WPOBAHHOW CHUCTEME YIPABICHUS
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MIPOBOJATCS CJIEIYIOIINE MEPOIIPUSATHS
dbopMupoBanue TpeOOBaHMI K 3aIUTe HHPOPMAIIHM B ABTOMATU3UPOBAHHOM CHCTEME YIIPABIICHHUS;
pa3paboTKa CUCTEMBI 3aIUTH aBTOMaTU3UPOBAHHON CUCTEMbI yIIPaBICHUS;
BHEJIPEHUE CUCTEMbI 3alIUThl ABTOMATU3UPOBAHHOW CUCTEMbI YIIPABIEHUS U BBOJI €€ B JICUCTBUE;
obOecrieyeHre 3amuThl WHGOpPMAIMM B XOJI€ OKCIUTyaTalli aBTOMATH3MPOBAHHON CHCTEMBI
yIpaBieHus,
oOecrnieyeHue 3alMThl UHPOPMALUK TPH BBIBOAE M3 AKCIUTyaTallUd aBTOMATU3UPOBAHHOW CHCTEMBI
yIpaBJICHUS.

®opmupoBaHue TpedOBaHHUIl K 3amuTe MHGOPMALMH B ABTOMATH3HPOBAHHOM CHCTEeMe YIIPABJIeHHSA

13. ®opmupoBanue TpeOoBaHMI K 3amuTe HHQOpPMAIMK B aBTOMAaTU3UPOBAHHON CcHCTEME
YIPABIICHUS OCYIIECTBISACTCS 3aKa3UMKOM.

dopmupoBaHue TpeOOBaHMM K 3amuTe MHPOPMAIMU B aBTOMATH3UPOBAHHON CHCTEME YIPaBICHUS
ocymectBisiercss ¢ yuerom [OCT P 51583 "3amwura wundopmaumu. [lopsgok  coszmanus
AaBTOMATHU3MPOBAHHBIX CUCTEM B 3aluIleHHOM ucrnonHeHun. Oomme noiaoxenus” (maizee - TOCT P 51583),
I'OCT P 51624 "3amurta mHpopmanuu. ABTOMATU3UPOBAHHBIE CHCTEMbI B 3alIUIIEHHOM HCIIOJHEHHH.
Oomwme TpedoBanus” (nanee - TOCT P 51624) u ctaHaapTOB OpraHU3alyiy U B TOM YKCJIC BKITIOUACT:

NPUHATHE pElIeHUs O HEoOXOAUMOCTH 3alUThl MHGOpMalKWd B aBTOMaTU3WPOBAHHOW CHUCTEME
YIPaBIICHUS;

KJacCU(UKAIMIO0  aBTOMAaTU3UPOBAHHOW CHUCTEMBbI  YIpaBICHHUs 1O TPeOOBAaHUSAM  3alllUThI
uHpopmaruu (nanee - kKiaccuuKalys aBTOMaTH3UPOBAHHON CHCTEMBI YIIPABJICHUSI);

onpezelieHne yrpo3 0Oe3omacHOCTH HMHGOpPMAllMK, peanu3alus KOTOPBIX MOXET TIPUBECTH K
HapyUICHUIO IITAaTHOTO peXuMa (PYHKIMOHUPOBAHMS aABTOMAaTHU3MPOBAHHOW CHUCTEMbl YIPABICHUSA, H
pa3paboTKy Ha X OCHOBE MOJIEIH YIrpo3 O€30MacHOCTH HH(POPMAIIHH,

omnpezeneHrne TpeOoBaHUN K CHCTEME 3allIUThl aBTOMATU3UPOBAHHOM CHUCTEMBI YIIPABJICHHUS.

13.1. [Ipu mpuHATUU pelieHUs O HEOOXOAMMOCTH 3alIUThl MH(POPMAIMU B aBTOMATHU3WPOBAHHOU
CUCTEME YIIPaBJICHHSI OCYIIECTBIISIOTCS:

aHaMM3 1eJel CO3MaHMsl aBTOMATH3WPOBAHHOW CHUCTEMBI YMpaBICHUS W 33134, PEIIaeMbIX STOU
aBTOMATH3WPOBAHHON CUCTEMOU yIIPABIICHUS;

ompezeneHue UHGOpMAINKM, HAPYIICHHE MOCTYMHOCTH, LETOCTHOCTH WM KOH(QUIECHIUATHHOCTH
KOTOpPOH MOXET MPUBECTU K HAPYIUICHUIO IITATHOTO pekuMa (PYHKIIMOHWPOBAHMSI aBTOMATHU3HPOBAHHOM
CHCTEMBbl ympaBjieHus (OmpeaeieHHe KPUTHYECKH BaKHOW HWH(POpMAIMK), W OICHKA BO3MOMKHBIX
MOCJIE/ICTBUI TaKOTO HAPYIIICHUS;

aHaJIM3 HOPMATUBHBIX MPABOBHIX aKTOB, JIOKAJIBHBIX MPAaBOBHIX aKTOB, METOAMYECKUX JOKYMEHTOB,
HAIlMOHAJIBHBIX ~ CTAHAAPTOB W  CTAHJAPTOB  OpraHu3aluii, KOTOPHIM JOJKHA COOTBETCTBOBATH
aBTOMATH3WPOBAHHAS CUCTEMa yIPaBICHUS,

MPUHATHE PEIICHUS O HEOOXOAMMOCTU CO3/IaHUsI CUCTEMBbI 3alllUThl aBTOMAaTU3WPOBAHHON CHCTEMBI
YOpaBIIEHUA M OIpeAesieHne Lejedl W 3ajad 3amuThl MHQOpMalMu B aBTOMATU3MPOBAaHHOW CHCTEME
YIPaBIICHHUS.

13.2. Knaccuduxkarnusi aBTOMAaTH3UPOBAHHON CHCTEMBI YINPABICHUS MPOBOIAUTCS 3aKa34MKOM WIIU
OIepaTopoM B 3aBUCHMOCTH OT YPOBHS 3HAYMMOCTH (KPUTHYHOCTH) HH(OpMAaIHH, 00paboTKa KOTOPOM
OCYULIECTBJISIETCS. B aBTOMAaTU3UPOBAHHON CUCTEME YTIPABJICHHUS.

VYcranaBnuBarOTCS TpU Kjlacca 3alUIIEHHOCTH AaBTOMAaTU3MPOBAHHOM CHCTEMbl YIIPaBJICHMUS,
OIpEAEIAIOIINE YPOBHU 3aIIMIEHHOCTH aBTOMaTU3MPOBAHHON CUCTEMBI yrpaBiieHus. Camblii HU3KUHN KJ1acc
- TPETUH, caMblid BBICOKMU - MepBbIM. Kilacc 3alIMIIEHHOCTH aBTOMAaTU3MPOBAHHON CUCTEMbI yIIPABICHUS
omnpenensiercs B cooTBeTcTBHH ¢ ipusioxkenrneM N 1 k Hacrosimum TpeboBanusM.

Knacc 3ammimieHHOCTH MOXET OBITh YCTaHOBJIEH OTIAEIBHO I KaXIOT0 U3 YpPOBHEH
aBTOMATH3WPOBAHHOW CUCTEMBI YIIPABICHUS WM HHBIX CETMEHTOB MPU UX HATTWIUH.

Pesynbrarel kimaccudukanuu aBTOMAaTU3MPOBAHHOW CHCTEMBI YIIPABJICHHUS O(POPMIISIFOTCS aKTOM
KJ1acCHU(DUKAIIHH.

Tpe60BaHI/I€ K KJIAacCy 3allUICHHOCTH BKIIOYACTCAd B TCXHUYCCKOC 3aJlaHUC Ha CO3JaHUC
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ABTOMATU3UPOBAHHON CHCTEMbI yIpaBicHHs U (MIIH) TEXHUYCCKOE 3a1aHue (YaCTHOE TEXHHUECKOES 3aJaHHUC)
Ha CO37aHHME CHCTEMBI 3allUThl aBTOMAaTH3MPOBAHHON CHUCTEMBI YIIpaBIICHUS, pa3padaTbiBaeMble C y4ETOM
I'OCT 34.602 "MudopmarmorHas TexHoJoTus. KoMIUIeKkC cTaHIapTOB Ha aBTOMATH3WPOBAHHBIE CHUCTEMBI.
TexHuyeckoe 3aJaHue HAa CO3JaHUE aBTOMaru3upoBaHHOU cuctembl” (manee - TOCT 34.602), TOCT P
51583, I'OCT P 51624 u cTannapToB OpraHu3aluu.

Krnacc 3amuineHHOCTH aBTOMATU3MPOBAHHOM CHUCTEMbI yIpaBJIeHHs (CETMEHTa) TOIUICHKHT
MIEPECMOTPY TOJIBKO B CITydae €€ MOJIECPHH3AINH, B Pe3ylbTare KOTOPOH M3MEHWIICS YPOBEHb 3HAYMMOCTH
(xputnuHOCTH) HHBOpMaIH, 00pabaThIBAEMOW B aBTOMATU3UPOBAHHOM CUCTEME yIpaBieHHs (CErMEHTe).

13.3.  Vrpo3er 0Oe3omacHOCTH HWHPOPMAIMK  OMPEACIAIOTCS Ha KaXJIOM W3  ypOBHEH
aBTOMATU3WPOBAHHOW CUCTEMBI YIIPABIEHUS 110 pPe3yabTaTaM:

OLICHKH BO3MOXKHOCTEW (MOTEHIMaJia, OCHAIICHHOCTH W MOTHBAIlMM) BHEIIHUX W BHYTPECHHUX
HApyUIUTEIICH;

aHaJM3a BO3MOKHBIX YSI3BUMOCTEH aBTOMAaTU3NPOBAHHOM CUCTEMBI YIIPABIICHHUS,

aHajM3a BO3MOXHBIX CHOCOOOB (CIIEHapWeB) peanu3aluyd yrpo3 0e30macHOCTH HH(oOpManuu U
HOCJIEACTBUI OT HApYIICHHsS KaK OTICIbHBIX CBOWCTB Oe3omacHOCTH wuHpopMaImu (IEeT0CTHOCTH,
JOCTYITHOCTH, KOH()UACHIINATLHOCTH), TAK U aBTOMAaTH3MPOBAHHON CUCTEMBbI YIIPABICHHS B I[CJIOM.

[Tpu onpeneneHnn yrpo3 6€30MacHOCTH HH(OPMAIIMK YUUTBHIBAIOTCS CTPYKTYpHO-(YHKIIMOHATBHBIC
XapaKTePUCTUKH aBTOMATU3UPOBAHHON CUCTEMBI YIIPABJICHHS, BKIIOYAIOIINE HATHIHE YPOBHEH (CErMEeHTOB)
aBTOMATH3MPOBAHHON CHUCTEMBI yINpPaBICHHSA, COCTaB aBTOMATU3UPOBAHHOW CHCTEMBl YIpPaBJICHUS,
¢dusuueckue, oruueckue, (PyHKIMOHATBHBIE M TEXHOJOTMYECKHE B3aMMOCBSI3M B aBTOMAaTH3WPOBAHHOM
CHCTEME YIPAaBJICHUS, B3AUMOJICHCTBHE C MHBIMU aBTOMATU3UPOBAHHBIMK (MH(POPMAITHOHHBIMH) CHCTEMaMH
¥ MTHPOPMAIIMOHHO-TEIICKOMMYHUKAIIMOHHBIMH CETSMU, PEKUMbI ()YHKIIMOHUPOBAHHS aBTOMATH3UPOBAHHON
CHCTEMBI YIIPABJICHHUSI, & TAK)KE WHBIE OCOOCHHOCTH €€ TOCTPOCHHS U ()YHKITMOHUPOBAHWSI.

[lo pesynbraram ompeneneHusi yrpo3 O€30MacCHOCTH HMH(POPMAIMU MOTYT pa3padaThIBaThCs
PEKOMEHIAIUU T10 KOPPEKTHPOBKE CTPYKTYPHO-(DYHKITMOHAIBHBIX XapPaKTEPUCTHUK aBTOMATH3UPOBAHHOU
CHCTEMBbI YITPABJICHHUS, HAITPABJICHHBIC HAa OJIOKUpOBaHUE (HEHTpaATHU3aIIUI0) OTACIBHBIX YIPO3 0E30MaCHOCTH
uH(pOpMAaLIIH.

Mopnens yrpo3 Oe3omacHocTH HHGOPMAIMKM JIOJKHA CONEP’KaTh OMUCAHHE aBTOMATH3MPOBAHHOMN
CHCTEMBI yMpaBJICHUs U yrpo3 6e30macHoCTH HH(pOpMAIIUK IS KaXI0TO U3 YPOBHEH aBTOMATH3MPOBAHHON
CHCTEMbI YIIPaBIICHHs, BKJIIOYAIONICE OMMCAHWE BO3MOXKHOCTEH Hapymmrened (Moaeiab HapyIIMTENs),
BO3MOXKHBIX YSI3BUMOCTEH aBTOMAaTH3UPOBAHHOW CHCTEMBI YIIPABICHHUS, CIOCOOOB (CIIeHApUEB) peaan3aiuu
yrpo3 6e30macHoCTH MH()OPMALMU W TOCIEACTBUI OT HapyIIEHHUS CBOWCTB 0E€30MacCHOCTH HH(pOpMAalUU
(mocTymHOCTH, IIETIOCTHOCTH, KOH(PHICHIMAIBHOCTH) W INTATHOTO pPEXKUMA  (DyHKIIMOHMPOBAHHUSI
aBTOMATU3WPOBAHHOW CUCTEMBI YIIPABICHUS* .

Jlns onpeneneHust yrpo3 0e30macHOCTH MHQOPMAIMH M Pa3paOdOTKH MOJEITH YTrpo3 0e30MacHOCTH
uHbopMalu npuMeHsoTcs Mmetoguueckue 1okymeHTel ®CTOK Poccun™.

13.4. TpeboBaHHs K CHCTEME 3aIIUTHl ABTOMAaTU3UPOBAHHON CHCTEMBI YIIPABICHUS OTPEACISIOTCS B
3aBUCUMOCTH OT KJIacca 3alUICHHOCTH aBTOMAaTH3UPOBAHHOW CHCTEMBI YIIPABICHUS U YIpo3 0€301MacHOCTH
UHPOPMAINH, BKIIOYCHHBIX B MOJIENIb YIPo3 0€30MacHOCTH HH(OpMAIIUH.

TpeOGoBanusi Kk cucTeMe 3allUThl ABTOMATU3WPOBAHHOW CHUCTEMBI YIIPABICHHS BKJIIOYAIOTCS B
TEXHUYECKOE 3aJjaHue Ha co3faHue (MOIEpHHU3AIMI0) aBTOMATU3UPOBAHHOW CHUCTEMBI YIPaBICHUS U (WH)
TEXHUYECKOE  3afaHue (YacTHOE TEXHMYECKOe 3aJaHWe) Ha  CO3AaHUE  CHCTEMBI  3alllUThI
aBTOMATU3MPOBAHHOW CHCTEMBI yIpaBieHus, pa3padarsiBaemble ¢ yuetomM ['OCT 34.602, TOCT P 51583,
I'OCT P 51624 u crannapToB OpraHU3alliy, KOTOPhIE TOJKHBI B TOM YHCJIE COACPKATh:

eJTb ¥ 331249k 00eCTieYeHNsI 3aUThl HH(pOpMaIMy B aBTOMaTU3UPOBAHHOM CUCTEME YIIPaBJICHUS,

KJIacC 3alIMIIEHHOCTH aBTOMAaTU3UPOBAHHOM CUCTEMBI YIIPABICHHUS,

NEPEYCHb HOPMATHUBHBIX MTPABOBHIX AKTOB, JJOKABHBIX MPABOBBIX AKTOB, METOIMYECKUX TOKYMEHTOB,
HAI[MOHAJBHBIX ~ CTAHIAPTOB W  CTAaHAAPTOB OpraHW3alyii, KOTOPHIM JIOJDKHA  COOTBETCTBOBATH
aBTOMATU3MPOBAaHHAS CHCTEMA YIIPaBICHUS,

OOBEKTHI 3aIUTHI AaBTOMATU3UPOBAHHON CHCTEMBI YIIPABJICHUS HA KXKJOM U3 €€ YPOBHEH;

TpeOOBaHMsI K MEpaM W CPEICTBaM 3allUThl WHGOPMAINH, TPUMEHSEMBbIM B aBTOMAaTH3UPOBAHHOU
CHCTEME YIIpaBIICHUS,
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TpeboBaHus K 3amure uHQOpMALMM TPU HHPOPMAIMOHHOM B3aUMOACHCTBUM C HWHBIMHU
ABTOMATU3UPOBAHHBIMK (MH(POPMAIMOHHBIMHU) CUCTEMaMU U WH(POPMAI[HOHHO-TEICKOMMYHHUKAITHOHHBIMH
CeTsIMU,

TpeOOBaHUS K MOCTABISIEMbIM TEXHHUUECKUM CPEICTBaM, MPOTPAMMHOMY OOECIEUEHHUI0, CPEACTBAM
3alUTHl UHQOPMAIIIH;

GyHKIMM 3aKa34WKa M OTeparopa 1mo 00ECIeUYeHUI0 3alUThl MHPOPMAIUYA B aBTOMATU3HPOBAHHOM
cHCTEeMe YIIpaBIICHUS,

ctanuu (3Tansl paboT) CO3aHMsI CUCTEMbI 3aIlIUThl aBTOMAaTH3UPOBAHHON CHCTEMbI YIIPABICHHS.

[Ipu ompenenenun TpeOOBaHUN K CHUCTEME 3alIUTHI ABTOMATU3MPOBAHHOW CHCTEMBI YIPABICHUS
YUUTBIBAIOTCS TIOJIOKEHUS MOIUTUK oOecrieueHus: MH(POPMaIlMOHHOI 0e30MacHOCTH 3aKa3urKa B CIyyae UX
paspabotkn mo ['OCT P MCO/MDK 27001 "WudbopmanmonHass TexHomorus. MeToiasl W CpeicTBa
obecrieueHus: O6e3onacHocTH. CHUCTEMBI MEHEIKMEHTa HMH(POpPMAIMOHHOW Oe3omacHocTu. TpeOoBanus", a
TaK)Xe TMOJIMTUK obecriedyeHus] WH(OPMAIIMOHHOM 0e30MacHOCTH oleparopa B YacTH, HE MPOTHUBOpevallen
MOJIMTUKAM 3aKa3uHKa.

Pa3paborka cucTeMbl 3allIUTHI ABTOMATH3UPOBAHHON CHCTEMbI YIIPaBJICHUSA

14. Pa3paboTka CHUCTEMbI 3allUThl ABTOMATH3UPOBAHHOW CHCTEMBI YIPABICHHUS OPTraHU3YETCS
3aKa34MKOM M OCYIIECTBIISIETCS pa3pabOTYMKOM U (WIIH) OTIEPaTopoOM.

Pa3paboTka cHCTEMBI 3allMThl ABTOMATU3UPOBAHHON CHCTEMBI YIPABICHHS OCYIICCTBISCTCS B
COOTBETCTBHU C TCXHHYCCKUM 3aJaHMEM Ha co3laHue (MOICPHHU3AIUI0) aBTOMAaTH3MPOBAHHOW CHUCTEMBI
yrpasieHus U (M) TEXHHYECKUM 3aJaHueM (JaCTHBIM TEXHMYCCKHUM 3aJaHHEeM) Ha CO3JaHHE CHCTEMbI
3alUThl aBTOMATH3UPOBAHHOW cucTeMbl ympaieHus ¢ yderom ['OCT 34.601 "HudopmarnumoHHas
TexHoJorusA. KOMIUIEKC CTaHIapTOB Ha aBTOMATH3MPOBAaHHBIC CHCTEMBI. ABTOMATU3UPOBAHHBIC CHUCTEMBI.
Craauu co3nanus” (manee - TOCT 34.601), TOCT P 51583, 'OCT P 51624 u cranaapTOB OpraHu3aliii 1 B
TOM YHUCIIC BKITFOYAET:

NPOCKTHPOBAHKE CUCTEMBI 3aIIUThHl aBTOMATU3UPOBAHHON CUCTEMBbI YIIPABIICHHS;

Pa3paboTKy AKCILTyaTallMOHHOM IOKYMEHTAIIMH HAa CUCTEMY 3alllUThl aBTOMATU3UPOBAHHOW CHCTEMBI
yIpaBIICHHSI.

CuctemMa 3alIMTBl aBTOMATU3UPOBAHHOW CHUCTEMbI YIPABICHUS HE JIOJDKHA IMPEMsATCTBOBATh
MITaTHOMY PEXHMY (YHKIIHOHHPOBAHUS aBTOMATH3MPOBAHHON CHCTEMBI YIPABICHUS MPH BBIMOJHECHUH €€
(GYHKIMI B COOTBETCTBHH C Ha3HAUCHHEM aBTOMAaTH3MPOBAHHON CHCTEMBI YIIPABICHUS.

[Tpu pa3paboTKe CHCTEMBbI 3alIUThl aBTOMAaTH3MPOBAHHON CHUCTEMBI YIPABJICHHUS YUUTHIBACTCS €€
UH(POPMAIIHOHHOE B3aUMOIECHCTBHE C MHBIMHA aBTOMAaTH3HPOBaHHBIMHU (MH()OPMAIIMOHHBIMU) CHCTEMaMU U
HH(POPMAI[HOHHO-TEJIEKOMMYHUKAITHOHHBIMH CETSIMH.

14.1. TIpu npOeKTUPOBAHUN CUCTEMBbI 3al[UThl ABTOMATH3UPOBAHHOW CHCTEMBI YITPABJICHUS:

OIPEICIISAIOTCS TUIIBI CYOBEKTOB J0CTYyMa (IMOJh30BATEIH, MPOIECCH U MHBIC CyOBEKTHI JI0CTYIIA) U
OOBEKTOB  JIOCTYyMa, SBJSIFOIIUXCS OObEKTaMH  3alluThl  (ABTOMAaTH3MpPOBaHHBIC pabouyMe MecrTa,
NPOMBIIUICHHBIE CEPBEPHI, TEICKOMMYHHUKAIIMOHHOE O00OpYIOBaHHE, MPOrPaAMMHUPYEMbIC JIOTHUECKUE
KOHTPOJUIEPHI, UCIIOTHUTEIIbHBIC YCTPOMCTBA, HHBIE OOBEKTHI IOCTYIIA);

OIPEICIISIOTCS. METOIbI yIPaBICHHS JTOCTYIOM (IUCKPEIMOHHBINA, MaHIATHBINA, POJICBON MJIM MHBIC
METO/IbI), THUIBI J0CTyna (YTCHHE, 3amucCh, BBIMOJIHECHHE WJIM HWHBIC THIBI JOCTyNa) ¥ IpaBHia
pa3rpaHUYCHUsT JOCTyna CyObEKTOB JOCTyma K o0ObekTaM jocTyna (Ha OCHOBE CIIHCKOB, METOK
0e30MacHOCTH, pOJIEH W HWHBIX TPaBWI), MOMJICKAIIUE peaju3alud B aBTOMATU3UPOBAHHON CHCTEME
yIpaBIICHHS;

BBIOUPAIOTCSI MEPhI 3allMThl UHPOPMAIMH, MMOJICKAIIUE PEaTH3alUd B PAMKAaX CHCTEMbI 3aIlUThI
ABTOMATU3MPOBAHHON CHCTEMBbI YIIPABJICHUS;

OIPEICIISIOTCS apaMeTPhl TPOTPAMMHUPOBAHHS U HACTPOMKH MPOrPAMMHOTO 00CCIICUCHHUS, BKITIOUAsT
IpOrpaMMHOE O0ECIIeUeHUE CPEACTB 3allUThl HH(OpMAIIMK, 00CCICUYMBAIONINE PEATH3AIMI0 MEp 3allUThI
UH(POPMAITHH, a TAKXKE YCTPAHEHUE BO3MOXKHBIX YSI3BUMOCTEH aBTOMATH3UPOBAHHOW CHCTEMbI YIIPABJICHUS;

OTPENEISAIOTCS BHABI M THIBI CPEACTB 3aIIUTHl HHGOPMAIUH, O00ECICUUBAIONINE pPEaTH3aINI0
TEXHUYECKUX MEP 3allUThl HHPOPMAIIHH;
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OTpeAeNaeTCs CTPYKTypa CHUCTEMBI 3alIMThl aBTOMAaTU3UPOBAHHOW CHUCTEMBI YMPABICHUS, BKIIIOYAS
coctaB (KOJMUYECTBO) M MECTA PA3MEIIICHUS €€ JICMEHTOB,;

OCYULIECTBJISICTCS MPU HEOOXOJUMOCTH BBIOOpP CpEACTB 3allMThl HMHPOPMAIMM C YYETOM UX
CTOMMOCTH, COBMECTHUMOCTU C TMPOTPaMMHBIM O0O€CIEeYEeHHUEM M TEXHMYECKUMHU CpeAcTBamMH, (QyHKUUN
0€30MacCHOCTH JITHX CPEICTB M OCOOCHHOCTEW WX pealu3alii, a Takke Kiacca 3alldIIeHHOCTH
aBTOMATU3UPOBAHHOW CUCTEMBI YIIPABIICHUS,

OTIPENENSIFOTCST MEPhl 3alUThl WHGOpMAMKU TPU WHEGOPMAIIMOHHOM B3aUMOJACHCTBUN C HWHBIMH
ABTOMATU3UPOBAHHBIMH (MH(POPMAIMOHHBIMHU) CUCTEMaMU U HUH(POPMAI[MOHHO-TEICKOMMYHHUKAITHOHHBIMH
CETSMU,;

OCYIIECTBIISIETCSl TPOBEPKA, B TOM YHUCJIE MPH HEOOXOAMMOCTH C HCIOIH30BAHUEM MAKETOB WIIH
TECTOBOM 30HBI, KOPPEKTHOCTH (YHKIIMOHUPOBAHUS AaBTOMATH3UPOBAHHON CHUCTEMBI YIPABICHUSA C
CHUCTEMOM 3alllUThl M COBMECTHMMOCTH BBIOPAHHBIX CPEACTB 3aIlUThl WH(GOPMAlUA C TPOrPAMMHBIM
oOecreyeHrneM 1 TEXHUYECKUMU CPEICTBAMU aBTOMAaTU3UPOBAHHON CUCTEMBI YIIPABIICHUS.

[Ipn TpOEKTHPOBAHUU CHUCTEMBI 3alIUTHl ABTOMATU3MPOBAHHOW CHCTEMBI YIIPABJICHUS JIOJDKHBI
YUUTHIBATHCSI OCOOCHHOCTH (PYHKIIMOHUPOBAHHS MPOTPAMMHOTO O00ECIEUCHHSI U TEXHUYECKUX CPEACTB Ha
Ka)KJIOM U3 YPOBHEHW aBTOMATU3HPOBAHHOW CHUCTEMBI YIIPABICHHUS.

Pesynbrarel MPOEKTUPOBAHUS CHUCTEMBI 3alIUTHl aBTOMATU3HPOBAHHOW CHUCTEMBI YIPaBICHUS
OTPaXarTCs B MPOCKTHOW JOKyMeHTarmu (ICKU3HOM (TEXHHYECKOM) TMpoekre W (W) B paboucit
JOKyMEHTAIlMH) Ha aBTOMAaTH3MPOBAHHYIO CHUCTEMY YIpaBieHHs (CHCTEMy 3allliThl aBTOMATH3MPOBAHHOMN
CHCTEMBbI yrpaBiieHus), paspadareiBacMbix ¢ yderoM ['OCT 34.201 "HubopmaimoHHas TEXHOJIOTHS.
Kommiekc craHgapToB Ha aBTOMaTHU3UPOBAHHBIE CHUCTEMbI. Buibl, KOMIJIEKTHOCTh U 00O3HAYCHHE
JOKyMEHTOB TIPH CO3JaHUM aBTOMAaTH3UpoBaHHBIX cucteM” (mamee - T'OCT 34.201) u craHmapToB
OpraHu3aluu.

14.2. Pa3paboTka SKCIUTyaTallMOHHOW JOKYMEHTAllUd Ha CUCTEMY 3allUThl aBTOMaTHU3WPOBAHHOU
CUCTEMBI YIIPABJICHUS OCYIIECTBIISIETCS MO Pe3y/bTaTaM MPOCKTUPOBAHUS B COOTBETCTBUU C TEXHUYECKUM
3aJ]aHiEeM Ha co3anue (MOJACPHHU3AIINI0) aBTOMATU3UPOBAHHON CHCTEMbI YITPaBICHUS U (MJIH) TEXHHUECKUM
3aaHieM (4acTHBIM TEXHUYCCKUM 3aJaHMEM) Ha CO37[aHHE CHUCTEMbI 3alllMThl ABTOMATH3MPOBAHHOMN
CUCTEMBI YIIPaBJICHHUS.

OKCIUTyaTallMOHHAS JOKYMEHTAIUS Ha CUCTEMY 3aIIUThl aBTOMATH3UPOBAHHON CHCTEMBI YIIPABICHHS
paspabareiBaeTcs ¢ yaerom ['OCT 34.601, 'OCT 34.201, TOCT P 51624 u cTtaHmapTOB OpPTaHU3AINH H
JIOJKHA B TOM YHKCIIE COAEPkKATh OMUCAHUE:

CTPYKTYPBI CUCTEMBI 3aLIUThl ABTOMAaTU3UPOBAHHON CUCTEMBI YIIPABIICHUS;

COCTaBa, MECT YCTAaHOBKH, NapaMeTpOB M TOpPsAKAa HACTPOMKH CPEACTB 3alluThl MH(pOpMaIuy,
MPOrPAMMHOTO 00ECTICYEHUS U TEXHUICCKUX CPEIICTB,;

IMpaBUJI OKCILTyaTallyu CUCTCMbI 3allITUThI aBTOMaTI/I?)I/IpOBaHHOﬁ CHUCTCMBI YIIPABJICHUA.
BHenpeHne CHUCTEMBbI 3a1IIUThI aBTOMaTHSI/IpOBaHHOﬁ CHUCTEMBbI YIIPpABJCHHUSA U BBOI €€ B )Iei/‘ICTBPIe

15. BueapeHue cucTeMbl 3alUTHl ABTOMAaTHU3WPOBAHHOW CHCTEMBbI YIPABICHUS OPTaHU3YETCs
3aKa34MKOM U OCYIIECTBISIETCS pa3pabOTYMKOM U (HIJIH) OTIEPaTopoM.

BHenpenne cuctembl 3allUMThl ABTOMAaTH3WPOBAHHOM CHUCTEMBI YIIPABICHHUS OCYLIECTBIAECTCS B
COOTBETCTBUU C MPOEKTHOW M SKCIUTyaTAllMOHHOW JOKyMEHTAIMed Ha CHUCTeMY 3aluThl MHGOpMalUu
ABTOMATU3UPOBAHHOM CUCTEMBI YIIPABIICHHS U B TOM YUCJIE BKIIFOYAECT:

HACTPOWKY  (3amaHMe  MapaMeTpoB  MPOrPAMMHPOBAHHUS)  MPOrPAMMHOTO  OOECHCUCHHUS
ABTOMATU3UPOBAHHON CUCTEMBI YIIPABIICHHUS;

pa3paboTKy JOKYMEHTOB, OINPECIAIONIMX IMpaBWwia W Opoueaypbl (MOJUTHKH), peaju3yeMble
orepaTopoM Juisi 00eCreueHus 3alluThl HHPOPMAIIMU B aBTOMAaTU3UPOBAHHOW CHUCTEME YNPABICHUS B XOJI€
ee IKCIUTyaTaluu (1anee - OpraHu3aluOHHO-PACIOPSIUTENILHBIC TOKYMEHTHI 10 3alliTe HH()OpMAIIHN);

BHEJPEHHE OPTraHU3alMOHHBIX MEp 3alIUThl HH(OPMaLIUY;

YCTAHOBKY M HACTPOWKY CpEACTB 3alllUThl HHPOPMAIMM B aBTOMAaTH3WPOBAHHOW CHUCTEME
yIpaBJIeHUS,

MpeABaPUTENbHBIC UCTIBITAHUSI CUCTEMBbI 3aIIIUThl ABTOMATU3UPOBAHHON CUCTEMBI YIIPABJICHUS,
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OIBITHYIO AKCILTYaTal[Mi0 CUCTEMBI 3aLUThl aBTOMATU3UPOBAHHONW CUCTEMBI YIIPABIICHUS,

aHalMM3 YSA3BUMOCTEH aBTOMATU3UPOBAHHOM CHCTEMbl YINPABICHUS M MPUHATHE MEp MO UX
YCTPaHEHHUIO;

MIPUEMOYHbBIE UCTIBITAHUS CUCTEMBI 3al[UThl aBTOMATU3UPOBAHHONW CUCTEMBI YIIPaBJICHHUS.

15.1. Hactpoiika (3amaHue mapaMeTpoB MPOrPAMMUPOBAHMS) MPOrPAMMHOTO O00ECIICUCHHUS
aBTOMATU3UPOBAHHOW CHUCTEMBl YNPABICHUS JOJDKHA OCYILIECTBIATHCS B COOTBETCTBUHM C MPOCKTHOH U
HKCIUTyaTallMOHHOM JOKyMEHTalueld Ha aBTOMAaTU3MPOBAHHYIO CHCTEMY YIpaBleHUsS M o00ecreunBaTh
KOH(UTypaliio MporpaMMHOIO OOECIedeHHss W aBTOMATU3MPOBAHHOM CHUCTEMBI B LEJIOM, NMPH KOTOPOH
MUHUMH3UPYIOTCS PUCKH BOSHUKHOBEHUS YA3BUMOCTEH M BO3MOXHOCTH peali3alliu yrpo3 0e30macHOCTH
uHbOpMAIIH.

15.2. Pa3zpabarbiBaeMble OpraHU3allMOHHO-PACTIOPAIUTEIbHbIE TOKYMEHTHI IO 3alliuTe UHPOpMaLUU
JOJDKHBI ONPEICISITh IPAaBUIIa ¥ MPOLETypHI (TIOTUTHKH):

peanM3anuii OTACTBHBIX MEp 3alUThl MH(QOPMAIIUU B aBTOMAaTHU3UPOBAaHHON CHCTEME YIpaBJICHUS B
paMKax ee CUCTEMBbI 3alUTHI;

IUTAHUPOBAaHUSL MEPOIPUITUN 1O O0OECHEeueHUI0 3aluThl MHGOpPMAUMM B aBTOMATH3MPOBAHHOMN
cUCTEME YIIpaBIICHUS,

oOecrieyeHUs] JICHCTBUI B HEMITATHBIX (HEMPEIBHICHHBIX) CHTYalUsAX B XOAE OJKCIUTyaTaluH
aBTOMATU3UPOBAHHOM CUCTEMBI YIIpaBIICHUS,

nH(OPMHUPOBAHUS U O0yUYEHUS TIepCOHaTa aBTOMATU3UPOBAHHOM CUCTEMBI YIIPaBJICHHUS,

aHanu3a yrpo3 0e30macHOCTH MH(pOpMAIMU B aBTOMaTHU3UPOBAHHON CHCTEME YIPABIICHUS U PUCKOB
OT UX peau3aluy,

yrpasiieHust (aIMUHUCTPUPOBAHUS) CUCTEMOM 3alUThl HHPOPMALIMU aBTOMATU3UPOBAHHON CHCTEMBI
YIpaBJICHHS;

BBISIBJICHUST MHIUACHTOB (OIHOTO COOBITHS WJIM TPYIIBI COOBITHI), KOTOphIE MOTYT HPUBECTH K
cOOSIM WJIM HapyIICHHIO (YHKIIMOHHPOBAHUS aBTOMATH3MPOBAHHON CHCTEMbI yrpaBicHHs U (WIH) K
BO3HHKHOBEHHIO yrpo3 O0e3onacHocTr HH(popMaimu (1anee - MHIMIACHTHI), U pearupoBaHus Ha HUX;

yHpaBJieHus KOHPUTypaIreil aBTOMaTU3UPOBAHHON CHCTEMBI YIIPABICHUS U €€ CUCTEMBbI 3aIIHTHI;

KOHTpOJIsi (MOHUTOPUHTA) 32 00CCIICYCHUEM YPOBHS 3alUIIECHHOCTH aBTOMAaTH3HUPOBAHHON CUCTEMBI
YIpaBJICHHUS;

3alUThl THPOPMALIMU TPU BBIBOJE U3 HKCIUTyaTalluy aBTOMAaTU3UPOBAHHON CUCTEMBbI YIIPABICHHUS.

OpraHu3aioHHO-pacopIUTeNIbHbIE TOKYMEHTHI 110 3aliuTe HH()OpMaui MOTYT pa3padaTbiBaThCs
B BUJIE OT/IEIBHBIX TJOKYMEHTOB OIleparopa WM B paMKax oOLIel MoNuTHKN oOecrieueHus] THPOPMaLMOHHON
Oe3omacHocTH B ciydae ee paspaborku nmo 'OCT P MCO/MDK 27001 "MudopmanmoHHas TEXHOJIOTHS.
Metonel u cpeactBa obecneueHus OezomacHOCTH. CuHCTeMbl MEHEIKMEHTa HMH(POPMALMOHHON
6e3onacHoctu. TpeGoanus".

15.3. [Ipu BHeapEHNUU OPTaHU3aLMOHHBIX MEP 3alUThl UHPOPMALIMU OCYLIECTBIISIOTCS:

BBEJICHHC OrpPaHWYCHHWI Ha JCHCTBUS mMepcoHana (mojp3oBarelnieil (OmepaTropckoro IMepcoHana),
aIMHHUCTPATOPOB, 00ECIIEUNBAOIICTO MIEPCOHANA), & TAKIKE HA YCIOBHUS SKCIUTyaTalllK, H3MEHCHUE COCTaBa
Y KOH(QUTYypaluy TEXHUYECKUX CPEJCTB U IPOrpaMMHOT0 00ecrieueH s,

peanu3anus MOpaBWI pa3TPaHUUYCHHS JOCTYIA, PErIaMEHTHPYIOUIMX IpaBa JOCTyINa CYOBEKTOB
JOCTyMa K 00beKTaM J0CTYIIa;

MPOBEPKa MOJTHOTHI U JIETATHHOCTH OMHMCAHUS B OPraHU3AIMOHHO-PACIOPSIUTEIBHBIX JOKYMEHTAX
1o 3ammTe HHGOPMAIUK ACHCTBUN MepCOHAIa aBTOMAaTU3MPOBAHHON CHCTEMBI YIIPABICHHSI, HAIPABICHHBIX
Ha oOecrieueHue 3aiuThl HHOpMaIuy;

OTpa0OTKa MPAKTUYECKUX JACHCTBUM [TOJDKHOCTHBIX JIMI[ M TOJpasfeieHui, o0ecTeunBaronnx
HKCIUTyaTaII0 aBTOMATU3UPOBAHHOW CUCTEMBI YIIPABICHUS U 3aIUTY HHPOPMALIUU.

15.4. YcraHoBKa M HACTpOWKa CPEICTB 3aIWThl MH(POpPMAIIMU OCYIIECTBISACTCS B CIydYasx, €Cld
TaKue CpEICTBa HEOOXOMUMBI JIJIsl OJIOKMpOBaHUs (HEHTpanu3anuu) yrpo3 0e30macHOCTH WH(OpPMAIIHH,
KOTOPbIE HEBO3MOXKHO HCKIIIOYUTh HACTPOWKOW (3aJlaHueM IapaMeTpoB) MPOTPAMMHOTO OOCCIICUCHUS
ABTOMATU3MPOBAHHON CHCTEMBI YIpaBicHUs W (M) peanu3aluell OpraHU3allMOHHBIX MeEp 3allUThI
uHbOpMaIIIH.

YcraHOBKa M HAcTpolKa CpeACTB 3allUThl HMH(OpPMAlMd B aBTOMAaTH3MPOBAHHOM cHCTEME
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VIpaBJICHHUS JIOJKHA TPOBOAHUTHCS B COOTBETCTBUU C JKCIUTyaTAI[MOHHOW TOKYMEHTAIlMeW Ha CHUCTEMY
3alIUTHl ABTOMATU3UPOBAHHOW CUCTEMBI YIIPABICHUS U JJOKYMEHTAIMEH Ha CPENICTBA 3AIIUTHI HH()OPMAITIH.

[Ipy »TOM ycTaHOBKAa M HACTPOMKA CPENCTB 3alIUTHl HH()OpPMAIMU JIOIDKHA 00ecreunBaTh
KOPPEKTHOCTh (D)YHKIIMOHUPOBAHMSI aBTOMATU3WPOBAHHOW CHCTEMBI YIIPABICHUS W COBMECTHMOCTH
BBEIOPAHHBIX CPENICTB 3alIUTHl HHPOPMALIUU C TPOTPAMMHBIM O0ECIICYCHHEM U TEXHUYECKUMH CPEICTBAMU
aBTOMATU3WPOBAHHOW CHCTEMBI yNPABICHHUSA. YCTAHOBICHHBIE W HACTPOCHHBIE CpPEICTBA 3allUTHI
uHpOpMAIMKA HE JODKHBI OKa3bIBaTh OTPHIIATEIFHOTO BIMSHUS HA IITATHBIA PEXUM (DyHKIIMOHUPOBAHUS
aBTOMATU3UPOBAHHOW CUCTEMBI YIIPABIICHUSI.

15.5. [IpenBapuTenbHbIC HUCTIBITAHUS CUCTEMBI 3AIIUTH aBTOMAaTH3HUPOBAHHON CHCTEMBI yIIPABICHUS
npoBomsaTcss ¢ yuerom [OCT 34.603 "UadopmanmoHHas TEXHONOTHS. BHIbI  UCHBITaHHIA
aBTOMatu3npoBaHHbIx cuctem” (manee - TOCT 34.603) u craHAapTOB OpPraHU3allMi U BKJIIOYAIOT MPOBEPKY
paboTOCOCOOHOCTH CHCTEMBI 3alUTHl ABTOMATH3UPOBAHHOW CHCTEMBI YNPABICHUS, a TAKXKe MPHUHITHE
peleHusT 0 BO3MOXKHOCTH OIBITHOM AKCIUTyaTallil CHCTEMbI 3aIlIMThl aBTOMATH3WPOBAHHOW CHUCTEMBI
YIpaBJICHHUS.

[To pesynbraram NpeaBapUTEIbHBIX HUCIBITAHUNA CHCTEMBI 3alUThl AaBTOMATU3UPOBAHHOW CUCTEMBI
VIOpaBJICHUS MOTYT pa3palarThiBaTbCs MPEUIOKEHUS IO KOPPEKTUPOBKE TPOCKTHBIX PEIICHUH 110
ABTOMATH3MPOBAHHOW CHCTEME yIpaBicHUs U (M) ee CUCTEME 3alllUThI.

15.6. OmbITHas SKCIUTyaTalus CUCTEMbl 3allUTHl ABTOMATU3WPOBAHHOW CHUCTEMBI YIPABICHUS
npoBoutcs ¢ yueroM ['OCT 34.603 u cTanapToB OpraHu3aluy U BKIIOYAET MPOBEPKY (PyHKIIMOHUPOBAHUS
CHCTEMBI 3allUThl ABTOMATH3UPOBAHHON CHUCTEMBI YIIPABICHUS, B TOM YUCJIC PCAM30BAHHBIX MEP 3allUThHI
uHpOpMAIINH, a TAK)KE TOTOBHOCTH MIEPCOHAJIAa aBTOMATU3UPOBAHHOW CHCTEMBI YIIPABICHHSI K SKCIUTyaTalluu
CHCTEMBI 3aIlIUThI aBTOMATU3HUPOBAHHOMN CUCTEMBI YIIPABJICHUS.

[To pesynapraTaM ONBITHOW OKCIUTyaTallud CUCTEMBI 3allMUTHl aBTOMATH3UPOBAHHOW CUCTEMBI
VOpaBICHUS MOTYT pa3palarThiBaTbCs MPEUIOKEHUS 10 KOPPEKTUPOBKE TMPOCKTHBIX PEIICHUH 10
ABTOMATU3MPOBAHHOMN CHCTEME YIIPaBJICHHUS U (KIIH) €€ CUCTEME 3alllUThlI.

15.7. Ananu3 ys3BUMOCTEH AaBTOMATH3UPOBAHHOW CHUCTEMBI YIPABJICHUS IPOBOIUTCS B IEJAX
OLICHKH BO3MOXXHOCTH TMPEOJIOJICHUSI HAPYIIUTEIEM CHCTEMbI 3alllUThl aBTOMATU3MPOBAHHON CHUCTEMBI
VIpaBJICHUS U HapyIIeHUs] 0€30MacHOT0 (PYHKIIMOHUPOBAHUS aBTOMATU3HPOBAHHON CHCTEMBI YIIPABICHUS 32
CUET peann3aluy yrpo3 0e30MacHOCTH HH(OPMAITUH.

AHanu3 ys3BUMOCTEN aBTOMAaTU3UPOBAHHOW CUCTEMBI YIIPABJICHUS BKIIIOYAET AHAJIU3 YSI3BUMOCTEH
CPEICTB 3alIUTHl HHPOPMAIINU, TEXHUIECKUX CPEIICTB U MPOrPaMMHOTO 00ECIIeYeHUsT aBTOMATH3UPOBAHHON
CHCTEMBI YIIPaBJICHHS.

[Tpu ananm3e ys3BUMOCTEH aBTOMATU3WPOBAHHOW CHUCTEMBI YIPABJICHUS IMPOBEPSETCS OTCYTCTBUE
ySI3BUMOCTEH CPEJCTB 3allUThl HHPOPMAIINU, TEXHUUECKUX CPEACTB U MPOrPAMMHOI0 00ECIICUCHHS, B TOM
YHCIIe ¢ YYeTOM WH(OPMAIMH, UMEIOIIEHCS Y pa3paO0TIYNKOB U MOJTYYCHHOW W3 JIPYTUX OOIMIETOCTYITHBIX
WCTOYHUKOB, TIPABUIBHOCTh YCTAHOBKHM M HACTPOMKHU CPEJCTB 3alUThl HHOOPMAIIUH, TEXHUUYECKHX CPEIICTB
U TPOTPaMMHOTO OOECHEeYCHHs, a TakKXKe KOPPEKTHOCTh pabOThl CpEACTB 3allUThl WH(OpMAIIHH,
TEXHUYCCKUX CPEJICTB U MPOrPAMMHOIO 00ECIeUeHUsI aBTOMATH3UPOBAHHON CHCTEMBI YIPABICHHS MPU UX
B3aUMOJIEUCTBUH.

[To pemenuto 3akazyvika JUIsi MOATBEPIXKJACHUS BBISIBICHHBIX YSI3BUMOCTCH MOXET IMPOBOIUTHCS
TECTHPOBAaHUE AaBTOMATU3UPOBAHHOM CHCTEMBI yIpaBIICHHS HAa MPOHUKHOBEHHWE. YKAa3aHHOE TECTUPOBAHUE
MPOBOAMTCS, KaK MPaBUIIO, HA MaKkeTe (B TECTOBOM 30HE) aBTOMAaTH3MPOBAHHOW CHCTEMBI YIIPABJICHUSI.

B cnydae BbIsSIBIICHUS YS3BHMOCTEH B aBTOMATU3MPOBAHHON CHUCTEME YIPABJICHHUS, TMPUBOIAIIMX K
BO3HHKHOBEHHIO JIOTIOJHUTEIBHBIX Yrpo3 0e30macHOCTH WH(OPMAIMH, MPOBOAUTCS YTOYHEHHE MOJICIH
yrpo3 6e30nacHOCTH WH(POPMAIUK U MPHU HEOOXOIUMOCTH MPUHUMAIOTCS JTOTIOTHUTEIBHBIC MEPhI 3aIUThI
uHpOpMaIIMH, HAITPABJICHHBIC HA YCTPAHECHUE BBISIBICHHBIX YSI3BUMOCTEH MM UCKJIFOUAIOIINE BO3MOXKHOCTh
IKCIUTyaTalliy HAPYIIUTEIIEM BBISBICHHBIX YSI3BUMOCTEH.

AHanu3 ySI3BUMOCTCH aBTOMATU3MPOBAHHOW CHUCTEMBI YIPABICHHS MPOBOIUTCS O BBOIA
aBTOMATH3MPOBAHHON CHCTEMBI YIIPABICHUS B MPOMBIIIICHHYIO SKCIUTyaTaIlMI0 Ha dTarax, OMpenesieMbIX
3aKa3YHKOM.

15.8. TlpuemovHbIC HUCHBITAHUS CHCTEMbI 3aIUThl ABTOMATH3UPOBAHHOW CHUCTEMBI YIPABJICHUS
MPOBOJIATCS, KaK MPABUJIO, B PAMKaX MPUEMOYHBIX HCIBITAHUNA aBTOMAaTU3UPOBAHHOW CHCTEMBI YIIPABICHUS
B 1iesioM ¢ yuetoM ['OCT 34.603 u craHgapTOB OpraHU3aIluu.
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B xome mnpueMOYHBIX HCHBITAHUN JODKEH OBITh NPOBEIACH KOMIUIEKC OpPraHU3alMOHHBIX U
TEXHUYCCKUX MEPONPHUITHI (MCIIBITAHUI), B PE3yJIbTAaTe KOTOPBIX MOATBEPIKIACTCS COOTBETCTBHE CHCTEMbI
3allMThl  ABTOMATHU3UPOBAHHOMW  CHUCTEMBI  yMPAaBICHUS TEXHUYECKOMY 3aJlaHHI0 Ha  CO3/aHHE
(MonepHH3aIHMI0) ABTOMATU3UPOBAHHON CHCTEMBI YIIPABJICHUS M (MJIM) TEXHUYCCKOMY 3aJlaHUI0 (YacTHOMY
TEXHUYECKOMY 3aJlaHMI0) HA CO3JaHME CHUCTEMbI 3allUThl aBTOMATU3MPOBAHHON CHCTEMbI yIpaBICHHS, a
Takke HacToAmMM TpeOoBaHUSM.

B kadecTBe HMCXOAHBIX MAaHHBIX TPU MPHEMOUYHBIX HCHBITAHUSX HCIIONB3YIOTCS MOJENb YIPo3
Oe3omacHOCTH MHQOPMANMM, AaKT KIACCH(HUKAIMA aBTOMATU3MPOBAHHOW CHUCTEMBI  YIIpaBIICHUS,
TEXHUYECKOE 3aJlaHue Ha co3laHue (MOIECPHHM3AIMI0) aBTOMAaTU3UPOBAHHOW CHUCTEMBbI yIpaBiICHHUS W (WJIH)
TEXHUYECKOE  3a7aHue  (YacTHOE€  TEXHMYECKOE  3aJaHhe) Ha  CO3JaHUE  CHCTEMbBI  3alllUThI
aBTOMATU3WPOBAHHOW CHCTEMBI YIPABIICHUS, MPOEKTHAS U JKCIUTyaTallMOHHAs JOKYMEHTAIlUs HAa CHCTEMY
3aIlUTHl ABTOMAaTU3WPOBAHHOW CHUCTEMBI YIIPABICHUS, OpPraHU3aI[IOHHO-PACTIOPSIUTENIbHBIE JOKYMEHTHI 110
3amyTe WHGOpPMAIMH, PEe3yJabTaThl aHAM3a YS3BUMOCTEH aBTOMATH3UPOBAHHOW CHCTEMBI YIPaBJICHUS,
MaTrepualibl TPEIBAPUTEIbHBIX W TPUEMOYHBIX HCIBITAHUN CHUCTEMBI 3alIMTHl ABTOMATH3MPOBAHHOMN
CHCTEMBI YIIpaBIICHUS, a TaKXKe HWHBIC JOKYMEHTHI, pa3pabarbiBaéMble B COOTBETCTBHHM C HACTOSIIIUMHU
TpebGoBaHUAMH U TPEOOBAHUSAMHU CTAHIAPTOB OpraHU3AIUH.

[IpuemMouHble HWCOBITAHUS CUCTEMbI 3aIIMTHl ABTOMATH3UPOBAHHOW CHCTEMbI  YIIpaBIICHUS
MPOBOASATCS B COOTBETCTBUHU C MPOrpaMMOM M METOAUKOM MPHUEMOYHBIX MCIBITAHUN. Pe3ynbrarsl
MPUEMOYHBIX HCIIBITAHUN CHCTEMBI 3aIWTHl aBTOMATU3UPOBAHHON CHCTEMBI YIIPABIICHUS C BBIBOJOM O €€
COOTBETCTBUU YCTAaHOBJICHHBIM TPEOOBAaHUSM BKJIFOUAIOTCS B aKT NMPUEMKH aBTOMATU3UPOBAHHOW CHUCTEMBI
yIpaBIIEHUS B SKCILTyaTaIHIo.

[lo pemenuto 3akazymka MOATBEP)KICHHUE COOTBETCTBHS CHUCTEMBI 3alllUThl aBTOMATH3UPOBAHHOMN
CHCTEMbI YIMpPaBICHHUS TEXHUYCCKOMY 3aJaHMI0O Ha co3aaHue (MOJCPHM3AIMIO) aBTOMATH3UPOBAHHOM
CHCTEMbI yrpaBieHus U (MIM) TEXHUYECKOMY 3aJaHui0 (4aCTHOMY TEXHHUCCKOMY 3aJlaHHMI0) Ha CO3/IaHUC
CUCTEMBI 3aIUThl aBTOMATU3UPOBAHHOW CHUCTEMBI YIIPABJICHHS, a TAKXKE HACTOAIIUM TpeOOoBaHUSM MOXKET
MpOBOAUTHCST B ¢GopMe arTecTallud AaBTOMAaTH3UPOBAHHOM CHUCTEMBI YIOPABICHHS HAa COOTBETCTBHE
TpeboBaHusIM MO 3amure uHPopmanmu. B 3TOM ciywyae A MpOBENEHUS AaTTECTAlUU MPUMEHSIOTCS
HaIllMOHAJIbHBIC CTAaHAAPTHI, a Takxke MeToandeckue 1okyMmeHTsl DCTOK Poccun™*.

BBon B nelicTBHE aBTOMAaTU3MPOBAHHOW CHUCTEMBI yIpaBieHUs ocylectBisieTcs ¢ ydetoM ['OCT
34.601, craHDapTOB OpraHMU3alMU W TMPH TOJOKUTEIBLHOM 3aKioucHHH (BBIBOAC) B aKTe MPUEMKH O
COOTBETCTBHM €€ CHUCTEMbI 3alllUThl YCTAHOBJICHHBIM TPEOOBAHUAM K 3aIiuTe WHPOpMaIu (WA TMPH
HAJIMYHUU aTTECTaTa COOTBETCTBUS).

O0ecneyeHue 3amUThHl HHGOPMALMHI B X0/ IKCILIYaTaAllMH ABTOMATH3MPOBAHHOI CHCTEMBI
ynpaBjeHust

16. Oobecrieuenne 3amuThl WHGOpPMAIMM B XOAE HKCIUTyaTalldd aBTOMATU3HPOBAHHON CHUCTEMBI
YIPAaBIEHUSI OCYILECTBIIETCS ONEPaTOPOM B COOTBETCTBUM C DKCIUIYaTallUOHHOM JOKyMEHTaluuend Ha
CHUCTEMY 3alllUThl U OPraHU3ALMOHHO-PACIIOPATUTEILHBIMA JOKYMEHTAMH [0 3alluTe HHPOpPMALUU U
BKJIFOUAET CJIEYIOIINE MTPOLIETyPhI:

IUTAHUPOBAHUE MEPONPUATUN MO OOECHEeUeHUI0 3aluThl WHGOPMAIMM B aBTOMATH3MPOBAHHOMN
CUCTEME YIIpaBJICHHUS,;

obecrieueHue JEHCTBUH B HEINTAaTHBIX (HENPEABHICHHBIX) CHUTYallMsIX B XOJE OKCILUTyaTallld
aBTOMAaTU3UPOBAHHON CUCTEMBI YIIPABICHUS;

uHbopMHUpOBaHKE U 00ydeHHE IEPCOHANIa aBTOMATU3UPOBAHHOW CUCTEMBI YIIPABICHUS;

NEPUOIMYECKUIl aHanmu3 yrpo3 Oe3omacHOCTH HMH(OpPManuu B aBTOMAaTU3MPOBAHHOW cHCTEME
YIPABIICHUS U PUCKOB OT MX peaJIn3aluy;

yrnpasjieHue (aIMUHUCTPUPOBAHUE) CHCTEMOM 3aIllUThl aBTOMAaTU3UPOBAHHOM CUCTEMBI YIIPABIICHUS;

BBIIBJICHUE WHLUJCHTOB B XOAC OHKCIUIyaTallMM aBTOMAaTHU3UPOBAHHOW CHCTEMBI YIIPABJICHHS U
pearupoBaHue Ha HUX;

yIpaBlieHHe KOHPUTypalrei aBTOMaTU3UPOBAHHOM CUCTEMBI YIIPABICHUS U €€ CUCTEMBbI 3aIUTHI,

KOHTPOJIb (MOHHTOPHHT) 32 00ECICUCHHEM YPOBHS 3alMIICHHOCTH aBTOMATH3UPOBAHHOW CHUCTEMBI
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YIpaBJICHHS.

16.1. B <xome mjIaHUPOBAHUA MEPONPUATHA 1O OOECIEUCHHUIO 3alIUThl HMHPOpPMAIUU B
ABTOMATU3WPOBAHHOW CUCTEME YIPABICHUS OCYIIECTBISIOTCS:

OTIpeNIeICHNE JIUIl, OTBETCTBEHHBIX 32 IJIAHHUPOBAHWE M KOHTPOJIh MEPOIPHITHN 1O 00ECIICUCHHIO
3aIUThl THPOPMAIIMU B ABTOMAaTU3UPOBAHHOW CHUCTEME yIIPaBICHUS,

pa3paloTka, yTBEpXKICHHME M aKTyalu3alis IUIaHa MEpONPHUSATHI MO OOECHeYeHHI0 3alluThl
nH(OpPMAIIMK B aBTOMATU3UPOBAHHOM CHCTEME yTPaBIICHUS,

KOHTPOJIb ~ BBIMIOJTHEHUS ~ MEPONpUATHA T0  oOecrmeyeHuro  3amuThl  WHPOpMAIUU B
aBTOMAaTH3WPOBAHHON CUCTEME YIIPABJICHHUS, PEAYCMOTPEHHBIX YTBEPKICHHBIM TJIAHOM.

16.2. B xome oOecriecucHusl JCHCTBHIA B HEINTATHBIX (HEMPEABHJICHHBIX) CHUTYaIlMsIX MpU
AKCIUTyaTaIl[iy aBTOMATH3UPOBAHHON CUCTEMBI YIPABIECHHUS OCYIIECTBIISIOTCS

IUIAHUPOBAHUE MEPOMNPUATHIA TIO OOECIEUCHHIO 3aIlUThl HWH(OpPMAIMK B aBTOMAaTU3UPOBAHHOMN
CHCTEMe YIpaBJICHUS Ha Cly4yail BOSHUKHOBEHUS HEIITATHBIX (HEMPEIBHUICHHBIX) CUTYAIIHIA;

oOydeHue u OTpabOTKa JeMcTBUH TNepcoHala MO OOECHeueHUI0 3alMThl HHOpManuu B
ABTOMATU3MPOBAHHON CHCTEME YIPAaBICHHUS B Cllydyac BO3HHKHOBEHHS HEIITATHHIX (HEMpPEIBHICHHBIX)
CUTYyallUl;

CO3JIaHNE ANBTEPHATHBHBIX MECT XpaHEHHS M 00paOOTKM MHPOpPMAINK HA CIydail BOZHUKHOBCHHS
HEIITATHBIX (HEMPEIBUICHHBIX) CUTYAITHA;

pe3epBUPOBaHUE MPOTPAMMHOIO OOECIEUEHHUs, TEXHUUECKUX CPEICTB, KAHAJIOB Nepeaaur JaHHBIX
ABTOMATU3MPOBAHHON CHUCTEMbI YIIPABJICHUS HA CIy4Yail BO3HUKHOBCHHS HEIITATHBIX (HEMpPEIBHICHHBIX)
CUTYyallUli;

obecrieueHrue BO3MOKHOCTH BOCCTAHOBJICHHSI aBTOMAaTH3MPOBAHHOW CHCTEMbI YITPABJICHUS U (WIK) e
KOMIIOHCHTOB B CJTy4ae BOSHUKHOBEHHS HEIITATHBIX (HEMIPEABHICHHBIX) CUTYAIHH.

16.3. B xozne naHpOpMHUpPOBaHUS 1 OOy4YEeHHS TIEPCOHAIAa aBTOMATU3UPOBAHHON CUCTEMBI yIIPaBICHUS
OCYIIECTBIISIOTCS:

MepUOINYECKOe NHPOPMHUPOBAHUE TEpCOHaa 00 yrpo3ax 0e30MacHOCTH MH(POPMAIIMH, O TIpaBUIIax
OKCIUTyaTalliil CHUCTEMBbl 3aIIUThl ABTOMATU3MPOBAHHON CHUCTEMBl YIIPAaBICHUS W OTACIBHBIX CPEICTB
3amuThl HHPOpPMAITIH;

nepuonuyeckoe  oOyueHHe  TepcoHajla  MpaBWJIaM  JKCIUTyaTalldd  CHUCTEMbI  3allUThI
aBTOMATU3UPOBAHHOW CHUCTEMBl YIPABICHUS M OTAEIBHBIX CPEICTB 3alIUThl HH(DOpPMAIMU, BKIIOYAs
MIPOBEICHNE PAKTUYECKUX 3aHATUHN C IIEPCOHATIOM Ha MaKeTaX WM B TECTOBOH 30HE.

16.4. B xome ananm3a yrpo3 Oe3omacHOCTH WHGOpMalMd B aBTOMATU3MPOBAHHON cHCTEMe
YIPaBIICHUS U BOBMOXKHBIX PUCKOB OT MX PEeaM3aI[ii OCYIIECTBISIFOTCS:

MEPUOANYECKUIN aHANN3 YA3BUMOCTEH aBTOMATU3MPOBAHHOW CUCTEMBI YIIPABJICHHS, BOZHUKAIOIINX B
XO0JI€ €€ IKCILTyaTaluy,

MEePUOANYECKUN aHaNIU3 H3MEHEHUs Yrpo3 Oe30MacHOCTH HH(POpMAIMU B aBTOMATU3UPOBAHHOMN
CUCTEME YIIPaBJICHHsI, BOSHUKAIOIIUX B XOJ€ €€ dKCILTyaTalluu,

NepUoIMYecKasl OLEHKa MOCIEICTBUI OT peanu3alMd yrpo3 O€30MacHOCTH HH(OpManuu B
ABTOMATH3MPOBAHHOMN CHCTEME yIpaBicHUs (aHATHU3 PUCKA).

16.5. B xoze ynpasienus (aIMUHUCTPUPOBAHKSI) CUCTEMOM 3aIUThl aBTOMATH3UPOBAHHOU CHCTEMBI
YIPaBJICHUS OCYIICCTBIISIOTCS:

OIpE/ICJICHHE JIMI, OTBETCTBCHHBIX 3a YIpaBieHUE (aJIMUHUCTPHUPOBAHUE) CHUCTEMOW 3aIUTHI
aBTOMATU3UPOBAHHOW CUCTEMBI YIIPABIICHUS,

yIpaBiIeHUE YUYETHBIMU 3aMHCSIMH MOJIB30BaTEIeH 1 MOAIEp)KaHUE MPABUII pa3rpaHUUEHUs T0CTyIa
B aBTOMATHU3MPOBAHHON CHCTEME YIPABJICHHS B aKTyaJlbHOM COCTOSIHUU,

yIpaBJIeHHE CPEICTBAMH 3alUThl HHPOPMAIIUK B aBTOMATU3UPOBAHHOW CHCTEME YIIPaBIICHUS, B TOM
ypcie  napaMeTpaMHd — HAacTPOMKM  MPOrPaMMHOTO  OOecledyeHus,  BKIOYas  BOCCTAHOBIICHUE
paboToCoCOOHOCTH CPEACTB 3aIUTHl MHPOPMALIUU, TEHEPAIIIO, CMEHY M BOCCTAHOBJICHHE MapOJIeH;

yrpaBjieHue OOHOBJICHHMSIMHM MPOTPaAaMMHOr0 oOecrieueHus, BKIIOYas MpOorpaMMHOE obOecredeHue
CPEICTB 3aluThl MHPOpPMAIMH, C YYETOM OCOOEHHOCTEH (YHKIIMOHUPOBAHUS aABTOMATHU3UPOBAHHOU
CUCTEMBI YIIPABIICHUS;

[EHTPAIIM30BAHHOE YIMPABICHUE CHCTEMOM 3allUThl aBTOMATH3WPOBAHHOW CHCTEMBI YIPABICHUS



(mpu HEOOXOUMOCTH);

aHaJIM3 3apETHUCTPUPOBAHHBIX COOBITUN B aBTOMAaTU3UPOBAHHOW CHCTEME YNPABICHUS, CBI3aHHBIX C
0e30macHOCThIO HH(pOpMAaIUH (1aee - COObITHS OE30MaCHOCTH);

COTMPOBOXKACHNE (HYHKIIMOHUPOBAHUS CUCTEMBI 3aIlIUTHl aBTOMAaTU3UPOBAHHOW CHCTEMbI YIIPABICHUS
B XOJI€ €€ OJKCIUIyaTallud, BKIJIIOYash BEJEHUE SKCIUTyaTallMOHHOW JIOKyMEHTAaIlMM U OpraHU3alMOHHO-
pacnopsIuTENbHBIX TOKYMEHTOB M0 3alIUTe UHPOPMAIIIH.

16.6. JIns1 BBISBICHUS MHIMICHTOB U pearupoOBaHUs Ha HUX OCYIIECTBIISFOTCS:

OTpe/IeIICHUE JIHII, OTBETCTBEHHBIX 32 BBISBIICHUE MHITUJICHTOB U pearnpoBaHKE HA HUX;

oOHapyXeHHe W HICHTU(UKAIMS WHIUJIECHTOB, B TOM YHCJIE OTKa30B B 0OCTy)KHMBaHUU, cOOEB
(mepe3arpy3ok) B pabOTe TEXHHUYECKHX CPEJICTB, MPOTPAMMHOTO OOCCICUEHHUS W CPEJCTB 3allUThI
uHOpMalMK, HApPYUICHUH TpaBWJI pa3rpaHUUYEHUs JOCTyIa, HEMPAaBOMEPHBIX JIEUCTBHMA MO COOpY
uHbOpMAIIMK, BHEIPCHUS BPEIOHOCHBIX KOMIIBIOTEPHBIX MPOrpaMM (BHPYCOB) M HWHBIX COOBITHH,
MPUBOIAIINX K BOSHUKHOBEHHUIO WHIIUIEHTOB;

CBOEBpPEMEHHOE HH(POPMUPOBAHUE JIUIl, OTBETCTBEHHBIX 32 BBISBIICHUE WHIIUJECHTOB U PearupoBaHKe
Ha HUX, O BOSHUKHOBEHUHY UHIIUACHTOB B aBTOMAaTU3UPOBAHHOM CUCTEME yIPABICHUS TIEPCOHATIOM,;

aHaJM3 UHIUJCHTOB, B TOM YHUCJIC ONPE/EICHIEe UCTOYHUKOB U IPUYUH BO3HUKHOBEHUS MHIIUJICHTOB,
a TaKXe OlEHKA UX MOCIEACTBUH;

IUIAaHUPOBAHUE U MPUHATHE MEp MO YCTPAHEHHUIO MHIIUJIEHTOB, B TOM YHCJE MO BOCCTAHOBIICHUIO
aBTOMATH3WPOBAHHON CHUCTEMBbI YIpaBICHHs B CiIy4yae OTKa3a B OOCITY)KMBaHMM WM TMOCJHE cOOEB,
YCTPAHEHHIO TMOCIEACTBUI HapyILIEHUs MPaBWJ Pa3rpaHUUYEHUs] TOCTYyMa, HEMPABOMEPHBIX NEUCTBHUM MO
cOopy umH(MOpMaIKK, BHEIPEHUS BPEIOHOCHBIX KOMIIBIOTEPHBIX MpOrpamMMm (BUPYCOB) U WHBIX COOBITHH,
MPUBOJAIINX K BOSHUKHOBEHHUIO HHIIUJEHTOB;

IUIAaHUPOBAHUE U MPUHATHE MEP MO MPEIOTBPALLIEHUIO TOBTOPHOTO BOSHUKHOBEHUS! MHIIUACHTOB.

16.7. B xome ympaBieHUs KOH(pUTypaldeld aBTOMAaTH3UPOBAHHON CHCTEMBI YIpPABICHUS U €e
CUCTEMBI 3aILUThI OCYIIECTBIIAIOTCS:

noJJep>KaHue KOH(PUIypaluy aBTOMATU3UPOBAHHOM CHCTEMBI YIPABJICHHS M €€ CHUCTEMBbl 3alllUThI
(CTPYKTYpBhI CHCTEMBI 3aIMThl ABTOMAaTH3MPOBAHHOW CHCTEMBI YIPaBIICHHS, COCTaBa, MECT YCTAHOBKH H
napaMeTpoB HACTPOMKH CPEACTB 3alIUThl MH(POPMAILMH, MPOTPAMMHOTO OOECIEUYEeHHsS U TEXHHUYECKHUX
CPE/ICTB) B COOTBETCTBHHM C OKCIUTyaTall[MOHHOM JOKyMEHTAaIlMed Ha CHUCTeMy 3ammThl (TMoIaepikaHue
0a30BOl KOH(pHUTypaIMy aBTOMATU3UPOBAHHON CUCTEMBI YIIPABICHHSI U €€ CUCTEMBI 3aIlIUThI);

ONpe/eNieHue JIML, KOTOPBbIM pa3pelieHbl JACUCTBHUS 110 BHECEHUID M3MEHEHUH B 0a30BYyIO
KOH(UTYpaIiio aBTOMAaTH3UPOBAHHON CHCTEMBbI YIIPABJICHHS U €€ CUCTEMBI 3alUTHI,

periaMeHTalusi M KOHTPOJIb TEXHUYECKOro OOCIYyXMBaHHSA, B TOM YHCIE JUCTAaHIIMOHHOTO
(ynayieHHOTO0), TEXHMUYECKHX CpPEJACTB M MPOrPAaMMHOTO OOECIEYCHUsT aBTOMATH3MPOBAHHON CHCTEMBI
yTpaBICHUS,

yIpaBlieHHE U3MEHEHUsSMH 0a30BOM KOH(PUTYpaIlMy aBTOMATU3MPOBAHHOW CHUCTEMBI yIpPABICHUS U
€€ CHCTEMBI 3alIUTHl, B TOM YHUCJIC OMPECICHUE TUIOB BO3MOXKHBIX M3MEHEHUIN 0a30BOM KOH(MUTypaluu
aBTOMATH3WPOBAHHOW CHCTEMBl YIPABICHHUS U €€ CHUCTeMbl 3allUThl, CAHKIMOHHUPOBAHUE BHECEHUS
M3MEHEHHI B 0a30BYI0 KOH(QUTYPAIUIO aBTOMAaTU3UPOBAHHON CUCTEMBbI YIPABICHUS U €€ CUCTEMBbI 3aIUTHI,
JOKYMEHTHPOBAHHE JEUCTBHUI MO BHECEHUIO M3MEHEHUN B 0a30BYI0 KOH(PUTYpAIMIO0 aBTOMATU3HPOBAHHOM
CUCTEMBI YIIPaBJICHHS U €€ CUCTEMBbI 3alllUThl, COXpAaHEHUE JaHHBIX 00 U3MEHEHUAX 0a30BOI KOH(UTypalun
aBTOMATH3WPOBAHHON CHCTEMbI YIIPABJICHHUS U €€ CHUCTEMBI 3aIlUThI, KOHTPOJb JIEUCTBUI MO BHECEHHIO
M3MEHEHHI B 0a30BYI0 KOH(PUTYpallli0 aBTOMAaTU3UPOBAHHON CHCTEMBI YIIPABICHUS U €€ CUCTEMBI 3aIUTHI;

aHaMM3 TOTEHLMAJIBFHOTO BO3JICUCTBUS IUIAHUPYEMBIX HW3MEHEHMH B 0a30BOM KOHQUTypaluu
aBTOMATH3WPOBAHHON CHCTEMBbl YINPABICHHUS U €€ CHCTEeMbl 3allUThl Ha obOecreueHue ee 0e30MacHOCTH,
BO3HUKHOBEHHE  JIOMOJHUTENBHBIX  Yrpo3  Oe3omacHOCTH uHbopManumu U pabOTOCIOCOOHOCTH
aBTOMAaTU3WPOBAHHON CUCTEMBI YIIPABICHUS;

onpejieliecHHe TMapaMeTpOB HACTPOMKM MPOTPaMMHOIO OOecreueHus, BKJIOYas MPOrpaMMHOE
oOecriedyeHre CpeACTB 3allUThl HHPOpPMAIMU, COCTaBa M KOHPUTypalluM TEXHUYECKUX CpPEICTB U
MPOrpaMMHOTO OOECHEeUeHHUs /10 BHECEHUS M3MEHEHHU B 0a30BYI0 KOH(PUIYpalll0 aBTOMATU3HPOBAHHOM
CUCTEMbI YIIPABJICHUS U €€ CUCTEMbI 3alUTHI;

BHeceHue uHpopmanuu (IaHHBIX) 00 U3MEHCHHIX B 0a30BOM KOH(UTIYpallMH aBTOMATH3UPOBAHHOMN



CUCTEMBI YMPABICHUS U €€ CUCTEMbI 3allUTHl B JKCIUTYyaTAlMOHHYIO JOKYMEHTAILUIO HA CHCTEMY 3alUThI
nH(OpPMALIMKA aBTOMAaTU3UPOBAHHOW CUCTEMBI YIIPABJICHHUS.

16.8. B xome koHTpois (MOHHUTOpPHMHIA) 3a OOCCIIEYEHHEM YPOBHS  3AlIUIICHHOCTH
aBTOMATHU3UPOBAHHON CUCTEMbI YIIPABICHHUS OCYIIECTBISIOTCS

KOHTPOJIb 32 COOBITUAMU O€30MaCHOCTH U JEHCTBUSMHU MEPCOHANA B aBTOMAaTHU3WPOBAHHON CUCTEME
YIpaBIICHHUS;

KOHTpOJIb (aHaiM3) 3amuIneHHOCTH WH(opMmammu, o0pabaThiBaeMON B aBTOMAaTH3UPOBAHHOW
CHCTEME YTpaBIICHUs, C yI€TOM OCOOCHHOCTEH ee (YHKIIMOHUPOBAHHS;

aHallM3 U OIEHKAa (PYHKIMOHMPOBAHUS CHCTEMbI 3allUThl ABTOMATH3MPOBAHHON CHCTEMBI
yIpaBJeHHs, BKJIIOYasl BBISBICHHE, aHAJIU3 M YCTPAHEHHWE HEJOCTATKOB B (PYHKIMOHUPOBAHWUU CHUCTEMBI
3aIIUTHl ABTOMATU3UPOBAHHOW CHCTEMBI YIIPABJICHHUS,

JOKYMCHTHPOBAHHUE TPOIECAYP M PE3YJILTAaTOB KOHTPOJs (MOHHUTOPHHIA) 32 OOCCICUCHHEM YpPOBHS
3aMIUIIIEHHOCTH aBTOMAaTU3UPOBAHHOW CHCTEMBI YIIPaBJICHHUS,

NPUHATHE PpEIICHUS 10 pe3yibTaraM KOHTPOJS (MOHHMTOpWHIA) 3a OOCCIICYCHHEM YpPOBHS
3alIUIIEHHOCTH aBTOMAaTU3MPOBAHHOW CHCTEMBI YNPAaBICHUS O HEOOXOIAUMOCTH MepecMoTpa TpeOoBaHUH K
3alUTe WHGPOpPMAIlMA B aBTOMATH3UPOBAHHOW CHCTEME YIpaBiICHHS W JopaboTke (MOJCpHHU3AIMHU) ee
CUCTEMBI 3aIUTHI.

Obecneuenue 321U THI HH(POPMALMHU NP BbIBOAE U3 IKCIIYaTALMU ABTOMATU3HPOBAHHOM CHCTEMBI
yIpaBJeHUs

17. Obecneuenue 3amuThl WHDOPMALIMM TPU BBIBOJAE W3 JKCIUTyaTallid aBTOMAaTHU3WPOBAHHOU
CUCTEMBI YNPABICHUS OCYIIECTBIISIETCS ONIEPATOPOM B COOTBETCTBHUHU C KCILTyaTallMOHHOM JOKyMEHTaluen
Ha CUCTEMY 3allliThl aBTOMATU3UPOBAHHON CHCTEMBI YIPABICHHUS M OPraHU3alMOHHO-PACTIOPSIUTEIbHBIMU
JOKYMEHTaMH 10 3alIUTe UHPOpPMAIKU U B TOM YUCJIE BKIIIOYAET:

apXUBHUpOBaHUE UH(POPMAIUH, COACPKAIICHCSI B aBTOMaTU3UPOBAHHOMN CHCTEME YIIPaBICHHUS;

YHUYTOKCHHE (CTUpaHWe) JaHHBIX W OCTAaTOYHONM MH(GOpPMANMU C MAIIUHHBIX HOCHUTEICH
uHpOpMaIK U (WIH) YHHUTOKECHHE MAIIUHHBIX HOCUTEICH HHPOPMAITUH.

17.1. ApxuBupoBanne HHGOPMAIUH, CONEPKAIICHCS B aBTOMATU3UPOBAHHOW CHUCTEME YIIpaBJICHUS,
JOJKHO OCYIIIECTBISTHCS MPU HEOOXOAUMOCTH JTaIbHEHIIEr0 UCIIONb30BaHusI HH(POPMAIIMH B ICITEITHHOCTH
oreparopa.

17.2. Vauutoxkenue (CTUpaHHWe) TaHHBIX M OCTATOYHON WHGOpPMAIMM C MAIIUHHBIX HOCHUTENCH
HH(OPMAIIMK TIPOU3BOAUTCS TIPH HEOOXOAUMOCTH TIEpEaud MAIIMHHOTO HOCHUTENs HHPOPMAIUU JPYrOMY
MOJIb30BATEII0 ABTOMATU3UPOBAHHOM CUCTEMBI YIPABJICHUS WM B CTOPOHHHUE OPTaHHM3AIUU IS PEMOHTA,
TEXHUYECKOTO OOCTYKUBAHUS WM TaTbHEHIIIETO YHUUTOXKCHHUS.

[Ipu BBIBOAEC aBTOMATU3MPOBAHHON CHCTEMBl YMPABICHUS U3 OKCIUIyaTalldd IPOU3BOAUTCS
YHUUYTOXKEHUE MAIIMHHBIX HOCUTEJIEH HH(POPMAIUH, COACPKAIINX YHEPTrOHE3aBUCUMYIO TTAMSITh.

[11. TpeGoBaHus1 K MepaM 3alIUTHI HH(POPMALMM B ABTOMATH3UPOBAHHOI cHcTeMe yIIpaBJIeHUs!

18. OpraHuzanMoHHBIE ¥ TEXHHUYECKHE MEphl 3alUThl HWHGOpMAIUK, peanu3yemMble B
aBTOMAaTH3MPOBAHHON CHUCTEME YIIpPaBJICHHMSI B paMKax €€ CHCTEMbI 3allUThl, B 3aBUCHUMOCTHU OT KJacca
3alUIIEHHOCTH, Yrpo3 0e30MacHOCTH WHQPOPMAIMH, WCIONB3YEMbIX TEXHOIOTUH ¥ CTPYKTYypHO-
(GYHKIIMOHAIBHBIX XapaKTEPUCTHK AaBTOMATU3UPOBAHHOW CHUCTEMBI YIIPABIIEHUS M OCOOEHHOCTEW ee
(yHKIIMOHUPOBAHMUSI, IOJDKHBI 00€CIIEYNBATh!

UIESHTU(PUKALNIO U ayTEeHTU(PUKAINIO CyOBEKTOB JOCTyNa U 0OBEKTOB JOCTYTIA,

yIpaBJeHUE JOCTYNOM CyOBEKTOB JIOCTyNa K 0ObEKTaM JOCTYTIA,

OTpaHUYCHHE TTPOrPAMMHON CPEIIHI;

3alIUTy MAIIUHHBIX HOCUTeNeH nHpopmaiuy,

perucTpanuio coObITUi 6€30MacHOCTH;

AHTUBUPYCHYIO 3aIIUTY;

obHapyxeHue (IpeIoTBpaIeHIEe) BTOPIKECHHIA;



KOHTPOJIb (aHAIN3) 3alUINEHHOCTH HHPOPMAIIHH;

[EJIOCTHOCTh aBTOMAaTU3UPOBAHHOM CUCTEMBI yIIPaBICHUS U HH(POpMaIny,

JIOCTYITHOCTh TEXHHUECKHUX CPEACTB U MHPOPMAIINH,

3alIUTy CPEAbl BUPTYaTU3aIIHH,

3alIMTy TEXHHYECKUX CPEACTB U 000PYy/IOBAHNS,

3alIMTy aBTOMaTH3HUPOBAaHHON CHCTEMBI H €€ KOMIIOHEHTOB,;

0e3omacHyr0 pa3paboTKy MPUKIATHOTO U CIIEUAIBHOTO IPOTPaMMHOTO 00eCIeYeHHS,

yTpaBiieHHe 00HOBJICHUSMH ITPOTPAMMHOTO 00ECTICYCHUS,

TUTAHWPOBAaHUE MEPOTIPUSTHH 110 00ECTICICHHIO 3aIUTHl HHPOPMAIIHH;

obecrieueHue NeCTBUI B HEIITATHBIX (HEMPEIBUICHHBIX) CUTYAIIUAX;

nH(pOpMHUpOBaHUE U O0yUEHHE TEPCOHANA;

aHam3 yrpo3 0e30mMacHOCTH HH()OPMAITUU 1 PUCKOB OT UX pPealn3alliy,

BBISIBJICHHE MHIIUICHTOB U pearnpoBaHue Ha HUX (YIpaBICHUE HWHIUICHTAMHU);

yrpaBJieHne KOH(QUTryparuei aBTOMaTu3uPOBAHHON CUCTEMBI YIIPABICHUS M €€ CUCTEMBI 3aIIUTHI.

CoctaB mep 3amuThl MHGOPMALMU W WX 0a30Bble HAOOPHI ST COOTBETCTBYIOUIMX KIJIACCOB
3alIMIICHHOCTA aBTOMAaTH3UPOBAHHBIX CHCTEM YIPABJICHUS NMPUBEACHBI B MpHiokeHnu N 2 K HacTOSIUM
TpeboBanusM.

18.1. Mepsl 1o uAeHTU(UKALUMU U ayTeHTU(PUKAIUKU CyOBEKTOB JOCTyHa M OOBEKTOB JOCTYIa
JIOJDKHBI  00eCTieurBaTh TMPHCBOCHHE CyObeKTaM M O0BEKTaM JIOCTyNa YHHKAJIbHOTO TpU3HAKa
(npeHTHdUKAaTOpa), CpPaBHEHUE MPEABABIIEMOr0 CyObeKTOM (0O0BEKTOM) IOCTyma HAeHTH(UKATOpa C
NepeYyHeM TPUCBOCHHBIX HICHTU(PHUKATOPOB, a TAKKe IMPOBEPKY NPUHAICHKHOCTH CyObeKTy (0OBEKTY)
JOCTYIa MPEIbSIBICHHOr0 UM HaeHTU(UKATOPa (MOATBEPKICHHUE TOJTAHHOCTH).

18.2. Mepbl O yOpaBICHUIO JOCTYNOM CyOBEKTOB JOCTyma K OOBEKTaM JOCTyMa JOJKHBI
oOecrieunBaTh YIMpaBJICHUE IpaBaMU W TPHUBHICTUSMH CYOBEKTOB JOCTYIA, pa3TpaHUYCHUE HOCTyma
CYOBEKTOB JIOCTYNa K OOBEKTaM JOCTYIa Ha OCHOBE COBOKYITHOCTH YCTAHOBJICHHBIX B aBTOMAaTH3WPOBAHHOM
CHCTEME YIIPaBJICHHUS MPAaBHUJI Pa3TPaHUUCHUS JOCTYIA, a TaKKe 00eCrneynBaTh KOHTPOIb COOMIONCHUS ITHX
TIPaBHII.

18.3. Mepbl 1O OrpaHUYEHHIO MPOrPAMMHOI Cpelbl TODKHBI 00CSCIICUUBATh YCTAHOBKY W (WITH)
3aIyCK TONBKO pa3pelIeHHOTO K HCIIOJh30BAaHUIO B aBTOMATU3MPOBAHHOM CHCTEME YIPaBICHUS
NPOrPaMMHOTO O00CCIICUCHHUST WITM MCKII0YaTh BOSMOXKHOCTh YCTAHOBKH M (WJIM) 3aIlyCKa 3alperieHHOTO K
UCTIOJIb30BAHMIO B @BTOMAaTU3UPOBAHHOM CHCTEME YIIPABJICHUS IPOTPaMMHOTO 00€CIICUCHHUS.

18.4. Mepbl Mo 3amUTe MAIIMHHBIX HOCUTENeH uH(popMarmu (cpencTBa 00pabOTKU (XpaHESHHs)
UHPOPMAIMK, CHEMHbBIC MAIIUHHBIC HOCHUTEIH HWH(POPMAIMK) O/DKHBI HMCKIIOYaTh BO3MOXKHOCTH
HECAaHKIIMOHUPOBAHHOTO JIOCTYIA K MAIIMHHBIM HOCHUTEISIM M XPaHSIIEHCS Ha HUX HH(DOpMaIuu, a Takke
HECaHKIIMOHUPOBAHHOE MCIIOJIb30BAaHUE ChEMHBIX MAITMHHBIX HOCUTENEH nHpOopMaIuy.

18.5. Mepel 1o peructpanud COOBITHH O€30MacHOCTH JIOJDKHBI 00ecrieunBaTh cOOp, 3aIuch,
XpaHEHHE U 3aIUTy WHGOPMAIH O COOBITUAX 0€30MacCHOCTH B aBTOMAaTU3MPOBAHHOM CHCTEME yIpaBJIeHuUS,
a TaKke BO3MOXKHOCTh IPOCMOTpPA U aHAJIW3a WH(GOPMAIINH O TAKMX COOBITUSAX U pearupoBaHue Ha HUX.

18.6. Mephbl M0 aHTUBUPYCHOM 3alTUTE JIOJDKHBI 00eCIieunBaTh 0OHAPY)KEHUE B aBTOMAaTU3UPOBAHHON
CHUCTeME€ yMpaBICHUS KOMIIBIOTEPHBIX MporpaMM JHOO HMHOM  KOMIBIOTEpHOW  HH(OpMaiuy,
Npe/Ha3HAUYCHHON Ui ~ HECaHKIIMOHMPOBAHHOTO  YHHUYTOXKCHHsS, OJOKMPOBaHHS, MOAU(DUKAIIHH,
KOITUPOBAHUST KOMITBIOTEPHON WHGOPMAIIUN WM HEHTpANIU3alluU CPEACTB 3aIIUThl WHPOPMAIUH, a TaKKe
pearupoBaHue Ha OOHAPY)KEHUE ATHX MPOrPaMM U UHPOPMAIIHH.

18.7. Mepbpl 1o OOHapyxeHHIO (IPEJIOTBpAICHUIO) BTOPKEHUH JIOJDKHBI  00ECIICYHBAThH
oOHapy)XeHUEe JICHCTBUI B aBTOMaTU3MPOBAHHOM CUCTEME YITPABJICHUS, HAIIPABICHHBIX Ha TPEHAMEPEHHBIH
HECAHKIIMOHMPOBAaHHBIN JOCTYNl K WH(OpPMALMH, CIEHUANbHbIE BO3JCHCTBUS Ha aBTOMATU3WPOBAHHYIO
cucteMy ynpaBieHuss ¥ (uiau) MHGOPMALMIO B IEISIX €€ JOObIBAaHHS, YHHUYTOKCHHS, WCKKCHHS |
OMOKMpPOBaHMS HOCTyNa K MHPOPMAIIUH, a TAK)KE pearupoOBaHUE HA ITU JICHCTBHSI.

18.8. Mepbl 0 KOHTPOJIIO (aHAM3Y) 3aIIUIIIEHHOCTH HH(OpMAIUY T0JKHBI 00eCIeYnBaTh KOHTPOJIb
YPOBHSI 3alIMIIICHHOCTH aBTOMAaTH3UPOBAHHOW CHUCTEMBI YIPABICHUS IyTeM MPOBEICHUS MEPOIPUATHH T10
BBISIBIICHHIO W aHAINU3y YSI3BUMOCTEH, KOHTPOJIO YCTAHOBKH OOHOBICHHU MPOTPaMMHOTO 0OeCHeYeHHH,
cocTaBa MPOTPaMMHOTO OO0ECIeYeHUs] M TEXHWYECKHX CpPEACTB W MPAaBWIBHOCTH (DYHKIIMOHHPOBAHHUS
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CPEICTB 3alUThl HH(POPMALIHIH.

18.9. Mepbl 1o 00eCHEeYeHHUIO IETOCTHOCTH AaBTOMATH3UPOBAHHOW CHCTEMbI YIPABICHHUS U
nHpopManuu JOJKHBI OOeclieduBaTh OOHapyKeHHE (DAKTOB HECAHKIIMOHUPOBAHHOTO HAPYIICHUS
IEJOCTHOCTA aBTOMATU3WPOBAHHOW CHCTEMBI YMPABICHHUS W CONIEPKAIIMXCS B HEH MaHHBIX, a TaKke
BO3MOXXHOCTh BOCCTAHOBJICHHSI aBTOMAaTU3UPOBAHHOMN CUCTEMBI yIIPABICHUSI.

18.10. Mepsl MO 00ECHEUECHUIO JIOCTYIMHOCTH TEXHUYCCKHUX CPEICTB M HHQPOPMAIUU JOKHBI
o0ecrieuynBaTh aBTOPH30BAHHBIN JOCTYI MEPCOHANIA, MMEIOIIETO MpaBa Mo TAKOMY JTOCTYIY K TEXHUYECKUM
cpenctBaM (MCIIOJHUTEIBHBIM YCTPOMCTBaM) U MH(POPMAIIMH, a TAKXKe JOCTYITHOCTh TEXHUYCCKHX CPEIICTB
(MCTIOTHUTENBHBIX YCTPOMCTB) Il BXOAHOW (BBIXOAHOH) HMH(OpMAIMH, YIPABIAIONICH (KOMaHIHOM)
uHbOpMAIMH, KOHTPOJIbHO-U3MEPUTENbHOW HWH(POPMALMK, WHOW KPUTHUYECKH BaKHOM WHOpMAIMH B
HITaTHOM peXuMe (PyHKIIMOHUPOBAHHUSI aBTOMATU3UPOBAHHOM CUCTEMBI YIIPABICHUS.

18.11. Mepsl mo 3ammTe Cpeabl BUPTyaIW3alMH JOKHBI HCKIIOYaTh HECAHKIIMOHUPOBAHHBIN
nocTyn K nuHdopmaiu, oopadaTsiBaeMoi B BUPTYalbHON HHPPACTPYKTYPE, U K KOMIIOHEHTAaM BUPTYaJIbHOM
MHQPACTPYKTYphI, a TakKe BO3ACHCTBHE Ha WHPOPMALMIO M KOMIIOHEHTHI, B TOM YHCJIE K CPEACTBaM
yIpaBIeHUsT BUPTYAIbHOW HH(PACTPYKTYpOH, MOHUTOPY BHUPTYAIbHBIX MAIlMH (THIIEPBU30PY), CHCTEME
XpaHEeHHUs NaHHBIX (BKJIOYAs CUCTEMY XpaHCHHs 00pa30B BHPTYyalbHON HH(PACTPYKTYpPhI), CETH MEepeaaun
JAaHHBIX Yepe3 AJIEMEHTHl BHUPTYyadbHOW WM (PU3NUECKON UHEGPACTPYKTYpbl, TOCTEBBIM OMNEPALMOHHBIM
cHCTEeMaM, BHPTyaJlbHBIM MaliMHaM (KOHTCHHEpaM), CHCTEME M CETH PEIUTMKAI[MH, TEPMUHAIbHBIM U
BUPTYaJbHBIM YCTPOUCTBAM, a TAKXKE CHCTEME PE3EPBHOTO KOMMUPOBAHUS U CO3/IABAEMBIM €10 KOTIHSIM.

18.12. Mepsl O 3aIUTe TEXHUYECKUX CPEICTB JOKHBI UCKIII0YaTh HECAHKIIMOHUPOBAHHBINA JTOCTYII
K CTallMOHapHBIM TEXHUYECKHM CpeACTBaM, 0OpabarbiBalomiuM UH(GOPMALIUIO, HCIOIHUTEIbHBIM
yCTpOMCTBaM, CpeAcTBaM, OOeCleuYnBarOM  (QyHKIMOHUPOBAHHWE AaBTOMATU3HUPOBAHHON  CHUCTEMBI
yrpaBieHus (manee - cpeacTBa obecredeHus] (YHKIMOHUPOBAHHUS), W B TOMEIICHHS, B KOTOPBIX OHHU
MOCTOSIHHO PACMOI0KEeHbI, 00€CTIeYUBATh 3alIUTY TEXHUUYECKUX CPEJCTB OT BHEITHUX BO3JICUCTBUIA, a TAKXKE
3aluTy UHPOpPMAIUH, MPEACTABICHHON B BHUIE€ UH()POPMATUBHBIX IEKTPUUECKUX CUTHAIOB U (U3HUECKUX
TIOJIEH.

18.13. Mepsbl 110 3anUTe aBTOMATU3UPOBAHHON CHUCTEMBI M €€ KOMITOHEHTOB JOJIKHBI 00ECIIEYNBaTh
3aluTy HHPOpPMAIUU MIPH €€ Iepeayue Mo KaHajaaM CBS3H, B3aUMOAECUCTBUH aBTOMAaTU3UPOBAHHON CUCTEMBI
yIpaBICHUS] WA €€ OTACIbHBIX CETMCHTOB C HMHBIMH aBTOMATH3MPOBAaHHBIMH (MH()OPMAIIMOHHBIMH)
cucteMaMd U MHGOPMALMOHHO-TEICKOMMYHUKAIIMOHHBIMUA ~ CETSIMH  [OCPEICTBOM  MPUMEHEHUs
apXUTEKTYpbl AaBTOMATU3UPOBAHHON CUCTEMBI YIIPABJICHUS U MPOCKTHBIX PELICHUI 10 €€ CUCTEME 3allUThI,
HaIpaBJICHHBIX Ha oOecreyeHne 3auThl HHOPMALIUH.

18.14. Mepsl 1o oOecrneueHHI0 O€30IacHOW pa3paObOTKH MPHUKIAAHOTO U CHEIHAIBHOTO
MIPOrpaMMHOTO 00€CIIeYeHHs JIOJDKHBI OOECIIeUNBATh BBISBICHHE, aHAJIN3 W YCTpPaHEHHE pa3paboTYMKOM
VSI3BUMOCTE TPOTPaMMHOTO O0ECTICYeHHsI aBTOMATU3MPOBAHHON CHCTEMBI YIIPABIICHUS, ONPEICIEHHOTO
3aKa34MKOM, Ha BCEX JTamax (CTaausx) ero pa3pabOTKH, a TaKkKe KOHTPOJIb MPHUHUMACMBIX MeEp IO
BBISIBJICHHIO, aHAIW3y W YCTPAHCHHWIO YA3BHUMOCTEH CO CTOpOHBI 3akasuwka u (Wjam) omeparopa
aBTOMATU3UPOBAHHOW CUCTEMBI YIIPABIICHUSI.

18.15. MepsI 1o ympaBieHHUI0 OOHOBICHUSMH IMPOTPAMMHOTO OOCCIIEUCHUS JTOJDKHBI 00CCIIeunBaTh
0e30MacHOe MoJy4YeHue, MPOBEPKY U YCTAaHOBKY OOHOBJICHHIA MPOTPAMMHOTO 00€CTIeYeHHS Ha KOMITOHEHTax
aBTOMATU3WPOBAHHOW CUCTEMBI YIIPABICHUS TEXHOIOTHUECKUMHU MTPOIECCAMHU.

18.16. Mepsl MO IUTAHUPOBAHUIO MEPONPUATHUN MO OOECIEUEHMIO 3aIIUTHl MH(OPMAIIUU JTOJIKHBI
obecrnieynBarh pa3zpabOTKy, YTBEpKICHHE U aKTyaJH3alHIo0 IIaHa MEPONPUATHI MO 00eCHEeUeHUI0 3alUThI
nHOpPMAllMM B aBTOMATHU3MPOBAHHBIX CHUCTEMaxX VOpPABICHHsA, B TOM YHCIE MPEAyCMaTPUBAIOIIETO
MEpPOTPUATUS MO 3anuTe WHGOpPMAlUU B XOAE CO3MAaHMsI, IKCIUTyaTallid W BBIBOAA U3 JKCIUIyaTalllH
aBTOMATH3WPOBAHHOW CHUCTEMBI YMPAaBIEHUS, CPOKU BBITIOJHEHUSI MEPONPUITHA M OTBETCTBEHHBIX 3a HX
BBITIOJTHEHUE, a TAK)KE KOHTPOJIb €T0 BHITIOJTHEHUSI.

18.17. Mepbl 10 oOecreUeHHIO JIEHCTBUN B HEIITATHBIX (HEMPEIBUACHHBIX) CHUTYAIUAX JIOJKHBI
obOecnieyuBarh IUJIAHUPOBAHUE MEPONPUATHI, OOydyeHue U OTpabOTKy JAEHCTBUI NepcoHala B clyyae
BO3HMKHOBCHHS HEIITATHBIX (HEMPEABHICHHBIX) CHTyalldi, a TakKXe pPEe3ePBHPOBAHUE MPOTPAMMHOIO
oOecreyeHus, TEXHUYECKUX CPEJCTB, KaHAJIOB Mepeaay JaHHBIX aBTOMATU3UPOBAHHBIX CUCTEM yIpPaBICHUS
B CJy4yae BO3HHKHOBEHHS HEIITATHBIX (HEMPEIBUACHHBIX) CUTyallMd W OOECICYCHHE BO3MOKHOCTU €€
BOCCTaHOBJICHHUS.



18.18. Mepbl 10 UHPOPMUPOBAHHIO U OOY4YEHHIO MepcoHana JODKHBI —00ecredynBaTh
nH(popMUpOBaHUE TIEPCOHANIa 00 yrpo3ax 0e30MmacHOCTH WH(OPMAIIMH, O MPaBUIaX IKCIUTyaTallii CUCTEMBbI
3alMThl ABTOMAaTU3UPOBAHHOW CHCTEMbI YIIPABJICHHS U OTACIbHBIX CPEJCTB 3alIUThl HHPOPMAIUH, a TAKXKE
TEOPETUYECKOEC M MPAKTHYECKOe OOydueHHe (B TOM 4YHCJEC MPOBEACHHUE TPESHHUPOBOK) MO SKCIUTyaTaluu
CUCTEMBI 3aIlIUThl ABTOMATU3UPOBAHHOMN CUCTEMBI YIIPABICHUS U OTAEIbHBIX CPEJICTB 3aIUTH HHPOPMAIIH.

18.19. MepsI 1o aHAIKM3y yrpo3 0€30MacHOCTH MH(POPMAIIUH U PHCKOB OT MX pealu3allid JOJKHBI
obecrieunBaTh  MEPUOAMYECKHM  aHAIM3  U3MEHEHUs  yrpo3  OesomacHoctTH  wHGOpPMAIMU B
aBTOMATU3WPOBAHHOW CHCTEME YINPABJICHHWS, BO3ZHUKAIONIMX B XOAE €€ OKCIUTyaTallud, a Takke
MEPUOAMYCCKYIO OIICHKY (IIEPEOCHKY) MPOTHO3UPYEMBIX TIOCIICICTBHIA OT pean3aiuu yrpo3 0e30macHOCTH
uHOpMAIMK B aBTOMATU3UPOBAHHON CUCTEME YIIPABIICHHS.

18.20. Mepbl 10 BBISBICHUIO WHIUMJACHTOB W PEArupoOBAaHUIO HAa HUX JOJDKHBI 00eCTeYyrBaTh
oOHapyKeHHe, HICHTU(PUKAINIO, aHAJIW3 WHIMIECHTOB B aBTOMATH3MPOBAHHOM CHCTEME YIPaBICHHS, a
TaK)Ke MPUHSATHE MEP 110 YCTPAHECHHUIO U MPEAYIPEKICHUIO HHITUACHTOB.

18.21. Mepsl 1o ymnpaBieHUIO KOH(UTypalMell aBTOMAaTU3HPOBAHHOW CUCTEMBI YIIPABJICHHS U €€
CUCTEMBbI 3alIUThl WH(OpPMAaNMKM JODKHBI o0OecreynBarh YNpaBiICHHE W3MEHEHUSMH KOH(UTypaluu
aBTOMATH3WPOBAHHON CHCTEMBI YIIPABJICHHS U €€ CUCTEMBI 3alllUThl HH()OPMALINK, aHAIU3 MTOTEHITUAIBHOTO
BO3/ICHCTBUS IUIAHUPYEMbIX M3MEHEHUH Ha obecrieyeHre Oe30macHOCTH HMH(OpManuu, a Takke
JOKYMEHTHPOBAHHE STUX U3MEHEHUH.

19. Beibop mep 3ammTsel uUHGOpMAIMK AN HX peaju3alid B aBTOMAaTH3MPOBAHHOW CHCTEMeE
YIPAaBIICHUS B paMKax €€ CHCTEMBbI 3al[UThl BKIIFOUAET:

orpeneneHue 0OazoBoro Habopa Mep 3aumUThl HHGOpMALMK JJIi  YCTaHOBJIEHHOIO Kjacca
3alUIIEHHOCTH aBTOMAaTU3UPOBAHHOW CUCTEMBbI YNPABICHUS B COOTBETCTBUHU C 0a30BBIMH HaOopaMu Mep
3amuThl “HPOPMAIINH, TPUBEAeHHBIMU B puiiokeHnu N 2 k HacTosuuM TpeboBaHUsM;

agantanuio 0a3oBOro Habopa Mep 3alUThl MHPOPMAIUU MPUMEHUTEIBHO K KaXKIOMY YPOBHIO
aBTOMATH3WPOBAHHOW CHUCTEMBI YIPABICHHUS, MHBIM CTPYKTYPHO-(DYHKIIMOHATBHBIM XapaKTEPUCTHKAM U
0COOCHHOCTSIM ~ (DYHKIIMOHUPOBAHUS aBTOMATU3UPOBAHHON CHUCTEMbI yIpaBicHus (B TOM YHCIC
MpelyCMaTpPUBAIOIIYIO UCKITIOUEHHE U3 0a30BOro Habopa Mep 3aiuThl HHPOpPMAIIIN MEp, HEMOCPEACTBEHHO
CBSI3aHHBIX C TEXHOJIOTUSIMH, HE HCIOJNb3yEeMBIMH B aBTOMATHU3MPOBAHHOM CHUCTEME YIPaBICHUS WIH €€
YPOBHSIX, WIH CTPYKTYpPHO-(YHKIIHOHATbHBIMHU XapaKTePUCTUKAMHU, HE CBOMCTBEHHBIMU
ABTOMATU3UPOBAHHOMN CHCTEME YIIPABJICHUN);

YTOYHEHHE aJanTUPOBAaHHOTO 0a30BOro Habopa Mep 3alIUThl HHPOPMAIIMHU C YIETOM HE BBIOPaHHBIX
paHee Mep 3amuThl WHGOpPMalUU, NMPUBEACHHBIX B npuiokeHuu N 2 k HacrosmuM TpeOoBaHusIM, B
pe3yaprare uero OIpenesiorcs Mepbl 3aliuThl  HUH(OpMamuu, oOecrneynBaroniue OIOKUPOBAHHE
(HefiTpanu3aiuio) Bcex yrpo3 0€30MacHOCTH WH(POPMAIMKM Ha KaXIOM M3 YPOBHEW aBTOMAaTH3MPOBAHHOM
CUCTEMBI YIIPABIICHUS;

JIOTIOJTHEHHE YTOYHEHHOTO aJarnTHPOBAHHOTO 0a30BOro Habopa Mep 3allUThl HHPOPMALUKA MEPaMHU,
oOecreynBarOMMU  BBITIOTHEHWE TpeOOBaHMN K 3amuTe WH(QOpMAIMKM, YCTAaHOBJICHHBIMA HHBIMU
HOPMAaTUBHBIMH MPABOBBIMH aKTaMH, JIOKAJIbHBIMUA MPABOBBIMU aKTaMM, HAIMOHAJILHBIMU CTaHIAPTaMHU H
CTaHJapTaMy OpraHU3alliy B 00JIaCTH 3aIIUTHl HHPOPMAITUH.

Jns BbiOOpa Mep 3amuThl HMH(OpPMANMU s COOTBETCTBYIOIIETO Kjlacca 3allUUIICHHOCTH
aBTOMAaTH3WPOBAHHON CUCTEMBI yIIpaBIeHUs TpUMEHsI0TCs MeToaudeckue qokyMeHThl @CTOK Poccun™*.

20. B aBrOMaTM3MpOBaHHON CHCTEME YIPaBIIEHUS COOTBETCTBYIOIErO Kiacca 3alUIIEHHOCTH B
paMKax ee CHCTEeMbI 3allUThl JODKHBI OBITh PEaIM30BaHBI MEPHI 3alIUThl WH(OpMAIUM, BHIOpAHHBIC B
coorBercTBUM ¢ mnyHkTamu 18 u 19 Hacrosumx TpeGoBanuit u obecrneunBaromye ONOKHPOBaHUE
(HeiiTpanu3auio) Bcex yrpo3 0e30macHOCTH MH(GOPMAIMK HA KaXIOM W3 YPOBHEH aBTOMATH3UPOBAHHOI
CUCTEMBI YIIPABIICHUS.

BriOpannbie  Mepel  3amuThl  MHGOPMAIMM  PACCMATPUBAIOTCS  JUISI  KaXIOTO  YPOBHS
aBTOMATU3MPOBAHHOW CHUCTEMbI YIPABIEHUS OTAEIbHO M MOJJIEKAT peai3allii C YYeTOM OCOOCHHOCTEH
(YHKITMOHUPOBAHUS KaXKIOTO U3 YPOBHEH.

[Ipu >TOM B aBTOMaTHU3MPOBAHHOW CHCTEME YIPABICHUS JIOJDKEH OBITh, KAK MUHUMYM, PEaIn30BaH
aJanTUPOBAHHBIA JI KaXKJOTO ypOBHSA 0a30BbIii HaOOp Mep 3aluThl HH(POPMAIUU, COOTBETCTBYIOIIUN
YCTaHOBJICHHOMY KJIACCy 3aIIMIIIEHHOCTH aBTOMATH3UPOBAHHON CUCTEMbI YIIPABICHUS.

21. B nensix UCKITIOYEeHUS U30BITOYHOCTH B peaju3allii Mep 3alluThl HHPOPMAIIUU U B Clly4ae, ecliv
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NPUHATHIE B aBTOMATHU3UPOBAHHOW CHUCTEME VYIPABICHHS MEPhI IO OOCCICUCHHIO TMPOMBIIIIICHHON
0e3omacHoctd W (wiu) Qu3udeckoil 0e30MacHOCTH JIOCTATOYHBI Ui OJIOKMpOBaHUS (HEUTpaln3aliu)
OTIENBHBIX yTpo3 0e30MmacHOCTH UH(POPMAINH, JOTOTHUTEIbLHBIE MEPhI 3alUThl HH(OPMAIIUU, BRIOpaHHBIC
B cOOTBeTCTBHM ¢ nmyHKTamu 18 u 19 Hactosmmx TpeOoBaHMil, MOTYT HE MPUMEHAThCA. [Ipu 3TOM B X0/I€
pa3pabOTKU CHCTEMBl 3alllUThl ABTOMATHU3WPOBAHHOW CHUCTEMBI YMPABIEHUS OMKHO OBITH MPOBEICHO
00OCHOBaHUE JOCTATOYHOCTH IMPUMEHEHUS Mep MO OOECIEeYeHHI0 MPOMBIIUIEHHOW O0€30MacHOCTH WU
¢du3nyeckoil 6e30MacHOCTH sl ONOKUPOBaHMs (HEWTpaIM3allii) COOTBETCTBYIOIIUX YIrpo3 0e30MacHOCTH
uH(pOpMaIH.

22. Ilpu OTCYTCTBUHM BO3MOXXHOCTH PEANHM3AIMH OTACIHHBIX MEp 3aIIUThl MHPOPMAIUK HA KAKOM-
1100 M3 ypOBHEH aBTOMATH3MPOBAHHON CHCTEMbI YIpPaBJICHUS M (WJIM) HEBO3MOXKHOCTH MX HMPUMCHEHUS K
OTAENBHBIM OOBEKTAM W CyOBEKTaM JOCTyIa, B TOM YHCJI€ BCIEACTBHE WX HETATHBHOTO BIHMSHHS Ha
MITaTHBIA PEXUM (YHKIIMOHHPOBAHUS aBTOMATHU3WPOBAHHOW CHCTEMBI YIIPABIICHUS, Ha dTAlax ajanTaiuu
0a3zoBoro Habopa Mep 3amMThl HHGOPMAIIMU WM YTOYHEHMs aJalTHPOBAaHHOTO 0Oa30BOro Habopa Mep
3anMThl MHGOpMAIMK pa3pabaThiBalOTCsl WHBIC (KOMIICHCHUPYIOIIUE) MEphl, 00CCICUNBAIONINE aJICKBATHOE
OnokupoBanue (HEWTpalu3anuioo) yrpo3 0Oe30macHOCTH HMH(POPMAMH HM  HEOOXOAMMBIH  ypOBEHBb
3alUIIEHHOCTH aBTOMATU3UPOBAHHOW CUCTEMBI YIIPABIICHUSI.

B kadecTBe KOMIIEHCUPYIOIIUX Mep, B TIEPBYIO OYepellb, pACCMATPUBAIOTCS MEPHI 10 00ECTICYSHHIO
NPOMBINUICHHOW ©  (wim) (u3ndeckoid 0Oe30MacHOCTH aBTOMATH3MPOBAHHOW CHUCTEMBI  YIIPaBIICHHS,
MOJ/IEP>KUBAIOIIME HEOOXOTUMBIN YPOBEHb 3aIIUIIIEHHOCTH aBTOMAaTU3UPOBAHHOMN CUCTEMBI YIIPABICHUS.

B »ToM ciydae B xone pa3paOOTKH CHUCTEMBI 3alIUThI ABTOMAaTU3UPOBAHHOW CHUCTEMBI YIPaBICHUS
JOHKHO OBITh TPOBENEHO OOOCHOBAaHUE MPUMEHEHUS KOMICHCHUPYIOUIUX MEp, a NpHU MPUEMOYHBIX
UCTIBITAHUSX OIEHEHA JOCTAaTOYHOCTh M aJIEKBATHOCTh JAHHBIX KOMIICHCUPYIOIIUX MEp sl OJTOKUPOBAHUS
(mefiTpanuzaium) yrpo3 06€30macHOCTH HH(OPMAIIHH.

23. BriOpaHHbIE W peanu30BaHHBIE B aBTOMATU3MPOBAHHON CHUCTEME YIPABICHHS B paMKax ee
CHCTEMBI 3aIUThI MEPHI 3aIIUTHI HH()OPMAITIH, KAK MUHUMYM, JIOJDKHBI 00€CIICUNBATh:

B AaBTOMAaTM3UPOBAHHBIX CHUCTeMax ympaBieHus 1 kiacca 3allUIIEHHOCTH - HEUTpaTu3aluio
(6;moxupoBanue) yrpo3 0e30MacHOCTH HH(OpPMAIMHU, CBSI3aHHBIX C JACHCTBUSAMH HAPYIIUTEIS C BBICOKHUM
MOTEHIINAJIOM;

B aBTOMATH3UPOBAaHHBIX CHCTEMaxX YIpaBleHUS 2 Kiacca 3allUIICHHOCTH - HEUTpaIH3aIlHio
(6;oxupoBaHue) yrpo3 6€30MacHOCTH HHPOPMAIHH, CBI3aHHBIX C ACHCTBUSIMHU HAPYIIUTENS C TOTSHIIMATIOM
HE HUXKE CPENIHETO;

B aBTOMATH3UPOBAHHBIX CHCTEMaxX YIpaBleHUS 3 Kiacca 3allUAIICHHOCTH - HEUTpaTH3aIlHio
(6;moxupoBanue) yrpo3 0e30macHOCTH WH(OPMAIMH, CBSI3aHHBIX C NCHCTBUSAMHU HAPYIIUTENSA C HH3KUM
TIOTEHITUAIIOM.

[ToreHnman HapymIUTENS ONpEAETSeTCS B XOIE OLEHKM €ro BO3MOXKHOCTEH UM MOTHBAIIWH,
MIPOBOUMON TIPU aHAJIM3€ yrpo3 0e30MacHOCTH MH(OPMAIMN B COOTBETCTBUH € MyHKTOM 13.3 HACTOSIIMX
TpebGoBaHuii.

OneparopoM MOXXeT OBITh TPHUHATO PEIICHHE O MPUMEHEHWH B aBTOMATH3WPOBAHHON CHCTEME
yIpaBJICHUs COOTBETCTBYIOLIETO Kiacca 3allMIIEHHOCTH Mep 3alluThl MH(OpManuu, o0ecreyrBaroIInX
3alMUTy OT Yyrpo3 0Oe3omacHOCTH MHGPOpPMALUK, pPEATU3yeMbIX HapylIUTeleM ¢ 0ojiee BBICOKUM
MTOTECHIIUAJIOM.

24. TexHU4yecKHe Mepbl 3alIUThl HHPOPMAIUU PEaTU3yIOTCS MOCPEACTBOM TPUMEHEHHS CPEIICTB
3amuThl MH)OPMAIMK, UMEIOMUX HeoOxonuMble (QyHKIHMH 0e30macHOCTH. B KkauecTBe CpENCTB 3allUThI
uHbOpMAIIMK B TIEPBYIO OUEPE/Ib MOJUICKAT PACCMOTPCHUIO MEXaHM3MbI 3allUThI (TapaMeTpbl HACTPONKH)
MITATHOTO TIPOTPaMMHOTO OOECIIEUCHHsI aBTOMATU3UPOBAHHON CHCTEMBI YIIPABICHUS MPU UX HAIUYHUH.

B ciydae ucnonb30BaHus B aBTOMAaTH3WPOBAHHBIX CHUCTEMaX YIPABICHUS CEPTUDUIIMPOBAHHBIX IO
TpeboBaHUSIM 0€30MacCHOCTH MHGOPMAIIUU CPEJICTB 3aIUTH HHPOPMAITUH MTPUMEHSFOTCS:

a) B aBTOMAaTU3MPOBAHHBIX CUCTEMaXx yrnpaBieHus 1 Kiracca 3aliieHHOCTH:

CpEICTBA BHIUUCIUTEIBHON TEXHUKH HE HIKE S Kilacca,

CHCTeMBbl OOHApyKCHHUsI BTOP)KEHHH, CpEICTBA AHTHBHPYCHOHN 3alllUTBI, CPEICTBA JIOBEPECHHOM
3arpy3KH U CpeACTBa KOHTPOJISI CheMHBIX HOCUTENeH NHPOpPMAaliy He HUKe 3 Kitacca,

MeEKCETeBbIe dKpaHbl HE HWKE 3 Kjlacca B clydae B3aWMOJICHCTBHSI aBTOMAaTH3UPOBAHHOW CHUCTEMBI
yIpaBiIeHuS ¢ WHHOPMAIIMOHHO-TEIIEKOMMYHHKAIIMOHHBIMU CETSIMH MEXTYHAPOTHOTO WH(POPMAIIHOHHOTO
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oOMeHa u He HIke 4 Ki1acca B cllydyae OTCYTCTBUS TaKOTO B3aUMOJICHCTBYS,

0) B aBTOMAaTU3MPOBAHHBIX CHCTEMaX yIpaBJIeHHUs 2 KJlacca 3al[|ICHHOCTH:

CpEICTBA BHIUUCIUTEIBHON TEXHUKH HE HIXKE S KIlacca,

CHUCTEMbl OOHApYKCHHUS BTOPKEHMM, CpEICTBa AHTHUBUPYCHOW 3alllUThl, CPEACTBA JOBEPEHHOM
3arpy3KH U CpeACTBa KOHTPOJISI CheMHBIX HOCUTeNel nHPOopMaluy He HUKe 4 Kiacca,

MeKCeTeBble SKpaHbl HE HIKE 3 Kjlacca B clydae B3aWMOJCHCTBHSI aBTOMAaTH3UPOBAHHOW CHUCTEMBI
yrpaBieHus ¢ WHGOPMAIIMOHHO-TEIIEKOMMYHHKAIIMOHHBIMU CETSIMH MEXIYHAPOIHOTO WH(GOPMAIIHOHHOTO
oOMeHa U He HIKe 4 Kilacca B cllydyae OTCYTCTBUS TaKOTO B3aUMOJICUCTBUS,

B) B aBTOMAaTHU3UPOBAHHBIX CUCTEMaX yIpaBlieHHs 3 KJlacca 3alIMIICHHOCTH TIPUMCHSIOTCS:

CPEICTBA BBIUUCIUTEIBHON TEXHUKHU HE HUXKE D KJ1acca,

CHUCTEMbl OOHapyKEHHUSI BTOPKEHMM, CpEJICTBa AHTHUBUPYCHOW 3alllUThl, CPEACTBA JOBEPEHHOI
3arpy3KH U CpeJICTBa KOHTPOJISl CheMHBIX HOCHTENEH HHPOpMaIliy He HIDKE S Kiacca,

MEXCETEBBIC SKpaHbl HE HIKE 4 Kilacca.

B cnyuae wucnonmbp3oBaHUs — CEPTHUPHUIMPOBAHHBIX  CPEICTB  3allUThl  HHPOpMAIMK B
aBTOMATH3MPOBAHHOMN CHCTEME ympaBiieHus 1 u 2 ki1accoB 3alUIEHHOCTH TPUMEHSIIOTCS CPEACTBA 3aIUTHI
uH(pOpMaLMK, TPOrpaMMHOE oOOecledeHre KOTOPBIX MPOILIO MPOBEPKY HE HIDKE, 4eM Mo 4 ypOBHIO
KOHTPOJISi OTCYTCTBHUS HEJCKIAPUPOBAHHBIX BO3MOXHOCTEH. 3aKa3uyuKkoM (OmeparopoM) B 3aBUCHMOCTH OT
MOTEHIIMANIa HAPYIIUTEIS] MOXET OBbITh MPUHSATO PELICHUE O IMOBBIIMICHUH YPOBHS KOHTPOJIS OTCYTCTBUS
HEACKIApUPOBAHHBIX BO3MOXXHOCTEH B MPOTPAMMHOM OOECIICUEHUU CPENICTB 3aIUTHI HHPOPMAIUH.

25. Ilpn ucmonb30BaHUM B aBTOMATHU3HPOBAHHBIX CHCTEMax YIPABICHHUS HOBBIX TEXHOJOTHH U
BBISIBJICHUHU JOTOJHUTENBHBIX YIrpo3 0Oe30MmacHOCTH WH(OpMaluu, A7 KOTOPBIX HE OMPEICTICHBl MEpPHI
3alUThl UHPOPMAIUH, TOJKHBI pa3padaTbiBaThCsl KOMIIEHCUPYIOIIME MEPhI B COOTBETCTBUU C MyHKTOM 22
HacToAmux TpeOoBaHUM.

* Paspaborannbie ®CTIOK Poccun B coorBerctBUM ¢ noanyHKToM 4 myHkra 8 IlomoxkeHust o
denepanbHON CITy)K0€ MO TEXHUYECKOMY U IKCIIOPTHOMY KOHTPOIIIO, YTBEpkKAeHHOTO YKazom [lpesumenta
Poccuiickoit ®enepamuun ot 16 aBrycra 2004 r. N 1085 (CobOpanme 3akoHomarenbcTBa Poccuiickoi
®enepanuu, 2004, N 34, ct. 3541; 2006, N 49, ct. 5192; 2008, N 43, ct. 4921; N 47, ct. 5431, 2012, N 7,
ct. 818; 2013, N 26, ct. 3314; N 52. ct. 7137).

** Paspaborannbie ®CTOK Poccum B coorBercTBuM ¢ moAnyHKToM 4 myHkra 8 Ilomokenust o
denepanbHON CITy)X0€ MO TEXHUYECKOMY U 3KCIIOPTHOMY KOHTPOJIIO, YTBepkAeHHOro Ykazom I[lpesunenta
Poccuiickoit @enepanuu ot 16 aBrycta 2004 r. N 1085.

Ipunaoxenne N 1

Kk TpeOoBaHMAM K 00eCTIeYeHUIO 3A1MTHI
uHopManuy B ABTOMATHU3MPOBAHHBIX CHCTEMAX
ylpaBJjieHHusl MPOU3BOACTBEHHBIMHU U
TeXHOJIOTHYeCKUMH MPOLecCAMU HA KPUTHYECKH
BAJKHBIX 00bEKTaX, NOTEHIMAJIbHO ONMACHBIX
00beKTaxX, a TaKKe 00beKTaX, NPeACTABISIOINX
NMOBBILICHHYI0 ONACHOCTD JJIsl })KU3HH

U 310POBbS JIIOIAEH U JJIA OKPYKarolen
NPUPOIHOM Cpeabl

Onpeue.ﬂeﬂne KRJIacca 3allIHIICHHOCTH aBTOMaTI/ISI/IpOBaHHOi;I CUCTEMBI YIIPpABJCHUSA

1. Kitacc 3aIuIieHHOCTH aBTOMaTH3UPOBAaHHON crcTeMbl yrpasienus (nepsbiii kiacc (K1), Bropoi
kinacc (K2), tpermii xiace (K3)) ompenensiercss B 3aBUCHMOCTH OT yPOBHSI 3HAYMMOCTH (KPUTHYHOCTH)
obpabarbiBacMoii B Helt nnpopmarun (V3).

2. YpoBeHb 3HaunMocTH (KpuTudHOocTH) nHpopMmaruu (Y3) ompeaensercss CTeneHbl0 BO3MOXKHOTO
ymepba OT HapylIeHHs €€ IeJOCTHOCTH (HelpaBOMEpHBIC YHHYTOXKEHHE WM MOAUMHUIIMPOBAHNE),
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JIOCTYITHOCTH (HENpaBOMEpHOE OJIOKMPOBAaHWE) WM KOH(MUACHIIMAILHOCTH (HEMpPaBOMEPHBIC OCTYII,
KOITUPOBAHUE, TMPEIOCTABICHUE WJIM PACIpPOCTPAaHEHHE), B PE3yJIbTaTe KOTOPOTO BO3MOXKHO HapyIICHUE
MITAaTHOTO pexuMa (QYHKIMOHUPOBAHUS aBTOMATH3UPOBAHHON CHUCTEMBI YIPABICHUS WJIM HE3aKOHHOE
BMEIIATEILCTBO B MIPOIECCHl ()YHKIITMOHUPOBAHUS aBTOMATH3UPOBAHHON CUCTEMBI yIIPABICHUSI.

VY3 = [(1enocTHOCTD, CTeneHb yinep0a) (IOCTymHOCTh, CTeneHb yiiepoa) (KoH(GUIACHIINATBLHOCTS,
CTerneHb ymiepoba)],

IJIe CTENeHb BO3MOXHOTO yiepOa ompeaensercs 3aKa3uukOM WM OMEePaTOpOM IKCHEPTHBIM WU
AHBIM METOAOM U MOJKET OBITh:

BBICOKOM, €CIHM B pe3yiabTare HapylIeHUS OJHOTO W3 CBOWCTB 0€30MacHOCTH HH(OpMAIUU
(11eTOCTHOCTH, JAOCTYIHOCTH, KOH(UACHIIMATBLHOCTH), IOBJEKIIEr0 HapylIeHHe IITaTHOTO pPEeKUMa
(YHKIIMOHMPOBAHUS ~ aBTOMAaTM3UPOBAHHOW  CHCTEMBbl  YIPaBJICHHs, BO3MOXHO  BO3HUKHOBEHHE
Ype3BbIUAHON CUTyalluu (elepaibHOr0 WM MEXKPETHOHATBHOTO XapakTepa* WM WHBIE CYIICCTBEHHBIC
HETaTUBHBLIE MOCIEACTBUSA B COLIMAJIBLHOM, IOJIUTUYECKON, DKOHOMUYECKOH, BOEHHOW MM HMHBIX 00JacTIX
NeATEIILHOCTH,

CpemHeHd, eciau B pe3yibraTe HapyLIeHHs OJHOTO U3 CBOMCTB 0€30MacHOCTH HWH(OpMau
(ea0CcTHOCTH, JOCTYHHOCTH, KOH(MUIACHIMAILHOCTH), TIIOBJIEKIIEr0 HapyIIeHHE INTAaTHOIO pEXuMa
(GYHKIIMOHMPOBAHMUSI ~ aBTOMATH3UPOBAHHOM  CHCTEMBbI  YINPABICHHS, BO3MOXXHO  BO3HHUKHOBEHHE
YpEe3BBIUAHON CUTYallMM PETHOHAIBHOTO WM MEKMYHHUITUITAIBHOTO XapaKTepa® WM WHBIE YMEpPEHHBIC
HETaTHUBHBIE MOCJIEACTBHUSI B COIMAJIbHOM, ITOJIUTUUECKON, DKOHOMHUYECKOH, BOGHHOM MJIM MHBIX 00JacTIX
JIeATEIILHOCTH,

HU3KOW, €CIIM B pe3yJbTare HapyIIeHWs] OJHOTO W3 CBOWCTB 0€30MacHOCTH WH(POPMAINU
(we0CcTHOCTH, JOCTYHHOCTH, KOH(MUIACHIIMAILHOCTH), TIIOBJEKIIEr0 HapyIIeHHE INTAaTHOIO pEeXuMa
(GYyHKIIMOHMPOBAHMUSI ~ aBTOMATU3MPOBAHHOW  CHCTEMBI  YINPABICHHS, BO3MOXXHO  BO3HHUKHOBEHHE
Ype3BBIYAMHON  CHUTyallMM MYHHUIMIAILHOrO  (JIOKAJbHOIr0)*  XapakTepa WM  BO3MOXKHBI  HHBIC
HE3HA4YUTEJIbHbIE HETaTUBHBIC ITOCJICACTBUS B COIHMAIILHOM, MOIUTHYCCKOM, SKOHOMHUYECKOM, BOCHHON HJIHN
HMHBIX 00J1aCTAX JeATEIbHOCTH.

B cnydae, ecnu ans undopmanuu, o6padaTbiBaeMoil B aBTOMaTH3WPOBAHHON CHUCTEME YIIPaBJICHHUS,
He TpeOyeTcss oOecmeueHHWe OJHOTO M3 CBOWCTB Oe3omacHOCTH uWHpopMmanuu (B YaCTHOCTH
KOH(DHUICHIIMAILHOCTH) YPOBEHb 3HAYMMOCTH (KPUTHYHOCTH) OIPEHCIATCS JUIs JBYX JPYTHX CBOWCTB
0e3omnacHocTy uHpopmarmu (IIETOCTHOCTH, TOCTYTHOCTH). B 3TOM Citydae:

VY3 = [(uenocTHOCTB, cTeneHb yiepoa) (IocTymHOCTb, cTeneHb yimepoa) (KoHpUACHINATbHOCTh, HE
npuMeHsieTcs)].

Wudopmarust, oOpabaTsiBacMass B aBTOMATH3UPOBAHHOW CHCTEME YIIPABJICHUSA, MMEET BBICOKHIA
ypoBeHb 3HaunMocTu (kputruHOocTH) (Y3 1), ecnu xoTss Obl I OXHOTO M3 CBOWCTB 0OE€30MaCHOCTH
uHpopmMaruu (IeT0CTHOCTH, JOCTYIHOCTH, KOHPHICHIIMAILHOCTH) ONpeIecHa BBICOKas CTEICHD yIepoa.
Wudopmarust, oopadaThiBacMasi B aBTOMATH3MPOBAHHON CHUCTEME YIpaBlICHHS, UMECT CPEIHUN ypOBEHb
sHauumoctd (kputuanoctr) (Y3 2), ecnu XoTst Obl [/ OXHOTO W3 CBOWCTB 0€30MacHOCTH MH(OpMAIUU
(11eTOCTHOCTH, JOCTYIMHOCTH, KOH(DHICHIMAIBHOCTH) OIpeeicHa CPEaHssl CTENCeHb yiuepba ¥ HET HH
OJIHOTO CBOWCTBA, I KOTOPOTO OIpe/esieHa BhICOKas cTerneHb yiuepba. Mudbopmarius, odpabarbiBacMasi B
ABTOMATH3HPOBAHHOW CHUCTEME YIMPAaBJICHUs, UMECT HU3KHH ypoBeHb 3HaunmMocTu (kputhuHoctu) (V3 3),
€CIIM JIJIs1 BCEX CBOWCTB Oe30macHOCTH MH(pOpMaIuu (I[EeTOCTHOCTH, JOCTYIHOCTH, KOH(DUICHIINAILHOCTH)
OIpeIe/ICHBI HU3KKE CTETIECHH yiepoa.

[Ipu oOpaboTke B aBTOMaTH3UPOBAHHOW CHUCTEME yMNpaBlIEHUS IBYX U Oojee BUAOB MH(POpMAIUU
(u3mepuTenbHast HHGOpPMAIHS, HHGOPMAIHMS O COCTOSHHH TPOIIECcCa) YPOBEHb 3HAYMMOCTH (KPUTHYHOCTH)
unpopmaru  (Y3) ompenensercs OTACIBHO JUIS KaKAOro Buaa WHPopMaruu. VTOroBwlii ypoBeHb
3HAYUMOCTH (KPUTHUYHOCTH) YCTAHABIMBACTCS [0 HAMBBICIIUM 3HAYCHHSM CTEIICHH BO3MOXHOTIO YIepoa,
OIPEICICHHBIM IS IIEIOCTHOCTH, TOCTYIMHOCTH, KOH(PHUICHIINATBHOCTH KaXKI0T0 BHIa MH(OpMAIIUH.

3. Kitacc 3amuineHHOCTH aBTOMAaTH3UPOBAHHOM CHCTEMbI YITPABJICHHUS ONPEICISCTCS B COOTBETCTBHU
C TaOJIUIIEN:
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VYpoBeHb 3HAYUMOCTH (KPUTUIHOCTH) Knacc 3anmumeHHoCTH aBTOMaTU3uPOBaHHOM
uH(popManuu CUCTEMbI yIIPABJICHUS
V31 K1
V32 K2
vy33 K3

* YcraHaBIMBaeTCs B COOTBETCTBUU ¢ mocTtaHoBineHueM [IpaBurensctBa Poccuiickoit @enepaiuu oT
21 mas 2007 . N 304 "O knaccudukanuu 4Ype3BbIYAMHBIX CUTyalMil MPUPOTHOTO M TEXHOI€HHOTO
xapakrepa” (CoOpanue 3akoHomareibcTBa Poccuiickoit ®emepanuu, 2007, N 22, cr. 2640; 2011, N 21,

ct. 2971).

Ipunoxenne N 2

K TpeGoBaHusiM K 00ecrie4eHUI0 3AIUTHI
HHopMaNUM B ABTOMATHU3MPOBAHHBIX CHCTEMAX
ylpaBJjieHNsi MPOU3BOACTBEHHBIMU U
TEXHOJIOTHYECKUMH MPOIecCAMU HA KPUTHYECKH
BA’KHBIX 00bEKTAaX, MOTEHIHAJIbHO ONACHBIX
00beKTaX, a TaKKe 00beKTaX, NPeACTABISIOIINX
NMOBBIIEHHYI0 ONACHOCTD J1JIs1 }KU3HH

U 3[10POBbS JIIEH U JAJIA OKPY:Karouei
NMPHUPOIHOH Cpebl

CocTtaB mMep 3a1MThI MHPOPMALMHU U UX 0a30BbIe HA0OPHI /ISl COOTBETCTBYIOIIET0 Kjacca
3a1MIIEHHOCTH ABTOMATH3UPOBAHHOI CHCTEMbI YIIPaBJIEeHUS

YcioBHOE Meps! 3amuThl HHGOPMAIIMH B Kunaccsl 3amuimeHHocTi
0003HavYeHNe ABTOMAaTU3UPOBAHHBIX CHUCTEMaX YIPaBICHUS 3 2 1
1 HOMEp
MeEpBI
1 2 3 4 5

|. UnenTHdUKANUS U ayTeHTH(PUKAINA CYyObEKTOB J0CTYNa H 00beKTOB AocTyna (MAD)

NAD.0 Pazpaborka mpaBw  H®

nporenyp  (MOMUTHK) + + +

UACHTH(PUKAIMA W ayTCHTH(PHUKAIMH CYObEKTOB
JOCTYTIa U OOBEKTOB JIOCTYIIA

NAD.1 Nnentudukamnus u ayTeHTU(UKALIUS + + +
[10J1b30BaTeNe, SIBJISTFOIIIXCST paboTHUKaMH
oreparopa

HNAD.2 Unentudukanus u ayTeHTUPUKAIUS YCTPOUCTB, B + +
TOM 4YHCJI€ CTallMOHAPHBIX, MOOWIBHBIX |
OPTAaTUBHBIX

NAD.3 VYmpasnenue wuaeHTU(GUKATOpaMH, B TOM YHUCIIE + + +

CO3OaHUC, IMPHUCBOCHUC, M3MCHCHUC, YHHUYTOXCHHC
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UACHTHU(PUKATOPOB

NAD.4 VYipaBieHue cpencTBaMu ayTCHTH(PHUKAIMH, B TOM + +
YuCJie  XpaHEHWe, BbIJaua, HMHHUIHAIW3AINS,
OJIOKMPOBAaHME  CPEIACTB  ayTCHTHU(PUKAIMU U
NpUHATAE Mep B Ciy4ae yTparel W (WiIH)
KOMITPOMETAIIMH CPEJICTB ayTCeHTU(DHUKAITTT

HNAD.5 HckmroueHne OTOOpakeHHST I TTOJIB30BaTEIIs + +
JEMUCTBUTEIBHOIO 3HAYEHUS] AyTEHTU(UKALMOHHOM
uHpopmarmi W (WIKM) KOJMYECTBA BBOJMUMBIX
CHMMBOJIOB (3amiuTa OOpaTHOW CBSI3M MpPU BBOE
ayTeHTHU()HUKAIMOHHOW UH(POPMAIIHH)

NAD.6 Nnentndukamnms u ayTeHTH(PUKAIHs + +
MOJIb30BaTEIICH, HE SBJISIONUXCS pPaOOTHUKAMU
ornepartopa (BHEIIHUX MMOJIb30BaTEICH)

NAD.7 Nnentndukanmms wu ayreHTHPUKAus OOBEKTOB
(baitI0BOM CHUCTEMBI, 3aITyCKAEMbIX U HCHOIHSAEMBIX
MoJyjei, oOBEKTOB CHUCTEM YIpaBieHHUs Oa3zaMu
JAHHBIX, OOBEKTOB, CO3JABAEMBIX MPUKIAJAHBIM H
CHeuaibHbIM MPOTPAMMHBIM 00€CTIeYeHUEM, UHBIX
00BEKTOB JTOCTyTa

[1. YnpaBieHue 10cTynoM cy0beKTOB I0cTyna K oobekTam gocryna (YIII)

YIIA.0 Paspaborka mpaBun wu mpouenyp (MOJUTHK) + +
yhpaBieHHs JOCTYIIOM CYOBEKTOB JIOCTyma K
o0BbeKTaM J0cTyna

YIIA.1 VYrpasienue (3aBecHUe, aKTHBAIUS, OJIOKMPOBAHKE + +
u YHHUYTOXKEHHUE) YYETHBIMHU 3aIUCIMHU
[I0JIL30BATENEH, B TOM  4YHCIE BHEIITHHUX
ITOJIb30BaTEIeH

YII/.2 Peanusanus HEOOXOIUMBIX METOI0B + +

(IMCKpEIMOHHBIN, MaHIATHBIN, POJICBON MM WHOMN
METOJ), THIOB (YTEHHUE, 3alKCh, BBHIMOJIHEHUE HIIN
WHOM THII) U MPaBUJI pa3rpaHUYeHUs J0CTyIa

YIIA.3 VYnpagnenue (’xpanupoBanue, bunpTpanus, + +
MapIIpyTH3aIHs, KOHTPOJTh COCIMHEHHH,
OIHOHAIpAaBJICHHAsl Tepedada W WHBIE CIIOCOOBI
ylnpasiieHus) HHOOPMAIIMOHHBIMHA TTOTOKAMH MEXKITy
YCTPOHCTBaMH, CErMEHTAMU aBTOMAaTHU3WPOBAHHOM
CHCTEMBl  YIpaBJCHUS, a  TaKkKe  MEXIY
ABTOMAaTH3HPOBAHHBIMH CUCTEMaMH yIIPaBIICHUS

VIIJ1.4 Pasnencure monnoMounii (posieit) mosb3oBareliei, + +
aIMUHUCTPATOPOB M JIUI, OOECMEYUBAIOIINX
(GYHKITMOHHPOBAHUE aBTOMAaTU3UPOBAHHOI

CUCTCMBbI YIIPABJICHUA

VIIA.5 Hasnauenne MUHMMalbHO HEOOXOIUMBIX NpPaB U + +
IPUBWIETUH IOJB30BATENIAM, aJIMUHUCTPATOpaM M
avnaM, obecrneyuBarollUM  (YHKIIMOHUPOBAHHE
ABTOMAaTU3UPOBAHHON CUCTEMBI YIIPABIICHHUS




YIIJ1.6

OrpaHuYeHHE HEYCICIIHBIX TMOMBITOK BXOJa B
ABTOMATH3HPOBAHHYIO CHCTEMY  YIpaBJICHUS
(moctyma k cucteme)

VIIJL.7

[IpenynpexaeHue monb3oBarelsi MNpU €ro BXOAE B
ABTOMAaTH3MPOBAHHYIO CHCTEMY YIIPABICHUS O TOM,
YTO B HEM  peanu3oBaHbl MEpPbl  3aIUTHI
uH(popMaIu, ¥ 0 HEOOXOIUMOCTH COOTIOICHUS UM
YCTaHOBJICHHBIX OIEpParopoM IMpaBui 00pabOTKU
uHpopManun

VIIJL.8

OHOBGIIIeHI/Ie IMMOJIB30BAaTCyid  IMOCJIC  YCIICIIHOTO
BXOJa B ABTOMATU3HUPOBAHHYTO CUCTCMY
YHpaBJICHUA 0 €ro IMpCAbLAYIICM BX0OA€ B
ABTOMATU3HUPOBAHHYIO CUCTCMY YIIPABJIICHUS

V1.9

OrpanuyeHue 4yuciaa TNapalieIbHbIX  CEaHCOB
JOCTyTa I KaKIoH YYETHOU 3alucu
MOJIB30BATENIsl  ABTOMAaTU3UPOBAHHOM  CHUCTEMBI
YIIPaBJICHUSA

VIIJI.10

brokupoBanue ceaHca J0CTyIa B
ABTOMATH3MPOBAHHYIO CHCTEMY YIIPABJICHHUS TOCIC
YCTaHOBJICHHOTO BpPEMCHH Oe3neiicTBUs
(HEeaKTMBHOCTH) TIOJIL30BATEIIS WK 110 €T0 3apocy

VIIJI.11

Pasperienne (3amper) AeWCTBUI IMOJIb30BaTENCH,
pa3peneHHbIX hi (o) uaeHTU()UKAIIIN u
ayTeHTU(PUKAITIHT

VIIJI.12

[Monnepxka u COXpaHEHUE arpuOyTOB
0e3omacHoCcTH (METOK 0€30MacCHOCTH), CBA3aHHBIX C
uHpopMaIMeld B Tpolecce e¢ XpaHeHHWs U
00paboTKu

VIIJ1.13

Peaﬂmaunﬂ 3AlIUIICHHOI0 YAOAJICHHOIO OOCTYyIla
CY6’BCKTOB A0CTyIla K 00BEKTaM A0CTyIla YCpe3
BHCIITHHUC I/IH(l)OpMaL[I/IOHHO-
TCIICKOMMYHUKAITUOHHBIC CCTU

VIIJ1.14

PGFJIaMGHTaLII/ISI U KOHTPOJIb HCIOJb30BAHUA B
aBTOMaTHSHpOBaHHOﬁ CHUCTCMC YHpaBJICHHUA
TEXHOJIOT UM 6€CHpOBOI[HOI‘O A0CTyIa

VIIJ1.15

PCFJIaMeHTaHI/ISI N KOHTPOJb HCIIOJIB30BaHHA B
aBTOMaTHSHpOBaHHOﬁ CHUCTCEMC YHpaBJICHUA
MOOMJILHBIX TEXHUYECKUX CpCaAcCTB

VIIJI.16

VYnpasnenue B3alMOJIENCTBUEM C
aBTOMATHU3UPOBAHHBIMU (b OpPMAITHOHHBIMH)
CHUCTEMaMH CTOPOHHUX OpraHu3anuil (BHEIIHHE
CHUCTEMBI)

VII/1.17

OO0ecrieueHre JOBEPEHHOM  3arpy3kd  CpPEICTB
BBIUMCIIUTEIPHON TEXHUKU

[11. Orpannyenne nporpammuoii cpennt (OIIC)

OIIC.0

Paspaborka mpaBun u  mporenyp (HMOJHUTHK)
OrpaHUYCHHS TPOTPAMMHON CPEJIbI

+




OIlC.1

VYnpaneHue 3aITyCKOM (oOparmeHusIMH)
KOMITOHCHTOB MPOrPAMMHOT0 00eCIeueH s, B TOM
YKCJIe OIpECICHHE 3allyCKaeMbIX KOMIIOHEHTOB,
HACTpPOMKa MapaMeTpOB 3alycka KOMIIOHCHTOB,
KOHTPOJTb 3a 3aIyCKOM KOMIIOHEHTOB
MPOrpaMMHOTO 00ecTedeHus

OIIC.2

VYnpapnenue YCTaHOBKOU (MHCTAMIAIIUCH)
KOMIIOHCHTOB MPOIPAMMHOI0 00eCIieueH s, B TOM
YKCJIC OMNpPEIC/ICHHE KOMIIOHCHTOB, MOIJICKAIINX
yCTaHOBKE, HACTPOMKAa MapaMeTPOB yCTaHOBKH
KOMITIOHCHTOB, KOHTPOJTh 3a yYCTaHOBKOM
KOMITOHEHTOB MTPOTPAMMHOTO 00€CTICUCHHSI

OIIC.3

YeraHoBKa (MHCTAJISIMSA) TOJBKO Pa3peiieHHOTo K
UCTIOJIB30BAHUIO TPOTPAMMHOTO oOecreueHus: u
(nn) ero KOMITOHEHTOB

OoIcC.4

VYnpapneHue BpeMeHHbIMU (ailiaMu, B TOM UHUCIIE
3alpeT, paspellieHue, IepeHanpaBlIeHue 3allucH,
yAaJleHue BpeMEHHBIX (aiioB

V. 3ammuTa MamMHHBIX HocuTeeil mHpopmamuu (3HU)

3HI.0

Pa3paborka npaBuit u nporeayp (MOJUTHK) 3alUThI
MaIIWHHBIX HOCUTENEN

+

3HN.1

Y4eT MalMHHBIX HOCUTENIeH nH(pOpMaIiH

3HUN.2

VYnpapneHue AOCTYNIOM K MAIIMHHBIM HOCHUTENSIM
uHpopMauu

3HUN.3

KonTponbs mnepemelieHrss MalIMHHBIX HOCHUTENEH
uHOpMAaILIUY 32 TIPEeIIbl KOHTPOJIUPYEMOI 30HBI

3HN.4

Hckmarouenue BO3MOXKHOCTH
HECAHKIIMOHUPOBAHHOTO 03HAKOMJICHUSI C
comepkanreM uWHGOpPMAIUK, XpaHAMICHCS Ha
MAIIMHHBIX HOCUTEIAX, W (WMIM) HCIOIb30BAHUS
HOCHUTEIeH nHpopManun B WHBIX
ABTOMAaTU3UPOBAHHBIX CUCTEMAX YITPABICHHUS

3HU.5

Kontpons wucnonb3oBanus wuHTEp(dEcOB BBOAA
(BbiBOma) MHGOPMAIMK HA MAIIMHHBIC HOCHUTEIH
uH(bOopMaluu

3HU.6

Koutponr BBOma (BeiBoma) wuH(pOpMaluu Ha
MalTHHHbIE HOCUTEIIN HH(OpMAIUN

3HU.7

KoHTponp moOgKIIOUEHUS MAIIMHHBIX HOCHTEJeH
uHpopMauu

3HI.8

Vauutokenne  (ctupanue) — MHPOpPMALMHU  HA
MAIIMHHBIX HOCHTENAX TpPU HX Tepenade MEKIy
NIOJIB30BAaTENISIMUA, B CTOPOHHHE OpraHW3alud IS
pEeMOHTAa WJIM YTHIW3aIlMH, a TaKXke KOHTPOJb
YHUYTOXKCHUS (CTUpaHUS)

V. Peructpanus codobiTuii 6e3onacuoctu (PCBH)




PCB.0 Paspaborka mpaBun wu mpouenyp (MOTUTHK) +
perucTpanuu coobITHIi 6€30MacHOCTH

PCB.1 Onpenenenue COOBITHI 0€e30I1acHOCTH, +
MOJIC)KAIUX PETHCTPAIINN, M CPOKOB HX XpaHEHUS

PCB.2 Ornpenenenue coctaBa u cofepkanus nHpopmanuu +
0 COOBITHUAX 0€e30I1acHOCTH, TIOJTEKAIIIX
perucrpamnuu

PCB.3 COop, 3amuce u XxpaHeHHEe UWHGOOpPMALIMH O +
COOBITHSIX 0e30macHOCTH B TEUCHUE

YCTaHOBJICHHOT'O BPECMCHU XPaHCHUSA

PCb.4 PearupoBanue Ha cOOM MpU perucTpanuu coOObITHIMA +
Oe3omacHOCTH, B TOM 4YHCIE anmapaTHble U
nporpaMMHbBIE OIHUOKH, cOOM B MeXaHM3Max cOopa
uHpopMalMM U JOCTHXKEHHE TMpeaena  Wid
nepenoyHeHust 00beMa (EMKOCTH) aMsTH

PCB.5 Mounwutopuar (IpoOCMOTp, aHaNMU3) Ppe3yJIbTaToB +
perucTpauu COOBITHI 0€301acHOCTH u
pearupoBaHue Ha HUX

PCB.6 I'eHepupoBaHre BpEeMEHHBIX METOK W (WJIH)
CHHXPOHM3ALUS CHCTEMHOTO BpPEMCHH B

ABTOMAaTU3UPOBAHHOM CUCTEME yIIPaBICHUS

PCB.7 3amuTa nHOOPMAIIMH O COOBITHIX OE30TTaCHOCTH +

PCb.8 OOGecrneueHrne BO3MOXXHOCTH MPOCMOTpaA U aHAIU3a
uHbOpMaIun 0 EHACTBUAX OTIEJILHBIX
M10Jb30BarejIel

V1. AutuBupycHas 3amura (AB3)

AB3.0 PaspaGotka mpaBun u  mpoueayp  (MOJUTHK) +
AHTHUBUPYCHOM 3alIUTHI

AB3.1 Peanuzanyst aHTUBUPYCHOM 3aIUTHI

AB3.2 OOHOBJIIEHIE 0a3el JTAHHBIX MIPU3HAKOB

BPEIOHOCHBIX KOMITBIOTEPHBIX MPOrpamMm (BUPYCOB)

VI1l. O6napy:xenue Brop:xenuii (COB)

COB.O Paspaborka mpaBun u  mpouenyp (HMONHUTHK)
oOHapyKeHUS! BTOPKCHUI

COB.1 OO6Hapy>keHHe BTOPKEHUI

COB.2 Oo6HoBNEeHKE 6a3bl peHIatonINX MpaBul

VIII. KonTpoas (ananu3) 3amuimenHoctn nadopmanuu (AH3)

AH3.0 PaspaGotka mpaBun wu mpoueayp  (MOJUTHK) +
KOHTPOJIS (aHATIN3a) 3alIUICHHOCTH

AH3.1 BroisiBienue, aHanu3 ys3BUMOCTEH U OINEPATUBHOE +




YCTPAHCHHNEC BHOBb BLIABJICHHBIX y}I3BI/IMOCTeﬁ

AH3.2 Kontponb ycTaHOBKHM OOHOBJIEHMM MPOTrpaMMHOTO
obecrniedeHus1, BKJIIOYasi 0OHOBJICHUE MMPOTPAMMHOTO
obecriedeHns CPeICTB 3alTuThl HHGOPMAITUU

AH3.3 Kontpons  pabGorocnocobHOCTH, rapaMeTpoB
HACTPOMKM W NPAaBUIBHOCTH (PYHKIMOHUPOBAHUS
IpOrpaMMHOIO 0OeCIieueHus] U CPENICTB 3alluThl

uHpopMaLuu

AH3.4 KonTposnb cocTaBa TEXHUYECKUX CPEACTB,
MPOrPaMMHOTO OOECIICUEHUsT M CPEICTB 3alUThI
uHpopManuu

AH3.5 KoHnTposp mpaBwil TeHepalMu M CMEHBI Maposieit

MOJIB30BATENICH, 3aBEICHHUS W YOAJIEHUS YYETHBIX
3aMCEN  IOJb30BATENEH, peaau3aluyd  I[PaBUII
pasrpaHUYCHHUS JOCTyTa, MTOJITHOMOYH I
MOJIB30BATENIEH

I X. O6ecnieuenue neaocraoctu (OLLJT)

OLJI.0 PaspaGotka mpaBun wu  mpoueayp  (MOJUTHK)
o0ecreyeHus IeT0CTHOCTH

OLJL.1 KonTtpons LIEJ0CTHOCTU IIPOrPaMMHOTO
obecriedyeHus1, BKIIOUasi IpOrpaMMHOE oOecrieueHue
CpPEZCTB 3alllUThl HHPOpMALUU

OLJL.2 KonTtpons LIEJI0OCTHOCTHU uHpoOpMaInH,
cozieprkarieiics B 6azax JaHHBIX

OIJI.3 OOecneueHre  BO3MOXKHOCTH  BOCCTAHOBJICHHUS
IIPOrPAMMHOTO obecrieucHuMs, BKJTFOUAst

IpOrpaMMHOE  OOECIEYeHHE CPEICTB  3alIUThI
uH(pOpMalliy, NTpPU BO3HUKHOBEHUU HEIITATHBIX

CUTYyalHil
OLJL.4 OOHapy>xeHHe U pearupoBaHHE Ha MOCTYIUICHHE B
aBTOMAaTU3UPOBAHHYIO CUCTEMY yHpaBlIeHus

He3alpaliiBaeMbIX  JJIEKTPOHHBIX  COOOIICHUIT
(muceMm, JOKYMEHTOB) M HWHOW HMH(OpPMAIUH, HE
OTHOCSIIUXCS K ¢ QYHKIIHOHUPOBAHUIO (3aIUTa OT
criama)

OLIJLS KonTtpons COIEpIKaHus uHbopMaInH,
nepeaBaéMoil U3 aBTOMATHU3MPOBAHHOM CHCTEMBI
yrpaBieHuss (KOHTCHHEPHBIA, OCHOBAaHHBIH Ha
CBOMCTBaX OOBEKTa JOCTyHa, M KOHTEHTHBIH,
OCHOBAHHBIN Ha MOWCKE 3alpPEIICHHON K Iepenade
UH(pOpMALIMU C UCTIONB30BAaHUEM CUTHATYP, MacoK U
WHBIX METOJOB), M HCKIIOUCHHE HEMPABOMEPHOIl
nepeaayy uHpopMaIu

OLJI.6 OrpanuyeHue TMpaB TOJIb30BATEIECH 1O BBOAY
uHbOpMallUd B aBTOMATU3UPOBAHHYIO CHCTEMY
yIpaBieHUs

OLJL.7 KoHTposb TOYHOCTH, MOTHOTBI W MPABHIBHOCTH




JAHHBIX, BBOJHMMBIX B  aBTOMAaTHU3MPOBAHHYIO
CHUCTEMY yIIPABJICHUS

OLlL8

Kontponb omuboyHBIX AEWCTBUM MOJb30BaTENCH
no BBomy u (wim) mnepemade uHDOpMAMU U
npenynpexiaeHue Moiab3oBareneil 00 OmHUOOYHBIX
NEUCTBUIX

X. O6ecneuenune nocrymuoctu (OAT)

OJIT.0

Paspaborka mpaBun wu mpouenyp (MOJUTHK)
oOecrieyeHus 10CTyTHOCTH

O/T.1

Hcnonp30BaHMe OTKA30yCTOMUYMBBIX TEXHUYECKUX
CpencTB

OJ/IT.2

PeszepBupoBanune TEXHUYECKUX CPENCTB,
IPOrpaMMHOIO OOecreyeHus, KaHaJoB Iepeaadn
uH(popMaIuy, CpENCTB oOecrieueHus
(YHKIITMOHUPOBAHUS CUCTEMBI

OJIT.3

Kontpons  6e30TkazHOr0  (yHKIMOHHUPOBAHUS
TEXHUYECKUX CpPEICTB, oOHapykeHHe u
JOKaIU3aLuUs OTKa30B (bYHKIIMOHUPOBAHHUS,
NPUHSATHE MEpP IO BOCCTAaHOBJICHHMIO OTKa3aBILIMX
CPEICTB U UX TECTUPOBAHHE

O/T.4

[lepuoauueckoe pe3epBHOE KOIIMPOBaHUE
uHpOpMalMKM HA pe3epBHbIC MAaIIMHHbIE HOCUTENN
uHpopMaLuu

ONTS5

OOecneueHue  BO3MOXKHOCTU ~ BOCCTAHOBJICHHUS
UHpOpPMALIUK C PE3epPBHBIX MAIIMHHBIX HOCHUTENEH
uHdopmaiu  (pe3epBHBIX KOMHH) B TCUCHHUE
YCTaHOBJIEHHOTO BPEMEHHOI'O MHTEpBAJIa

O/IT.6

Knacrepuzanuss aBTOMaru3vpoOBaHHOM  CUCTEMBI
yrpaBiieHus U (W) €€ CETMEHTOB

ONT.7

KOoHTposIb COCTOSTHHSI M KauecTBa MPEAOCTaBICHHS
MOCTABIIMKOM  TEJICKOMMYHHUKAI[MOHHBIX  YCIIyT
BBIUMCIIUTEIBHBIX pecypcoB (MOIIHOCTEH), B TOM

YHClIe M0 nepeaaye HHPopMauu

X1. 3ammTa cpeast Bupryanusanuu (3CB)

3CB.0

Paspabotka mpaBwi u nporueayp (MOTUTHK) 3aIIUATHI
Cpebl BUPTYyaIu3aiun

3CB.1

Unentudukanus u ayreHTUDUKALUS CYObEKTOB
JIOCTyra U OOBEKTOB [JOCTylla B BUPTyaJbHOU
UH(DpACTPYKType, B TOM UHCIE aIMUHUCTPATOPOB
YIpPAaBIICHUS CPEACTBAMH BUPTYaU3alNH

3CB.2

VrpaBieHue JOCTYIIOM CyOBEKTOB JOCTyna K
00bEKTaM JIOCTyIa B BUPTYaJIbHON HH(GPACTPYKTYpE,
B TOM 4HCJI€ BHYTPHU BUPTYaJIbHBIX MallIuH




3CB.3 Peructpanus COOBITHI Oe3omacHOCTH B
BUPTyaIbHOW HHPPACTPYKTYpE

3CB.4 VYrpasnenue (dbunbTparus, MapuipyTU3amus,
KOHTPOJIb COCJIMHEHUS, OJTHOHATpaBJICHHAs
nepefada)  MOTOKaMH  MH(pOpMAIMA — MEXIY
KOMITOHCHTaMH BUPTyalbHOW WHQPACTPYKTYpHI, a

TaKxKe o nepuUMeTpy BUPTYAJIbHON
MHPPACTPYKTYPHI
3CB.5 JloBepeHHasi 3arpy3ka CEpBEpPOB BHUPTYyaJIM3aLNH,

BUPTyaJIbHOW MamuHbl (KOHTCHHEpa), CEepBEPOB
YIIPaBJICHUS BUPTyalln3alueit

3CB.6 VYhpapneHue nepeMenieHueM BUPTYaJIbHBIX MAIIUH
(koHTEliHEPOB) M 00padaTHIBAEMBIX HA HUX JTAHHBIX

3CB.7 KonTpons LIEJIOCTHOCTH BUPTYAJIbHOM
UHQPACTPYKTYpHI U €€ KOHPUTyparuit

3CB.8 Pe3epBHOE KONMpOBaHWE [AaHHBIX, PE3CPBHPOBAHHE
TEXHUUYECKUX CPEJICTB, MPOTPAMMHOI0 OOecreueHus
BUPTYaJbHOM HH(PACTPYKTYpHl, a TaKkKe KaHAJIOB
CBSI3U BHYTPHU BUPTyaIbHON HH(PACTPYKTYPhI

3CB.9 Peanmszanus n ynpasieHUE aHTUBHPYCHOM 3alUTOM
B BUPTYaJIbHON UHPPACTPYKTYpe

3CB.10 Pa3Ouenne BupryanpHOW HMH(QPACTPyKTypbl Ha
CErMEHTHI (cermenTHpOBaHKE BUPTYaJIbHOU
UHPPACTPYKTYphI) UIsi 00paboTkH HWH(pOpPMAIIUU
OT/ACNBHBIM TOJb30BaTeleM W (WiM) TpyHmHoin
I0JIb30BaTENECH

XI11. 3amura Texunnyeckux cpeacts (3TC)

3TC.0 Paspaborka npaBwi u nporeayp (IMOTUTHK) 3aIlUAThI
TEXHHUUYECKUX CPEICTB

3TC.1 3anura nH(popMaLnu, oOpabarbIBaecMoit
TEXHUYECKUMH CpPEACTBAMHU, OT €€ YTCUKH II0
TEXHUYECKUM KaHaJlaM

3TC.2 Opranuzanusi KOHTPOJUPYEMOM 30HBI, B Mpeaesax
KOTOPOH TOCTOSIHHO pPa3MEMIaroTCsl CTallMOHapHbBIE
TEXHUYECKUE CpEeIICTBa, obOpabarkIBaromue
WH(OPMAILIMIO, HWCIOJHUTEIBHBIE YCTPOMCTBA U
CpeICTBa 3aIlUThl WH(OPMALUM, a TaKXKe CPEICTBa
obecriedeHus PYHKITMOHUPOBAHUS

3TC.3 KonTtposns u ympasineHue ¢GuU3MYecKuM AOCTYIIOM K
TEXHUYECKUM  CPEJCTBAM, CPEICTBAM  3alUThI
uHbopMaImH, cpeAcTBaM obecreyeHus

(YHKIIMOHMPOBAHUS, a TakXKe B TMIOMEIICHUA U
COOPYXKEHHUsI, B KOTOPbIX OHM YCTaHOBIICHBI,
WCKITIOYAIOIINEe HECAHKIIMOHUPOBAHHBIN (DU3UUECKUN
JOCTYII

3TC.4 Pasmerienrie  ycTpoiicTB BbIBOma (OTOOpaskeHwMs)
uHpopmannu, HCKIIIOYAIOIIEee ee




HECAHKIIMOHUPOBAHHBINA MPOCMOTP

3TC.5

3amuTa OT BHENIHMX BO3ACHCTBHI (BO3IEHCTBUI
OKpY>Karolei cpebl, HECTAaOMIBHOCTH
ANEKTPOCHAOKEHHS, KOHIWIIMOHUPOBAHUS U HWHBIX
BHEIIHHUX (haKTOPOB)

XII1. 3amura aBTOMATH3HPOBAHHOI CHCTEMBI U ee KoMnoHeHToB (3UC)

31C.0

Paspaborka mpaBwi u npoueayp (IMOTUTHK) 3aIlUThI
ABTOMATU3UPOBAHHON CUCTEMBI U €€ KOMIIOHECHTOB

+

+

31C.1

Pasnencnue byHKIH o yIPaBICHHUIO
(aAMHHUCTPUPOBAHHUIO) aBTOMATU3WPOBAHHOU
CHCTEMOM yIpaBJicHHUS, yIpaBICHHUIO
(aAMHHUCTPUPOBAHUIO) CUCTEMOM 3alUThI, QYHKIIUIT
nmo o60paborke wuHGOpPMALUU U HHBIX (QyHKIUN
ABTOMATH3MPOBAHHON CUCTEMBbI YIIPABICHHSI

3UC.2

[IpenorBpamienre  3af€pKKM  WIM  [PEpPbIBAHUSA
BBITIOJIHEHUS MTPOLIECCOB € BBICOKMM IIPUOPUTETOM CO
CTOPOHBI POLIECCOB C HU3KUM ITPUOPHUTETOM

31C.3

ObecrnieueHre 3amuThl WHGOPMAIMKA OT PACKPBITHS,
MoAM(UKAIIMKM W HaBsA3bIBaHUS (BBOJA JIOXKHOM
nHpopMmarmu) mpu ee mnepenade (MOATOTOBKE K
nepenade) Mo KaHajaM CBSI3M, MMEIONIMM BBIXOJ 32
npenenabl KOHTPOJIUPYEMOW 30HBI, B TOM 4HCIIE
0ecrpoBOIHBIM KaHajaM CBA3H

3UC.4

OOecnieueHue JIOBEpEHHBIX KaHaja, MaplIpyTa
MEXAY  aAMUHUCTPAaTOpOM,  IIOJb30BaTeleM U
cpenctBamu  3amuthl  uHpopManuu  (QyHKIHSIMU
0€30MacHOCTH CPECTB 3AIUTHI HHPOPMALIUH)

3UC.5

3anper HECAaHKLIMOHUPOBAHHOU YIAJICHHON
aKTHBAallUM BUACOKaMep, MHKPO(GOHOB M HUHBIX
nepuepuitHbIX ~ YCTPOMCTB,  KOTOpblE  MOTYT
aKTUBUPOBATHCS  YHAJICHHO, W OIOBELICHUE
MoJIb30Baresei 00 aKTUBALIMKM TaAKUX YCTPONUCTB

3UC.6

[lepenaua W KOHTPOJb IEIOCTHOCTH aTpUOYTOB
0e3omacHoCcTH (METOK 0€30MacHOCTH), CBA3aHHBIX C
nH(opManuen, mpu oOMeHe nHPOpMaIHEel ¢ UHBIMU
aBTOMATU3UPOBAHHBIMU (nHMOPMAITMOHHBIMH)
cHCTEMaMHU

3UC.7

KoHTponp CAaHKIIMOHMPOBAHHOTO W  HCKIIOYECHHE
HECaHKIIMOHUPOBAHHOTO HCITOJIL30BaHUS
TEXHOJOTMM MOOMJIBHOTO KOJla, B TOM YHCJIE
peructpanus COOBITHH, CBSI3aHHBIX c
HCITOJIb30BAaHUEM TEXHOJIOTHH MOOMJIBHOTO KO/Ja, X
aHAJIN3 U pearupoBaHUE Ha HAPYIIEHUs, CBA3aHHBIE C
HCIIOJIb30BAHUEM TEXHOIOTHH MOOMIBHOTO KOJa

31C.8

KoHTponib CaHKIMOHHUPOBAHHOTO U  UCKIIIOUECHHE
HECAHKIIMOHUPOBAHHOTO MCIIOJIb30BAHMS
TEXHOJIOTMII  Nepefayd peyd, B TOM  YHCIIE
perucrpanus COOBITHIA, CBA3aHHBIX c




UCIIOJIb30BAHUEM TEXHOJIOTMM Iepefadyd peyd, HX
aHaJIM3 U pearnpoBaHNUE HA HAPYLIEHUs, CBSI3aHHBIE C
UCIIOJIb30BAHUEM TEXHOJIOTUH IIEpENAYU peun

31C.9

KoHTponp CaHKIMOHMPOBAHHOW M  MUCKIIFOUCHHE
HECAHKIIMOHUPOBAHHOM nepeaadn
BHJICOMH(pOPMAIINK, B TOM YHCJE PETUCTpaIus
COOBITHH, CBSI3aHHBIX C nepenavyen
BHJICOMH(OPMAIINH, UX aHAJIN3 U pearupoBaHUE Ha
HapyIICHHUS, CBSI3aHHBIE c nepegauei
BHJICOUH(POPMAITHT

31C.10

[TonTBepxnenue IIPOUCXOKICHUS VCTOYHHKA
uHOpMAIINH, TTOJTy4aeMOi B TPOIlecce ONpeesieHuUs
CETEBBIX aJpECcOB [0 CETEBBIM HMEHaM WU
OIIPENIETICHUs] CETEBBIX UMEH I10 CETEBBIM aJpecaM

31C.11

OO0ecrieueHre TOUTMHHOCTH CETEBBIX COCAMHCHUI
(ceancoB B3aMMOIEHCTBHS), B TOM YHCIIE IS
3alUTBl  OT TIOJMEHBI CETEBBIX YCTPONCTB H
CEpBHCOB

31C.12

Hckmtouenue BO3MOXKHOCTH OTpHULIAHUS
nmonb3oBareneM  (akra OTHpaBKH  WHGOpMaLUU
JPYTrOMY TOJIb30BaTEI0

31C.13

Hckmrouenue BO3MOKHOCTH OTPHIIAHUS
nosib3oBatesieM ¢akTa ModydeHus WHOOpMAIUU OT
JPYTOTO TIOJIH30BATEIIS

31C.14

Hcnonb3oBaHue yCTpOMCTB TEPMUHAIBHOIO JAOCTyIMa
TSl 00pabOTKH HH(POPMAITUU

31C.15

3ammuTa apXuBHBIX (ailyioB, MapaMeTpOB HACTPONKHU
CPeACTB 3alMThl WHGOpPMAIMM M TPOTPAMMHOTO
o0OecriedeHUs] M MHBIX JAHHBIX, HE MOAJIEXKAIIUX
MU3MEHEHHUIO B mporiecce 00padboTku nHpopmamm

31C.16

BrisBnenue, aHanmu3 ©u OJIOKMPOBAHUE CKPBITHIX
KaHallOB  mepemaud  uHboOpManuu B 00X0n
peaTu30BaHHBIX MeEp 3alUThl HMHPOPMAIUU WIH
BHYTPH pa3pelICHHBIX CETEBBIX MTPOTOKOJIOB

3UC.17

Pa30Ouenne aBTOMAaTH3MPOBAHHOMN CHCTEMBbI
yIpaBlICHUsI HAa CETMEHTHI (CErMEHTHPOBaHHUE) W
obecreueHue 3aiThl IEPUMETPOB CErMEHTOB

31C.18

OOGecrieueHne 3arpy3Ku u WCITOTHCHUS
MPOrpaMMHOTO  O0ECIeYeHHss C  MAaIIMHHBIX
HOCHTeNeH WH()OpPMAIUU, MOCTYMHBIX TOJBKO JIJIst
YTCHUS, W KOHTPOJIb IEIOCTHOCTH  JAHHOTO
MPOrpaMMHOTO 0OecTeueHus

31C.19

W3onsuus mporieccoB (BBINOIHEHHE IMPOrpaMM) B
BBIZICJICHHOM 00JIACTH TTaMATH

31C.20

3amuTa O0eCrpoOBOIHBIX COCAMHEHUMN, MPUMEHIEMBIX
B aBTOMaTHU3UPOBAHHOW CUCTEME yIPABICHUS

31C.21

Hckirouenue goctyna noip30BaTess K HGOpMaInH,
BO3HUKUIECH B PE3YJIbTATE ACUCTBUUA IPEABIAYIIETO
TIOJIB30BATENS YEPE3 PEECTPHI, ONEPATUBHYIO MaMSTh,




BHEIIHME 3allOMHHAIONINE YCTPOWCTBA U HHbBIE
oO1rue AJ1s MoJIb30BaTeNe pecypehbl

31C.22 3amura aBTOMAaTU3UPOBAHHON CHCTEMbI yIPaBICHUS + +
oT yIpo3 0e30macHoCTH uHpOopMaIny,
HaNpaBJICHHBIX Ha OTKa3 B 0OCIIYKHUBaHUHU

3UC. 23 3amura nepumerpa  (pusmueckmx u  (win) + +
JIOTHYECKHUX TPAHMI]) aBTOMATH3UPOBAHHON CHCTEMBI
yIOpaBICHUS TIPU €€ B3aMMOJCHCTBUU C HWHBIMHU
aBTOMATU3UPOBAHHBIMU (uH(MOPMAITMOHHBIMH)
cUcTeMaMu U UHGOPMAIIMOHHO-
TEJICKOMMYHHUKAIIHOHHBIMU CETSIMHU

31UC.24 [IpexkpamieHre  CETEBBIX  COEAMHEHHH TI0  UX
3aBEpPIICHUH WM 1O HWCTCYCHUW  3aJaHHOTO
OTIEPaTOpPOM BPEMEHHOTO WHTEpBajia HEAKTHBHOCTHU
CETEBOTO COCAMHEHUS

3U1UC.25 Hcnonp3oBanne B aBTOMATU3UPOBAHHOM CHCTEME
VOpaBJICHHUS Pa3IMYHBIX THUIIOB OOIIECUCTEMHOTO,
NPHUKIATHOTO W CIEMUAIBHOTO  IPOTPaAaMMHOTO
obecrieueHus (Co3maHue TeTePOTreHHOM CPEeIbl)

31C.26 Hcnonb3oBaHue  NPUKIATHOTO  (CHEIMAIbHOTO)
POrPaMMHOTO obecrieyeHus, MMEIOIIIETO
BO3MOXHOCTh  (YHKIIMOHHPOBAaHUS B  Cpemax
Pa3IHYHBIX OMEPAIIMOHHBIX CHCTEM

3UC.27 Co3nanue  (OMynsius)  JIOKHBIX ~ KOMIIOHCHTOB
aBTOMATU3UPOBAHHOU CHCTEMBI yIpaBJICHNU,
MpeIHa3HAYCHHBIX TSI OOHAPYKCHHS, PETUCTPALIUU
W aHaIM3a JCUCTBUM HApyLIUTEIEM B mpolecce
peanuzanuu yrpo3 6e30macHoCTH HH(HOPMAITIH

31C.28 Bocnpoussenenue JIOKHBIX W (MIHM)  CKpPBITHE
UCTHHHBIX  OTJACIBHBIX  TEXHOJOTMH W (WiH)
CTPYKTYPHO-(PYHKIIHOHATBHBIX XapaKTEPUCTUK
ABTOMATU3UPOBAHHON CUCTEMBI yIPAaBJICHUS WU €€
CErMEHTOB, o0ecrnieynBaloniee HaBSI3bIBAHUE
HapYUIUTEIIO JIOKHOTO MPEICTaBICHUSI 00 HCTUHHBIX
TEXHOIOTUAX U (M) CTPYKTYPHO-(DYHKIIMOHATBHBIX

XapaKTePUCTUKAX
31C.29 [TepeBon aBTOMATH3UPOBAHHON CHCTEMBI WIH €€
yCTpOMCTB (KOMITOHEHTOB) B 3apaHee OINpeIeICHHY IO
KOH(UTypaIuio, 00eCcTeunBaroILy 0 3aIIUTy
UHpOpMAIMK, B Cllydyac BO3HUKHOBEHHH OTKa30B
(c6oeB)
31C.30 3ammTa  MOOWIBHBIX  TEXHHUYECKHUX  CPEJICTB, + +
NPUMCHSIEMBIX B aBTOMAaTU3UPOBAHHOW CHUCTEME
yIpaBICHUS

X1V. Ob6ecnieuenne 6e30nacHoii pazpadorku nporpaMmuoro odecniedenusi (OBP)

ObP.0 Paspabotka mpaBun W mpouenyp  (MOJHTHK) + +
oOecrieyeHust Oe3omacHon pa3paboTKu




MPOTPAMMHOTO 00ECIICYEHHUS

ObP.1

AHanmu3 ysA3BUMOCTEH U yrpo3 0e30MacHOCTU + +
uHpopManMu B XOA€ pa3pabOTKH MPOrpaMMHOIO
oOecrieyeHus

ObP.2

Craruyeckuit aHaJIU3 KoIa IPOrpaMMHOTO +
obecricueHUss B XO/e pa3pabOTKH MPOTPaMMHOTO
obecrieueHus

ObP.3

Pyunol aHanm3 koja mMpoOrpaMMHOTO 0OeCTieueHUs B
X0JIe pa3paboTKu MPOTrpaMMHOTO 0OecTIeUeHUs

ObP.4

TectupoBaHme Ha  TPOHHKHOBEHHE B  XOJIE +
pa3pabOTKH MPOTPAMMHOTO O00ECIICUEHUS

OBbP.5

JluHaMUYeCKHd ~ aHamM3  Koja  IPOrpPaMMHOIO +
oOecIieyeHUSI B XOJe pa3paOdOTKH IPOrPaMMHOIO
obecrieueHus

ObP.6

JlokyMeHTHupOBaHHE nopoueayp obecrnieueHMs + +
Oe3omacHOn pa3zpaboTku IPOrpaMMHOTO
oOecriedeHus] pa3pabOTYUKOM U TPEIACTABICHHE HX
3aKka34yuKy (omeparopy)

XV. Ynpasjienue 00HOBJIeHUsIME TporpaMmMuoro odecnedenusi (OI1O)

OIIO.0

Paspabotka mnpaBun u  mpouenyp  (MONUTHK) + +
yIpaBJICHUS OOHOBJICHUSIMU IPOrPaMMHOTO
obecrnieuenus (BKIIIOYAsh TONYyYCHHE, TPOBEPKY U
YCTaHOBKY OOHOBJICHUI)

OIl0.1

[Tonydenue 0OHOBJIECHUI OpOorpaMMHOTO + +
obecrnieueHust oT pa3paboTunka WA
YIIOJTHOMOYCHHOI'O M JIHIIA

OI10.2

TecTtupoBanue OOHOBJICHHI IIPOTPAMMHOTIO + +
oOecreyeHus: 10 ero yCTaHOBKM Ha MakeTe WU B
TE€CTOBOM 30HE

OIlO.3

LlenTpanu3oBaHHas yCTaHOBKa OOHOBJICHHIA
IPOrPaMMHOTO 00eCTIeUCHUS

XVI. [InanupoBanue MeponpusitTuii mo odecnevenunio 3amuTbl nHdpopmamuu (IIJTH)

[TJIH.O Paspaborka mpaBun u  mpouenyp  (MOJHTHK) + +
IUIAHUPOBAHUS  MEPONPUATUNA 1O  00ECTIeYEHUIO
3alIUThl HTHPOpPMAITUU

IIJIH.1 Onpenenenue JINII, OTBETCTBEHHBIX 3a + +
TJIaHUPOBAHUE, peanu3anuio 151 KOHTPOJIb
MEpONPUATUI o o0ecre4eHnIo 3aILHTHI
uHpopManMM B  ABTOMAaTHU3WPOBAHHOW  CHCTEME
yIpaBIICHUS

[TJIH.2 Pa3pabotka, yTBep)kIeHHE M aKTyanu3alus IUIaHa + +
MEepOTNpUATUN o o0ecreyeHno 3aIUTHI

uHpopMalMM B aBTOMATU3MPOBAHHBIX CHCTEMax
yIpaBiIeHUs




[1JIH.3 KonTpons BBITIOJIHEHUS MEpONPUATUI o + +
o0ecre4eHnIo 3aIUTHI uH(popManuu B
aBTOMATH3UPOBAHHBIX  CHCTEMax  yMpaBleHUs,
MPETyCMOTPEHHBIX YTBEP>KAECHHBIM IJIAHOM

XVIl. Odecneuenue aeiicTBHii B HeIITATHBIX (HenmpeaBuaeHHBbIX) cutyanusx (JJHC)

JIHC.O Paspabotka mnpaBun u  mpouenyp (MONUTHK) + +
oOecnieueHus NEeNUCTBUN B HEIITaTHBIX
(HempeIBUICHHBIX) CUTYAIIUSIX

JIHC.1 Pa3paGorka  mmanma  geiictBuil  Ha  chmyuai + +
BO3HMKHOBEHHSI  HCIITATHBIX  (HEMPEIBUICHHBIX)
CUTYaLNI

JIHC.2 OOyuenne u oTpabOTKa MAEWCTBHI IepcoHala B + +
city4ae BO3HUKHOBEHHS HEIITaTHBIX

(HenpeIBUICHHBIX) CUTYAIIUi

JHC.3 Coznanue albTEepHATUBHBIX MECT XpaHEHUs U +
o0paboTku nH(pOpMaMK Ha clydald BOSHUKHOBEHUS
HEITAaTHBIX (HETIPEIBUICHHBIX) CUTYAIIHIA

JIHC.4 Pe3epBupoBaHue  mporpaMMHOro  oOecnedeHus, +
TEXHUYECKUX CPEJCTB, KAHAJIOB IEpEelayd JaHHBIX
aBTOMAaTU3MPOBAHHBIX  CHCTEM  YIpPaBICHUS Ha
ciyvai BO3HUKHOBEHMS HEIITaTHBIX
(HempeIBUICHHBIX) CUTYyaIlHi

JIHC.5 OOGecneuecHue BO3MOXKHOCTH BOCCTaHOBJICHUS + +
ABTOMATH3MPOBAHHON CHCTEMbI YIpaBIeHUS U (WIIN)
€e KOMIIOHCHT B CJTy4ae BO3HHKHOBEHHS HEINTATHBIX
(HenpeIBUCHHBIX) CUTYAIINi

XVIIl. HudopmupoBanue u odyyeHnue nepconaia (UI1O)

HUI10.0 Pazpabortka mpaBun u  mpouenyp  (MOJHUTHK) + +
nH(pOPMUPOBAHUS B O0yUYEHHUS IMepCcoHasa

HII0.1 NudopmupoBanue nepcoHania 00 yIrpo3ax + +
6e301acHOCTH uHpOpMaIny, 0 MpaBUIax
AKCIUTyaTaIluu CUCTEMBI 3aIUTHI

aBTOMaTHSHPOBaHHOﬁ CHCTCMBI YIpPaBJICHUA u
OTACJIbHBIX CPCACTB 3alIUThI I/IH(I)OpMaIII/II/I

HI10.2 OOyueHue mepcoHanga IpaBWIaM SKCIUTyaTalluu + +
CUCTEMbI 3alIUThl ABTOMAaTU3MPOBAHHON CHUCTEMBbI
yOpaBICHUS W  OTAEIbHBIX  CPEACTB  3aLIUTHI
uHpopMaIu

NI10.3 [IpoBeneHne MpakTHYECKUX 3aHATUU C MEPCOHATIOM +
[0 MpaBWiaM 3KCIUTyaTallMM CHCTEMBI  3aLUTHI
ABTOMATU3UPOBAHHOM  CUCTEMBl  yIPABICHUS U
OTJENBbHBIX CPEACTB 3alIUTHl HHPOPMALIUU

X1 X.AHanau3 yrpo3 6e3onacHocT MH(GpOPMAIINE U PUCKOB oT uX peaiuzanun (YBHU)




YBU.0

PaspaboTka npaBui1 u npoueAyp (MOJUTHK) aHATU3a
yrpo3 6e30macHOCTH MHQOPMAIIUM U PHUCKOB OT HX
peanu3anuu

YBN.1

[Tepuonnueckuii aHaJIn3 U3MCHEHHUS yIrpo3
0e30macHOCTH MHQOpPMAIUH, BO3HUKAIOIINX B XOJE
JKCIUTyaTaluu aBTOMAaTU3UPOBAHHOM CUCTEMBI
yIpaBieHUs

YBUN.2

[Tepuoauueckast — MEpPEOIeHKa  MOCACACTBHUA  OT
peamuzali  yrpo3 0e30MacHOCTH HH(POpMAIMH
(ananu3 pucka)

XX. BbIsiBjieHHe HHIIUIEHTOB U pearnpoBanne Ha Hux (MHII)

MHIL.O

Paspabotka mnpaBua u  mpouenyp  (MONHUTHK)
BBISIBJICHHS MHIIUICHTOB U PEarkpOBaHUs Ha HUX

MHIL.1

OrnpezeneHune Jinil, OTBETCTBEHHBIX 3a BBISBICHUE
VHIMJICHTOB U PEarupOBaHUE HA HUX

WHIL.2

ObHnapyxeHue, WACHTU(DUKAUS U PETUCTPAIUSL
UHIUJCHTOB

MHIL3

CBoeBpEMEHHOE nH(pOpMHUpPOBaHUE T,
OTBETCTBEHHBIX 32 BBISBICHHE HHIMACHTOB U
pearupoBaHMe Ha  HHMX, O  BO3HHUKHOBEHHH
WHIUICHTOB

WHIL4

AHanu3 HUHIMJACHTOB, B TOM YHCJIE OIpEICICHUE
WCTOYHUKOB U MPUYNH BOZHUKHOBEHHS MHIIUJICHTOB,
a Tak)Ke OIlCHKA UX MOCIEICTBHI

MHIL5

[IpuHATHE MEp 1O YCTPAHEHWIO MOCIEACTBUI
VHIIWJICHTOB

MHIL6

[LmanupoBanue u
PEI0TBPAICHUIO
WHIIUJICHTOB

IIPUHATHE
IIOBTOPHOT'O

Mep o
BO3HUKHOBECHHS

XXI. YnpaBienne kondurypanmueii aBTOMaTH3MPOBAHHON CHCTEMBbI YIIPABJICHUS H €€ CHCTEMbI

3amuThl (YK®)

YK®.0

Paspaborka mpaBun u  mpouenyp  (MOJHTHK)
yIpaBlieHUs KOH(UTypalueld aBTOMATU3HPOBAHHOM
CHUCTEMBI YIIPABJICHUS U €€ CUCTEMBI 3aIUThI

VKd.1

Onpenenenne UL, KOTOPBIM pa3pelICHbl EUCTBUS
M0 BHECEHUI0O W3MEHEHHH B  KOHQUTYpaIHUIO
ABTOMATU3UPOBAHHOM CHUCTEMBl YIPABICHUS U €€
CHUCTEMBI 3aIIHThI

VYK®.2

VYrpasnenue VU3MEHEHUSIMHU KOH(pUTypanuu
ABTOMATU3UPOBAHHON CHUCTEMBbl YIPABJICHUS U €€
CHUCTEMBbI 3aIUThI

YK®.3

BO3JIEVICTBUS
KOH(pUTypanuu

Awnamms
IJIaHUPYEMbIX

MOTEHIIUAILHOT'O
U3MEHEHUU B




ABTOMATH3MPOBAHHONW CHUCTEMbI  YIPAaBJICHUS U
CHCTEMbl  3aIUTHl HAa  OOCCICYCHHE  3alUThI
UHpOpPMAIIMM ¥  COIIACOBAaHWUEC W3MCHCHUH B
KOHQUTYpaIllii  aBTOMAaTU3UPOBAHHOM  CHCTEMBI
yIPaBJICHHSI C JOJKHOCTHBIM JIUIIOM (paOOTHHUKOM),
OTBETCTBEHHBIM 3a oOecrneueHne O0e30macHOCTH
ABTOMATH3UPOBAHHON CUCTEMBI YIIPaBICHUS

YK®.4 JlokymeHnTupoBanue wuHpopManuu (IaHHBIX) 00 + + +
U3MEHEHHSIX B KOH(QUTYpallUud aBTOMAaTH3UPOBAHHOMN
CUCTEMBI YIIPABJICHUSA U €€ CUCTEMBI 3aILUThI

YK®.5 Pernamenranus u KOHTPOJIb ~ TEXHUYECKOTO + + +
oOCTy)KMBaHUs, B TOM 4YHUCJIE€ JUCTAHIIMOHHOTO
(ynanennoro), TEXHUYECKUX CPEICTB u

IporpaMMHOIO obecrneueHus aBTOMaTHSI/IpOBaHHOﬁ
CUCTCMBI YIIPABJICHUA

"+" - Mepa 3amuUTH MTHPOPMALIMK BKJIIOYEHA B 0a30BbI HAOOp Mep JUIsl COOTBETCTBYIOLIETO Kiacca
3alUIIEHHOCTH aBTOMAaTU3UPOBAHHON CUCTEMBI YIIPABICHHUS.

Mepsl 3amutbl uHGOpPMAaNUKM, HE OOO3HAUCHHBIE 3HAKOM '+, MPUMEHSIOTCS MpH afanTalud U
YTOYHEHHH aJlaliTUPOBAaHHOTO 0a30BOro Habopa Mep, a Takke IpH pa3padoTKe KOMIICHCUPYIOIIMX Mep
3alUThl  MH(POpPMAIMM B aBTOMATU3MPOBAHHOM CHCTEME YIIPABJICHHUS COOTBETCTBYIOIIETO KJlacca
3aIHUIIECHHOCTH.



