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|. O6Lwme nonoxeHus

1. Hactoswue OcHOBHble HanpasneHusa paspaboTaHbl B Lensx peanvsaumm
OCHOBHbIX nonoxeHun Ctparernm HaunoHanbHon 6e3onacHocTn Poccuiickon ®egepauunn
0o 2020 roga, B COOTBETCTBMM C KOTOPOW OQHUM U3 NyTen npegoTBpaLleHns yrpos
MHpopmaumnoHHom 6esonacHocTn Poccuiickon degepaunm ABnseTca CoBepLUeHCTBOBaHME
6e30nacHOCTN (PYHKUMOHMPOBAHNA MHPOPMALIMOHHBIX U TENEKOMMYHUKALNOHHbBIX CUCTEM
KPUTUYECKN BaXKHbIX OO BbEKTOB MHAPPACTPYKTYPbl U OOGBbEKTOB MNOBLILLEHHOW ONACHOCTY B
Poccunckon degepauum.

2. Llenbto rocyaapcTBeHHOM NOnNUTUKK B obrnactn obecneyeHunsi 6e3onacHoCcTu
aBTOMAaTM3MPOBAHHbIX CUCTEM YNpaBfeHns NPOU3BOACTBEHHBIMU Y TEXHOSTOMMYECKUMMU
npoLueccamMm KpUTUYECKM BaXKHbIX 0ObEKTOB MHPpacTpyKkTypbl Poccunckon ®egepavmm
SIBNSIETCA CHMKEHME A0 MUHMMAIIbHO BO3MOXHOMO YPOBHSI PUCKOB HEKOHTPONMMPYEMOTO
BMeLLaTenbCTBa B MPOLECChl (PYHKUMOHMPOBAHNS AaHHbBIX CUCTEM, a Takke MUHUMMU3aLMS
HeraTUBHbIX NOCNeACTBUIN NOAOBHOro BMeLlaTenbCTBa.

3. OCHOBHbIE MOHATHSA, ncnosrb3yemMbli€ B HACTOALLUX OcCHOBHbIX HanpaBneHn4ax:

a) KpUTUYECKN BaXKHbIN 0OBbEKT MHppacTpyKTypbl Poccunckon ®epepaunn (panee -
KPUTUYECKN BaXKHbI OOBEKT) - 0OBEKT, HapyLleHne (Mnu npekpaLleHme)
PYHKLUMOHNPOBAHNSA KOTOPOro NPMBOAMT K NoTepe ynpaBreHnd, paspyLleHnto
NHPPaCTPYKTYpbl, HEOOPATUMOMY HErATUBHOMY U3MEHEHUIO (MITN Pa3pyLLEHNIO)
9KOHOMWKM CTpaHbl, cybbekTa Poccuiickon degepaumm nnbo agMUHUCTPATUBHO-
TeppuTOpManbHON eguHULbl UK CyLeCcTBEHHOMY yXyALIeHo 6e30nacHOCTH
XMU3HEeOeATENbHOCTU HaceneHus, NPOXNBAoLEro Ha 3TUX TEPPUTOPUSAX, HA ANUTENbHbIN
CpOK,;

6) aBTOMaTU3NPOBaAHHAA cucTeMa ynpasfeHns Npou3BOACTBEHHBIMU U
TEXHOMOMMYECKMMIN NPOLIECCAMMN KPUTUHECKN BAXKHOTO 0ObeKTa MHPPACTPYKTYpbI
Poccuinckon denepaumm (qanee - asTomatnsnpoBaHHasa cuctema ynpasneHunsa KBO) -
KOMMJIeKC annapaTtHbIX U NPOrpamMMHbIX CPEACTB, MHPOPMALMOHHBIX CUCTEM U
MHPOPMALIMOHHO- TENEKOMMYHUKALMOHHBIX CETEN, NPeAHa3HaYeHHbIX 4S5 peLleHuns
3ajay onepaTMBHOIO ynNpasBneHnsl U KOHTPONSA 3a PasfMyHbIMKU NpoLieccamu u
TEXHUYECKMMUN OObEKTaMM B pamMKax OpraHu3auumn NnponsBoacTBa U TEXHONOMMYECKOro
npouecca KpUTUYECKn BaXXHOro 00beKTa, HapyLleHne (Mnu npekpalleHme)
PYHKLUMOHNPOBAHUS KOTOPbIX MOXET HAHECTU Bpe BHELUHENONMUTUYECKUM MHTepecamM
Poccuinckon degepaumm, ctatb NPUYMHOM aBapui 1 KatacTpodd, MaccoBbIX GeCnopsiaAKoB,
ASIUTENbHbIX OCTAHOBOK TpaHCNopTa, NPONU3BOACTBEHHbIX NN TEXHONOMMYEeCKNX
npoLeccoBs, Ae30praHu3auumn paboTbl yYpexaeHu, npegnpuaTnuia nn opraHmsasmn,
HaHeCceHns matepuanbHoro yuiepba B KpynHOM pasmepe, CMepPTU UIM HAHECEHUS TAXKOro



Bpeda 300pOoBblo XOTA Obl 0AHOrO YenoBeka 1 (MNK) MHbIX TSHKENbIX NocneacTsui (qanee -
TSDKKME NOCNeacTBns);

B) KpuTHyeckasi MHopmaumoHHasa nHgpacTpyktypa Poccunckon ®egepaunn (ganee
- KpuTnyeckasi MHpopMaLMOHHas MHPPaCTPYKTypa) - COBOKYMHOCTb
aBTOMAaTM3MpoBaHHbIX cuctem ynpasneHna KBO n obecneumBatomx nx B3anmogencramne
MH(OPMaLNOHHO- TENEKOMMYHUKALMOHHBIX ceTer, NpeaHa3HaYeHHbIX 4518 peLleHuUs
3agad rocyaapcTBEHHOro ynpaBneHns, obecnedeHns o60poHOCNOCOOHOCTH,
6e3onacHOCT 1 NpaBonopsiaka, HapyleHue (Mnu npekpaLleHne) yHKLNOHUPOBaHUS
KOTOPbIX MOXET CTaTb NPUYNHOM HACTYMNNEHUSA TSHXKUX NOCNeaCcTBUN;

) KOMMbIOTEPHAaA aTaka - LieneHanpasneHHoe Bo3AencTBUe Ha MHADOPMaLMOHHbIE
CUCTEMBI Y UHPOPMALIMOHHO-TENEKOMMYHUKALMOHHbIE CETU NPOrPaMMHO-TEXHUYECKUMM
cpeacTBamu, OCYLLECTBINSIEMOE B LIENAX HapyLIeHUss 6e30nacHOCTVM HAOpMaLIMKN B TUX
cucTemMax u ceTsax;

A) 6e3onacHOCTb aBTOMaTU3NPOBaHHON cucteMbl ynpasneHusa KBO - coctosiHue
aBTOMaTM3nMpoBaHHOW cucTemsbl ynpaenerHus KBO, npu koTopom obecneynBaeTcs
cobnogeHne NPoeKTHbIX NpeaerioB 3Ha4YeHUN NapamMeTpPOB BbIMOSTHEHUSA €10 LieneBbIX
yHKUMI (Oanee - WraTHbIM pexnM OyHKLUNOHNPOBAHNSA) Npy NpoBeAeHUN B OTHOLLEHUN
ee KOMMbIOTEPHbIX aTak;

e) 6e30nacHOCTb KpUTUYECKON MHAPOPMALIMOHHOW MHAPACTPYKTYPbI - COCTOSIHME
3NIEMEHTOB KPUTUYECKON MHPOPMAaLMOHHON MHPPACTPYKTYPbl U KPUTUYECKON
MHOPMALNOHHOM MHPPACTPYKTYPLI B LIENOM, MNP KOTOPOM NpoBeAeHUe B OTHOLLEHUN ee
KOMMbIOTEPHbIX aTak He BeYyeT 3a COBON TSXKKMX NOCNEeACTBUN;

) KOMMNbIOTEPHbIN MHUNOEHT - pakT HapyLLeHUs LITaTHOro pexumMa
PYHKUMOHNPOBaHUSA 3rieMeHTa KpUTUYeCKon MHPOPMaLMOHHON NHAPPACTPYKTYpPbl UK
KPUTMYECKON MHPOPMALIMOHHON NHAPACTPYKTYPbI B LIENOM,;

3) eAnHas rocyaapCTBeHHasa cucteMa obHapy>XeHUsa 1 npegynpexaeHns
KOMIMbIOTEPHbIX aTak Ha KPUTUYECKYI0 MHAPOPMALIMOHHYO NHPPACTPYKTYPY N OLEHKN
YPOBHS peanbHOM 3aLlULLEHHOCTHN ee 3NIEMEHTOB - LIeHTpanvM3oBaHHas, nepapxumyeckas,
TeppuTopmanbHO pacnpeneneHHasa CTpyKTypa, BKtoyaroLwasa cunbl u cpeacraa
oBHapyXeHus 1 NpeaynpexaeHns KOMMNbIOTEPHbIX aTak, a Takke OpraHbl ynpasneHus
pPasfiMyHbIX YPOBHEN, B MONTHOMOYUS KOTOPbIX BXOAAT BONPOChl o6ecnevyeHns
6e3onacHOCTN aBTOMaTU3NPOBaHHbIX cuctem ynpasneHns KBO 1 MHbIX aneMeHToB
KpUTU4eCKon MHPOPMaLMOHHON NHPPACTPYKTYPbI;

n) cunbl OOHApPYXEHNSA N NpeaynpeXxaeHns KOMMNbITEPHbIX aTak - YNOTHOMOYEHHbIE
noapasgenenus denepanbHOro opraHa UCNoNHUTENbLHON BNnacT B obnactu obecnevyeHns
©esonacHoCTU, dhefepanbHbIX OPraHoOB UCMOMTHUTENBbHOMW BIACTW, OCYLLECTBISOLLMX
aeaTenbHOCTb B obnactn obecneveHnsa 6e3onacHOCTH, rocygapCTBEHHOrO Haa3opa U
KOHTpONS, ynpaBneHnsa AeaTeribHOCTbIO KPUTUYECKN BaXKHbIX OOBEKTOB U UHbBIX 3NTEMEHTOB
KpUTMYECKON MHPOPMALIMOHHOM MHAPACTPYKTYpPbI, @ Takke pusmyeckne nuua n
cneunarnbHO BblAeNEHHbIE COTPYAHUKN OpraHM3aumnii, OCyLLIECTBNSAIOLWMX SKCANyaTaumto
aBTOMaTU3MPOBaHHbIX cuctem yrnpasrneHmss KBO 1 MHbIX arieMeHTOB KpUTU4eCKon
MHOPMaLNOHHOM MHPACTPYKTYPbI HA NpaBax COBCTBEHHOCTU NMUOO Ha NHbBIX 3aKOHHbIX
OCHOBaHUSX, NPUHMMAIOLLNE y4acTue B O6HapYXEeHUN 1 NPeaynpexXaeHnn KOMMNbTEPHbIX
aTak Ha KpUTUYECKYH MH(POPMAaLIMOHHYO MHPPACTPYKTYPY, MOHUTOPUHIE YPOBHS €€
peanbHOM 3aLMLLEHHOCTU U NMNKBMAALMM NOCNEACTBUA KOMMbIOTEPHbBIX MHUMOEHTOB Ha
OCHOBaHuM 3akoHoaaTenbcTBa Poccunckon denepauunu;

K) cpeactBa obHapyKeHus 1 NpeaynpexaeHnst KOMMbIOTEPHbIX aTak - TEXHOMOorK, a
TaKKe TeXHUYecKMe, NporpaMMHble, IMHIBUCTUYECKUE, NPABOBbIE, OPraHN3aLMOHHbIe
CpeAcTBa, BKIYasi CETU U CPEACTBa CBSA3M, cpeacTBa cbopa 1 aHanuaa uHgopmaumm,
NoAAEPXKKN NPUHATUS yNpaBneHYeCcknx peLleHnii (CUTyaLMoHHbIe LEHTPbI),



npeaHasHavyeHHble A5 0OHapYXXeHUs N NpeaynpexaeHns KOMMbITEPHbIX aTak Ha
KPUTMUYECKYI0 MHGOPMALMOHHYK NHAPACTPYKTYPY, MOHUTOPUHIA YPOBHA ee pearibHOM
3alMLLEHHOCTUN U NTIUKBUAALUN NOCNEeACTBUIA KOMMNbIOTEPHbBIX NHUMAEHTOB;

n) cunbl NMKBMAALUK NOCNEACTBUA KOMMbIOTEPHbBIX MHUMOEHTOB B KPUTUYECKON
MHOPMAaLNOHHOM MHPPACTPYKTYPE - YNOSTHOMOYEHHbIE noAapasaeneHnsa gegepansHoro
opraHa ucnonHuTenbHoOn BrnacTu B obnactn obecneyeHuns 6e3onacHocTn, pusmnyeckue
nuua 1 cneyunanbHO BblAENEHHbIE COTPYAHMKM OpraHM3aunin, OCyLLECTBIISAIOLWMX
aKcnnyatauuio aBToMaTuU3MpoBaHHbIX cuctem yrnpasrneHns KBO 1 MHbIX arnemeHToB
KpUTU4eCcKkon MHOopMaLMOHHON NHPPACTPYKTYpbl HA NpaBax COBCTBEHHOCTU NMBO Ha
WHbIX 3aKOHHbIX OCHOBaHUSAX, a Takke COTPYAHUKN NPeanpuaTni - paspaboTynkos
annapaTtHbIX CPEACTB M NporpaMMHOro obecnevyeHmns, UCnosib3yembiXx B
aBTOMaTU3MPOBaHHbIX cuctemax ynpasneHus KBO, npuHumMatoLime Ha ocCHoBaHuUn
3akoHogaTenbcTBa Poccuickon defepanmm y4actme B BOCCTAaHOBEHUN LUTATHOIO
pexma QPyHKLMOHUPOBAHUS 3NIEMEHTOB KPUTUYECKON MHAPOPMALMOHHOM
MHPACTPYKTYpPbl NOCIE KOMMbIOTEPHbLIX NHUWAEHTOB;

M) CpeAcTBa NiMKBuaaunm nocrneacTBmm KOMNbOTEPHbLIX NHUWMAEHTOB B KPUTUYECKOM
MHGOPMaLMOHHOW MHMPACTPYKTYpE - TEXHONOIMN, a TakKe TEXHUYECKME, NPOorpamMMHbIe,
NpaBoOBble, OpraHM3aLUnOHHbIE CPeaCTBa, BKIOYAsa CETU U CpeacTBa CBA3U, CpeacTsa
cbopa v aHanusa nHdopmMaLumu, npegHasHaYeHHble AN BOCCTAHOBIIEHUSA LITATHOrO
pexnmMa PyHKLUNOHMPOBAHUSA SNIEMEHTOB KPUTUYECKON MHGOPMAaLMOHHON
MHPACTPYKTYpPbl MOCIE KOMMbOTEPHbLIX NHUUAEHTOB.

Il. @akTOopbI, BNUsowme Ha hopMupoBaHMe rocyaapCcTBeHHOW NONMUTUKN B
obnacTtu o6ecnevyeHnss 6€30NacHOCTU aBTOMaTU3INPOBaHHbIX CUCTEM yrnpaBneHus
KBO, 1 ee OCHOBHbIe NMpPUHUMUNBI

4. ObecneyeHne 6e30nacHOCTM aBTOMaTU3MPOBaHHbLIX cuctem ynpasneHns KBO
ABNAETCS HEBO3MOXHbIM 6e3 obecnedeHnss 6e30nacHOCTU aBTOMAaTU3NPOBAHHBLIX CUCTEM
ynpasneHuns KBO n kputndeckon MHGPOpMaLMOHHON NHPPpACTPYKTypbl B uenom. [lJaHHoe
nonoxeHue obycnoBneHo NOBCEMECTHbIM BHEAPEHMEM LLUMPOKOTrO CneKTpa
WH(OPMALMNOHHbBIX TEXHOMNOMMIA B CUCTEMBI YNpaBrneHust NPON3BOLACTBEHHbIMU U
TexHonorndecknmun npoueccamm KBO, rmobanusaumen coBpeMeHHbIX MHPOPMaLMOHHO-
TeNeKOMMYHUKALMOHHbIX CETEN, NpeBpaLLEHNEM UX B €ANHYI0 MUPOBYIO MHPOPMAaLMOHHO-
TeNeKOMMYHUKALMOHHYIO CETb C pas3MbITbiIMU FpaHMLaMN HaUMOHaNbHbIX CErMEHTOB,
CYLLLECTBEHHbIM YBENUYEHMEM 0NN pacnpeneneHHbiX aBTOMaTU3NPOBAHHbIX CUCTEM
ynpasneHuns KBO n Bce 6omnbwInMM NCNosib3oBaHNEM MHGOPMALMOHHO-
TeNeKOMMYHWUKALMOHHBIX CETEN U CeTen CBA3M 0BLLEero NCNonNb3oBaHUS Ansa nx
WMHOpMaLNOHHOrO 0BMeHa.

5. ®akTopbl, BNMsoLWmME Ha PopMUPOBaHME FOCYOAaPCTBEHHON NONUTMKK B 06nacTu
obecnevyeHns 6e30nacHOCTN aBTOMaTU3NPOBaHHbIX cuctem ynpasneHns KBO:

a) UHTerpaums B e4uHble KOMMNIEeKCbl aBTOMaTU3MPOBaHHbLIX CUCTEM YNpaBreHns
KBO n gpyrmx tHOpMauNoHHbIX CUCTEM, UCMOMb3YyEMbIX B yrpaBneHun
NPOM3BOACTBEHHBIMU Y TPAHCMOPTHBIMU CTPYKTYpaMn, aaMUHUCTPATUBHBIMU U
(PMHaHCOBbLIMU pecypcamu;

6) NOCTOSAHHOE YCNOXHEHNE UCMONb3yEMbIX B aBTOMAaTM3MPOBaHHbIX CUCTEMAX
ynpaenenusa KBO nporpammHoro obecneyeHuns n obopyagosaHums;

B) NpaKTuKa OCyLEeCTBNEHNA NHOCTPaHHbIMU (hUpMamMm TEXHUYECKOTO
00Cny>X1UBaHUA U yaaneHHoOW HaCTPONKN aBTOMaTU3NPOBAHHbLIX cuctemM ynpasneHus KBO
B LIESTOM UK UX COCTaBHbIX YacTen, a Takke TenekoMMYyHUKauNoHHOro 06opyaoBaHus,
BXOASLLEro B COCTaB KPUTUYECKON MHPOPMAaLIMOHHON MHAPACTPYKTYPbI;



) CTPEMIeHne opraHnsaunii - paspaboTynKoB NporpaMmmMHoOro obecneyeHus
aBTOMaTU3MpoOBaHHbIX cucteM ynpaeneHust KBO K CHUXEHWIO N3fepKek W, kak cneacteme,
NCMNONb30BaHMIO TUMOBLIX PELUEHUI 1 3aMMCTBOBAHHOMO NPOrpaMMHOro obecrneyveHus;

[) UHTEHCMBHOE COBEPLLEHCTBOBAHME CPeACTB Y METOAOB UCMONb30BaHUS
NHPOPMALMOHHBIX 1 KOMMYHUKALMOHHBLIX TEXHOSOIMMIN ANs1 HaHeceHus yuepba
Poccuiickon ®egepaumm, a Takke y4acTMBLUMECS MOMbITKN UX NPUMEHEHUS B
NPOTMBOMNPAaBHbIX LIENSAX U KOHKYPEHTHOM 6opbbe;

€) ycurneHue yrposbl Teppopuama, pocT Yncna NpoTUBOMNPaBHbIX AESHUIA C
ncnonb3oBaHeM MHDPOPMALIMOHHBLIX N KOMMYHUKALMOHHbIX TEXHOMOTUIA;

X) CnoXuBLLAsiCS cpean onepaTopoB U BrnaenbLeB MHOPMaLMOHHbBIX CUCTEM, B
COCTaB KOTOPbIX BXOASAT aBTOMaTU3MpoBaHHble cucTeMbl ynpasneHus KBO, TeHaeHUms
COKPbITUS MOMbITOK U (DAKTOB HAPYLUEHUS! UX LUTATHOTO PYHKLMOHNPOBAHUS;

3) HEIOCTATOYHbIN YPOBEHb 06pa3oBaHNS U NPodeccroHaribHOM NOArOTOBKM
nepcoHana, obcnyxuneatoLero asToMaTn3mpoBaHHble cuctembl ynpaenenHus KBO,
CHWXXEHME TEXHONMOMMYeCKoM KyrnbTypbl NPOM3BOACTBA;

1) OTCYTCTBME 4OCTAaTOYHOIO HOPMaTUBHO-MPaABOBOIO PerynmpoBaHnsi NpoLeccoB
obecneyeHns 6e3onacHOCTM aBTOMaTU3MPOBaHHbIX cucTeM ynpaeneHus KBO, B Tom
Yyucre B YaCTW onpeaeneHnsi YypoBHS UX peanbHOM 3aluULLEeHHOCTH;

K) BbIHY>XOE€HHOE MpuBIieYeHne Npu co34aHNn aBTOMaTU3NPOBAHHbIX CUCTEM
ynpasnenunsa KBO MHOCTpaHHbIX (hypM - NpoM3BoaUTENEN M NOCTaBLUMKOB NPOrpamMmmMHoO-
annapatHbIX cpeacTB 06paboTku, XpaHeHUsa 1 nepegadn nHopmaumm n NpUMeHeHne
3apybexxHbIX NporpamMmMHO- annapaTHbIX PeLeHNiA, Co3hatoLLmnX NPeanoChINKN Ans
BO3HUKHOBEHUSA TEXHOMOrMYEeCKON U MHOW 3aBUCUMOCTM OT MHOCTPAaHHbIX rOCy4apCTB.

6. OCHOBHblE NPUHLMMbLI FOCYAAPCTBEHHON MNONUTUKM B 06nacTy obecneveHms
6e30nacHOCTV aBTOMAaTU3NPOBaHHbLIX cucTeM ynpasrneHus KBO:

a) cobnogeHne 3akoHogatenocTea Poccunckon ®egepaumn, a Takke TpeboBaHUN
MexayHapoaHbIx gorosopos Poccunckon denepaumm BceMu ydacTHUKaMu npoLecca
cO34aHusa 1 KCnyaTaumm aBToMaTU3npoBaHHbIX cucteM ynpasneHmsa KBO;

6) couyeTaHne NHTEPECOB M B3aUMHOW OTBETCTBEHHOCTM rOCYAapCTBa, rpaXxaaH, a
TaKke opraHusaLuumm, y4acTByoWwmnX B pa3paboTke, Co3a4aHum 1 aKcnnyaTaunm
aBTOMaTU3MpPOBaHHbIX cuctem ynpasneHnsa KBO;

B) NepcoHudmKaunsi OTBETCTBEHHOCTU AOMKHOCTHbIX ML, ONepaTopoB, NepcoHarna
N VHbIX 1AL, NPUHUMAIOLLMX yYacTue B pa3paboTke, co3naHum, BBOAE B AelCTBMe,
aKcnnyaTauum 1 MoAepPHU3aLMN aBTOMAaTM3NPOBaHHbIX cucTem ynpasnenns KBO;

r) obecnevyeHme KOMMNMIEKCHOM 3aLnTbl KPUTUYECKON MHOPMALIMOHHOM
WMHPaACTPYKTYpbI B LIENIOM, BKIIOYasa co3faHne eanHON rocyaapCTBEHHON CUCTEMbI
oBHapyXeHust 1 NpeaynpexaeHns KOMMNbIOTEPHbIX aTak Ha KPUTUYECKYHO
MHOPMALNOHHYI0 MHAPPACTPYKTYPY Y OLEHKN YPOBHS pearnbHOM 3allULLEHHOCTY ee
3MNEeMEHTOB;

A) obecneyeHve paspeLunTenbHOro Xxapaktepa AeAaTenbHOCTM B obnacTtu
obecneyeHmns 6e3onacHOCTM aBTOMaTM3MPOBaHHbIX cuctem ynpasneHna KBO ¢
NCNONb30BaHNEM MEXaHM3MOB NMLIEH3MPOBAHUS U cepTMdUnKauuu;

€) pasgeneHve pyHKUMn mexay enepanbHbIM OpraHoM UCMNOSTHUTENBHOW BriacTu B
obnacTtu obecneveHns 6e30nacHOCTN N MHbIMK beaepanbHbIMU OpraHamm
NCNONHUTENBHOW BNACTK, OCYLLECTBNAIWNMUN AeaTenbHOCTb B 0brnacTtn 6esonacHocTy,
opraHamu rocygapCTBEHHOrO HaZ30pa U KOHTPOS, YyNpaBeHUsa AeAaTenbHOCTbIO
KPUTUYECKN BaXKHbIX OOHEKTOB M MHbIX 31EMEHTOB KPUTUYECKON MHGOPMAaLMOHHON
NHPACTPYKTYPbI, yCUNEHUE KOOPpOUHAUUN UX AeATENbHOCTY;



X) pernameHTaums npas 1 06s13aHHOCTEN COBCTBEHHMKOB aBTOMaTU3NPOBAHHbIX
cuctem ynpasneHus KBO 1 nHbIX 06bEKTOB KPUTUYECKON MHOPMALIMOHHOMN
WHPACTPYKTYpPbl, @ TaKKe 3KCMNyaTUpYOLWNX UX OpraHn3auuim;

3) HegonyLeHne TEXHOOrMYECKOM UM MHOW 3aBUCUMOCTU OT MHOCTPaHHbIX
rocygapcTB Npu OCyLLECTBNEHUN AeATeNbHOCTU B obnacTtn obecneveHnsa 6esonacHocTn
aBTOMaTM3MpoBaHHbIX cuctem ynpasneHusa KBO.

[ll. OCHOBHbIe HanpaBrieHUsl rocyAapCTBEHHOW NOMUTUKKN B obGnacTtu
obecneyeHMsa 6€30NaCHOCTM aBTOMaTU3UPOBaHHbIX cuctem ynpasneHnsa KBO

7. PelueHne OCHOBHbIX 3afa4 rocyAapCTBEHHOM NONUTKKN B obriacTn obecneveHus
6e30nacHOCTV aBTOMaTU3NPOBaHHLIX cucTemM ynpasneHus KBO gomkHO ocyLLeCTBNSTLCS
Mo crieaytoLwmnm HanpaBneHmsIM:

a) COBEpPLUEHCTBOBaAHNE HOPMaTUBHO-NPaBoBoOn Gasbl;
6) rocynapcTBeHHOE perynmpoBaHue;
B) NPOMBILLSIEHHAs! U HAyYHO-TEXHUYECKas NONUTKKA;

r) doyHAaMeHTanbHas u NnpuknagHasa Hayka, TEXHOOorMm u cpeacrtea obecneveHus
©e30nacHOCTN aBTOMAaTU3MPOBaHHbIX cuctem ynpasnexHmst KBO u kputuyeckom
MHOPMALNOHHON MHPPACTPYKTYPSI;

A) noBblLLEeHNe KBanudukaumm kagpos B obnactn obecneyeHns 6e3onacHoCTu
aBTOMaTU3MpPOBaHHbIX cuctem ynpasneHnsa KBO.

8. OCcHoOBHbIe 3a4a4u, KacalLlmMecss COBEPLUEHCTBOBAHUSA HOPMATUBHO-NPaBOBOM
6a3bl B 0bnactn obecnevyeHus 6e3onacHOCTM aBTOMATU3MPOBaHHbLIX CUCTEM YrpaBneHus
KBO:

a) onpegeneHve 1 pasrpaHnYeHne NorTHOMOYUIA cheaepanbHOro opraHa
NCMNONHUTENbHONM BNacTu B obrnactn obecrnevyeHnss 6e3onacHoCTH, MHbIX deaeparnbHbiX
OpraHOB UCMOMHUTENBHONM BMACTU, OCYLLECTBASALWNX AEATENbHOCTb B 06nacTu
obecneyeHnst 6e30MacHOCTU, OpraHOB roCyAapCTBEHHOIO HaA30pa U KOHTPONS,
ynpaBneHns 0eaTernbHOCTbH KPUTUYECKN BaXKHbIX OO bEKTOB M UHBIX 31EMEHTOB
KPUTMYECKON NHPOPMALIMOHHOW NHAPACTPYKTYPbI;

6) 3akoHogaTenbHOe onpeaeneHve 1 3akpenneHe npas n 06s13aHHOCTEN
cOBCTBEHHMKOB aBTOMaTU3NPOBaHHbIX cucTteM ynpasneHuss KBO 1 nHbIXx 06beKToB
KPUTMYECKON MHPOPMALIMOHHOM NHADPACTPYKTYPbI 1 SKCNyaTUPYOLWLMX UX OpraHusaumin. B
obnacTtu obecneveHns 6e30nacHOCTN aBTOMaTU3NPOBaHHbIX cuctem ynpasnenns KBO;

B) onpeneneHve nopsaka:

pa3paboTkn, BBOAA B AENCTBME, IKCMyaTauum 1 MogepHmM3aumm
aBTOMaTU3MPOBaHHbIX cuctem yrnpasrneHmss KBO 1 MHbIX arieMeHTOB KpUTU4EeCKon
MHGOPMaLNOHHOW MHMPACTPYKTYpPHI;

nonyyeHus genepanbHbiM OpraHoM UCNOSTHUTENbHON BNacT B obnacTtu

obecneyeHmns 6esonacHocTn nHdopmaumm 06 aBTOMaTU3MPOBAHHbIX CUCTEMAX
ynpaeneHns KBO 1 MHbIX anemMeHTax KpuTnieckon MHPOpPMaLMOHHON NHPPAaCTPYKTYpbI;

MCMONb30BaHWS CUM U CPeacTB OBHapPYKEHMS 1 NPeayNpPEeXaeHNss KOMMbIOTEPHbIX
aTak Ha KpUTMYECKYH0 MHAOPMALMOHHYO MHADPACTPYKTYPY;

MCMONb30BaHWS CUMN U CPEACTB NIMKBUAALMN NOCNeACTBMIN KOMMNbIOTEPHbIX
WHLUMOEHTOB B KPUTUYECKON MHPOPMALIMOHHOW MHADPACTPYKTYPE;

OENCTBUI OOMMKHOCTHbIX NUL, NepcoHana v BrnagernbleB aBTOMaTU3NPOBaHHbIX
cuctem ynpasneHus KBO 1 UHbIX 3fIEMEHTOB KPUTUYECKON MHGOOPMALMOHHOM
MHAPACTPYKTYpPbl NPy 06HaPYXEHUN NOMNbITOK UMW PaKTOB HaPYLUEHUS LUTAaTHOro
PYHKLNOHNPOBAHUS 3TUX OOBHEKTOB B Criyvae KOMMNbIOTEPHbIX MHUMAEHTOB;



) co34aHne NpaBoOBbIX OCHOBaHWIA U onpeaeneHve nopsiaka NpUMeHeHUs Mep
NPUHYANTENBHOIO M3MEHEHWUsI MHPOPMaLIMOHHOTO 0bmeHa ¢ obbekTamu
NHGOopMaTU3auUn, ABRSIOWUMUCS UCTOMHMKAMKN KOMMbIOTEPHBIX aTak, BMMoTb 40 €ro
MONHOro NpeKpaLLeHns;

) HOpMaTMBHO-NpaBoBoe obecnevyeHne PyHKLNOHNPOBAHUS eQUHOWN
rocygapCTBEHHOW CUCTEMbI OBHAPYXXEHMS KOMMBIOTEPHbIX aTak Ha KPUTUYECKYHO
NHGOPMALMOHHYO NHAPPACTPYKTYPY U MOHUTOPUHIa YPOBHS €€ pearibHOM
3aLUULLIEHHOCTMU;

€) BBeeHne OTBETCTBEHHOCTM 3a HapyLUleHne nopsgka paspaboTtku, BBoAa B
AencTeue, akcnnyaTauum 1 MogepH1M3aumm aBToMaTM3NpPOBaHHbIX CUCTEM yNpaBeHus
KBO 1 MHbIX 9NEMEHTOB KPUTMUYECKOM MH(POPMAaLIMOHHON MHAPACTPYKTYPbI;

)K) ycuneHmne oTBeTCTBEHHOCTU 3a Co3gaHneE U (VIJ'IVI) npumMmeHeHmne cpencTts
KOMMbKOTEPHbIX aTak,

3) onTumMmM3auna 3akoHogaTenocTea Poccuinckon degepaumm B 4actu
NNUEH3NPOBaHUA OEATENbHOCTN, CBA3AHHON C pa3paboTKon, Npon3BoaCcTBOM,
aKcnnyataunen n TeXHMYECKMM oBCny>XMBaHNeM aBTOMaTU3NPOBaAHHbBIX CUCTEM
ynpaBrneHnsa KpUTUYECKN BaXKHbIMM OB beKTaMN.

9. OcHOBHble 3aja4v rocy4apCTBEHHOIO perynnpoBaHus B obnactu obecneveHums
6e30nacHOCTV aBTOMAaTU3NPOBaHHbLIX cucTeM ynpasrneHus KBO:

a) pasBuUTUE MEXaHNU3MOB roCy4apCTBEHHOIO YpaBneHNsa N KOHTPOSS, a Takke
ycuneHue koopamHauum B obnactu obecneyeHns 6€30nacHOCT KpUTUYECKOWM
NHOPMaLMOHHON NHPACTPYKTYpPbI;

6) BblaeneHune (NnpueneyvyeHne) HeobxoaumbIX 06bLEMOB U MCTOYHUKOB (PUHAHCOBbIX
pecypcoB (BIOIKETHBIX U BHEDIOOXKETHbLIX) Ha peanusaumio nporpaMmm 1 nNnaHoB
mMeponpusaTuii B obnactu obecneyeHms 6e30nacHOCTM aBTOMaTM3MPOBaHHbLIX CUCTEM
ynpasneHuns KBO n kputnyeckon MHGPOpPMaLMOHHON NHPPACTPYKTYpbI B LENOM;B)
cosfaHue eguHON rocygapCTBEHHOW CUCTEMbl OBHapyXXeHUs U npeaynpexaeHus
KOMMbIOTEPHbIX aTak Ha KpUTUYECKYH MHOPMAaLMOHHY MHPPaCTPYKTYPY U OLEHKM
3alLUMLLEHHOCTMN ee 3NIEMEHTOB;

r) obecnevyeHne yCTonumBoro oyHKLMOHNPOBAHMS HALNOHANbHOro CermeHTa equMHon
MUPOBON MHOPMALMOHHO-TENEKOMMYHUKALMOHHOM CETU B YCNOBUAX MAaCCUPOBAHHOMO
OECTPYKTUBHOIO MHOOPMAaLMOHHOIO BO3LENCTBUS C TEPPUTOPUINA, HAXOOALLMXCSH BHE
topucamkumnm Poccunmnckon degepauuu;

[) co3gaHue ycroBuin, CTUMYITMPYHOLLNX pa3BuUTHe Ha Tepputopum Poccumckon
denepaumm NPon3BOACTBA TENEKOMMYHUKALMOHHOIO 060pya0BaHMs, YCTONYMBOIO K
KOMMbIOTEPHBIM aTakam;

€) cosfgaHue n nogaepXaHne B NOCTOSIHHOM FOTOBHOCTU CUIT U CPeACTB NUKBMaaLmm
nocnescTBUM KOMMbIOTEPHbBIX MHUWAEHTOB B KPUTUYECKOM NMHAOPMALIMOHHON
WHPaCTPYKTYpE;

X) pasBuUTME MEXOYHAPOAHOro COTPYAHMYECTBA, BKOYasi COBEPLLEHCTBOBAHME
MeXa4yHapoAHOoM koonepauun B obnactn obecneyeHns nHdpopmaumoHHon 6e3onacHocTy;

3) CTUMYNMpOBaHWe, B TOM YMcCne MaTepuanbHoe, NPOBEAEHMS YaCTHBIMN
opraHu3aumsMun 1 nuuamMmm nccnegoBaHui B obractn obHapy>XeHust ya3BMMoCTeN
nporpaMmHoro obecneyeHnss 1 06opyaoBaHUA, MPUMEHSEMOro B aBTOMaTU3NPOBaHHbIX
cuctemax ynpasneHnsa KBO n Ha nHbIX o6bekTax KpUTnyeckon MHOpMaLMOHHON
WHPaCTPYKTYpbI, C NpeacTaBrieHMeM pesynsrtaToB heaepanbHOMYy OpraHy
NCNONHUTENBHOM BriacTn B obnactn obecnevyeHnsa 6e3onacHoCTu.



10. OcHOBHbIe 3a4a4n N0 COBEPLUEHCTBOBAHUIO MPOMBbILLSIEHHOW U HAy4HO-
TEXHUYECKOW NoNUTUKK B obnacTtun, obecneyeHns 6e3onacHOCTM aBTOMaTU3NPOBAHHbIX
cuctem ynpasneHus KBO:

a) NpoBeAEeHNEe KOMMMEeKca MeponpuUATUA No pasBuUTUO CUCTEM, CPEACTB U METOLOB
TEXHNYECKOWN OLEHKN YPOBHS pearnibHOW 3allULLEeHHOCTN aBTOMaTU3NPOBaAHHbBIX CUCTEM
ynpasneHuns KBO n kputnyeckon MHGpopmMaLMOHHOM NHPPACTPYKTYpPbI B LLENOM;

6) co3gaHne eauHbIX PEECTPOB NPOrpamMMHbIX M annapaTHbIX CPEACTB,
Mcnonb3yemblx B aBTOMaTU3NPOBaHHbIX cuctemax ynpaenenunst KBO, cosgaHve 6a3
AaHHbIX, KacaloLWmMXcst HaOEXHOCTU (PYHKLMOHUPOBAHNST aBTOMATU3MPOBaHHbBIX CUCTEM
ynpaenenust KBO, coCcTosiHUS nX 3aLMULLIEHHOCTUN, COCTOSIHUS TEXHUYECKOrO
o6opyaoBaHus, oLeHKM 3hPEKTUBHOCTN AENCTBYOLLNX U BHEOPSEMbIX HA KPUTUYECKM
BaXHbIX 0ObekTax mep 6e3onacHoCTy;

B) NpOBeAEHNE KOMIIIEKCA OpPraHN3aLMOHHO-TEXHUYECKUX MEPONMPUATUI MO
UCKITKOYEHUIO NPOXOXAEHUSA MHPOPMAaLMOHHOIO 06MeHa aBTOMaTU3NPOBAHHbIX CUCTEM
ynpaeneHust KBO no TeppuTtopusiM MHOCTPaHHbIX rocyaapcTs, a Npu TEXHNYECKOW
HEBO3MOXHOCTW TAKOrO UCKITIOYEHUS - CO3aHMe U NPUMEHEHME 3alLUMTHBIX Mep,
obecneymBaoLLNX OTCYTCTBME MOOLIX HEraTUBHbLIX BO3AECTBMIA Ha NPOLIECCH,
KOHTPONMpyeMble aBTOMaTU3MPOBaHHbIMU cucTeMamm ynpaeneHust KBO, B criyyae
HapPYLUEHUS LITATHOTO PYHKLIMOHMPOBAaHNS 9TOTO KaHarna CBA3W;

r) paspaboTka KoMmnnekca Mep No CO34aHU0 U BHEAPEHUIO TENEKOMMYHUKALMOHHOTO
060pyaoBaHMs, YCTOMYMBOIO K KOMMbIOTEPHBLIM aTakam;

A) co3gaHne XpaHunuLia 3TanoHHOro NPorpaMMHOro obecnevyeHunsi, CNonb3yemoro B
aBTOMAaTM3MpPOBaHHbIX cuctemax ynpasneHmsa KBO 1 Ha gpyrmx obbekTax KpuTn4eckom
MHGOPMaLNOHHOW MHMPACTPYKTYpPHI;

e) pas3sutune (C y4eToM MobumnmnsaumoHHOM FOTOBHOCTM) Hay4YHO- NPOU3BOACTBEHHOM
6a3sbl, obecneunBaroLLeN BbINyCcK cucTeM (Cpeacts) obecneyeHns 6e3onacHoCTU
aBTOMaTM3MpoBaHHbIX cuctem ynpasneHnsa KBO 1 MHbIX 06bEKTOB KpUTUYECKOWN
NHOPMaLMOHHON NHPACTPYKTYpPbI;

X) paspaboTka 1 BHegPEHNE NMNOPTO3aMELLAIOLLNX TEXHONOMMIN, MaTepmnanos,
KOMMNMEKTYOLWMNX U ApYrMX BUOOB NPOAYKLUNN, NCNOMNb3YEMbIX B aBTOMATU3MPOBAHHbIX
cuctemax ynpasnenunsa KBO.

11. OcHoBHble 3agaun B obnactu passutus pyHgaMeHTanbHON U NPUKNagHON HayKu,
TEXHONMOrMM 1 cpencTB obecneveHns 6e30nacHOCTU aBTOMAaTU3NPOBAHHbLIX CUCTEM
ynpasneHunsa KBO n kputnyeckon MHGOOpMaunoHHOM NHPPaCTPYKTYpbI:

a) paspaboTka METOAOB M CPEACTB CBOEBPEMEHHOIO BbISIBAEHUS YITPO3 U OLEHKN NX
OMacHOCTU AN aBTOMaTU3NPOBaHHbIX cucTeM ynpasneHus KBO 1 MHbIX anemMeHToB
KPUTMYECKON MHPOPMALIMOHHON NHAPPACTPYKTYPbI;

6) paspaboTka 1 BHegpeHME cneLmann3npoBaHHbIX MHHOPMAaLMOHHO-
aHanuMTU4eCcKNx CUCTeM, pasBuMTUE UcCcnegoBaHui B obnactn matemMaTn4ecKkoro
MogenupoBaHus npoueccos obecrnevyeHns 6e30nacHOCTN aBTOMaTU3NPOBAHHbLIX CUCTEM
ynpasneHuns KBO 1 nHbIX 06bEeKTOB KPUTUYECKON MHGOPMALMOHHOM NHPPACTPYKTYPbI,
HanpaBneHHbIX Ha BbIpabOTKy BEPOATHbIX CLIEHAPUEB Pas3BUTUSA CUTYaUMU U NOSLEPXKKY
ynpaBneH4YeCcknx peLLeHui;

B) pa3paboTka 1 BHeAPEHNE KOMMIIEKCHBIX CUCTEM 3aLLMTbl U obecnevyeHuns
6e3onacHOCTN aBTOMaTU3NPOBaHHbIX cuctem ynpasneHns KBO 1 nHbix 06beKkToB
KPUTMYECKON MHPOPMALIMOHHOM NHAPACTPYKTYPbl, OTBEYAIOLLNX COBPEMEHHOMY YPOBHHKO
pasBUTUA UHPOPMALNOHHBIX TEXHOMOMMA N MUHUMU3UPYHOLLMX y4acTne 06CcnyXmnatoLero
nepcoHana B HaCTpoWKe 1 aKCcnnyaTauum BXOASALWMX B UX COCTaB NpOrpaMmHo-
annapaTtHbIX CPeACTB;



r) paspaboTka onsi aBToMaTtusanpoBaHHbIX cuctem ynpasneHuna KBO
cneunanmanpoBaHHbIX SKOHOMUYECKU LieniecoobpasHbiX MHPOPMAaLMOHHBIX TEXHOMOMUNA,
WCKIIOYaoLLNX U B MaKCUMarbHOM CTEMNEHN CHUXKAIOLWMUX Ha TEXHONOrMYECKOM YPOBHE
0OMeH nHdopMauuen, nognexailen obsasaTensHOM 3alumTe.

12. OcHOBHble 3a4a4n No COBEPLUEHCTBOBAHUIO 0Opa3oBaHusl, MOArOTOBKA U
NOBbILLEHMS KBanudukaumm kagpos B obnactn obecneyeHuns 6e3onacHoCcTu
aBTOMaTU3MPOBaHHbIX cuctem ynpasrneHmst KBO, noBbILWEHNIO 0OLLErO YPOBHS KYNbTYpbI
MHdOpPMaLNOHHON 6e30NacHOCTU rpaxaaH:

a) CoOBepLUEHCTBOBaHME CUCTEMbI MOArOTOBKKU, NepenogroToBKM U atTecTauum
KagpoB (B TOM Yucne pykoBogsLmx) B obrnactn obecneyeHms 6e3onacHoCTu
aBTOMAaTU3MPOBaHHbIX cuctem ynpasneHns KBO 1 kputnyeckom MHopMaLMoHHON
NMHpPaCTPYKTYypbl Ha 6a3e NpounbHbIX 06pa3oBaTeNbHbIX YYPEXAEHUN;

6) noBbILLEHME OBLLErO YPOBHSA KyNbTYpbl MHPOPMaLUMOHHON 6e30NacHOCTH rpaXaaH,
BKIOYasA NOBbILEHNE MHPOPMUPOBAHHOCTU HAaCeNeHNst O KPUTUYECKON MHAOPMAaLMOHHON
WH(paCTpyKType, yrpo3ax MHopMaLMOHHON Be3onacHOCTN 1 cnocobax 3aLmTbl OT ATUX
yrpos;

B) dpopmupoBaHue B 06LLECTBEHHOM CO3HAHUN HETEPNUMOCTU K NiMLam,
COBepLUAOLLMM NPOTMBOMNPAaBHbIE AEAHNS C UCNONb30BaHNEM UH(OPMALNOHHbBIX
TEXHOSTOTUMN.

V. OCHOBHbIe MeXaHU3Mbl U 3Tanbl peanun3auuun rocyp,apCTBeHHoﬁ NMONMMNTUKU B
obnacTtu obecne4vyeHns 6esonacHoOCTU aBTOMaTU3NpPOBaHHbLIX CUCTEM yrnpaBJieHUA
KBO

13. Peanusauus HacTosAwwmx OCHOBHbIX HanpaBrneHuin oGecnevymBaeTcs nyTem
KOHCONMMAaUMmn YyCUnuin opraHoB rocyapCTBEHHON BNACTU Y MHCTUTYTOB rPaXgaHCKoro
obLecTBa, HanpaeBneHHbIX Ha 3alMTy MHTepecoB Poccuiickon denepauum nocpeacTsoM
KOMIMIIEKCHOMO MUCMOMb30BaHUS NPaBOBbIX, OPraHN3aLNOHHbIX, TEXHUYECKUX, COLMarnbHO-
SKOHOMMYECKUX, CrieLmanbHbIX U UHbIX Mep MOAOEPXKN.

14. KoopanHaumto oeatenbHOCTN doeeparnbHbIX OpraHoOB UCMONMHUTENBHOW BlacTu
no peanusaunmn HacToswmx OCHOBHbIX HanpaBneHu ocyLecTBAsSeT dpeaeparnbHbl OpraH
NCMNOoNHMUTENbHON BriacTu B obnactn obecneyeHns 6e3onacHoCTu.

15. HacTtosawume OCHOBHble HanpaBeHUs peanuayoTcs B pamkax:

a) CYLLECTBYHOLLMX U NIIaHUPYEMbIX FOCY4apCTBEHHbIX NPOrpamm;

6) nnaHa meponpuaTUn No peanunsauum HacToAwmx OCHOBHbLIX HanpaBneHun,
yTBepxaaemoro lNpasutensctBom Poccunckon denepaumn.

16. HacTtoawume OCHOBHbIE HanpaBneHUs peanuayTcs No3TanHo.
17. Ha nepBom atane (2012 - 2013 rogpl) HEOGXOAUMO OCYLLECTBUTD:

a) NoAroToBKY NnaHa MeponpuATUn No peanusauynmn HacToawmx OCHOBHbIX
HanpasneHuu;

6) HopmMaTMBHO-NPaBOBOE onpeaeneHne N pasrpaHNYeHne NOSTHOMOYNIA U
OTBETCTBEHHOCTU dhefepanbHOro opraHa UCNoSTHUTESNTbHOW BNacTu B obnacTu
obecneveHns 6e30nacHOCTH, NHbIX befepanbHbIX OPraHOB UCMONTHUTENBHOW BNacTH,
OCYLLIECTBALWMNX AeATENbHOCTb B obnactn obecneveHms 6e30nacHOCTH, OpraHoB
rocy4apCTBEHHOrO Haa3opa M KOHTpons, ynpasneHus gesrternbHocTbto KBO 1 06bekToB
KPUTMYECKON MHPOPMALIMOHHON NHAPPACTPYKTYPbI;

B) onpeperneHne nopsiaka Ucnosb30BaHUS CUM U CPEACTB OOHapYXeHUs 1
npeaynpexaeHnst KOMMbITEPHbIX aTak Ha KPUTUYECKYH MH(OPMAaLMOHHYHO

WHPaCTPYKTYPY;



) pa3paboTKy KOHLUENUMM NCNOSb30BaHNSA CUIM U CPEACTB NUKBMOaLMM NOCeacTBUN
KOMMbIOTEPHbIX UHLUMOEHTOB B KPUTUYECKON MH(POPMALMOHHON MH(PPACTPYKTYpE;

[) onpeaeneHne HeoGXoaMMbIX 06 BEMOB Y UCTOYHMKOB (PMHAHCOBbLIX PECYPCOB
(GroaKeTHbIX U BHEDOIOMKETHBIX) HA peanu3auuio NporpaMm 1 NnaHoB MepPONpPUATUIA B
obnacTtn obecnedyeHns 6e3onNacHOCTN aBTOMATM3NPOBaHHbIX cucTeM ynpasneHns KBO u
KPUTUYECKON MHAOPMAaLIMOHHON MHAPPACTPYKTYPbI B LIENTOM Ha Nepuoa BTOPOro aTana
peanuaaummn HacToAwmnx OCHOBHbIX HaNpaBneHui;

€) NOAroTOBKY NPeasIoXKEHU Mo BHECEHWIO U3BMEHEHUI B YTBEPXKAEHHbIE
rocyqapCTBEHHbIE NPOrpaMMbl U KOPPEKTUPOBKE MMaHNPYEeMbIX FOCY4apCTBEHHbIX
nporpamm.

18. Ha BTopom atane (2014 - 2016 rogpl) HEO6XOAUMO OCYLLECTBUTD:
a) pa3paboTky HOPMaTUBHbIX MPaBOBbIX aKTOB, ONPEeAENSLUX:

nopsaokK nonyyeHus denepanbHbiM OpraHoM UCNONHUTENBbHON BNacTy B obnacTtu
obecneyeHuns 6esonacHocTn nHdopmaumm 06 aBTOMaTU3MPOBAHHbIX CUCTEMAX
ynpasneHuns KBO 1 nHbIX o6bekTax KpUTUYeCcKoM MHPOPMaLMOHHON MHAPACTPYKTYPbI;

npaBa 1 0643aHHOCTM COBCTBEHHMKOB aBTOMAaTU3MPOBAHHbLIX CUCTEM YrpaBrieHns
KBO 1 MHbIX 0OBEKTOB KPUTUYECKON MHADOPMALMOHHOM MHAPACTPYKTYpPbI, a Takke
3KCNNyaTUPYHLLUX UX OpraHu3auun B obnactn obecnevyeHnsa nx 6€3onacHOCT;NOpPsLaoK
pa3paboTku, BBOAA B AENCTBME, 3KChyaTaumMm n MogepHM3aumnm aBToMaTU3npoBaHHbIX
cuctem ynpasneHus KBO;

pernameHT (PyHKLUMOHNPOBaHWUSI eVHOWN rocyaapCTBEHHOW CUCTEMbI OBHapYXeHUs 1
npeaynpexaeHnst KOMMbITEPHbIX aTak Ha KPUTUYECKYH MHOPMAaLMOHHYHO
NH(PACTPYKTYPY M OLEHKM 3ALLMULLEHHOCTU E€ NEMEHTOB;

NopsAOK NUKBMAALMN NOCNECTBUMA KOMMbIOTEPHbBIX MHUWMAEHTOB B KPUTUYECKOMN
MHOPMAaLNOHHOM MHPPACTPYKTYpPE;

OEeNCTBUS OOMKHOCTHbBIX NUL, NepcoHana v BragenbLleB aBTOMaTU3NPOBaHHbIX
cuctem ynpasneHus KBO 1 nHbIX 06beKTOB KPUTUYECKON MHOPMALMOHHOMN
NHAPACTPYKTYpPbl NpM OBGHAPYXEHNN HECAHKLMOHUPOBAHHOMO AOCTyna K o6pabaTtkiBaemMon
MHGOPMaLUKM N UHBIX KOMMBbIOTEPHbIX NHUMOEHTAX;

OTBETCTBEHHOCTb 3a HapyLUeHne YyCTaHOBMEHHOrO Nopsiaka pa3paboTku, BBOAA B
AencTeue, akcnnyaTauum 1 MogepH1M3aumm aBToMaTU3NpPOBaHHbIX CUCTEM yNpaBeHus
KBO 1 MHbIX 0OBHEKTOB KPUTUYECKON MHADOPMALMOHHOM MHADPACTPYKTYpPbI;

NpaBOBblE OCHOBAHWS U MOPSIAOK NPUMEHEHUS MEP NPUHYAUTENBHOIO N3MEHEHMS
NHGOpPMaLMOHHOro obMeHa ¢ ob6bekTaMmm MHDopMaTU3ALMK, SBASHOLLMMUCS UCTOYHUKaMM
KOMMbIOTEPHbIX aTak, BNioTb 4O MOSTHOMO ero NpekpaLleHuns;

6) NnpoBeaeHne nacnopTm3aLmm aBToMaTM3MpoBaHHbIX cuctem ynpasneHusa KBO;

B) peanusauutio nepBoodepeiHbIX MEPONPUATUIA, HAaNpaBNEHHbIX Ha MUHUMU3ALNIO
NPOXOXAEeHUst NHHPOPMALIMOHHOrO 06MEeHa MeXay POCCUNCKUMI aBoHEHTaMu No
TEPPUTOPUSM MHOCTPAaHHBIX FOCYAapPCTB;

r) pa3apaboTKy cMCTEMbI FPAHTOB AN YaCTHbIX UL, U OpraHM3aunin, NPU3BaHHbIX
CTUMYNMpPOBAaTb UccneaoBaHnsa B 0brnactn obHapy>XeHUs ya3BMMOCTENn MPOrpaMmMHOro
obecneveHna n obopygoBaHsi aBTOMaTU3MpoBaHHbIX cuctem ynpasneHns KBO 1 nHbIx
00BHEKTOB KPUTUYECKON MHAPOPMALMOHHOM MHPPACTPYKTYpPbI;

A) pa3paboTKy KOMMNMEKCHbIX CUCTEM 3aLLnTbl 1 obGecnevyeHns 6e3onacHoCTH
aBTOMaTM3nMpoBaHHbIX cuctem ynpasneHns KBO 1 MHbIX 06beKTOB KpUTUYECKON
MHGOPMaLMOHHOW MHMPACTPYKTYPbl, OTBEHAIOLMX COBPEMEHHOMY YPOBHIO Pa3BuUTUA
NHPOPMALNOHHBIX 1 KOMMYHUKALMOHHBIX TEXHOOrMIA 1 MUHUMU3NPYIOLLIMX YYacTue



06cnyXMBaloLLErO NepcoHana B HaCTPOWKe U 3KChnyaTaummn BXOAALLMX B UX COCTaB
NporpaMMHo-annapaTHbIX CPeacTB;

e) onpeneneHne HeobxoanMbIX 06 LEMOB Y UCTOYHNKOB (PMHAHCOBLIX PECYPCOB
(GroaKeTHbIX U BHEDOIOMKETHBIX) HA peanu3auuio NporpaMm 1 NnaHoB MepPONpPUATUIA B
obnacTtn obecnedyeHns 6e3onNacHOCTN aBTOMATM3NPOBaHHbIX cucTeM ynpasneHns KBO u
KPUTUYECKON MHIPOPMAaLIMOHHOWN MHPPACTPYKTYPbI B LIENTOM Ha NocrneayloLmx atanax
peanuaaummn HacToAwmnx OCHOBHbIX HaNpaBneHui;

X) BBOA, B 3KCNNyaTauuto nepeor ovepean CUTyauMOHHOIO LIeHTpa eanHom
rocyqapCTBEHHOW CUCTEMbI OBHAPYXeHWUsI U NpeaynpexaeHns KOMMbIOTEPHbIX aTak Ha
KPUTUYECKYIO MHAPOPMALIMOHHYO MHAPPACTPYKTYPY U OLIEHKN YPOBHS pearnbHOM
3aLUMLLEHHOCTN €€ 3NEeMEHTOB;

3) cosgaHune cun U CpeacTB NUKBMAALUMU NOCNEACTBUA KOMMbIOTEPHbIX NMHLUNOEHTOB B
KPUTMYECKON MHPOPMALIMOHHOM NHAOPACTPYKTYpPE.

19. Ha tpetbem atane (2017 - 2020 rogbl) HEOH6XOAMMO OCYLLIECTBUTD:

a) BHegpeHMe KOMMIIEKCHbIX CUCTEM 3alwmThbl 1 obecneveHnss 6esonacHoCcTH
aBTOMaTU3MpoBaHHbIX cucteM ynpaeneHms KBO 1 nHbIX 06bEeKTOB KPpUTUYECKON
NH(OPMAaLMOHHOWN MHPPACTPYKTYPbl, OTBEYAIOLLMX COBPEMEHHOMY YPOBHIO Pa3BUTUS
NHEOPMALMOHHBIX TEXHOMOTUIA U MUHUMU3UPYIOLLNX y4acTue obCrnyxmBatoLLero
nepcoHana B HaCTPOMKe 1 3KCrslyaTaumm BXoasLWmMX B MX COCTaB NporpaMmHo-
annapaTHbIX CPEACTB;

6) peanusaunto KOMMNNEKca opraHM3aLMOHHbIX, NPABOBbIX, 3KOHOMUYECKMX N Hay4YHO-
TEXHUYECKNX MepP NO NPeKpaLLEHNIO NPOXOXAeHUS MHOPMaLMOHHOro obMeHa Mexay
POCCUNCKMMUN aBOHEHTaMM MO TEPPUTOPUAM MHOCTPAHHbLIX rOCY4apCTB;B) BBOA B
AEeNCTBME NEPBON oYepean XpaHunuma aTaroHHOro NporpaMmMHoro obecneyeHus,
NCMonb3yemMoro B aBTOMaTU3NpoBaHHbIX cuctemax ynpaesneHna KBO n Ha gpyrmux
obObekTax KpUTMYECKOM MHPOPMAaLIMOHHON MHAPACTPYKTYPbI;

) BHEOPEHNE CUCTEMbI TPAHTOB AN YaCTHbIX L, U OpraHu3aumin ons
CTUMYNUPOBAHUA UCCrenoBaHMi B 06nactn obHapyXeHnst ya3BUMOCTEN NPOrpaMMHOro
obecneveHna n obopygoBaHUst aBTOMaTU3MpoBaHHbIX cuctem ynpasneHns KBO 1 nHbIx
00BHEKTOB KPUTUYECKON MHGOPMALMOHHOM MHPPACTPYKTYpPbI;

A) BBOZ, B aKkcnyataumio CUTyaumoHHOro LeHTpa equHON rocygapCTBEHHOW CUCTEMDI
oBHapyXeHus 1 NpeaynpexaeHns KOMMNbIOTEPHbIX aTak Ha KPUTUYECKYHO
MHOPMaUNOHHY MHpaCcTPYKTYypy Poccuinckon denepaumm 1 OUEHKN YPOBHSA pearbHOM
3aLMLLEHHOCTN ee ANIEMEHTOB U CUTYaLUMOHHbIX LIEHTPOB PErMOHanbHOM m
BEOMCTBEHHOIO YPOBHEN,

€) co3gaHune onst aBToMaTtu3npoBaHHbIX cuctem ynpasneHuns KBO
cneunanmanpoBaHHbIX 3KOHOMUYECKU LLeniecoobpasHbiX MHPOPMAaLMOHHBIX TEXHOMOTUNA,
WCKIOYaoLLNX UIN B MaKCUMarbHOM CTEMNEHN CHXKAIOLWMX Ha TEXHOOrMYECKOM YPOBHE
obmeH nHdopmaumen, noanexailien obasarenbHon 3alnTe;

X) BBOA, B SKCMNyaTauuio B LIeNIOM e4MHOW rocyaAapCTBEHHON CUCTEMbI OBHapYKeHUs!
N NpenynpexaeHnst KOMNbIOTEPHbIX aTak Ha KPUTUYECKYH MHCPOPMAaLIMOHHYHO
NH(PACTPYKTYPY M OLIEHKM YPOBHS pearbHOM 3aLMLLEHHOCTU ee 3NeMEHTOB.

20. B nepuog nocrne 2020 roga ocyLecTBNSAEeTCS KOMMEKC MeponpuUsTuin no
noagepXXaHnto opraHn3aLMOHHOW, SKOHOMUYECKOW, HAaY4YHO-TEXHUYECKON U
TexXHonorm4eckom rotoeHocTn Poccunckon enepaumm K npeaoTspaLLeHunto yrpos
©e30nacHOCTN ee KPUTMYECKOM MHPOPMAaLIMOHHON MHAPACTPYKTYPbI.

KoHTakTHasa nHopmaums: 103132, r. Mocksa, MinatbeBckun nep., 4.4-10

O630p AOKyMeHTa



YCcTaHOBMEHbl OCHOBHbIE HAaNpaBneHWst rOCNONUTUKM B obnactu obecneveHuns
6e3onacHOCTN aBTOMaTU3NPOBaHHbIX cuctem ynpasneHus (ACY) npomsBoaCTBEHHbIMU U
TEXHOMNOrMYECKMMN NpoLeccamMmm KpUTUYECKnN BaxkHbix 06bekToB (KBO) nHppacTpyKTypsbl
Poccunckon degepauyum.

Mog KBO noHMmaeTcst 06beKT, HapyLleHne (Unu npekpalleHme) pyHKLUMOHMPOBaHNS
KOTOPOro NpMBOAUT K NOTEpPE ynpaBneHusi, pa3pyLUeHnto MHOPaCTPYKTypbl,
HeobpaTUMOMY HEraTUBHOMY U3MEHEHMIO (UM pa3pyLLEHNIO) SKOHOMUKIN CTPaHbI,
pernoHa nnbo agMMHUCTPATUBHO-TEPPUTOPUANBHON €4MHULbI USTN CYLLLECTBEHHOMY
yXygLweHnto 6e30nacHOCTU XN3HEAEATENbHOCTN HAaCeNeHnsl, NPOXMBAIOLLIEro Ha 3TUX
TEPPUTOPUSX, HA ONUTENBHbIN CPOK.

Cpeaun nocTaBneHHbIX 3agayq MOXHO BblAenuTb criegyowme. Tak, NpeacTtont cosaaTtb
eOWHYI0 roccnucTtemy obHapyXeHUs 1 NpeaynpeXxaeHnss KOMMbITEPHbIX aTak Ha
KpUTUYECKYO MHOPMALMOHHY0 MHPPACTPYKTYPY U OLEHKM YPOBHSA pearibHOM
3alUULLIEHHOCTM ee anemMeHToB. [naHmpyeTca BBECTM NULIEH3MPOBAHNE U cepTUdMKaLMIO
JeaTenbHOCTU B obnactn obecnevyeHnsa 6esonacHoctn ACY KBO. BaxHo nosbiwaTh
06NN YpOBEHb KYNbTYpbl HPOPMaLNOHHON 6e3onacHOCTM rpaxaaH. Henb3s gonyctutb
TEXHOSOMMYECKYH U MHYHO 3aBUCMMOCTb OT MHOCTPAaHHbIX roCy4apcTB Npu Be4eHWM
JeaTenbHOCTU B obnactun obecnevyennsa 6esonacHoctn ACY KBO. Heobxoanmo
COBEPLUEHCTBOBATb KBanudurKaLmio KagpoB B 3TON cdepe, a Takke YyCUnutb
OTBETCTBEHHOCTb 3a co3gaHue u (Mnn) NnpUMeHeHne CPeaCcTB KOMMbIOTEPHbIX aTak.
[MocTaBneHa 3agava CTUMYNMPOBaTb Pa3BUTME OTEYECTBEHHOIO NPON3BOACTBA
TeNnekoMMYHUKaLNOHHOrO 060pya0oBaHNA, yCTOMYMBOIO K Taknm atakam. BepoatHo, Byaet
CchOpPMMPOBAHO XPaHUIMLLE STANIOHHOMO NPOrpaMMHOro obecneyeHnst, CNoNbL3yeMoro B
ACY KBO un Ha gpyrnx ob6bekTax KpUuTn4ecKkon MHopMaLnoHHOM MHPACTPYKTYpbl. XOTAT
MWUHUMMU3MPOBATbL NPOXOXAEHNE NHPOPMALMOHHOIO 06MeHa Mexay POCCUNCKUMM
aboHeHTamMKn No TEPPUTOPUSM MHOCTPAHHbIX rOCY4apCTB.

[eaTtenbHOCTb heaepanbHbIX OpraHOB UCNOSTHUTESbHOW BNAcTu MO peanusaunm
OCHOBHbIX HanpaBneHun rocnonnTnkn koopanHupyet CE Poccum.



