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Ilepeyensb coxpaleHuin
APM — aBTOMAaTU3UPOBaHHOE pabouee MECTO

B/l IIKB - 6a3a qaHHBIX TPU3HAKOB BPEIOHOCHBIX KOMITBIOTEPHBIX
porpaMm (BUPYCOB)

3b — 3a7laHKe 10 0€30MacCHOCTH

ncC — nH(MOPMAITMOHHAS CHCTEMA

uT — nH(GOPMAITMOHHAS] TEXHOJIOT S

KB — BPEIOHOCHBIE KOMIIBIOTEPHBIE IPOrPaMMBbI (BUPYCHI)
oad — o0nacTh AecTBus GyHKIIMHU 0€30MaCHOCTH
00 — 00BEKT OLICHKHU

oy — OLICHOYHBIN YPOBEHB JOBEPHUS

b0 — NOJIUTHKA 0€30MacCHOCTU OOBEKTA OLEHKH
113 — IpO(HIIb 3aIIUTHI

no — MIpOrpaMMHOE 00eCIIeUeHHE

CAB3 — CPEACTBO AHTUBUPYCHOMW 3aIUTHI

YK — yIpaBiieHHue KoH(purypamuei

®bO — (yHKIMHM 0€3011aCHOCTH 00BEKTa OLEHKU

dThb — (byHKIIMOHABHBIE TPeOOBaHUS 0€30IMaCHOCTH
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1. OO01Me moJIoKeHus

Hacrosmmit merogumdeckuit  gokymeHT ®OCTOK Poccum paspaboran wu
YTBEPKJIEH B COOTBETCTBUU C MOJNMYHKTOM 4 myHkTa 8 [lonoxenus o @enepanbHoit
CIIy0€ 1O TEXHHUYECKOMY U JKCIIOPTHOMY KOHTPOJIO, YTBEPXKIECHHOTO YKa3oM
IIpesunenta Poccuiickori Penepaumu ot 16 asrycta 2004 1. Ne 1085, wu
NpelHa3HaYeH JJisi OpraHu3alMii, OCYIIECTBIAIOIIMX B COOTBETCTBUH C
3aKOHOJIaTeILCTBOM Poccuiickoit deaepannu paboThl O CO3AAHUIO CPEICTB 3aALTUTHI
uHpopManmu  (manee — pa3pabOTUMKH), 3asiBUTENEH HA  OCYIIECTBICHHE
cepTuUKAMA TPOAYKIMH (ajee — 3asBUTENM), a TaKXKe HCIBITATeIbHbIX
naboparopuidi W OpPraHoB 1O CepTU(PHKAIMKM, BBIIOJHAIOMUX paboOThl 1O
cepTuUKAMKA CPEICTB 3alUThl WH(OPMAIMU Ha COOTBETCTBHE OOS3aTCIHHBIM
TpeOOBaHMM 0 0€30MacHOCTH WH(pOpMaIK (1anee — OIEHIIMKHN ) TTPU MTPOBEACHUH
MU pabor mno ceprudukanuu cpeAcTB aHTuBHpycHo 3amuTtel (CAB3) Ha
cooTBeTcTBUE TpeboBaHUSIM K CpEJCTBAM aHTUBUPYCHOW 3alllUTHI, YTBEP>KICHHBIM
npukazom @CTIK Poccun ot 20 mapta 2012 1. Ne 28.

Hacrosammit meroguuecknit nokymeHt @CTOK Poccum peranmsupyer wu
ompeseNsieT B3aUMOCBsA3M TpeboBaHuii kK (QyHkiusm Oe3omacHoctn  CAB3,
yCTaHOBJIICHHBIM  TpeOoBaHUSIMM K  CpEICTBAM  AHTUBHPYCHOM  3alllUTHI,
yrBepkieHHbIMU TiprKkazoM OCTIK Poccun ot 20 mapta 2012 r. Ne 28.

[Tpoduib 3ammThl pa3paboTaH B COOTBETCTBUU C HAITMOHAJIBHBIM CTaHAApTOM
Poccuiickoit @®enepanuu 'OCT P UCO/M3K 15408 NudopmarimonHas TEXHOIOTHSL.
Mertoasl u cpeacTBa obecrieueHus: 6e3onacHocTu. Kputepuu oneHKku 0e30MacHOCTH
MH(POPMAITMOHHBIX TEXHOJIOTUM.

1.1. Bgeaenue npo¢usi 3aIUTHI

JlaHHbI paznen coiepXuT uH(popmaiuio obmiero xapaktepa. I[lomgpaznen
«Mnentudukanus mpo@uiist 3aUTHD) TPEAOCTABIISIET MAPKUPOBKY U OMHCATEIIbHYIO
uHdopmaIuio, KOTOPBIE HEOOXO/TUMBI, YTOOBI KOHTPOJINPOBATh u
uneHTuunrponats npoduis 3ammThl (I13) u 06bexT onenku (OO), K KOTOPOMY OH
orHocutcsa. llompasmen «AHHOTamust TOpodUIIsS 3alUTBD) COJIEPKHUT  OOIIYIO
xapaktepuctuky 13, mo3BoJISIONIyI0 ONpeneInTb npuMeHuMocTb OO, K KOTOpoMy
oTHocuTcsl Hactosmui [13, B kKoHKpeTHOU cuTyaruu. B nogpaznene «CornameHus»
JaeTCsl  OMUCaHWE  Omepaluil  KOHKPETH3allMd  KOMIIOHEHTOB  TpeOOoBaHUM
oezonmacioctu CAB3. B mnoapaznene «TepMuHbl U omnpeneseHUs» MPeICTaBICHBI
OTIPE/ICJICHUS] OCHOBHBIX TEPMUHOB, crienuduunbix A1t ganHoro [13. B moapaszaene
«Opranu3zanus TpoQuiis 3alUThDy JACTCS MOSICHEHUE OpTraHu3allui TIOKYMEHTA.

1.2. Hpentuduxanus npodus 32l ThI

Ha3zeanue I13: [Ipodunp 3amuThl CPEICTB AHTUBUPYCHOM 3alllUThHI
tumna «By 1iectoro knacca 3aluThl.

Tun CAB3: CAB3 tumna «By.

Knacc 3amyumot CAB3. lllecroi.

Bepcus I13: Bepcus 1.0.

Obo3nauenue I13: HUT.CAB3.B6.113.
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Hoenmugukayun 00: CAB3 tuna «B» mecroro kiacca 3aluThl.

Ypoesens oosepus: Ouenounbiit ypoBenb aoBepus 1 (OY]1), ycuneHHBIH
komnoHeHTOM  AVA SOF.1  «OmeHka  CTOMKOCTH
bynknuun  6e3onmacHocty OO» M pacHIMpEHHBIN
KOMIIOHEHTaMU ALC _UPV_EXT.1 «IIpouenypsi
oononenuss bJ] IIKB» m AMA_SIA EXT.3 «Arnanu3
BIIMSHUS 0OHOBJICHUH Ha Oe3omacHocTh CAB3».

Hoenmugukayusn: TpeGoBanus Kk cpencTBaM aHTUBUPYCHOW 3alllUTHI,
yrBepkaeHHble npukazoM @CTIOK Poccum ot 20 mapra
2012 1. Ne 28.

I'OCT P HCO/MBK 15408 UupopmanmronHas
TexHoyiorusa. MeTonpl U cpeiacTBa  oOecredeHus
O0e3zomacHoctu.  Kputepum  onieHkn ~ 0€30MacHOCTH
UH(OPMAITMOHHBIX TEXHOJIOTHH.

Knroueswie cnosa: CpenctBo aHTHBUpYCHOM 3amuThl, OY J11.

1.3. AHHoTanmusi npo¢us 3alIUTHI

Hacrosmmit 113 onpenenser tpedoBanus 6e3onacHoctu aig CAB3 tuma «By»
IIECTOr0 KJiacca 3aiuThl (00bEKTa OIIEHKHU), MPeHA3HAYEHHBIX IS TPUMEHEHUsT Ha
aBTOMATU3UPOBAHHBIX PAOOUYMX MeCTaxX MH(DPOPMAITMOHHBIX CUCTEM.

OCHOBHBIMM YTPO3aMH, JUJIsI POTUBOCTOSIHUS KOTOPBIM Hcnonb3yrorcss CAB3
tuna «By», ABASAIOTCS yrpo3bl, CBs3aHHBIE C BHEApPEHUEM B HHGOPMAIMOHHBIE
cucTeMbl U3 MHGOPMAIMOHHO-TEJICKOMMYHHUKAIIMOHHBIX CETEH, B TOM YMHCIIE CETeH
MEXKIyHApOAHOTO MH(OPMAIIMOHHOTO OOMEHa (CeTeil CBSI3M OOIIEero MOJIb30BAHUS)
u(WIM)  CheMHBIX  MAIUMHHBIX  HOCUTeNed  WH(OpManuu,  BpPEIOHOCHBIX
KOMITbIOTEPHBIX MporpaMm (BupycoB) (KB).

B CAB3 nomxHbI ObITh peagn30BaHbl CIEAYIONINEe GYHKIIUA 0€30TTaCHOCTH:

pasrpaHuueHue octyna k ynpasienutro CAB3;

ynpasienne padoroit CAB3;

ynpasienue napamerpamu CAB3;

yIOpaBJICHHE YCTAaHOBKOW OOHOBJIECHHWH (akTyaiu3anuu) O0a3bl JaHHBIX
MIPU3HAKOB BPEIOHOCHBIX KOMITbIOTEpHBIX Mporpamm (Bupycos) (b1 ITIKB) CAB3;

aynut 6e3onacHoct CAB3;

BBITIOJTHEHHE MMPOBEPOK 0OBEKTOB BO3IECHCTBUS;

00paboTKa 00BEKTOB BO3ICHCTBUS;

curHanmm3anus CAB3.

B cpene, B kortopoit CAB3 ¢yHKIMOHHMpPYET, TOJDKHBI OBITh PEaTu30BaHBI
cieayronue GyHKIMU 0€30MacHOCTH CPEIbl:

oOecrieueHue  JoBepeHHOM  cBsi3u  (mapumpyra) Mexay CAB3  u
MO0JIb30BaTENSIMU;

oOecrieueHne JOBEPEHHOTO KaHasa noyrydenusi ooHosieHuit CAB3;

oOecrieueHne yciIoBuil 6e30macHOro GyHKIIMOHUPOBAHMS;

ympaBjeHue aTpuOyTamMu 0€301acHOCTH.
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Oynkunu ~ OezomacHocty CAB3  nmomkHel  o0nagaTh  COCTaBOM
(YHKIMOHAJIBHBIX BO3MOXKHOCTEH, 00eCTIEUnBAIOLIUX PEATU3aALMNI0 3TUX (QYHKIIHM.

B II3 wu3noxkensl crieayomue BUIbl TpeOOBaHWM  G€30MaCHOCTH,
npenbasiasiembie k CAB3:

dbyHKIIMOHATBHBIC TpeOOBaHUS OE30ITaCHOCTH;

TpeOOBaHUS TIOBEPUS K O€30MTACHOCTH.

OyHkuoHanbHble TpeboBanus Oe3zonacHocth CAB3, uznoxennsie B [13,
BKJIFOYAIOT:

TpeOOBaHUS K pEXKMMaM M METOJaM BBIIOJIHEHUS IPOBEPOK B LEJAX
obHapyxenus KB;

TpeOoBaHUS K (HYHKIIMOHATBHBIM BO3MOXKHOCTSIM TIO OOHOBIIEHHIO 0a3bl
JaHHBIX TPU3HAKOB BPEIOHOCHBIX KOMITBIOTEPHBIX TiporpamM (BupycoB) (b1 TIKB);

TpeOOBAHUS IO YIIPABJICHUIO PEXUMAMHU BBIOTHEHUS (DYHKIIMI 0€301aCHOCTH
CAB3 (paboroit CAB3);

TpeOOBaHUS MO YIPABJICHUIO JAaHHBIMH (YHKIHNA O€30MacHOCTH (JaHHBIMU
CAB3);

TpeOOBaHUs 1O YIPABICHUIO POJIIMU CyOBEKTOB;

TpeboBanus K aynuty ¢pyHkinonuposanus CAB3.

OyHkuMoHaNbHbIE TpeboBaHus Oe3omacHocTu 11t CAB3 BblpakeHbl Ha
ocHoBe koMroHeHTOB TpeboBanuii uz 'OCT P UCO/M3K 15408-2, mpu 3TOM 4acTh
TpeboBaHuil cHOpMyIHpPOBaHbBl B SIBHOM BHUJE B cTuie komnoHeHTOB u3 ['OCT P
NCO/MDBK 15408-2.

CocraB (yHkIMoOHAIBHBIX TpeOoBaHuil 6e3onacHoctu (OTH), BKIIIOYEHHBIX B
Hactosmuii 113, obecneunBaet cienyronne GyHKIMOHAIbHBIE Bo3MOXHOCTH CAB3:

BBINIOJIHEHUE MPOBEPKU C LIENbI0 OOHapykeHus 3apaxeHHbIX KB 00bekTOB B
(aiinoBeIX 00JaCTAX HOCUTENEH MHPOPMALINH;

BBITNOJIHEHHE TIPOBEPKU C 1IeJIbI0 0OHapyx)eHus 3apaxeHHbIX KB 00bekToB 1o
KOMAHJIE;

BBIMIOJIHEHUE NPOBEPKU C LEIbl0 OOHapyxeHus 3apaxeHHbIXx KB o0bexToB
CUTHAaTypPHBIMU METOaMU;

nonyyeHue M ycraHoBka oOHoBieHuid BJ[ IIKB 0e3 mpumeHeHus cpeacts
aBTOMATHU3ALINH;

reHepalus 3aMucy ayIuTa JUIisl COOBITHIM, TOABEPTraeMbIX aAyIAUTY;

yTeHUe UHGOPMALIMK U3 3alIUCEN ayIuTa;

accolualus cCoOObITHI ayauTa ¢ UICHTU(PUKATOPAMH CYOBEKTOB;

OrpaHUYeHHE JIOCTYIA K YTCHUIO 3aMucel ay/IuTa;

MOMCK, COPTUPOBKA, YIIOPSAOUYEHUE JaHHBIX ayJIUTa;

BO3MOXHOCTh ~ YIOJIHOMOYEHHBIM  MOJb30BaTeNsIM  (pOJsiM)  YNpaBIAThH
peXUMOM BbINOIHeHUs GyHKUMM 6e3onacHoct CAB3;

BO3MOXKHOCTh  YINOJHOMOYEHHBIM  MOJb30BAaTEIsIM  (POJISIM)  yHIPABIATH
napameTpamu HacTpoitku (yukiuii 6e3omacaoctu CAB3;

nojjepxkka omnpenaeaeHHbix pojed a1t CAB3 u  ux accoumamuu C
KOHKPETHBIMHU a/IMUHUCTPATOpaMu 0€30MacHOCTH U noJib3oBarensimu MC.

TpeboBanust noepusi k Oe3zonacHoctn CAB3 oxBaThIBaroT ciemyronme
OCHOBHBIE BOIIPOCHI:



ynpaBieHue KoHpuryparmeii;

MOCTAaBKa U KCILTyaTallus;

pazpaboTka;

PYKOBOJICTBA;

MOJJIEPXKKA YKU3HEHHOTO 1IUKJIA;

TECTUPOBAHUE;

OLICHKA YSI3BUMOCTEH;

oonosnenue CAB3.

TpeboBanus moBepusi k Oe3zonmacHocTn CAB3 cdhopMmupoBaHbl Ha OCHOBE
komnoHeHToB TpeboBanuii uz ['OCT P UCO/MOK 15408-3. Ilpu sTtomM dYacthb
TpeboBaHMil CHOPMYIUPOBAHBI B SBHOM BHjae B ctuie KommoHeHTOB u3 'OCT P
NCO/M3K 15408-3.

TpebGoBanusa nosepust k Oe3onacHocty CAB3 00pa3yroT OLEHOYHBI YPOBEHb
nosepust 2 (OY1), ycunennsii komnoHeHTOM AVA SOF.1 «OreHka CTOMKOCTH
¢bynkuun 6e3onacHoct OO» u pacmmpenHbiii komnonentamu ALC UPV_EXT.1
«IIpouenypst obnoBienuss b/ [IKB» u AMA SIA EXT.3 «AHanu3 BIUSHUS
oOHOBNeHUM Ha 6e3omacHocT CAB3».

B nensax obecneuenus ycnoBuit mist 6ezonacHoro ¢pyHkuuonupoanusi CAB3
B HactosmeMm [I3 Takke ompeneneHbl Lead U TpeOOBaHUA I CPEIbI
¢dbynkunonupoBanusi CAB3.

1.4. Coraamenusi

I'OCT P UCO/M3K 15408 nonmyckaeT BBIITOJIHEHHE ONMPEACICHHBIX ONEPALHiA
HaJ TpeOoBaHusAMHU Oe3omnacHOCTU. COOTBETCTBEHHO B HacToseM 113 ncnonb3yrores
Onepaluy «yTOUHEHHUE, «BbIOOPY, «KHA3HAYEHUEY» U «UTEPALIHS.

Omnepanus «yTOYHEHHME» WCIONb3yeTCs ISl J00aBJIeHHs K TpPeOOBAHMIO
HEKOTOPBIX TOJAPOOHOCTEHN (AeTasiell) U, TaKuM 00pa3oM, OTpaHUYMBACT JIUAMA30H
BO3MOXXKHOCTEl ero ypaoieTBopeHus. Pe3ynbprar omnepauuu «yTOYHeHHe» B
HacTosieM [13 o0o3HayaeTcs MOy KUPHBIM TEKCTOM.

Onepauus «BbIOOP» HCHONB3YETCA IS BbIOOpPA OJHOTO MM HECKOJBKUX
AJIEMEHTOB U3 TMepeuHs B (opMynupoBke TpeOoBaHusd. PesynbTar omnepauuu
«BbI0OP» B HacTosAweM [13 o003HaUaeTCs noduepKHYmbLM KYPCUBHBLM MEKCHIOM.

Onepauuss «Ha3HaA4YeHUE» UCIOIb3YeTCsl MJIi MPUCBOCHUS KOHKPETHOTO
3HAYeHUS paHee HEKOHKPETHU3WPOBAHHOMY MapameTpy. Omepaius «Ha3HaAYeHHe»
o0O3HAYaeTCs 3aKIIOYCHWEM 3HAYeHWs TlapaMeTpa B KBaJpaTHbIE CKOOKH,
[Ha3HauaeMoe 3HaYeHUE].

B wnactosmem II3 ucnonb3yroTcss KOMIIOHEHTHI TpeOOBaHUN 0€30MacHOCTH,
BKJIIOYAIONME  YaCTHYHO  BBHINIOJHEHHBIE  ONEpalMd  «HA3HAYeHHe» |
MpeAnojaramnye 3apepuieHue onepauuii B 3ananud no OeszomnacHoctd (3b) B
JaHHBIX  KOMIIOHEHTaX  HE3aBepUICHHAas YacTh  ONepalud  «HA3HAYEeHHe»
0003HaYaeTCs KaK [Ha3HAUYCHHE: 001acmb NPeonoacaemblX 3HaA4eHUlL).

B Hacrosimem I13 ucnonb3yroTcsi KOMIIOHEHTHI TpeOOBaHUM 0e3011acHOCTH,
BKJIIOUYAIOIIME HE3aBEPIICHHbIE OINEpallud «HA3HA4YeHHe», B KOTOPBIX 00JacTb
IpeoiaraéMbIX 3HaYeHUI YTOUHEHA MO0 OTHOIIEHUIO K UCXOJHOMY KOMIIOHEHTY U3
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['OCT P UCO/M3BK 15408. B maHHBIX KOMIIOHEHTax OIEpallMd «HA3ZHAYEHHE» C
YTOYHEHHOU 00J1aCThIO MpEAINoaraeMbIX 3HaUeHU 0003HaYal0TCs Kak [Ha3HauYeHHE:
YMOUHEHHAA 001aCMb RPEONONALAeMbIX 3HAYCHUHL|.

Omnepanusi «dTepanMs» UCIOJNb3yeTcsl Uil 0ojiee YeM OJHOKPATHOTO
UCIIOJIb30BAaHUS KOMIIOHEHTa TpeOOBaHWUM  O€30MaCHOCTH TMpU  Pa3IUYHOM
BBITIOJIHEHUM  Pa3pellieHHbIX  omnepanuil  (yTouHeHue, BbIOOp, Ha3HAYEHUE).
BrlnonHeHne «uTepanuu» COMPOBOXKIAETCS TMOMEIIEHHEM HOMEpa UTepalui,
3aKJIFOUEHHOTO B KPYIJIbIE CKOOKH, IMOCJIE KpPaTKOrO0 HMEHH COOTBETCTBYIOIIETO
KOMIIOHEHTA, (HOMEP UTEPALIHH).

3aMeyaHusi MO TPHUMEHEHHUIO TIPEAHA3HAYCHBI JMOO IS Pa3bICHCHHS
HA3HAYCHUs] HEKOTOPOro TpeOoBaHMs, WIACHTU(PHUKAIIMN BApUAHTOB peaTHU3alllH,
b0 JJiA  ONpEeNeNeHHs YCJIOBUW  BBIMIOJNHEHUS TpeOoBaHus. B ciydae
ucnonp3oBanus B [I3, 3ameuaHuss MO NPUMEHEHHUIO CJIEIYIOT 32 KOMIIOHEHTOM
TpeboBaHMs. 3aMeUaHus 10 MPUMEHEHHUIO YYUTHIBAIOTCS MPU pa3paboTKe 3aqaHus 10
6e3onacHocTH 1151 KoHKpeTHOoro CAB3.

B wmacrosmmit  [13  BrimtoweH  psng TpeOoBaHMT  G€30MACHOCTH,
chopMynupOBaHHBIX B sABHOM Bujae. KpaTkas ¢opMa HMEH KOMIIOHEHTOB
TpeboBaHuM, cHOPMYyITUPOBAHHBIX B IBHOM BUJIE, COACPKHUT TeKCT (EXT).

Hacrosimuit npoduiab 3aluThl COACPKUT sl HE3aBEPIICHHBIX OINepaluil Hajl
KOMITOHEHTaMH (YHKIIMOHAJIBHBIX TpeOOBaHMN Oe30mMacHOCTU. IDTHU ONepaluu

JOJIKHBI OBITh 3aBEPIIEHBI B 33JIaHUU 110 O€30MIACHOCTH HAa KOHKPETHYIO PeaIU3aUI0
CAB3.

1.5. TepMuHbI U onpe/ieIeHAS

B nacrosmem 113 npuMeHSIOTCS Caeaytommne TEPMUHBI C COOTBETCTBYIOIIMMU
ONpeJeICHUSIMHU.

AIMUHHCTPATOP 0€30maCHOCTHM —  YIOJHOMOYEHHBIA  MOJIb30BATElNb,
OTBETCTBEHHBIN 32 YCTAHOBKY, a/IMUHUCTPUpOBaHue U dKkciuryaranuio O0.

AHTHMBHPYCHasi 3amuMTa — 3ammra WHQOpPMAMM W KOMIIOHEHTOB
uHpopmarmonHoit cucrembl (MC) OT BpPeAOHOCHBIX KOMITBIOTEPHBIX MPOrpPaMM
(BupycoB) (oOHapyXeHHE BPEIOHOCHBIX KOMIBIOTEPHBIX TMIPOrpaMMm (BUPYCOB),
OJIOKUPOBaHUE, U30JUPOBAHUE «3APAXKEHHBIX» OOBEKTOB, YJAJCHHE BPEIOHOCHBIX
KOMITBIOTEPHBIX MPOrpaMM (BUPYCOB) U3 «3apa’KEHHBIX» 00BEKTOB).

ba3a jnaHHBIX NPU3HAKOB BPEIOHOCHBIX KOMIBITEPHBIX MPOrpaMm
(BupycoB) — coctaBHas yacth CAB3, coaepxkaias uHGOpMaIIUIO O BPEIOHOCHBIX
KOMITBIOTEPHBIX TMporpaMmax (Bupycax) (curHarypsl), ucnoiszyemas CAB3 nus
0OHapy>KeHHsI BPEIOHOCHBIX KOMIIBIOTEPHBIX MTPOrpamMM (BUPYCOB) U UX 00paObOTKH.

3aganue 1Mo 0e30MACHOCTH — COBOKYMHOCTh TpeOOBaHUN O€30MacHOCTH U
cnenupuKanui, NpeJHa3HAuYeHHAs ISl MCIOJb30BAHMS B KAayeCTBE OCHOBBI MJIs
orieHkH (ceptudukarum) koakperHoro OO.

O0bexkT omenkm — mnomiexkamee ceprudukamun (onenke) CAB3 ¢
PYKOBOJICTBaMHU IO IKCILTyaTallUH.
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Hoautnka Oe3omacHocty OO — COBOKYNMHOCTh MPaBW, PETYIHPYIOIINX
yhnpaBlieHHe, 3alUTy MW pacnpeneieHue  MHPOPMALUOHHBIX  PECYpPCOB,
koHTponupyeMbix OO.

Ipodunab 3amuTHI — COBOKYNHOCTh TpeboBaHuii Oe3omacHoctu st CAB3
tuna «b» BTOporo kiacca 3alliuThl.

Curnatypa — XapakTE€pHblE [MPU3HAKHM KOMIBIOTEPHOW BPEIOHOCHOMU
porpaMmsl (BUpyca), UCIIOJIb3yeMbIe JUIsl €€ OOHAPYKEHUS.

CpeacTBo aHTMBHPYCHOM 3aIIUThI — IPOTPAMMHOE CPEACTBO, PEATU3YIOLIEE
byHKIMM OOHApYyXEHUS KOMIBIOTEPHBIX MNpOrpaMM JUOO HHOM KOMIBIOTEPHOMN
uH(pOpMallMK, TNPEeJHA3HAYCHHBIX JUIsI HECAHKIIMOHUPOBAHHOTO YHUYTOXCHMS,
OJIOKMPOBaHUSA, MOAM(PHUKAINN, KOMHPOBAHUS KOMIBIOTEPHOW HHMOpMaLUU WU
HEUTpanM3aluy CpPEACTB 3aIllUThl HHQOpPMAIMHM, a TaKXKe pearupoBaHHs Ha
oOHapy’KEeHHE 3TUX MPOrpaMM U HH(pOpMaLUH.

¥Yrpo3a 6e3onacHocTH HHGPOPMALMH — COBOKYITHOCTh YCJIOBUN U (haKTOPOB,
ONPENEIAIOMUX IOTEHIMAIbHYI0 WIM PEaJbHO CYLIECTBYIOLIYK0 OIIACHOCTH
HapylIeHUs: 0€30aCHOCTH UH(POPMAIIUH.

®ynkuun 6e3onacHocTH OO — COBOKYNMHOCTh BceX (PyHKUIUN O€30MacCHOCTH
OO, HampaBJI€HHBIX Ha OCYIIECTBJICHUE MOJIUTUKH O€30IaCHOCTU OOBEKTa OLEHKU
(ITBO).

1.6. Opranusauus npoguis 3alUThI

Paznen 1 «BBenenne npouist 3alUThD) COAEPKUT HHPOPMALIMIO YIIPABICHUS
JOKYMEHTOOOOPOTOM ¥ OMNHUCATeNIbHYI0 HHGOpPMAIUI0, HEOOXOAUMBIE  JIS
unentudukaruu [13 u OO, kK KOTOPpOMY OH OTHOCHUTCS.

Pazgen 2  «Onucanue  00bEKTa  OLEHKW»  COACPKUT  OINHCAHHE
¢byHKUMOHANBHBIX BOo3MOxHOCTe OO, cpenbl QpyHkumoHupoBaHuss OO U rpaHMIl
OO, ciyxaliee 1eM Jy4IIero MOHUMaHUs TpeOOBaHUN O€30MacHOCTH M JIarolee
IIPEICTABIICHUE O TUIIE MPOAYKTA.

Paznen 3 «Cpena Oe3omacHOCTH OOBEKTa OIEHKH» COACPKUT OIKMCAHHE
acnekToB cpeabl 6ezonmacHocTy OO. B nanHOM pasnene onpenensieTcss COBOKYIMHOCTb
yrpo3, UMEIOLIUX OTHOIIEHHE K Oe3onmacHoMy (pyHkuuoHupoBaHuto OO, moiuTuka
0€30MMacHOCTH OpraHu3aluU, KOTOpoil AomkeH cienoBatb OO, M NpeanooKeHus
(oOs3aTenbHbBIE yCIoBUsA) Oe3onmacHOro ucrnoib3oBanus OO.

B pazgene 4 «llenu Oe3omacHOCTW» OmpeAesieHa COBOKYIHOCTH IeJei
6e3omnacnoctu 1711 OO u cpenbl pynkimonuporanus OO.

B pasnene 5 «TpeboBanus 6e3onacHoctu» Ha ocHoBe ['OCT P MCO/MDBK
154082 u T'OCT P HMCO/MDBK 15408-3 omnpeneneHbl, COOTBETCTBEHHO,
(dbyHKUIMOHAIBHBIE TpeOOBaHUs Oe30macHOCTU HH(popMamoHHbIX TexHoorui (UT) u
TpeboBanus goBepus k 0e3omacHoctu OO.

B Pazmene 6 «O6ocHoBanme» neMmoHcTpupyetcsi, yto [I3 cnemudunupyer
MOJIHYIO M B3aMMOCBSI3aHHYIO COBOKYITHOCTh TpeboBanuit 6ezonacuoctu T, yto OO
VYUTHIBACT UJCHTU(DUIIMPOBAHHBIE acIEKThI cpefibl Oe3omacHoctu O0.
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2. Onucanye 00LEKTA OLIEHKH
2.1. Twun n3genuss uHGOPMALMOHHBIX TEXHOJIOT Wil

O0BexToM oreHku B HacTosmeM I13 asisercs CAB3 tuna «By.

OOBEKT OIEHKH TPEACTaBIIAeT COO0M MPOrpaMMHOE CPEJICTBO, pealiu3yroIee
(GyHKIIMH OOHApYKEHUS KOMIBIOTEPHBIX MpOrpamMM JHMOO HHOM KOMIIBIOTEPHOM
uHpopManMy, TpeaHA3HAYCHHBIX JJI1 HECAHKIMOHWPOBAHHOTO YHUYTOXKCHHS,
OJIOKUpOBaHUsA, MOAUGUKAIIMUA, KOMUPOBAHMUS KOMIBIOTEPHOM HWHQpOpMAIUU WIH
HEUTpaIM3aIlliy  CPEICTB 3aluThl HMH(POpMAIMK, a TakKe pearnpoBaHUsS Ha
oOHapy>XEeHHE ITHX MpOTpaMM B MHGOPMAINH, TPEIHA3HAYCHHOES IS TPUMEHEHUS
Ha aBTOMATHU3UPOBAHHBIX pa00UNX MeCTaxX WH(POPMAITMOHHBIX CUCTEM.

2.2. OcHOBHbBIE (l)yHK]_[I/IOHaJIl)HbIe BO3MOKHOCTH 00bEKTa OIICHKH

B nganHOM monpasnene MpeAcTaBICHO KpPaTKOE ONUCaHUuE (PYHKIHMOHAIbHBIX
Bo3MoxHocTelr OO.

CpencTBa aHTMBUPYCHOM 3allUThl, COOTBETCTBYIOIIHME Hacrosuemy II3,
JOJKHBI 00ECTIeUnBaTh:

BO3MOKHOCTb BBITIOJIHEHHUS IIPOBEPOK C LENIbI0 OOHapyXeHUs 3apakeHHbIXx KB
00BEKTOB B (pailIOBBIX 00JIACTIX HOCUTENIEH HHPOPMAIIUY;

BO3MO>KHOCTb BBITIOJIHEHHUS IIPOBEPOK C LENIbI0 OOHapyXeHUs 3apakeHHbIXx KB
O0OBEKTOB MO KOMaHJIE;

BO3MO>KHOCTb BBIIIOJIHEHUSI IIPOBEPOK € LIETBI0 OOHApyX)eHus 3apakeHHbIx KB
00BEKTOB CUTHATYPHBIMU METO/IAMH;

BO3MOXKHOCTh MOJIy4eHus: U ycTaHoBKK oO0HOBIeHuM BJ[ [TKB 6e3 npumenenus
CpEIICTB aBTOMATHU3AI1H;

BO3MOXHOCTh F€HEPUPOBAHUS 3aMHMCEN aynuTa AJjig COOBITHH, MOABEPraeMbIX
ayluTy;

BO3MOKHOCTb UTE€HUS] HH(POPMAIMH U3 3aIIUCel ayanuTa;

BO3MOXHOCTh aCCOLUAIIMU COOBITUN ayIuTa ¢ UACHTU(UKATOPAMU CyOBEKTOB;

OTrpaHUYEHHE JIOCTyIA K YTEHUIO 3alucel ayIuTa;

MOUCK, COPTUPOBKY, YIOPSIIOUEHNE JAHHBIX ay/INTa;

BO3MOKHOCTh ~ YIOJHOMOYEHHBIM  I0Jb30BaTENsIM  (pOJIIM)  YIPaBIISAThH
peXUMOM BhITIOTHEHUS pyHKIMA 6e3onacHoctu CAB3;

BO3MOXKHOCTh ~ YIOJHOMOYEHHBIM  IOJb30BaTeNIAM  (pOJISIM)  YNIPaBJIAThH
napameTpamu HacTpoiiku pyHkiuii 6e3onmacnoctu CAB3;

NOAACPKKY omnpeneneHHblx poned i1 CAB3 wm ux accoumanuu C
KOHKPETHBIMHU aJIMUHUCTpAaTOpamMu 0e30macHoCTy U noJib3oBatensamu MC.

CpencTBa aHTUBUPYCHOW 3amuThl THNa «B)»  ycranaBnmmBaroTcs Ha
aBTOMATU3UPOBAHHbBIE pabouue MecTa MH(}OPMAITMOHHON CUCTEMBI,
(GyHKIMOHUPYIOIIEH Ha 0a3e BIYMCIUTEIBHON CETH.

TumnoBass cxema mnpumenennss B HMC CAB3 tuna «B» mnpexacrasieHa
Ha pucyHke 2.1.
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OOBEKT OLIEHKH
CAB3 tuna «By»

Buemnuss cetnb

KommyTtannonnoe
o0opya0BaHKE

$

APM

T10 CAB3! % T10 CAB3!
(
BrerunciaurenabHas ceTh
APM Cepgep
aJMHHHCTpATOpa §
0C30IMacHOCTH W
=3

Pucynok 2.1 — TunoBas cxema UC, B koTopoii npumensiercas CAB3 tuna «B»
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3. Cpena 6e30MacHOCTH 00bEKTA OLIEHKHU

JlaHHbIl  pa3zznen COIEpPKUT OINUCAHME CIEAYIOIIMX aCIEKTOB  CpEIbl
6e3onacHoctu OO:

IPEANoI0KEHNH OTHOCUTENBHO MpenonpenesaeHHoro ucrnoib3oBanus OO u
cpenbl pyHkuuonuposanus OO;

yrpo3 6€30nacHOCTH, KOTOPbIM HEOOXOAMMO MPOTUBOCTOATH cpencTBamu OO;

MOJIMTUKHU 0€30MaCHOCTH OpraHU3aIMK, KOTOPOH JoiixkeH cienoBath OO.

3.1. IlpenmoJio:keHusi 6€30MaCHOCTH

IIpeanosioxeHnsi OTHOCHTEJIbHO MpeloNpeleJeHHOro ucnoab3osanusa OO

IIpeanonoxenne-1

Homxen ObiTh oOecnedueH goctyn OO ko Bcem oObektam WC, koTopbie
HeoOxoaumbl OO 1y1s1 peanu3aluy CBOMX (PYHKIMOHAJIBHBIX BO3MOXKHOCTEH (K
KOHTpoJimpyeMmbiM 00bekTam HC).

IIpeanosoxenue-2
JloixHBl OBITH OO€cCIeYeHbl YCTaHOBKA, KOH(UIYPUPOBAHHE M YIIpaBICHUE
OO B COOTBETCTBHH C IKCILTyaTAIMOHHON JOKYMEHTALMEN.

IIpennoJioxkenne-3
JomxHa ObITh oOecrieueHa coBMecTHMOCTh OO ¢ KOHTPOIMPYEMBIMHU
pecypcamu UC.

Ipeanonoxenue-4

JomkHa ObITH OOecleueHa BO3MOXKHOCTbh KOPPEKTHON COBMECTHOW pabOThI
CAB3 ¢ CAB3 apyrux npou3BOJMUTENEN B CIIy4ae UX COBMECTHOTO MCIOJIb30BAHUS B
MH()OPMAIIMOHHON CHUCTEME.

IIpenmnoJioxenus, cBsi3aHHble ¢ 3ammToin OO

IIpeanosoxenune-5

JlomxkHa ObITh OOecriedueHa ¢uszndeckas 3ammura neMeHToB C, Ha KOTOPBIX
ycranosiieH OO.

IIpennoJioxkenne-6
JomxHa ObITh oOeclieyeHa CUHXPOHHU3ALMS 1O BPEMEHU  MEXIY
komroneHTamu OO, a Taxke mexay OO u cpenoit ero GyHKIIMOHUPOBAHUSI.

IIpenmnoJioxeHue, uMerolee OTHOLIEHNE K MEPCOHAILY

IIpeanonoxenue-/

[lepconain, orBeTcTBeHHBIN 3a GhyHKIHMOHUpOoBaHue OO, M0oKeH 0OecrieunBaTh
Hajuiexkamee  (QynkmuonupoBanue OO, PpyKOBOACTBYSICh — OKCILUTyaTallMOHHOU
JOKYMEHTALIUEH.

3.2.  ¥Yrpo3sl 6e30nacHOCTH UH(pOpMAIUH
3.2.1. Yrpo3bl, KOTOPBIM J0/I2KeH MPOTHBOCTOSITH 00bEKT OLIEHKH

B nacrosiiem 113 ompezenensl cienyromye yrposbl, KOTOPEIM HEOOXOAUMO
NpOTUBOCTOATH cpenctBamu OO.
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Yrpo3za-1

1. AuHorauus yrpo3sl — BHeApenue KB B aBTomMaTu3upoBaHHbIE pabouune
mecta MC nipu ocymiecTBieHHH UHPOPMALMOHHOTO B3aUMOJEHCTBUS C BHEITHUMU
UH(OPMAITMOHHO-TEICKOMMYHUKAIIMOHHBIMU ~ CE€TSMH, B TOM 4YHUCJIE CETSAMU
MEXTyHApPOIHOTO HH(GOPMAIIMOHHOT'0 0OMEHa (CETSIMU CBSI3U OOIIETO MOIh30BaHU).

2. UcTOYHHUK yrpo3bl — BHYTPEHHUHN HapyIIUTEIb, BHEIIHUNA HAPYIIUTEb.

3. Cnocod peanuszanum yrpo3sl - BHeapenue KB B UC npu ocyiiectBieHuu
nH(GOPMAaMOHHOTO OOMEHa.

4. Ucnonb3yemble YS3BUMOCTH — HEMOJHOTAa KOMIUIEKCA CPEJCTB 3aIUTHI
nHpopmaruu, npuMensiembix B MIC.

5.Bua uH@OpMANMOHHBIX PeECYpCOB, MOTEHIHAIBLHO MOJABEPKEHHbBIX
yrpo3se — uapopmarmonnsie pecypcesl UC, B kotopoit yctanosieHn OO.

6. Hapymaemble cBoiicTBa 0e30mMacHOCTH MH(GOPMAIMOHHBIX PECYPCOB —
KOH(UICHIMATBHOCTD, II€JIOCTHOCTD, IOCTYITHOCTb.

7. Bo3MOkHbBIE TOCJHEICTBHS  peaju3allud  Yrpo3bl —  3apaKeHUE
KOMITBIOTEPHBIMU BHUPYCAaMHU MPOrPAMMHO-TEXHUYECKUX CPEICTB BBIYUCIUTEIHLHOM
cetu HC, yreuka koHbUIAEHIMATBHOM HHPOpPMAIMK, HAPYIICHUE PEKUMOB
¢dbynkunonuposanus VC.

Yrpo3a-2

1. AuHoTauus yrpo3sl — BHeApeHnne KB B aBTomMaTu3upoBaHHBIE padbouue
Mecta UC co cheMHBIX MaIIMHHBIX HOCUTENEH HHPOPMaLIUU.

2. UCTOYHHUK YIrpo3bl — BHYTPEHHUN HAPYIIUTEb.

3. Cnocod peanusaumu yrpo3dbl — BHeapenue KB B ob6bekter UC
M0JIb30BATENSIMU CO ChEMHBIX MAIMHHBIX HOCUTENEH HH(DOpMAaLIHHL.

4. Ucnonb3yemble YS3BUMOCTH — HEMOJHOTAa KOMIUIEKCA CPEICTB 3aIUThI
uH(popmanuu, npuMensiemsix B UC.

5. Bux uH(pOpPMALHOHHBIX pecypcoB, NOTEHUHMAJBHO MOJABEPKEHHBIX
yrpo3e — uadopmairionssie pecypcsl UC, B koTopoit ycranoieH OO.

6. Hapymaemble cBoiicTBa 0e30macHOCTH MH(OPMAIMOHHBIX PECYpPCOB —
KOH(DMIEHIIMAIBHOCTB, LIEJIOCTHOCTD, IOCTYITHOCTb.

/. Bo3MOKHBIE NOCJEIACTBHS  peaju3allud  Yrpo3bl —  3apaKEHUE
KOMITBIOTEPHBIMA BHPYCaMHU MPOrPAMMHO-TEXHUYECKUX CPEACTB BBIYUCIUTEIBLHOU
cetu UC, yreuka KoHQUIAEHIMANBHOU HHPOpPMALMK, HAPYUIEHUE PEKUMOB
¢bynkunonuposanus VC.

3.2.2. Yrpo3bl, KOTOPBIM J0JI3KHA MPOTUBOCTOAATH Cpe/a

B nacrosmem II3 omnpeneneHsl cienyromue yrposbl, KOTOPBIM JIOJKHA
MPOTUBOCTOATH cpena pynkmuonupoanus OO.

¥Yrpo3sa cpenbi-1

1. AHHOTAUMA yrpo3bl — OTKJIIOYEHHE WIH OJOKHUPOBAHUE CPEACTB
AHTUBUPYCHOU 3aIUThI HAPYLIUTEIISAMH.

2. UCTOYHUKH YTPO3bl — BHYTPEHHUN HAPYIIUTENb, BHEIIHUI HAPYIIUTEIIb.

3. Cnocod peasuzanmu yrpo3bl — HECaHKIIMOHUPOBaHHBIN JocTyn K CAB3 ¢
UCIIOJIb30BAHUEM IUITATHBIX U HELITATHBIX CPENICTB.
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4. Ucnosib3yeMble YSI3BUMOCTH — HEIOCTAaTKU MPOLEAYp pa3rpaHUUYEHUs
nonHomounid B MC, ysA3BUMOCTH TEXHUYECKHX, MPOTrPaMMHBIX M IPOrPAMMHO-
texHnueckux cpencts MC, koropeie BzanmoneictByror ¢ CAB3 u MOryT BIMATh Ha
¢ynkunonupoBanue CAB3, HegocTaTkM MEXaHHW3MOB YIPaBJICHUS JOCTYIOM,
3aIllUTHI CEaHCOB, (PU3MUYECcKOM 3amuThl 00opynoBanus B VIC.

5. Bua uH@OpMANMOHHBIX pecypcoB, MNOTEHIHUAILHO MOABEPKEHHbIX
yrpo3se — nanable QyHKIMM 6e3omacHocTH 00bekTa oreHkH (DPBO).

6. Hapymaemble cBoiicTBa 0e30MacHOCTH MH(GOPMAIMOHHBIX PECYPCOB —
LIEJTIOCTHOCTD, JOCTYITHOCTb.

7. Bo3MokHbIe NOC/IAeACTBHS peaju3aluud yrpo3bl — HeIDPEKTUBHOCTH
paboter CAB3.

Yrpo3a cpeabi-2
1. AHHOTAIMA YrpoO3bl — HECAHKIIMOHHUPOBAHHOE M3MEHEHHE KOH(pUTypaluu

CAB3.
2. UcTOYHHUK yrpo3bl — BHYTPEHHUIN HapYIIUTEINb, BHEIIHUNA HAPYIIUTEb.

3. Cnoco0d peanu3anum Yrpo3bl — HECAHKIMOHUPOBAHHBIM JOCTYyN K
KOH(purypanronnoi napopmarnuu (Hacrpoitkam) CAB3.
4. Ucnosib3yemasi ySI3BUMOCTb — HEIOCTAaTKH NPOLEAYp pa3rpaHuUYEHUs

nomHomounii B UMC, ysA3BUMOCTHM TEXHHMYECKHX, NPOrPAMMHBIX W IIPOTPaMMHO-
texHnueckux cpencts MC, koropeie B3aumoaenctsyror ¢ CAB3 u MOryT BIMATH Ha
¢ynkunonupoBanue CAB3, HeZoCTaTKM MEXaHHU3MOB YIPABIEHUS JOCTYIIOM,
3aIIUTHI CEAaHCOB, PU3NYECKOM 3auThl 000pynoBanus B VC.

5. Bua uHGOPMALMOHHBIX PecypcoB, NOTEHIUAIbHO TMOJABEpP:KEHHbIE
yrpo3e — HacTpoiiku rporpammuoro ooecrnieuenuss CAB3.

6. Hapymaemble XapakTepHCTHKH 0e30MacHOCTHM HMHG(OPMALHOHHBIX
PecypcoB — LIEJIOCTHOCTb.

7. Bo3MOKHbIe MOCJIEJACTBUSl peau3allii yrpo3bl — HApyIIEHUE PEXUMOB
¢dbynkuunonupoBanusi CAB3, neooHapyxenue Bueapenus B IC KB.

Yrpo3a cpenni-3

1. AHHOTAMS Yrpo3bl — HECAHKIMOHWPOBAHHOE BHECEHUS W3MEHEHUU B
noruky ¢ynkiuonupoanus CAB3 uepes3 mexanusm ooHosnenus b/ [TKB.

2. UcTOYHHUK Yyrpo3bl — BHYTPEHHUHN HApYIIUTEIb, BHEITHUN HAPYIIUTEh.

3. Cnocod peanu3anmu yrpo3bl — OCYIICCTBJICHHE HECAHKIIMOHUPOBAHHBIX
JNEUCTBUI C MCIOJB30BAHUEM INTATHBIX CPENCTB, npenoctaBisieMbix MC, a Takxke
CIEUHUATU3UPOBAHHBIX NTHCTPYMEHTAIBHBIX CPEJICTB.

4. Ucnosib3yemMasi yA3BMMOCTb — HEJOCTAaTKH MEXAHU3MOB O0O€CTICUCHUS
JIOBEpEHHOTO KaHana noixy4deHus: oonosnenuii bJ[ ITKB.

5. Bua uH(OPMAIMOHHBIX PeCYPCOB, NOTEHIHUAIBLHO TOJABEPKEHHBIX
yrpose — nporpamMMHoe obecrieueHue u 6a3a gaHHbix npusHakos KB CAB3.

6. Hapymaemble cBoiicTBa 0e30macHOCT UHGPOPMALMOHHBIX PEeCYpPCOB —
LEIIOCTHOCTD, JOCTYITHOCTb.

/. Bo3MoxkHbBIE MOCJIECTBUS pPeau3alui yrpo3bl — HapyIICHUE PEKUMOB
¢bynkunonupoBanusi CAB3, neobHapyxenue Baeapenus B IC KB.
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3.3. IMoautuka 6€30MaACHOCTH OPraHU3aAIUN

OOBEKT OLIEHKH JOJDKEH CIIE0BATh IPUBEICHHBIM HIKE MPaBUJIaM MOJIUTUKU
0€30MacHOCTH OpraHU3aLUH.

IMosmTuka 0e3o0nacHocTu-1

JlomokHbl  OBITH  OO€CIieYeHbl HAAJIEKAIUE MEXAaHU3Mbl PETUCTpallUM U
OPEIYNPEXKIACHUS O JIIOOBIX COOBITHUAX, OTHOCSIIUXCS K BO3MOKHBIM HApYLIECHUSIM
0€30MacCHOCTH. MexaHn3mbl perucrpanuu JOJKHBI IPEIOCTABIIATh
VIOJHOMOYEHHBIM Ha 3T0 cyOobektaM MC  BO3MOXHOCTH  BBIOOPOYHOIO
O3HAKOMJICHUS ¢ HHPOpPMAIHEH O MPOU3OLIEIINX COOBITUSX.

ITonnTHKa 60e30mMacHOCTH-2

VYnpasnenue napamerpamu CAB3, KoTOphie BIUSIOT HA BBITIOJIHEHUE (DYHKITUN
oczomacHoctn  CAB3, 10MKHO OCYIIECTBIATHCS TOJIBKO — YIIOJTHOMOUYCHHBIMH
cyobekramu MC.

IoauTnka 6e3onacHoCTH-3
JIOJDKHO ~ OCYILECTBIIATBHCS  YNPABIEHUE CO CTOPOHBI  YIOJIHOMOYEHHBIX
cyorektoB MC pexxumamu BeinoiaHeHus GpyHkuuii 6e3onacnoctu CAB3.

IMoauTHuka 0e3onmacHocTu-4
OOBEKT OLIEHKH JOJDKEH OBITh 3aIlUINECH OT HECAHKIIMOHUPOBAHHOIO JIOCTYyIa
Y HapylieHu# B oTHOIEHUN PyHKInK 1 1aHHbIx OO.

IMonuTnka 6e30MacHOCTH-5
OOBEKT OIEHKU JIOJDKEH O0ecleurnBaTh BBIMOJHEHUE MPOBEPOK C IENIBIO
oOHapyxeHus 3apaxeHHbIX KB 00beKTOB B 3aJaHHBIX 001aCTAX MaMATH U ¢aiiiax.

IMoauTuka 0e3omacHocTu-6
OOBEKT OILICHKU JOJDKEH O00eCIeunBaTh BO3MOXXKHOCTh YCTAaHOBKH PEKHMOB
BBITIOJTHCHHSI IIPOBEPOK C MENIbI0 O0HApY)KeHUs 3apakeHHbIX KB 00bheKTOB.

IMonuTuka 6e3o0nmacHocTu-7
OOBEKT OLEHKM [JOJDKEH O0ecrneynBaTh BO3MOXKHOCTh yaaleHus (eciu
ylaJeHue TEXHUUECKH BO3MOKHO) koj1a KB 13 3apakeHHBIX 00BEKTOB.

IMoauTnka 6e30nmacHoCTH-8
OOBEKT OLICHKU JOJDKEH O00eCleurBaTh BO3MOKHOCTh YCTAaHOBKH PEKHMOB
BeinoHeHus oonosnenuit bJ1 ITIKB CAB3.
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4, Iean 6e30macHOCTH
4.1. Ileau 6e30MaCHOCTH )il 00bEKTA OLIEHKH

B mannom paznene maetcs onucanue eneit 6ezonacuoctu s OO.

Ieap 6e3omacHoCcTH-1

Avyaut 6e3onacioctu CAB3

OOBEKT OILICHKM [JOJDKEH pacrojiaraTh HaJeKallldMH — MeXaHU3MaMu
perucTpaIuy U IpeaynpekIeHUs O JHOO0bIX COOBITHSIX, OTHOCSIIUXCSA K BO3MOXHBIM
HapymeHussM O0e30macHOCTH. MexXaHU3Mbl PEruCTPallid JIOJDKHBI TIPEIO0CTaBIISAThH
YIOJHOMOYECHHBIM CyOBhekTaM MC BO3MOXHOCTH BBEIOOPOYHOTO O3HAKOMJICHHS C
nH(pOopMaIen 0 MPON3OMICANTUX COOBITHSIX.

Ieab 6e30macHOCTH-2

Yunpagaenue napamerpamu CAB3

OOBEKT OIEHKH JIOJDKEH 00eCIeYUTh BO3MOXKHOCTh YIIPABJICHUS MTapaMeTpaMu
CAB3, xotopbie BIMAIOT Ha BbIMONHEHHE QyHKIuA Oe3zonmacHoctn CAB3, co
CTOPOHBI YIIOJIHOMOYEHHBIX cyObekTOB UC.

Iean 6e30macHOCTH-3

Yupasaenue paooroii CAB3

OOBEKT OILICHKH JIOJKEH O00ecreuuBaTh  yOpaBIECHHE CO  CTOPOHBI
YIOJIHOMOYEHHBIX CyObheKkTOB MC pekuMaMu BBITIOJTHEHUST (PYHKIIMK O€301MacHOCTH
CABS3.

Hean 0e30macHocTu-4

Pasrpanuuenue gocryna k ynpasjieHuo CAB3

OOBEKT OLIEHKM JIOJDKEH oOecrneurMBaTh pa3TpaHUYEHUE JI0CTyna K
ynpasiennto CAB3 Ha ocHoBe posieit cyobektos MC.

eab 6e30macHOCTH-5

BuinoJiIHeHHE TPOBEPOK 00bEKTOB

OOBEKT OIIEHKH JIOJDKEH OOECIeUrMBaTh BBIMOJHEHHE IPOBEPOK C IICJIBIO
oOHapyxeHus 3apaxxeHHbIX KB 00beKTOB.

Iean 6e30macHOCTH-6

Pe:KHMBbI BBINOJTHEHHS IIPOBEPOK

OOBEKT OIICHKH JIOJDKEH OO0CCIeUHMBAaTh BO3MOXKHOCTh YCTAHOBKH PEKHUMOB
BBITIOJTHEHHSI IIPOBEPOK C IIEITbI0 0OHApY)KeHUs 3apakeHHBIX KB 00beKTOB.

Iean 0e3omacHocTH-/

O0padoTKa 3apasKeHHbIX 00bEKTOB

OOBEKT OLEHKM [OJDKEH O0ecreynuBaTh BO3MOXKHOCTh ynaaleHus (eciu
yIaneHue TeXHUYEeCKH BO3MOXKHO) koja KB u3 3apaskeHHBIX 00BEKTOB.

ean 6e30macHocTH-3

OOHOBJIeHME 0a3bl JAHHBIX

OOBEKT OIEHKM JOJKEH O00eCredyrMBaTh BO3MOXKHOCTh YCTAaHOBKH PEKHMOB
BeInoTHeHus ooHoBneHuit b1 ITKB CAB3.
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4.2. llenu 6e30MaCHOCTH AJisl CPeAbI

B nanHom pazgene npaercs omnMcaHue Iiesie 0e30MacHOCTH JJisi  Cpeibl
dbyukiumonupoBanus OO.

Heas pas cpeabl pynkunonuposanus O0-1

Joctyn k nanabiM UC

JomxeH ObITh oOecrieyeH J0CTyn o0bekTa oueHKu K gaHHbiM UC, koTtopbie
HEOOXOIUMBl OOBEKTY OLEHKH JUIsl pealu3alid  CBOMX  (YHKIIMOHAJIBHBIX
BO3MOKHOCTEM.

Heab nas cpeavl pynkunonupoBanus Q0-2

Ixciayaramusa 00

JlomKHBI OBITH OO€CIeueHbl YCTaHOBKA, KOH(QUIYPUPOBAaHUE U YIPaBICHUE
OOBEKTOM OLICHKU B COOTBETCTBHUH C HKCILTYaTal[MOHHOMN TOKyMEHTALUEH.

Hean aas cpenpl pynkunonupoBanus O0-3

CoBMECTUMOCTDH

Jlomkaa  ObITh  OOCCIICYEHAa  COBMECTHMOCTH  OOBEKTAa  OICHKH C
KOHTponupyeMmbIMH pecypcamu HC.

Heas aas cpeapl pynkunonuposanus 00-4

CoBMmecTHasi padoTa

JomxkHa ObITH OOecrieueHa BO3MOXKHOCTh KOPPEKTHOW COBMECTHOM pPabOThI
CAB3 ¢ CAB3 apyrux npou3BOoAUTENIEH B CIIydyae UX COBMECTHOTO MCMOJIb30BaHUsI B
MH()OPMAIIMOHHOW CHUCTEME.

Heas pas cpeabl pynkunonupoanus O0-5

Pusnueckas 3ammra yacreit 00

JomxkHa ObITH oOecrieueHa (u3MuecKas 3alluTa MPOrPAMMHO-TEXHUYECKUX
CPEACTB, Ha KOTOPBIX ycTaHoBIeH OO.

Hean aas cpenpl pynkunonupoBanusi 00-6

CHMHXPOHHU3AIHUSA 110 BpEMEHHU

JlomxkHa OBITE 0OecIIeUeHBI OBITh 00SCIICUCHBI HAJICKAIINN UCTOYHUK METOK
BPEMEHU U CUHXPOHM3ALIUS 110 BpeMeHU Mex 1y kommoHeHTamu OO, a Takke MEXy
OO u cpenoit ero GyHKIMOHUPOBAHUS.

Hean nis cpeasl pynxkunonunposanus O0O-7

TpeOoBaHHUS K NIEPCOHATY

[Tepconai, OTBETCTBEHHBIN 3a (DYHKIIMOHUPOBAHUE OOBEKTA OIEHKH, JOJDKCH
obecrnieunBaTh HajIexkamiee PyHKIMOHUPOBAHUE OOBEKTA OIIEHKH, PYKOBOJICTBYSCH
AKCIUTYaTallMOHHOW JOKYMEHTAIUEH.

Heas aas cpeabl pynkunonupoanus O0-8

JdoBepeHHas cBA3b

HNomxna  ObITh  oOecrieueHa  JoBepeHHas CcBsi3b Mexay OO wu
ynojaHoMoueHHbIMH cyObekTamu UC (agMuHHCTpaTOpamMu 6€301acHOCTH).
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Heab nas cpeavl pynkunonuposanus 00-9

MexaHu3Mbl aYTEHTH(UKAIMY 1 WIeHTH(GUKAIMH

OYHKIIMOHUPOBAHUE 00O JIOJKHO OCYIIECTBIATHCS B cpene
(YHKITMOHUPOBAHUS,  MNPEAOCTABISAIONICH  MEXaHU3Mbl  ayTeHTU(PUKAIMU |
uaeHTUGuKau agMuHucTpaTopoB 6ezonacnoctu CAB3.

Heab pas cpeanl pynkunonuposanusa 00-10

JloBepeHHbIii KaHAJ

JlomkeH ObITh oOecredyeH JOBEpEHHBIM KaHal Moidy4deHus oOHoBieHuil bJl
[IKB CABS3.

Hean pas cpenbl pynkunonupoanus O0-11

3ammrTa ganabix P60

JlomxHa OBITH OOecrieyeHa 3aluiieHHass 00J1acTh ISl BBITOJHEHUS (DYHKIIHMA
oe3onacHoctu CAB3.

Hean aas cpenpl pynkuuonupoBanus O0-12

Yupagjenue arpudyramMmu 0€30acHOCTH

VYmpaBienue arpubyramMu O€30MACHOCTH, CBSI3aHHBIMH C JIOCTYIIOM K
¢bynkuusiM u gaHHbiM OO, TODKHO TPENOCTaBISATHCS TOJIBKO YIOJIHOMOYEHHBIM
poisisim (agmunuctparopam CAB3 u UC).




19

S. TpeboBanus 6e30MacHOCTH

B nmannom paznene I3 mnpencraBieHbl (QyHKIIMOHAJIbHBIE TPeOOBAaHUS WU
TpeOOBaHMs JOBEpPUs, KOTOPBIM AOJKEH YIOBAETBOPATH OO. DyHKIHOHAIBHBIE
TpeboBaHus, MpeacTaBlieHHble B HacTosimeMm [13, ocHoBaHBl Ha (PYHKIIMOHAJIBHBIX
komnoneHTax u3 ['OCT P MCO/MBK 15408-2. Kpome Toro, B Hactosmmii 113
BKJIIOUEH psl TpeOoBaHWM 0€30macHOCTH, C(HOPMYIHMPOBAHHBIX B SIBHOM BHJIE
(pacuupenne 'OCT P MCO/MBK 15408-2). TpeGoBanusi n10oBepUsi OCHOBaHbI Ha
koMroHeHTax TpeboBanuit pgosepus u3z [OCT P HMCO/M3BK 15408-3 wu
npejacraBieHsl B HacrosimieM 113 B Buae oueHouyHoro ypoBHs gosepus OV /11,
ycunenHoro  kommnoneHtomM  AVA_SOF.1  «Ouenka CTOWKOCTH  (YHKIHH
oezonacHoctu  OO» u  pacmmupendHoro komnonentamu ALC_UPV_EXT.1
«IIpouenypst obnoBnenuss bJl IIKB» u AMA SIA EXT.3 «Ananmu3 BiusHus
oOHOoBieHMI  Ha  OeszomacHocth  CAB3». TpeboBanusi ~ Ge30mMacHOCTH
ALC_UPV_EXT.1 «IIpouenypst o6nHoBrnenuss bJ] [IKB» u AMA SIA EXT.3
«Ananu3 BiausiHUs oOHOBIIeHUM Ha 6e3onacHocTh CAB3» chopmynnpoBaHbl B SIBHOM
Buze (pactumpenne [OCT P UCO/MBK 15408-3).

5.1. TpeboBaHus 6€30MACHOCTH /ISl 00bEKTA OLIEHKH

5.1.1. ®ynknunoHaabHble TpedoBaHus 6e3onacioctu OO

OyaknuoHanpHbie  KoMmrnoHeHTl w3 ['OCT P HUCO/MBK 15408-2, Ha
KOTOPBIX OCHOBaHBI (DYHKIIMOHAJIbHBIE TpeOoBanus 6e3omacHocTH OO, IPUBEICHHI B
tabmure 5.1.

Tabnuua 5.1
DOYyHKIHMOHAJIbHbIE KOMIIOHEHTBI, HA KOTOPbIX 0cHOBaHbI PTH OO
Wpenrnguxarop . Ha3Banne komnonenTa TpedoBaHui
KOMIIOHEHTA TpeOoBaHM
FAU GEN.1 I'enepanyst naHHBIX ayauTa
FAU_SAR.1 ITpocmoTp aynura
FMT_MOF.1 YrpaBieHre peKuMOM BbIOJHEHUS! QYHKIMI 0€301aCHOCTH
FMT_MTD.1 VYnpasnenue nanasivu PO
FMT_SMR.1 Ponn 6e3omacHocTH
FAV_DET _EXT.1 bazoBoe oOHapykeHne KOMITBIOTEPHBIX BUPYCOB
FAV_MTH EXT.1 Mertonbl aHanu3a
FAV_MTH_EXT.2 BrinonHeHne npoBepok
FAV_ACT EXT.1 VY nanenue KB
FAV_UPD EXT.1 O6nornenue bJI IIKB

51.1.1. Aynur 6e3onacuoctu (FAU)

FAU GEN.1 I'enepauusi JaHHBIX ayaAuTa
FAU GEN.1.1  ®BO nomkHbI OBITH CIOCOOHBI TEHEPUPOBATH 3aMKUCh AYIUTA IS
CJIEIYIONTUX COOBITHIA, TOTCHITUAIBHO MOJABEPTraeMbIX ayAUTY:
a) 3aIyCK U 3aBEPIICHHE BBHIMOTHEHUS QYHKIIUN ay/InTa;
0) Bce CcOOBITHS, TOTCHIMAIBLHO TOJBEpPracMbie ayauTy, Ha [BBIOOP
(BBIOpATh OMHO M3): MUHUMALbHBIU, OA308blll, 0eMAIUUPOBAHHDLIL,
HeonpeoeneHHblll| ypOBHE ayJIUTa;
B) [COOBITHS, IPUBEIECHHBIC BO BTOPOM CTOJIOIE TaOaUIIbI 5.2].
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Tabmuma 5.2

CoObITHS, MOAJIEKALUE AYAUTY

Kommnonent CoObITHE Jeranu3anmsi
FAV_MTH_EXT.2 | BeimonHeHue NpoBEpPOK | PEXKHUM 3aITycKa MPOBEPOK, IMapaMeTphl
¢dbynkuonuposanusi OO MpH BBITOJIHEHUU
IIPOBEPOK, PE3YJIbTAT IPOBEPOK
FAV_UPD_EXT.1 | OGHOBieHHUE UIeHTU(HUKATOPBI OOHOBJICHHI
6a3wl nanabIX KB

FAU_GEN.1.2 ®BO nomxHBl pEerucTpUpOBaTh B KAXKIOW 3alUCH ayAWTa, IO
MEHBIIIEH Mepe, CIEAYIONIYI0 HHPOPMAIIHIO:
a) Jnara U BpeMsi COOBITHsI, TUIl COOBITHS, HACHTU(UKATOP CYObEKTa U
pe3yabTat coOObITHS (YCTICIIHBIM WIIM HEYCIICIIHbBIN);
0) nans Kaxa0ro THUMa COOBITHMA, MOTEHIIMAIBFHO TOBEPTaeMbIX ayAHTY,
U3 YHCTa ONPENCNCHHBIX B (DYHKIIMOHAIBHBIX KOMIIOHEHTAX,
KoTOpble BKItoueHs! B [13, [uHDOopMannio, onpeeieHHy0 B TPETheM
ctosibie Tabauibl 5.2].
3aBUCHUMOCTH: FPT_STM.1 «HanexxHble METKH BpEMEHM.

FAU_SAR.1 IIpocmoTp ayaura

FAU SAR.1.1 ®BO nomkHBI TPEIOCTABIATh [HA3HAUCHHE: YHOIHOMOUEHHbIE
nonvzoeamenu]  BO3MOXHOCTb  UYWTaTh  [Ha3HA4YECHHUE:  CHUCOK
ungopmayuu ayouma] U3 3amuceut ayiura.

FAU SAR.1.2 ®BO nomkHBI TpPEIOCTaBIAThL 3allUCH  ayJAWTa B  BHIE,
MO3BOJISIONIEM TI0JIb30BATEIII0 BOCIPUHUMATH COACPIKAINIYIOCS B HHUX

uHbOpMaIHIo.
3aBUCHUMOCTH: FAU_GEN.1 «I'enepanius qaHHBIX ayIuTay.
51.1.2. YupasJjienue 6e3onacuocrbio (FMT)

FMT_MTD.1 Ynpasiaenue nanabimu P60

FMT_MTD.1.1 ®BO nomkHbI MPeIOCTABIATHL BO3MOKHOCTD [3a7aHus |, a TAKKe
[BBIOOD:  u3MeHeHue 3HAUEeHUti No  YMONYAHUI,  MOOUDUKAYUS,
[HasHauenue: Opyeue omnepayuu]] [mapamerpo mnomcka KB] wm
CIICAYIOIINX JaHHBIX [Ha3HAYCHHE: cnucox opyeux oauuvix DPHO]
TOJILKO [Ha3HAYCHUE: YNOJIHOMOUEHHbIE UOCHMUDUYUPOBAHHbLE POIU].

3aBUCHUMOCTH: FMT SMR.1 «Ponu 6e30macHOCTI.

FMT_MOF.1 YnpasieHue pe:xuMOM BbINOJHeHUs PyHKUIMHA 0€30IIaCHOCTH
FMT_MOF.1.1 ®BO nomKkHBI mNPeAoCTABAATh BO3MOXHOCTh YHPAGIEHUA
pedcuMamyl _ 8bINOIHeHUs (QYHKUUU 0e30nacHocmu, VKA3AHHbIX 6
nepeom cmondue madauuvt 5.3, a makdce [nasnauenue: Opyaue
pedicumbl] ONPEACIeHHBIX (DYHKIHM, [yKa3aHHBIX BO BTOPOM CTOJOIE
Tabnuipl 5.1, a Takike [Ha3HAUYCHHWE: CHUCOK @YHKYuUli]] TOIBKO
[Ha3HAYCHUE: YNOTHOMOYEHHBLE UOCHMUPDUYUPOBAHHBLE POIU].
3aBUCUMOCTH: FMT SMR.1 «Ponu 6e30macHOCTIY.
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Tabmuma 5.3
Pe:kumpbl BbInoJiHEeHUSI PYHKIMH 0€30IIaCHOCTH
Pe)KI/IMUBbIIIOJIHeHI/IH ®EO
(ynknuii 6esonacuocTu
Omnpenenenue pexxuma O6paboTka 3apaKeHHBIX 00BEKTOB
BBITIOJTHEHU S, MOAH(PUKAIUS
pEXHMMa BBITIOJTHEHUS
Ornpenenenue pexuma Bremonnenue QaitioBeix omeparnuii - (co3maHue,
BBITIOJTHEHUS, MOAU(PUKAIUS | yoaleHue, MoAuduKanus), HOPOBOAUMBIX  MpHU
peKuMa BBIIOJIHEHUS npoBepke CAB3 3aapXxuBHpPOBaHHBIX OOBEKTOB

FMT_SMR.1 Posu 6e3omacHocTn
FMT_SMR.1.1  ®BO nomkHBI TOIIEPKUBATH CIICTYIOIINE POJIH:
[a) amMuHUCTpaTOp 0€30MaCHOCTH;
0) nosb3oBarens UC;
B) [Ha3zHaucHHE: opyeue poaul].
FMT_SMR.1.2 ®BO gomxHBI OBITH CIIOCOOHBI ACCOIMUPOBATH IMOIB30BATEICH C
POJISIMU.
3aBucumoctu: FIA UID.1 «Bbsibop MOMeHTa UeHTU(DUKAITUNY.

5.1.1.3. IIpoBepku 00bexkToB 3apaxxenusi (FAV_DET EXT)

FAV_DET_EXT.1 Bba3zoBoe o0napy:xenne KB

FAV_DET EXT.1.1  ®BbO [1omKHBI  BBINOJHATH  TPOBEPKH C  IEJBIO
oOHapyxenust KB & gatinosvix obracmsx nocumenei ungopmayuu,
[Ha3HAauYCHHE: Opyeue 0OveKmbil).

3aBUCHMOCTH OTCYTCTBYIOT.

5.1.1.4. Metoabl npoBepok 00beKkToB 3apaxkenus (FAV_MTH_EXT)

FAV_MTH_EXT.1 MeTtoabl aHaJu3a

FAV_MTH_EXT.1.1 ®BO fgo/KHBI  BBIMOJHITH  MPOBEPKH  C  IEJBIO
oboHapyxeansi KB B 00BEeKTax C HCIIOJIB30BAHUEM CUCHAMYPHBIX
Memo008, [Ha3HAuCHUE: Opyeue Memoobl].

3aBUCHMOCTH OTCYTCTBYIOT.

FAV_MTH_EXT.2 BrinosiHeHHe MpoBEePoOK

FAV_MTH_EXT.2.1 ®BbO [1omKHBI  BBINOJHATH TPOBEPKH C  IEJBIO
OOHapy>KeHUsI 3apaKCHHBIX BPEIOHOCHBIMUA  KOMITBIOTEPHBIMU
nporpamMmmamMu (BUpycaMHu) OOBEKTOB 1O KoMaHoe [Ha3HaueHue:
YHONHOMOYeHHble — poau)],  [Ha3HAUeHUWe:  Opysue  pPedcUMbl
BbINOIHEHUSI NPOBEPOK].

3aBUCUMOCTH OTCYTCTBYIOT.
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5.1.15. O0padoTka 00bEKTOB, NOABEPIrIIMXCS BO3ACICTBHIO
(FAV_ACT_EXT)
FAV_ACT EXT.1 Ynanenue KB
FAV_ACT_EXT.1.1 Ilpu o6napyxenuun KB ¢ynkuun 6e3zonacHoctu CAB3

JOJDKHBI  BBITIOHATE  ynanenne KB w3 gaiinos, cucmemmbvix
obnacmeil _nocumenei uHgopmayuyu  [Ha3HAUYCHHE:  Opyeue
00vbekmbl].

3aBUCHMOCTH OTCYTCTBYIOT.

5.1.1.6. Oonosiaenune B/ IIKB (FAV_UPD_EXT)

FAV_UPD_EXT.1 Oo6nosaenne B/ IIKB

FAV_UPD_EXT.1.1  ®BO pomxHbl O0ecreunBaTh IOIYYCHHE M YCTaHOBKY
oononennit bJI IIKB noxanvno 6e3 npumenenus cpedcms
asmomamuzayuy [Ha3HAUCHUE: Opyeue pericUMbl BblNOJIHEHUS
obnoenenuil).

3aBUCUMOCTH OTCYTCTBYIOT.

5.1.2. TpeGoBanusi 1oBepusi K 6€30MACHOCTH 00bEKTA OIlEHKHU

TpebGoBanus moepust k 6e3zonacHoct OO B3l U3 [OCT P NCO/MOK
15408-3 u o6pazyror OV]/l1, ycunenusii kommoneHtoM AVA SOF.1 «Orenka
croiikocty ¢yHkuuu Oe3omacHoctd OO» ©  pacHIMPEHHBIM KOMIIOHEHTaMU

ALC_UPV_EXT.1 «IIpouenypst oo6HoBnenus bJ[ ITIKB» u AMA_SIA EXT.3
«Ananu3 BnusHUS 00HOBIIeHUH Ha 6e3omacHocTh CAB3» (cM. Tabuity 5.4).

Tabnuna 5.4
TpedoBanus noBepus Kk 6ezonacuoctu OO
Nnentudukaropsbl
Kaaccsl noBepus KOMIIOHEHTOB Ha3BaHusi KOMIIOHEHTOB JJ0BepHs
J0BepHUsi
YTIpaBieHHe . ACM_CAP.1 Howmepa Bepcuii
KOH(urypaueu
[TocraBka u
O — ADO_IGS.1 [Iponienypsl yCTaHOBKH, F€HEPALIMH U 3aITyCKa
Paspaborka ADV_FSP.1 HedopmanbHast QpyHKIIMOHaIBbHAS crienUpUKAIHS
P ADV_RCR.1 HedopmanbHas neMoHCTpaIus COOTBETCTBUS
PYKOBOLCTE AGD_ADM.1 PykoBoJICTBO aIMUHUCTpaTOpa
YKOBOA AGD_USR.1 PykoB0ICTBO MOIB30BaTENS
TectupoBanue ATE_IND.1 HeszaBucumMoe TecTrpoBaHre HA COOTBETCTBUE
Onenka ys3sumocrterd | AVA SOF.1 Onenka crorikoctu GyHkun 6e3onacaoctu OO
Oonomenme Gt | = et o Gesomacrocrs
pematomux npasun | AMA_SIA_EXT.3 CAB3

5.1.2.1.

ACM_CAP.1 Homepa Bepcuid
3aBUCHUMOCTH OTCYTCTBYIOT.

Ynpasiaenue kouurypauuei (ACM)
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DneMeHThI IeHCTBHUI pa3padoTunKa

ACM_CAP.1.1D Pa3paboTuuk JOJKEH MPea0CTaBUTh MapKUpoBKY st OO.

DNeMEHTHI COJEPKaHUSI U MPEACTABICHUS CBUIETEILCTB

ACM_CAP.1.1C Mapxkupoka OO nomkHa ObITh YHUKAJIbHA IS KaXKJIOH BEpCUU
00.

ACM_CAP.1.2C OO pomxeH ObITh TOMEYEH MapKUPOBKOM.

DJIEMEHTHI IEUCTBUN OIICHIIINKA

ACM_CAP.1.1IE OueHumK JODKEH  MOATBEPAUTb, YTO  MpeICTaBICHHAS
uHbOpMaIusl YJIOBIETBOPIET BCEM TPEOOBAHUAM K COJEP)KAHUIO U
MPEJICTABICHUIO CBHUJICTEIIBCTB.

5.1.2.2. IocraBka u 3xcruryaranus (ADO)

ADO_IGS.1 IIpouexypsl yCTAHOBKH, FTeHEPALMH U 3aIIyCKAa

3aBUCUMOCTH

AGD ADM.1 PykoBOJCTBO aIMUHUCTPATOPA.

DneMeHTHI IeUCTBHM pa3paboTunka

ADO_IGS.1.1D Pa3paGoTuuk  JOJDKEH  3aJOKyMEHTHPOBAaTh  MPOLEIYPHI,
HeoOxoauMBbIe /Tt 0€301TaCHOM YCTaHOBKH, reHepanuu u 3amycka OO.

DNEeMEHTHI COJIEP>KaHUs U MTPEACTABICHUS CBUICTEIIbCTB

ADO _IGS.1.1C  [loxkymeHTaIus JOJDKHA cojep>XaThb OIMCaHUE
ITOCJIEIOBATCIBHOCTH JIEMCTBUMA, HEOOXOMUMBIX IS Oe30macHOU
YCTaHOBKH, reHepanuu u 3anycka OO.

DJIEMEHTBI JICUCTBUI OICHIIINKA

ADO_IGS.1.1E OrmeHnmk  J0MKEH  MOATBEPAWTH, YTO  IPEACTABJICHHAS
uH(pOpMaIUs YIOBICTBOPSIET BCEM TPEOOBAHUAM K COJICPKAHUIO U
MIPEICTABIICHUIO CBUCTEIIBCTB.

ADO _IGS.1.2E Omennmk [I0KEH CcAeNaTh HE3aBUCHMOE 3aKIIOYCHHE, YTO
IpoLIeypbl YCTAHOBKM, TEHEpAallMM ¢ 3alycka TMPUBOIAT K
0e3omacHo KOHPUTyparu.

5.1.2.3. Pa3paboTka (ADV)

ADV_FSP.1 HedopmanbHas pyHKIIHOHAIBHAA crieU(pUKAIAA

3aBUCHUMOCTH

ADV_RCR.1 HedopmanbHas neMoHCTpanusi COOTBETCTBUSI.

DneMeHThI IeUCTBUM pa3paboTunka

ADV_FSP.1.1D Pa3paboTuuk (3asiBUTEIID) JOJKEH MIPEACTABUTD
(GYHKUIHMOHATIBHYIO cielU(UKAIHIO.

DNeMEHThI COAEPKaHUs U NPEACTABICHUS CBUACTEIIbCTB

ADV_FSP.1.1C ®yHkiuuoHaabHas crienuguKanus JOJDKHA COAEPKATh
HedopmanbpHOoe onrcanue ®bO u ux BHEMIHUX UHTEPEHCOB.

ADV_FSP.1.2C ®yskinuoHanbHas crnenuduKamms T0JDKHA OBITh BHYTPEHHE
HENPOTUBOPEUYUBOM.

ADV_FSP.1.3C ®yskiuoHanbHas crienu@uKaIus T0JDKHA COJEPKaTh OMHMCAHHE
HA3HAYCHUS U METOJOB HCIIOJIh30BaHUS BCEX BHEIIHUX MHTEp(deiicoB
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dBbO, obecrneuyuBasi, TIjJe 3TO HEOOXOJAUMO, JIETAJIHU3AIUIO
pe3yJIbTaTOB, HEIITATHBIX CUTYAIIMK M COOOIIEHN 00 ommoKax.

ADV_FSP.1.4C ®yHkiuoHaabHas crienuduKanus JTOJDKHA IMOJTHOCTBIO
npenactaButb PHO.

DJIEMEHTHI IEUCTBUN OIICHIIINKA

ADV_FSP.1.1E Omennmk  J0MDKEH  NOATBEPAUTh, 4YTO  MPEJCTaBJICHHAs
nH(popMaIMs yJIOBIETBOPSAET BCEM TPEOOBAHUSAM K COJICP)KAHUIO U
MIPEICTABJIICHUIO CBUICTEIHCTR.

ADV_FSP.1.2E OrmeHuomk [OKEH CHOelaTh HE3aBUCHUMOE 3aKIIOYEHHUE, UTO
byHKIIHMOHATBHAS CHEIU(UKAIUS — TOYHOE W TOJTHOE OTOOpaKCHHE
byHKIIMOHATBHBIX TpeboBanuit 6e3omacHoctu OO.

ADV_RCR.1 HedopmanbHas 1eMOHCTPaLMs COOTBETCTBUA

3aBUCHUMOCTH OTCYTCTBYIOT.

DneMeHTHI IeUCTBHM pa3paboTunka

ADV_RCR.1.1D Pa3paboTuvK JOTKEH MPEICTaBUTh aHAJIU3 COOTBETCTBHS MEXIY
BCEMH CMEKHBIMU TTapamMu umeromuxcs npencrapienuid @bO.

DNEeMEHTHI COJIEP>KaHUs U MIPEACTABICHUS CBUICTEIIbCTB

ADV_RCR.1.1C [ns kaxmaol cMeXHOW mapbl uMerommxcs npeactaBieHnii ®bO
aHaIM3 JIOJDKEH JIEMOHCTPUPOBATh, UYTO BCe (YHKIIMOHAJIbHBIC
BO3MOXKHOCTH  Oonee  aOctpakTHoro  mpexcrasienus  OBO,
OTHOCSIINECS K 0€30IaCHOCTH, MPABUIBHO U MOJHOCThIO YTOYHEHHI B
MeHee a0cTpakTHOM npeacTaBieHun OBO.

DJIEMEHTBI ICUCTBUI OICHILINKA

ADV_RCR.1.1E OrmeHnmk  J0MKEH  MOATBEPAWTHh, YTO  IPEACTABJICHHAS
nH(popMaIMs yIOBIETBOPAET BCEM TPEOOBAHUSAM K COJICPKAHUIO U
MPEACTABICHUIO CBUJIETEIIbCTB.

5.1.2.4. PykoBoacrBa (AGD)

AGD_ADM.1 PykoBOACTBO aIMMHUCTPATOPA
3aBUCHUMOCTH

ADV_FSP.1 Hedopmanbsuas GyHKIHOHATRHAS CIICTUA(DUKAIS.
DneMeHTHI IeUCTBHM pa3paboTunka

AGD_ADM.1.1D Pa3paGoTuuk TOTKEH MPEJICTABUTD PYKOBOJICTBO
aJIMUHUCTpATOpa, MNpPEJHA3HAUYEHHOE IS MepcoHalda CUCTEMHOIrO
aIMUHUCTPUPOBAHUS.

DJIeMEHTHI COZIepKaHUS U MIPEACTABICHUS CBUICTEIHCTB

AGD_ADM.1.1C PykoBOACTBO aJIMHHHUCTpaTOpa JOJDKHO COJIEpXaTh OIKMCaHUE
GYyHKIMA ~ aAMUHUCTPUPOBAHUS ¥ WHTEpPEHCOB,  TOCTYITHBIX
agmunuctparopy OO.

AGD_ADM.1.2C PykoBOACTBO aAMHHHUCTpATOpa JOHKHO COJEPKAaTh OIHMCAHHE
TOTr0, KaK yrnpanisiTh OO 6e30macHbIM cIocoO0oM.

AGD_ADM.1.3C PykoBoacTBo aMUHUCTpPATOpA JOJIKHO cojiepKaTh
MPEAYNPEXKICHUS OTHOCUTEIHHO (PYHKIIMH W TPUBUIIETHH, KOTOPHIC
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ClIeMyeT KOHTPOJIUPOBATH B Oe3omacHO cpeae  oOpabOTKH
uHpopmaruu.

AGD_ADM.1.4C PykoBOACTBO aJIMHHHUCTpaTOpa JOJDKHO COJIEpXKaTh OIMCaHUE
BCEX MPEAMNOJIOKEHNUN O MOBEICHUH MOJIb30BaTENs, KOTOPhIE CBA3aHbI
c 6e3omacHoi skcruryaramuei OO.

AGD_ADM.1.5C PykoBOACTBO aJMHHHUCTpaTOpa JOJDKHO COJIEpXKaTh OIMCaHUe

BCEX apaMeTpoB 0€301acHOCTH, KOHTPOJIUPYEMBIX
aJIMUHUCTPATOPOM, YKa3biBas, NpPU HEOOXOOUMOCTH, O€30IacHbIE
3HAYEHHUS.

AGD_ADM.1.6C PykoBoACTBO aAMHUHHUCTpATOpa JOJKHO COJEpkKaTh ONMUCAHUE
KaXXJIOr0 THUIMA OTHOCAIIUXCA K 0€30MaCHOCTU COOBITHM, CBSI3AHHBIX C
BBITIOJITHGHUEM  OOS3aTENbHBIX  (PYHKIIUHA  aJIMHUHHCTPUPOBAHUS,
BKJIIOYAss M3MEHEHHUE XapaKTePUCTUK OE30MaCHOCTH CYUIHOCTEH,
KOHTpoupyeMbix PBO.

AGD_ADM.1.7C PykoBOACTBO aJIMHHHCTPATOpa JIOJDKHO OBITh COIJIACOBAHO CO
BCEH APYroW JTOKYMEHTAMEN, IPEICTABICHHOMN ISl OLICHKHU.

AGD_ADM.1.8C PykoBoACTBO aAMHHHUCTpAaTOpa JOJHKHO COJEpKaTh OIKMCAHHE
Bcex TpeboBaHuil Oe3zomacHocTu Kk cpenae UT, koTtopeie oTHOCITCS K
aAMUHHCTPATOPY.

JIEMEHTHI IEUCTBUN OICHIIINKA

AGD_ADM.1.1E Omennmk  J0MKEH  MOATBEPAWTH, YTO  IPEACTABICHHAS
nH(popMaIMs yIOBIETBOPAET BCEM TPEOOBAHUSAM K COJICPKAHUIO U
MPEACTaBICHUIO CBUJICTEIIbCTB.

AGD_USR.1 PykoBoacTBO MoJIb30BaTe/Is1

3aBUCUMOCTH

ADV_FSP.1 Hedopmanbuas GyHKIMOHATBHAS ClIETU(DUKAIS.

DneMeHTHI IeUCTBHM pa3paboTurka

AGD_USR.1.1D Pa3paGoTuuk J0IKEH MPEACTaBUTh PYKOBOJICTBO TOJIb30BATEIS.

DneMEeHTHI COJIEP>KaHUs U MIPEACTABICHUS CBUICTEIIbCTB

AGD USR.1.1C PykoBoACTBO I0Jb30BaTeNs JOJDKHO COACP)KATh OIKMCAHUC
dbyHkuuii 1 uHTEpdHENCcOB, KOTOPhIE AOCTYMHBI mojbs3oBarensim OO,
HE CBA3aHHBIM C aIMUHUCTPUPOBAHHUEM.

AGD_USR.1.2C PykoBOACTBO TMOJB30BaTEIs JOHKHO COJAEpXKATh OIKMCAHUEC
MPUMEHEHUST JIOCTYITHBIX TI0JIb30BaTeNIsIM (YHKIUKA Oe30MMacHOCTH,
npenocrasisieMbix OO.

AGD_USR.1.3C PykoBoACTBO MOJIb30BaTENS JOJAKHO COAEPKATH MPEAYPEKICHUS
OTHOCHUTEIBHO JOCTYNHBIX IS  TIOJb3OBaTelied  QYHKIUHA |
MPUBUJICTHIA, KOTOPBIC CICAYET KOHTPOJIMPOBATH B 0€30IMacCHOM cpere
00paboTKH MHPOPMAIIHH.

AGD_USR.1.4C PykoBOACTBO TIOJIb30BaTENsl JOJDKHO YETKO TMPEACTaBUTH BCE
00S3aHHOCTH  TOJL30BaTElIsd, HEOOXOAMMBIE I  Oe30macHOM
skcrryararimun - OO,  BkIouas — OOSI3aHHOCTH,  CBSI3aHHBIE  C
MPEANOJIOKEHUSAMH  OTHOCUTEIBHO  JCHCTBUU  TOJIB30BATEI,
COJEp KAIIMMHUCS B U3JI0KEeHUHU cpelibl OezonacHocTu OO.
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AGD_USR.1.5C PykoBOACTBO MOJB30BaTENs JOHKHO OBITH COTJIACOBAHO CO BCEM
JIPYror TOKyMEHTAIMEW, TPEICTABICHHOW 1JIs1 OLICHKH.

AGD _USR.1.6C PykoBOACTBO MOJb30BaTENs JIOHKHO COJEP)KAaTh OMUCAHHE BCEX
TpeboBaHuil 6e3omacHocTH K cpene UT, koTopele UMEIOT OTHOIICHUE
K II0JIb30BaTEIIIO.

DJIEMEHTHI IEUCTBUN OIICHIIINKA

AGD _USR.1.1E Omennmuk  J0mKEH  NOATBEPAUTh, 4YTO  MPEJCTAaBICHHAs
uH(popMaIMs yIOBIETBOPSET BCEM TPEOOBAHUSIM K COACPKAHUIO U
MPECTaBICHUIO CBUJICTEIIbCTB.

5.1.2.5. TectupoBanue (ATE)

ATE_IND.1 He3aBucuMoe TecTUpOBaHHE HA COOTBETCTBHE

3aBUCUMOCTH

ADV_FSP.1 Hepopmanbshas pyHKIMOHATBHAS clienU UKL,

ATE FUN.I ®yHKIMOHAIBbHOE TECTUPOBAHHUE.

DneMeHThI IeUCTBUI pa3padoTurka

ATE_IND.1.1D Pa3paboTuuk nomkeH npeactaButb OO 11l TECTUPOBAHUS.

DNEeMEHThI COAEPKaHUS U NIPEACTABICHHS CBUAETEIIbCTB

ATE_IND.1.1C OO gomxeH ObITh IPUTOCH IS TECTUPOBAHUS.

DJIEMEHTBI ICUCTBUI OIICHIIINKA

ATE_IND.1.1E Ouenumk  J0KEH  NOATBEPAUTh, 4YTO  MPEICTABICHHAs
uH(popMausl yJIOBJIETBOPIET BCEM TPEOOBAHUAM K COJIEPKAHUIO U
MPEICTABICHUIO CBUAETENICTB.

ATE_IND.1.2E  OueHIuK 10DKEH MPOTECTUPOBATH HEOOXOIUMOE TTOAMHOXKECTBO
®bO, uyTo6sl MOATBEPANTH, 4TO OO (PYHKIHMOHUPYET B COOTBETCTBUH
CO creuuPUKauusIMH.

5.1.2.6. Ouenka ysizBumocreii (AVA)

AVA SOF.1 Ouenka croiikoctu pyHkunu 6esonaciocru OO

3aBUCUMOCTH

ADV_FSP.1 Hedopmanwshas pyHkimoHansHas crienuukanus,

ADV_HLD.I OnucarenbHblid MPOEKT BEPXHETO YPOBHSI.

DneMeHTHI IeUCTBHUM pa3padoTunka

AVA_SOF.1.1D Pa3paGoTuuk JOJKEH BBITIOJHUTh aHAIW3 CTOWKOCTH (DYHKITUU
6e3onacHoctr OO 17151 KaKI0TO MEXaHU3Ma, UACHTU(HUITMPOBAHHOTO
B II3 kak wuMeromero yTBEpKIECHUE OTHOCUTEIBHO CTOMKOCTH
¢ynkiun 6ezonacHoctu OO.

DNEMEHTHI COAEP/KAHUS U MTPEACTABICHHS CBUIETEIBCTB

AVA_SOF.1.1C J[Jlngs  xaxaoro  MeXaHuW3Ma,  HMMEIOIIET0  YTBEPIKICHUE
OTHOCHUTENIBHO CTOMKOCTH (yHKIuu Oe3omacHoctn OO, ananus
JOJDKEH TI0Ka3aTh, YTO €€ CTOMKOCTh JOCTUIAeT WM IPEBBIIIAET
MUHHMAJIBHBII YPOBEHb CTOMKOCTH, OnpeneneHHbIi B 113.
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AVA_SOF.12C J[Jlns  kaxaoro  MeXaHW3Ma,  HMEIOIIETO  YTBEPXKICHHE
OTHOCHUTEJIbHO KOHKpPETHOM cToiikocTn (PpyHkummu O6e3omacHocTH OO,
aHaJIW3 JO/DKEH I0Ka3aThb, YTO €€ CTOMKOCTh JOCTHUraeT WU
MIPEBBINIIAET KOHKPETHBIN MOKa3aTeNb, onpeaeaeHHbii B [13.

DJIEMEHTHI IEUCTBUN OIICHIIINKA

AVA SOF.1.1E Omennmk  J0DKEH  NOATBEPAUTh, YTO  MPEJCTaBJICHHAs
uH(popMaIMs yIOBIETBOPSIET BCEM TPEOOBAHUSIM K COACPKAHHUIO U
MIPE/ICTABIICHUIO CBUCTEIIbCTB.

AVA_SOF.1.2E OreHImK 0JDKEH MOATBEPIUTh, 9TO YTBEPKICHUS OTHOCUTEIHLHO
CTOMKOCTH KOPPEKTHBI.

5.1.2.7. TpeooBanus xk OO, chpopmyupoBaHHbIE B ABHOM BH/1E

ALC_UPV_EXT.1 IIpouenypsi odonosaenust b/ IIKB

3aBUCHUMOCTH OTCYTCTBYIOT.

DneMeHTHI IeUCTBHM pa3paboTunka

ALC_UPV_EXT.1.1D Pazpabotuuk JOODKeH pa3paboTaTh U peaM30BaTh
npouenypy ¢uxcanum MoMeHTa moxydeHuss HoBod KB,
OCHOBAHHYIO Ha [Ha3HAYCHHE: CnOCobbl pukcayuul).

ALC_UPV_EXT.1.2D Pazpabotuuk JOODKeH pa3paboTaTh M peaiM30BaTh
TEXHOJIOTHIO, 00ECTIeUMBAIOIIYI0 BpeMsl BBITyCKa OOHOBIICHUU
B/ TIKB He 6osee [Ha3HAUCHHE: 3a0aHHOe 3HAYECHUE 8PEMEH].

ALC_UPV_EXT.1.3D PazpaGotuuk mgomKeH pa3paboTaTh ©  peajn30BaTh
npoueAypy yBemomieHus o0 oOuoBnenun BJ[  TIKB,
OCHOBAHHYIO Ha [Ha3HAYCHHE: CHOCOObL Y8eOOMIEHUS).

ALC_UPV_EXT.1.4D PazpaGotuuk mgoKeH pa3paboTath ©  peajn30BaTh
npouenypy aocraBku oOHoieHuid BJ[ IIKB, ocHoBaHHyio Ha
[Ha3HAYCHHE: CnOCOObI 00CMABKU OOHOGICHUIL].

ALC_UPV_EXT.1.5D Pa3zpabotuuk momkeH pa3padoTaTth TPOLEAYypY KOHTPOJIS
nenoctHocTu ooHoBneHudt b/l IIKB co croponsl [HazHaueHwue:
UOeHMu@uUYUpoB8anHvie YNOJHOMOUYEHHblE POl ], OCHOBAaHHYIO Ha
[Ha3HAYCHUE: CNOCOObI KOHMPOIIS YEIOCHOCMU].

ALC_UPV_EXT.1.6D Pazpabotunk momkeH pa3paboTaTh U peaqn30BaTh
NpoLEeNypy TPEACTaBICHUS OOHOBJICHHH [JIi TMPOBEACHUS
BHEILHETO KOHTPOJSl, OCHOBAaHHYIO Ha [Ha3HAYEHUE: CHOcoObl
npedocmasienust 0OHO8IeHULl Ol KOHMPOJIs).

DNEeMEHThI COJEPKAHUS U MPEICTABICHUS! CBUICTEIbCTB

ALC_UPV_EXT.1.1C [okxymeHTanus npouenyps! pukcanum MomeHnta HoBoil KB
JIOJKHA COJIepKaTh ONMKMCAHKUE CIOCOO0B (PUKCALIUU.

ALC_UPV_EXT.1.2C [loxyMeHTHMpOBaHHbIE MaTepuUalbl JOJDKHBI COJEPXKATh
apryMeHTanuio, 4ro Bpems Bbillycka oOHoBieHui bJl TIKB ne
MPEBBINIACT 3a/IaHHOTO.

ALC_UPV_EXT.1.3C [loxymeHTarus mpoIeaypbl YBEIOMJICHHUS 00 OOHOBJICHHH
B/ [IKB nomxHa comepkath OMMcaHrue CIIOCO0O0B YBEIOMIICHUS.
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ALC_UPV_EXT.1.4C J[loxymeHTauus MpoLERypbl AOCTaBKA OOHOBIeHH bJl
[IKB nomkHa coaepkaTb OINKUCAaHUE CHOCOOOB JOCTaBKU
OOHOBJICHUH.

ALC _UPV_EXT.1.5C J[lokymeHTalus MpOLEAyphl  KOHTPOJS  IEJIOCTHOCTH
oonosiiennit bJ[ TIKB nomkHa copepkaTh omucaHue CIIOCOOOB
KOHTPOJISI LIEJIOCTHOCTH OOHOBJICHUH.

ALC_UPV_EXT.1.6C JlokymeHTaIus MpOLEAyphl MPEACTABICHUS OOHOBJICHUMN
JUISL TIPOBEJCHUS BHENTHETO KOHTPOJS JO/DKHA COACepKaTh
OMMMCAHWE  CIOCOOOB  TPEIOCTABICHUS  Pa3paboOTUMKOM
OOHOBJICHUH AJIS1 KOHTPOJIA.

DJIEMEHTBI ICUCTBUN OICHITUKA

ALC _UPV_EXT.1.1E OmueHmmK [IODKEH TOATBEPAUTH, UYTO MPEACTaBICHHAS
uH(popManusl yIOBJIETBOPSAET BCEM TPEOOBAHUSAM K COJIEPKAHHUIO
U TIPEJICTABIICHUIO IOKYMEHTUPOBAHHBIX MaTEPHUAJIOB.

ALC _UPV_EXT.1.2E OneHuuk JTOKEH MIPOBEPUTD, 4TO CITOCOOBI
MPENOCTaBICHUsT OOHOBIICHUU JUIsI KOHTPOJISI  TO3BOJIIOT
OpraHU30BaTh U MPOBOJUTH UX BHEIIHUI KOHTPOJIb.

AMA _SIA_EXT.3 Awnanu3 Bausinusi 00HOBJIeHU# Ha O6e3onmacHocTh CAB3

DneMeHTHI IeUCTBHM pa3paboTunka

AMA_SIA EXT.3.1D Pa3paboTuuk J0KEH TPEACTAaBUTh MaTepHabl aHAIH3a
BIIUSIHUA OOHOBIIEHHI Ha 6e3onacHocTh CAB3.

DJIeMEHTBI COJIepKaHUs U MPEJICTABICHUSI CBUJICTEIIHCTB

AMA _SIA EXT.3.1C Marepuansl  aHajau3a  BIUSHUASA  OOHOBIEHWH  Ha
oe3onacHocth CAB3 momxHBI copep:KaTh KpaTKOe OMUCaHUE
BJIUSIHUA OOHOBJICHMM Ha 3aJjaHue MO 0e30MacHOCTH, (PYHKIIUU
oe3onacHoctu CAB3 wiu conepkarh JIormueckoe 000CHOBaHHE
OTCYTCTBUS TAKOTO BIIUSHUSI.

AMA SIA EXT.3.2C Marepuansl  aHanvM3a  BIWSAHHS ~ OOHOBJICHHMH  Ha
o0e3omacHocTh CAB3 momkHBI 111 OOHOBJIEHH, BIUSIONIAX Ha
0e30macHOCTh, WAECHTU(GUIUPOBATH (YHKIMH O€30MacCHOCTH,
koMrioHeHThl CAB3, Ha KOTOpBIC BIMSIET TaHHOE OOHOBJICHHE.

DJIEMEHTHI IEUCTBUN OIIEHIIINKA

AMA _SIA EXT.3.1E OueHmmMK IO0JDKEH TOATBEPAUTh, YTO TIPEICTABIICHHAS
uH(popMaIusl yI0BIETBOPSAET BCEM TPEOOBAHUSM K COJIEPKAHHUIO
U TIPEJICTABIICHUIO JOKYMEHTUPOBAHHBIX MaTEPUAIIOB.

5.2. TpeOoBaHusi 6€30MACHOCTH A5l cpebl HH(POPMANMOHHBIX TEXHOJIOT M

OyHkusAMH Oe30macHOCTH, peanusyeMmbiMu cpenod WUT B uHTepecax
obecrieuenus Oe3omacHoct OO, sBusaroTcs QyHkiuun  «Unentudukanus wu
ayrenTudukanus» u «3ammra ObOy.

OynkimonanbHbie KOMIOHEHTHI 13 [[OCT P MCO/M3K 154082, Ha KOTOpBIX
OCHOBaHbI (PYHKITMOHAJIbHBIE TpeboBanus Oe3omacHoctu cpeast WT, mpuBenens! B
Tabnuie 5.5.
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Tabmuma 5.5
DOyHKIHMOHAJIbHbIE KOMIIOHEHTBI, Ha KOTOPBIX 0cHOBaHbI PTh cpeast UT
Wnenrugukarop . Ha3Banune komnonenTa TpedoBaHuii
KOMIIOHEHTa TpeOoBaHu i
FIA_AFL.1 O06paboTka 0TKa30B ayTCHTH(PUKAIIUH
FIA_SOS.1 Bepuduxanus cexperos
FIA_UAU.2 Aytentuduraius 10 J00bIX TeHCTBUI MOJIb30BaTEIs
FIA_UID.2 Nnentudukanuys no a00bIX TEHCTBHI MOJIB30BATEIS
FPT RVM.1 Heso3mosxnocts 06xoaa [16O
FPT SEP.1 Otnenenne nomena PO

5.2.1. Unentudpuxanus u ayrentupuxanus (FIA)

FIA_AFL.100pa6oTka 0TKa30B ayTeHTHPUKATMHA

FIA_AFL.1.1 @Oynknuu Oe3onacHoctu cpeabl UT nomxHbl 0OHapyKUBaTh,
KOIJla MpPOM30MIET [HAa3HAYEHHUE: UYUCAO0 NONbIMOK| HEYCHEIIHbIX
HOTBITOK ayTeHTU(UKALMK [C MOMEHTA MOCJIEIHEN yCTIEIIHOW TOMBITKU
ayTeHTU(PUKALIUU [T0JTH30BATES .

FIA_AFL.1.2 [Ipu pmocTuxenum onpexaeineHHoro B 3jdemente FIA AFL.1.1
YUCiia  HEYCIEHIHBIX  MOMBITOK  ayTeHTUPUKauuu  (PYHKIUHU
oesonacHocTu cpeabl UT noipKHBI: [HAa3HAUYCHUE: CHUCOK Oelicmaull,
HANPAaeIeHHbIX Ha OajlbHelluee npedomapauieHue NOnbImoK 0ocmyna
CO COPOHDBL CYOBEKMa, 0ZPAHUYEHHOE 6DEMEHHBIM UHMEPBANOM]).

3aBucumoctu: FIA UAU.2 «AyreHTudukanus 10 JT0ObIX 1eHCTBHMA

MOJIb30BATEIIS.

FIA_SOS.1 Bepudukanusi ceKpeToB

FIA SOS.1.1 @Oyukuuu OezonacHoctu cpeabl UT 10TKHBI MPEIOCTABUTH
MEXaHU3M Mg BepUpUKALMK TOro, 4To mapoju Ha aocryn k QO
OTBEYAIOT [HA3HAYCHUE: ONpeOdeNeHHAsi MempuKka Kaiecmed napoJieil,
eéKOUauan mpedoeanus K OauHe naponei, mpedoeaHus no
3anpeuieHuI0 UCNOb308AHUSA ONPEOEICHHBIX KOMOUHAUUTL CUMEBOJ108,
a makice mpevosanus K Kame2opuu UCno1b3yeMblX CUME0108).

3aBUCUMOCTH OTCYTCTBYIOT.

FIA_UAU.2 AyTeHTH(PUKALMSA 10 JIOObIX JeHCTBHHA M0JIb30BATEISA

FIA_UAU.2.1 ®Oynknuu 6e3onacHoctu cpeabl UT nomxubl TpeGOBaTh, 4TOOBI
Kaxabli cyobekT aoctyna kK QO Obul ycrenHo ayTeHTU(GUIMPOBaH 10
pazpeiieHust J1I000Tr0 JAEWCTBUA, BBIMOJIHIEMOrO MPH MOCPETHUYECTBE
®BbO 0oT UMEHU 3TOTO CYyOBEKTa JOCTYIIA.

3aBucumoctu: FIA UID.1 «Bsibop MOMeHTa naeHTUDUKAITTNY.

FIA_UID.2 Unentudukanus 10 J1OObIX JAelicTBUI MOJIb30BaTEs

FIA_UID.2.1 ®Oynknuu 6e3onacHoctu cpeasl UT nomxubl TpeGOBaTh, 4TOOBI
KK  TOJIb30BaTellb  ObUT  YCHENIHO  WACHTH(PUIIMPOBAH 10
pasperieHus: Jr00ro JEeUCTBHS, BBIMOIHIEMOTO TPH TOCPEIHUYECTBE
cpensl T OT UMEHU 3TOro MOJIb30BaTEIS.

3aBUCUMOCTH OTCYTCTBYIOT.
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5.2.2. 3amura ®BO (FPT)

FPT RVM.1 HeBo3mozxkHocth 00xoaa I1BO

FPT_RVM.1.1 ®Oyukuuu O0e3onmacHoctu cpeabl UT 1momkHBI 00€CIIEUUTH,
yToOBl QyHKIUHU, ocymiecTBisitone [16O, BbI3BIBAIMCH U YCHEHIHO
BBITIOJHSUTUCH TIPEXKIE, YEM pa3periacTcs BBITIOJHEHHUE JII000H Ipyroi
byHKIIMU B TpeAenax o0yacTH JIeUCTBUA (DYHKIMU O€30MacHOCTH
o0wekra oneHku (OJD).

3aBUCHMOCTH OTCYTCTBYIOT.

FPT_SEP.1 Otnenenue nomena b0

FPT SEP.1.1 dyukuun 0e3omacHoctu cpeabl UT 10DKHBI MOAIEpPKUBATH
JIOMEeH Oe30macHOCTH I BeimojiHeHUs PBO, 3amumaromuii uX oT
BMEIIATEILCTBA U UCKAXKEHUSI HEJIOBEPEHHBIMU CYObEKTAMH.

FPT_SEP.1.2 @Oynkuun Oe3zomacHoctu cpeabl UT [0DKHBI peann3oBaTh
pazaeiieHue MeXIy JOMEHaMu 0e3011acHOCTH cyOBekToB B O/[D.

3aBUCUMOCTH OTCYTCTBYIOT.

3ameuanusi mo npuMeHeHu10: [IpencrapiieHHbIC B JaHHOM IOApa3iesie TpeOOBaHMS
MoryT ObITh peanusoBanbl cpenor UT, nemocpencrBenHo OO WM COBMECTHO —
cpenoit UT u OO.
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6. O0ocHOBaHHUE

B nanHOM pasjene m1aHO 000CHOBAaHHE IIENIeH OC30IaCHOCTH, ONPECIICHHBIX B
pasnene 4, u TpeOOBaHMI 0E30IMaCHOCTH, OMPEACICHHBIX B pa3jieiic 5 HACTOSIIEro
I13.

6.1. OOocHoBaHHe LeJIeli 0€30IMaCHOCTH

6.1.1. Ob6ocHOoBaHHUe 1eJIel 0e3onacHocTH 111 OO

B Ttabmuue 6.1 mpuBeneHo otoOpaxkeHue uenen OeszomacHoctn it OO Ha
YIPO3bl U MOJUTUKY 0€30MaCHOCTH OpTraHU3alIUH.

Tabmuia 6.1
OToOpaxkeHnue neJieil 0€30IIACHOCTH HA YIPO3bI U MOJUTUKY 0€30IIACHOCTH
OpraHusanuu

St o = e
=l o= o= o= o= O = o=
=4 =1 =l =t =l =) (=) =
(5] (5] (5] (5] (5] & (5] (5]
=] =] =] =] =] (=] (=] (=]
= o= o= oz o= =B o= =
(] (] (] (5] (] & & &
« « « « « < < <
=l =2 =2 =2 2 2 g2 =
(=] (=] (=] (=] (=] (=] =] =]
[<p] [<p] [<p] [<p] [<p] o [ap) o
[-%] [-%] [-%] [-%] [-%] -5] -5] -5]
O O O O O v O v
Al 4 & & 4 4| 4 <2
= = = = = I = I = =
%] %] %] %] %] %] -%] -%]
o e e e | e e | e [

Yrpo3sa-1 X | X| X

Yrpo3a-2 X[ X|X| X

IoautTuka 60esomacuocTu-1 | X

IMoauTuka 6e3onacHoCcTH-2 X

IoauTuka 0e3omacuocT-3 X

INoauTuka 0e3onacHocT-4 X

IoauTuka 0e3omacHocTH-5 X

IMoautuka 6e3onacHocTu-6 X

INoauTuka 0e3omacHocTH-/ X

IoauTuka 0e3omacHocTu-8 X

Hean 0e3omacHocTH-1

JlocTmoxkeHne ATOM  IIenM  O€30MacHOCTH  HEOOXOAWMMO B CBSI3H  C
MPOTUBOCTOSIHAEM yrpo3aMm ¥Yrpo3a-1, ¥Yrpo3a-2 wu peanusamnueil TOJUTHKH
oe3omnacHoctn opranuzanuu IloauTuka Oe3omacHocTu-1, Tak Kak oOecreuynBaeT
HAJUISKAIYI0 PETUCTPAINIO U TPEIYyIPEKIECHUE O JTIOOBIX COOBITUSX, OTHOCSIITUXCS
K BO3MOXHBIM  HapylmIeHUSM O€30MacHOCTH, BO3MOXKHOCTh  BBIOOPOYHOTO
O3HAKOMJIEHUS ¢ HH(OPMAITUEH O TPOU3OMICIITNX COOBITHSX.

eab 6e3omacHOCTH-2

JloctmokeHne  3TOM  IIenM  O€30MacHOCTH  HEOOXOAMMO B CBSI3H  C
MPOTUBOCTOSIHUEM yrpo3aM ¥Yrpo3a-1, ¥Yrpo3a-2 u peanuzamnued MNOJUTUKU
o6e3zonacHoctu opranuzanuu IloauTHka 0e30macHOCTH-2, TaKk Kak o0OecreyrBaeT
BO3MOXHOCTh yrpasieHus napamerpamu CAB3, KoTopbie BIUSIIOT HA BBINOJHEHUE
¢bynxuii 6e3onacHoctu CAB3, co ctopons! yroiHoMoueHHbIX cyobekToB UC.,
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Iean 6e30macHoOCTH-3

Joctmkernne dSTOW  1lend  O€30MacHOCTH  HEOOXOAMMO B CBSI3H  C
NPOTUBOCTOSTHUEM yrpo3aMm ¥Yrpo3a-1, ¥Yrpo3a-2 u peanusauueid MNOJUTHKU
6e3omacHoctn opranuzanuu IloJnTHka 6e30macHOCTH-3, Tak Kak oOecrednBacT
yIPaBJICHUE CO CTOPOHBI YIOJTHOMOYEHHBIX CyOBbekToB C pexkxumMaMu BBITIOJHEHUS
¢bynkuwmii 6e3onacuoctu CAB3.

Iean 0e3omacHocTu-4

JlocTokeHue 3TOM  Ieim  OC30IIaCHOCTH  HEOOXOJOMMO B  CBSI3H  C
MPOTUBOCTOSIHUEM yTrpo3e Yrpo3a-2 W peanm3anuedl TOJUTUKA Oe30MacHOCTH
opranuzaniuu IlosuTHka Oe3omacHOCTH-4, Tak Kak oOecrieurBaeT pa3rpaHUYCHUE
noctymna Kk ynpasiaeHuto CAB3 Ha ocHOBe poieit yroaHoMoueHHBIX cyobekToB HC.

eab 6e30macHOCTH-D

JlocTrkeHrne 3ToW 1enu 0e30MacCHOCTH HEOOXOJUMMO B CBSI3HM C peaju3aluei
MOJMUTUKKU Oe3onacHocTh opranuzanuu  [loauTka 0€30MacHOCTH-S, TakK Kak
o0ecreynBaeT BBIIOJHEHUE MPOBEPOK C LEIbI0 OOHapykeHus 3apakeHHbix KB
00BEKTOB B 3aJJaHHBIX 00JACTAX MaMsITH U ¢aiiax.

Iean 6e3o0macHOCTH-6

JlocTikeHre HTOW 1eiau 0e30MacCHOCTH HEOOXOJMMO B CBSI3M C peaju3aluen
noyUTUKU  Oe3onacHocTH opranu3anuu I[loaumTnka 0e3omacHOCTH-06, Tak Kak
o0ecreuynBaeT BO3MOXKHOCTh YCTAHOBKU PEKUMOB BBITIOJHEHUSI TIPOBEPOK C IEIBIO
oOHapyxeHus 3apaxeHHbIXx KB 00beKTOB.

eab 6e3omacHoCTH-/

JlocTmkeHne AToM 1menu 0e30MacHOCTH HEOOXOJAMMO B CBSI3M C peaju3aruei
MOJUTUKK  Oe3omacHocTh opranm3aniuu  IloauTuka 06e30macHOCTH-/, TakK Kak
obecrieyrBaeT BO3MOXKHOCTh yHAJICHUS (€CIU yHaJICHHE TEXHUYECKH BO3MOYKHO)
kosa KB 3 3apakeHHBIX 00bEKTOB.

Iean 6e30macHOCTH-8

JoctuxkeHrne 3Toi 1enu 0e30MacCHOCTH HEOOXOJUMMO B CBSI3M C peaju3aluei
MOJIMTUKU Oe3omacHOCTH opranu3anuu  I[loauTnka 0e30macHOCTH-8, Tak Kak
00ecreynBaeT BO3MOXHOCTh YCTAHOBKHM PEXHMOB BBINOJIHEHUS OOHOBiIEeHHH bJ|
[IKB CAB3.

6.1.2. O6ocHOBaHMe 11eJ1eii 0€30NMACHOCTH VISl CPeabl
B Tabnune 6.2 npuBeneHo oToOpakeHHe Iieei 0e30MmacHOCTH IS CPeabl Ha
MPENOJIOKEHNsT O€30MMaCHOCTH, MOJUTUKY 0€30MaCHOCTU U YIPO3BI.

Hean nas cpeasl pynxkunonnposanus 00-1

JlocTrxeHue AToM 1enu 0e30MacHOCTH HEOOXOAMMO B CBSI3U C peanu3aliuein
npeanosioxkenust 6e3onacHoctu  [lpeamoJsio:kenme-1, Tak kak oOecrieuynBaeTCs
noctyn OO ko Bcem aanHbiM MC, kotopsie HeoOoxoaumbl OO 11t pean3aiuy CBOUX
(YHKITMOHATBHBIX BO3MOXHOCTEH.
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Tabmuma 6.2

OToOpaxxeHnue neseil 0e30MACHOCTH JJISI CPeIbl HA MPEATOJI0KEHUSA
0€30IaCHOCTH, MOJTUTUKH 0€30IIACHOCTH U YIPO3bI

o — N

o L s T = Il == (] [ [ I
Sl O O O O O O O O o O O
S O O O O O O O O O O O
= = = = = = = = = = = =
= = = = = = = = = = = =
1| - | | < | O | /N~
HolHeoHeoHoHeo|HeoHeoHe|lHeo|HeHe|lHo
Le¥alaalalalalasalas sl
sslagasaeslasagasasagasaslas
& (5] & (5] (5] & (5] (5] (5] [P] [P] (5]
= = = = = = = = = = = =
RolReoReoReoReoReoReoReomReoReoRe&®ae
EEESEEEEEEE=EEHE=EE=ESE=E=
S (= (= (= (= (= = = == G = == (==
R B - R B R B R R - B - B - R - R
SESESE5ESE5EEESEEEEEEEEE
=== === ===t ===

IIpeanoJoxkenue-1 X

IIpeanoJioxkenue-2 X

IIpeanoJoxenue-3 X

IIpeanoJio:xkenue-4 X

IIpeanoJioxkenue-5 X

IIpeanoJioxkenue-6 X X

IIpeanoJioxenue-7 X

¥Yrpo3a cpensbi-1 X X X | X

Yrpo3a cpensbi-2 X | X X | X

Yrpo3a cpenbi-3 X

Heab nas cpeanl pynkunonupoBanus O0-2

JlocTrxkeHnue AToM 1enu 0e30MacHOCTH HEOOXOAMMO B CBSI3U C peanu3aruen
npeanojoxkenus Oe3zomacHocty IIpeamosioxkenune-2, Tak Kak 00ecIeunBacTCs
yCTaHOBKa, KoH(purypupoBanue u ynpasieHue OO B COOTBETCTBUU C
AKCIUTyaTallMOHHON JOKYMEHTAIIUEH.

Hean aas cpeabl pynkunonupoBanus O0-3

JlocTikeHre HTON 1einu 0e30MaCHOCTH HEOOXOIUMO B CBSI3U C peaju3aluei
npennoniokenuss  6e3omacHoctn  I[Ipeamosio:kenue-3, Tak Kak oOecreynBaeT
COBMECTUMOCTh OOBEKTa OLEHKA C KOHTPOJUPYEMBIMU HUH()OPMALIMOHHBIMU
pecypcamu UC.

Heasn nas cpeasl pynkunonnposanus O0-4

JlocTikeHre HTOW 1einu 0e30MaCHOCTH HEOOXOIMMO B CBSI3M C peau3aluei
npeanonoxkenus Oe3zonacHocty [Ipeamosioxkenune-4, Tak Kak oOecreuynBaeTCs
BO3MOXKHOCTh KOppekTHOoU coBMmectHOM pabotet CAB3 ¢ CAB3 apyrux
MPOU3BOAMTENICH B CIydyae WX COBMECTHOTO WCIOJB30BaHUS B WH(OPMAIMOHHOU
CUCTEME.

Hean nis cpeabl pynkunonupoBanust 00-5
JloctmoxkeHne 3TOM  IenM  O€30MMacHOCTH  HEOOXOAMMO B CBSI3H  C
MPOTUBOCTOSIHUEM yTPO3€ OE€30MacHOCTH i Cpeabl Yrpo3a Jisi cpeabl-1 wu
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peanu3aneld mpenmnosioxkeHus OezomacHocTH [Ipemmosio:kenme-5, Tak  Kak
oOecrnieunBaercs pusnueckas 3ammra 3nemeHToB MC, Ha koTopbix yctanosien OO.

Heas pas cpeabl pynkunonuposanus O0-6

JlocTkeHre HTOW e 0e30MacHOCTH HEOOXOJIMMO B CBSI3M C pealiu3alueit
noiutuk  Oe3omacHoctd  [lpemamoso:xenme-6, Tak Kak  oOecrieyuBaeTcs
CUHXPOHHU3ALMS 10 BpeMeHU Mexay kommnoHeHTamu OO, a takxke mexay OO u
cpenoii ero (GyHKIIMOHUPOBAHHUSL.

Heas aas cpeabl pynkumonuposanuss O0-7

Jloctuxkenne 3TON 1enu 0e30MacHOCTH HEOOXOAMMO B CBSI3U C pealu3aluei
npennosioxkeHnss  OezonacHocty  IIpeamosioskeHwe-7/, Tak  Kak  I[IEpCOHAI,
OTBETCTBEHHbI 3a  (¢QyHKuuoHupoBanue OO, obecneynBaeT  HaJJIeXallee
¢ysaknuonupoBanre OO, pyKOBOJICTBYSCh SKCIUTyaTallMOHHOW JOKYMEHTAIUEH.

Hean aas cpeabl pynkunonupoanus O0-8

JoctikeHre 3TOM  1enu  0e30ImacHOCTH  HEOOXOAMMO B CBSIBM €
MIPOTUBOCTOSIHUEM YTPO3€ OE30MacCHOCTH JIJIsi Cpeibl YTpo3a MJIfl cpelabl-2, TaKk Kak
oOecrieunBaeT TOBEPeHHYIO CBsA3b Mexay OO u yrnoaHoMoYeHHBIMU cyObekTamu MC
(amMuHHECTpaTOpaMu O0E30MIaCHOCTH).

Heasn aas cpenpl pynknnonupoanusi 00-9

JlocTmxkeHne ATOM IIeMM  O€30IMaCHOCTH  HEOOXOAWMMO B CBSI3H  C
MPOTUBOCTOSIHUEM Yyrpo3aM O€30MacHOCTU MJisg Cpelbl Yrpo3a s cpeabi-1 u
Yrpo3a auas cpeabl-2, Tak Kak oOecreunBaeT (yHkrmonupoBanne OO B cpene
(YHKIITMOHUPOBAHUS,  MNPEAOCTABISAIONICH  MEXaHU3Mbl  ayTeHTUPUKAIMU U
uaeHTUUKAIMY aIMUHUCTPAaTOpoB Oe3onacHocT CAB3.

Heas aas cpeabl pynkunonuposanus 00-10

JoctikeHre 3TOM  1enu  0e30macHOCTH  HEOOXOAMMO B CBSIBHM €
MPOTUBOCTOSIHUEM YTPO3€ OE30MacHOCTH JIJIsi Cpebl YTpo3a MJIfl cpelbl-3, TaKk Kak
obecrieunBaeTcs TOBepeHHBIN KaHal nmonydenust ooHosnenuii b1 IIKB CAB3.

Heas pas cpeabl pynkunonupoanus O0-11

JloctmoxkeHne  3TOM  IIenM  O€30MMacCHOCTH  HEOOXOIMMO B CBSI3H  C
MPOTUBOCTOSIHUEM YTpo3aM O€30MacHOCTH il Cpeldsl Yrpo3a aJjsi cpeabl-1 u
Yrpo3za pas cpeabl-2, Tak Kak oOecneyuMBaeTCs 3alllMIleHHas o001acTh IS
BbINIOJIHEHUSI PyHKIMM 6e3onacHocT CAB3.

Hean aas cpeabl pynkunonupoanus O0-12

Jloctmkenne HTOM  1enu  Oe30MacHOCTH  HEOOXOAMMO B CBSI3U  C
MPOTUBOCTOSIHUEM YTrpo3aM O€30MacHOCTH AJisi Cpeldbl Yrpo3a aJsi cpeabl-1 u
Yrpo3za aasi cpeabl-2, Tak Kak OO0eCIEUMBAETCS MPEAOCTaBICHHUS BO3MOKHOCTH
yhnpaBieHUs: aTpubyTaMu O€30MaCHOCTH, CBSI3aHHBIMU C JOCTYNOM K (DyHKLIHAM U
naHHbM OO, TONBKO YITOJIHOMOYEHHBIM poiisiM (agmuuuctpatopam CAB3 u 1C).
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6.2. OOocHoBaHuUe TPpeOOBAHMI 0€30MACHOCTH
6.2.1. O6ocHoBaHue TpeOoBaHuii Oe3onmacHocTu 1 OO0
6.2.1.1. ObGocHoBanue GyHKIHOHAIbHBIX TPeOoBaHuil 6e3onacuocTu OO

B Ttabnuie 6.3 mpeacrtaBieHo oToOpaxkeHue (YHKIIMOHAIBHBIX TpeOOBaHUMN
oe3omnacuoctu OO Ha nenu oe3omnacHoct it OO.

Tabmura 6.3

OTo0paxeHnue PyHKIIMOHAJIBLHBIX TPeOoBaHui 0esonacHocTu 1t OO
Ha e 0esonmacHoctu ais1 OO0

Gl @Y e e n|®
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= = = = = = = =
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= = = = = = = =
(=] = = (=] = (=] (=] (=
8| 8| 3| 3| 8| 38| 3| 3
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= wa wa = wa = = wa
= = = = = = = I
%] %] %] %] %] %] %] -%]
—an-d-d-dN-dN-aN-dl-i

FAU GEN.1 X

FAU SAR.1 X

FMT_MOF.1 X | X

FMT MTD.1 X | X

FMT SMR.1 X

FAV DET EXT.1 X

FAV MTH_EXT.1 X

FAV MTH_EXT.2 X

FAV ACT EXT.1 X

FAV _UPD EXT.1 X

FAU_GEN.1 I'eHepauusi JaHHBIX ayauTa

B TpeGoBaHusAX JaHHOTO KOMIIOHEHTA BBIICISIOTCS TaHHBIC, KOTOPHIE TOJKHBI
OBITh BKJIFOUCHBI B 3aIMCH ayaUTa IS MOJIBEPraeMbIX ayJaUTy COOBITHH, CBI3aHHBIX C
0O. PaccmarpuBaeMbiii KoMIoOHEHT coroctaBieH ¢ Ileablo Oe3omacHocTH-1 U
CITIOCOOCTBYET €€ JOCTHKCHUIO.

FAU_SAR.1 IIpocmoTp ayaura

Brinonnenue TpeOoBaHUN JaHHOTO KOMIIOHEHTa 00ECIeurnBaeT BO3MOKHOCTh
MPEJAOCTABIICHUS aJIMUHHUCTPATOPY OE€30MacHOCTH Bceld HMHPOpMalUM ayauTa B
MOHATHOM ISl HEro Buue. PaccmarpuBaemMblii KOMIIOHEHT conocTtasieH ¢ Lleabro
0e3omacHocTH-1 1 cr1OCOOCTBYET €€ JOCTUKEHUIO.

FMT_MOF.1 YupasJ/ieHue pe;kMMOM BbINOJIHeHUs GyHKIHT
0e3omacHOCTH
Brimonaenne TpeOOBaHMII MaHHOTO KOMIIOHEHTa OOECIeYMBAeT 3a/JaHHe
pexuMoB (pyHkimonupoBanus u yrpaniienne CAB3. PaccmarpruBaemMblil KOMITIOHEHT
conocrapiieH ¢ 1emsimu Leabio 0Oe3onmacHoctu-2, Lleabro Oe3omacHoOCTH-3 U
CIOCOOCTBYET UX JIOCTHIKECHHUIO.
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FMT _MTD.1 Yupasiienune 1anupbimu P60

Beimonnenne TpeboBaHUN JAaHHOTO KOMIIOHEHTa oOOecleuyrBaeT 3ajaHue
napametpoB  ¢yukiuonupoBanuss ~CAB3.  PaccmatpuBaeMblii  KOMIIOHEHT
cormoctaBieH ¢ nensmu lleabio Oe3omacHocTH-2, lleanio Oe3omacHocTH-3 H
CITOCOOCTBYET UX JIOCTHIKCHHIO.

FMT_SMR.1 Posiu 6e3onmacHocTn

Brimonxenue TpeOOBaHMI JTAHHOTO KOMIIOHEHTa o0ecrneunBaeT
BBITIOJTHEHUE TOJICPKKU pojeil 0e30MacHOCTH W OCYIIECTBICHMS acCOIUAIIHA
II0JIb30BaTENE ¢ possiMu. PaccMarpuBaemMblii KOMIOHEHT COIIOCTABIEH C LEJBIO
Heab 0e30macHoCTH-4 1 CIIOCOOCTBYET €€ TOCTHKEHUIO.

FAV_DET EXT.1 Ba3oBoe oonapy:xxenne KB

Brinonxnenne TpeOGoBaHUN JAaHHOTO KOMIIOHEHTA OOECIEUMBAET BBIOJHEHUE
MPOBEPOK C IIebI0 OOHapykeHus 3apaxeHHbIXx KB o0bekToB. PaccmaTtpuBaeMblit
KOMIIOHEHT comnocTtaBieH ¢ Leabo 0e30macHOCTH-D ©  CIIOCOOCTBYET €€
JTOCTHKECHUIO.

FAV_MTH_EXT.1 MeToabl aHaJIu3a

Brimonnenne TpeGoBaHU JaHHOTO KOMIIOHEHTAa OOECIeUMBAET BBITTOJTHEHHUE
aHajM3a ¢ MeNblo OOHApYKeHUS 3apakeHHBIX KB 00BheKTOB pa3InyHbIMUA METOIaMHU.
PaccmarpuBaembiii  kommoHeHT comoctaBieH ¢ Ileabro Oe3omacHocTH-6 U
CIIOCOOCTBYET €€ JIOCTHKEHHUIO.

FAV_MTH_EXT.2 BrinosiHeHHe IPOBEPOK

Brinonnenne TpeboBaHUM JaHHOTO KOMIIOHEHTA OOECIEUUBAET BBINOJHEHUE
MPOBEPOK C IICJIbI0 OOHapyKeHHs 3apakeHHbIX KB 00BeKTOB paszmuyHbIMU
MeTogaMu. PaccmaTtpuBaeMblii KOMITIOHEHT comoctaBieH ¢ Ileabio 6e3omacHocTH-6
U CIIOCOOCTBYET €€ JIOCTUKEHUIO.

FAV_ACT_EXT.1 Ynanenne KB

Brinonnenue TpeOoBaHUN JaHHOTO KOMIIOHEHTa oOecrieunBaer ynaieHue KB
U3 3aJaHHBIX 00BEKTOB. PaccmaTpuBaeMblii KOMIOHEHT comnocTtasieH ¢ Leabro
0e30macHOCTH-/ U CIIOCOOCTBYET €€ JOCTUKEHUIO.

FAV_UPD EXT.1 Oo6noBienue BJI ITKB

Brimonaenne TpeboBaHMiA JAHHOTO KOMIIOHEHTA OOECTICUMBACT MOJYyYEHUE U
ycranoBky obOuoBiennii bBJ[ I[IKB CAB3. PaccmarpuBaembiii  KOMITOHEHT
conoctaniieH ¢ Lleablo 6e30nmacHOCTH-8 1 CTIOCOOCTBYET €€ TOCTHKECHHIO.

6.2.1.2. Ob6ocHoBaHue TpeOOBaHMii JoBepus K 6ezonacnoctu OO

TpebGoBanusa nosepust Hacrosimiero 113 coorserctBytor OVY/(1l, ycuneHHomy
komnoHeHTOM AVA_SOF.1 «Omenka croiikoctu ¢yHkuuu 6e3onacHoctd OO» u
pacmupennoMy kommnoneHtamu ALC _UPV_EXT.1 «Ilponeaypsl oOHoBieHus B/
I[IKB» u AMA SIA EXT.3 «Ananu3 BausiHUS OOHOBJIEHMH Ha 0€30MaCHOCTb
CAB3».
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Bxmrouenne ykazaHHBIX TpeOoBaHui moBepust k OezomacHoctu OO B I3
omnpenenseTcs HopMaTuBHBIM TpaBoBbIM akToM DOCTIOK Poccum «TpeboBaHus B
00JIaCTH TEXHUYECKOTO PEryJIMPOBAaHUS MPOAYKIIUHU, UCTIOJIb3yEMON B LEJSAX 3alUThI
CBEJICHUI, COCTABJISIONINX TOCYJAPCTBEHHYIO TailHy WJIM OTHOCUMBIX K OXPaHAEMOM
B COOTBETCTBUHU C 3aKOHOJaTelbcTBOM Poccuiickoit ®denepaniuu HHOM MHOOpMaIIUK
OTpaHUYEHHOrO JIOCTYyIA (TpeOOBaHUS K CPEICTBAM aHTUBUPYCHOM 3aIUTHI ).

6.2.2. O6ocHOBaHMe TPeOOBaHUIT 0€30MACHOCTH ISl CPeAbl
HHG(OPMALMOHHBIX TEXHOJIOIHH

B Tabnune 6.4 mpeacraBieHo oToOpaxeHHe (YHKIIMOHANBHBIX TpeOOBaHUI
6e3omacnoctu cpenbl T Ha 11enu 6e30macHOCTH IS CPEbI.

Tabmnuma 6.4

OtolOpaxenue GyHKIHOHAJIBHBIX TPeOOBaHM Oe3o0nacHoCcTH cpeabl UT
Ha e/ 0e30MacHOCTH ISl Cpebl

® ®
= =
- = - =
22 | E8
= =
S = S =
° = ° =
g = g =
=~ § = §H
1 ERLE
=23 Z &8
FIA_AFL.1 X
FIA SOS.1 X
FIA_UAU.2 X
FIA UID.2 X
FPT_RVM.1 X
FPT SEP.1 X

FIA_AFL.100pa6oTka 0TKa30B ayTeHTUPUKATMU

BoinonHenne tpeboBaHUN JAHHOTO KOMIIOHEHTa 00€CNEYMBAET BBIIOJHEHUE
ONPEACIICHHBIX JICMCTBUM, HAIPaBJICHHBIX Ha JaJlbHEHIEE IPEIOTBpAILCHUE
MOMBITOK JJOCTYNa CO CTOPOHBI CYObEKTa, OTPaHUYEHHOE BPEMEHHBIM HWHTEPBAJIOM,
IpU JOCTHKEHUU OMNPEJEIICHHOTO YHCIa HEYCIEIIHBIX MOMbBITOK ayTeHTU(UKALNUN
nmpu pocryne k OO. PaccmaTpuBaemblii KOMIOHEHT COIOCTABJIEH C LEJBIO
oe3zonacHoctn st cpeasl Heas mas cpeabl ¢dyHxkuuonupoBanus QO0-9 u
CITOCOOCTBYET €€ JOCTHKECHHUIO.

FIA_SOS.1 Bepupukanusi cekpeTon

Brinonnenue TpeboBaHUN JaHHOTO KOMIIOHEHTa oOecrieunBaeT BepupuKaiuio
KadecTBa naposiei Ha poctyn Kk OO. PaccMarpuBaeMblii KOMIIOHEHT COITOCTABIIEH C
nenpio 6e3omacHocty aisi cpeasl Leab ais cpeabl pynkunuonupoBanusa O0-9 u
CIIOCOOCTBYET €€ JIOCTHKEHHUIO.
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FIA_UAU.2 AyTeHTH(uKanus 10 JHO0bIX AeHCTBUI MM0JIb30BaTEJIs

BeinonHenne tpebOBaHMN JAaHHOIO KOMIIOHEHTa 00€CHEYMBAET BBIIOJHEHUE
ayreHTUUKanuu cyobekra noctyna k OO ngo Toro, kak (pyHKuMuM O€30macHOCTH
cpeanpl UT paspemlaT eMmy BBIIOJHATH JIOOblE Jpyrue (HE CBA3aHHBIE C
ayreHTU(UKanuen) neiictBus. PaccMaTpuBaeMblii KOMIIOHEHT COIOCTABIIEH C LIEIbIO
oesomacHoctn ansa cpenasl Heas ans cpeabl ¢gynkuumonuposanus 0O0-9 u
CIIOCOOCTBYET €€ JOCTUKEHHUIO.

FIA_UID.2 Unentudukanus 10 JOObIX AelicTBUI MOJIb30BaTE/s

Brinonnenne TpeOoOBaHUN JaHHOTO KOMIIOHEHTA OOECIICUMBAET BBIMOJHECHHE
UJCHTU(PUKAIIMK YIIOJTHOMOUYEHHOTO T0Jb30BaTeNsl 10 Toro, kak ®bO paspemiar
BBITIOJTHATD JIIOOBIC JIpyrue AeucTBus mpu nocpennudectBe @O oT mMeHH 3TOro
noJyib30Bartels. PaccMaTpuBaeMblii KOMIIOHEHT COIOCTABJICH C 1IE€JIbI0 0€30MMacHOCTH
s cpensl Heab mias cpeabl pynkumoHupoBanuss O0-9 u cmocoOGcTByeT ee
JIOCTHKEHHIO.

FPT_RVM.1 HeBo3moxknocts 00x0xa 11O

BeinonHenne TpeOOBaHWK JTaHHOTO KOMIIOHEHTAa OOECHEYMBAET, YTOOBI
bynkiun, ocymectsisiomue [16O, BbI3pIBANIMCH U YCHEIIHO BBIMOTHIIUCH TIPEXKE,
YeM paspeniaeTcs BbINMOJHEHHE Jo0oW apyrodt ¢yHkuuu B npexaenax OO.
PaccmaTpuBaeMblii KOMIIOHEHT COIIOCTABJIEH C II€JIbI0 OE€30MAaCHOCTH JI CPEIbl
Hean aas cpeabl pynkunonupoBanus O0-11 u cnocoOCTBYET €€ TOCTHKEHHUIO.

FPT _SEP.1O0tnenenue nomena ®bO

Boinonnenne TpeOOBaHMK JTaHHOTO KOMIOHEHTa oOecneuuBaer s PBO
JOMEH 0€e30MacHOCTH, KOTOPBIM 3alMIIaeT WX OT BMEIIATENbCTBA U HCKAKEHUS
HEJIOBEPEHHBbIMU CyOBbeKTaMH. PaccMaTpuBaeMblii KOMIOHEHT COMOCTABIIEH C LETBIO
oe3zonacHoctn s cpenbl Heabs aasi cpeabl pynkuuonmpoBanus 0O0-11 u
CIIOCOOCTBYET €€ JOCTHKECHHUIO.

6.2.3. O0ocHOBaHUeE Y10BJIE€TBOPEHHUS 3aBUCUMOCTel TpedoBaHU

B tabnune 6.5 mpeactaBiieHbl pPe3yNbTaThl yAOBIETBOPEHHUS 3aBUCHUMOCTEM
(GyHKIMOHATBHBIX TpeboBaHMil. Bce 3aBUCMMOCTH KOMITIOHEHTOB TpeOOBaHUMA
yA0BIETBOPEHBI B HacTosmieM [13 1o BKItOUEHHEM KOMIIOHEHTOB, OIMPEIEIICHHbBIX
B 'OCT P UCO/MDK 15408-2 nox pyOpukoil «3aBUCUMOCTHY, JIMOO BKIIFOUEHHEM
KOMIIOHEHTOB, MEPAPXUYHBIX [0 OTHOIICHUIO K KOMIIOHEHTaM, OIpPEJECICHHBIM B
I'OCT P UICO/M3BK 15408-2 non pyOpukoit «3aBUCUMOCTH.

Takum oOpazom, ctonber] 2 Tabnuibl 6.5 ABISETCS COPABOYHBIM U COJIEPKUT
KoMmrnoHeHThI, ompeneneHHsie B ['OCT P HMCO/MDK 15408-2 B onucaHuu
KOMIIOHEHTOB TpeOOBaHUM, MPUBEEHHBIX B cTOJIOE 1 Tabmuibl 6.5, mox pyOpuKoit
«3aBUCUMOCTH.

Cron6ern 3 Tabnauubl 6.5 MOKa3bIBaeT, KaKue KOMIIOHEHTHI TpeOOBaHUM ObLIN
peanbHO BKJIIOYEHbl B Hactroamuid II3 1is yaoBIETBOpEeHUs 3aBUCUMOCTEN
KOMIIOHEHTOB, TPWBEJICHHBIX B TMEPBOM CTOJOME TaOiuiel 6.5. KoMmoHEHTHI
TpeboBaHMiA B crosbme 3 Tabaubl 6.5 7IMO0O0 COBHAmAIOT C KOMIIOHCHTAMH
B cToJO1e 2 Tabnuibl 6.5, 1100 HepapXUUHbI 0 OTHOIICHUIO K HUM.
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Tabmauma 6.5

3aBucumocTy GyHKIMOHAJIBHBIX TPeOOBAHMM

DyHKIHOHAJIbHbIEC 3aBucumoctu mo 'OCT P VIoBIeTROpEHME 3aRHCHMOCTEl]
KOMIIOHEHTBI NCO/M3K 15408
FAU_GEN.1 FPT_STM.1 Lens m1st cpensr

(byHKIMOHUPOBaHUS-6

FAU SAR.1 FAU GEN.1 FAU GEN.1
FMT_SMR.1 FIA UID.1 FIA UID.2
FMT_MOF.1 FMT_SMR.1 FMT_SMR.1
FMT_MTD.1 FMT_SMR.1 FMT_SMR.1

Bce 3aBucumoctu BkioueHHbIX B [13 komnonenToB @Th yaoBieTBOpeHsI.




