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[. OBIIME ITIOJIOKEHM A

1. Hacrosmas Meroguka OLEHKH YPOBHA KPUTHYHOCTH  YSI3BUMOCTEH
POrpaMMHBIX, POTPaMMHO-AINAPATHRIX CpelcTB (manee — MeTtoauka) pa3paboTaHa
B COOTBETCTBUU C MoAnyHKTOM 4 nyHkTa 8 [lonoxenus o denepanbHOU ciykOe
M0 TEXHUYECKOMY U OJKCIOpTHOMY KoHTponto (mamee — DOCTIK Poccun),
yTBepxkaEHHOr0 YKazoM IIpesunenrta Poccuiickoit @enepanuu ot 16 aBrycra 2004 r.
Ne 1085.

2. Metoauka onpenenser NOpsiAoK OLIEHKHA YPOBHS KPUTUYHOCTH YS3BUMOCTEM,
BBISIBJICHHBIX B IpPOTrPaMMHBIX, MPOTPaMMHO-aNnapaTHbIX CpelicTBax
WHOOPMAITMOHHBIX ~ CHCTEM, HH(POPMAIMOHHO-TEIEKOMMYHUKAITMOHHBIX  CETEeH,
aBTOMATU3UPOBAHHBIX CUCTEM YIIPABIICHUS, B TOM YKciie QYHKIIMOHUPYIOUIMX Ha 0aze
UH(OPMAITMOHHO-TEJICKOMMYHUKAIIMOHHON WHMPACTPYKTYpPhl IEHTPOB 00padOTKU
JAHHBIX (1asiee — HHPOPMAIIMOHHBIE CUCTEMBI).

3. Hacrosmas Meronuka MTO/JICIKUAT IIPUMEHEHUIO omnepaTopaMu
MH(MOPMAIIMOHHBIX CHUCTEM MPU MPUHATUM UMH MEpP MO YCTPAHCHUIO YS3BUMOCTEH
MPOTPaMMHBIX, IPOTPAMMHO-ANMMNAPATHBIX CPEACTB HH(POPMAIMOHHBIX CHUCTEM
B COOTBETCTBMM ¢ TpeOOBaHUSIMH O 3aluTe UHPOPMAIUMU, CoJepKalencs
B FOCYJIapCTBEHHBIX HUHPOPMAIIMOHHBIX CUCTEMAaX, MHBIX HHPOPMAITMOHHBIX CHCTEMaxX
rOCYJJapCTBEHHBIX ~ OPraHOB,  TOCYJIApPCTBEHHBIX  YHUTApPHBIX  MPEINPUATHH,
rOCYJIapCTBEHHBIX YUPEXKACHUN, U TPEOOBAHUAMU IO OOECIEUEHUIO 0E30MaCHOCTH
3HAYMMBIX OOBEKTOB KpUTHYECKOM MH(POpMAIMOHHON HUHPpacTpyKTyphl Poccuiickoit
depnepaluu, a TakKKe UHBIMU HOPMATUBHBIMU MPABOBBIMU aKTaMU U METOJUYECKUMU
nokymentamu ®CTIK Poccun.!

4. Mepbl 110 YCTPAHEHUIO YA3BUMOCTEN B CEPTUDUIIMPOBAHHBIX MPOTPAMMHBIX,
MPOrpaMMHO-AIIAPATHBIX ~ CPEJACTBAX  3aIIUTHl  WH(OpPMAIMU  BBITIOJHIIOTCSA
B CPOKHM, YCTAHOBJICHHbIC HacTOsAlEedn MeTonuKkon, C TPUCBOCHUEM TaKUM
ySA3BUMOCTSIM ~ KpuTuyeckoro ypoBHa (V >8,0), a Takke B COOTBETCTBHU
C DKCIUTyaTallMOHHOM IOKYMEHTalluel Ha HUX U PEKOMEHIAIMAMHU pa3padoTurKa.

! TpeGoBanust 0 3amure HHPOPMAIIUH, COAEPKAIIEHCS B TOCYAapCTBEHHBIX HMH(OPMAIMOHHBIX CHCTEMaX,
MHBIX HH(OPMALMOHHBIX CUCTEMAaX rOCYJapCTBEHHBIX OPraHOB, TOCYIAPCTBEHHBIX YHUTAPHBIX MPEANPHUITHI,
TrOCYyapCTBEHHBIX yupekaeHUH, yTepxkaeHHble npukazoM @CTOK Poccun ot 11 anpens 2025 . Ne 117.

TpeOGoBaHus K OOCCIIEUCHHIO 3alUThl MHGOPMAIIUH, COJACpIKaIIehcs B HHGOPMAIMOHHBIX CHCTEMax
YOpaBIeHHUS TPOU3BOACTBOM, HCIIONB3YEMBIX MPEANPHUITHAMA OOOPOHHO-TIPOMBIIIJIEHHOTO KOMITIEKCa,
yrBepkaeHHbIe ipukazoM ©@CTIK Poccun ot 28 despains 2017 r. Ne 31.

TpeboBanus 1Mo oOecHeUeHUI0 OE30MACHOCTH 3HAYUMBIX OOBEKTOB KPHTHYECKOW WHPOPMAIMOHHON
uHpacTpykTypsl Poccuiickoit ®eneparun, yreepxaeHnbie mpukazom GCTOK Poccun ot 25 nexadpst 2017 .
Ne 239.

TpeboBanusa K obOecneueHHIO 3aIIUTHl MHPOPMALMU B aBTOMATU3UPOBAHHBIX CHUCTEMax YIPABICHUS
MIPOM3BOACTBEHHBIMH TPOIIECCAMH Ha KPUTHYECKH BaXKHBIX OOBEKTaX, MOTEHIMAIBHO OMACHBIX OOBEKTaxX,
a TaKkKe OOBEKTax, MPEJCTABISIOIIMX IOBBIICHHYIO OMAaCHOCTb JUIS JKM3HU M 3I0POBBS JIIOJAEH W JUIs
OKpY>Karollel MpupoaHon cpenbl, yreepskaeHuble mpukazoM ®CTIK Poccun ot 14 mapra 2013 r. Ne 31.



5.B Meroauke uUCHOJB3YKOTCA TEPMHUHBI W OINPEICIICHUS, YCTAaHOBJICHHBIC
HarmoHanbHBIMU  cTaHmapTamu ['OCT P 50922-2006 «3ammra wuHbOpMAIIHH.
OcHoBHble TepMUHBI U onpeneneHus», 'OCT P 56545-2015 «3amura nadpopmanuu.
Vsa3BUMOCTH HMHQOPMAIIMOHHBIX cUCTeM. [lpaBuia ommcaHus —ysI3BUMOCTEW»,
['OCT P 56546-2015 «3amura undpopmaiuu. Y s3BUMOCTH HH(OOPMALIMOHHBIX CUCTEM.
Knaccudukanus ys3BUMOCTENl MHPOPMAIMOHHBIX CUCTEM), HHBIMH HAllMOHAJIbHBIMU
CTaHJapTaMHM B OOJIACTH 3alMThl MHPOpMALMK U oOecreyeHUs MHPOPMAIMOHHOM
0€30I1aCHOCTH.

6.B cBA3M C yTBEpKIEHHEM HacTosed MeToNuKH He IPUMEHSAETCS
JUISL OUEHKH YPOBHS KPUTUYHOCTH YA3BUMOCTEH MPOTPAMMHBIX, IPOrPAMMHO-
annapaTHbIX CpeACTB MeToauka OLIEHKM YPOBHS KPUTHYHOCTH YSA3BUMOCTEH
IPOrpaMMHBIX, MMPOrpaMMHO-annapaTtHeix cpeacts, yreepxkaeHHas GCTIK Poccun
28 okTsa0ps 2022 r.

I1. TIOPSIJOK OIIEHKU YPOBHS KPUTUYHOCTH YA3BUMOCTEN
[TPOI' PAMMHBLIX, ITPOI' PAMMHO-AIIITAPATHBIX CPE/ICTB

7. YpoBeHb KPUTHYHOCTH YS3BUMOCTEH OILIGHMBAETCS B LENSIX MPUHITHS
00OCHOBAaHHOTO PEIICHUS ONlepaTopaMu UH(DPOPMAIIMOHHBIX CUCTEM O HEOOXOIMMOCTH
YCTpAaHEHUS YSA3BUMOCTEH, BBISBIECHHBIX B MPOrPaMMHBIX, IPOrPaMMHO-AINIapaTHBIX
CpeICTBax IO pe3ysibTaTaM aHaJIn3a ysI3BUMOCTEN B MHPOPMAIIMOHHBIX CUCTEMAX.

8. IcXOnHBIMM JAQHHBIMU Ui OINpPEAENICHUS KPUTHUYHOCTU YSI3BUMOCTEN
SBIISIFOTCS:

a) 6aza ys3BUMOCTEH MPOTPAMMHOTO OOECTeueHus, MPOrpaMMHO-aNMapaTHBIX
CpelncTB, coaepkamasics B baHke maHHbIX yrpo3 0€30MmacHOCTH HWH(OpManuu
OCTIK Poccun (bdu.fstec.ru), a Takxe HHbIE MCTOYHUKHU, COJAECP)KALLUE CBEIACHUS
00 M3BECTHBIX YA3BUMOCTSIX;

0) opunuansHbie MHGOPMAIIMOHHBIE PECYPChl Pa3padOTUYMKOB MPOTPAMMHOIO
o0ecrnieuyeHus, MPOrpaMMHO-aNMapaTHBIX CPEICTB M HcCcleaoBarene B 00JacTH
nH(OPMAITMOHHON O€30TTaCHOCTH;

B) CBEJICHHUS O COCTaBE U apXHUTEKType MHPOPMAIMOHHBIX CHCTEM, MOTyYCHHBIC
M0 pe3yibTaTaM WX HWHBEHTapu3alud W (WIM) TPHUBEACHHBIE B JOKYMEHTAIUH
Ha MHPOPMAIIMOHHBIE CUCTEMBI;

I') pe3yJIbTaThl KOHTPOJIS YPOBHS 3aIIMIIEHHOCTH HH()OPMAILIMOHHBIX CHUCTEM
U cojaepKalleicss B HUX HH(QOpMAIMH, MPOBEACHHBIE OMNEpaToOpoM (B TOM YHCIE
TECTUPOBAaHHE HAa  NPOHUKHOBEHHE, y4YeHUs (TPEHUPOBKH), MEPONPUATHUS
N0 TPOBEACHHUIO JKCIEPUMEHTa IO TOBBIIICHUIO YPOBHS  3alllMIICHHOCTH
rOCyIapCTBEHHBIX MH(POPMAIIMOHHBIX CHCTEM (Pe/iepalIbHbIX OPTaHOB MCIOTHUTEIBHOM
BJIACTH M TIOJIBEJJOMCTBEHHBIX MM YUYPEKICHH, YCTAaHOBJIECHHBIC MOCTAHOBICHUEM
[IpaBurenscTBa Poccuiickoit @eaepaunn ot 26 mapta 2025 1. Ne 372).
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VYKa3zaHHbIE UCXOJHBIE IaHHBIE MOTYT YTOUYHSATHCA WM JOTOJHATHCS C YYETOM
0COOEHHOCTEH chephl ACSITENbHOCTH, B KOTOPOH (PYHKIIMOHUPYIOT HH(POPMAIIMOHHBIE
CUCTEMBI.

9. OueHka ypOBHS KPUTUYHOCTH YSI3BUMOCTEW MPOrPaMMHBIX, MPOrPaAMMHO-
anmapaTHBIX CPEACTB MPOBOIUTCS CIICHUATUCTAMH IO 3aIIUTE HHPOPMAIUH.

10. B ciyuae, ecnu uHOpManMoHHash cucTeMa (QYHKIMOHUPYET Ha 0ase
UH(OPMAIMOHHO-TEJICKOMMYHUKAIIMOHHON ~ MHOPACTPYKTYphl ILEHTpa 00padOTKU
JTAHHBIX, TO OLIEHKA YPOBHS KPUTHUYHOCTH YS3BUMOCTEH MPOTPaMMHBIX, IPOTrPAMMHO-
anmnapaTHbIX CPEJCTB MPOBOJAUTCS C YUETOM HCIOJIb3yeMOW MH(PPACTPYKTYpHI LIEHTpa
00pabOTKM TaHHBIX.

11. OueHka ypoBHS KPUTHYHOCTH YS3BUMOCTEM NPOrpaMMHBIX, MPOrpaMMHO-
anmapaTHBIX CPEACTB MPUMEHUTENBHO K HHPOPMAIIHOHHBIM CHUCTEMAaM BKITIOYACT:

1) onpenenenue mnepeuHs MNPOTPaMMHBIX, IPOrPaMMHO-ANIAPATHBIX CPEJICTB,
IIOJIBEP’KEHHBIX YSA3BUMOCTSIM;

2) ompefielieHue MECT YCTaHOBKM IPOTPAMMHBIX, MPOTrPAMMHO-ANNapaTHBIX
CPEICTB, MOJIBEPKEHHBIX YSI3BUMOCTSIM (HampuMmep, Ha epuMeTpe H(OPMaLMOHHBIX
CUCTEM, BO BHYTPEHHEM CETMEHTE CUCTEM, MPU peaJu3alii KPUTUYECKUX MPOLECCOB
(OM3HEC-IPOLECCOB) U IPYTUX CETMEHTAaX MH(OPMAIMOHHOW CUCTEMBI);

3) pacueT ypOBHS KPUTUYHOCTH YA3BUMOCTHM MPOTPaMMHBIX, HPOrpaMMHO-
anmnapaTHbIX cpeAcTB B cucteMe (V).

12. Pacuer ypoBHS KPHUTHYHOCTH YS3BUMOCTH IPOTPAaMMHBIX, IPOTrpaMMHO-
anmnapaTHbIX CPEACTB B MHPOPMALIMOHHON CUCTEME V OCYLIECTBIIIETCS O CIAEAYIOLIEH
bopmyie:

V = lcpss X lingr X (Iat + Iimp)' rae

Ioyss — IOKA3aTENb, XapaKTEPU3YIOIINUNA YPOBEHb OMTACHOCTH YSA3BUMOCTH;

Iingr — TIOKA3aTeNb, XapaKTEPU3YIOIIUN BIMAHUE YSA3BHUMOCTH IPOIPaMMHBIX,
IPOrpaMMHO-aIapaTHBIX CPEJCTB HAa PYHKIIMOHUPOBAaHNE HH()POPMALIMOHHBIX CUCTEM;

I, — TIOKa3aTelb, XapaKTEPU3YIOIMN BOZMOXHOCTh 3KCIUTyaTalluu ysI3BUMOCTH
POrPaMMHBIX, IPOrPAMMHO-AIIAPATHBIX CPEJICTB B MHPOPMALIMOHHBIX CUCTEMAX;

Iimp - TIOKA3aTEIb, XapaKTEPU3YIOIINI MOCIEACTBHS IKCILUTyaTallu ysI3BUMOCTH
IPOrpaMMHBIX, IPOTPaMMHO-ANNAPATHRIX CPEACTB B MHPOPMAITMOHHBIX CUCTEMAX.

13. B kadectBe moKazarens I, Oepercs 3HaYeHHe, PacCUYUTaAHHOE
pa3paboTynkoM  (BEHJOPOM)  MpOTrpaMMHOTO  obecrnedyeHus 10  0a30BBIM
MEeTpUKaM B cooTBeTcTBUM ¢ Meronuko Common Vulnerability Scoring
System?> (CVSS) 3.1, xortopas coumepkurcsi B baHke [JaHHBIX  yrpo3
6esonacuocty nadopmarmu DCTIK Poccuu®, a Takke MHBIX U3BECTHBIX 0a3aX JaHHBIX
ysa3BuMocTel. B cioydae OTCyTCTBUSL Uil YSI3BUMOCTH  OLEHKH  YPOBHS

2 https://www.first.org/cvss.
3 https://bdu.fstec.ru/calc31.



OMACHOCTM 10 0a30BbIM METPUKAaM B COOTBETCTBUU ¢ MeTtogukod Common
Vulnerability Scoring System (CVSS) 3.1, cnenmuamuct caMOCTOSTEIHHO
onpenenser Bepcuto CVSS, mo koOTOpod MNPOU3BOAMUTCS OIEHKA KPUTHUYHOCTU
YSI3BUMOCTH.
14. ITokasarens I, ONpPEAENAeTCA IO CACAYIOMENH popMmyIe:
lingr =k XK+ 1IXL+pXP, 11

K — Tmoka3areib, XapakTEepU3YIOIUH THUI KOMIIOHEHTa HWH(OPMaIMOHHOM
CHUCTEMBI®, IOIBEPIKEHHOTO YSI3BUMOCTH;

L — TmoKa3aTeib, XapaKTePU3YIOIIUNA KOJUYECTBO YSI3BUMBIX KOMIIOHEHTOB
WH()OPMAITMOHHOW CHUCTEMBI (aBTOMATH3WPOBAHHBIX pPabOYMX MECT, CEPBEPOB,
TEJICKOMMYHUKAIIMOHHOTO 000PY/IOBaHUS, CPEACTB 3aIIUTHl MHGOPMAIIMN U APYTHX
KOMIIOHEHTOB);

P — TIOKa3aTellb, XapaKTEPHU3YIONIMH BIUSHUE YSI3BHMOTO KOMIIOHECHTA
Ha 3alUIICHHOCTh MepuMeTpa MHPOPMAIIMOHHON CUCTEMbl WM MEPUMETpa CETMEHTa
MH(OPMAIMOHHON CUCTEMBI (B CITy4ae CErMEHTUPOBAHUS HH(DOPMAITMOHHOM CUCTEMBI);

k, I, p — BecoBble KOrhDUIIMEHTHI TTOKa3aTeNel (3HaueHusl IPUBEACHBI B TAOJIHIIE
1 Hacrosmeit MeToaukn).

15.B ciyuae, ecnum yA3BUMOCTH TOABEPKEHO HECKOJIBKO KOMIIOHEHTOB
WH()OPMAITMOHHOW CHCTEMBI (HampuMep, HMEIOTCS CBEICHUS O ITOJABEPKEHHOCTH
YSI3BUMOCTH KOMIIOHEHTOB, 00€CIICUNBAIOIINX PEATH3AIINI0 KPUTHUYESCKUX MPOIIECCOB,
GyHKININA, TOJTHOMOYHH, a TAK)KE MEKCETEBBIX 9KPAHOB, CETEBBIX YCTPOUCTB U IIUTIO30B,
aBTOMATHU3UPOBAHHBIX  pabOYMX  MECT, CEpPBEPOB, TEICKOMMYHUKAIIMOHHOTO
00OpyZI0BaHUs, CPEACTB 3aIUTHI WHMOPMAIIUN, CUCTEM XPAHEHHS JAHHBIX U JIPYTUX
KOMITOHEHTOR), TO UTOTOBOM OIICHKE TIOKAa3aTeIsl, XapaKTePU3YIOMIEro THIT KOMITOHEHTA
MH(OPMAMOHHOW cucTeMBI (K ), MPUCBAMBAETCS HAMOOJIbIIEE U3 3HAUYCHUN.

16. ITokazarens I,, onpenensieTcss B COOTBETCTBUU C MMEIOLIEHCS y omeparopa
uH(popMaImei 0 BO3MOKHOCTH AKCILTyaTalMK YSI3BUMOCTH HA MOMEHT OIICHKH YPOBHS
KPUTUYHOCTH  YSA3BUMOCTEH MPOTPAMMHBIX, MPOTPAMMHO-ANMApPaTHBIX CPEJICTB
o cieayrlieit hopmyiie:

I, =exXE, TOC

E — TIOKa3aTellb, XapaKTepU3YIOIINI SKCIUTyaTaIlUIO YSI3BUMOCTH HAPYIIUTEIISAMH
B pCabHBIX KOMITBIOTEPHBIX aTaKax;

e — BecoBOM Kod(PHUIMEHT /TSl TTOKa3aTeNs E (3HaYeHUS TPUBEIACHBI B TaOIHIIC
1 HacTosmeit Metoaukn).

*TOCT 34.003-90. KoMNOHEHT aBTOMaTHU3UPOBAHHON CHUCTEMBI — 3TO YacTh aBTOMAaTHU3MPOBAHHON
CUCTEMBI, BBIACIEHHAss [0 ONpPEJIEICHHOMY NpPHU3HAKy WJIM COBOKYIIHOCTH IIPU3HAKOB
U paccMaTpuBaeMas Kak elnHoe 1eioe. B koHTekcte HacTosmeil MeTonuku paccMaTpuBaeMble TUITBI
KOMITOHEHTOB MH(OPMAIIMOHHON CHCTEMBI IpeiCTaBlIeHbl B Tabuie 1.
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Ecnu noka3zarenp, XxapakTepHU3yIOLINUi BO3MOKHOCTbD 3KCILTyaTalluy YsI3BUMOCTH
HapymuTeasiMu (E), MOXET MPUHUMATh HECKOJbKO 3HAYEHUU (Hampumep, UMEHTCS
CBEIEHUSI 00 OKCIUTyaTallud YS3BUMOCTH B pPEATbHBIX KOMITBIOTEPHBIX aTaKax
U UMEIOTCSI CBEJICHUS O MPOJaXXe CPEACTB AKCIUTyaTalluu (SKCIUIOWTA)), TO UTOTOBOM
OIICHKE JIAHHOTO TIOKa3aTesl MIPUCBANBACTCA HAMOOJIbIIEe U3 3HAUYCHMUIA.

B cnydae usmenHenuss B baHke maHHBIX yrpo3 Oe3omacHOCTH HHGOpMAIUH
OCTOK Poccun cBemenuit 00 HdKcIUTyaTallid — ySI3BUMOCTH, pacdeT YpOBHS
KPUTHYHOCTH  YSI3BUMOCTM  INPOTPAMMHBIX, IPOTrpaMMHO-aNMapaTHbIX  CPENICTB
B HMH(POPMALIMOHHON CHUCTEME JOJDKEH MPOBOJIUTHCS TOBTOPHO C YYE€TOM BCEX
W3MEHEHUM.

17. IlokasaTenb I;,, ONPENENACTCd C YYETOM BO3MOXKHBIX IOCIIEACTBUM
BO3JICHCTBUM, KOTOPHIM MOXET TMOJBEPTHYThCS HMH(OpPMAlMOHHAs CHUCTEMa
MIPU SKCIUTyaTalliy ysI3BUMOCTH, TIO CIIETYIONIeH popMyiie:

Iimp = h X H, T1IIC

H - noka3zarenb, XapakTepU3yIOIIUHA BO3MOKHbBIE MOCIEACTBUS, KOTOPHIE MOTYT
HACTYIUTh B MH(OOPMALIMOHHOW CUCTEME TIPU IKCILTyaTalluK YSI3BUMOCTH;

h — BecoBO# KO3 ULIMEHT JJIs1 ToKa3aTess H (3HaUYeHUs PUBEACHBI B Ta0JIHIIE
1 Hacrosmeit MeToaukn).

Ecnu nokazarensb, XxapakTepu3yronuid BO3MOXKHBIE MOCIEICTBUS, KOTOPBIE MOTYT
HACTYNUTh B HH(POPMAIIMOHHOM CHUCTEME TIpU OIKCIUTyaTallud  YSI3BUMOCTH
(H), mpyHUMAET HECKOJbKO 3HAYCHUH (Hampumep, HapyIICHHUE IEJIOCTHOCTH JaHHBIX
Y TIOBBIIIIEHUE TIPUBWIIETUI ), TO UTOTOBOM OIIEHKE JAHHOTO MMOKa3aTelsl IPUCBAUBACTCS
HanOOoJIbLIEE U3 3HAUCHUH.

B cmyyae wu3MeHEHUS YCJIOBHM, KOTOpbIE BIMSIIOT Ha TOCJIEACTBUS
AKCIUTyaTallM yS3BUMOCTH, PACUET YPOBHS KPUTUYHOCTH YSI3BUMOCTU MPOTrPAMMHBIX,
MporpaMMHO-aNmapaTHbIX CPEACTB B UHPOPMAITMOHHOMN CUCTEME JIOKEH MMPOBOIUTHCS
MOBTOPHO C YYETOM BCEX U3MEHECHUM.

3HaueHUS BECOBBIX K02 dUITMEHTOB u OIICHOK noKas3areJe,
ONPENENSAIONINX BIHMSHUE VYSI3BUMOCTH IPOTPAMMHBIX, MPOrpPaMMHO-aIapaTHIX
CpeICTB Ha MH(POPMAITUOHHYIO CUCTEMY TIPUBEIEHBI B Ta0nuIEe 1.



Tabmuma 1 — 3HadyeHUsT BECOBBIX KOA(DQPUIIMEHTOB M OICHOK IOKa3aTeseH,
OTIPEENSIONTUX BIUSHIE YSI3BUMOCTH Ha HHPOPMAIIMOHHYIO CUCTEMY

Htor
(k X Ki,
[xLj
p X Pm,
e X En,
h x Hk)

HaunmenoBaunue
y HaunmenoBanue BO3MOJKHBIX 3HAYEHUN
/o
MoKa3aTeist

BecoBoii

kodpurmeHT
MOKa3aTess
(kL p, e h)
3HayeHue
OKa3aTess
(Ki,Lj, Pm,En, Hk)

Januslie Juist pacuera noxkasarens [y, gy

1 Tun koMIoHeHTa 0,5 VY S3BUMOCTH TIOIBEPIKEHBI 1,1 0,55
uH(pOPMALMOHHOM KOMITOHEHTEI CUCTEMEI,
00ecCIeUrBaroIIIHe
peann3aIiiio BaKHbBIX
porieccos (Om3Hec-
npotieccoB), GyHKINH,
TOJTHOMOYHH

CUCTEMBHI,
MOJIBEP>KCHHOTO
yszsumocTH (K)

0,9 0,45
VY S3BUMOCTH MOJBEPKEHBI

MECIKCCTCBBIC SKPaHbL

Y S3BUMOCTH ITOIBEPIKEHBI 0,9 0,45
CETEBbIE YCTPOUCTBA U
IILTIO3bI

Y S3BUMOCTH TIOABEPKEHBI 0,8 04
TEJIeKOMMYHHKAIIHOHHOE
obopynoBaHue, cucTemMa

YIPaBJICHHS CEThIO
repeiayn JaHHbBIX

VYA3BUMOCTH MOJBEP>KEHBI 0,7 0,35
cepBepsl (LIEHTpaJIbHbIE
BBIYUCIIUTEIbHBIC Y3JIbI)

VYA3BUMOCTH MOJBEP>KEHBI 0,5 0,25
M0JIb30BATENBCKUE
YCTpOHCTBA
(aBTOMaTH3UpPOBAaHHBIE
paboyrie MecTa)

VYA3BUMOCTH MOJBEP>KEHBI 0,4 0,2
CHUCTEMBI XpaHEHUS TAHHBIX

VYA3BUMOCTH MOJBEP>KEHBI 0,1 0,5
JpyTHE KOMIIOHEHTHI

2 | KonnyecTBo ysS3BUMBIX 0,2 Bbonee 70% xomMmoHeHTOB 1,0 0,2
KOMITOHEHTOB OT 001Iero ymcia
WHPOPMALTUOHHON KOMIIOHEHTOB
CHCTEMBI B UHQOPMAITUOHHON
(obecmeunBaromux cucreMe
peanu3anuio KpUTHIECKN

X TpoIEccoB, QYHKITH,
[TOJTHOMOYHIH, MEKCETEB 50-70% 0,8 0,16
BIX 9KPAHOB, CETEBBIX KOMITOHEHTOB OT 00111ero
YCTPOMCTB U LLIIO30B, YHCIIa KOMIIOHEHTOB
ABTOMATH3UPOBAHHBIX B UH(pOPMAIMOHHON
pabouux MecT, CEPBEPOB, cucreme




—~
. § Utor
m ~ N -
= 3 B= HaumenoBanwue o 2 g | (kXKi
Ne SEC v Lo EER L IxLj
HaumenoBanue BE 3 o BO3MO>KHbBIX 3HAYCHUM 88 J
/T SRR Z 8 p X Pm,
0= 2~ roxKasareJist =21
ME © s ol e X En
2 ~ )
g = =
> h x Hk)
SN’
TEJIEKOMMYHUKALIMOHHOT 10-50% 0,6 0,12
0 000opyAOBaHUs, KOMITOHEHTOB OT OOIIIEro
CPEJCTB 3aIUTHI YHUCIIa KOMIIOHCHTOB
nH(pOpMAITHH, CUCTEM B HH(POPMAITHOHHOM
XpaHEHUS TaHHBIX CUCTEME
Y APYTUX KOMIIOHECHTOB)
L
(L) 0,5 0,1
Menee 10% KOMIIOHEHTOB
OT 001IIero YucIia
KOMITOHEHTOB
B WH(OPMAITMOHHOM
CUCTEME
3 Binsane Ha 0,3 Ysa13BUMO€ IPOrpaMMHOE, 1,1 0,33
3(1)(1)CKTI/IBHOCTB IIporpaMMHO-aImnapaTHoeC
3aIIHTH TIepHMETpa CPEICTBO JOCTYITHO U3 CETH
. «HTepHET»
WH(OPMAITMOHHOM
P) Ysa13BUMO€ IPOrpaMMHOE, 0,6 0,18
HCTEMBI
cuctre MpOrpaMMHO-aNIapaTHOE
CPEIICTBO HEAOCTYITHO U3
cetu «MHTEpHETY
Jannsle 1 pacdera nokaszarens [,
4 | Dkcrutyarauus 1,0 OKCIUTyaTHpyeTCs B 0,6 0,6
YS3BUMOCTH (E) PCAJBbHBIX aTaKax
HmeroTcs cBeaeHUs O 0,3 0,3
HAJIMYUH CPEJICTB
JKCIUTyaTalyu (3KCIIIONTA)
YSA3BUMOCTH
OTCyTCTBYIOT CBe/ieHUsI 00 0,1 0,1
JKCIDTyaTall¥ B PeaTbHBIX
aTakax (HaTHIuH
9KCIUIONTA)
JlanHble 1151 pacyeTa nokasarens lipy,y
5 ITocneacTBus 1,0 Brinonnenue 0,5 0,5
BO3JIEUCTBUM, KOTOPBIM NIPOU3BOJIBHOTO KOJa
noaBepraeTes (ﬁrbltrary Code EXGCUUO{I)
HHGOPMAIHOHHAS OBbINICHHE PUBHIIETHH 0,5 0,5
(Privilege Escalation)
CUCTEMA ITPH
SKCTUTyaTaIH 006x0/1 MEXaHN3MOB 0,4 0,4
0e301acHOCTH
ysi3Bumoctu (H) .
(Security Bypass)
Buenpenue kona 0,34 0,34

(Code Injection)




—
. § Htor
= 5 2= HaumenoBanwue o 2 g | (kXKi
Ne =R Lo EER | IxL
HaumenoBanue 853 - BO3MOKHBIX 3HAUEHUUN 88 J
/T SR Z8& | pXPm,
0= 2~ MOKa3aTens S 2
T e ™ g3 exin
s > h x Hk)
SN’
[Tonyuyenue 0,3 0,3
KOH(UICHIINATBHON
nHpopmanuu (Obtain
Sensitive Information)
H 0,3 0,3
apyIieHue TeTOCTHOCTH
nansbix (Loss of Integrity)
OTKa3 B 00CTyKUBAaHUH 0,26 0,26
(DoS)
IIepezanuch 0,22 0,22
MIPOM3BOJIBHBIX (haiiI0B
(Overwrite Arbitrary Files)
3anuch JOKaIbHBIX (DaiiIoB 0,2 0,2
(Write Local Files)
UreHue JIOKaIbHBIX (haiiioB 0,18 0,18
(Read Local Files)
IognenbHbIN 0,12 0,12
MOJIb30BATENbCKUN
nnTepdetic
(Spoof User Interface)
MexcalTOBBII CKPUITHHT 0,1 0,1
(Cross Site Scripting)

18.Ilo  pe3ynmpTaTaM  pacdyeTa  ypPOBHIO  KPUTHYHOCTH  YSA3BHUMOCTH
NPUMEHUTENBHO K KOHKPETHOW cucrteme (J) mpucBaWBaeTcsi OJHO U3 3HAYCHUI,
yKa3aHHbIX B Tabmuue 2. Ilpumepsl pacyeta ypOBHS KPUTUYHOCTH YSI3BUMOCTU
MPEACTABIICHBI B IPUJIOKEHUU | K HacTosed MeTtoauke.

Tabnuna 2 — 3HaueHusI UTOTOBOM OIEHKU YPOBHS KPUTHYHOCTH YSI3BUMOCTHU

Ne Hrorosas oneHKa ypoBHs HanmeHoBaHMe ypOBHS KPUTUYHOCTH
n/n KPUTHYHOCTH YSA3BUMOCTH YS3BUMOCTH

1 V>38,0 Kputnuecknii

2 5,0<V <80 BrIcokwuit

3 2,0<V <50 Cpennuii

4 V<20 Huskui

19. Ilepecuer  3HaueHHMs] YpPOBHS  KPUTUYHOCTH  YSA3BUMOCTH  JIOJDKEH
OCYULIECTBJIATHCS HA MOCTOSIHHOW OCHOBE (MO BO3MOKHOCTHM aBTOMAaTHU3MPOBAaHHBIMHU
CpeICTBaMH) MPH BBIABICHUU HOBBIX CBEJIECHUIN 00 YA3BUMOCTU (HampuMmep, BHITYCKe
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pa3pabOTUMKOM OOHOBJICHHM, YCTPaHSIOIUX YS3BUMOCTb, MOSIBIEHHUE B OTKPHITOM
JIOCTYTIE CPEICTB IKCILTyaTaAlUH YSI3BUMOCTH).

1. ITPUHATHUE MEP 3AIIUTHI THOOPMAILIMU, HAITPABJIEHHBIX
HA YCTPAHEHUE YA3BUMOCTEN

20. B 3aBUCMMOCTH OT YPOBHS KPHUTHYHOCTH YSA3BHUMOCTEW IPOIPAMMHBIX,
POrpaMMHO-AIIIAPATHBIX CPEACTB B KOHKPETHOM HMH(MOPMALMOHHON CHUCTEME
ONEPATOPOM IIPUHUMAETCS PEMIEHUE O NPUOPUTU3ALUN U CPOKAX UX YCTPAHECHMUS.

21.B OTHOLIEHHH YA3BHUMOCTEM MPOrPAMMHBIX, IPOrPAMMHO-AIIAPATHBIX
CPEACTB, KOTOPbIM B COOTBETCTBUM C HacTosimied MeToaukod MpUCBOCH
KPUTHYECKUA YPOBEHb, PEKOMEHAYETCS MPHUHATH MEpPbl MO HX YCTPAHEHUIO
B TEUCHHE HECKOJBKUX 4acoB (/10 24 4acoB) C MOMEHTA MPOBEICHUS TAKOU OICHKHU.

B oTHOIIEHNN yA3BUMOCTEN MTPOTPAMMHBIX, IPOTPAMMHO-AINMapaTHBIX CPEJICTB,
KOTOPBIM B COOTBETCTBHUM C HACTOSAIIEM METOAMKON MPUCBOEH BBICOKHN YPOBEHb
KPUTUYHOCTH, PEKOMEHAYETCA MPUHATH MEpPbl 110 KX YCTPAHEHUIO B TEUCHUE
HECKOJBKHX JHEH (110 7 JHEH) ¢ MOMEHTa MTPOBEICHUSI TAKON OLICHKHU.

B oTHOLIEHNN yA3BUMOCTEN ITPOIPAMMHBIX, IIPOTPAMMHO-AIIapaTHBIX CPEJICTB,
KOTOPBIM B COOTBETCTBUM C HacrosAled MeTOOuKoW IIPUCBOEH CpPEIHUU
YPOBEHb KPUTHYHOCTH, PEKOMEHAYETCS TMPUHATH MEPHI MO HUX YCTPAHECHHIO
B TEYEHUE HECKOJIBKUX HeNelb (10 4 Helleb) C MOMEHTA ITPOBEACHMS TAKON OLIEHKH.

B oTHOmEHMM  yA3BUMOCTEW MPOrPAMMHBIX, MNPOTrPAMMHO-ANNAPATHBIX
CPEACTB, KOTOPHIM B COOTBETCTBUM C HACTOSIEW METOAWKON NPUCBOEH HU3KUHU
YPOBEHb KPUTHYHOCTH, PEKOMEHIYETCS IMPUHATH MEPHI MO HUX YCTPAHEHHIO
B TEUEHUE HECKOJIBKUX MECALEB (110 4 MecALIeB) C MOMEHTA IPOBEJCHUS TAKOH OLIEHKHU.

22. YA3BUMOCTH MPOTPAMMHBIX, IPOrPAMMHO-AIIAPATHBIX CPEICTB MOTYT OBITh
YCTPAaHEHBI TyTEM YCTaHOBKH OOHOBIIEHHS TPOrPAMMHOIr0 00ecTedeHus, IpOrpaMMHO-
amnrapaTHOro CpPEeACTBA WA MPUHATHS KOMIIEHCHUPYIOIIMX OpraHU3alMOHHBIX
U TEXHUYECKUX MEP 3alUThl HHHOPMAIIUH.

23.B ciywae eciau ysS3BUMOCTH COJIEpKarcsi B 3apyOeXKHBbIX MNPOrpPaMMHBIX,
MPOTrPaMMHO-AMIAPATHBIX CPEACTBAX WU MPOrPAMMHOM OOECIIEUEHUH C OTKPBHITHIM
UCXOAHBIM KOJOM, pelieHHe 00 YCTaHOBKE OOHOBJIEHHMSI TaKOro IPOrpPaMMHOTO
oOecrieueHusi, MPOTPAMMHO-AMNMAPATHOTO CPEJCTBA TMPUHUMAETCS  OMEPaTOPOM
MH(OPMAIMOHHOW CHCTEMBI C YYETOM PE3yJIbTaTOB TECTUPOBAHUS 3TOrO OOHOBIICHUS,
MPOBEJICHHOTO B COOTBETCTBMM ¢ METOIUKOM TECTUPOBAHUS OOHOBJICHUM
0e30MacHOCTH MPOrPAMMHBIX, NPOrPAMMHO-AINIAPATHBIX CPEJCTB, YTBEPKICHHON
OCTIK Poccuu 28 okts16ps 2022 roja.

24.B cny4ae HEBO3MOXKHOCTH TMOJY4YEHHS, YCTAHOBKM U TECTUPOBAHUSA
OOHOBJICHUN TMPOTPAMMHBIX, MPOTPAMMHO-ANMNAPATHBIX CPEACTB MPUHUMAIOTCS
KOMITEHCUPYIOITUE MEPHI 3aIUTHI HHPOPMAIIUH.
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25. BbiO6op KOMIIEHCUPYIONINX MEp IO 3aluTe WHPOPMAIIUU OCYIIECTBISETCS
OTIepaToOpOM C y4eTOM CTPYKTYPHO-(PYHKITHOHATBHBIX XapaKTEPUCTHUK
WHOOPMAITMOHHOW CHCTEMBI, a Tak)K€ BO3MOXKHBIX CIIOCOOOB 3KCIUTyaTalluu
YSI3BUMOCTEH MPOTPAMMHBIX, TPOTPaMMHO-aNTIapaTHBIX CPECTB.

KoMmmencupyronmumMyn ~ OpraHU3allMOHHBIMH ¥ TEXHUYECKHUMH  MEPaMH,
HalpaBICHHBIMA Ha TPEAOTBpAIlCHHE BO3MOXKHOCTH HKCILIyaTallld YS3BUMOCTEH,
MOTYT SIBIIATHCS:

M3MCHEHUE KOH(PUTYpallMU YSI3BUMBIX KOMIIOHCHTOB CHCTEMBI, B TOM YHCIC
B YaCTH MCKJIFOUCHUS TIPEOCTABICHUS TOCTYIA K UX (PYHKIIMSIM, UCTIOTHEHHE KOTOPBIX
MOKET CIIOCOOCTBOBATH IKCIUTYaTallM! BBISIBIICHHBIX YS3BUMOCTEH;

OTpaHWUYCHHE TIO0 HWCIIOJIH30BAHUIO YSI3BHUMBIX IPOTPAMMHBIX, MPOTPaAMMHO-
anmapaTHBIX  CPEACTB WM WX TEPeBOl B PEXKUM  (GyHKIIMOHUPOBAHUS,
OTpaHUYMBAIONIMN UCIOJIHEHHE (YHKIMM, oOpaileHne K KOTOPbIM CBSI3aHO
C HCIIOJb30BAaHUEM BBISBIICHHBIX YSI3BUMOCTEH (HAMpUMeEp, OTKIIOUEHHUE YSI3BUMBIX
CITY’>K0 1 CEeTeBBIX IIPOTOKOJIOB);

pe3epBUPOBAHNE KOMIIOHEHTOB CHCTEMBI, BKJIIOYasi PE3EPBUPOBAHUE CEPBEPOB,
TEJICKOMMYHHUKAIIMOHHOTO 000PYI0BAaHUS U KaHAJIOB CBS3H;

HCITOJIb30BAaHNE CUTHATYP, PEIIAIOIINX MPABWI CPEACTB 3aIUTH MHGOPMAIIHH,
00eCIIeYnBAONINX BEISBIICHHE B CHCTEME MTPU3HAKOB DKCIUTyaTallud ySI3BUMOCTEH;

MOHUTOPUHT WHGOPMAIIMOHHONW O€30MaCHOCTH U BBISBIIGHHE COOBITHIA
6e3onacHoCTH MHGOPMAIIMKM B CUCTEME, CBA3aHHBIX C BO3MOKHOCTBIO IKCILTyaTalluu
ySA3BUMOCTEM.
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[Tpunoxenue

K MeToauke OeHKH yPOBHS
KPUTUYHOCTH YSA3BUMOCTEN
MPOTPAMMHBIX, POrPAMMHO-
armapaTHbIX CPEACTB

[Ipumepsl pacueTa ypoBHS KPUTHYHOCTH YSI3BUMOCTEN MPOrPaMMHOTO 00ecTieueHUs

[Tpumep 1.

1. Ucxomnpie faHHBIC 00 YSI3BUMOCTH:

Ceenenusi 00 ys3BHUMOCTH, COJEpKaluecsi Ha caiite baHka mgaHHBIX yrpo3
6e3onacHoctu napopmarun OCTIK Poccun https.://bdu.fstec.ru/vul/2025-01611.

Nnentuduxatop: BDU:2025-01611

Onucanue ys3BUMOCTU: YSI3BUMOCTh ONEpalMoHHbIX cucteM FortiOS cBs3aHa
C HEKOPPEKTHBIM MPUCBAMBAHUEM IPUBWIETHI. DKCIUTyaTalMsl YSI3BUMOCTH MOKET

MIO3BOJIMTH HAPYLIUTEIO, JEHCTBYIOIIEMY YIAJIEHHO, NOGbICUNbL CB0U NPUBUIEUU.

bazosslii BexTop ysa3Bumoctu: mo CVSS 3.1:
AV:N/AC:L/PR:L/ULN/S:U/C:H/I:H/A:H

VYpoBeHb OIMACHOCTH YSA3BUMOCTH: BBICOKMI ypoBeHb omnacHocTu (0Oa3zoBas
onienka CVSS 3.1 cocrasinser §,8).

Hannuue skcrnonra: JlaHHbIE yTOUHSAIOTCA.

OKcIutyaTanys B pealbHbIX aTakax: JlaHHbIE yTOUHSIOTCS.

1.1 Ucxons u3 ypoBHs omacHocTH ysi3BuMoctu BDU:2025-01611 mo CVSS 3.1,
ITOKA3aTEIO I.,,5; IPUCBAUBAETCS CIEAYIOLIEE 3HAUEHUE:!

Ieyss = 8,8

1.2 Vcxons u3 onvcaHus ysA3BUMOCTH, MTOKA3aTENIO MOCIEICTBUI BO3CUCTBUM,
KOTOPBIM TOJIBepraeTcsi MH(OPMAIMOHHASI CHUCTeMa MpU AKCILTyaTallud ySI3BUMOCTH
npucBauBaercs 3HaueHue «Iloseimenne npusuieruii (Privilege Escalation)» (H=0,5):

Iimp = 1,0X 0,5 =0,5

1.3 Wcxoas U3 OTCYTCTBUSI CBEACHUM O HAJMYMM SKCIUIONTAa M HUCHOJIb30BAaHUU
B pEalbHBIX AaTakax IOKAa3aTell0 BO3MOXKHOCTM JKCIUTyaTallu YS3BUMOCTH
HapyLIUTEISIMU MIpUCBauBaeTcs 3HaueHue «OTCYTCTBYIOT CBEIEHHUS 00 dKCIUTyaTaluu
B pEaIbHBIX aTakax (HaJM4YUM dKCIIonTa)» (E = 0,1):

I, =10x01=0,1

2. Ucxoanbie qaHHble 00 MHPOPMALIMOHHOM CUCTEME:

2.1 CBegeHnusi O KOMIIOHEHTaX MH(POPMALMOHHON CHUCTEMBI ONpPEIEICHBI
B opraHe (OpraHu3aiuu) 1o pe3yiabTaTam NPOBEIECHHON HHBEHTapU3aLUU.

Wcxons U3 NaHHBIX MHBEHTApU3aLMU ONPEIEIEHO:

Tun koMmoHeHTa WH(GOPMALMOHHON CHCTEMBI, MOJABEPKEHHOTO YSI3BUMOCTH:
MEXCETEBBIE SKPAHbI
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K=kxK=0,5x%x09=0,45
KonuyecTBo ys3BUMBIX KOMIIOHEHTOB MH(pOpMaIimoHHoU cucteMbl: 10-50%
L=IxL=02x06=0,12
Bnusguaue Ha 3¢(EeKTUBHOCTH 3alUTHI EpUMETpa UHPOPMAIITMOHHON CUCTEMBI:
ySA3BUMOE MPOrpaMMHOE, MPOTPAMMHO-ANIApaTHOE CPEACTBO JTOCTYIHO U3 CETH
«HTEpHETY.
P=pxP=03x11=0,33
Takum  oOpa3zoMm, omnpenensieTcs  MOKa3aTeldb  BIMUSHHUS  YS3BUMOCTH
Ha (PyHKIMOHUPOBAHNE HH()OPMALUOHHON CUCTEMBI [y f.
Iinjr =k XK +1XL+pxP=045+0,12+0,33 = 0,9
3. Pacyer ypOBHSI KPUTHYHOCTH YSI3BUMOCTH NPOTrPAaMMHBIX, IPOTrpaMMHO-
anmapaTHbIX  CpeICcTB B  MH(OpPMAIMOHHOW  CcHCTEeME V  OCYIIECTBISETCS
C WICTIOJIb30BAaHUEM JIAHHBIX, MIOJYUYEHHBIX B MIPEABIYIINX TyHKTaX, MO (GopMyJIe:
V = Iepss X Iingr X (Lot + Iimp ) = 8,8 % 0,9 x (0,1 + 0,5) ~ 4,75
Takum 00pazoM, YPOBHIO KPUTHUYHOCTH YKa3aHHOM ySI3BUMOCTH JJISI UMEIOIIEHCS
nH(OPMAIMOHHON CHUCTEeMBbI MpucBauBaeTcs 3HaueHue «Cpemgnuit» (2,0 <V < 5,0).
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[Tpumep 2.

1. Ucxoanble 1aHHbIe 00 ySA3BUMOCTH:

Cenenusi 00 ys3BHUMOCTH, COJEpKaluecsi Ha caiite baHka mgaHHBIX yrpo3
6e3onacHoctu nHpopmarun OCTIK Poccun https.://bdu.fstec.ru/vul/2025-03219.

Unentuduxatop: BDU:2025-03219.

Omnucanue ysA3BUMOCTH: YS3BHUMOCTh KOHTpOJUIEpa BXOZsMIEro Tpaduka
B kiactepe Kubernetes ingress-nginx cBsi3aHa ¢ HeIOCTaTOYHBIM MPOCTPAHCTBEHHBIM
pasgencHueM. OKCIUTyaTalusi yS3BUMOCTH MOXKET TIIO3BOJIUTh  HAPYIIMTEINIO,
JeUCTBYIOIIEMY yAAIEHHO, 8bINOIHUMb NPOU3BOIbHBIN KOO B KOHTEKCTE KOHTPOJLIEPA.

bazoBslii BekTop ysa3BumMocTH: o CVSS 3.1:
AV:N/AC:L/PR:N/UL:N/S:U/C:H/I:H/A:H

VYpoBeHb onacHOCTH ysi3BUMOCTU: KpuTHueckuil ypoBeHb omacHocTU (0a3oBast
oniernka CVSS 3.1 cocrasinser 9,8).

Hannuwue s3xcrutoiita: CymecTByeT B OTKPBITOM JIOCTYTIE.

OKcIutyaTanys B pealbHbIX aTakax: JlaHHbIE YTOYHSFOTCS.

1.1 Ucxons u3 ypoBHs omacHocTH ysi3BuMoctd BDU:2025-03219 o CVSS 3.1,
MOKA3aTelto I,,¢; IPUCBAUBAETCS CIEAYIOIIEEe 3HAUCHHE:

Iepss = 9,8

1.2 Vcxons u3 onvcanus ysA3BUMOCTH, ITOKA3aTENIO MOCIEICTBUIA BO3CUCTBU,
KOTOPBIM TOJIBEpraeTcsi MH(OPMAIMOHHASI CHCTEMa MpU IKCILTyaTallud YSI3BUMOCTHU
npucBanBaeTcsi 3HaueHue «BwimosHenne mnpousBoiabHOrO Kona (Arbitrary Code
Execution)» (H=0,5):

Iimp = 1,0X 0,5 =0,5

1.3 Ucxonss w3 OTCYTCTBHS CBEIEHUW 00 UCIOJIB30BAHUU  YSA3BUMOCTH
B pEabHBIX aTaKkax W HAJIMYUIO CBEACHUH O CYUIECTBOBAHMHU HKCILIONTA MOKA3ATEIIO
BO3MOYKHOCTH JKCIUTYyaTallUd YS3BUMOCTH HApYLUUTEISIMU MPUCBAUBAETCS 3HAYEHUE
«ImeroTes cBeleHHs O HAIMYUU CPEACTB DKCIUTYaTalUH YA3BUMOCTH» (E = 0,3):

I, =1,0x0,3=0,3

2. Ucxonnble qaHHble 00 MHPOPMALIMOHHOM CUCTEME:

2.1 CBegenusi O KOMIIOHEHTaXx MH(POPMALMOHHON CHUCTEMbI ONpEIEIEHBI
B opraHe (OpraHu3aluu) o pe3yjiabTaTaM NpOBEIECHHON HHBEHTapU3aLUU.

Hcxons U3 TaHHBIX MHBEHTApHU3aLUU ONPEIEIEHO:

Tun koMnoHeHTa HHGHOPMALMOHHON CUCTEMBI, TOABEPKEHHOTO YS3BUMOCTH:

KOMITOHEHTBI CUCTEMBI, 00€CIIEUNBAIOLINE PEATU3ALUI0 KPUTUYECKUX MTPOLIECCOB
(buzHec-mpoIeccoB), (GYHKIMN, TOTHOMOYNH;

cepBepbl (LIEHTPATbHbBIE BRIYMCIUTENbHbBIC Y3JIbl);

M0JIb30BAaTENIbCKUE YCTPOICTBA (aBTOMATU3MPOBaHHbIE pabOUYUE MECTA);

CUCTEMBbI XpaHEHUS JaHHBIX.

B cootBeTcTBUM € TyHKTOM 15 HacTosmeln MeToaukH B Ci1y4ae, €Clii HECKOJIBKO
KOMITOHEHTOB uHPOPMAITMOHHON CUCTEMBI MIOJIBEPKEHBI ySI3BUMOCTH,
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TO UTOTOBON OIICHKE KOMIIOHEHTa HH()POPMAIMOHHON CHUCTEMBbI MPUCBAMBAETCS
HanOOJIbINCE U3 3HAUCHUH OICHKH IToKa3aTens (K).
K=kxK=05%x11=0,55

KonuyecTBo ys3BUMBIX KOMIIOHEHTOB HH()OPMAITMOHHONW CUCTEMBI:

6onee  70%  (KOMIIOHEHTBHI CHUCTEMBI, OOECHEUYMBAIOIINE PEATU3ALUIO
KPUTHUYECKHX MpOoIleccoB (OM3HEC-TPOLIECCOB), (PYHKINN, TOTHOMOYNN);

50-70% (cepBepnl (LIEHTPAJIbHBIC BBIUUCIUTEIbHBIC Y3IIbI));

10-50% (momp30BaTENBCKHE YCTPOMCTBA (aBTOMATHU3MPOBAaHHBIE pabodwme
MecTa));

10-50% (cuctembl XpaHEHUS JAHHBIX).

B coorBerctBUM ¢ moamyHKTOM 2.8 Hacrosimied MeToauku B ciiyyae, €Ciu
HECKOJIbKO KOMIIOHEHTOB HMH(OPMAIIMOHHOM CHUCTEMBI TOJBEPIKEHBI YA3BUMOCTH,
TO MWTOTOBOM OILIEHKE KOMIIOHEHTa HH()POPMALMOHHON CHUCTEMBI MPUCBAUBAETCS
HanOOJIbIIIee U3 3HAYCHUU OLICHKH Toka3atess (L).

L=IxL=02x10=0,2

Bnuguane Ha 3¢(HEKTUBHOCTH 3alUTHI NEPUMETPa UHPOPMALMOHHON CUCTEMBI:
yS3BUMOE MPOrpaMMHOE, MPOrpaMMHO-ANMAPATHOE CPEICTBO JOCTYIIHO M3 CETU
«HTEepHET”.

P=pxP=03x11=0,33

Takum  oOpa3zoMm, omnpenensieTcs  IMOKa3aTeldb  BIMSAHHUS  YS3BUMOCTH

Ha (PyHKIIMOHUPOBaHNWE HH(OOPMALIMOHHON CUCTEMBI [y
Iinfr =k XK +1XL+pxP=055+02+0,33 = 1,08

3. Pacuer ypOBHS KPUTUYHOCTU YSA3BUMOCTH NPOrPAMMHBIX, IPOrpPAMMHO-
anmapaTHbIX  CPEACTB B  HMH(POPMAIMOHHOM  cHucTeMe V  OCYIIECTBISETCS
C UCTIOJIb30BAaHUEM JaHHBIX, TOJIYYEHHBIX B IPEIBIIYIINUX IyHKTaX, 0 GopMmyJe:

V = Iepss X Iingr X (gt + Iimp) = 9,8 X 1,08 X (0,3 + 0,5) ~ 8,47

Takum 00pazoM, yYpOBHIO KPUTHYHOCTH YKa3aHHOM ySI3BUMOCTH JJISI UMEIOILIEHCS

MH(OPMAIIMOHHOW CUCTEMBI pUcBanBaeTcs 3HaueHne «Kputnueckuii» (V > §,0).




