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JJUKBHAITUHN MOCJCACTBUM KOMITbIOTCPHBIX aTak H pearupoBaHus
Ha KOMIIBIOTCPHBIC HWHIUACHTHI, 3a HCKIIOYCHHUEM CPEACTB, IIPEAHA3HAYCHHBIX
o TIOHUCKa IIPU3HAKOB KOMIIBIOTCPHBIX aTaK B CCT.}IX JJICKTPOCBA3Y,
HCIOJIB3YEMBIX [JId OpraHu3alvi B3aUMOJENCTBUA 00BEKTOB KpPITPI‘—IeCKOﬁ

UHPOpMaLMOHHON HHPpacTpyKTypsl Poccuiickoit Penepaumy.

HupexTop A.BopTHHKOB



[Ipunoxxenue

k npuka3zy ©®Cb Poccun
oT 19 wona 2019 r.
Ne 281

[Topsamok, TeXHUUECKHE YCIOBUS YCTAHOBKHU U 3KCIUTyaTalliU CPEACTB,
npeaHa3HauYeHHBIX I 0OHapYXEeHMS, IPeAYIIPEKACHNS U JTUKBUIALUH
MTOCJIEICTBUI KOMITBIOTEPHBIX aTaK U pearupoBaHUs Ha KOMIIBIOTEPHBIE

HHITHAEHTBI, 32 UCKIIIOYEHHEM CPEICTB, IpeJHa3Ha4eHHBIX JJIs [IOUCKa IIPU3HAKOB
KOMIIBIOTEPHBIX aTaK B CETAX NEKTPOCBA3H, UCIIOJIb3YEMBIX I OpraHUu3alii
B3aHMO/IEHCTBUA 00BEKTOB KPUTHYECKON HHPOPMALIMOHHON HHPPACTPYKTYPBI

Poccuiickoit ®enepannn

1. Hacrosmue Ilopsmok M TeXHUYECKUE YCIOBUS PEryJIUpPYIOT yCTaHOBKY
¥ DKCILTyaTallHIo CPEACTB, NpeAHa3HaYeHHBIX I 00HAPY KeHHUS, TPeyNPEKICHHS
H JUKBHIAUWH TIOCICACTBHH  KOMIBIOTEPHBIX AaTaKk M  pearMpoBaHMsd
Ha KOMIIBIOTEpHBbIE WHIIUAEHTHI, 3a HCKIIOYEHUEM CpEACTB, NpeaHa3Ha4eHHBIX
JUTS TIOWCKA IIPU3HAKOB KOMITBIOTEPHBIX aTaK B CETAX JIEKTPOCBS3H, UCIIOIb3yEMBIX
IUIL OpTaHM3al[id B3aMMOJEHCTBUS OOBEKTOB KPHUTHUYECKOH HH(OPMaIMOHHOM
uHdpacTpykTypsl Poccuiickoit ®enepauun (nanee — cpeacTBa, KpHUTHYECKas
uH(popMaMoHHas WHPPaCTPyKTypa COOTBETCTBEHHO), B TOM 4HCJIE€ B OAHKOBCKOM
cdepe U B UHBIX chepax PUHAHCOBOTO PHIHKA.

2. Ins  corylacoBaHUS YCTAaHOBKH CpPENCTB CyOBEKT KpUTHYECKOH
HHPOPMALIMOHHONW HHQPPACTPYKTYphl He IMo3aHee ueM 3a 45 KaneHOapHBIX JHEH
J0 Aatkl [UTaHUpyeMod ycraHoBku Hampasmser B OCb Poccun crpyxrypHO-
(GYHKIMOHATBHYIO CXeMY TOIKIIOUEHHs CPeCTB K UH(OPMALMOHHBIM CHCTEMAM,
HH(bopMaupfoHHo-TeneKOMMyHHKauHOHHLIM CeTsIM, aBTOMaTU3MPOBaHHBIM
CHUCTEMaM YIIPABJICHHS, & TAKXKe CBEJEeHU:

00 ycraHaBIHMBaeMbBIX CpelIcTBax (HaMMEHOBaHHE, IIpeJHa3Ha4YCHUE,
Bepcus (TIpu HAJIUYUN );

0 MecTax YCTaHOBKH CpencTB (mecTo HaXO0XIeHUS
WIH reorpadUyecKoe MECTONOJOXKEHHE 3JaHUN WM COOPYXXEHHUH, B KOTOPBIX

IUTAHUPYETC YyCTaHOBKA CPEICTB);
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0 JIMIAX, OTBETCTBEHHBIX 3a JKCIUTyaTallHio cpeiacTB (dbamuwius, uMs,
0T4eCTBO (TP HAJTMYHUH ), JOJDKHOCTh, TeNe(OHHbIE HOMEPA);

0 KOHTPOJIUPYEMBIX CpeICTBAMH 00BEKTaxX KpUTHUYECKOH MH(POPMALMOHHON
HHQPACTPYKTYpHl (HAaUMEHOBaHHUs MH()OPMAIMIOHHBIX CHCTEM, MHGOPMaIMOHHO-
TeIeKOMMYHUKAL[HOHHBIX CeTeH, aBTOMAaTH3HPOBAHHBIX CHCTEM yTpaBJICHHUS).

3. ®Cb Poccuu B cpok 10 45 KajleHOapHBIX OHEH ¢ JaThl MOCTYIUIEHHS
paccMaTpuBaeT IPeICTABICHHBIE CBEACHU HA IPEeAMET OTCYTCTBHS HIIM HATHYUA
OCHOBaHMM JIJIs OTKa3a B COIVIaCOBAHUWU YCTAHOBKHU CPEICTB.

ITo pesynpraTam paccMoTpeHust npenctasieHHbix cBefeHuid @Cb Poccuun
IOArOTABIMBAET W HAmpaBiIgeT CyObeKTy KpUTHUECKOH WH(OpMalMOHHON
HHPPACTPYKTYpsl IHCHbMO O COIJIACOBAaHMM MJIM 00 OTKase B COIVIACOBAaHMU
YCTaHOBKHU CPEICTB.

4. Cy6BeKT KpUTHYECKOH HMH(pOPMALMOHHON HH(PACTPYKTYphl, KOTOPBI
OCYIIECTBIISET AEATENBHOCTh B OAHKOBCKO# cepe U B MHBIX chepax GHHAHCOBOIO
PBIHKa, OJDKEH HalpaBUTh MH(OPMAIMIO, YKa3aHHYIO B IIYHKTE 2 HACTOSLIMX
Hop_smka ¥ TEXHHYECKUX YCIoBHil, B Bank Poccuy B TedeHue 5 kaneHIapHBIX JHEH
¢ natel mosrydeHus nmucbMa ®Ch Pocenu o cornacoBaHuu.

5. I3MeHeHMe CTPYKTYPHO-(PYHKLIMOHAIBHOM CXEeMBbI ITOAKIIOUEHHUS CPENCTB
K WH)OPMAlMOHHBIM CHCTEeMaM, HH(OPMalHOHHO-TEIEKOMMYHHUKALIMOHHEIM
CETSAM, aBTOMATH3HPOBAaHHBIM CHCTEMaM YIIPaBIEHHUS, COCTaBa YCTAHOBIIEHHBIX
CPECTB M (WIIM) MECT MX YCTAHOBKHM OCYIUECTBISETCS CyOBEKTOM KPHTHIECKOM
HHPOPMALIMOHHON HHPACTPYKTYypHI o cornacosaHuto ¢ ®Ch Poccun B nopsaxe,
MPEeAYCMOTPEHHOM IMyHKTOM 2 HacTosluXx Ilopsaaka U TEXHUYECKUX YCIOBHH.

[Mpu w3MeHeHNH WHON HMHGOpPMaUMM, YKa3aHHOM B IMyHKTE 2 HACTOAIIUX
IMopsimka U TEeXHUYECKUX YCIOBHH, CyOBEKT KpPUTHYECKOH HH(OPMALMOHHOM
uHppacTpykTypsl uHpopMupyer ®Cb Poccuu B TeyeHne 5 KalleHOAPHBIX JHEMH
CO JIHA €€ U3MEHEHHUs.

[Tpu u3meHeHnn HHGOPMALIUHU, YKA3aHHOHN B IyHKTE 2 Hacrosuwmx [lopsnka

U TEXHHYECKHX  YCJIOBHM, CyOBEeKT  KpUTHYECKOH  HHPOPMaLHOHHOM
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HHOPACTPYKTYPhI, KOTOPBIH OCYHIECTBISET AEATENbHOCTh B OaHKOBCKOM i‘c«bepe
U B HHBIX cepax (UHAHCOBOrO pbIHKA, HH(popMupyeT bank Poccun B TCHéHI/Ie 5
KaJIeHJapHBIX JHEH CO IHS €€ U3MEHEHHUH.

6. YcTaHOBKa, HACTpOiiKa, poBepKa paboTocriocobHOCTH
U TONKIIOYEHHE CPEeICTB K WHPOPMAIMOHHBIM CHCTEMaM, HH(OPMAaLMOHHO-
TeJICKOMMYHHUKALIMOHHBIM CETSM, aBTOMAaTH3UPOBAaHHBIM CUCTEMaM YINPaBJICHHUA
HPOBOJATCA CYOBEKTOM KpHUTHYECKOH HH(POpMALMOHHON HWHQPACTPYKTYPEI
A (und)  OpuBJIeKaeMoOd B COOTBETCTBHM  C  3aKOHOHATEIBCTBOM
Poccuitckoii  ®Penepaiyi  cyOBEKTOM  KPUTHYECKOH  HH(OPMALMOHHOM
UHPPaCTPYKTYPHI opraHuzaiuei, OCYILIECTBIAIOIEH JMLEH3UPYEMYIO
nemenﬂmcn B oOjacTd 3ammMThl HHPOpPMAIMH, M  OCYLIECTBISIOTCA
B COOTBETCTBHM C 3KCIUIyaTallMOHHOM MOKyMEHTAaluedl Ha JaHHBIE CPEJCTBa.
IMpu 3TOM YycTaHOBKA CpeACTB He MJODKHA HapyllaTb (yHKIIMOHMPOBaHME
HHPOPMAIIMOHHBIX CHUCTEM, HH(OPMAIOHHO-TEIEKOMMYHUKALIMOHHEIX CETEH,
aBTOMAaTU3UPOBAHHBIX CHCTEM yIpaBJIeHUS o0BekTa KPUTHYECKOH
HHPOPMAIMOHHONH HHGPACTPYKTYpHI.

7. CyObeKT KpHUTHYECKOH WHG)OPMAMOHHOW HMHQPACTPYKTYpsl MOCIE
npreMa B OKCIUIyaTalldio CpelncTB HHGopmupyeT o6 3ToM HanuoHansHbIHA
KOOpPAMHALIMOHHBIH LEHTP o KOMITBIOTEPHBIM HHIHAeHTaM'
B TEYECHHE 5 KaJICHIApHBIX JHEN.

8. B mensgx HenpepsIBHOTO B3aMMOJEWCTBHS C TOCYyAapCTBEHHOM CHCTEMOM
oOHapyXeHUS, IpeIyIPEeXXISHN 1 IUKBUAALMY I0CIEICTBUA KOMIIBIOTEPHBIX aTak
Ha wH(pOpMalnMoHHbIe pecypchl Poccuiickoit denepanuu cyOBEKT KPHTHYECKOR
MHPOpPMALIUOHHOK UHQPaCTPyKTYpsI obecrieunBaeT KPYTJIOCYTOYHYIO

u OecniepeboitHyr0 paboTy CpencTB.

! Tlonoxenue o HauMOHAILHOM KOODAMHALMOHHOM LEHTpE 10 KOMIBIOTEPHBIM WHLMJEHTaM,
yreepxaeHHoe npukasom ®CB Poccun ot 24 mona 2018 r. Ne 366 «O HaunoHanbHOM KOOPAHHALMOHHOM LEHTPE
M0 KOMITHbIOTEPHBIM MHLHACHTaM» (3aperucTpupoBad MuHioctoM Poccuu 6 centsbpsa 2018 r., perucTpaumoHHbIH
Ne 52109).
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9. CyOBeKT KpUTHYECKOW MHPOPMALIMOHHON HHPPACTPYKTYPBI ONpPEAEHsieT
MOPSANOK JOCTYNMa K JKCIUTyaTHPYEMBIM CPEICTBAM M OCYLIECTBIICHHS KOHTPOJIS
3a HUM.

10. DKcrutyaTtalus U TeXHUYeCKoe 00CIIy)KMBaHUE CPEACTB OCYLIECTBIISETCS
cyOBeKTOM KPUTHYECKOMN UHGOPMaILIHOHHON HHOPACTPYKTYPBI
i (W1M)  NpUBJIeKaeMOl B COOTBETCTBHM C  3aKOHOAATEJILCTBOM
Poccuiickoii  Demepaiii  CyOBEKTOM  KpUTHYECKOHl  MH(OpMalLlMOHHOM
HHPPaCTPYKTYP5I OpraHu3alued, OCYILECTBIISIOILIEH JULIEH3UPYEMYIO
JIEeATeNbHOCTh B 00JacTH  3alluThl  HWHGOpMalMH, B  COOTBETCTBHUH
C IKCIUTyaTaIl[MOHHOM TOKyMEHTal¥eld Ha JaHHbIE CPEACTBA.

11. Ilpu aBapuilHOM OTKITIOYEHHH SJIEKTPONUTAHUS CYOBEKT KPHTHYECKOM
UH()OPMALMOHHOM WHQPACTPYKTypsl AODKEH obecneyuBaTh pabOTy CpEACTB
B TEKYIEM pEeXHME HIM IPaBUIbHOEe (KOPPEKTHOE) 3aBeplleHHE HX pPaboTel
¢ peanusainpeid (QyHKIUH aBTOMAaTUYECKOrO OIOBELIECHHS JIHIL], OTBETCTBEHHBIX

3a JKCInyaTauquro CpeacTB.




