Mpukas ®CE PD ot 27 pgekabpa 2011 r. N 796 "O6 yTBep>xaeHun TpeboBaHUM K cpeacTteam
9NEKTPOHHOW noanucu n TpeboBaHUM K cpeacTBamM yaoCTOBEPAOLWEro LeHTpa” (¢
N3MEHEHNAMWN 1N A0MNOSIHEHNAMMN)

Pepakuna c nameHenmAamum N 142 ot 13.04.2021

MHdopmauma 06 namMeHeHunnAX:
lNpnka3 nameHeH ¢ 1 ceHTAbpsa 2021 r. - [Npuka3z ®CH Poccum ot 13 anpensa 2021 r. N 142
Cm. npeabiayLyyro peaakuymo

Mpukas PCB PD ot 27 pekabpa 2011 r. N 796
" 06 yTBepxaeHun TpeboBaHUM K cpeacTBaM 3/1IEKTPOHHOM noanucu u Tpeb6oBaHUn K
cpeacTBam yaocToBepAlowero ueHTpa”

C nameHeHUAMMU U J,ONOTHEHUAMM OT:
4 pekabpa 2020 r., 13 anpena 2021 .
1. YTBEpOuTh:
TpeboBaHWA K cpeacTeam aN1eKTPOHHOM noanucu (npunoxkedne N 1),

TpeboBaHMA K cpeacTBam yooCcToBepAtoWero LeHTpa (npunoxenve N 2).
2. HacToAwwmn npukas gencteyeT Ao 1 AHBapA 2027 r.

OnpekTop A. bopTHMKoB

* CobpaHue 3akoHopaTtensctBa Poccuinckon ®epepauunm, 2011, N 15, cT. 2036; N 27,
cT. 3880.

3apeructpuposaHo B MuHiocte PO 9 ceBpana 2012 r.
PernctpaunoHHbin N 23191

MpunoxeHue N 1
K npukasy ®Cb P®
oT 27 peKabpa 2011 r. N 796

Tpe6oBaHUA K cpeacTBam 3JIEKTPOHHOM NoanNucH

C U3aMeHeHMAMMU U AONOJSIHEHUAMM OT:

4 nekabpsa 2020 .

|. O6WwMe Nono>XKeHun

1. Hactoawwme TpeboBaHmA paspaboTaHbl B COOTBETCTBUM ¢ DegepasibHbIM 3aKOHOM OT
6 anpenA 2011 r. N 63-O3 "O6 anekTpoHHOM noanucn” (panee - GefepanbHbIA 3aKOH).

2. B HacToAwmx TpeboBaHMAX WCNONL3YIOTCA Crefylowme OCHOBHbIE MOHATUA,
onpepneneHHble B ctathe 2 PeaepanbHOro 3aKoHa:

1) sanekTpoHHaa nognuce (panee - 3l) - HopMaunAa B INEKTPOHHON dhopme, KoTopan
npucoeanHeHa K gpyrov nHgopmauum B 3N1eKTPOHHOW chopme (NnoanmncbiBaeMon MHpopmaumn)
unn wnHbiM 06pasomM cBA3aHa C TakoM WHGOpMaunen m KoTopaA WCnonb3yeTcA pnnA
onpeneneHva nuua, NoAnucbIBaoLwWwero MHpopmauumio;

MHdopmauma 06 namMeHeHunnAX:
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lMoanyHKT 2 nameHeH ¢ 11 aHBapsa 2021 r. - MNpuka3z ®CHb Poccum ot 4 gekabpsa 2020 r. N
555

Cm. npeabiayLyyro peaakuymo

2) ypoctoBepAwwmn LUeHTp (nanee - YL) - topuonyeckoe nvuo, MHOVMBUAYaNbHbIN
npegnpuHMmatens nnbo rocynapcTBEHHbIA OpraH WNu opraH MeCTHOro camoynpasfieHuA,
ocylwlecTBAAlOWME (PYHKUMM NO CO3OaHNI0 U Bblaave cepTudukaTos kntoyen nposepkn 3l a
Tak>Xe UHble (PyHKUUKU, NpeaycMoTpeHHble DeaepasribHbIM 3aKOHOM,;

3) kntou 3l - yHMKanbHaA nocnepoBaTenbHOCTb CUMMBOSIOB, MpegHasHayvyeHHaA nnAa
co3panua 31,

4) knto4y nposBepku 33l - yHMKanbHaA nocnenoBaTesibHOCTb CUMBOJSIOB, OOHO3HA4YHO
cBA3aHHaA ¢ kmw4dom Il 1M nNpegHasHayeHHaAa nnAa nNpoBepku nognanHHoctn Al (manee -
nposepka 3l);

5) cpeactea Al - wudpoBanbHble (KpynTorpaduyeckme) cpeacTtsa, UCMOoNb3yemble
AnA peanusaumm xotA 6bl OOHOM M3 cnepyowmx yHkuni: co3pgadme 31, nposepka 3ll,
cospaHue kntoda 3l n knoya nposepkn A,

6) cepTudpmkar ksiroya npoBepku Il - 3NEKTPOHHLIN OOKYMEHT WM OOKYMEHT Ha
6ymaxkHom HocuTtesne, BblaaHHble YL nnb6o poBepeHHbiM nuuom YL, n noaTtsepykparowime
NPUHAANEXHOCTb KNtoya nposepkn Il Bnagenbuy ceptudukara knoda nposepku 3.

3. HacTtoAwue TpeboBaHMA yCcTaHaBNMBaKOT CTPYKTYPY U copepxaHve TpeboBaHun K
cpencteam 3l1.

4. Hactoawue TpeboBaHnA npegHasHayeHbl 019 3aKa3yMKOB U pa3paboTymkKoB
paspabaTbiBaembIX (MOOepHU3MpyembIxX) cpeacTts Al npy nx B3aMmMogencTsum Mexay cobon,
C opraHm3aumAMn, NPOBOAALMMU KpunTorpaduyeckue, MHXeHepHO-KpunTorpagpuieckmne u
crneumnansHble uccneposaHma cpeacts A, ®CHB Poccum, ocywecTBnaowen nogreep>xgeHve
cooTBeTCcTBUA cpeacTs Al HacToAWMM TpeboBaHNAM.

5. Hactoawme TpeboBaHnA pacnpocTpaHAlTcA Ha cpeactBa 31, npeaHasHayeHHble
ANA 1Ccnonb3oBaHuA Ha Tepputopun Poccuiickon @epepauunun, B ydpexxaeHnax Poccuiickon
Pepepaunn 3a pybexom M B HaxogoAwmMxcA 3a pybexkom 060CO6NEeHHbIX noapasfgeneHunax
topugnyeckux nuvud, obpas3oBaHHbIX B COOTBETCTBUM C 3aKOHOAATENbLCTBOM Poccunckon
depepaunn.

6. K cpeactBam Jl1 B 4actm ux paspaboTkum, NpoM3BOACTBa, peanusaummn wu
aKcnayatauum npeaobAsnAlTcA TpeboBaHWA, 3akpenneHHble [lonoXxeHnem o paspaboTtke,
NPOn3BOACTBE, peanusaumn 1 aKcnayaTaumm WwmpoBasnbHbiX (KpUnTorpagpuyecknx) cpeacTts
3awunTbl nHpopmaumn (Monoxerne MNMNK3-2005), yTeep>XaeHHbIM npukasom OCB Poccuun ot 9

heBpanA 2005 r. N 66 1 (¢ naveHenunAmn, BHeceHHbIMU ripukasom ®CB Poccum oT 12 anpena

2010r. N 173 2, ONA WwudpoBasbHbIX (KpunTorpaunyecknx) cpeacTs 3awmTbl MHopMauum ¢
OrpaHWYeHHbIM [OCTYNOM, He cofepXXallen CBeOeHWW, COCTaBMNAILWMX OCyAapCTBEHHYIO
TanHy.

1 3apeructpuposaH MuHioctom Poccum 3 mapTta 2005 r., peructpaumoHHbii N 6382,
2 3aperunctpuposaH MuHioctom Poccunm 25 maa 2010 r., permctpaumnoHHbin N 17350.

7. TpeboBaHMA K TEXHOMOrMAM co3aaHmnAa (hopmmupoBaHnA) u nposepkn 3l ¢ NoMoLLbO
cpeactBa Il ykasbliBalOTCA B TAKTUKO-TEXHUYECKOM 3afaHnN UM TEXHUYECKOM 3a0aHun Ha
npoBefeHne OMbITHO-KOHCTPYKTOPCKOW paboTbl MAM COCTABHOWM YacTWM OMbITHO-
KOHCTPYKTOPCKOMN paboTbl Mo paspaboTke (MoaepHusaumm) cpeactea Ol (panee - T3 Ha
paspaboTky (MogepHmsaumto) cpenctaea Al).


http://ivo.garant.ru/document/redirect/400163276/11
http://ivo.garant.ru/document/redirect/77707810/224
http://ivo.garant.ru/document/redirect/12184522/21
http://ivo.garant.ru/document/redirect/187947/1000
http://ivo.garant.ru/document/redirect/187947/0
%5Cl%20%22sub_1112%22
http://ivo.garant.ru/document/redirect/198407/1000
http://ivo.garant.ru/document/redirect/198407/0
%5Cl%20%22sub_1113%22

Il. Tpe6oBaHuA K cpeacteam 3l

8. MNpwu cospanum 31 cpeactea Al QONMKHbI:

- nokasblBaTb Nuuy, NOANUCbIBAKOWEMY 3/IEKTPOHHbIN OOKYMEHT, coAepXXaHue
NMHpopMaLMK, KOTOPYHO OH NoanucLIBaeT 1;

- co3gasaTtb Il ToNbKO Nocne NoATBEPXXAEHUA NTNLOM, NOAMUCHLIBAIOLWMM 3/TIEKTPOHHbIN
AOKYMEHT, onepauun no cosganunio Orl 1;

- OQHO3HAYHO nokasbiBaTb, 4To Al co3naHa 1.

1 PeanuayeTca B TOM 4ucne C UCMOMb30BaHMEM annapaTHbIX WU MPOrpaMMHbIX CPeACcTB, COBMECTHO C
KOTOPbIMX WITATHO (YHKUMOHUPYIOT cpeactBa Ol M koTopble CNOCOGHbI MOBAMATH HA BbINOSIHEHME
npeabABNAEMbIX K cpenctesam 3l TpeboBaHMIA, B COBOKYMHOCTWU MPeAcTaBnAlwWwmx cpeay OyHKUMOHUPOBAHNA
cpeancts 3l (nanee - CO).

9. MNpwu npoBepke Al cpeactBa Al AONKHBI:

- NoKasblBaTb cofepyKaHne 31eKTPOHHOro AOKYMeHTa, nognucaHHoro 3l l;
- NoKasblBaTb UH(OPMALIMIO O BHECEHUM U3MEHEHWNI B NOANUCaHHbIV 3l 3N1eKTPOHHbIN

LOKYMEHT l;

- yKa3blBaTb Ha JnMuo, C wuUCnoJib3oOBaHMeM KJio4a ol KOTOpOro noanmcaHbl

OJIEKTPOHHbIE OOKYMEHTbI 1.

1 PeanunsyeTtcA B TOM 4ucne C UCMOMb30OBaHMEM anmnapaTtHbiX WU MPOrpamMMHbIX CPEACTB, COBMECTHO C
KOTOpPbIMW WTATHO (YHKUNOHUPYIOT cpeactea Ol M KOTOpble CMOCOGHbI MOBAMATH Ha BbINOMHEHUE
npeabABnaeMbix K cpeactsam 3l TpeboBaHMiA, B COBOKYNHOCTU NMPEACTaBMAOWMX cpeny (hyHKUMOHMPOBaHUA
cpencts Al (nanee - CO).

10. TpeboBaHuA NyHKTOB 8 N 9 HacToAWMX TpeboBaHUN He NMPUMEHAIDTCA K CpeacTeam
3Ol1, ncnonb3yembiM ANA aBTOMaTUYECKOro co3gaHnAa u (Unu) aBToMaTndeckon nposepkn 3l B
MHGOPMAUVOHHON CUCTEME.

11. CpeactBa 3l poOMKHbI NPOTMBOCTOATbL Yrpo3am, MpeacTaBnAlWwMM cobon
ueneHanpaefieHHble OeUCTBUA C UCMOb30BaHMEM annapaTHbIX U (W) NporpaMMHbIX CPeacTB
C Uenblo HapyweHua 6e3onacHoCTK 3awumwaemon cpeactsoM 3l nHopMaumMm unm ¢ uenbio
co34aHnA YCNoBuin oA aToro (panee - ataka).

12. B 3aBucuMmMOCTM OT CNOCOBHOCTEN MPOTUBOCTOATL aTtakam cpeactsa Ol

noapa3nenAatTcA Ha KraccChbl l.

Heobxogumbin knacc paspabaTbiBaeMoro (mopepHusmpyemoro) cpegctsa Ol onpepenaeTcA
3aKkasumkom (paspaboTtumkom) cpenctea Ol nyTem onpeneneHvsa BO3MOXHOCTEN OCYLWECTBNATb cO3faHue
crnocoboB arak, MOAroTOBKY M MpoOBeAEeHMe aTak Ha OCHoBe MyHKTOB 13-18 HactoAwmx TpeboBaHun W
yKkasblBaeTcA B T3 Ha pa3paboTky (MoaoepHusaumio) cpeactsa 3.

13. CpenctBa 3l knacca KC1l npoTMBOCTOAT artakam, npu co3gaHum cnocobos,
noaroToBKe M NPOBEAEHNN KOTOPbIX UCMOMb3YIOTCA CreayroLwme BO3MOXKHOCTH:

13.1. CamocToATeNnbHOE OCYyLleCTBNEHME CO34aHMA CNocob6OoB aTak, MoAroTOBKU W
npoBeneHnA aTak.

13.2. [lencTtBmMA Ha pasnnMyHbIX 3Tanax >XM3HeHHOro umkna cpencraea Al 2
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2 K atanam >wusHeHHOro umkna cpenctsa Ol OTHocATCA paspaboTka (MoOepHU3aumsa) yKasaHHbIX
CpPeacTB, UX NPOU3BOACTBO, XpaHeHue, TPaHCMOPTMPOBKA, BBOA, B JKCMyaTtaumio (MyckoHanapo4dHble paboThl),
aKcnnyaraums.

13.3. lpoBepeHne aTaky TONMbKO W3BHE MNPOCTPAHCTBA, B npedenax KOToporo
OCYLLEeCTBNAETCA KOHTPONb 3a npebbiBaHMEM W OeUCTBUAMU nuy, U (MNK) TPaHCNOPTHbIX

cpencTB (Qanee - KOHTPOMpyemas 30Ha 3

3 [paHuLen KOHTPOAMPYEMOW 30Hbl MOryT ObiTb: MEPUMETP OXPaAHAEMON TeppuTOpuW MpeanpuATUA
(yypexxpeHus), orpakaatolime KOHCTPYKLMM OXPaHAEMOro 34aHuA, OXpaHAEMOW YacTu 34aHusA, BblAeSIEHHOro
nomelLLEeHmA.

13.4. lNpoBeneHne Ha aTanax pa3paboTku, NPON3BOACTBA, XPaHEHWNA, TPAHCNOPTUPOBKU
cpeacts 3l u atane BBoga B akcnyataumto cpeactB 3l (MyckoHanagoyHble paboTbl)
crneaylowmx aTak:

- BHECEHNE HECaHKUMOHMPOBAHHbIX U3MEHEHUN B cpeacTBo Al n (Mnn) B KOMMOHEHTLI
Cd, B TOM Yncne ¢ UCnonb30BaHMEM BPEAOHOCHbIX Nporpamm;

- BHECEHVME HECAHKLMOHMPOBAHHbIX M3MEHEHUI B AOKYMEHTauuo Ha cpeacteo Al u Ha
KOMMOHeHTbI CO.

13.5. NpoBeneHne aTtak Ha cnepyowme o6 beKTbI:

- BOKyMeHTauuio Ha cpeacTtBo Al 1 Ha KOMNOHEHTbI CD;

- 3aWwmLiaemMble ANEKTPOHHbIE AOKYMEHTbI;

- KNIOYEBYIO, ayTEHTUULIMPYIOLLYIO 1 NApOsIbHY0 MHopmauuio cpenctea 3l,

- cpenctso Al 1 ero nporpammHble 1 annapaTHblE KOMMOHEHTbI;

- annapaTtHble cpeacTea, BxogAwme B CO, BKAYaA MUKPOCXEMbl C 3anuCaHHbIM
MUKpokoaoM BIOS, ocywecTBnAWENn NHULMaNM3aumio 3TMX CpeacTs (ganee - annapaTtHble
KOMMOHEHTbI CD);

- NIporpamMmmHble KOMMOHEHTbI CP;

- DaHHble, NepefaBaemMble Mo KaHanaMm CBA3Y;

- MNOMELLEHNA, B KOTOPbIX HAXOAWUTCA COBOKYMHOCTb MPOrpamMMHbIX N TEXHUYECKUX
3N1EMEHTOB cuUCTEM 06paboTKN AaHHbIX, CMNOCOOHbLIX (PYHKLMOHNPOBATL CAMOCTOATENIbHO U B
cocTaBe opyrux cuctem (ganee - CBT), Ha KoTopbIx peanu3oBaHbl cpenctea 3l v CO;

- UHble 06BbEKTLI aTak, KOTOpble NPU HEOBXOANMOCTU yKasbiBalOTCA B T3 Ha pa3paboTky
(mogepHusaumo) cpeactesa A1 € y4eTOM WUCMOMb3YEMbIX B MHGOPMALMOHHOM CUCTEME
WHPOPMALIMOHHBIX TEXHONOrMn, annapaTtHbix cpeactB (ganee - AC) m nporpamMMHOro
obecneyeHuna (aanee - 0).

13.6. Nony4eHne cnenyowen MHopMaunm:

- obwmx ceegeHnin 06 MHGPOPMAaLIMOHHON CUCTEME, B KOTOPOM UCNOMb3yeTCA CPeacTBO
Ol (HasHayeHme, cocTaB, onepaTop, O0ObLEKTbl, B KOTOPbIX pa3MelleHbl pecypchbl
MHGOPMALVOHHON CUCTEMBI);

- cBefeHnn 06 MHPOPMaLMOHHLIX TEXHOMOrnAX, 6asax gaHHblx, AC, MO, ncnonb3yembix
B MHGOPMALMOHHOWN CUCTEME COBMECTHO CO cpeacTBom IlT;

- CBeAeHU 0 (hM3NYECKUX Mepax 3awmnTbl OOBEKTOB, B KOTOPbIX pa3MeLleHbl cpeacTsa
olT;

- cBeJeHMn o mMmepax MO obBecnevyeHU KOHTPONUPYEMOW 30HbI OOBHLEKTOB
MHPOPMAaLVOHHOW CUCTEMbBI, B KOTOPOU MCNonb3yeTcA cpeacTtso Ol;

- CBeOeHun 0 Mepax Mo pasrpaHnYeHnto AOCTyna B NOMELLEHMA, B KOTOPbIX HAX0AATCA
CBT, Ha koTopbIx peanunsoBaHbl cpeactea 3l n CO;

- cogep)kaHuA HaxogAwenca B cBOOOOHOM AOCTyne AOKYMEHTauuMm Ha annapatHbie n
nporpamMmmMHble KOMNOHeHTbI cpeacTea Al n CO;


%5Cl%20%22sub_1117%22

- obwmx cBegeHUnM O 3awuwaemMon UHgopmaumu, UCNoAb3yeMon B npouecce
akcnnyartauum cpeactea Il;

- BCEX BO3MOXHbIX OaHHbIX, NepefaBaemMblXx B OTKPbITOM BUAE MO KaHanaMm CBA3U, He
3alNLWLEeHHbIM OT HeCaHKUMOHupoBaHHOro poctyna (manee - HC[L) Kk wHpopmauunm
OpraHM3aunoHHO-TEXHUYECKMMN Mepamu;

- CBEOEHNN O NIMHUAX CBA3W, NO KOTOPbIM nepepaeTcA 3awmwaeman cpenctsom Ol
MHpopmaumsa;

- CBeOeHun 060 BCcex NMPOoABMAKOWMXCA B KaHanax CBA3W, He 3awmuweHHbix ot HC K
MHOpMaUUM OpraHN3aLMOHHO-TEXHUYECKUMU MepaMu, HapyLeHWAX npaswusi 3KcnayaTaumm
cpenctea AN u CO;

- cBefeHun 060 BCex MPOABMAKOWMUXCA B KaHanax CBA3W, He 3awmueHHbix oT HCO K
MHOpMaLUM OPraHU3aUMOHHO-TEXHUYECKMMN MEpPaMU, HEUCMPABHOCTAX M cO0AX annapaTHbIX
KoMnoHeHToB cpeacTtea Il n CD;

- CBedeHWn, nosyvaemblX B pesynbTaTte aHanusa NobblX CUrHanoB OT annapaTHbIX
KoMnoHeHToB cpeacTea Ol n CO, KOTopble MOXET NepexBaTUTb HaPYLINTESb.

13.7. icnonb3oBaHue:

- HaxopgAwmxcA B cBOGOOHOM [OCTYNne WM UCNONb3yeMblX 3a npepenamm
KOHTponupyemon 30Hbl AC u O, Bknw4aAa annapaTHble W MNpOorpamMHble KOMMOHEHTHI
cpenctea AN un CO;

- cneunanbHo paspaboTaHHbix AC u IM0O.

13.8. Vicnonb3oBaHue B Ka4ecTBe cpeapbl nepeHoca oT cybbekTa K 06bekTy (0T o6bekTa
K CyOBbEKTY) aTaku OeNCTBUIA, OCYLIECTBAAEMbIX NPU NOoAroToBke U (MNK) NPOBEAEHUN aTaku
(oanee - kaHan aTaku):

- He 3awmueHHblx oT HCO K uHdopmaumm opraHn3auMOHHO-TEXHUYECKUMU MepamMu
KaHanoB CBA3WN (KakK BHE KOHTPONMPYEMOW 30Hbl, TaK W B ee npegenax), nNo KOTOpbIM
nepepaetca sawmwaeman cpegctsom Il nHgopmaumsa;

- KaHanoB pacnpoCTpaHeHWA CUrHanoBs, COMNPOBOXAAKWUX (PYHKLMOHMPOBaHNE
cpenctea AN u CO.

13.9. lNpoBepeHne aTtakm U3 UHPOPMALMOHHO-TENTEKOMMYHUKALMOHHBIX CETEN, A0CTYnN
K KOTOPbIM HE OrpaHnyeH onpeaeneHHbIM KPpyrom JinL,.

13.10. Wcnonbsosanne AC un O mn3 coctaBa Cpeacts WMHPOPMALMOHHON CUCTEMBI,
Ncnonb3yemMmbliXx Ha MecTax akcnnyataumm cpeactsa Ol (manee - wTaTHble CpeacTsa) U
Haxo4AWMXCA 3a npeaenaMmm KOHTPONMPYEMON 30HbI.

14. CpepnctBa 3l knacca KC2 npoTUBOCTOAT artakam, Npyv CO34aHUM Cnocobos,
noaroToBKe W MNPOBEAEHUN KOTOPbIX WCMOMAb3YITCA BO3MOXHOCTW, MNEPEYUCTIEHHbIE B
noanyHktax 13.1 - 13.10 HacToAwwmx TpeboBaHuW, W cregylowme [OMOMHUTENbHbIE
BO3MOXXHOCTH:

14.1. lMpoBeneHne aTaku MpU HaxXOXAEHUU KakK BHe npenenoB, Tak U B npegenax
KOHTPONVPYEMOW 30HBbI.

14.2. icnonb3oBaHue WTAaTHbIX CPEACTB, OrPaHMYEeHHOE Mepamu, peasiM3oBaHHbIMU B
WHOPMaLVOHHOW cuUCTeMe, B KOTOPOM mucnonbdyetcA cpencteso Ol1, n HanpaBfeHHbIMU Ha
npegoTBpaLleHne n npeceyeHne HeCaHKUMOHMPOBAHHbIX AENCTBUIA.

15. CpepnctBa O3l1 knacca KC3 npoTUBOCTOAT aTtakam, MpyM Co3gaHum Ccnocobos,
noaroToBKe W MNPOBEAEHUN KOTOPbIX WCMOMb3YITCA BO3MOXHOCTW, MNEPEeYUCTIEHHbIE B
nognyHkTax 13.1 - 13.10, 14.1, 14.2 HacToAwmMxX TpeboBaHuin, N cnegyowme OONOSHUTESNbHbIE
BO3MOXHOCTH:

15.1. Joctyn k CBT, Ha KOTOpbIX peanu3oBaHbl cpeactso Al n CO.

15.2. BO3MOXHOCTb pacnonaratb annapatHbiMKU KOMNoHeHTamn cpeactea Ol n CO B
obbeme, 3aBucAWeEM OT Mep, HanpaBfieHHbIX Ha npefoTBpalleHne n npecedeHue
HEeCaHKUVOHMPOBAaHHbIX OENCTBUN, peann3oBaHHbIX B MHOOPMaLUMOHHON CUCTEME, B KOTOPOW
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ncnonb3yeTtca cpeactso All.

16. CpenctBa 3l knacca KBl npOoTMBOCTOAT arakam, npyv COo34aHum Cnocobos,
NOArOTOBKE U NPOBEAEHUUN KOTOPbIX WCMOMAb3YIOTCA BO3MOXHOCTWU, MEPEYUCSIEHHbIE B
nognyHktax 13.1 - 13.10, 14.1, 14.2, 15.1, 15.2 HacToAwmx TpeboBaHwun, U cnepyrowme
OOMNONHNTENbHbIE BO3MOXXHOCTU:

16.1. CospaHme cnocoboB aTak, NoarotToBka M NpoBedeHue aTak C MpuBNEeYeHUeEMm
cneumanncToB, MMEIOLWMX ONbIT pa3paboTkn 1 aHanuaa cpeacts Ol1, BKNKOYaA cneumManmcTos
B 0611aCTV aHann3a CUrHanos, ConpoBoXKaarowmx yHKLumMoHnposaHme cpenctea Al n CO.

16.2. lNpoBeneHve nabopaTopHbIX uccnepnosaHun cpenctea 3l, MCnonb3yemMoro BHe
KOHTPONUPYEMOW 30HbI, B 06bEMe, 3aBUCALLEM OT Mep, HanpaBfieHHbIX Ha NpeaoTBpaLLleHme w
npeceyeHne HeCaHKUMOHMPOBAHHbIX AENCTBUIA, peanin30BaHHbIX B MIHOOPMaLUMOHHON cUCTEME,
B KOTOPOW ncnonb3yeTca cpencteo All.

17. CpeactBa 3l knacca KB2 npoTMBOCTOAT aTtakam, npu CO34aHUMM Cnocobos,
NOAroTOBKE U MNPOBEAEHUUN KOTOPbIX WCMOMAb3YIOTCA BO3MOXHOCTWU, MEpevYnC/ieHHble B
nognyHktax 13.1 - 13.10, 14.1, 14.2, 15.1, 15.2, 16.1, 16.2 HacToAwwmx TpebosBaHun, n
cnepyowme AonoSHNTENbHbIE BO3MOXHOCTU:

17.1. Co3paHue cnocoboB aTak, MOAroTOBKa W MpOBeAeHMEe aTakK C MNpuUBEYEHNEM
crneumannucToB, UMeIoLWMX onbIT pa3paboTkn n aHannaa cpeacts Ol1, BKNOYaA cneuvanncToB
B 06nacTM MCNonb3oBaHMA 0714 peanns3aumm aTtak BO3MOXHOCTen npuknagHoro 1O, He
ONUCaHHbIX B AOKYMeHTaumn Ha npuknagHoe 0.

17.2. TloctaHoBka paboT NO C€O3[aHMIO CnNOocCoB6OB WM CPeACcTB aTak B HayyHo-
nccnenoBaTenbCKUX LEHTpax, cneunanusvpylowmxca B obnactm pas3paboTkm M aHanmsa
cpencts Al u CO.

17.3. BO3MOXHOCTb pacnonaraTb UCXOAHbIMU TekcTamu BxogAwero B CO npuknagHoro
Mo.

18. CpeactBa 3l1 knacca KAl npOoTMBOCTOAT arakam, Npyv CO34aHum Cnocobos,
NOAroTOBKE U MNPOBEAEHUUN KOTOPbIX WCMOMAb3YIOTCA BO3MOXHOCTWU, MEepevYnCcrieHHble B
nognyHkrtax 13.1 - 13.10, 14.1, 14.2, 15.1, 15.2, 16.1, 16.2, 17.1 - 17.3 HacTOAWMX
TpeboBaHuin, U cnepyowme A0NONHNTENbHbIE BO3MOXHOCTN:

18.1. Co3paHue cnocoboB aTak, MOAroTOBKa W MpPOBeAeHME aTakK C MNpUBNEYEHUNEM
crneunannucToB, UMEKLWMX OnbIT pa3paboTkn 1 aHanusa cpeacts Al, BKNoYaa cneunannucTos
B o6nactm WCMnonb3oBaHWA ANA peanu3aumm aTtak BO3MOXHOCTen cuctemHoro [10, He
ONUCaHHbIX B AOKYMEHTaumn Ha cuctemHoe MO.

18.2. BO3MO>XHOCTb pacnosiaraTb BCeN JOKYMEHTauuen Ha annapaTHble U NporpaMMHble
KOMMOHEHTbI CO.

18.3. BO3MO>XXHOCTb pacnonaratb BCEMU annapaTHbIMXU KOMMOHEHTaMn cpenctea 3l n
Co.

19. B cny4ae peanusaumun B cpenctee Ol dyHkumm nposepku Ol 3NEKTPOHHOro
OOKYMEHTa C MCNONb30BaHMEM cepTudukaTa knoda nposepkn Il aTa peannsauma OOMKHA
WCKNIOYNTb BO3MOXKHOCTb npoBepkn 3l 3neKTpoHHOro AokymeHta 6e3 nposepkun 3l B
cepTudmkaTe Knoya nposepkn 3l nnm 6e3 HanMyYMA NONOXUTENbHOIO pe3ysbTaTa NPOBEPKU
Ol B cepTudukaTte kno4va nposepkun Ar1.

MHdopmaumsa 06 nameHeHnsAX:
[MyHKT 20 nameHeH ¢ 11 aHBapa 2021 r. - [Mpukasz ®CB Poccum ot 4 gekabpsa 2020 r. N 555
CwMm. npeabigyLLyto peaakumio

20. lNpwn paspaboTke cpencts 3l AOMKHbI MUCMONL30BaTbLCA KpunTorpapuyeckmne

anropuTMbl, YTBEPXOEHHble B Ka4yecTBe rOCyOapCTBEHHbIX CTaHOApTOB WM MMetowme
nonoxutenoHoe 3aknw4vyeHne PCB Poccum no peaynbTataM MX IKCMNEPTHbIX

KpunTorpagu4eckmnx nccnenoBaHmim l.
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1 MoanyHKT 25 nyHkTa 9 MonoxeHnna o depepansHon cnyxbe 6e3onacHocTn Poccurckon depepaumn,
yTBepXaeHHoro Ykasom [lpesunpeHta Poccuinickon ®epepaumm ot 11 aerycta 2003r. N 960 (CobpaHue
3akoHogaTenscTBa Poccuickon ®epepaumm, 2003, N 33, cT. 3254; 2018, N 28, cT. 4198) (nanee - MNMonoxeHne o
®CB Poccuwm).

21. NHxeHepHo-kpunTorpadpuyeckaa 3awurta cpencrsa Il OO/mMKHA UCKIOYUTb
cobbITVA, NPMBOAALLME K BOSMOXXHOCTU NPOBEAEHMA YCNELWHbIX aTakK B YCNOBMAX BO3MOXHbIX
HeucnpaBHOCTEN wunM cboeB annapaTHOro KOMMOHeHTa cpeactBa 3l mnu annapaTHOro
komnoHeHTa CBT, Ha KOTOpoMm peann3oBaHO NporpaMmmHoe cpencteo Oll.

22. B cpencte 3l oonkHbl 6bITb peann3oBaHbl TONbKO 3aaaHHble B T3 Ha pa3paboTky
(MogepHu3aunto) cpeactsea Al anropntMbl PyHKLMOHMPOBaHMA cpeactea All.

23. TlporpaMmHbIn KOMMOHEHT cpenctBa 3l (B cnydae HanmMumAa NpOrpamMmHoOro
KOMMNoOHeHTa cpeactea Ol1) AomMKeH yaoBNeTBOPATbL Cneayowmm TpeboBaHNAM:

- OOBEKTHbIN (3arpy304Hblil) KOA4 MPOrpamMMHOro KOMMOHeHTa cpeactsa Ol ponkeH
COOTBETCTBOBATb €ro UICXOAHOMY TEKCTY;

- B NPOrpaMMHOM KOMMOHeHTe cpeactBa Al Ao/MKHbI MICNONb30BaTLCA NPU peansaunm
TONIbKO OMNWCaHHble B AOKYMeHTauuu QyHKUUN nporpaMmmHON cpedbl, B KOTOPOM
byHKUMOHMpYeT cpencteo Oll;

- B MWCXOAHbIX TeKCTax NporpaMMHOro KoMnoHeHTa cpeactBa 3l AOMXKHbLI
OTCYyTCTBOBaTb BO3MOXHOCTUW, MO3BONAKOWME MOAUPUUMPOBATL WU UCKaXKaTb anropuTM
paboTbl cpeactea Ol1 B npouecce ero WUCMosb3oBaHWA, MOOUPUUMPOBATL UM UCKaXKaTb
WHPOPMaAUMOHHbBIE MNWN ynpaBnAwwWwWMe NOTOKM M NPOLECCHI, CBA3aHHble C
byHKUMOHMpPOBaHnem cpepactea 31, M nonyyaTb HapywuTenAM [OCTYN K XpaHAWencA B
OTKPbITOM BUAE KNHOYEBON, UOEHTUDPUKALNOHHOM 1 (UNKN) ayTeHTUUUmMpytowen nHgopmaumm
cpenctea Il

- 3Ha4YeHMA BXOOHbIX U BHYTPEHHWX MapamMeTpoB, a TakXe 3HayeHuA napamMeTpoB
HaACTPOEK MPOrpamMMHOro KOMMOHeHTa cpeacTtsa 31 HE OOMKHbI HEraTUBHO BAMATbL Ha €ero
OYHKLUMOHMPOBAHME.

24. B cnyvae nnaHvpoBaHuA pasmelleHva cpencts A1 B nomeweHnAx, B KOTOPbIX
NPUCYTCTBYET peyeBad akyCcTUdeckasa U BuayasbHaA WMHGopMauuA, cogepkawlasa cBeaeHuA,
COCTaBNAKOLWMNE rOCYyAapCTBEHHYIO TanHy, U (Unm) yctaHoBneHbl AC 1 cucTeMbl npuema,
nepegadn, obpaboTKK, XpaHEHUA M OToOpaXkeHUA MWHgopMaumu, cogepkawen cBeneHuA,
coCTaBnAwwWwmMe rocyaapcTteeHHyto TanmHy, AC WHOCTpaHHOro npow3BOACTBa, BXxoAAwme B
cocTtaB cpencte OAl, OO/MKHbI OblITb NOABEPrHYTbl MpPOBEpKamM MO BbIABMEHUIO YCTPOUCTB,
npegHasHa4YeHHbIX A1A HErNacHoro nNoay4YeHmna nHopmauuu.

B cnyyae nnaHupoBaHuA pasmelweHma cpeacts 31 B nNOMEWEHWAX, B KOTOPbIX
OTCYTCTBYeT peyeBaA akycTuyeckaA W Bu3yanbHaA WHJOpMauudA, cogepXkalwaA cBeneHus,
COCTaBfAKOWME rOCYyNapCTBEHHYID TauHy, U He ycTaHoBfieHbl AC ©n cuctembl npuema,
nepepayn, obpaboTKu, XpaHEHUA U OTOobpakeHuA WHopMaunn, copgepkallen cBefeHuA,
COCTaBNAKOLWME roCyAapCTBEHHYIO TanHy:

- peweHne o nposegeHun nposepok AC MHOCTPaHHOrO MPOM3BOACTBA, BXOAALWMX B
coctaB cpeactB Al knaccos KC1, KC2, KC3, KB1 n KB2, npuHMMaeTcA opraHuv3auuewu,
obecneymnBaroLen IKcnayaTaumio aaHHbIX cpencts Al;

- npoBepkn AC MHOCTpPaHHOro NPOM3BOACTBA, BXOAALWMX B cocTaB cpeactB Al knacca
KA1, npoBogATcA B 06A3aTeNIbHOM NopAAKeE.

25. Cpencteo Ol gOmMKHO nNpoBOAMTb ayTeHTUmKauuio cybbekToB aocTtyna (nuu,
npoueccoB) K 3TOMYy CPeaCcTBY, NPU 3TOM:

- NpU OCyLwecTBeHun goctyna K cpeactey Al ayTeHTupmkaumAa cybbekTa gocTyna
A0JKHA NPOBOAMTBLCA OO0 Hayasna BbINOSIHEHNA NEepPBOro OYHKUMOHANbHOrO MOAYA CpencTaea
art,


http://ivo.garant.ru/document/redirect/12132066/100925
http://ivo.garant.ru/document/redirect/12132066/0

- MexaHu3Mbl ayTeHTUpuKauum OO/MKHblI 6/0KMpoBaTh OOCTYN 3TUX CYObEKTOB K
dyHKUMAM cpencTea Al npu oTpuuaTesbHOM pe3ynbTaTe ayTeHTUMKaunu.

26. CpepnctBo Ol [OMKHO NpOBOAMTbL ayTEHTUMUKAUMIO NUu, OCYLECTBAAIOWMX
noKanbHbIM JOCTyn K cpeactay A1,

27. HeobxogoumocTb npoBeaeHnAa cpeactsom 3l ayTeHTUdMKaumMm npoLeccos,
OCYLLEeCTBNAWMNX JIOKaNbHbIA WUNW yaaneHHblh (ceTeBoW) AocTyn K cpenctey 3,
ykasbiBaeTcA B T3 Ha pa3paboTky (MogepHu3aumto) cpeactaa Ill.

28. [Ina noboro BxoaALwero B cpencteo A1 MexaHnama ayTeHTUguKaumm oOomKeH bbiTb
peann3oBaH MexaHU3M OrpaHWM4YeHUA KonumyecTBa chegylwmux noapAn MNOMbITOK
ayTeHTUdUKaLUMn 0gHOro cybbekTa OOCTyna, YNCNO KOTOPbIX He OO/MKHO ObiTb 60nblie 10.
Mpn NpeBbIWEHNN Yucna cnepylowmux noapAa NonbITOK ayTeHTUduKaumMm ogHoro cybbekTa
AO0CTyna YyCTaHOBNEHHOrO NPeAenbHOro 3HavyeHuA A0CTyn 3TOoro cybbekta K cpepctsy Ol
OOMKEH 61oKMpoBaTbCA Ha 3adaHHbin B T3 Ha paspaboTky (MoaepHusaumio) cpeactea Ol
NPOMEXYTOK BPEMEHN.

29. B cpegctBe 3l gomkeH ObiTb peann3oBaH MexaHu3m (Mpouenypa) KOHTPosnA
uenoctHocTtm cpeactea Ol n CO.

KOHTPOb LLeNOCTHOCTU MOXET OCYLLECTBNATLCA:

- B Hayane paboTtbl co cpeacteom 31 oo nepexopga CBT, B KOTOpoM peanm3oBaHO
cpencTeo Jl1, B paboyee cocToAHME (Hanpumep, 40 3arpy3kun onepaunoHHon cuctemol CBT);

- B XOOe pernameHTHbIX NpoBepok cpenctBa 3Jl1 Ha mecTax akcnnyaTauuu
(pernameHTHbIN KOHTPOSb);

- B aBTOMATUYECKOM pexume B npouecce GyHKUMOHUpoBaHuA cpeactea Ol
(AMHaAMUYECKMIN KOHTPOSb).

KOHTpOb LENOCTHOCTU AO/MKEH NPOBOAUTLCA B Havane paboTbl co cpeactsom Jl.

MexaHn3M pernameHTHOro KOHTPOSA LEeNOCTHOCTU AO/MKEH BXOOUTb B COCTaB CPeAcTB
arl.

30. AnA cpencts 3l knaccos KC1 n KC2 HeobxoanmMocTb NnpeabABEHNA TpeboBaHU K
ynpaBieHnio JOCTYNOM N OYUCTKE MaMATU, a TakXe UX coaep>XaHue ykasbiBatoTcA B T3 Ha
paspaboTky (MogepHu3auuio) cpeactaea M.

31. B coctaB cpeacts 3l knaccos KC3, KB1, KB2 n KA1 unnn CO ponkHbl BXOAUTb
KOMMOHEHTHI, 06ecnevmBatome:

- ynpaBfieHMe OOCTYNOM CYObeKTOB K pas3/MyHbiM KOMMOHEHTaMm n (Unuv) uenesBbiM
dyHkumAam cpeactea Al n CPO Ha ocHOBe MapameTpoB, 3a4aHHbIX aAMUHUCTPATOPOM WU
npounssoantTenem cpenctea Il (TpeboBaHMA K yKa3aHHOMY KOMMOHEHTY OMNpenenAlTcA W
060CHOBbLIBAOTCA OpraHn3aumein, NpoBoaALLel nccnegosaHmna cpeactea Ol € LENbIO OLUEHKU
cooTBeTCTBMA cpencTea Al HacToAwmMM TpeboBaHMAM);

- OYMCTKY OnepaTuMBHOM M BHEWHEW naMATW, ucnonbdyemon cpegcrtsom Il onAa
XpaHeHVA 3awumwaemMon UHdopmauum, npu ocBoboXaeHuu (nepepacnpeneneHum) namaTu
nyTem 3anucum Mackupywuwen uHdpopmMaumm (Cny4amHouU UM rncespocnydyamHom
nocnenoBaTesibHOCTM CUMBOJIOB) B NaMATb.

32. B coctas cpeacts 3l knaccos KB2 n KA1 nnn CO gomxHbl BXOOUTb KOMMOHEHTHI,
obecneynBaroLme SKCTPEHHOE CTUPaHWE 3almnLaeMon MHopMauum OrpaHNyYeHHOro 4ocTyna.
TpeboBaHMA K peanun3aumMm W HAOEXHOCTU CTMpaHuMA 3aparTcA B T3 Ha pas3paboTky
(MogepHusaunto) cpenctaa Oll.

33. OnAa cpencts Al knaccos KC1 n KC2 HeobxoanmMocTb NnpeabABEHNA TpeboBaHUM K
perucTpauum cobbiTUn U UX copep)XaHne ykasbiBaloTcA B T3 Ha pa3paboTky (MoaepHM3auuio)
cpenctea Jll.

34. B coctaB cpepncte 3l knaccos KC3, KB1, KB2 n KA1 nomkeH BXoouTb MOAYIb,
NPOV3BOAAWMI (PKCaUMIO B 3NIEKTPOHHOM XXypHane permcrtpaummn cobbituii B cpeactse 3l u
Cd, cBA3aHHbIX C BbINO/HEHMEM cpeacTBom Il cBOMX LeneBbiX PYHKLMNA.
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TpeboBaHMA K yKa3aHHOMY MOAYO U NepevYeHb PerncTpupyembix coObITUN
onpenenAlnTcA N 060CHOBbLIBAOTCA OpraHu3aumein, nposoaaLwen nccnegosanma cpeacrtea Ol
C Lenblo OLUEeHKN cooTBeTCcTBMA cpeacTea Al HacToAwmm TpeboBaHMAM.

35. XypHan peructpauum cobbITUN [OSMKEH OblTb OOCTYNEeH TONbKO fuuam,
onpeneneHHbIM onepaTopoM MHGPOPMAaLMOHHON CUCTEMbI, B KOTOPOW UCMOMb3yeTCA CPeacTBO
Ol, M ynonHOMOYEHHbIMM UM nnuamu. Mpyn 3TOM A0CTYN K XXYpHany peructpauum cobbiTnin
AOMKEH OCYLLECTBNATLCA TOMbKO ANA NPOCMOTPa 3anvucen 1 And nepemeLweHna cCoaepXmmMoro
XXypHana perucTtpauum cobbITU Ha apXMBHbBIE HOCUTESN.

36. Cpok gencTBuA Kio4va nposepku 3l He [oMKeH npeBbiwaTb CPOK OEUCTBUA Krlto4va
3Ol 6onee yem Ha 15 ner.

37. TpeboBaHMA K MexaHU3My KOHTPONA cpoka wucnosb3oBaHuA kwya Ofl,
6nokupytowero paboty cpeactesa Ol B crnyyae MONbITKUM WCMOMb30BAHWA KOYa AOSblue
3a0aHHOro Cpoka, onpegenAlTcA paspabotymkom cpeactesa 31 n obocHOBbIBAKOTCA
opraHusauuen, nposofdlen nccnepnosaHnA cpeactea Al € Lenblo OLEHKU COOTBETCTBUA
cpepctBa Al HacToAwmM TpeboBaHMAM.

38. KpunTorpadudeckme npoToKonbl, obecrneyvBarowime onepauum C KIo4eBOWn
nHdopmaumen cpenctea I, AOMKHbI ObITb peannu3oBaHbl HENOCPEACTBEHHO B cpeacTee Oll.

39. WUccneposaHmnAa cpencts 3l ¢ uenbio oueHkM cooTBeTCcTBUA cpencTts Il
HacToAwmnM TpeboBaHUAM OOMKHbI MPOBOANTLCA C UCNONb30BaHMeM pa3pabaTtbiBaeMbix PCH
Poccnn 4ncnoBbix 3HAYEHM NapamMeTpPoB U XapakKTEPUCTUK peanndyembix B cpeactsax Il

MexXaHM3MOB 3allnTbl N annapaTHbIX U NporpaMmmMHbIX KOMMOHEHTOB Co l.

1 MoanyHKT 47 nyHkTa 9 MonoxeHna o ®CBb Poccun.

MpunoxeHwue N 2
K npukasy ®Cb
oT 27 peKabpa 2011 r. N 796

Tpe6oBaHUA K cpeacTBaM YAOCTOBEPAIOLLEro LeHTpa

C U3aMeHeHUAMU U AONOJSIHEHUAMM OT:

4 pekabpa 2020 .
|. O6Lwme nonoXeHua

1. HactoAawwme TpeboBaHmA paspaboTaHbl B COOTBETCTBUU ¢ DeepasibHbIM 3aKOHOM OT
6 anpena 2011 r. N 63-®3 "O6 anekTpoHHOW nognucu” (ganee - GegepanbHbIv 3aKOH).

2. B HacToAwwmx TpeboBaHMAX WCNONL3YIOTCA Crieaylowmnme OCHOBHblE MOHATUA,
onpepeneHHble B ctathe 2 deaepanbHOro 3akoHa:

1) anekTpoHHanA nognuvck (aanee - Al) - Hopmauna B 3NEKTPOHHOW hopMe, KoTopanA
npucoeanHeHa K Apyrov MHpopmaumm B aNeKTPOHHON dhopMe (noanuMcbiBaeMon UHopmMaumm)
unn wnHbiM o6pasomM cBA3aHa C TakoW WHGOopMauuen M KoTopaA Wcnonb3yeTcA pAOnA
onpepeneHva nuua, NoAnMcbiBatoLwero nMHpopmaumio;

MHdopmauma 06 nameHeHnax:

lMoanyHKT 2 nameHeH ¢ 11 AaHBapsa 2021 r. - lNpuka3z ®CH Poccum ot 4 gekabpsa 2020 r. N
555

CMm. npeabigyLuyto peaakumio
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2) ypoctoBepAwwmnA LUeHTp (nanee - YL) - topuonyeckoe nvuo, MHOVMBUAYaNbHbIN
npegnpuHMMmaTens nMbo rocynapCTBEHHbIA OpraH WNM opraH MeCTHOro camoynpasBfieHuA,
ocyLecTBNAWME (PYHKLUMN MO CO3AaHUIO U Bblaaye cepTuumkaTos knoYer nposepkn M, a
Tak>Xe WHble PyHKUNKU, NpeaycMoTpeHHble DeaepasnbHbIM 3aKOHOM;

3) cpeactea 3l - wupoBancHble (KpunTorpadpuyeckmne) cpeacrtsa, UCMonb3yemble
ANA peanusauumn XoTAa Obl OOHOM U3 cregyrowmnx PyHKUMN - cospaHue 3l, nposepka 3ll,
cosgaHue kntoda 3l n knova nposepku 31,

4) kntoy Al - yHUKanbHaA nocnenoBaTesNibHOCTb CUMBOJIOB, NpegHasHavYeHHaA anA
cospaHua 31,

5) knto4y nposepku Il - yHUKanbHaA NocneaoBaTenlbHOCTb CMMBOMOB, OLHO3HA4YHO
cBA3aHHaA ¢ knoyom Ol m npegHasHayvyeHHaA AnA NpoBepku nognuHHoctn Ol (manee -
nposepka 3M);

6) cepTucdpmkar ksoya npoBepku Il - INEKTPOHHLIM AOKYMEHT WU OOKYMEHT Ha
6yMa>KHOM HocuTene, BbloaHHble YL nubo posepeHHbIM nvuom YL v noatBepxpatrowme
NPUHAANEXHOCTb Ktoya nposepkn Il Bnagenbuy ceptudukaTa kno4da nposepku 3lT;

MHdopmauma 06 nameHeHnAX:

lMoanyHkT 7 nameHeH ¢ 11 aHBapsa 2021 r. - lNpuka3z ®CH Poccum ot 4 gekabpsa 2020 r. N
555

Cm. npeabiayLyyro peaakuymo

7) KBanuduumpoBaHHbIN cepTudukat knw4ya nposepku Il (panee -
KBaNnMUUMPOBaHHbIN cepTudukar) - ceptudumkart knwoda nposepku 3l1, COOTBETCTBYIOLLNIA
TpeboBaHMAM, ycTaHOBNEHHbIM depepanbHbIM 3aKOHOM U UHbIMW MPUHUMAEMbIMU B
COOTBETCTBMMN C HUM HOPMAaTMBHbLIMW NPaBOBbIMU aKTamu, CO34aHHbIN akkpeamMToBaHHbIM YL
nnéo denepasbHbiM OpraHoM WCNONHUTENIbHOMN BfacTW, YNOJIHOMOYEHHbIM B cdepe
ncnonb3oBaHuA 3l (nanee - ynoNHOMOYEHHbIV (hefepanbHbi OpraH), U ABMAKWUIACA B CBA3N
C 3TUM ohmumnanbHbIM AOKYMEHTOM;

8) Bnapeneuy ceptucukara ksroda nposepku 3l - nMuo, KOTOPOMY B YCTAHOBIEHHOM
depnepanbHbIM 3aKOHOM NOPAAKE BblAaH cepTudmkat kntoya nposepkn 3l;

MHdopmaunsa 06 nameHeHnax:

lMoanyHkT 9 namerHeH ¢ 11 AaHBapsa 2021 r. - lNpukasz ®CH Poccum ot 4 gekabpsa 2020 r. N
555

Cm. npeabiayLyyro peaakuymo
9) akkpeautauma YL, - npusHaHue cooteeTcTBMA YL| TpeboBaHmAM PepepanbHOro
3aKoHa;
10) cpeactBa YL - annapaTHble 1 (W) NporpamMmmHble CpeacTBa, UCnonb3yemble AnA
peanusaumn yHkumn YL;

MHdopmaumsa 06 nameHeHnAX:

lMoanyHKT 11 usmeHeH ¢ 11 auBapa 2021 r. - [Mpukaz ®CBb Poccum ot 4 gekabpsa 2020 r. N
555

Cm. npeabiayLyyro peaakuymo
11) y4acTHUKM 3JIEKTPOHHOro B3auMmMOAEeWUCTBMA - ocyuwecTBaAlowme obmeH
nHdopmaumen B 3INEKTPOHHOW OpMe rocyfapCTBEHHble OpraHbl, OpraHbl MeCTHOro
camoynpasfieHunA, opraHn3aumn, HanBuayanbHble NpegnpuHMMarTeny, a Takxxe rpaxaaHe;

MNHdopmaumna 06 N3MeHeHNAX:

[yHKT 2 gonosnHeH nognyHKTom 12 ¢ 11 gaHBaps 2021 r. - [Npukaz @CB Poccumn oT 4 gekabpA
2020 r. N 555

12) meTKa AOBEepPEHHOro BpeMeHHU - AOCTOBEPHAA MH(popMaLmA B 9NEKTPOHHON hopme

O jJate M BpPEeMeHU NOoANUCaHMA 3JNEKTPOHHOro AOKYMEeHTa 3NEeKTPOHHOW MOAMNUCHIO,
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co3gaBaemMaA U npoBepAemMan [OOBEPEHHOW TpeTben cTopoHou, YL, wvnu onepatopom
WHPOPMALIMOHHON CUCTEMbI U NONy4YeHHaA B MOMEHT MOANMCAHUA 3NIEKTPOHHOro AOKyMeHTa
SﬂeKTpOHHOVI noanncbid B YCTaHOBJIEHHOM YMNOJIHOMOYEHHbIM cpep,epaanblM opraHom
nopAgke C WCMNONb30BaHMEM MPOrpaMMHbIX M (UNK) annapaTHbIX CPeACTB, MpoLenwnx
npoueaypy NoaoTBep>XXAEeHUA COOTBETCTBUA TPebOoBaHNAM, yCTAHOBNEHHbIM B COOTBETCTBMN C

depepanbHbIM 3aKOHOM l.

lg COOTBETCTBMM C yacTbio 1.1 cTatem 3 denepanbHOro 3akoHa oT 27 gekabpa 2019 r. N 476-03 "O
BHECEHUM nameHeHnin B ®epepanbHblid 3akoH "O6 aneKTpoHHOM noanucun” n ctatobto 1 depgepansHoro 3akoHa "O
3alumTe Npas IPUANYECKMX MWL, U MHOUBUAYAbHbIX NpeanpuHuMaTtenen Npu ocyWwecTBAEHNN FroCyapCTBEHHOMO
KOHTpOnA (Hagsopa) M MyHuumnanbHoro KoHTpona" (CobpaHve 3akoHopaTenbcTBa Poccurickon depepaumn,
2019, N52 (4. I) cT.7794; 2020, N 26, cT.3997) TpeboBaHMA K cnyxbe MeTOK [OOBEPEHHOro BpPeMeHU
npumMmeHaroTcA ¢ 1 AuBapAa 2021 r.

3. HacTtoAwwe TpeboBaHmMA yCcTaHaBNMBaIOT CTPYKTYPY U coaepxaHuve TpeboBaHun K
cpencteam YL.

4. Hactoawue TpeboBaHnA npegHasHayeHbl 019 3aKa3yMKOB U paspaboTymkoB
paspabaTbiBaeMbix (MogepHU3nNpyeMbix) cpeacts YL npu nx Bzanmogenctemnm mexxay cobown, ¢
opraHmsaumaMn, MpPOBOAAWMMN  KpunTorpapuyeckmne, UHXeHepHo-kKpunTorpaguyeckne u
cneuunanbHble nccneposanua cpeacts YL, @CB Poccum, ocywecTBnAKOWEN NOATBEPXKAEHNE
cooTBeTCcTBMA cpencts YL, HacToAawmm TpeboBaHNAM.

5. HactoAwme TpeboBaHMA pacnpocTpaHAlTCA Ha cpeactBa YL, npeaHasHadeHHble
AS1A NCNONb30BaHWA Ha TeppuTopun Poccuickon depepaumm.

6. K cpeactBam YL, B 4actu wux paspaboTku, npous3BOACTBa, peanusaumm wu
akcnnyatauuu npeabABnAlTCA TpeboBaHuA, 3akpenneHHble [lonoxeHvem o paspaboTtke,
NPON3BOACTBE, peanusaummn 1 aKcnayaTaumm wmpoBanbHblX (KpUntTorpagpuyecknx) cpeacTs
3awmnTbl nHpopmaumn (Monoxerne MNMK3-2005), yTeep>kaeHHbIM npukasom OCB Poccum ot 9

doeBpana 2005r. N 66 1 (c naveHenunamn, BHeceHHbIMU ripnkasom ®CB Poccum oT 12 anpena

2010r. N 173 2, ONA wngpoBanbHbIX (KpUATorpauyeckux) cpeacTe 3awmTbl MHGOpMaLmm
(banee - CK3W) ¢ orpaHM4YeHHbIM OOCTYNOM, HE COOep)allel CBedeHWr, COCTaBAAloLMX
rocyfapCTBEHHYIO TanHy.

1 3apeructpuposaH MuHioctom Poccum 3 mapTta 2005 r., peructpaumoHHbii N 6382.
2 3apeructpuposaH MuHoctom Poccum 25 masa 2010 r., permctpaumoHHbii N 17350.

Il. Toe6oBaHuA K cpeacTeam YL

7. Cpegctea YL A[omKHbI NMPOTUBOCTOATH yrpo3am, NpencTaBfAlWMM cobomn
ueneHanpasfieHHble OeNCTBUA C UCMOb30BaHMEM annapaTtHbIX U (Un) NPorpaMMHbIX CPEACTB
C LeNiblo HapyLWeHNA NHXEHEePHO-TEXHUYECKOW U KpunTorpadmuyeckon 6e30nacHOCTU CpeacTB
YL vnu ¢ uenbio co3gaHnA yCnoBun AnA aToro (ganee - ataka).

8. B 3aBucumoctm oT crnocobHOCTen NPOTUBOCTOATbL atakam cpeactea VYL

nogpas3fenAarTcA Ha KiaccChbl 3.

3 Heobxooumbiii knacc paspabartbiBaembiX (MoOepHU3Mpyemblx) cpeacTts YL onpeaenAeTca 3aka3ymkom
(paspaboTumkom) cpencts YL nytem onpeneneHnA BO3MOXHOCTEN OCYLLECTBMATb CO34aHMe cnocoboB aTak,
NMOAroTOBKY M MPOBeAEHME aTak Ha OCHoBe MyHKTOB 9-14 HacToAwwmx TpeboBaHMIA N yKasblBaeTCA B TaKTUKO-
TEXHWYECKOM 33a[aHUM WKW TEXHWYECKOM 3adaHUM Ha NpPOBeLEHME OMbITHO-KOHCTPYKTOPCKOM paboTbl wnn


%5Cl%20%22sub_202121%22
http://ivo.garant.ru/document/redirect/73356681/3110
http://ivo.garant.ru/document/redirect/187947/1000
http://ivo.garant.ru/document/redirect/187947/0
%5Cl%20%22sub_2221%22
http://ivo.garant.ru/document/redirect/198407/1000
http://ivo.garant.ru/document/redirect/198407/0
%5Cl%20%22sub_2222%22
%5Cl%20%22sub_2223%22
%5Cl%20%22sub_83%22

COCTaBHOW 4YacCTW OMbITHO-KOHCTPYKTOPCKOW paboTkl No paspaboTke (MopepHu3aumm) cpeacts YL (nanee - T3 Ha
paspaboTky (MogepHu3auuio) cpeacts YLI).

9. CpenctBa VYL, knacca KC1l npoTMBOCTOAT artakam, MNpu Cco3gaHuu Ccrnocobos,
noaroToBKe M NPoOBEAEHNN KOTOPbIX UCMOMb3YIOTCA cneayrowme BO3MOXXHOCTH:

9.1. MNoproToBka M MNpoBefdeHWe aTak W3BHE MPOCTPaHCTBa, B npefenax KoTOporo
OCYLLEeCTBNAETCA KOHTPONb 3a npebbiBaHMEM W OeUCTBUAMU nuy, U (MNK) TPaHCNOPTHbIX
CpencTB (Oanee - KOHTponupyemasa 30Ha).

9.2. NMoproToBka n npoBedeHne atak 6e3 Ncnonb3oBaHMA focTyna K yHKUMOHAIbHbIM
BO3MOXXHOCTAM NporpaMMHo-annapaTHbIX CpeacTB B3anmonaencTeua ¢ YLL.

9.3. CamocToATenbHoe OcCylecTBNeHne co3gaHmA CcrnocoboB artak, MnoaroToBKU W
npoBefeHVA aTak Ha creaylolme 06bEKThI:

- BoKymeHTaumio Ha cpeactea YL,

- 3aWmLLiaemMble ANEKTPOHHbIE AOKYMEHTbI;

- K/TIOYEBYIO, ayTEHTUULIMPYIOLLYIO 1 NAPOSIbHYO MHOpMAaLNIO;

- cpeacTBa YL, nx nporpaMmmHble 1 annapaTHble KOMMOHEHThI;

- AaHHble, NepefaBaemble No KaHanam CBA3W,;

- MOMELLEHNA, B KOTOPbIX HAXOAATCA annapaTHble cpeactea (panee - AC), Ha KOTOpbIX
peanu3oBaHbl cpeactea YL, a Takxe pgpyrve 3sawuuaemble pecypcbl MHMOPMaLUMOHHON
CUCTEMBbI.

9.4. BHeceHne Ha aTanax paspaboTku, NPOU3BOACTBA, XPaHEeHUA, TPAHCNOPTUPOBKU U
BBOAA B 9KcrnyaTtaumio cpencts YL

- HeraTuBHbIX (PYHKUMOHANbHbIX BO3MOXHOCTEN B cpeactea YL, B TOM uucne ¢
NCrnonb30BaHNWEM BpPeOOHOCHbIX Nporpamm;

- HECaHKLUMOHUPOBAHHbIX U3MEHEHUIN B JOKYMeHTauuio Ha cpeactea YLL.

9.5. MNMony4eHwne cnepyrowen MHGHOpPMaLMA:

- o6wmx ceeneHnn 06 MHPopPMaLIMOHHOW CUCTEME, B KOTOPOW MUCMOMb3YOTCA CpeacTaa
YL (HasHayeHue, cocTaB, O6beKTbl, B KOTOPbIX pa3MeLleHbl pecypcbl WUH(POPMAaLMOHHOMU
CUCTEMDI);

- cBegeHun 06 MHGOPMaUMOHHBLIX TexHonormax, 6aszax paHHblx, AC, nporpamMMHOM
obecnedveHun (ganee - O), ncnonbdyembix B MHPOPMALMOHHOMW CUCTEME COBMECTHO CO
cpeactBamn YLI;

- cBeeHNN 0 (hU3NYeCKMX Mepax 3awmTbl 0O6BHEKTOB, B KOTOPbIX pa3MeLleHbl cpeacTaa
yL;

- CBeJeHnn O mMmepax Mo obecneyvyeHuto 3awmuTbl KOHTPOSIMPYEMOM 30Hbl O0O6bEeKTOB
MHGOPMAUVOHHOWN CUCTEMBI, B KOTOPOW UCMNOSb3YTCA cpeacTtaa YL;

- CBEOEHUIN O Mepax Mo pasrpaHnNyeHnio 4ocTyna B NOMELEHNA, B KOTOPbIX pa3MeLLeHbI
cpenctea YL;

- cogepXkaHuAa HaxogAwencA B cBOOOOHOM [OCTYyNe TEXHUYECKOW OOKYMEeHTaumm Ha
cpenctea YL,

- CBefleHNn O 3awmiiaemMon uHdopmauum, Ucnonb3yemMon B npolecce akcniyarauum
cpeacts YU (Buagbl 3awmwaemon wuHdopmauumn: cnyxebHaA WMHGOpMauuA, naposibHaA wn
ayTeHTUgMumMpyowana MHopmMauua, KoHpurypaumoHHaAa WHdopmaumA, ynpasnalowasn
MHopMauvAa, MHGOPMaLMA B 3NIEKTPOHHBLIX >XypHanax perucrpauuu; obwue csBefeHuA O
COAEepPXXaHUM Kaxxaoro Buaa sawmiaeMon nHopmMaumm; XxapakTepnuctTmkm 6esonacHoCcTn AnA
Kaxx[oro Buaa sawuiaemMmon nHopmauum);

- BCEX BO3MOXHbIX OaHHbIX, NepefaBaemMblXx B OTKPbITOM BUAe MO KaHanaMm CBA3W, He
3aWMUeHHbIM OT HecaHKuMoHupoBaHHoro poctyna (manee - HCO) Kk uHdopmaunu
OpraHM3aunoHHO-TEXHUYECKMMN Mepamu;

- CBEOEHWUIN O NIMHUAX CBA3U, MO KOTOPbIM NepefaeTcA 3awmaeman ¢ UCnonb30BaHNEM
cpencts YL nudpopmauma;



- cBegeHun 060 Bcex MPOABMAKOWMXCA B KaHanax CBA3W, He 3awmuweHHblx oT HCO K
MHOpMaLUM OpraHN3aLMOHHO-TEXHUYECKUMU MepaMUu, HapyLEeHWAX npaBwui aKcnayaTaumm
cpencts YL;

- cBefeHun 060 Bcex NMpoABNAIOWMXCA B KaHanax cBA3W, He 3awmweHHblx oT HCL kK
MHOpMaLUM OpraHN3aLUMOHHO-TEXHNYECKUMU MepamMmn, HeMCnpaBHOCTAX 1 cboAx cpeacts YL;

- CBeAeHWN, noslyyaemblx B pesynbTaTe aHanusa fobbix OOCTYMHbIX ANA nepexsaTa
CUrHanoB OT annapaTHbIX KOMNOHEHTOB cpeacTs YL,

9.6. Micnonb3oBaHue:

- HaxogAwmxcA B cBO6OOHOM O0CTyne Unun 3a npegenaMmm KOHTponmpyemon 3oHbl AC v
MO, BKAOYaA NporpaMmHble 1 annapaTHble KOMMOHEHTbI cpeacTB YL,

- cneumanbHo paspaboTaHHbix AC u IM10O.

9.7. Vicnonb3oBaHne B Ka4eCcTBe KaHanoB aTak He 3awuweHHbix oT HC K nHgpopmaumm
OpraHM3aunoHHO-TEXHUYECKMMN MepaMu KaHanoB CBA3U (Kak BHE KOHTPONMPYEMOW 30HbI, Tak
M B ee npenenax), No KoTopbiM NepenaeTcAa nHgopmauna, obpabatoiBaeman cpeactsamu YL

10. CpeactBa YU knacca KC2 npoTMBOCTOAT arakam, Mnpyv Co3gaHum Cnocobos,
noaroToBKE N NPOBEAEHNN KOTOPbIX MCNONb3YKOTCA CNeayowme BO3MOXHOCTU:

10.1. BO3MOXXHOCTW, NnepeymncrieHHble B noanyHkTax 9.3 - 9.7 HacToAwmx TpeboBaHMiA.

10.2. NoaroToBka 1 NnpoBefeHne atak N3 KOHTPOSIMPYEMOWN 30HbI.

10.3. MNoaroToBka 1 nNpoBegeHne atak 6e3 ncnonb3osaHua goctyna K AC, Ha KOTOpbIX
peannaoBaHbl cpeacTaa YLL.

10.4. Wcnonb3oBaHwe WTATHbIX CPeACTB WH(OPMALMOHHOW CUCTEMbl, B KOTOPOW
ncnonbayTcA cpeacTea YL,

11. CpepactBa YL knacca KC3 npoTMBOCTOAT aTakam, Mpu cO34aHuvm Cnocobos,
noaroToBKe 1 NPOBEAEHUN KOTOPbIX MCNONb3YKOTCA Cneayowme BO3SMOXHOCTU:

11.1. Bo3MOXXHOCTH, nepedncneHHole B nognyHkTax 10.1, 10.4 HacToAwmx TpeboBaHUN.

11.2. lNogrotoBka W npoBedeHWe aTakK u3-3a npefenioB KOHTPONMPYEMOW 30Hbl C
NUCNoNb30BaHMEM [O0CTyrna K (YyHKUMOHANbHBIM BO3MOXHOCTAM MNporpaMmMHO-annapaTHbIX
cpeacTB B3ammopencTsmAa ¢ YL, Ha OcHoBe neranbHOro obnagaHvua ayTeHTuduuupytowen
nHopmaumerr nM6O0 NOArOTOBKA M NpPOBeAeHMEe aTakK W3 KOHTPOSIMPYEMOW 30Hbl C
ncnonb3oBaHuem goctyna K AC, Ha KOTOpbIX peann3oBaHbl KOMNOHEHTbI YL, ¢ npaBamu nuua,
He ABNAIOWErocA 4YJaeHOM rpynmnbl (PU3NYECKNX nuy, YMNOSHOMOYEHHbIX MNPOM3BOAUTb
WMHCTanNNAUMio, KoHurypmposaHue u akcnnyatauuio cpencts YL, koHdurypmposaHue
npocounnAa n napameTpoB XypHana ayauta ((PyHKUUM CUCTEMHOro agMuHUCTpaTopa),
apxmBMpoBaHue, pPe3epBHOE KOMUPOBAHME M BOCCTaHOBMIEHME MHGopMaumm nocne cboes
(cbyHKUMN onepaTopa), Co3JaHUEe N aHHYyIMpOBaHUE CepTUMUKATOB Koyen nposepkn 3l
(dbyHKUMM agMUHUCTPaATOpa cepTudukauum), MPoOCMOTP U MOAAEPXKKY >XypHana ayauTa
(dbyHKUMM agmMuHUCTpaTOpa ayauTta) (ganee - rpynna agMUHUCTpaTopoB cpencts YL) Hu
OOHOro U3 KOMMNoHeHToB YLI.

11.3. O6napaHne AC YL B o6beme, 3aBMCALLEM OT peann3oBaHHbIX Mep, HanpasB/ieHHbIX
Ha nNpepoTBpaLleHne N npeceyeHne HeCaHKLUMOHMPOBaHHbIX AENCTBUN.

12. CpenctBa YU knacca KBl npoTMBOCTOAT artakam, Mpu cOo34aHum Cnocobos,
noaroToBKe 1 NPOBEAEHUN KOTOPbIX MCNONb3YKOTCA Cneayowme BO3MOXHOCTU:

12.1. BO3MOXHOCTHW, nepeyuncrieHHble B noanyHkTax 11.1 - 11.3 HacToAwmux TpeboBaHUN.

12.2. OcywecTBneHne co3gaHnA cnocoboB M MNOArOTOBKW atak C MpuUBEYEHUEM
cneunanncTos, UMetoLWMX onblT pa3paboTkn n aHannsa CK3W YL, (BknioyaAa cneuyannucTos B
obnacTn aHanusa CUrHasoB JIMHEMHOM nepefavm U CUrHanoB MOBOYHbLIX 3NIEKTPOMarHUTHbIX
n3ny4yeHnin u Haesogok CK3U YLI).

12.3. lpoBeneHne nabopaTopHbIX wuccneposaHun cpencTts YL, ncnonb3yembix BHe
KOHTPONUPYEMON 30Hbl B 06beMe, 3aBUCALLEM OT peaniM30BaHHbIX Mep, HanpaBfieHHbIX Ha
npenoTBpalleHne N npecevyeHne HeCaHKUMOHNPOBAHHbIX OENCTBUNA.
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13. CpeactBa YL knacca KB2 npoTMBOCTOAT arakam, Mpu cO34aHum Cnocobos,
noaroToBKe N NPOBEAEHUN KOTOPbIX MCNONb3YKOTCA CNeayowme BO3SMOXHOCTU:

13.1. BO3MOXHOCTHN, NepeyuncrnieHHble B noanyHkTax 12.1-12.3 HacToAwmx TpeboBaHWNA.

13.2. OcywecTtBneHne co3gaHnA cnocoboB M MNOArOTOBKM aTtak C MpUBEYEHUEM
cneunanucToB B 06NnacTM UCMNONb30BaHWA ONA peanuM3auum aTtak HeaeknapupoBaHHbIX
BO3MOXXHOCTEWN NpUKIagHoro u cuctemHoro MMO.

13.3. loctaHoBka paboT no co3gaHuo crnocoboB W CpencTB aTak B Hay4vHo-
nccnepoBaTenibCKUX LEeHTpax, cneunanuaupylowmxca B obnactm pas3paboTkm M aHanmsa
cpencts YL.

13.4. ObnapaHne UCXOOHbIMM TekcTamwu npuknagHoro O, npumeHAemMoro B
WHOPMALMOHHOM cucTeMe, B KOTOPOM ucnonb3ylTcA cpenctea YL, v HaxopAwencAa B
CBOOOAHOM OOCTYMNe AOKYMEHTaLUMEN.

NHdopmaumna 06 n3MeHeHnAXx:

TpeboBaHusa gononHeHs! nognyHkTom 13.5 ¢ 11 auBapa 2021 r. - [Mpukaz ®CH Poccum oT 4
aekabpsa 2020 r. N 555

13.5. PaspaboTka n peanusaumA C WCMOJSb30BaHMEM arnapaTHbiX W MNpOorpamMmmHbIX
CPeAcTB aTak, HanpaB/ieHHbIX Ha BbIABEHWE U UCMONb30BaHUe nmewmxca yassumocten AC
Y.

14. CpenctBa YL knacca KAl npoTMBOCTOAT arakam, Mpu CO34aHMm Cnocobos,
noaroToBkKe 1 NPOBEAEHNN KOTOPbIX MCMONb3YIOTCA Crieayowme BO3MOXHOCTU:

14.1. BO3MOXHOCTU, NepeynucneHHole B rnoanyHktax 13.1 - 13.4 HacToAWMUX
TpeboBaHuiA.

14.2. OcywecTBneHne co3gaHuA crnocoboB M MOArOTOBKM aTtak C MNpUBEYEHNEM
Hay4HO-UCCneaoBaTeNlbCKNX LEHTPOB, cneumanusnpytowmxca B obnactm paspaboTkm u
aHannsa CK3WM n B obnactv vMcnonb3oBaHWA ANA peann3auuun atak HeaeknapupoBaHHbIX
BO3MOXHOCTEMN NpuKiagHoro n cuctemuoro MoO.

14.3. ObnapaHne BCeN OOKYMEHTauMen Ha annapaTHble U NPOorpamMMHblE KOMMOHEHTbI
cpencts YL.

14.4. ObnapaHue BceMn annapaTHbIMXU KOMNOHeHTamu cpeacts YLL.

15. CpenctBa YL OOMKHbI 9KCNIyaTUpoBaTbCA B COOTBETCTBUM C IKCMyaTauMOHHON
AOKyMeHTaumen Ha cpenctea YLU. Komnnekc opraHM3aunoHHO-TEXHUYECKUX MEPONPUATUIA MO
obecneyeHuntio 6GesonacHoro yHKUMOHMPOBaHMA cpencTs YL pgomkeH ObiTb ykasaH B
aKcnayaTaunoHHOM AOKYyMeHTauum Ha cpencTea YLL.

16. Knacc cpencts O3l1, ucnonb3dyemblx B cpenctsax YL, nomkeH ObiTb He HMxe
cooTBeTCcTBYtoLWero knacca cpencts YL. Knacc cpencts 3l, ncnonbsyembix B cpeacrteax YL,
OOSKEH BbITb YKa3aH B 3KcnyaTauMOHHOM JOKYMeHTaumn Ha cpeactea Y.

Knacc CK3W, ucnonb3dyembix B cpeacTtBax YU, gonxeH ObiTb He HUXxe
cooTBeTcTBytowero knacca cpeacts YL. Knacc CK3W, mncnonb3yembix B cpeactsax YL,
OO0JKEH ObITb YKasaH B 9KCnyaTauMOHHOM JOKYyMeHTaumnn Ha cpeactea Y.

17. Kaxxgoe TpeboBaHue, npeabasnaemoe K cpeacteam YL, noboro knacca kpome KAL,
nmbo npepbABNAeTCcA K cpeactsam YL, cnepytouwero knacca 6e3 UameHeHnn (B 9ToMm cny4dae
OHO B nepedHe TpeboBaHuM K cpencteam YL cnepytouwero knacca He ykasbiBaeTtcA), mbo
y>xectoyaeTtcA (B 3TOM criydae B nepedHe TpeboBaHnin K cpeacTteam YL crnepyrowero knacca
npMBOAMTCA YXecTovyeHHaA dopmynupoBka). TpebosaHuAa K cpegcteBam YL cnepytowero
Knacca MOryT cogepXaTb [OOMOSHUTENbHble TpeboBaHWA, He BXxogAwme B TpeboBaHuA K
cpencteam YU npeabigyuiero knacca.

18. TpebosaHua Kk MO cpeacts YL:

18.1. TpeboBaHunAa ona cpencts YL knacca KC1:

- MO cpepcts YU He pomkHO copepykaTb CpencTs, NO3BOMAKOWMX MOOMMLMPOBATL
WU nckaxkaTb anroputm paboTbl nporpammHbix cpeacts n AC VL.
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18.2. TpeboBaHua gna cpeacts YL knacca KC2:

- npuknagHoe MO cpeacte YU n CK3W, ncnonbadyembix B YL, OOMKHO UCMOMb30BaTb
TONbKO AOKYMEHTUPOBaHHbIE PyHKUMN cuctemHoro MO.

18.3. TpeboeaHuna ona cpencts YL knacca KC3:

- cuctemHoe n npuknagHoe MO cpenctes YL, gomkHO obecnevmBaTb pasrpaHuyeHue
OOCTyna CWUCTEMHOro agmuHucTpartopa cpeacTts YL, agMmuHucTpatopa ceptudukaumm
cpeacts YU wn nuuy, obecneymBaembiX CUCTEMHbIM afgMUHUCTpaToOpoM cpencts YU
noeHTnduumnpyrowen M ayteHtTuduumpyrowen unHpopmaumen m He ABMAKOWUXCA
agMuHucTpaTopom ceptudmkaumm cpencts YL (manee - nonb3oBatenu cpeacts YL), kK
nHpopmauum, obpabatbiBaemon cpeactsamu YL, Ha OCHOBaHMM npaBwui pasrpaHUyeHuA
A0CTyNa, 3afaHHbIX CUCTEMHBIM agMUHUCTPaTOpPOM cpencts YL,

- cuctemHoe u npuknagHoe MO cpepcte YL, [omkHO COOTBETCTBOBATb 4 YPOBHIO
KOHTPONA OTCYTCTBUA HEAEKTapUPOBaHHbIX BO3MOXXHOCTEN;

- cuctemHoe un npuknagHoe O cpencte YL, He [OMKHO cogepXXaTb M3BECTHbIX
YA3BMMOCTEN, ONy6SIMKOBAHHbLIX B 00WEeA0CTYMNHbIX UCTOYHUKAX;

- B cocTtaB cuctemHoro um (unu) npuknagHoro MO cpepcts YU pomkeH BxoauTb
MexaHu3M, obecrneymBarownii O4YUCTKY ONEepaTUBHON N BHELLHEN NamATh, UCNOoNb3yemMon OnA
XpaHeHnA NHpopMaLMM OrpaHMYEHHOro AocTyna.

18.4. Tpebosanua onAa cpencte YL knacca KBl coBnapgaloT ¢ TpeboBaHuAMKM ONA
cpeactB YL knacca KC3.

18.5. TpeboeaHunAa ona cpencte YL knacca KB2:

- UCXOOHble TEKCTbl cucTemMHoro v npuknagHoro MO cpeacts YL OomkHbI NponTu
NPOBEPKY peanmsauum B HUX METOOO0B M CNOCO60B 3alnTbl MHpOpMaUUK, NPOTMBOCTOALLUMX
atTakam, AnAa nNOAroTOBKM M NPOBEAEHMA KOTOPbIX MCNONb3YOTCA BO3MOXHOCTMU,
nepeyuncneHHble B nyHkTax 9-13 HacToAwmMX TpeboBaHui,

- UCXOOHble TEKCTbl CUCTEMHOro n npuknagHoro MO [onkKHbI NPONTU MPOBEPKY Ha
OTCYTCTBUE HEAEKNAPNPOBAHHbLIX BO3MOXHOCTEN;

- cuctemHoe n npuknagHoe MO [oMKHO ObiTb YCTONMYMBO K KOMMBIOTEPHBLIM atakam 13
BHELLHUX CeTew.

18.6. TpeboBaHunAa ona cpencte YL knacca KAL:

- UCXOOHble TEKCTbl cucTtemHoro v npuknagHoro MO cpeacts YL OomkHbI NponTun
dhopmanbHy0 BepUdMKaumio peannusaumm B HAX METOAOB M CNOCO60B 3almTbl MHpOpMaLnK,
NPOTUBOCTOALWMX aTtakam, ANA NOArOTOBKM WU MPOBEAEHMA KOTOPbIX MCMONb3YHTCA
BO3MOXXHOCTU, NepeYncneHHble B nyHkTax 9-14 HacToAwmx TpeboBaHUW, a Tak)Xe OTCYyTCTBUA
B HUX HEOEKNappoOBaHHbIX BO3MOXHOCTEN.

19. TpeboBaHua k AC YLI;

19.1. B cny4ae nnaHupoBaHuAa pasmeweHnAa AC YL B nomelweHuAx, B KOTOPbIX
NPUCYTCTBYET peyeBand akyCcTU4yeckasa W BuadyasbHaA WMHGopmauunA, copepkallasa cBeaeHuA,
COCTaBNAKOWME rocyaapCTBEHHYIO TaulHy, N (MNU) YCTAHOBJIEHblI TEXHWYECKue cpeacTesa u
cuctembl npuema, nepepadu, ob6paboTku, XpaHeHMA KN OoTobpaeHuAa UHdopmauuu,
coaep>xawen CBeOeHUA, COCTaBNAIWME FOCYAAPCTBEHHYID TanHy, TEXHUYECKMEe cpeacTsa
MHOCTPaHHOro Npomn3BOACTBa, BXxoaAwme B cocTtaB cpeacTtB YL, OomkHbl 6biTb NOABEPrHYTHI
npoeBepkam MO BbIABMEHUIO YCTPOWUCTB, MNpefHas3Ha4eHHbIX A1 HernacHoro nosyyYeHunA
MHOopMaLUK, a TakxXe UCCNeaoBaHMAM Ha COOTBETCTBME TpeboBaHMAM NO 3anTe OT YTEeUKU
MHopMauMn No KaHanam MOB6OYHbIX 3JANEKTPOMArHUTHbIX W3MYYEHUW N HABOOOK B
COOTBETCTBUN C KaTEropmen BblOENEHHOIO NOMELLEHNA.

19.2. TpeboBaHna gna cpencts YL knacca KC1:

- NPOBOOMUTCA NMpoBepka COOTBETCTBMA peanusaumn uenesbix pyHkuun YL Ha ocHoBe
cuctembl TectoB AC VL.

MHdopmauma 06 naMeHeHnAX:
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Cm. npeabiayLyyo peaakuymo
19.3. TpebosaHnAa gnAa cpeacts YU knaccos KC2, KC3 m KBl coBnapawT C
TpeboBaHmAamKn ana cpencts YL knacca KC1.

MHdopmaunsa 06 nameHeHnax:
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19.4. TpeboBaHua gna cpencts YL knacca KB2:

- B cpeactBax YU pomxeH ObiTb peanu3oBaH MexXaHU3M KOHTPOSAA BXOOALWMX
WH(POPMAaLMOHHbIX MOTOKOB B UENAX BbIABEHWA HaNYMA [OaHHbIX, aKTUBUPYIOLWUX
HeOeKapupoBaHHble BO3MOXHOCTU AC;

- B cocTaBe cpencts YL, onA BbinonHeHUA OyHKUMN ynpasneHna kntodamm Sl OOMmMKHbI
ncnons3osaTtbcA otaenbHble CK3W Ha 6a3e BbigeneHHbiX annapaTHbix nnatgopm. [JaHHble
CK3W He pomkHbl 3KCnayaTMpoBaTbCA COBMECTHO C APYrMM NporpamMmmHbiM obecrnedyeHmnem, He
BxoaAawmM B coctaB CK3W, B ogHon cpeae (hyHKUNMOHMPOBaHUA.

MHdopmaunsa 06 nameHeHnsax:
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19.5. TpeboBaHua gna cpeacts YL knacca KAL:

- npoBefeHue crneunanbHON MPOBEPKM TEXHUYECKUX CPEenCTB WHOCTPAHHOro
npoun3BoacTBa, BxogAwunux B coctaB AC VYL, B uenAx BblABNEHUA YCTPOWNCTB,
npegHasHa4YeHHbIX A1A HernacHoro nony4YeHnAa nHopmauuu;

- MpoBedeHue WuCCNefoBaHMA HanuumAa HegeknapuvpoBaHHbIX BO3MoOXHocTen AC,
BHECEHHbIX Ha 3Tane pa3paboTKM N MU3roTOBAEHUA 3NEKTPOHHOW KOMMOHEHTHOM 6a3bl, a
TakXXe Ha 3Tanax paspaboTku M NPoOM3BOACTBA CPEACTB BbIYUC/IUTENBHON TEXHUKU Ha ee
OCHOBE;

- npoBegeHve nosnHon Bepudpmnkaumm AC (COBMECTHO C aHanmM3oM MpPorpaMMHoOro Kopa
BIOS), Ha KoTopbix peannayloTcAa cpenctea YL, ¢ uenbio UCKYEeHNA HeaeKnapmpoBaHHbIX
BO3MOXHOCTEMN.

20. TpeboBaHUA K poNIeBOMY pasrpaHUYEHMIO:

20.1. [Ona ob6ecne4dyeHna BbinonHeHNA dyHKUuMM VYL, cpeactea YL, [OSKHbI
noaaep>XXuBaTb POSIEBOE pasrpaHNYeHne YeHOB rpynnbl agMUHUCTPaTopoB cpencTs YL,

20.2. TpeboBaHua ona cpeacts YL, knacca KC1.:

- DOMKHbI ObITb OrpefenieHbl CNUCOK posien U pacnpeneneHne o6A3aHHOCTen mexay
ponAmu;

- CMUCOK ponien wn pacnpegeneHne 06A3aHHOCTEN MeXOy PONAMUM O0SKHbl ObITb
yKasaHbl B 3KCMnyaTaumoHHON AOKYMEHTaumm Ha cpenctsea YL,

20.3. TpeboBaHua pnAa cpencte YL knacca KC2 cosnapaiT ¢ TpeboBaHMAMM On1A
cpeactB YL, knacca KC1.

NHdopmaumna 06 n3MeHeHnAX:
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Cm. npeabigyLyyro peaakuymo
20.4. TpeboBaHua ona cpeactB YL, knacca KC3:
- cpeacTtea YL, nommkHbl nogaep>xmnsatb cnegyowme obAasaTenbHble ponu:
1) cucTtemMHOro agMmHmucTpaTopa C OCHOBHbIMM O6A3AaHHOCTAMW WHCTaNNAUUN,
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KOHpUrypaumm n noponep>Xkm gyHkuuoHnposaHua cpencts YL, cospmaHnA v nogaepxXkku
npochunen 4yneHoB rpynnbl agMmuHUCTpaTopoB cpeactB YL, koHdwurypauum npocumna wu
napameTpoB XypHana ayguTa;

2) agMuHuUcTpaTopa cepTudukaumm € OCHOBHbIMM 006A3aHHOCTAMM: CO3JaHne W
aHHynIMpoBaHue cepTUdMKaTOB Kitoven nposepku 3,

- B cpencteax YL, oomkeH 6biTb peann3oBaH MeXaHu3M, UCKIYaoWmii BO3MOXXHOCTb
aBTOpM3auuM OOHOrO YfeHa u3 rpynnbl agMuHUCTpaTopoB cpeacts YL, onAa BbINOnHEHMA
pasnnyHbIX pPonen;

- OO/MKHA ObITb UCK/IOYEHa BO3MOXHOCTb XULEHUA KIKOYEBOW WMHopMauuu 4YieHoM
rpynnbl aAMUHUCTPATOPOB;

- KonupoBaHue kn4deBon uHpopmaumn CK3W pomkHO 6biTb peanM3oBaHo B
3almiLeHHOM (3aWwndgpoBaHHOM) BM1ae.

20.5. TpeboBaHuAa ona cpeacts YL, knacca KB1:

- cpenctea YL, pomkHbl obecneymBatb Hanmume o06A3aTeNnbHOM ponan onepaTtopa ¢
OCHOBHbIMW 06A32HHOCTAMU MO PE3ePBHOMY KOMUPOBAHUIO N BOCCTAHOBEHWIO.

20.6. TpeboBaHuAa anAa cpeactB YL knacca KB2 cosnapaiT ¢ TpeboBaHuAMKM ONA
cpencts YL knacca KB1.

20.7. TpeboBaHuA anAa cpencts YL knacca KAL:

- cpencTtBa YL, nomkHbl obecrneymBaTb Hannume obAsaTesibHOW poan agMuHUcTpaTopa
ayauTa C OCHOBHbIMM 06A3aHHOCTAMU: MPOCMOTP M NOAAEPXKKA XypHana ayauTa,;

- CUCTEMHbBIN aAMUHUCTPATOP HE AO/MKEH MMETb BO3MOXXHOCTU BHOCUTb U3MEHEHUA B
XXypHan ayauTta.

21. TpeboBaHuA K LenocTHocTu cpencTs YL

21.1. CpenctBa YL, pomkHbl cogep)XaTb MEXaHU3M KOHTPONA HECaHKUMOHMPOBAHHOIO
cnyyamHoro un (Unu) npegHamMepeHHOro WUCKaXkeHuAa (M3MeHeHuA, moaudpukaummn) u (1Mnu)
paspyweHna nHgopmMaumm, nporpaMmMHbix cpeacts n AC VYL, (nanee - MexaHM3M KOHTPOSA
LEeNTIOCTHOCTMN).

MHbopmauma 06 naMeHeHnAX:
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21.2. TpeboBaHnuna ana cpencts YL knacca KC1:

- TpeboBaHNA K MeXaHU3My KOHTPOSA LEeSIOCTHOCTU AO/MKHbI OblTb yKasaHbl B T3 Ha
paspaboTky (MogepHm3aumio) cpencTs YL,

- DOMKeEH BbITb ONpeneneH Nepnoa KOHTPOAA LEeNoCTHOCTM NporpaMmHbix cpeacts n AC
YL n ykasaH B 9kcnsiyaTauMoHHOW OOKYMEHTaunu Ha cpeactea YL,

- KOHTPONb LEeNOCTHOCTU NporpaMmmHbix cpeacTts YL nomkeH BbINOMHATLCA MPU KaXXaoM
cTapTe (OYHKUMOHMPOBAHUA YyKa3aHHbIX CPEeAcTB, a KOHTponb uenoctHoctn AC VYL, - npum
KaXx[on nepesarpyske onepaumoHHon cuctemsl (ganee - OC);

- DOMKHbI UMETbCA CpeacTBa BOCCTAHOBNEHMA LLeNocTHOCTU cpeacTts YL,

- BEPOATHOCTb OWMOKN KOHTPONA LENOCTHOCTU HEe AO/MKHa NPeBbilaTb aHanorMyHom
BEPOATHOCTM A/1Aa ncnonb3yembix CK3WU.

21.3. TpebosaHua pnAa cpenctB YU knacca KC2 cosnapaiT ¢ TpeboBaHMAMU O/1A
cpencts YL knacca KC1.

21.4. TpeboBaHuAa ana cpencts YL knacca KC3:

- KOHTPOSb LeSIOCTHOCTM OO/MKEH BbINOSHATLCA HE peXe OAHOro pasa B CYyTKW.

21.5. TpeboBaHuA ana cpencts YL knacca KB1:

- KOHTPOJ1b LLESTOCTHOCTM OO/MKEH BbINOMHATLCA A0 3arpy3kn OC cpeacts YL

MHdopmauma 06 naMeHeHnsAX:
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21.6. TpeboBaHuAa onAa cpeacts YL knacca KB2:
- KOHTPONb LENOCTHOCTU AOJIXKEH OCYWeCTBNATbCA AMHAMUYECKWU nNpu
dyHKLUMOHMpPOBaHN cpeacTs YL.

MHbopmauma 06 naMeHeHnAX:
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21.7. TpebosaHnAa gnAa cpencts YL, knacca KAl cosnagatoT ¢ TpeboBaHuAMKM ONA
cpencte YL knacca KB2.

22. TpeboBaHUA K yrnpaBfieHUO JOCTYNOM:

22.1. Cpepactea YL, pomkHbl obecnednBaTb ynpasieHne OCTYMNOM.

22.2. TpeboBaHuAa ana cpencts YL knacca KC1:

- OO/MKHbI ObITb OnpeaeneHbl TpeboBaHNA K yrpaBfieHuo A0CTYNOM U ykasaHbl B T3 Ha
paspaboTky (MogepHmM3aumio) cpencTs YL.

22.3. TpebosaHua gnAa cpenctB YU knacca KC2 cosnapawT ¢ TpeboBaHMAMU O/1A
cpeactB YL knacca KC1.

22.4. TpeboBaHnunAa ana cpencts YL knacca KC3:

- B YLl ponxeH obecneymBaTbCA ANCKPELMOHHBIWM NPUHLMA KOHTPOA JocTyna.

22.5. TpebosaHua pnAa cpencte YL, knacca KB1 coBnapgatot ¢ TpeboBaHMAMU 1A
cpencts YL knacca KC3.

22.6. TpeboBaHuAa onAa cpeacts YL, knacca KB2:

OOSHKHO BbITb 06ecrnevyeHo co3gaHne 3aMKHYTOW paboyen cpeabl 1 cpencts YL.

1 MporpammHan cpepa, KOTopaA AOMYyCKaeT CyLeCcTBOBaHWE B HEW TOMbKO (PMKCMpOBaHHOrO Habopa
cy6beKTOB (Mporpamm, NpoLeccoB).

22.7. TpeboBaHuA ana cpencts YL knacca KA1L:
- B YLl ponmkeH obecneymBaTbCA MaHAATHbBIA NPUHLMMN KOHTPOMA AOCTYNa;
- onAa BBogda knwoya Il agMmnHucTpaTopa cepTudukaumm TpebyetcA He MeHee AOBYX

OOBEpPEeHHbIX TnNL 2.

2 JNlnua, asnawowmeca dneHamm rpynnbl agMUHUCTPaATOPOB CpencTts YL 1 3aBenoMo He ABnawowmeca
HapywmnTenamu.

23. TpeboBaHUA K MOAEHTUUKALMN N ayTEHTUDUKALUN:

23.1. WNpeHTudpukauma un ayTeHTuUdukaumAa BKIOYalOT B cebA pacrno3HaBaHue
nonb3osatenAa cpencts YL, ynena rpynnsbl agmuHmucTpaTopos cpeacts YU wnm npouecca wm
NPOBEPKY UX MOANMHHOCTU. MexaHu3m ayTeHTumKaumm gomkeH 610KMpoBaTb OOCTYN 3TUX
cy6bekToB K pyHKUMAM YL npn oTpuuaTenbHOM pedynbTate ayTeHTUugunkauuu.

23.2. B cpeaoctBax YL onA nwobon peannsoBaHHOW npoueaypbl ayTeHTUukaumm
OO/MKEH BbITb MPUMEHEH MEXaHU3M OrpaHNYeHuAa KOonmnyecTBa Crefylowmx noapAn nonbIToK
ayTeHTUUKaumm ogHoro cybbekTa AOCTyna, YNCNO KOTOPbIX HE A0/MKHO 6bITb 6onblie Tpex.
Mpn npeBbiWEeHNN Yucna crnegyrowux nogpAn nonbITOK ayTeHTUduKaumm ogHoro cybbekTa
AOCTyrna YCTaHOBMIEHHOrO MpeaenbHoro 3HadYeHwA [OocTyn 3Toro cybbekra poctyna K
cpencteam YL aommkeH 6biTb 3a6N10KMPOBaAH Ha MPOMEXYTOK BPEMEHU, KOTOPbIN yKa3biBaeTCcA
B T3 Ha pa3paboTky (MogepHu3aumio) cpencts YLI.
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23.3. TpeboBaHua ona cpeacts YL, knacca KC1.:

- onucaHue npouenypsbl peructpaunn nonb3osatenen cpencts YU (BHeceHNA naHHbIX B
peecTp nonb3oBaTtenen cpencts YL) A0MKHO copgep)xaTbCA B 3KCMAyaTauMOHHOMN
AOKYMeHTaumn Ha cpeacTea YL,

- ONA BCEeX v, OCYLWeCTBAAKWMX OocTyn K cpegcteam YL, pomkHa npoBoguTtbeA
ayTeHTudpukauma. lNpu 3TOM [JonyckaeTcA OrpaHUYMTbCA WUCNOMb30OBaHWEM AnAa
ayTEHTUMKALMN TONBbKO CUMBOJSIBHOrO NEPUOANYECKUN U3MEHAIOLLErOCA NaponA U3 He MeHee
yeM 8 CMMBOJSIOB MpPWU MOLLHOCTM andasuTa He mMeHee 36 cumBonoB. [lepuon U3MeHeHuA
naposnAa He JO/MKeH ObiTb 60/blIe 6 MecALEB.

MHdopmaunsa 06 nameHeHnsax:

lMoanyHKT 23.4 usmeHeH ¢ 11 aHBapa 2021 r. - [lpukasz @CH Poccum ot 4 gekabpa 2020 r. N
555

CMm. npeabigyLuyto peaakumio

23.4. TpeboBaHuma ona cpeactB YL, knacca KC2:

- HeobxoaAMMOCTb npeabABneHuA nosnb3oBatenem cpencts YU npu ero peructpaumn
OOKYMEHTOB, YOOCTOBEPAKOWUX JIMYHOCTb, OO/HKHA OblTb OTpaXkeHa B 3KcrjyaTauMOHHOMU
OOKyMeHTaumun Ha cpenctea YL;

- ANnA Bcex nonb3oBaTtenen cpeactB YL gonyckaeTcA UCNONb30BaHWE MEXaHW3MOB
yoaneHHon ayteHTudukaumn. CneumanbHble XapakTEPUCTUKUM MEXaHWU3MOB YyOaneHHOM
ayTeHTUUKauMM L[OMKHbI OblTb MOATBEPXAEHbl B pamkax NpoBeAeHUA MNpOBEpKU
cooTBeTCcTBMA cpencTB YL n 06BbeKTOB MHopMaTn3aumm, NCNoMb3yWUX AaHHbIe CPeacTBa,
HacToAwmnM TpeboBaHMAM;

- NpW OCYLLECTBNEHUM NOKaNbHOro AocTyna K cpeacrteam YL, ayTeHTudukaumAa 4neHos
rpynnsl agMUHUCTPaTOpoB cpeacTs YL, gomkHa BbINOMHATLCA OO0 nepexoga B paboyee
cocToAHne aTtux cpencte YU (Hanpumep, po 3arpy3km 6asoson OC) n ¢ npuMeHeHuem
MexXaHu3ma MHOroakTOPHOW ayTeHTudukauuum, MUCNoNb3ylWero annapaTHblie
NAEHTUGUKATOPbI.

23.5. TpeboBaHuAa ana cpencts YL knacca KC3:

- B cpencteax YL pomkeH GbITb peann3oBaH MexaHu3M ayTeHTUdukauum nokanbHbIX
nonb3oBaTtenen, nmewWwmMx OOCTyn K cpencteam YL, HO He BxoaAwmx B COCTaB rpynnbl
agMunHucTpaTopos cpeacts YLL.

23.6. TpeboBaHunAa gnAa cpencts YL, knacca KB1.:

- MpY OCYLWECTBIEHMN yaaneHHoro goctyna K cpegcrteam YL ncnonb3oBaHne ToNbko
CUMBO/IBHOrO Naposii He [onyckaeTCA, AO0JIXKHbl UMCNONb30BaTbCA MeXaHWU3Mbl
ayTeHTUUKaLMN HA OCHOBE KPUMNTOrpaguyeckmx npoToKO0B.

23.7. TpeboBaHuAa onAa cpenctB YL knacca KB2 cosnapaioT ¢ TpeboBaHuAMKM ONA
cpencts YL knacca KB1.

23.8. TpeboBaHuA anAa cpencts YL knacca KAL:

- B cpencteax YU ona noboro peann3oBaHHOro MexaHuama ayTeHTudukaumm gonkHa
6bITb peann3oBaHa BO3MOXHOCTb YCTAHOBKM nNpeaenbHO [ONYyCTUMOro KonmyecTBa
cnepywwmx noaopAn nonbiTOK ayTeHTUpuKaumm OoOHOro cybbekTa [ocTyna U yCTaHOBKU
BpemMeHn 6N10KMPOBKIK AoCTyna K cpeactaeaM YL Ha mecTax nx akcnnayatauum.

24. TpeboBaHUA K 3almMTe AaHHbIX, MOCTyNalLwWwmx (3kcnopTmpyemsix) B (13) YL:

24.1. CpepgctBa YL pomkHbl obecneunBaTb [OBEPEHHbIN BBOA, CaMOMOAMNUCAHHOrO
cepTudmkaTa Knoya nposepkm Al.

24.2. TpeboBaHuAa ana cpencts YL knacca KC1:

- cpeactBa YL pomkHbl obecneymBaTh nepefady OaHHbIX, cogepxXawmx nHpopmaumio
OorpaHuyeHHoro pgoctyna, noctynawowmx B YL m akcnoptupyembix u3 YL, cnocobom,
3awmuweHHbim ot HCL;

- B cpeacteax YL pomkHa 6bITb peanusoBaHa npouenypa 3awmTbl OT HaBA3bIBAHWUA
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JTOXKHbIX COOOLLEHUN l;

- TpeboBaHMA K npoueaype 3awWuTbl OT HaBA3blIBAHWA JIOXHbIX COOOLLEHUNA
yKasblBaloTcA B T3 Ha paspaboTky (MoaepHu3auuto) cpeacts YLL.

1 HaBAsbiBaHMe NOXXHOro coobLeHna npeactaBnAeT cobol OeincTBMe, BOCMPUHMMAEMOE ydYacTHUKaMM
3NEKTPOHHOro B3aummogencTema wunu cpeactsamm YL Kak nepepadya WMCTUHHOMO COO6LIEHMA Cnocobom,
3awmieHHbiv ot HC.

MHdpopmaumsa 06 nameHeHnAX:

lMoanyHKT 24.3 nusmeHeH ¢ 11 anBapa 2021 r. - [lpukasz @CH Poccum ot 4 gekabpa 2020 r. N
555

CwMm. npeabigyLLyto peaakumo

24.3. TpeboBaHunA anAa cpencts YL knacca KC2:

- cpeactea YL pomxHbl obecrneymBaTb 3alWuTy MepBOHAYasbHOro 3anpoca Ha
cepTudpmkat Kno4da nposepku IlT;

- cpeactea YL pomKHbl NpUHUMATb KPUTUYHYKO 014 yHKUMoHupoBaHuA VYL
WHopMaLmIo, TONbKO ecniv OHa nognucana JAl;

- B cpeactBax YL gomkeH ObiTb peann3oBaH MexaHW3M 3almTbl OT HaBA3blBaHUA
NOXXHbIX COOOLLEHUA HA OCHOBE WUCMONb30BaHUA cpeacTB 31, NonyymBLUMX NOATBEPXAEHUE
COOTBETCTBMA TpeboBaHNAM K cpeacteam I, Knacc KOTOPbIX COOTBETCTBYET Kflaccy CPeacTB
YL;

- B cpeactBax YL pomkeH 6bITb peann3oBaH MeXaHn3M 3alimThl AaHHbIX NPy nepegaye
nx mMexgy u3nyecku pasgeneHHbIMU KOMMOHEHTaMW Ha OCHOBe ucnonb3oBaHvAa CK3U,
Knacc KOTopbIX He HMXe knacca cpencts YL,

MHdopmauma 06 naMeHeHunsAX:

lMoanyHKT 24.4 nameHeH ¢ 11 auBapa 2021 r. - [Mpuka3z @CE Poccumn ot 4 gekabpsa 2020 r. N
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CwMm. npeabigyLLyto peaakuymo
24.4. TpebosaHuAa gnAa cpenctB YU knaccos KC3, KB1l, KB2 n KA1l coBnagatT C
TpeboBaHmAaMmKM anAa cpencts YL knacca KC2.
24.5. YTpatun cuny ¢ 11 anBapAa 2021 r. - [Npukas ®CBE Poccum ot 4 gekabpa 2020 r. N
555

MHbopmauma 06 namMeHeHunnax:
Cm. npeabiayLyyro peaakuymo
24.6. YTpatun cuny ¢ 11 anBapAa 2021 r. - Npukas ®CBE Poccum ot 4 gekabpa 2020 r. N
555

MHdopmaunsa 06 nameHeHunsax:
Cm. npeabiayLyyro peaakuymo
25. TpeboBaHUA K perucTpaumm cobbITUi:
25.1. basosaa OC cpencts YL, pgomkHa nogpepXxuvBaTb BefeHUWE >XypHana ayguTta
CUCTEMHbIX COObLITUA.

MHdopmaumna 06 N3MeHeHnAX:

lMoanyHKT 25.2 nameHeH ¢ 11 auBapa 2021 r. - [Mpukasz @CE Poccun ot 4 gekabps 2020 r. N
555

Cm. npeabiayLyyro peaakuymo
25.2. TpeboBaHnuAa anAa cpencts YL knacca KC1:
- B cpeactBax YL, pomkeH 6biTb peann3oBaH MEXaHU3M, NPoM3BOSALLNA BbIGOPOYHYIO
pernctpauuo cobbiTUM B XXypHane ayouta, CBA3aHHbIX C BbiNosiHeHneM YL cBonx pyHKUnM;
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- CMNUCOK perncTpupyembix cobbITUA [O0/HKEH codepXaTbCA B 3KcnayaTauuMOHHOW
OOKYyMeHTaummn Ha cpeactea YL;

- CNUCOK PErUCTPUPYEMbIX COObLITUI AO/MKEH BKAOYaTb (akTbl (MOMbITKN) M3MEHEHUA
CUCTEMHOro BpemeHu cpeacts YL,

25.3. TpebosaHna gnAa cpeactB YL knacca KC2 cosnapgatoT ¢ TpeboBaHuAMKM anA
cpeactB YL knacca KC1.

WNHdopmaumna 06 N3MeHeHNAX:

lMoanyHKT 25.4 nameHeH ¢ 11 auBapa 2021 r. - [Mpukasz @CE Poccumn ot 4 gekabpsa 2020 r. N
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CMm. npeabigyLLyto peaakumio

25.4. TpeboBaHuAa anAa cpencts YL knacca KC3:

- OO/MKHbI ObITb MPUHATLI Mepbl OBHAPY>XXEHUA HECAHKUWOHUPOBAHHLIX W3MEHEHWUI
XXypHana ayguTta.

25.5. TpebosaHnAa gna cpeacts YL knacca KB1 cosnagatoT ¢ TpeboBaHuAMKM AONA
cpencts YL knacca KC3.

25.6. TpeboBaHua ona cpeacts YL, knacca KB2:

- OO/MKHbI OblTb MPUHATbI Mepbl OOHAPY>XXEHUA HECAHKUWOHUPOBAHHbIX W3MEHEHWUI
KaXK[I0M 3annucu B XXypHarsne ayguTa.

25.7. TpeboBaHuA anAa cpencts YL knacca KAL:

- XKypHan ayamTa OO/MKeH ObiTb A0CTYMNEH TOMIbKO agMUHUCTPATOpy ayauTta, KOTOpbIn
MOXXET OCYLLECTBATb TO/IbKO €ro NPOCMOTP, KOMMPOBaHME U NOJSIHYIO O4UCTKY. [locne o4ncTKu
NnepBoOM 3anucbid B XXypHane ayguta [OO/HKEH aBTOMaTUYECKU perncTpupoBaTbCcA dakT
OYUCTKN C YyKasaHnem gatbl, BpEMEHU 1 MHpopmauum o nvue, Npon3BoaAMBLIEM Onepauumio.

26. TpeboBaHUA NO HAAEXXHOCTU N YCTONYNBOCTU (PYHKUMOHUPOBaHUA cpeacts YL

26.1. [domkHbl 6bITb onpeneneHbl TpeboBaHMA MO HAAEXHOCTU U YCTOMYMBOCTU
dyHKUMOHMpOoBaHMA cpeacTB YL n ykasaHbl B T3 Ha pa3paboTky (MOAEpHU3aLmio) CpeacTs
yu.

26.2. TpeboBaHunA anAa cpencts YL knacca KC1:

- MPOBOANTCA pacyeT BepoATHOCTU cboeB n HeucnpasHocTen AC YL, npusBogAawmx K
HeBbINOHEHUIO YL cBOUX (OyHKLUMIA.

26.3. TpeboBaHunAa ana cpencts YL knacca KC2:

- NO/MKHO OCYLEeCTBNATLCA TeCTUPOBAHME YCTOMYMBOCTU (DYHKLMOHUPOBAHNA CPeacTB
yu.

26.4. TpeboBaHuAa ona cpeacts YL, knacca KC3:

- DOMKHbI ObITb OnpeneneHbl TpeboBaHMA MO BPEMEHU BocCTaHoBneHuA cpeacts YL
nocne c6oAa n ykasaHbl B T3 Ha pa3paboTky (MoaepHu3aumio) cpencts YL,

- Mepbl U CpeacTBa MOBbLIWEHUA HAOEXHOCTU U YCTOMYMBOCTUM (PYHKLMOHMPOBAHUA
cpencTs YL nomkHbl cogepyxaTb MexaHn3mbl KBOTUPOBaHWA pecypcoB cpeacTts YL,

26.5. TpeboBaHunAa gna cpencts YL, knacca KB1.:

- BEpOATHOCTb cboeB u HeucnpasHocTen AC YL, npuBooAwmx K HeBbiNonHeHuo YL
CcBOMX (PYHKUMA, B Te4YeHne CYTOK He [OSHKHa npeBbiwaTb aHanorMyHon BEpOATHOCTU AnA
ncnonbdyembix CK3WU.

26.6. TpeboBaHunAa ona cpencts YL, knaccos KB2 n KA1 coBnagatoT ¢ TpeboBaHMAMMN
onAa cpencts YL knacca KB1.

27. TpeboBaHMA K KNOYEBON MHGOPMALNN:

27.1. TlopAooK co3gaHWA, UCMONb30BaHWA, XPaHEHUA W YHUYTOXEHMA KII0YeBOW
WHopMaunm onpepenAeTcA B COOTBETCTBUM C TpebBoOBaHMAMWU 3IKCMNyaTauMOHHOWN
AOKyMeHTaumn Ha cpeactea Ol n nHole CK3W, ncnons3yemble cpeactsamm YL,

27.2. Cpok pencteuAa knoda 3l cpepctsa 3Al, ucnonbdyemoro cpeactesamn YL,
AOMKEH COOTBETCTBOBATb TpeboBaHNAM, YCTAaHOBMNEHHbIM K cpeacTsam M.
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MHdbopmauma 06 naMeHeHnsAX:
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CMm. npeabigyLLyto peaakumio

27.3. TpeboBaHunA anAa cpencts YL knacca KC1:

- He ponyckaeTcA KonupoBaHue WHGOpMaUUN KNKYEBbIX LOKYMEHTOB
(kpynTorpadnyeckux Knyen, B ToM vmucne knwyden 3M) Ha HocuTenu (Hanpumep, XXeCTKUn
ONCK), HEe ABMAKWMECA KNIOYEBbIMU HOcUTenAmK, 6e3 ee npeaBapuTENbHOro WwngpoBaHma
(koTOpOE [OMKHO OCYLWECTBNATLCA BCTPOEHHOW yHKUMen wucnonb3dyemoro CK3W).
KonunpoBaHne Kno4eBbIX OOKYMEHTOB [O/MKHO OCYLECTBMATbCA TONMbKO B COOTBETCTBUU C
aKcnayaTaunoHHOM OOKYMeHTaumen Ha ncnonbdyemoe CK3WU;

- kmoun 31, mucnonb3yemble OnA NOANMCU cepTUdmnKaToB Knoyen nposepkn Il un
CMUCKOB YHUKasbHbIX HOMEPOB cepTnmKaToB Kntoyen nposepkn Ol1, oencTene KOTOpbIX Ha
onpefeneHHbIn MOMeHT 6bIf10 npekpatieHo YL o ucTeyeHnA cpoka ux OencTBuA (panee -
CMCOK aHHYMPOBaHHbIX cepTumnkaTos), a Takxke knoun 3, ncnonbdyemble AnA noanucu
METOK AOBEPEHHOr0 BPEMEHU HE A0/MKHbI UCMOAB30BAaTLCA HU AN1A KaKUX UHbIX Lenen;

- CPOKW [OEencTBuA BCEeX KJoYeu [OO/MKHbl ObiTb YyKasaHbl B 3KCrjyaTaunmoHHOMU
OOKyMeHTaummn Ha cpeactea YL,

27.4. Tpebosanua ona cpencts YL, knaccos KC2 n KC3 coBnagatoT ¢ TpeboBaHNAMMU
ana cpencts YU knacca KC1.

27.5. TpeboBaHunAa gna cpencts YL, knacca KB1.:

- OO/DKHbl OblTb MNPUHATHI OPraHM3auVOHHO-TEXHUYECKUE Mepbl, UCK/YaloLlme
BO3MOXHOCTb KOMNpomeTaumm knwoda 3l, mncnonbdyemoro AnA noanucu cepTudukaTos
knoyen nposepkn Ol M CNMCKOB aHHYNMPOBaHHbLIX CEPTUPUKATOB, MPU KOMMpoMeTauuu
KNI0YEeBOW MHGbOPpMaLUK, OOCTYNHON OAHOMY NnLy.

MHdopmauma 06 naMeHeHnsAX:

lMoanyHKT 27.6 nameHeH ¢ 11 auBapa 2021 r. - [Mpukasz @CE Poccumn ot 4 gekabps 2020 r. N
555

CwMm. npeabigyLLyto peaakumio

27.6. TpeboBaHuA anAa cpeacts YL knacca KB2:

- knoun 31, mncnonb3yemble OfAa Noaonucu ceptTudukatoB Knoven nposepku 3l,
CMUCKOB aHHYJIMPOBaHHbLIX CEPTUPMKATOB M METOK [OBEPEHHOr0 BPEMEHW, OOMKHbI
reHepupoBaTbCA, XPaHUTLCA, MCNONb30BaTbLCA M YHUUTOXATbLCA B cpenctaee 3l

- OO/MKHbl ObITb MNPUHATBHI OPraHM3auVOHHO-TEXHUYECKUE Mepbl, UCKYawLlme
BO3MOXXHOCTb KOMMNpomeTaumm knwoda 3l, mncnonb3yemoro AnA noanucu cepTudukaTos
knoyen nposepkn Ol M CNMCKOB aHHYIMPOBaHHbLIX CEPTUdUKATOB, MPU KOMMpoMeTaumuu
KNto4eBOW MHopMaLmn, AOCTYNHOM OBYM NivuaMm.

27.7. TpeboBaHuAa onAa cpeacts YL, knacca KAL:

- OO/DKHbl OblTb MNPUHATBHI OPraHM3auVOHHO-TEXHUYECKUE Mepbl, UCKYawLlme
BO3MOXXHOCTb KOMMNpomeTaumm knoda 3l, mncnonb3yemoro anA noanucu cepTudukaTos
knoyen nposepkn Ol M CNMCKOB aHHYNIMPOBaHHbLIX CEPTU(UKATOB, MPU KOMMpOMEeTaumnu
KNI0YeBOWn MHdopMaL MK, OOCTYNHOW TPeM nuuam.

28. TpeboBaHMA K pe3epBHOMY KOMMPOBAHUIO U BOCCTAHOBMEHNIO paboTOCNOCOOHOCTH
cpencts YL

28.1. CpeactBa YL Oo0/mKHbI peann3oBbiBaTb (DYHKUMW PE3EPBHOIO KOMUPOBAHWA W
BOCCTAHOBNEHNA Ha cnydan nospexgeHnAa AC n (wnm) uHdopmauum, obpabaTbiBaemoWn
cpeacteamn YL. B xoge pesepBHOro KonupoBaHWA AOOMKHA OblTb UCKIOYEHA BO3MOXHOCTb
KOMMPOBaHNA KPUNTOrpagouyeckmx Koyen.

28.2. TpeboBaHunAa anAa cpencts YL knacca KC1:
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- AAHHble, COXPaHEHHbIE MPU pe3epBHOM KOMMPOBaHUN, O0MKHbI 6bITb AOCTATOYHbI ANA
BOCCTaAHOBMNEHNA (YHKUMOHMpOBaHWA cpencte YL, B cocToAHue, 3adhMKCUPOBAHHOE Ha
MOMEHT KOMUPOBaHUA.

28.3. Tpebosanua ona cpencts YL, knaccos KC2 n KC3 coBnagatoT ¢ TpeboBaHNAMMN
ana cpencts YU knacca KC1.

28.4. TpeboBaHuA anAa cpencts YL knacca KB1:

- OO/MKHbI OblTb MPUHATbI Mepbl OBHAPY>XXEHUA HECAHKUWOHUPOBAHHbIX W3MEHEHWUI
COXPaHEHHbIX OAHHbIX;

- BOJMKHbI 6bITb ONpefeneHbl TpeboBaHMA NO BPEMEHN BOCCTAHOBNEHUA U YKa3aHbl B T3
Ha pas3paboTky (MogepHm3aumio) cpencts YL, v B akcnnayaTauMOHHOM [OKYMEHTauum Ha
cpenctea YL

28.5. TpebosaHunAa gnAa cpencts YL, knacca KB2:

- coxpaHAemas npu pe3epBHOM KOMMPOBaHMM 3awmwaemasa WHdopmauua [oskHa
COXPaHATBLCA TONbKO B 3aWMdpoBaHHOM BMIE.

28.6. TpebosaHuAa pnAa cpencte YL knacca KAl cosnapatot ¢ TpeboBaHMAMU ON1A
cpencts YL knacca KB2.

29. TpeboBaHMA K CO30aHUIO N aHHYNMPOBAHUIO cepTUUKATOB Krlto4en nposepku 3[1:

MHdopmaunsa 06 nameHeHnsax:
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Cm. npeabiayLyyro peaakuymo
29.1. MNpoTOoKONbl CO3AAHNA N aHHYIMPOBaHNA CEPTUGIMKATOB KNtoyen nposepku A1, a
TakxXe cxema nepegayv 3aABfieHVA Ha co3gaHue cepTudukarta knoda nposepkn Il OOMKHbI
ObITb OMMCaHbl B 3KCNlyaTaunoHHON AOKYMeHTaumn Ha cpenctea YL,
29.2. Cos3paBaemble YL cepTtudukatbl knw4den nposepkn Il n cnuckwu
aHHYNNMPOBAHHbIX CepTUdUKATOB [OMXKHbI COOTBETCTBOBATb MEXAYHaAPOAHbIM

pekomeHgaumAam ITU-T X.509 1 (banee - pekomeHpgauuu X.509). Bce nonAa v OOMNOSHEHUA,
BK/IlO4aeMble B cepTudwmkaTt knwo4den nposepkn Il M CNNCOK aHHYIUPOBAHHbIX
cepTndunKaTos, OO/MKHbI ObITb 3anofiHEHbl B COOTBETCTBUM C pekoMeHpauuAmu X.509. lMpu
NCNONb30BaHUN anbTepPHATUBHBIX (HOPMATOB CepPTUAUKATOB Krtoven nposepkn 3 AOMKHbI
ObITb onpefeneHbl TpeboBaHNA K MPOTOKONaM CO3[4aHUA W aHHYNMpoBaHUA CepTUduKaTos
Kntoyen nposepkn Al 1 ykasaHbl B T3 Ha pa3paboTky (MoaepHusauuio) cpeacTts YLL.

1 ITU-T Recommendation X.509. Information technology - Open systems interconnection - The Directory:
Public-key and attribute certificate frameworks. 2008. http://www.itu.int/rec/T-REC-X.509-200811-i.

29.3. CpenctBa YL nomkHbl peanu3oBbiBaTb NPOTOKON aHHYNIMPOBaHUA cepTudmkara
Kntoya nposepkun 3l ¢ MCNONb30BaHMEM CMUCKOB aHHYTMPOBaHHbLIX CEPTUGMKATOB.

29.4. [onyckaeTcA peanun3auma MNPOTOKOMIOB aHHyNMpoBaHUA 6e3 UCnonb30BaHWUA
CMCKOB aHHYNMUPOBaHHbIX cepTudunkaTos, TpeboBaHUA K KOTOPbIM AO/MKHbI 6bITb YKasaHbl B
T3 Ha pa3paboTky (MogepHu3auuto) cpeacts YL,

29.5. TpeboBaHua ona cpeacTtB YL, knacca KC1.:

- B cpeacTteax YL, pomkHa 6biTb peanu3oBaHa OyHKUMA U3roTOBNEHMA cepTudmkaTa
knova nposepkn 3l Ha 6ymarkHOM HocuTene. lopAOok BblgauM cepTudukaTa Kiwoya
npoeepkn 3Ol Ha Oyma)kHOM HOcUTene, a TakXe npouenypa KOHTPONA COOTBETCTBUA
cepTudmkaTa knoda nposepkn Al B 9NEKTPOHHOM BMAE U Ha BYMa>XHOM HOCUTENEe OOSKHbI
6bITb YKa3aHbl B 3KCMnsyataunoHHOW AOKYMeHTaumm Ha cpenctea YL,

- B cpeactBax YL B oTHoweHun Bnagenbua ceptudumkata knawoda nposepkn 3l
AOMKHbI ObITb peannu3oBaHbl MEXaHW3Mbl MPOBEPKU YHUKASIbHOCTU Kioda nposepkn Al un
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obnagaHmA COOTBETCTBYHOWMM Kto4oM Jl.

29.6. TpeboBaHna anAa cpeactB YL, knacca KC2 cosnapgatoT ¢ TpeboBaHuAMKM AnA
cpeactB YL knacca KC1.

29.7. TpebosaHua ana cpeacts YL knacca KC3:

- NOrpeLHOCTb 3HAa4YeHNN BpeMEHU B cepTudmkatax knden nposepkn 3l n cnmckax
aHHY/IMPOBaHHbIX CEPTUUKATOB HE A0/MKHA NpeBbiwaTh 10 MUHYT.

29.8. TpebosaHunAa pna cpencts YL, knacca KB1.:

- NOrpPEeLWHOCTb 3HA4YEHNN BpeMEHU B cepTudmkatax knoden nposepkn 3l n cnmckax
aHHYIMPOBaHHbLIX CEPTUUKATOB HE A0/KHA NpeBbIWwaTb 5 MUHYT.

29.9. TpeboBaHua ona cpeacts YL knaccos KB2 n KA1 cosnagatT ¢ TpeboBaHNAMMU
onAa cpencts YL, knacca KB1.

30. TpeboBaHMA K CTPYKType cepTudukaTta knwova nposepkn 3l m cnucka
aHHYIMPOBaHHbIX CEPTUIUKATOB:

30.1. TpeboBaHua anAa cpeacts YL knacca KC1.:

- ponycTumble CTPYKTYpbl cepTudunkarta knwda nposepkum 3l m cnucka
aHHYNIMPOBAHHbIX CEpPTUMPUKATOB [O/HKHbI OblTb MEPEeYUCNEHbl B 3KCMayaTauMoHHOM
OOKYMeHTaummn Ha cpeactea YL;

- B cpencrteax YL, pomkeH ObiTb peann3oBaH MEXaHW3M KOHTPONA COOTBETCTBUA
co3gaBaemMbliX cepTudmuKaToB kio4ven npoBepkn I M CNUCKOB aHHYNIMPOBaHHbLIX
cepTudunkaToB 3aaHHON CTPYKTYpE;

- B CTPYKTYype cepTudmkaTa knoya nposepkn 3 4omKHbI 6bITb NPenyCMOTPEHbI Mone,
cogepxxawee cseneHuAa o knacce cpeacts YL, ¢ ucnonb3oBaHMeM KOTOpbIX Obl co3gaH
HacToAWMK cepTuduKaT Kroda nposepkn 3l, v none, cogepxallee CBeAEHWA O Knacce
cpenctea Il Bnagenbua ceptudumkaTa knoya nposepkm .

30.2. TpeboBaHuna gna cpeactB YL, knaccos KC2 n KC3 coBnapatoT ¢ TpeboBaHMAMMN
ana cpeacts YL knacca KC1.

30.3. TpeboBaHua anAa cpencts YL knacca KB1:

- B cpeactBax YL pomkeH 6biTb peann3oBaH MexXaHW3M 3afaHuA CUCTEMHbIM
aAMUHUCTPATOPOM Habopa AOoNyCTUMbIX OOMNOMHEeHUN cepTudumkata knwoda nposepku 3l um
crnvckKa aHHYIMPOBaHHbIX CEPTU(UNKATOB.

30.4. TpebosaHnAa onA cpenctB YL knaccoe KB2 n KA1l coBnagatoT ¢ TpeboBaHMAMMU
onAa cpencts YL knacca KB1.

31. TpeboBaHnA K peecTpy cepTuumkaToB Kwo4ven nposepkn 3l n obecneyeHuo
AOCTyNa K HEMY:

31.1. TpeboBaHua ana cpeacts YL knacca KC1.:

- B cpeacTtBax YL, gomkHbl 6bITb peann3oBaHbl MEXaHU3Mbl XpPaHEHUA U NMoucka BCeX
CO30aHHbIX cepTUGMKATOB KtoYen nposepkn 3l 1 CNUCKOB aHHYNMPOBAHHbLIX CEPTUIUKATOB
B peecTpe, a Tak)Ke CeTEBOro AoCTyna K peecTpy.

31.2. TpebosaHuAa aona cpeacts YL knacca KC2 coeBnapalot ¢ TpeboBaHuAMM ONA
cpeactB YL knacca KC1.

31.3. TpeboBaHua anAa cpeacts YL knacca KC3:

- B cpeacTtBax YL, gomkeH 6biTb peanM3oBaH MEXaHU3M Moucka cepTugmnkaTos Koyen
nposepkn 3l 1 CNUCKOB aHHYMPOBAHHbLIX CEPTUIUKATOB B PEECTPE CEPTUPUKATOB KHOYEN
nposepkn 3l No pasnnyHbIM UX aTpubyTam;

- BCe€ W3MEHeHWA peecTpa cepTudukato knwyven nposepkn Il OOSDKHbI
perucTpupoBaTbCA B XXypHane ayguTa.

31.4. TpeboBaHua pgnAa cpencts YU knaccos KB1, KB2 m KA1l coBnagatoT C
TpebosaHmamn gna cpencte YL knacca KC3.

32. TpebosaHuA K nposepke Al B cepTudunkate knoyva nposepkn Irl:

32.1. JonkeH 6bITb onpeneneH MexaHU3M NpoBepKn NoAnucKu B cepTudumkarte Kroda



nposepkn 3l MO 3anpocy yyacTHMKA 3NEKTPOHHOro B3aMMOLENCTBMA U yKa3aH B
aKcnayaTaunoHHOM AOKYyMeHTauum Ha cpencTea YLL.

32.2. B cpeactBax YL pomkeH 6bITb peann3oBaH MexaHW3M NPOBEpPKWU MOOJSIMHHOCTU
Ol YL B BblgaBaembIx UM cepTudmkaTax knoyen nposepku 3l1.

32.3. lpoeepka 3l B cepTudmkaTte knwya nposepkn Il ocyuwecTtsBnAeTcA B
cooTBeTCTBUM C pekomeHpaumAmu X.509, Bko4aA o6A3aTenbHY MNPOBEPKY BCEX
KPUTUYECKNX OOMOSTHEHUN.

32.4. Ecnwn, ucxomAa m3 ocobeHHoOcTen akcnnayaTaumm cpencts YL, ponyckaetca
NCNONb30BaHWE anbTepHaTMBHbIX hopmaToB cepTudmkaTta knwya nposepku 31, pomkeH
6bITb ONpeaeneH MexaHM3m NPOBEPKM NOANUCK B cepTudmkaTte knoda nposepku 3 n ykasaH
B T3 Ha pa3paboTky (MogepHu3aumio) cpencts YLI.

MHdopmaumna 06 N3MeHeHnAX:

TpeboBaHua pornosHeHbl nyHKToM 33 ¢ 11 AHBapa 2021 r. - lNpukaz ®CHE Poccuu ot 4
aekabps 2020 r. N 555
33. B cocTas cpeacts YL, gomkHa BXoanTb cny>k6a MeTOK [OBEPEHHOIO BPEMEHW.

MHdopmauma 06 nameHeHnax:

Hymepauusa nynkta nameHeHa ¢ 11 aHBapA 2021 r. - [Npukaz ®CHE Poccumn ot 4 gekabps
2020 r. N 555
34. [1nAa orpaHM4eHnA BO3MOXXHOCTEW NO MOCTPOEHUIO KaHanoB atak Ha cpeactea YL, ¢
NCnonb3oBaHMEM KaHaNloB CBA3W [OOJ/IKHbl NMPUMEHATbLCA CpeacTBa MEeXCeTeBOro
3KpaHupoBaHuA.

MHdpopmaumsa 06 nameHeHnAX:

Hymepaumsa nyHkta uameHeHa ¢ 11 aHBapa 2021 r. - [Npuka3z ®CHb Poccumn ot 4 nekabps
2020 r. N 555

35. [omkHbl 6bITb onpegeneHsl TpeboBaHMA No 3awmTe cpeacTs YL oT KoMMblOTepHbIX

BMPYCOB M KOMMNbIOTEPHBIX aTak 1 ykasaHbl B T3 Ha pa3paboTky (MogepHmn3aumio) cpencts YL

MHdopmauma 06 nameHeHnax:

[MyHKT 36 nameHeH ¢ 11 aHBapa 2021 r. - lNpuka3 @CE Poccum ot 4 gekabpsa 2020 r. N 555

Cm. npeabiayLuyo peaakumo
36. lMpn nopknioyeHnn cpencts YL, 3a ucknoveHnem CpeacTtB, peanmayomx
MexXxaHu3Mm ¢GOoOpMUPOBAHUA METOK [OBEPEHHOr0 BPEMEHU, K UHPOPMALUOHHO-
TENEeKOMMYHUKALUNOHHOW CETW, OOCTYN K KOTOPOW He OrpaHvyeH onpeaeneHHbIM KpyroM v,
yKasaHHble cpeacTBa AO/HKHblI COOTBETCTBOBaTb TpeboBaHUAM K cpeacTteam YL| knacca KB2
nnn KAL.

MHdopmauma 06 n3mMeHeHnAX:
[MyHKT 37 nameHeH ¢ 11 aHBapA 2021 r. - [Npukasz ®CB Poccum ot 4 gekabpsa 2020 r. N 555
CwMm. npeabigyLLyto peaakumio

37. WNiccnepoBaHuAa cpencts YL, ¢ uenbio noaresepxXaeHuUA cooTBeTcTBUA cpencts YL

HacToAwmnM TpeboBaHUAM OOMKHbI MPOBOANTLCA C UCNONb3oBaHMeM pa3pabaTtbiBaembix PCH
Poccun 4mcnoBbix 3Ha4YeHUN napameTpoB WU XapakKTEpPUCTUK MeXaHU3MOB 3alUThl,

peanusyembix B cpeacrteax YL l.

1 MoponyHKT 47 nyHkTa 9 MNonoxxeHua o MepepanbHor cnyxxbe 6esonacHocTn Poccuiickorn Oepepaumn,
yTBepXaeHHoro Ykasom [lpesnpeHta Poccuinickon ®epepaumm ot 11 aerycta 2003r. N 960 (CobpaHue
3akoHopaTenbcTBa Poccninickon ®epepaumn, 2003, N 33, cT. 3254; 2018, N 28, cT. 4198).

MNHdopmaumna 06 n3MeHeHnAX:

TpeboBaHua pfornosnHeHbl nyHKToM 38 ¢ 11 AHBapa 2021 r. - lNpukaz ®CHE Poccuu ot 4
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aekabpsa 2020 r. N 555

38. [1nA orpaHMyYeHnA BO3MOXHOCTEN NO NOCTPOEHMIO aTak C UCMOb30BaHMEM KaHasnoB
CBA3WN Ha CpeacTBa, peannayowme MexaHm3am OopMUPOBaHNA METOK LOBEPEHHOrO BPEMEHM,
YL LO/MKHbI MPUMEHATLCA CPeacTBa MEXCEeTEeBOro aKpaHMpoBaHUA YPOBHA Beb-cepBepa (Tun
"™), ceptucmumpoBaHHole CH Poccum Ha cooTBeTCTBUE TPEebOBAHUAM K YCTPOMCTBaM Tuna
"MeXceTeBOW 3KpaH' He MeHee 4eM 3 Kknacca 3awmuweHHocTu. CpeacrtBa MeXCeTeBOro
3KpaHMpOBaHMA OOMKHbI 06ecneynBaTb KOHTPOb U PUNbTPaUno MHPOPMaLUOHHBLIX NMOTOKOB
no NPOTOKOSY nepeaayu runepTekcra.

[OnAa obecneyeHnA oBHAPYXXEHUA KOMMbIOTEPHbLIX MPOrpaMM UM MHOW KOMMbIOTEPHOMU
WHopMauumn, NnpegHasHavYeHHON ANA HECaHKLMOHUPOBAHHOIO YHUYTOXEHNA, BIOKMPOBaHUA,
Moaunukaumm, KOnNMpoBaHUA 3alMwaeMon UHGOpMauMn WM HeuTpanusauum CpeacTs
3aWwmnTbl MHopMaumn, a Takxke AONA pearvpoBaHMA Ha OOHapy>XeHWe 3TUX nporpamm U
nHpopmauum YL O0/MKHbI NPUMEHATbCA CpeacTBa 3awuTbl OT KOMMbIOTEPHbLIX BUPYCOB,
npegHasHayeHHble ANA MPUMEHEHWA Ha cepBepax MHGOPMaUMOHHbLIX cuctem (Tun "B") u
ceptuuumpoBaHHole MCB Poccum Ha cooTBeTCcTBME TpeboBaHMAM K aHTUBUPYCHbIM
cpeacTBam o knaccy b2.

[na obecneyeHmA obHapy>XeHnA OENCTBUK, HaNpaBfieHHbIX HA HECAHKLUMOHNPOBAHHbIN
OOCTYN K MHopmauuu, cneumnanbHbiX BO3OEUCTBUM Ha CpeacTea, peannsyowme MexaHu3mbl
opMMpPOBAHMA METOK [OBEPEHHOro BpPEeMeHu, B UenAX [Ao6biBaHMA, YHUYTOXEHWUA,
UCKaXKeHnA n 6/0KMpoBaHMA [OCTyna K 3awuwaemon wuHopmauum, a Takxke AanA
pearvpoBaHWA Ha 3TK gencTeuA (NpegoTepalleHne aTux genctenmn) YL, AomKHbl NPUMEHATLCA
cpeAcTBa 3awWnUTbl OT KOMMNbIOTEPHbIX aTtak, cepTuduumposaHHble ®CB Poccun Ha
cooTBeTCTBME TpeboBaHMAM K MNporpamMMHbIM, MpOrpamMHO-annapaTHbiM MAM annapaTHbIM
cpeacTBam Tuna “"cucTemMbl 06HapY>XXeHMUA KOMMbIOTEPHbIX aTak" no knaccy b.

[nA KOHTpPONA NoKanbHOro AocTyna WU KOHTPONA LESIOCTHOCTM MPOrpammHON cpeabl
CPeACTB BbIYUCTNTENTbHON TEXHUKW, BXOOALWMX B COCTaB CPEeACTB, peasm3ylowmx MexaHu3mbl
bopMMpOBaHUA METOK [OBEpPEHHOro BpemeHu, YL [ofkKHbl NPUMEHATbCA annapaTHO-
nporpamMMHble MOAYNUM [OBEPEHHOW 3arpy3kum YpOBHA nNfaTbl pacwupeHuA,
ceptngununposaHHole ®CB Poccum Ha cooTBeTcTBME TpeboBaHMAM K annapaTHo-
nporpaMMHbIM  MOAYNIAM O0BEPEHHON 3arpy3ku 3NEKTPOHHO-BbIYUCINTENbHbBIX MalluH Mo
knaccy 2b.

Knacc CK3W cpencTts, peanmayowmx MmexaHn3mbl (oOpMMpPOBaHMA METOK OOBEPEHHOM0
BpemMeHn, JomkKeH ObiTb He Hmxe knacca KC3. [JomkHO 6biTb ob6ecrneyeHo 3alumiuleHHoe
XpaHeHe KpUNTorpaguyeckmx Knoyen B HESKCNOPTUPYEMOM BMAE.

NcxopgHbin kop BIOS cpencts, peanmnaylowmx MexaHu3mbl (POPMUPOBAHMA METOK
OOBEPEHHOrO0 BPEMEHW, LOO/MKEH MPONTU aHann3 Ha OTCYTCTBUE U3BECTHbIX YA3BUMOCTEN U
BO3MOXXHOCTEN [OECTPYKTUBHOIMO BO3OEWCTBUA, OCYLECTBAAEMOro nyTeM WCMNOSb30BaHUA
NporpamMMHbIX YA3BUMOCTEN CO CTOPOHbI KaHaNoB CBA3N.



