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11 deppans 2013 1. Mockea No 17

00 yreepxienun Tpebopanmi
0 3JAMHATEe HHGOPMAOHH, He COCTABIAKIMEH rocyIapcTEeHEYI TallHY,
COJepXKAMEICH B rocyJapCcTEeHHBIX HHPOPMATHOHHEIX CHCTEMAX

B CoOTBeICTBHE ¢ 9acTeko 5 crateE 10 degepameHOoro 3akoHa 0T
27 mrong 2006 r. Ne 149-@3 «00 urpopManHn. HHGOPMATHOHHEIX TEXHOJIOTHAX H 0
samuTe HEbQopMamHm» (CoOpaEHe 32akoHOJaTenscTBa Poccmiickod Penepannm,
2006, Ne 31, cr. 3448; 2010, No 31, ct. 4196; 2011, Ne 15, c1. 2038; Ne 30, c1. 4600;
2012, Ne 31, ct. 4328) H IlonoxenreM o PeIepambHOR CIVADE 0 TEXHHIECKOMY H
IKCTIOPTHOMY EKOHTPOVIO., YTBEpEIEHERIM YkazoM [IIpesnmesta PoccHickoH
Pegepamss oT 16 aeryera 2004 r. Ne 1085 (Cobpanse 3akoH0IaTeRCcTEa PoccHACKOH
Pegepammn, 2004, Ne 34, c1. 3541; 2006, Ne 49, c1. 5192; 2008, Na 43, c1. 4921; Ne 47,
cr. 5431, 2012 Ne 7, cT. B18) HPHK A3 BI B A HO:

1. VieepauTe OpHIaraeMple IpeOOBaHHA O 3Ja0HTe HHEQOPMAOHH, He
COCTARTAIMEH TOCYVIAPCTBEHHVID TaHHY, COJepEamedcd B TOCYIapCTBEHHEIX
HHOPMATHOHHEIY CHCTEMAX.

2. VCTaHOBHTE. 9TO VEA3AaHHEIE B MVHKTE 1 HACTOAINETO NpHKA3a [pe0oBaHHA
NPHEMEHTHTCA M4 3AMHTE HHQODMAUHH B IoCyIapCTBEHHEIX HHGOPMAITHOHHEIX
cHcTeMax ¢ 1 cenraops 2013 1

JAPEKTOP ®ETEPATBHOH CTVAERI
OO TEXHHYECKOMY H SKCTIOPTHOM Y KOHTPO.THO

B.CE/IHH



YTBEPX/EHDBI
npukasom @CTOK Poccun

ot 11 ¢eBpansg 2013 r. Ne 17

TpeGoBauus
0 3aI1uTe MH(OPMAIUH, He COCTAB/IAIIIEH roCyJapCTBEeHHYIO0 TalHY,

Copepxaieics B rocy/JapCTBeHHbIX HH()OPMALMOHHBIX CHCTeMax

I. O61He mo/I0KeHust

1. Hacrosie TpeGoBaHusi pa3paboTaHbl B COOTBeTCTBUM C ®PejepanbHBIM 3aKOHOM
ot 27 utonst 2006 r. Ne 149-®3 «O6 uHbopmary, UHPOPMALIMOHHBIX TEXHOJOTHUSIX U O 3alluTe
uHdopMarun» (Cobpanue 3akoHOzatenbcTBa Poccuiickont ®epeparun, 2006, Ne 31, cr. 3448;
2010, Ne 31, cT. 4196; 2011, Ne 15, ct. 2038; Ne 30, cT. 4600; 2012, Ne 31, ct. 4328), a TaKkxke
C YUeTOM HalMOHa/bHBIX CTaHAApToB Poccuiickoii Pezepauiy B 00/1aCcT 3alyThl WHGOOPMAIK
Y B 00/1aCTH CO3/]aHUSI aBTOMAaTHU3UPOBAaHHBIX CUCTEM (Jjajiee - HallMOHa/IbHbIe CTaHAAPTHI).

2. B JoKyMeHTe ycTaHaB/IMBalOTCs TpeboBaHMsS K obOecrieyeHWIO 3aliuThl WHGOpMAaIu
OrpPaHUYEHHOT0 [JIOCTyMa, He COo/epKallell CBeZieHHs, COCTaBJISIIOLIMEe TOCy/JapCTBEHHYI0 TakHy
(manee - uHpopMalysi), OT YTeUKU [0 TeXHUUECKWM KaHajlaM, HeCaHKLIMOHMPOBAaHHOIO JOCTYTIa,
criel[ManbHbIX BO3JEMCTBUN Ha Takyro uWHGopMaluo (HocuTenu UWHGOpPMalMK) B Liesx
ee N0ObIBaHUS, YHUUTOXKEHUsl, UCKa)KeHUs] UM OJIOKMpOBaHUS [OCTyNa K Hel (Janee - 3amiura
uHpopmalru) npu obpaboTKe yKazaHHOW WHGOpPMAaLMKM B TOCYAapCTBEHHBIX MH(OPMALMOHHBIX
cucremax.

Hacrosijue TpeboBaHMsi MOTYT NMPUMEHSTBHCS /IS 3aLL{UThI 0011[eZ0CTyTHON UH(OpMaLuH,
cofiepXKallieiicss B ToCy/lapCTBeHHbIX HH(GOPMAlMOHHBIX CHUCTeMax, [Jisi [JOCTM)KeHUs LieJiei,
yKasaHHbIX B IyHktax 1 w3 wvactu 1 crateu 16 depepanbHOro — 3akoHa
ot 27 utons 2006 T. Ne 149-®3 «O06 uHpopmarmy, HHHOPMALIMOHHBIX TEXHOJIOTHUSX U O 3allUTe
rHbopMaLin».

B #okymeHTe He paccMaTpUBalOTCSi TpeboBaHUS O 3amyTe HMHGOPMAL[UM, CBSI3aHHBIE
C TpUMeHeHWeM KpUNTOrpaguueckux MeTO/0B 3alliiThl MH(QOpPMaLuu U MKU(POBaIbHbBIX
(xpurnirorpadryeckux) CpefCTB 3allUThl UHPOPMAaLUHU.

3. Hacrosmmme TpeboBaHusi SIB/SIFOTCA 00si3aTesibHBIMM TP 00paboTke mHG(OpMaLyu
B TOCY/JapCTBeHHbIX WH(OPMALIMOHHBIX cUcTeMaxX, (YHKLIUOHUPYIOIIUX HA TeppPUTOPUU
Poccuiickoii @esiepaliv, a Tak’ke B MyHULMMNA/JIbHBIX UTHPOPMAI[MOHHBIX CUCTEMax, eC/iu UHOe He
YCTaHOBJIEHO 3aKOHO/aTenbCTBOM Poccuiickoii Pesepaliui 0 MECTHOM CaMOyTIpaB/ieHUH.

Hacrosiue TpeGoBaHWsI He pacIpOCTPaHSIIOTCS HA TOCy/lapCTBeHHbIe WH(POPMALMOHHBIE
cucteMbl AamuHuctpaiuu  I[lpe3uzseHta Poccuiickoit ®epeparuu, CoBetra be3oracHoctu
Poccmiickoii ®epeparuu, PenepanpHoro Cobpanust Poccuiickort ®epeparyu, IIpaBuTensCTBa
Poccuiickoii @epepauyu, KoncturyimonHoro Cyza Poccuiickoit @esnepaiyu, BepxoBHoro Cyna
Poccwuiickoii @eneparun u PeziepanbHoOl C1y»K0b1 6e3omacHocTH Poccutickoit degepariyu.

4. Hacrostiiine TpeboBaHusi npefiHa3HaueHbl s objazareneid nHbOpMall, 3aKa3uHKOB,
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3aK/IIOUMBIIMX TOCY/IapCTBEHHbIM KOHTPAaKT Ha CO3[jaHHe TOCyAapCTBEHHOW WH(OpPMAalLIOHHON
CUCTeMBI (Zlarnee - 3aKa3YMKH) U ONepaTopoB roCyZAapCTBEHHbIX MH(OPMaLMOHHBIX CUCTEM (Zanee -
0reparTopsbl).

JIuno, obpabaTbIBaroiLee MH(OopMaLHIo, SIBJISIFOLLYFOCST rocy/jJapCTBeHHbIM
WHQOPMAIIMOHHBIM PeCypcoM, TI0 TIOPyYeHHI0 oOsajarens WHpopManuy (3aka3uuka) WU
oriepaTopa 1 (W) NpeJoCTaBsolee UM BBIUMCIUTE/IbHBIE PeCyPChl (MOIITHOCTH) /71t 00paboTKH
vH(MOpMallid Ha OCHOBAaHUU 3aK/IOUEHHOTO [JoroBopa (fJasee - YIIOJIHOMOYEHHOEe JIUIIO),
obecrieurBaeT 3aluUTy vHopMaLu B COOTBETCTBUU C 3aKOHO/IaTeIbCTBOM
Poccuiickoii ®Pepeparii 06 uH(OpMary, WHGOPMALMOHHBIX TEXHOJOTHUSIX W O 3aluTe
nHpopMaruy. B goroBope fo/mpKHA OBITH MpeAyCMOTpPeHa OOSI3aHHOCTH YTIOJTHOMOYEHHOTO JIMLA
obecrieunBaTh 3amUTy WHGOPMALM, SIBSIOLIENCS TOCY/JapCTBEeHHBIM WH(OPMALMIOHHBIM
pecypcoMm, B COOTBETCTBHUY C HACTOSIIMMU TpeOoBaHUAMHU.

5. Ilpu o6paboTke B TroCyJapCTBeHHOW WH(POPMAIMOHHOW cHUCTeMe HWH(pOPMAaLHHY,
cofiep)Kalljel  TepcoHa/ibHble [JaHHbBIe, HacTosiue TpeOoBaHWS TIPUMEHSIFOTCS — Hapsify
c TpeboBaHMSIMU K 3allliTe TEePCOHANbHBIX JaHHBIX NMPU UX 00paboTke B MH(OPMALMOHHBIX
cucTeMax NepCOHaIbHBIX [JaHHBIX, YTBEP)KJEHHbIX MocTaHoB/IeHWeM [IpaButenscTBa Poccuiickoit
@eneparyu ot 1 Hosi6pst 2012 1. Ne 1119 (Cobpanue 3akoHozaTebcTBa Poccutickoit @ezeparii,
2012, Ne 45, ct. 6257).

6. Tlo pemenuto obOsazatenss uHMOpMalMy (3aKa3uMKa) WM OIepaTopa HaCTOSIIHe
TpeboBaHusi ~ MOTYT  TPUMEHSTbCS [ 3alUThl  HWHGOPMAaLUY, cofepkaleuncs
B HEroCy/lapCTBeHHbIX HH(OPMALIMOHHBIX CUCTeMaX.

7. 3auura uHbOpMalMH, CojJep Kalllelics B roCyJapCTBeHHOM WHGOPMAlIMOHHOW cucTeMe
(manee - wuH(popMalMOHHasi cucTeMa), oOecrieunBaeTCsi IyTeM BBITIOJIHEHUS oOsajaTenem
uHpopMaumu (3aka3uMkoM) U (WiM) ornepaTopoM TpebOoOBaHWII K OpraHM3aldu  3allUThI
MHpOpMaLMK, cofepskallledicsi B MHPOPMAaLMOHHOW cucTeMe, U TpebOBaHMM K MepaM 3allUThI
yH(popMaLy, cofiep allercsi B MHGOPMaL[MOHHOM CUCTeMe.

II. TpeboBaHus K OpraHU3aLiy 3alUTHI HHpOPMaLHH,
copiepaiieiica B UH(OPMaIMOHHOM CHCTeMe

8. B wuHpopManMoOHHOW cHcTeMe OO0OBEKTaMH 3alUThl  SBSIOTCS  WHQPOPMAIWs,
cofieprkalijasicsi B MH(OPMAaLIMOHHOW cHcTeMe, TeXHUYeckue cpejcTBa (B TOM UHMC/e CpefCTBa
BBIUMC/ITE/IbHOW TEXHUKH, MallMHHble HOCUTeNd WH(OPMalMH, Cpe/iCTBa U CHUCTEMbI CBSI3U
Y Tiepe/laud [aHHbIX, TeXHUUYECKHe cpeicTBa 00pabOTKM OyKBeHHO-I[UGPOBOM, TpaduuecKkow,
BHZIEO- W peyeBOM HMH(poOpMauyu), o0ljecucTeMHoe, TPUKIAZHOE, CIeldanbHOe TPOrpaMMHOe
obecrieueHrie, THPOPMAIJMOHHBIE TEXHOJIOTHH, @ TAK)KE CPeZCTBA 3aLUThI MH(pOpMAaIWK.

9. [Insa obecrieueHust 3amyThl MHGOPMALMH, COZieprKalljeiicsi B MH(GOPMAL[IOHHOM CHCTeMe,
OTepaTopoM Ha3HayaeTcss CTPYKTYpHOe IofpasfefieHde WM J0/DKHOCTHOe Jyuro (paboTHHK),
OTBETCTBEHHbIE 3a 3allUTy MH(OPMaLUH.

10. [ns mpoBeseHust paboT mo 3aufure MHGOPMALIMK B XOZle CO3JAHUS U IKCIITyaTal[uu
WHGOpPMAI[MOHHON  cucTeMbl  objiazatesieM  WHMOpMalMyd  (3aKa3uMKOM) U OIEpPaTopoM



B COOTBETCTBMM C 3aKOHOJATeNnbCTBOM Poccuiickoit ®epepanu 1pu  HE0OXOJUMOCTH
TIPYB/IEKAIOTCS OpraHM3al[uM, UMeollye JIMLIEH3UI0 Ha [esiTeJIbHOCTh 0 TeXHWYeCKOH 3alluTe
KOH(pUIeHIIMa/IbHOM MH(OpMalid B COOTBeTCTBUM C PezepanbHbIM 3akKOHOM OT 4 masi 2011 T.
Ne 99-®3 «O MIIEH3UPOBAHUU OT/JE/ILHBIX BUZIOB JesiTelbHOCTH» (CoOpaHMe 3aKOHO/ATe/bCTBa
Poccutickoii ®epeparuu, 2011, Ne 19, ct. 2716; Ne 30, ct. 4590; Ne 43, ct. 5971; Ne 48,
CT. 6728; 2012, Ne 26, cT. 3446; Ne 31, cT. 4322; 2013, Ne 9, cT. 874).

11. Ins obecrieueHus 3amuThl THGOPMALIMH, COZEPXKAIIeicss B MH(OOPMAI[MOHHON CUCTEME,
TPUMEHSIFOTCST  Cpe/iCTBAa  3allluThl ~ MHGOpMAl[MKM,  TPOIIe/IIe  OLEHKY  COOTBEeTCTBUS
B ¢opme o00s3aTesibHON CepTH(PUKALMM HAa COOTBETCTBHME TpeboBaHMsM T0 Oe3omacHOCTH
vHpOpMaIMM B COOTBETCTBUM CO cTaTtheil 5 demepanbHOro 3akoHa oT 27 pekabps 2002 r.
Ne 184-®3 «O TexHuueckoM peryaupoBaHun» (CobpaHue 3aKOHOZATeNbCTBA PoccHiicKoi
@epeparuu, 2002, Ne 52, ct. 5140; 2007, Ne 19, cT. 2293; Ne 49, ct. 6070; 2008, Ne 30, cT. 3616;
2009, Ne 29, ct. 3626; Ne 48, cT. 5711; 2010, Ne 1, cT. 6; 2011, Ne 30, cT. 4603; Ne 49, ct. 7025; Ne
50, ct. 7351; 2012, Ne 31, ct. 4322; 2012, Ne 50, cT. 6959).

12. 3amura wuHpOpMalUM, cojepkaileiics B HWHGOPMALIMOHHOW CHUCTeMe, SIB/SIETCS
COCTaBHOM YacTbi0 pabOT TIO0 CO3[J@aHUI0 U IKCIUTyaTaluu WH(POPMALIMOHHOM CUCTEMBI
U obecrieurBaeTCsi Ha BCeX CTaAusX (9Tamax) ee CO3/aHUs], B XOJ|e SKCIUTyaTallud U BbIBOZA
Y3 3KCIUTyaTaluM MyTeM MPUHATHS OPraHU3aliMOHHBIX U TEXHUUYECKUX Mep 3allUThl MHPOpMaL1H,
HalpaB/IeHHBIX Ha O/ioKMpoBaHWe (HeWTpanu3aljuio) yrpo3 0Oe3omacHOCTH WHGOpPMAlUA B
vH(OpPMal[MOHHOW CucTeMe, B paMKaX CUCTeMbl (TIOACUCTEMbI) 3alllUThl HMH(POpPMaLUU
VH(OpMal[MOHHOU CUCTeMBbI (fasiee - CUCTeMa 3all[UThl UHPOpMaLii MHPOPMALMOHHOW CUCTEMBI).

OpraHu3aliOHHble U TeXHUUeCKHe Mepbl 3aluThl MH(POpMalUK, peann3yeMble B paMKax
CHUCTeMbI 3alUThl MH(POPMaIuM MH(OPMALIMOHHONW CUCTEMbI, B 3aBUCHUMOCTH OT HWHGOpMAIUH,
cofiepkaieiicsi B WHGOPMALIMOHHOW CUCTeMe, 1iejied CO3/4aHusi WH(OPMAlL[MOHHOW CHUCTEeMBbI
W 3aj7lau, pelllaeMbIXx 3TOM HH(DOPMALMOHHOW CHUCTEMOM, [IO/DKHBI OBITb  HarlpaBJIeHBI
Ha UCKJTFOYeHue:

HEeTNpaBOMEPHBIX  [IOCTYyIa, KOMMPOBAHUS, TIPEAOCTaB/IeHUS WM PaclpOCTPAHEHUS
uHbopMaluu (obecrieueHre KOH(PHUIEHI[HATLHOCTH UH(DOPMAaLIUN);

HernpaBOMEPHbIX YHUUTOXXeHUs Wid MojAuduLupoBaHus uHpopMaiu (obecrieueHue
11€JI0CTHOCTH UH(OpMaLUN);

HerpaBoMepHoro 6/10kupoBanus nHpopMalmu (obecrieyeHre OCTYITHOCTA WH(POPMALIWK).

13. Inst obecrieueHus 3amuThl MHGOPMALIMHU, COZEp>KaIeicss B MH(OOPMaI[MOHHON CUCTEME,
TPOBOAATCS CJIeYHOLIMEe MePOTIPUSITHS:

dhopmupoBaHue TpeboBaHUI K 3aluTe vH(popMaLuu, coiep>Kariiencs
B MH(OPMAIOHHOM CUCTEME;

pa3paboTKa CUCTeMBI 3alyUThl UHPOPMALUH UHHOPMAIIMOHHON CUCTEMBI;
BHe/IpeHre CUCTeMbI 3aluThl MH(POopMaliyi HH(POPMaI[MOHHOW CUCTEMBI;

dTTeCTalus HHCl)OpMElL[HOHHOﬁ CUCTeMBbI TIIO Tpe6OBaHI/IHM 3dlHUTHI I/IHCl)OpMaL[I/II/I
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(manee - arTectauysi UHGOPMAaLIMOHHOM CUCTEMBI) U BBO/J] ee B [IelCTBUE;

obecrieueHre  3alUThl  WMHPOpPMAMM B XOJe  JKCIUTyaTaluM  aTTeCTOBAHHOW
MH(OPMaLIMOHHOW CUCTEMBI;

obecrieueHre 3al[UThl WH(OPMAIMM TPU BBIBOJE W3 JKCIUTyaTallUM aTTeCTOBAHHOW
WH(OPMALIMOHHOW CHCTEMbl WM TIOC/Te TIPUHATHS pelleHWss 00 OKOHYaHWM 00paboTKu
MH(pOopMaLu.

dopMupoBaHue TPeOOBaHUH K 3aIiTe HH(OPMaLHH, COAepIKaliencst
B HH(OpMaLMOHHOH cHUCTeMe

14.  dopmupoBanue  TpeboBaHME K  3ammre  WH(OPMAIUH,  COZeprKallencs
B MH(OPMALIMOHHOM CHUCTEMe, OCYIIeCTB/sieTcss 001aaTesieM HHGOPMaLUK (3aKa3UnKoM).

®opMHpoBaHue TpeOOBaHMI K 3alure vHbopMaLuy, cofiepXKartencs
B MH(OpMaLIMOHHON cucTeme, ocyiiectBisercs ¢ yuetoM 'OCT P 51583 «3amura uHdopmaiyu.
[TopsiloK  CO3/laHUsI  ABTOMATHM3UPOBAaHHBIX CHUCTEM B 3allUIIEHHOM UcroiHeHuH. OObiue
rnonoxkenusi» (mamee - T'OCT P 51583) m T'OCT P 51624 «3amura wuHbOpMaIMK.
ABTOMAaTH3UpOBaHHbIE CHUCTEMbI B  3alllMIIeHHOM HCTHonHeHWH. OOmue  TpeboBaHMs»
(manee - TOCT P 51624) u B TOM umCJie BK/IHOYaeT:

MPUHATHAE peIleHWss O HeoOXOAWMOCTH  3alUThl  MH(GOPMAL[UM, COJeprKalleics
B MH(OPMaLIMOHHOM CHUCTeME;

K/acCUbUKalio HWHOOPMAILIMOHHOW CHUCTeMBbl 1O TpeOOBaHMSM 3alUiThl HWHGOpPMAIUN
(manee - knaccudukarusi UHGOPMAaIJMOHHOW CHUCTeMbI);

orpeZiesieHre yrpo3 0e3omacHOCTH MH(OpPMAaLMK, peanu3aliisi KOTOPbIX MOXKET TPUBECTU
K HapyuleHWio 0e3omacHOCTM WHQoOpMard B WH()OPMALMOHHOW CHCTeMe, W pa3paboTKy
Ha UX OCHOBe MOZe/i yrpo3 6e30macHOCTH HHPOPMaIuy;

orpeziesieHHe TpeOOBaHUM K CHCTeMe 3alliThl MHMOpMaluyd HHGOPMAaI[MOHHON CUCTEMBI.

14.1. Tlpu NpUHATAM peIlleHHsT 0 HeOOXOAUMOCTH 3all[UThl UH(OPMAIUH, COJIepIKaIerCst
B MH(OPMAaLIMOHHOW CUCTeMe, OCYIIeCTB/ISIeTCS:

aHasmm3 Lened co3faHusi MHGOPMAIMOHHOW CHUCTeMbl M 3ajjau, pelllaeMbIX 3TOMU
YMH(OpMaI[MOHHOW CUCTEMOM;

oripeZiesieHre HHPOPMAIHH, Mo Iexarell 0o0paboTke B MHPOPMAIIMIOHHOU CHCTEME;

dHa/IM3 HOPMATUBHBIX IIPABOBBIX dKTOB, METOAWYECKHMX OOKYMEHTOB MW HALMOHA/IBHBIX
CTaHapTOB, KOTOPbLIM A0J/DKHA COOTBETCTBOBATH I/IH(bOpMaU"I/IOHHaH cucrema;,

MPUHSATHE pelleHrdsT O HeoOXOAUMOCTA CO3[AHUSI CHCTeMbl 3alUThl HWH(pOPMALN
MH(GOPMALIMOHHOM CHUCTeMBbI, a TakXe oOmpefeseHde Lieell M 3ajad 3aljuTbl HWH(OpMaLU
B MH(OPMAaLMOHHOW CHCTeMe, OCHOBHBIX S5TaliOB CO3[jaHUsS CUCTeMbl 3allliThl WH(OpMaLuH
MH(POPMAIIMOHHOW CUCTeMbl M QYHKIUK TI0 00ecrieueHHI0 3aluThl HHPOPMAIMY, COofieprKalljeics
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B uH(pOpMalMOHHOW  cucteme, obOsazarens  wH(opMaiuu  (3aKas3uWka),  oOIepaTopa
Y YTIOJTHOMOYEHHBIX JIUI].

14.2. Knaccudurkauusi MHGOPMALMOHHOM CHUCTeMbl TPOBOJUTCSI B 3aBUCHMMOCTH
OT 3HAUMMOCTH 0OpabaThiBaeMoi B Hell WHbOpMAI[MHd W Maciutaba WHPOPMAI[MOHHON CHCTEMbI
(bemepanbHBIM, perioHa/ILHBIN, 00BEKTOBBIH).

YcraHaBnvMBaOTCA ~ TPYM  Kjacca  3alUIIeHHOCTM  MH(POPMALMOHHOM  CUCTEMBI,
orpeJenstoli[e YPOBHU 3allUILeHHOCTH coiepkallieiics B Helt uHbopmaiiuu. CaMblii HU3KUH K/acc
- TpeTWM, caMblii BBICOKUM - TiepBbIM. Kiacc 3alluilleHHOCTH WH(POPMAallMOHHON CHUCTeMbl
OTpe/iesiieTCsl B COOTBETCTBUM C TipuyioykeHreM Ne 1 K HactosimuM TpeboBaHUSM.

Knacc 3ammieHHocTH onipefensieTcs A HMH(OPMALMOHHOW CHUCTEMbI B  L[eJIOM
¥, TpU HeoOXOAUMOCTH, AJisi ee OTAeNbHbIX CerMeHTOB (cocTaBHbIX uacTelf). TpeboBaHue
K KJIacCy 3allUILeHHOCTU BK/IOUAeTCs B TeXHUUeCKOe 3a/laHue Ha Co3[aHue WH(GOpPMAalMOHHOMN
cucTeMbl U (WIM) TeXHWYeCcKoe 3a/laHue (UacTHOe TeXHWYecKoe 3a/laHue) Ha COo3/laHhe CUCTEeMBI
3al[UThl UHPOpPMaMM WHGOPMAILMOHHON cucTeMbl, pa3pabatbiBaeMbie ¢ yuerom ['OCT 34.602
«MHpopmalonHasi TexHosiorus. Komrsiekc cTaHAZapTOB Ha aBTOMAaTHM3WPOBAHHbBIE CHUCTEMBI.
TexHuueckoe 3ajlaHue Ha co3jiaHue aBTOMAaTHU3UPOBaHHOM CUCTEMbI»
(manee - 'OCT 34.602), 'OCT P 51583 u I'OCT P 51624.

Kracc 3amuiiieHHOCTY UH(POPMALIMOHHOW CUCTeMBI TIO/ITIEXKUT TIePeCMOTPY TIPU U3MeHeHUN
MaciTaba HHGOPMaI[MOHHOW CUCTEMbBI WK 3HAUMMOCTH 00pabaThiBaeMoi B Hell MHGOPMaLIUH.

Pe3ynbrathl  Kaaccuukaiuu  MHGOPMAILMOHHON  CUCTeMbl  OGOPM/ISIFOTCS  aKTOM
K/1accuukalyu.

Knacc 3amuieHHOCTH MH(OPMALMOHHOM CUCTeMbl, (DYHKIJMOHUPOBaHWE KOTOPOU
rpeAriosaraeTcss Ha 0Oa3e WHMOPMAIMOHHO-TEIEKOMMYHUKALIMOHHON WH(PaCTPYKTyphI LIeHTpa
00pabOTKM [aHHBIX!, He [O/DKeH ObITh BBIMIE Kjlacca 3alUI[eHHOCTH WH()OPMAIMOHHO-
TeJIEKOMMYHHUKAIIMOHHON MH(PPaCTPYKTYPHI LieHTpa 00paboTKY JJaHHBIX.

14.3. Yrposel 6e3omacHocTM HWH(OPMALMK OMpefeNsoTCS TI0  pe3y/bTaTaM OLeHKH
BO3MOXXHOCTel (TOTeHIMana) BHEIIHWX W BHYTPEHHUX HapylliuTesel, aHaiud3a BO3MOKHBIX
ySI3BUMOCTeH MH(MOPMAIIMOHHON CUCTEMbI, BO3MOXKHBIX CITOCO0O0B peanmM3alyy yrpo3 6e3omacHOCTH
uHpOpMaLlMM U TIOCTENCTBUM OT HapylleHWs CBOWCTB Oe3omacHOCTH — WH(OpMAaIUH
(KoH(UeHIMaNbHOCTH, LIeJIOCTHOCTH, JOCTYITHOCTH).

B KauecTBe HCXOJHBIX MAAHHBIX JJIsi OTpeje/ieHus yrpo3 Oe3omacHOCTU HHGbOpMaIUu
WCTI0/Tb3yeTcsl OaHK ZaHHBIX yrpo3 6e3omacHocty nHbopmaimu (bdu.fstec.ru), BegeHue KOToporo
ocywectBiasiercs  PCTOK  Poccuv B COOTBETCTBMM € MOOAMNYHKTOM 21 MyHKTa
8 Tlonoxenuss o DenepanbHON Ccaykbe MO TeXHUUECKOMY U 3KCTIOPTHOMY KOHTDOJIIO,
yTBepkAeHHoro Yka3om Ilpesugenta Poccuiickort @epepauyu ot 16 aBrycra 2004 r. Ne 1085
(Cobpanue 3akoHogaTenscTBa Poccuiickoit ®epepariuu, 2004, Ne 34, cr. 3541; 2006, Ne 49,
ct. 5192; 2008, Ne 43, ct. 4921; Ne 47, ct. 5431; 2012, Ne 7, cT. 818; 2013, Ne 26, ct. 3314;

1 ITyskr 5.3 MeroguuecKdx yKasaHWM I10 OCYIIECTBJEHHIO yueTa HH(GOPMALMOHHBIX CHUCTEM U KOMIIOHEHTOB
MH(POPMAaLMOHHO-TeIeKOMMYHUKALIMOHHON HMH(QPACTPYKTYPbl, YTBEP)K/eHHBIX TIpHKa3oM MUHKOMCBs3H Poccrm
ot 31 mast 2013 . Ne 127 (3apeructpupoBaH MunroctoM Poccuu 5 Hosiopst 2013 1., peructpauumonHbiii Ne 30318),
C yueTOM U3MeHeHUid, BHEeCEHHBIX MpHKa3oM MMHKOMCBs3KM Poccun ot 15 utoHst 2016 . Ne 266 (3apeructprpoBaH
Muntoctom Poccun 14 utonst 2016 r., pervctpaiioHHbIN Ne 42853).
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Ne 53, ct. 7137; 2014, Ne 36, cT. 4833; Ne 44, cT. 6041; 2015, Ne 4, cT. 641; 2016, Ne 1, cT. 211)
(manee - 6aHK JaHHBIX yrpo3 Oe3omacHoctu uHpopMmaru ®CTOK Poccuu), a TakkKe HHbIE
MCTOYHUKH, COZIepyKallfie CBeJleHHs1 00 ySI3BUMOCTSIX M yrpo3ax 06e30macHOCT HH(OpMaLIUH.

[lpu omnpegenenun yrpo3 0Oe3ornacHOCTH WH(OPMALMK  YUMTBHIBAIOTCS  CTPYKTYPHO-
(yHKLMOHA/IbHbIE  XapaKTepPUCTUKK WH(GOPMALIMOHHOM CUCTEeMBbl, BK/IOUAIOIIe CTPYKTYpPYy
M CcocTaB MH(OPMALMOHHOW cuUcTeMbl, (u3UUYeckue, Jioruueckue, (yHKLMOHATbHbIE
U TeXHOJIOTUYeCKHe B3auMOCBSI3U MeXKIy CerMeHTaMu HH(OPMALMOHHOW CUCTEeMbI, C WHBIMHU
MH(OPMAaLIMOHHBIMU CUCTEMaMU U UH(OPMALIMOHHO-Te/IeKOMMYHUKAIL[MOHHBIMU CETSIMU, PEXXUMBbI
obpabotku wuH(popMaumMu B HWHGOOPMALIMOHHOW CHCTeMe W B ee OTAeNbHbIX CerMeHTax,
a TaKKe WHble XapaKTePUCTUKU WH(OPMALIMOHHOW CUCTEeMbl, MpUMeHsieMble WHGhOpPMaliOHHbIe
TeXHOJIOTUM 1 0COOEHHOCTH ee PYHKI[MOHUPOBAHMUSI.

Ilpu ompefeneHun yrpo3 Oe3omacHOCTH WHGOpMalMKM B HMH(OPMAI[MOHHOW CHCTEMe,
(hyHKIIMOHMPOBaHKE KOTOPOU Tpe/rio/araeTcs Ha 6a3e MH(POPMaI[MOHHO-Te/IeKOMMYHHUKALIMOHHOMN
MHGPACTPYKTYPhl LieHTpa 00pabOTKM [AHHBIX, JO/DKHBI YUYMTHIBATBCS YTPO3bl 0€30MacHOCTH
vHbopMaLMy, akTyaslbHble [ WH()OPMALMOHHO-TeIeKOMMYHUKAL[MOHHONW UWH(PaCTPYKTypPhI
1[eHTpa 00pabOTKY IaHHBIX.

[To pe3ynbraTtam ormpefiesieHUss yrpo3 Oe3omacHOCTH WH(OPMAIUM TMPU HeoOXOAUMOCTH
pa3pabaTbIBalOTC ~ peKOMeHJalMM 10  KOPPEeKTUPOBKe  CTPYKTYPHO-(QYHKLHMOHATbHBIX
XapaKTepUCTUK MH(OPMALIMOHHOW CHCTEeMbI, HallpaB/ieHHbIe Ha 0/IOKMpOBaHWe (HeHTpasr3aliio)
OTZe/bHBIX yTrpo3 Oe30macHOCTH MHPOPMaLIUH.

Mogens  yrpo3  Ge3ornacHOCTH  MH(OpPMALMM  [O/DKHA  COZEp)KaTb  OIMMCaHUe
VH(OPMaLMOHHOM CUCTEMbl W €ee CTPYKTYPHO-(PYHKLIMOHA/IbHbIX XapaKTEPUCTUK, a TakKke
orvcaHde yrpo3 0Oe3oracHocTM UWHGOpPMalMM, BK/IIOYalolljee OMKMCcaHue BO3MOKHOCTeM
HapyluTenel (Mofe/ib HapylIUTesisi), BO3MOXXHBIX YSI3BUMOCTeM WH(OPMAI[MOHHOW CUCTEMBI,
CriocoboB peanu3aluu yrpo3 6e30rmacHOCTH MH(POPMALMU U TIOCIeACTBUN OT HapyIIeHUs] CBOWCTB
6e3omacHoCTH MHGOPMALIUH.

[nsi ompezneneHus yrpo3 Oe3ormacHOCTH WHGOpPMaUUM U pa3paboTKU MOJenu yrpo3
Oe3zomacHocTH  WH(OpPMaLMK  TIPUMEHSIFOTCS  METOJUYeCKHe  JOKYMEHThI, pa3paboTaHHbIe
u yrBepxzeHHble MCTOK Poccun B COOTBeTCTBUMM C MOANYHKTOM 4 myHKTa 8 IlosoxkeHus
o denepanbHOU Ciy)kKbe MO0 TEXHUYECKOMY M SKCIIOPTHOMY KOHTPOJIIO, YTBEP)KIEHHOTO YKa3oM
[Tpe3ugenta Poccutickoii ®@eneparuu oT 16 aBrycra 2004 r. Ne 1085 (CobpaHue 3aK0HOjaTe/TbCTBA
Poccuiickort @epeparmuy, 2004, Ne 34, ct. 3541; 2006, Ne 49, ct. 5192; 2008, Ne 43, cr. 4921;
Ne 47, cT. 5431; 2012, Ne 7, cT. 818).

14.4. TpeboBanwss K cuctemMe 3amuThl HH(OpMALWMK WHGOPMALIMOHHON CHUCTEMBI
OTIpefieisiFOTCS B 3aBUCUMMOCTH OT KJjlacca 3alluIlleHHOCTH WHGOPMAIL[MOHHON CHUCTeMbl U YTpo3
6e3omacHOCTH MH(OPMAILUH, BK/IFOUEHHBIX B MOZIe/Tb YTpo3 6e30rmacHOCTH UH(MOpMAIHH.

TpeboBaHusi K cucTeMe 3amuThl WHGOPMaM UHMOPMAIIMOHHON CHUCTEMBI BK/TFOUAOTCS
B TeXHUWYeCKOe 3a/laHue Ha Co3jaHue MH(OPMALMOHHOW CUCTeMbl U (WIM) TeXHUUeCKoe 3aJjaHue
(uacTHOe TexHWUECKOe 3a/laHhe) Ha CO3/laHHhe CUCTeMbl 3alluThl MHMOPMAaIMKi WH(POPMaLMOHHOM
CUCTEMBI, pa3pabaTbIBaeMble C y4eToM I'OCT 34.602, I'ocT P 51583
1 I'OCT P 51624, u f0/KHBI B TOM YHUC/Ie COJeprKaTh:
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1[eJTb U 3a/1auu 00ecrieueHus 3alUThl MHPOPMaIy B UH(GOPMAL[MOHHOM CHUCTEME;
KJIaCC 3alUILeHHOCTH UH(POPMAaLMOHHOW CUCTEMBI;

rnepedyeHb HOPMATHMBHLIX IIPABOBBLIX dKTOB, METOAWYECKHUX AOKYMEHTOB WM HALIMOHAJIBHBIX
CTaHAAPTOB, KOTOPbLIM A0J/DKHA COOTBETCTBOBATH I/IHQ)OpMaL[I/IOHHaH cucrema,

repeyeHb 00BHEKTOB 3alUThI UHPOPMALIMOHHOW CUCTEMBI;

TpeOOBaHMSI K MepaM M CpeACTBaM  3alUThl  MHGOpPMALMH, TMPUMEHSeMbIM
B MH(QOPMALMOHHOW CUCTeME;

cTaauu (3Tarbl paboT) CO3/[aHUSI CUCTEMBI 3aIUTHI MH(POPMALTMOHHOM CUCTEMBI;

TpeOOBaHMSI K TIOCTaB/IsieMbIM TEXHUUECKHUM CpeJCTBaM, MPOrPaMMHOMY 00ecreyeHuro,
CpeACTBaM 3allUThl MHGOPMaLUY;

GyHKIMM ~ 3aKa3uMKa U ormepaTopa 1o  obecrmieueHWIO  3alUThl  MUHGOpPMAaIUK
B MH(OPMAIOHHOM CUCTEME;

TpeOOBaHMSI K 3alUuTe CPeACTB M CHUCTeM, 00ecreurBarOIUX (YHKLIMOHUPOBAaHHE
MHPOPMAIMOHHOU crcTeMbl (0OecreunBaroiieid MHPPACTPyKType);

TpeOOBaHUsI K 3aliuTe MHGOpPMALMU TIPU WH(POPMAIIMOHHOM B3aMMO/EMCTBUM C WHBIMU
WH()OPMALIMOHHBIMU CHUCTEMAMU M HWH(OPMAIMOHHO-TE/IEKOMMYHHUKALIMOHHBIMU CETSIMH, B TOM
yKcie ¢ WHPOPMAIMOHHBIMK CHUCTEMaMM YTIOJHOMOYEHHOTO JIMIA, a TakKKe TMpU TPUMEHEeHUH
BBIUMC/TUTE/TBHBIX PECypCoB (MOLHOCTeH), TMpeJoCTaB/sEMbIX YIIOJHOMOYEHHBIM JIULIOM /ISt
06paboTky nHbOpMaIHH.

[lpu ompegeneHun TpebOBaHMK K CHUCTeMe 3allUThl WHGPOPMALMKU HWH()OPMAI[MOHHON
CUCTEMbI YUYMTBLIBAKOTCS TIOJIOXKEHHUSI TIOIMTHUK obOecrieueHUs WHGOPMAIIMOHHON 0e301acHOCTH
obnagatens wuHbopMary (3aKa3uuKa), a TaKKe TOMUTHK obecrieueHuss WH(POPMALMOHHOM
6e30macHOCTH oOrepaTopa M YIOJHOMOYEHHOIO JIMIla B YacTW, He MPOTHUBOpeYallieid MoUTHKaM
obmagatens nHbopMary (3aKa3umka).

B cnyuyae co3gaHus MHGOPMALMOHHOW CUCTeMbl, (YHKLIMOHUMDOBaHHWE KOTOPOM
nipeArionaraeTcsi Ha 0a3e WHGOPMAIIMOHHO-Te/IEKOMMYHHUKALMOHHOW WH(GPACTPYKTYPhl LieHTpa
00paboTKM [JaHHBIX, [OTOJHUTEBHO OIpefeNsitoTcss TpeboBaHMs 10 3amuTe WH(OPMALWH,
roJijieXxallye peanu3alii B MH(GOPMalMOHHO-Te/IeKOMMYHUKALIMOHHOW HMH(PaCcTPyKType LieHTpa
00paboTKH JAHHBIX.

Pa3paf6oTKa cucrembl 3aliuThl HHPopMauu HHPOPMaLMOHHONW CHCTEMBbI

15. Pa3paboTKa cucTeMbl 3alUThl HHGOPMAaLMK UH()OPMAI[MOHHON CUCTeMbI OpraHU3yeTCs
obnazsarenem nHdopmaluy (3aKa3urukoMm).

PaspaboTka cucTembl 3al[uThl WHGOpPMaLMK WH(GOPMALIMOHHON CHUCTEMBI OCYIL[eCTB/ISeTCS
B COOTBETCTBUM C TeXHUUECKHWM 3a/laHMeM Ha CO3ZjaHhe WH(OPMAaLMOHHOW CHUCTeMbl U (WJ/IK)
TeXHUUeCKUM 3aZlaHheM (YaCTHbIM TeXHUUeCKWM 3aZlaHieM) Ha CO3/laHHe CHUCTeMbl 3alUThbl
uHpopMmauuu uHpopMaloHHOM cuctembl c yuetoM ['OCT 34.601 «MHdopmaroHHast
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TexHosnorus. KoMIuiekc cTaHJapTOB Ha aBTOMATU3UPOBaHHBbIE CHUCTEMbl. ABTOMAaTH3UPOBaHHbIE
cuctembl. Craguu co3fanus» (manee - 'OCT 34.601), 'OCT P 51583 u I'OCT P 51624
Y B TOM UYKCJIe BK/IFOUAeT:

TPOEKTHPOBaHKE CUCTEMBI 3allIUThl HH(MOPMaIMK HH(HOOPMAaI[MOHHOM CHCTEeMBI;

pa3paboTKy 9KCIUTyaTallMOHHOW [OKYMEHTAllMd Ha CHUCTeMY 3alluThl WMH(pOPMALU
MH(POPMAaLIMOHHOM CHUCTEeMBI;

MakKeTUpPOBaHMEe M TeCTUPOBaHWe CHUCTeMbl 3alluThl HWHpOpMaluuu UHGOPMALIMOHHON
CUCTeMbI (TTPH HeOOXOAUMOCTH).

Cucrema 3amuTthl WHGOpMaLMM MHPOPMALIMOHHOM CHCTeMbI He JI0/KHA IPensTCTBOBATh
JIOCTIDKEHUIO Lieiel co3/iaHust “HQOpMalMOHHOM CUCTeMbl U ee (YHKLIMOHUPOBaHUIO.

ITpu pa3paboTke crcTeMbl 3aIUThl HHGOpPMALIMK UH()OPMALIMOHHON CHCTEMbI YUUTBIBAETCS
ee  MH(OpMALMOHHOe  B3aUMOJEHCTBME C  MHbBIMA  HMH(OPMALMOHHBIMM  CHUCTEMaMH
YW UH(OPMaIMOHHO-Te/IEKOMMYHHUKALIMOHHBIMU CETSIMU, B TOM 4YMC/Ae C HUH(OPMalMOHHBIMU
CUCTeMaMM YTIOJTHOMOYEHHOIO JIMLja, a TakKe IIpUMeHeHHe BbIYUC/IUTE/bHBIX peCcypcoB
(Mo1ITHOCTE}H), TPej0CTaB/IsIEMBIX YTIOTHOMOUEHHBIM JIULIOM 711 00paboTKy MH(MOpMaLUH.

15.1. Ilpy NpoeKTHPOBaHUM CHUCTEMBI 3aLUTHI UH(OPMaLM1 UH(POPMALIMOHHON CUCTEMBI:

OTIpe/IeNIAIOTCSl TUILI CYyOBeKTOB JOCTyra (I0Jib30BaTesd, TPOLeCChl U WHble CYObeKThI
J0CTyTa) U 00BEKTOB JIOCTYTIA, SIBJISIOIIMXCSI 00beKTaMH 3al[UThI (YCTPOWCTBA, 00BEKTHI (aiiIoBOM
CHICTEMBI, 3aITyCKaeMble ¥ UCIIOJTHSIeMble MOJY/A, 00bEeKThI CUCTEMBI yIpaB/ieHns1 0a3aMu JaHHbIX,
00BEKTBI, CO3/laBaeMble TIPUK/IaZHBIM TIPOrPaMMHBIM 00ecrieueHreM, UHbIe 00beKThI I0CTYTIA);

OTIPe/IeNIIOTCS. METOABI YIIPaBJeHUsT JOCTYTIOM (AMCKPEeIMOHHBIN, MaHAATHBINA, pPOJIeBOU
WIA WHbIe MEeTO[bl), THIMbI JOCTyra (UTeHWe, 3aruCh, BHITIOJTHEHHWE WM WHbIe TUITbI JOCTYTIA)
Y TIpaBW/Ia pasrpaHUueHHs I0CTyMa CyObeKTOB 0CTymna K 00beKTaM 0CcTyra (Ha OCHOBe CITHCKOB,
MeTOK  0e30macHOCTH, pormei M WHBIX  TIpaBWI), noJijie)kalljie  peayu3aluu
B MH(OPMAIMOHHOM CUCTEME;

BBIOMPAIOTCS Mepbl 3alUThl MH(OPMALIMK, TIOZJIe)Kall[ie peann3alii B CUCTeMe 3allUThI
vHopMaLy UHPOPMAaLMOHHOW CUCTEMBI;

OTIpe/IeNIAI0TCS.  BU/ABI W TUIBI CPEACTB 3alUThl WHGOpMaluM, o0b0ecreurBaroliye
peanv3alyio TeXHUUeCKUX Mep 3aluTbl MHGOpMaLiy;

oripeZiesisieTCsl CTPYKTypa CHUCTeMbl 3allluThbl WUH(OpPMalUu HUHGOPMALIMOHHOW CUCTEMBI,
BKJ/TFOYasi COCTaB (KOJIMUECTBO) U MeCTa pa3MellleHUsI ee 3/IeMeHTOB;

OCYLIeCTB/IsSIeTCS  BbIOOD  CpeACTB  3alUThl  MH(OpMALUM,  CepTU(QULMPOBAHHBIX
Ha COOTBeTCTBMe TpebOoBaHUsIM 1O Oe3omacHOCTU WHGOpPMALMK, C YYeTOM HX CTOUMOCTH,
COBMECTUMOCTH C MH(OPMAL[MOHHBIMM TEXHOJIOTHSIMM U TeXHUYECKUMHU CpeZCTBaMH, (YHKLMI
0e30MacHOCTH 3THX CpeJCTB M 0COOEHHOCTel MX peanv3aliy, a Takke Kacca 3allHIl[eHHOCTH
VMH(OPMaLMOHHOM CUCTEMBI;

oripeZiensitoTcsl  TpebOBaHMsI K IapaMeTpaM HAaCTPOWMKH TPOrpaMMHOr0 obecrieyeHwus,



BK/TIFOUasi TpOrpaMMHOe obecrieueHWe CpeJCTB 3alUThl  WH(OpMaruy, obecrieurBaroIiye
peanu3alii0 Mep 3alllMThl WHQPOPMAalMM, a TakKe YCTpaHeHWe BO3MOJKHBIX YsI3BUMOCTeH
WH(OPMALIMOHHOW CUCTEMBI, TIPUBOASAIINX K BOSHUKHOBEHHUIO YyTpo3 6e30macHOCTA HH(OpMaLIiy;

OTIpe/IeISIFOTCS Mephbl  3allUThl MH(OPMALMK TpU HMHMOPMALMOHHOM B3aUMO/EHCTBUU
C UHBIMU MH(MOPMALMOHHBIMUA CUCTEMaMK ¥ MH(OPMALIMOHHO-TeJIEKOMMYHHUKAI[MOHHBIMU CETSIMHU,
B TOM UKCJ/Ie C UHPOPMAIIMOHHBIMU CHUCTEMaMHU YTIOJTHOMOYEHHOTO /WA, @ TAKXKe TIPY MPUMEHEeHUH
BBIUMC/TUTE/TBHBIX PECypcoB (MOL[HOCTeH), MpeJoCTaB/IseMbIX YIIOJHOMOYEHHBIM JIULIOM /ISt
00paboTKH MH(OPMAaIIH.

Pe3ysibTaThl MPOEKTHPOBaHUS CUCTEMBI 3all{UThl MHPOPMaLK UH()OPMaLMOHHON CUCTeMbl
OTPa’KarOTCS B MPOEKTHOM JOKYMEHTAaI[UH (3CKU3HOM (TEXHHUUECKOM) TIpOeKTe U (Wiu) B paboueit
JOKyMeHTalu1M) Ha  WHGOpPMAlMOHHYI0  cucTeMy  (cucTemMy — 3allluThl  MHQOpMaLMU
MHPOPMAIIMOHHOW cHCcTeMbl), pa3pabateiBaembix ¢ ydetom ['OCT 34.201 «MudopmaumoHHas
TexHosorusi. Komruiekc CTaHJapTOB Ha aBTOMAaTHM3WPOBaHHbIE CHUCTeMbl. BUbl, KOMIUIEKTHOCTh
u obo3HaueHne JIOKYMEHTOB npu CO3/laHUHU aBTOMAaTHU3UPOBaHHBIX CUCTEM»
(manee - 'OCT 34.201).

[TpoekTHasi [OKyMeHTalysi Ha WUH(OPMALIMOHHYIO CUCTeMy W (WU/IM) ee CHUCTeMY 3allUThbl
vH(bOopMalLMK Mo//IeXXaT COrIaCOBaHUIO C OMepaTOpOM UH(OPMALMOHHOW CUCTEMBI B C/lydae, eciii
OH oOrpefie/ieH TakOBbIM B COOTBETCTBMM C 3aKOHOJaTe/nbCTBOM Poccuiickoii depepauyu
K MOMEHTY OKOHYaHWsI TPOEeKTUPOBaHMUSI CUCTEeMbl 3allliThl HHGOpMauuyd WHGOPMaLMOHHON
CUCTeMBbI U He SIBJISIeTCS 3aKa3UMKOM JaHHOM UH(POPMAaLJMOHHOUN CUCTEMBI.

[Ipy OTCYTCTBUM HEOOXOAWMBIX CpPeACTB 3all[UThl WHGOPMALMK, CepTUPULIMPOBAHHBIX
Ha COOTBeTCTBUe TpebOOBaHMSAM 110 0Oe3omacHOCTH WHGOpPMAI[MK, OpraHu3yeTcs pa3paboTka
(mopaboTka) cpeAacTB  3allUThl  WMHGPOPMALMM M MX CepTUUKAIUS B  COOTBETCTBUU
C 3aKoHOJaTesnbCTBOM Poccuiickort ®defepaniiv WM NPOM3BOAUTCS KOPDPEKTHPOBKA MPOEKTHBIX
pellieHMli 10 HMH(OPMAaLMOHHOW CUCTeMe W (U/IM) ee cHUCTeMe 3alliiThl MH(pOpMalLMU C Y4eToM
(OyHKL[MOHA/IBHBIX ~ BO3MOXXHOCTEM  MMEIOIIUXCS  CepPTU(ULIMPOBAHHBIX  CPEeZCTB  3all[UThI
VH(pOopMaLH.

[lpy TIPOEKTHPOBAHMU CHUCTeMbl 3alUThl HHGOpPMalMU HHGOPMALIMOHHON CHUCTEMBI,
(YHKI[MOHMPOBaHWe KOTOPOU Tpe/rnosaraeTcss Ha 6aze WHPOPMaIMOHHO-Te/IeKOMMYHHUKALMOHHOMN
WH(PACTPYKTYpbl IleHTpa 00pabOTKM [JaHHBIX, [/ OJIOKMDOBAHUSI aKTyalbHBIX yrpo3
6e3omacHoCTH MH(OPMALMK MOTYT OBITh MPUMEHEeHbI Mephl 3allUThl HHPOPMAIUH, peasnu3yemble
B MH(OPMaLIMOHHO-Te/IeKOMMYHUKALMOHHON MHPPaCTPYKType IieHTpa 00pabOTKHM /JaHHBIX.

15.2. Pa3paboTKa 3KCIUTyaTal[dOHHOW [JOKYMEHTAl[dd Ha CUCTEMY 3allUThl WH(MOpMAaIu
MH(GOPMALIMOHHOM CHUCTeMbI OCYLIEeCTB/SIeTCSI B COOTBETCTBUM C TeXHUUECKHWM 3a/laHHeM
Ha Cco3/jaHre UH(POPMAaI[MOHHOM CUCTeMbI U (WIK) TeXHUUECKHUM 3a/laHreM (4aCTHBIM TeXHUUYeCKUM
3a/laHMeM) Ha CO3/laHre CUCTeMbl 3allUThl UHPOpMauu UH(OOPMALIMOHHON CUCTEMBI.

OKcITyaTaloOHHasl [JOKyMeHTallysl Ha CUCTeMy 3alluThbl MHGOpMaluu UH(POPMAal[MOHHOM
CHUCTEeMBI pa3pabaTtbiBaeTcs C y4eTom I'ocT 34.601, r'ocr 34.201
u I'OCT P 51624 v fo/KHa B TOM YUCJIe COZeprKaTh OMUcaHue:

CTPYKTYPbI CUCTEeMBI 3allUThl UH(GOpMaLu UHGOPMAaLMOHHOW CHUCTeMBbI;
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cocTaBa, MeCT YCTaHOBKM, IapaMeTpOB U TOpsiiKa HACTPOMKW CpeJCTB  3allUThl
MH(OpMaLMK, POrpaMMHOro obecrieueHust U TEXHUUeCKHUX CPeJCTB;
MIpaBUJ/I 3KCIITyaTalldy CUCTeMBbI 3all{MThl MTH(POPMaLU1 UH(OPMALIMOHHON CUCTEMBI.

15.3. Ilpy MakeTMpOBaHMM M TEeCTUPOBAaHUM CUCTEMbl 3alUThl MH(OPMaLWH
MH(POPMAaLIMOHHOM CUCTeMbI B TOM YKCJ/Ie OCYILeCTBIISIOTCS:

MpoBepKa paboTOCTIOCOOHOCTM W COBMECTHUMOCTH  BBIOpDAHHBIX CpEeZCTB  3all[UThI
uH(opMarLyy ¢ UHGOPMALIMOHHBIMU TEXHOJIOTHUSIMHM U TEXHUUECKUMU CPe/ICTBAMU;

IpOBE€PKad BbIINNO/IHEHUA BI:I6paHHbIMI/I CpeaCTBaMu  3adllJUThHI I/IHd)OpMaL[I/II/I Tp660BaHI/II\/’I
K CUCTEME 3dIUThI I/IHq)OpMaL[I/II/I HHCl)OpMaHHOHHOﬁ CHUCTEeMBI;

KOPPEKTUPOBKA IMPOEKTHBIX pelleHHH, pa3paboTaHHBIX MpPH CO3[aHHUK HWHMOPMAILMOHHON
CUCTeMbI U (M) CUCTeMBI 3allUThl MH(GOPMalK UHGOPMAaIMOHHON CHCTeMBI;

MdKeTHPpOBaHUE CHUCTEeMbI 3dlUTHI I/IHCl)OpMaL[I/II/I I/IHCl)OpMaL[I/IOHHOI\/JI CHUCTEeMbI
U ee TeCTHpOBaHMe MOXXET IIPOBOJUTHCA B TOM 4MC/e C HCIIOJIb30BaHHWEM CpeACTB WM METOAO0B
MOJe/InpOBaHuA I/IHCl)OpMaL[I/IOHHLIX CHUCTEM U TEXHOIOTHUI BUPTYya/IM3al|UH.

BHe/ipeHue cucreMsl 3al{uThl HHGopManuu HHGOPMaLOHHOM CHCTEMBbI

16. BHeapeHue cuUCTeMbl 3alUThl UHPOPMaLMM UHPOPMALIMOHHOW CHCTeMbl OpraHU3yeTCs
obmagaTeneM nHGOpPMAaLUH (3aKa3UMKOM).

BHezipeHre crcTeMbl 3amyuThl MH(OOPMAIUK WHPOPMALIMOHHOW CUCTEMBI OCYI[ECTB/ISETCS
B COOTBETCTBUM C TIPDOEKTHOW W SKCIUTyaTallAOHHOW JOKyMeHTal[iell Ha CHUCTeMY 3alllUThI
vHdopMaly HHOOPMaI[MOHHOW CUCTeMbI U B TOM UKC/Ie BK/IIOYaeT:

YCTaHOBKY M HaCTPOMKY Cpe/iCTB 3alUThl MH(OpPMAaLMK B UH(POPMAL[MOHHOW CUCTEME;

pa3paboTKy [JOKyMEHTOB, OMpeJe/siouX TpaBula U TpOLeyphbl, peasr3yeMble
oriepaTopoM i oOecrieueHHs 3all[UThl WH(OpPMarK B HMHGOPMALIMOHHOW CHCTEMe B XO7e
ee SKCIUTyaTallud (fJanee - OpraHM3alMOHHO-PACIIOPSIAUTEIbHbIE [JOKYMEHThI TI0 3alluTe
vHpopMalun);

BHe/IpeHHe OpraHM3al[MOHHBIX Mep 3allUThl UH(OPMAaLUH;
TNpeJjBapyTe/IbHble UCIBITAHUS CUCTEMBI 3allMThl MH(POPMaLMy NH(OPMaLJMOHHOM CUCTEMBI;
OTIBITHYIO KCILTyaTalMi0 CUCTEMBI 3alUThl MH(OpMAaLM MUHPOPMAaLMOHHOW CUCTEMBI;

aHanu3 ys3BUMoOCTeld MH(GOPMAIIMOHHOW CUCTeMbl W MPUHATHE Mep 3allluTbl UH(POpMaLUU
TI0 UX yCTPaHeHUIO;

MnpreMOUYHbIe UCITbITaHUA CHUCTEeMBI 3allIUThI I/IHCl)OpMaL[I/II/I HHCI)OpMaL[HOHHOﬁ CHUCTEeMBI.

K BHezpeHUI0 crcTeMbl 3alUThl UHQOPMALMU MHGOPMALMOHHON CHUCTEMbl MPHBJIEKAeTCs
orlepaTop  MH(QOPMALMOHHOM  CHUCTeMbI B  C/Ay4yae, €eCAM OH OlpejefeH TaKOBbIM
B COOTBETCTBUU C 3aKOHOZATenbCTBOM Poccuiickor ®ejiepaiii K MOMEHTY BHeJDEHUsI CUCTEMBbI
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3anmTel  vHGopMalMK MHGOPMALIMOHHON CHUCTeMbl W He SBJ/SeTCS 3aKa3uyukoM JIaHHOM
VMH(OPMaLMOHHON CUCTEMBI.

16.1. YcraHOBKa U HaCTpOWKa CPeJCTB 3alMThl UHPOpPMALMU B MH(OPMAaLIMOHHOW CHCTeMe
JIO/JDKHA  TIPOBOJUTBCS B~ COOTBETCTBUM  C  SKCIUTyaTallMOHHOM  JOKyMeHTaLuei
Ha CUCTeMy 3alliuThl MH(OpMaLK HMHGOPMALMOHHOM CUCTeMbl M JOKyMeHTaluell Ha Cpe/CcTBa
3aIUThl MH(GOpPMaLUH.

CpezctBa 3auuThl MH(OpMaLUM, yCTaHaB/lMBaeMble B HWH(OPMAL[MOHHOW CHUCTeMe,
(byHKIMOHUPYIOIel Ha 6a3e MHPOPMAIMOHHO-Te/IeKOMMYHHUKALIMOHHON MH(PACTPYKTYPhI LIEHTpa
00paboTKM JJaHHBIX, OJDKHBI OBITH COBMECTUMBI MeXy COOOH, a TakKe CO CpeZiICTBaMH 3alllUThI
vHpoOpMallMY, YCTaHOB/IEHHbIMM B WH(OPMAaLIMOHHO-TeJeKOMMYHUKALMOHHONW WH(PacTPyKType
L[eHTpa 00pabOTKM JaHHBIX.

16.2. PaspabaTbiBaeMble OpraHM3alOHHO-PACTIOPSAUTE/bHbIE [JOKYMEHTBl 0 3alljuTe
vH(OpMaLY 0/DKHBI OIpeesisiTh paBu/ia v NMpoLeyphl:

ynpas/jeHusi (aAMUHUCTPUPOBaHUSI) CHACTEMOW 3aluThl UH(QOpPMaLMU HH(OPMaLMOHHOM
CUCTEMBI;

BbISIB/IEHUS] WHLUZEHTOB (OZHOTO COOBITHSI WM TPYIIIbI COOBITHI), KOTOpbIe MOTYT
npyuBeCcTH K cO0OSIM WM HapylleHWto (YHKLMOHUPOBAaHUS WH(GOPMAIIMOHHON CHUCTeMbl U (W/IN)
K BO3HUKHOBEHHIO yrpo3 Oe3oracHocTd uHpopMalu (fasee - WHIWUJEHTbI), ¥ peardupoBaHUs
Ha HUX;

ympaBjieHus KOHGUrypailyeld aTTeCTOBAaHHOW WH(OPMAIIMOHHOW CHUCTeMbl U CUCTEMbI
3ai[uThl HHGOPMAI[MK UHPOPMAIIMOHHOM CHCTEMBI;

KOHTpO/IsT (MOHMTOPHMHIra) 3a o0ecrieueHHWEM YPOBHS 3all[UIIIEHHOCTH WH(OPMaIUH,
coiep>kailieiicsi B MHGOPMalL[MOHHOM CcHCTeMe;

3amuThl MHGOPMALIMK TIPY BBIBOZIE W3 SKCIUTyaTaldd WH(GOPMALMOHHON CHUCTEMBI WA
TI0C/Te TIPUHATHS peliieHust 00 OKOHUaHWM 00paboTKM MH(OPMALIH.

16.3. [1pu BHeipeHUM OpraHu3alMOHHbIX Mep 3allUThl UHPOPMAaLUU OCYLLeCTBIISIOTCS:

peanu3alisi TIpaBW/I pa3TPaHUYeHMs] [OCTyIa, perJiaMeHTHPYIOIIUX TIpaBa [OCTyTia
CyOBeKTOB /10CTyTa K 00beKTaM JOCTYTIa, U BBeJileHHe OrpaHUueHUi Ha [IeMCTBHS T0b30BaTesew,
a TaK)Ke Ha M3MEHEHHe YCJIOBUH JKCITyaTalldy, COCTaBa U KOHPUIYpallud TeXHHYeCKUX CPeJCTB
Y TIPOrPaMMHOT0 00ecrieueHust;

MpoBepKa IIOJIHOTHI M [IeTaJIbHOCTU OMNMCAHWS B OpraHU3al[MOHHO-PaCIoOpsAUTe/bHBIX
JOKYMeHTax Mo 3amure HWH(GOpMaLUWMy [eUCTBUM TO/b30BaTesied W aJ[MUHUCTPaTOpPOB
VH(OPMaLMOHHOM CUCTEMBI 110 pean3aliiy OpraHrM3alOHHbIX Mep 3alUuThl TH(OpMaLuy;

oTpaboTKa  JeWCTBUN  [JO/DKHOCTHBIX JIL] W TO/pa3fie/ieHud, OTBETCTBEHHBIX
3a peasiM3alMio Mep 3allUThl UH(QOPMALUU.

16.4. IlpenBapuTenbHble WCHBITAHUS CUCTEMbI 3al{UThl WH(OPMAaLWK HWH(OPMAaLMOHHOW
cucteMsbl rpoBoaaTcs ¢ yuetom 'OCT 34.603 «MHdbopmaiioHHasi TexHoJ/I0rusi. Buibl UCIibITaHUM
aBTOMAaTU3UpPOBaHHBIX cuctem» (ganee - T['OCT 34.603) u BKIHOYAKOT TNPOBEPKY
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paboTOCIOCOOHOCTH CUCTEMBbI 3allUThl WMHGPOpPMaLKK HWHGOPMALIMOHHON CUCTeMbl, a TaKxkKe
NIDUHATHE pelleHHss O BO3MOJKHOCTH OIBITHOM 3KCIUTyaTaliM CUCTeMbl 3alliiThl MH(pOpMaLu
VH(OPMaLMOHHON CUCTEMBI.

16.5. OmnbITHas SKCITyaTaldsi CUCTeMbI 3allUThl MHPOpPMaLMu WH(GOPMALIMOHHON CHUCTEMbI
nipoBoguTcs ¢ yuyetrom 'OCT 34.603 u Bk/rOUaeT npoBepKy (yHKLIMOHUPOBAHUSI CUCTEMBI 3alL{UThI
vHpopMalid HMHGOPMAIIMOHHOM CHUCTeMbl, B TOM UHC/Ie peajM30BaHHbIX Mep 3allUThI
vHopMalyy, a TaKxKe TOTOBHOCTb T0JIb30BaTesnen " aZIMMHUCTPATOPOB
K 9KCIUTyaTaliy CUCTEeMBbI 3al{UThl MH(pOpMaLu1 NH(GHOPMaLIMOHHON CUCTEMBI.

16.6. AHanu3 ys3BUMOCTell WH(POPMAI[MOHHOM CHUCTeMbl TIPOBOAUTCS B 1[e/IIX OLIEHKU
BO3MOJKHOCTH TIPEO/IOJIeHUs] HapyILIWTe/leM CHUCTeMbl 3alUThl MHQPOpPMaLWy HUH(OPMaLMOHHOMN
CHUCTEMBI ¥ TIPeJJOTBPallleHHs peanr3alyy yrpo3 6e3onacHoCTy HHGpOpMariyy.

AnHanu3s ysa3BUMOCTel MH(OPMALIMOHHOM CUCTEeMBbI BK/IFOUaeT aHa/lu3 ysI3BUMOCTel CpeJiCTB
3amuThl MH(GOPMALIMK, TEXHUYECKUX CPeJCTB M MPOrpaMMHOrO obecrieueHrsi MH(OPMALIMOHHOMN
CUCTEMBI.

[Mpu aHanu3e ysa3BUMOCTeld WH(GOPMALIMOHHOW CUCTEMbl TIDOBEpsSieTCsl OTCYTCTBHE
V3BECTHBIX  YA3BUMOCTeM  CpeACTB  3aluThl  HMH(pOpMAalLM{,  TeXHWYeCKUX  CpeJCTB
M T1porpaMMHOro obecrieyeHus, B TOM UYHCAe C YyuyeToM WHGOPMaLUM, HMeIOLencst
y pa3paboTuMKOB W TOAYYeHHOM W3 [PYrux O0OIeOCTYNHbIX WCTOYHUKOB, TMPaBUIbHOCTh
YCTaHOBKM M HACTPOMKHU CPeJCTB 3alliUThl MH(OpPMALUY, TeXHUYEeCKUX CPe/CTB U MPOrpaMMHOIO
obecrieueHrs, a  TakKe  KOPPEeKTHOCTb  pabOThl  CpejCTB  3alldThl  MH(pOpMaLUU
IIpY UX B3aMMOJeHCTBUY C TEXHUUECKUMU CPeJICTBaMU U IPOrpaMMHbBIM obecrieyeHueM.

B ci1yyae BbIAB/IEeHMS  YA3BUMOCTeM WH(OPMALMOHHOM  CHUCTeMbl, IPUBOJALLMX
K BO3HUKHOBEHMIO JIOTIOJTHUTEeNbHBIX yTrpo3 Oe3omacHOCTH MH(OPMALUM, MPOBOAUTCSI YTOUHEHUE
Mo/iesid yrpo3 6e30macHOCTH UH(OPMALUK 1 TIPY He0OX0JUMOCTU TTPUHUMAIOTCS [IOTIOJTHUTEe TbHbIe
Mepbl 3aluThl MH(GOpMAalMM, HalpaBleHHble Ha YCTpPaHEHUe BBbISBIEHHBIX YSI3BUMOCTEM WU
VICK/TIOYaIOIIIie BO3MOXXHOCTh UCIO/Ib30BaHUS HApYLLIUTE/IeM BbISIBJIEHHBIX ySI3BUMOCTEM.

[To pesynbTaTaM aHa/au3a ysSI3BUMOCTeM  [JO/DKHO  ObITb  TOATBEP)KIEHO,  UTO
B MH(pOPMAI[MOHHOM CHCTeMe OTCYTCTBYIOT YSI3BUMOCTH, COJeprKalyecss B OaHKe [JaHHBIX yrpo3
6e3onacHocty  uHbopmarmu DPCTOK Poccuu, a TakkKe B MHBIX HCTOYHHKAX, WM
MX UCII0/Ib30BaHMe (3KCIUTyaTalysi) HapyLuuTe/ieM HeBO3MOJKHO.

16.7. IlpreMoYHbIe UCITBITAaHUS CUCTEMBI 3al{UThl UH(OpMaLi HH(GOPMALIMOHHON CUCTEMBbI
nipoBogsTcs ¢ yuyetroM 'OCT 34.603 v BK/IIOYAIOT MPOBEPKY BBITIOJIHEHWsT TPeOOBaHMIA K CUCTeMe
3aUThl UH(OpMaLMM UH(OPMaLMOHHOM CHUCTEMbI B COOTBETCTBMM C TeXHUUYECKUM 3a/laHueM Ha
co3faHuve WH(GOPMALIMOHHOW CUCTeMbl U (WIKM) TeXHWYeCKUM 3aZilaHieM (YaCTHBIM TeXHUUYeCKUM
3a/laHeM) Ha CO3/jJaH/e CUCTeMbl 3allUThl MH(POPMAaLMK UH(POPMAaLMOHHOW CUCTEMBI.

AtTtecTanus UH(QOPMaLMOHHON CUCTeMbI U BBO/] €e B /iefiCTBHe

17. Arrectaiusi MHGOpPMALIMOHHON CHUCTeMbl OpraHusyercsi obsazareneM HH(oOpMaLU
(3aKa3uMKOM) WM ONepaTOPpOM M BKJIIOUaeT [IpOBeJleHHMe KOMILIeKCa OpraHM3al[MOHHBIX
U TeXHWYeCKUX MepOIpUATHM (aTTeCTalMOHHBIX MCHbITaHWM), B pe3y/bTaTe KOTOPbIX
MO/ TBEP)KJAeTCSI COOTBETCTBME CHUCTEMbI 3al[UThl HWH(OpPMaLMX HWH(POPMALMOHHOW CUCTEMbI
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HacTosuM TpeboBaHUSM.

[IpoBeseHMe aTTeCTALMOHHBIX HCIbITaHUKM WHGOPMALMOHHOW CUCTEMBI [JO/PKHOCTHBIMU
mviiaMu  (pabOTHMKAMM), OCYILECTB/ISIONIMMU TIPOEKTUPOBaHWEe U (WUIM) BHEAPEHHE CHUCTEMbI
3aluThl HHGOPMAI[MK UHPOPMAIIMOHHOM CUCTEMbI, He OMYyCKaeTCsl.

17.1. B KauecTBe MCXOJHBIX [JaHHbIX, HEOOXOAUMBIX /1 aTTeCTALMd WH(POPMALMOHHOM
CHICTEMBI, WCIIO/B3YIOTCSI MOJe/ib  yrpo3 0Oe3omacHOCTH WH(OpMalWy, akKT KiacCH(pHUKaLN
MH(OPMAaLIMOHHOW CUCTeMbl, TeXHHWYecKoe 3a/laHHe Ha co3jaHue WHGOPMAI[MOHHON CUCTEeMBbI
1 (A1) TeXHUYecKoe 3ajaHve (YaCTHOe TeXHUUeCKOe 3aZlaHue) Ha CO3[aHue CHUCTEeMbl 3allUThl
vHbopMali WHGOPMAlMOHHON CUCTeMbl, TPOeKTHash U SKCITyaTal[MOHHAas [OKyMeHTal[usi
Ha CUCTeMy 3alUThl  UHpOpPMAlMM  UH(OPMALIMOHHOM  CHUCTEMbl, OpraHU3aLMOHHO-
pacropsiivutesibHble JAOKyMeHTbl MO0 3aliuTe WHGOpMalWy, pe3y/abTaThbl aHa/lW3a YsS3BUMOCTEN
MH(OPMAaLIMOHHOW CHCTeMbl, MaTepuasbl MpeJBapUTe/bHBIX U MPUEMOYHBIX UCTBbITAHUN CUCTEMbI
3aIUThl “HGOPMAaLMK UH(OOPMAIIMOHHOW CHUCTEMBI, a TaK)Ke WHbIe JOKYMEeHTbI, pa3padaTbiBaeMble
B COOTBETCTBUU C HaCTOSIIMMU TpeboBaHUSAMHU.

17.2. Arrecraums WH(POPMALMOHHOM  CHUCTEMbl TPOBOAMUTCI B  COOTBETCTBUU
C TIPOrpaMMOM Y MeTOAMKAMU aTTeCTal[MOHHBIX UCIBITAHUM [0 Hadyasa 00paboTKu MH(OpMAaIuu,
nojjieXkaniert  3ammre B MHGOpPMAIMOHHOW  cucTeme. [l TIpOBefieHUs]  aTTeCTallUuu
MH(GOPMaLMOHHON CUCTeMbl MPHUMEHSIIOTCS Hal[MOHa/ibHble CTaHAApThl, @ TAaK)Xe MeTOJuYecKue
JOKYMeHThI, pa3paboTaHHble U yTBep)KaeHHble @CTIK Poccuy B COOTBETCTBHM C TOAITYHKTOM
4 niyHkTa 8 Ilosoxkenusi o demepasbHOM CayKOe 10 TeXHUUECKOMY W 3KCIIOPTHOMY KOHTPOJIIO,
yTBepXkAeHHoro Yka3zoM [pesugenrta Poccutickoit @egepaiuu ot 16 aBrycra 2004 r. Ne 1085.

[To pemeHuro 3aka3udKka (ormepaTopa) aTTeCTallMOHHbIe UCTBITAHUS MOTYT OBITh
COBMeIlL|eHbI C MPOBe/ieHneM TTPUeMOUHBIX UCIbITaHUM WH(POPMal[MOHHOW CUCTEMBI.

[To pe3ynbTaTaM aTTeCTALMOHHBIX UCIBITAHUM 0(OPMJISIOTCSI IPOTOKOJIbI aTTeCTallMOHHBIX
UCTBITAHWH, 3aK/IFOUeHHe O COOTBETCTBUM HHGMOPMALIMOHHOM CUCTeMbI TPEOOBAaHMSM O 3all[UTe
vH(OpMalMK U aTTecTaT COOTBETCTBUS B C/Iyyae TOJIO)KUTEeNbHbIX pe3y/bTaTOB aTTeCTaldOHHBIX
WCTIBITaHUM.

[1pu nipoBeieHUM aTTeCTALMOHHbBIX UCTIBITAHUM [O/DKHBI IPUMEHSTHCS CIe/IyIOLe MeTO/bI
NPOBepOK (UCIIBITaHUM):

9KCTIePTHO-/JOKYMEHTa/IbHBI ~ MEeTOZ, TpelyCMaTpUBAIOIN MPOBEPKY COOTBETCTBUS
cUCTeMbl 3aluThl MH(OPMAIM WH(POPMALIMOHHOM CUCTeMbI YCTaHOBJIEHHBIM TpeOOBaHUSIM
110 3a1UTe UHPOPMALMH, Ha OCHOBE OLIEHKH JKCTITyaTal[MOHHOMN J0KyMeHTAalu1, OpraHU3aljuoHHO-
pacIopsiiuTebHbIX AOKYMEHTOB T10 3aluTe WH(POPMALMH, a TaKXe yCI0BUM (YHKLIMOHUPOBAHUS
YMH(OpPMaI[MOHHOW CUCTEMBI;

aHayM3 ysi3BUMOCTel MH(GOPMALIMOHHOM CUCTEeMBbI, B TOM UMC/Ie BbI3BaHHBIX HelpaBU/IbHOM
HAacTpPOMKOW  (KOHOUIypUpOBaHWEM) TPOrpaMMHOTO  o0ecrieueHWss U CPeACTB  3alUThI
rvH(bOopMaLnK;

WCTIbITaHUSI  CUCTeMbl  3all[UThl WH(OpMAl[Md TMyTeM OCYIIeCTBAeHUs  TOIbITOK
HECaHKI[MOHUPOBAHHOTO /IOCTyra (BO3/elCTBUsA) K WH(POPMALIMOHHOW CHCTeMe B 00Xof
ee CUCTeMbI 3alllUThl MH(OpPMaI1H.
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17.3. [domyckaeTcsi arrecTauysi WH(POPMALIMOHHOM CHUCTeMbI Ha OCHOBe pe3y/bTaToB
aTTeCTAllMOHHbIX HWCIBITAHUNA BbIIe/IEHHOTO Habopa CerMeHTOB WH(OPMALIMOHHOW CHUCTEeMBI,
peaM3yoIUX TIOJIHY0 TEXHOIOTHIO 00pab0TKM MH(pOPMALHH.

B 5ToM ciyuae pacripocTpaHeHMe aTTecTaTa COOTBETCTBUS Ha [pyrue CermMeHThbl
MH(GOPMALIMOHHOM CHUCTeMbI OCYIIeCTB/sSIeTCSl TPU  YCJIOBUM HUX COOTBETCTBUSI CerMeHTaM
VMH($OPMAaLMOHHOM CHUCTEeMBI, MPOLLIe/ILINM aTTeCTalMOHHbIe UCTILITAHUS.

CerMeHT CUWTaeTCs COOTBETCTBYIOLIMM CerMEeHTy  MH(OPMAaL[MOHHOW  CHUCTEMBI,
B OTHOIIEHWH KOTOPOTO ObUTM TPOBeJeHbl aTTeCTAL[HOHHbIE HCIIBITAHUS, eC/IU [Jis YKa3aHHBIX
CerMeHTOB  YCTAHOBJIEHbl — OJMHAKOBble K/acChl  3alMIIeHHOCTH, Yrpo3bl  0Oe30racHOCTH
vH(dOpMalliY, peasM30BaHbl OJMHAKOBbIE TPOEKTHbIe pellleHus M0 WH(OPMALIMOHHOW cucTeMe
Y ee cUCTeMe 3aluTbl HPOpMaLUK.

CooTBeTCTBUE CerMeHTa, Ha KOTOPbIM pacrpoCTpaHsieTcsi aTTecTaT COOTBETCTBUS, CETMEHTY
MHGOPMALIMOHHOM CUCTEMBI, B OTHOIIEHWM KOTOPOTO OBLIM TIPOBE/IeHbl aTTeCTal[HOHHbIe
WCIbITaHUSl, TIOATBEP)KJAeTCS B XO/e MPUeMOYHBIX UCIBITAaHUA WHGOPMALMOHHON CUCTEeMbI WU
cerMeHTOB UH(GOPMAaIJMOHHOW CHCTeMBI.

B cermMeHTax uWHGOpPMalMOHHOM CHUCTEMbl, Ha KOTOpble pacCIpOCTPaHSIeTCs arTecTaT
COOTBETCTBHSI, OMepaTopoM obecrieunBaeTcss COOMIOIeHHe SKCIUTyaTallMOHHOW JIOKyMeHTal[uH
Ha CUCTeMy 3aluThl UWHGOpMalMM WH(OPMAI[MOHHOM CUCTEMBbI U  OpraHuU3al[MOHHO-
pacrnopsiAUTeNbHBIX JOKYMEHTOB 10 3alyiTe UHPOPMAaLUH.

OcobeHHOCTH arTecTalii  WHGOPMALMOHHOM CUCTeMbl Ha OCHOBe De3y/IbTaToB
aTTeCTallMOHHBIX UCIBITAHUHN BbIZIe/IEHHOTO Habopa ee CerMeHTOB, a TaKXKe YCJIOBUS U TOPSJOK
pacrpoCcTpaHeHusl aTTecTaTa COOTBETCTBUSI Ha [Jpyrue CerMeHTbl WH(OPMAalLMOHHON CHCTEeMbI
OTpefiefIII0TCSL B MporpaMMe UM MeTO/MKax aTTeCTAlMOHHBIX HCTbITaHWM, —3aK/IHUYeHUr
Y aTTecTare COOTBETCTBUS.

17.4. ATTectaT COOTBETCTBHUSI BbIIaeTCs Ha BeChb CPOK JKCIUIyaTalud WH(POPMAaLMOHHOU
cuctembl. Oniepatop (o6s1azarenb UHGOPMALMK) B X0/1e SKCIITyaTaliud HHPOPMAaIMOHHOM CUCTEMBI
Jlo/bKeH obecrieunBaTh TIOJ/I€P)KKY COOTBETCTBHSI CHCTEMbI 3alllUThl MH(OpMAalLMM aTTecTaTy
COOTBETCTBUSI B  paMKax  peaju3allid  MepOIpUSATHH,  TPeAyCMOTPEHHBIX  IyHKTOM
18 HacTosimux TpeboBaHMIA.

17.5. BBoj B JeiicTBHe HH(GOPMAlIMOHHON CHCTEMbI OCYILECTB/SETCS B COOTBETCTBUM
C 3aKoHOzaTebcTBOM Poccuiickoii Peseparun 06 nHGopMaryy, WHPOPMAIIMOHHBIX TEXHOIOTHSIX
1 o 3aiute uHpopmaiuu u ¢ yuetom 'OCT 34.601 u npy Ha/IMUMK aTTeCTaTa COOTBETCTBUSI.

17.6. VlndopmarioHHble cUCTeMbl, GYHKI[HOHHUPYOIe Ha Oa3e oOirieli MHPPACTPYKTYphI
(CpeaiCcTB  BBIUMC/IUTE/IBHONW TEXHUKH, CEPBEPOB  Te/IeKOMMYHHMKALIMOHHOTO 000pY/0BaHUS)
B KauecCTBe MPUK/IaJHbIX CEPBHCOB, MO//IeXaT aTTecTallid B COCTaBe yKa3aHHOW UH(PPaCTPYKTYPHI.

B cnyuae et uHGbOpMaIMOHHAs CHCTeMa CoO3/laeTcsi Ha 0a3e WHGOPMAIMOHHO-
TeJIEKOMMYHHUKAI[MOHHOW MH(GPACTPYKTYPHI LIeHTpa 00pabOTKK /aHHBIX YIIOJHOMOUEHHOTO JIMIIA,
Takass ~ WHQpaACTpyKTypa IjeHTpa 00pabOTKM  [aHHBIX [IO/DKHA OBITb  aTTeCTOBaHA
Ha COOTBETCTBUeE HAacTOSIUM TpeGoBaHUsM.

[Mpu arrectal WHQPOPMALMOHHOW CUCTEMbI [OJ/DKHBI MCMOIb30BaThCsl  pe3y/ibTaThbl
aTTecTtanuy o61iel HHPPaCTPyKTyphI oriepaTopa MHPOPMALIMOHHOW CUCTEMBI.
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O0ecneyeHue 3aUTHI HHPOPMaMH B X0/ie IKCIUTyaTalluu
aTTeCTOBAHHOM UH(POPMALIMIOHHON CUCTEMBbI

18. Obecrieuenue 3aUThl HHGOPMAI[UKM B XOZie SKCITyaTaliud UHGOOPMAIIMOHHON CUCTEMBI
JOJDKHO OCYILIeCTB/ISITCSI OMEepaToOpoM B COOTBETCTBUMU C 3KCIUTyaTalJMOHHOM [OKyMeHTaluen
¥ OpraHM3allMOHHO-PACIIOPSAUTeIbHBIMU [JOKYMEHTaMH 10 3alliuTe WH(OpPMalUi U BK/IHOUATh
cefyrolyie MepoTpUsTUS:

TJlaHWPOBaHUe MePOTIPUSTHH TI0 3a1uTe UHGOpMaLuM B MHGOPMAaLIMOHHOM CcHUCTeMe;
aHa/m3 yrpo3 6e3omnacHOCTH UHGOPMALUK B MH(HOPMALIMOHHOMN CHUCTEME;

yrpaBieHue (aJMUHUCTPHPOBaHKE) CUCTeMOW 3aluThbl MHGOpMaluu WHGOPMAaLMOHHON
CUCTEMBI;

yrpaB/ieHue KOH@uUrypauyeli HHGOPMALMOHHOM CHUCTeMbl U ee CHUCTeMOM 3allUThI
vHbopMaLuy;

pearvpoBaHye Ha UHLU/IeHThI;

nHpOpMUpOBaHUe U 00yueHHe riepcoHana MH(HOPMALIMOHHON CHCTEMBI;

KOHTpPOJIb 3a obecrieueHWeM YpOBHs 3allUIeHHOCTH WH(OPMALUK, CojieprKalleics
B MH(OPMALMOHHOM CUCTeMe.

18.1. B xope myaHWpPOBaHUSI MEPONPUATUN MO 3aluTe UHGOPMALMU B MHGOPMALIMOHHOU
cucTeMe OCyILLeCTBJISFOTCA:

orpefie/ieHUe JIML, OTBETCTBEHHBIX 3a I[UIAHUPOBaHWE U KOHTPO/Jb MEepOIpUSATHI
T0 3alyTe UHPOPMAaLMU B NH(OPMALIMOHHOW CUCTEME;

oripejie/;ieHue JIkll, OTBeTCTBEHHLIX 3d BbIAB/I€EHHE MHIWAEHTOB YU pearipoBdHME Ha HUX;

pa3paboTKa, yTBep)KAeHre U aKTyanu3alys IaHa MeporpusiTUi 1o 3aliyTe UH(OpMaLuu
B MH(OPMaLIMOHHOM CUCTEME;

oripeZiesieHHe TIOPsiIKa KOHTPOJISI BBLITMOJIHEHHSI MEPOTPHUSTHI 10 00ecriedeHuI0 3aliyThl
vH(opMalLMY B UH(POPMaL[MOHHOW CUCTeMe, ITPelyCMOTPEHHBIX YTBeP KAeHHbIM I/IaHOM.

[TnaH MeporpusTHi MO 3alUTe UH(OPMAaLMK B MH(OPMAaLIMOHHOW CUCTEME YTBeP)K[AeTCs
BMeCTe C MPaBOBbIM aKTOM OpraHa WCIOJHUTEeNbHOM BaCTH O BBOJe MH(POPMALIMOHHOW CHUCTEMBI
B 3KCILIyaTaLuIo.

KoHTposnb  BBINOMHEHWS MEpONpUATUN, MpPeAyCMOTPEHHBbIX IIJIaHOM MepONpUsTHN
10 3aluTe MHPOpPMaLMU B UH(OPMALIMOHHON CHCTeMe, OCYILeCTB/ISIeTCSI B CPOKH, OIpe/ie/ieHHbIe
YKa3aHHBIM I1JIaHOM.

18.2. B xope anam3a yrpo3 6e3ornacHOCTH WHGpOpPMald B WH(OPMALMOHHOW CHCTeMe
B XOZle ee 3KCIUTyaTaly OCYIeCTB/ISFOTCS:

BbIsSIB/IEHHE, dHa/IU3 U YCTPAHEHHE y5[3BHMOCT€ﬁ I/IHCI)OPMEILII/IOHHOI‘/JI CHUCTEMBI;

aHa/IM3 U3MeHeHus yrpo3 6e3omacHOCTH UH(OPMAIUKU B MH(HOPMAIIMOHHOMN CUCTEME;
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OLleHKa BO3MOJKHBIX IOC/e[CTBUI peanusalu yrpo3 0Oe3omacHOCTH HHGpOpPMaLu
B MH()OpPMaLMOHHOM CUCTEMe.

[TepyuoUUHOCTE  TIPOBEJIEHHWsS]  yKa3aHHBIX  pabOT  ompefiesisieTcss  OMepaTopoM
B OpPraHU3al[MOHHO-PACTIOPSIUTE/IbHBIX JOKYMEHTAX I10 3aljuTe WHHOPMAaLUH.

18.3. B xome ymnpaeneHus (aAMUHHACTPUPOBAHUS) CUCTEMOM 3alUThl HHGOPMaLUU
VMH(GOPMaLMOHHOW CUCTEMBI OCYILleCTBISIFOTCS:

omnpejieleHUMe JIUL], OTBETCTBEHHBIX 3a yIipaBjeHue (aJMUHUCTPUPOBAHKE) CUCTEMOM
3al[UThl HGOPMAI[UK UHPOPMAIIMOHHOW CUCTEMBI;

yrnpaB/ieHHWe Y4YeTHbIMU 3allMCsIMM T0/ib30BaTesell U TMOoAJep)KaHhe B aKTyalbHOM
COCTOSTHUM MPaBW/ pa3rpaHUueHUst 1OCTyIa B UH(OPMAL[MOHHOM CUCTeME;

yTpaB/ieHue Cpe/ICTBaMU 3alUThl HH(OpMAaLMi MHPOPMAaLMOHHOW CUCTEMBI;

yrpaBjieHue OOHOB/IEHUSIMU TIPOTPAMMHBIX U TIPOTPAaMMHO-arnapaTHbIX CPeZCTB, B TOM
yhc/ie  CpeACTB  3alUThl  MH(OpPMaIMM, C y4yeToM 0cCOOeHHOCTed  (YHKIMOHUPOBAHUS
VMH(OpPMal[MOHHOU CUCTEMBI;

LIeHTPa/M30BaHHOe yTpaBjieHue CHUCTeMOM 3alluThl uH(OpMaluu HHGOPMalMOHHON
cucteMbl (TIpH HEOOXOMMOCTH);

MOHHUTODUHI ¥ aHa/lu3 3aperuCTPUpOBaHHBIX COOBITUNM B WH(OPMALMOHHOW CHUCTEMe,
CBSI3aHHBIX C 0DecrieueHreM 6e30MacHOCTH (f1asee - COObITHSI 6€30T1aCHOCTH);

obecrieueHrie ()yHKLMOHUPOBAHUS CHCTEMbl 3aluThl WH(OpManyy WHPOPMaIMOHHON
CUCTeMBl B XOJe ee 53KCIUlyaTaljuM, BK/IOuasi BeJileHWe SKCILTyaTalldOHHOM [OKyMeHTaluu
Y OpraHu3aljMOHHO-PaclopsIUTe/IbHbIX JOKYMEHTOB T10 3aliyTe HH(OpMaLUH.

18.4. B xope ymnpaBneHus KoHpuUrypaiuein WHGOPMalLMOHHOW CUCTEMbl U €e CHUCTeMbI
3alUThl UHGOPMALIMK OCYIeCTBIISIFOTCS:

oripefie/ieHHe JIWll, KOTOPBIM pa3pellieHbl /IeHCTBUS TI0 BHECEHWIO HW3MeHeHWH
B KOH(uUrypauuo HWHGOPMAalMOHHONW CHUCTeMbl W ee CUCTeMbl 3allluThl HHGOpPMaLWH,
U UX TIOJITHOMOUYUIA;

oripefie/ieHMe KOMIIOHEHTOB MH(OPMAaL[MOHHOW CHUCTeMbl M €e CHUCTeMbl 3alllUThl
vHopMalvH, MoJ/Ie)KallliX U3MeHeHHI0 B paMKax yripaB/ieHUsi KOHQUrypaiuei (uaeHTruduKanus
00BEKTOB yTpaB/ieHUs KOH(Urypalyei): TporpaMMHO-armapaTHble, TPOrpaMMHbIE CpeJCTBa,
BKJIIOYas cpefCcTBa 3alUThI MH(popMaLuy, 1504 HaCTPOMKHU
Y TporpaMMHBbIA KO, SKCIUTyaTallUOHHas [JOKyMeHTalus, UHTepdelchbl, (aiabl U HUHbIE
KOMITOHEHTBI, [To/l/Ie)kalljie U3MeHeHUI0 U KOHTPOJIIO;

yrpaBjieHHe U3MeHeHUsIMU WH(POPMALMOHHOM CHUCTeMbl U ee CHUCTeMbl  3allUThI
vHpopMalLMu: pa3paboTKa MapamMeTpPOB HACTPOMKH, oOecrieuuBarOIMX 3alUTy WH(OpMaLWy,
aHa/M3 TIOTEHLMATbHOTO BO3/EMCTBUS TUIAHHPYEeMbIX W3MeHeHMM Ha obecrieueHWe 3allUTh
vHbOpMal[iy, CaHKI[MOHUDOBaHWe BHeCEeHHsI W3MeHeHUW B UH(POPMALIMOHHYIO CHUCTEMY
U ee CHUCTeMy 3allliThl MH(MOpMAalLUW, AOKYMEHTHpOBaHHWe [eHCTBUN M0 BHECEHWIO W3MeHeHUH
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B MH(QOPMALIMOHHYIO CUCTEMY U COXpaHeHHe JJaHHBIX 00 U3MeHeHUsIX KOH(pUrypaLuy;

KOHTPO/b ~ JIeMCTBUMI 10 BHECEHWI0 UW3MeHeHU B UWHGPOPMALMOHHYIO CUCTEMY
Y ee CUCTeMY 3all{UThl MH(OpPMaL1H.

Peanu3oBaHHble TIPOLIECCHI  yMpaB/ieHUs] MW3MEHEHUSIMM MWH(GOPMALMOHHOM CUCTEeMbI
Y ee CHCTeMbl 3allliThl WHGOPMALMK JOJ/DKHBI BK/IHOYATh TIPOLIECCHl rapaHTUMHOTO U (WIIN)
TEeXHUUECKOT0 OOC/Ty)KMBaHUS, B TOM YHWCJIe JUCTAHLMOHHOTO (y[a/JeHHOr0), TPOrpPaMMHBIX
Y TIpOrpaMMHO-anmapaTHbIX CPe/CTB, BK/ItOYast CPe/iCTBa 3al{UThl MHPOPMaLuH, WH(GHOPMALIMOHHOMN
CUCTEMBI.

18.5. B Xoze pearnpoBaHysl Ha UHLIW/I€HTBI OCYLLeCTBIISHOTCS:

oOHapy)XeHWe W WJeHTU(PUKALUS WHLMAEHTOB, B TOM UMC/Je OTKAa3oB B 00C/TY)KMBaHWH,
cboeB (Tiepe3arpy3ok) B paboTe TeXHMUECKHUX CPEJCTB, TIPOrPaMMHOr0 oOecrieueHusi U Cpe/iCTB
3aIUThl UHPOPMAILMY, HapyLIeHWH MpaBU/I pa3rpaHUYeHUs JOCTYIa, HEeMPaBOMEPHBIX AeHCTBUMN
no cObopy uWHpOpPMaIMM, BHEIPDEHUN BPEJOHOCHBIX KOMITBIOTEPHBIX MpOrpaMM (BUPYCOB)
Y UHBIX COOBITHH, IPUBOSAIIMX K BO3HUKHOBEHHIO UHI[U/IEHTOB;

CBOEeBpEMeHHOe WH(POPMHMpOBaHME T[0/b30BaTe/IIMU U aJiMUHUCTpaTOpaMy  JIWL,
OTBETCTBEHHBbIX 3a BbIsB/I€HMe HWHLWUJEHTOB M pearvpoBaHMe Ha HHUX, O BO3HUKHOBEHUU
VHIU/IeHTOB B UH()OPMAL[MOHHOW CUCTEME;

dHa/IM3 MHIOWAEHTOB, B TOM 4HC/Ie OoIpene/jieHe MCTOYHHUKOB W TIPDUUMH BO3HUMKHOBEHHUA
HMHIIWIE€HTOB, d TdK)XXe OLI€eHKd UX HOCJIE,Z[CTBI/II‘/JI;

MIaHUPOBaHWe W TPHUHATAE Mep I10 YCTPaHEeHWI0 WHIWJEHTOB, B TOM UHCJIe
10 BOCCTAHOB/IEHWIO WH(POPMALIMOHHOM CHCTeMBbI W €e CerMeHTOB B (Jlyuae OTKa3a
B 00C/Ty>KMBaHUH WK TI0C/Ie CO0eB, yCTpaHEeHHIO T0C/Ie/ICTBUM HapyIIeHUs TIPaBU/I pa3rpaHUueHHUsI
JOCTyTla, HenpaBOMEpHbIX JelCTBUM 10 cOopy wH(OpMaluy, BHeJPEeHHsI BpPeZOHOCHBIX
KOMITbIOTE@PHBIX rporpamMm (BUpYyCOB) u HHBIX COOBITHH, TIPUBOASIIINX
K BO3HUKHOBEHUIO UHLIW/IEHTOB;

TJIaHUPOBaHWEe W TMPUHATHE Mep IO TMpeJOTBPALLEeHHWI0 TMOBTOPHOTO BO3HHWKHOBEHUS
WHLIU/IEHTOB.

18.6. B xome wuH(popMHUpOBaHUSI U OO0yueHHs TepcoHara WHGOPMAI[MOHHOW CHCTEMBI
OCYILIeCTBJISIOTCS:

MHGOpPMHUpOBaHKe TlepcoHana HWH(OPMAlLMOHHOM CUCTeMbl O TIOSIBIEHUMM aKTyaslbHBIX
yrpo3ax 0e30macHOCTH WH(pOPMAIMY, O MpaBUIax 0e30mMacHOM SKCIUTyaTalyud WHPOPMaIrMOHHON
CUCTEMBI;

JIOBefieHe [0 TiepcoHasia WHGPOPMAI[MOHHOM cuUcTeMbl TpebOBaHWM [0  3aIuUTe
vHboOpMallii, a TaKke TIOJIO)KEHUM  OpPraHU3allMOHHO-PACTIOPSAUTeNbHBIX  JOKYMEHTOB
110 3all[MTe UHPOPMAIH C yUeTOM BHECEHHBIX B HUX U3MeHeHUl;

o0yyeHue repcoHasa WH(OPMALIMOHHOW CHCTEMbI IPaBUIaM 3KCITyaTal[dM OT/e/TbHBIX
Cpe/CTB 3alUThl HH(OpMaLUY;
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MpOBeJileHNe TPaKTUYeCKUX 3aHSATMM W TPEHUPOBOK C TE€PCOHA/NIOM HH(OPMAaLMOHHOW
cucteMbl 1O  OJIOKMpOBaHMIO  yrpo3  0Oe3omacHOCTM  WHQOpPMAlMd W peardpoOBaHUI0
Ha UHLU/IeHTHI;

KOHTPOJIb  OCBEJJOMJIEHHOCTH TlepCOHajsa HWH(OPMALMOHHOW cucteMbl 00 yrpo3ax
6e3omacHocTi MH(OPMAI[MM ¥ YPOBHS 3HAaHWM TepCOHaja T0 Borpocam obecrieueHHs 3allUThI
vHdOopMaI1u.

[TeprogMUHOCTL TIPOBeZleHUs] TIPAKTUUECKUX 3aHATUMW M TPEHHWPOBOK C I1epPCOHAOM,
MepoTpusiTUA  TI0  OOyYeHWI0 TepcoHaja U KOHTPOJIIO  OCBEIOMJIEHHOCTH — TepCoHasa
yCTaHaB/IMBaeTCsd OlepaTopoM B OpraHU3allMOHHO-PACIIOPAAUTE/NbHBIX [JOKYMEHTax I10 3allure
vHpopMarMi C y4yeToM ocobeHHOCTel (YHKUIMOHUPOBAHUS WH(POPMAIIMOHHOW CHUCTEMBI,
HO He peke 1 pasa B /iBa roja.

18.7. B xome KoHTpons 3a obecrieueHWeM YPOBHsS 3allMIeHHOCTH WH(OpMaLuy,
coiepxKallieiicss B MHpOPMAaLMOHHOM CHUCTeMe, OCYILeCTB/ISIFOTCS:

KOHTpPO/Ib  (@Ha/iM3)  3allMILeHHOCTM  HHpOpMalMMd C  y4yeToM  ocobeHHoCTei
(yHKL[MOHWPOBaHUS UH(POPMALIMOHHOW CHCTEMBI;

aHa/IM3 M OL|eHKa (PYHKLMOHHMPOBaHUsS UH(OPMALJMOHHOM CUCTEMBbI U ee CHCTeMbl 3alliWThl
vHboOpMallMY, BK/IOUash aHalu3 W yCTpaHeHWe yS3BUMOCTeM W MHBIX HeJOCTaTKOB
B (DyHKIIMOHUPOBAHMY CUCTEMBI 3allMThl MHPOPMaLM1 NH(HOPMaLJMOHHON CUCTEMBI;

JIOKyMeHTHpOBaHWe TpoLelyp YW Ppe3yabTaTOB KOHTpOJisi 3a obecriedeHWeM YPOBHS
3allMIeHHOCTH UH(GOPMaLUK, CoAeprKalljelcsi B UHPOPMAaLIMOHHOM CUCTEME;

TIPUHSTHE DellleHUsI TI0 pe3y/ibTaTaM KOHTPOJIsi 3a obecrieueHHEM YPOBHS 3all[UILEHHOCTH
vHbOpMaL[iY, CoJepyKalljelcss B HMH(POPMAIJMOHHOM CHCTEMe, O HeoOXOAWMOCTH AOpabOTKH
(Mo/ilepHHU3alMM) ee CUCTeMbI 3all[UThl UH(POPMALUH.

KoHTposie 3a obecrieueHreM YypOBHSI 3allMIIEHHOCTH WHQOPMAIUM, COZAeprKalleics
B MH(OPMAIL[MOHHOW  CHCTeMe, TIPOBOJUTCS  OIEpPaToOpoOM CaMOCTOSITeIbHO W (WIH)
C TpUBJIeUeHHEeM OpraHu3aliiM, UMeoLel JIMLeH3UI0 Ha [iesiTe/IbHOCTh 10 TeXHUUYEeCKOW 3alljuTe
KOH(U/JeHITMa/IbHOW UH(OPMALIUU.

[leproAWYHOCTE TIPOBeZIEHUs] KOHTPOJS 3a obecrieuyeHHEM YPOBHS  3allUIIIEHHOCTU
vHdopMaluy, cofepxkaielici B uHGOpPMALMOHHON cucTemMe 1 Kjacca —3alUILIEHHOCTH,
yCTaHAB/IMBAeTCSl OMEepaTopoM B OPraHM3allMOHHO-PACMOpPSAUTebHBIX JOKyMeHTaX [0 3allyTe
vHbopMalui C ydeToM o0coOeHHOCTeM (YHKIIMOHMPOBAaHWS HWH(POPMAI[MOHHOW CHCTEMBI,
HO He pexxe 1 pasa B rog,.

[TepyoUUHOCTL TIPOBeZIEHHs KOHTPOJISi 3a obecrieueHHWeM YPOBHSI  3allMI[eHHOCTU
vHdopMaly, cofepykaileiicss B WH(MOPMAI[MOHHBIX CHCTeMaX 2 W 3 KJ/acCOB 3all[UII[eHHOCTH,
yCTaHaB/IMBAeTCsl OMEepaTopoM B OpraHM3allMOHHO-PACMOpPSAUTENbHBIX JOKyMEeHTaxX MO 3allyTe
MH(pOpMaLMKU C yueToM 0cobeHHOCTel (QYHKIIMOHUPOBaHUsI MH(POPMALIMOHHBIX CCTEM, HO He pexe
1 pasa B ABa roja.
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OfecneyeHue 3aUTHl HH)OPMALMK NPH BBIBO/E U3 IKCILTyaTal[UH
aTTecTOBaHHO!W WH()OPMALIMOHHON CHCTEMbI I MOC/Ie IPUHATHUS
pelieHUs 00 OKOHUaHNM 00paboTKy HHGopMann

19. ObGecneuenuve 3ammThl MHGOPMALIMK TIPY BBIBOJE W3 SKCIUTyaTallud aTTeCTOBAaHHOM
VHPOPMAIIMOHHOW CHUCTeMbl WM TI0C/Ae TIPUHATHSL pelneHWss 00 OKOoHuUaHWH 00paboTKu
vH(OpMaLMY OCYILeCTBIISIeTCS] OT1IePaTOPOM B COOTBETCTBUM C SKCILTyaTallMOHHOM JOKyMeHTaLuen
Ha CUCTEMY 3aIUTHI vHopMaLu MH(OPMaLMOHHOM CUCTEMBI
Y OpraHu3alOHHO-PaCIIOPAAUTEIbHBIMUA JOKYMEHTaMM 10 3alljuTe MH(POPMaLMu U B TOM UHCJIe
BKJ/IFOYAeT:

apxyBMpOBaHKe UH(OpMaLH, cofeprKallieiics B MHPOPMAaLIMOHHOU CUCTeMe;

YHUUTO)KeHHe (CTUpaHue) JaHHBbIX M OCTaTOUYHOW MH(OPMALMKA C MaIIWMHHBIX HOCUTesei
vHopMaLyy U (WIK) YHUUTO)KeHWe MalllMHHbIX HOCKTe el nH(OopMaLUu.

19.1. ApxuBupoBaHue UHPOPMaLMH, CofiepXKallielicsi B MH(OOPMaLIMOHHOW CUCTeMe, [J0JDKHO
OCYILIeCTB/IATECST ~ TIPU ~ HEOOXOJUMOCTU  JlajbHeMIero  MCI0/Ib30BaHUS  MH(OpMaLuu
B IesTe/IbHOCTH OIlepaTopa.

19.2. YHuuTOXeHWe (CTMpaHWe) JaHHBIX W OCTaTOYHOM WH(pOpMaLMyd C MaIlWHHBIX
HocuTenell MHGOPMALUM TIPOU3BOAUTCS TPU HEeOOXOAWMOCTU Tiepe/jaud MAaIllMHHOTO HOCHTeJIs
MH(pOpMaLMU ApyroMy Mo/b30BaTe 0 UHPOPMAaL[MOHHOW CHCTeMbI WM B CTOPOHHUE OpraHu3aluu
[/ pPEMOHTA, TeXHUUECKOTO 00C/Ty>KUBaHHUS UM Ja/IbHEHILero yHHUTOXKeHHsI.

[lpy BBIBOAE U3 SKCIUTyaTallUd MallMHHBIX HOCWTesnell uHGOpMalM, Ha KOTOPbIX
OCYIIeCTB/IS/INCh ~ XpaHeHMe U obpaboTka WHGOpMAlMK, OCYIeCcTBaseTcss  (U3NUecKoe
YHUUTOKEHHe 3TUX MalllMHHbIX HOCUTe/1el UH(OpMaLiu.

IT1. TpeboBanusa K MepaM 3aIuThI HH(OPMALNH, COAep Kaleics
B HH()OPMaLIMOHHOM cHUCTeMe

20. TIlocpeAcTBOM WCIIO/IHEHUS OpPraHU3alMOHHBIX U TeXHUUECKUX Mep  3all{UThbl
vHGbOpMaIWH, OTIpe/ie/IsIeMbIX B COOTBETCTBUH C MpuioykeHHeM Ne 2 K HacTosum TpeboBaHUsM 1
peanv3yeMbIX B HMH(OPMALIMOHHOW CUCTeMe B paMKaX ee CUCTeMbl 3allUTbl HMH(OpMalud, B
3aBUCUMOCTH OT yrpo3 Oe3omacHOCTM UWHGOpPMALMK, WCIO/b3yeMbIX HH(OPMAILMOHHBIX
TEeXHOJIOTMM U  CTPYKTYPHO-(QYHKIJMOHANbHBIX XapaKTePUCTUK HH(OPMALMOHHONW CUCTEMBbI
OCYILIeCTB/ISIETCS:

a) WIeHTU(DUKAIIUIO U ayTeHTU(PUKALUIO CyOBEKTOB I0CTyTa U 00BEKTOB /IOCTYTIA;
6) yripaB/eHue AOCTYIOM CyOBEKTOB [JOCTyTIa K 00beKTaM [JOCTYTIa;
B) OrpaHUYEHHe MPOrPaMMHOMU Cpe/Ibl;

r) 3al[UTy MalllMHHBIX HOCUTe/el uH(popMaluy;
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[l) peructpauuio coObITHI 6e301MacHOCTH;

€) aHTUBUPYCHYIO 3allUTY;

)K) oOHapy>keHHe (TIpeZloTBpallieHre) BTOPKEeHHUH;

3) KOHTpOJIb (@aHA/M3) 3allUILeHHOCTH UH(hOopMaluy;

M) LeJ0CTHOCTb MH(GOPMALMOHHON CUCTeMbI U MH(OPMALIUK;

K) JOCTyMHOCTh UH(OpMaIUH;

7) 3alUTy Cpe/ibl BUPTya/lr3aluy;

M) 3al[UTy TeXHUUYECKUX CPeJICTB;

H) 3allyTy MHPOPMALIMOHHOM CHUCTEeMBI, ee CPeJICTB, CUCTEM CBSI3U U NepeJjauu JaHHbIX;

0) 3amMra UWHGOOPMAI[MOHHOM CHUCTeMbl OT arak, HarpaB/AeHHbIX Ha OTKa3
B 00C/Ty>KUBaHUM.

20.1. Mepsl no ujeHTU(GUKALMKM W ayTeHTU(PUKALMA CYOBEKTOB [A0OCTyna UM 0OBEKTOB
JIOCTyTla JIOJDKHBI o0ecrieunBaTh TIPUCBOeHHE CyObeKTaM M 00BbeKTaM [OCTyra YHUKaJbHOTO
npu3Haka (MAeHTU(UKATOpa), CpaBHeHHEe TPeAbsB/IIEMOro CyObekToM (00bEeKTOM) [JoCTyTia
ujeHTU(dUKaTOpa C TlepeyHeM T[IPUCBOEHHBIX HWeHTU(UKATOPOB, a TakKKe TPOBEpPKY
TIPUHAJIE)KHOCTH  CyOBekTy (00beKTy) [JOCTyrna MpeabsaBIEHHOT0 WM WJeHTH(dUKaTopa
(mogTBepXKAeHUe MOJIMHHOCTH).

20.2. Mepbl MO YIIpaB/IeHUIO JOCTYTIOM CyOBEKTOB ZIOCTyIa K 00bEKTaM [JOCTyTa AO/DKHBI
obecrieunBaTh yripaBjieHHe TIPaBaMU W TIPUBWIETHUSIMH CyOBEKTOB [JOCTyMa, pasrpaHUdYeHue
JoCcTyrna CyObeKTOB AOCTyrna K 00beKTaM JOCTyNa Ha OCHOBE COBOKYITHOCTH yCTaHOB/IEHHBIX B
MH(POPMAIIMOHHOW CHCTeMe TIpaBW/ pasrpaHWYeHus OCTYIA, a Takke o0ecreurBaTh KOHTPOJIb
CO0JTIOIeHUST STUX TTPaBUIL.

20.3. Mepbl 10 OrpaHUUEHHIO TIPOTPAMMHOW Cpefibl AO/DKHBI 00ecrieurBaTh YCTaHOBKY
U (W1M) 3amycK TOJMBKO Ppa3pellieHHOr0 K MCMO0/Ab30BaHUK B HH(OPMALMOHHOW CHCTeMe
MPOTPAMMHOTO  00ecrevyeHus WIM HCK/II0uUaTh BO3MOXKHOCTb YCTaHOBKM W (W/IM) 3arycka
3arpereHHOro K UCT0/Ih30BaHMIO B MH(POPMAL[MOHHOM CUCTeMe MPOrPaMMHOT0 00ecrieyeHusl.

20.4. Mepbl TI0 3aliWTe MAIMHHBIX HocuTesneld wuHbopMmaumu (cpeactBa 06pabOTKH
(xpaHeHus1) UHGOPMALIUM, CheMHble MalllMHHbIE HOCUTEeNIU WH(OpMal[MK) [O/DKHBI WUCK/IHYaTh
BO3MO)XHOCTh HECAHKL[MOHUPOBAHHOI'O [JOCTyMa K MAallMHHBIM HOCUTENSIM U XPaHSILeNCsl Ha HUX
vH(pOpMalMy, a TakKe HeCaHKL[MOHWMPOBAaHHOE MCIO/b30BaHME CbEMHBIX MAaIIUHHBIX HOCHUTesen
VH(OopMaL1H.

20.5. MepsI 110 peructpanuu COObITHII 6e30MacHOCTH /10/DKHBI 00ecrieurBaTh COOp, 3aIucCh,
XpaHeHWe U 3al|Ty WHGOpPMALUMH O COOBITHSX 0e30macHOCTU B MH(GOPMALMOHHON CHCTeMe, a
Takke  BO3MOXKHOCTb  TPOCMOTpPa M  aHaiuM3a MHQOpMaMM O  TaKuX  COOBITHSX
Y pearvpoBaHue Ha HUX.
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20.6. Mepsl 10 AaHTMBUPYCHOM 3allUTe [AO/DKHBI obOecrieurBaTh OOHApy>KeHHe
B MH(OPMAaLIMOHHOM CHCTeMe KOMITbIOTePHBIX TTPOrpaMM 00 MHOW KOMIMbIOTepHOI MH(OpMaLuu,
Tipe/iHa3HAUeHHOW /TSI HeCAaHKIIMOHUPOBAHHOTO YHUUTOXKeHUs], OJIOKMPOBaHUS, MOAM(UKaImy,
KOMMPOBaHKUSI KOMIbIOTEPHOM MH(GOpPMAaLUK UM HeUTpaau3aliy Cpe/iCTB 3allUThl MHPOpPMaLKH, a
TaK)Ke pearupoBaHue Ha 0OHapy)KeHHe 3TUX MPOrpaMM U MH(OPMALIUH.

20.7. Mepel 10 OOHapy)XeHHIO (TIPeAOTBPAII|EHNI0) BTOPXKEHUH J/IO/DKHBI 00ecrieurBaTh
oOHapy>xeHHe [elCTBHMM B HMH(GOPMALMOHHON CHUCTeMe, HallpaBJeHHBIX Ha IpeJHaMepeHHbBIN
HeCaHKLIMOHUPOBAHHBIN JOCTYI K vH(opMaLyy, crieLiManbHble BO3/IelCTBUS
Ha WH(OPMAIMOHHYI0 cUCcTeMy W (W) WHGOPMALMIO B LiesisiX ee 00bIBaHUS, YHUUTOXKEHUS,
WCKa)KeHUs1 ¥ OJIOKMPOBaHMs AOCTYTIa K MH(GOPMAL|H, a TAK)Ke pearipoBaHye Ha 3TU JIeHCTBUSI.

20.8. MephbI 110 KOHTPO/IIO (aHaM3y) 3al[UIIeHHOCTH WH(hOPMAaLUK [JO/DKHBI 00ecrieuuBaTh
KOHTPOJTb YPOBHS 3alUIIeHHOCTH uH(popMaLy, cofiepKaliemcs
B MH(OPMAI[MOHHOW CHUCTeMe, IMyTeM TIPOBeJeHUs] MepPOTPUSTUNA T0 aHalIu3y 3alUIeHHOCTH
YMH(OPMaI[MOHHOW CUCTEeMbI U TECTUPOBAHUIO ee CUCTeMBI 3alliuThl HH(OPMaI[1H.

20.9. Mepbl 10 0obecrieueHUI0 11eJI0OCTHOCTH MH(OPMAL[MOHHONW CUCTeMbl U HUHGOpMaLUU
JIO/DKHBI 00ecrieurBaTh OOHapy)kKeHHe (PaKTOB HeCAHKI[MOHUPOBAHHOTO HapYILEHWs 1[eJI0CTHOCTH
MH(OPMAaI[MOHHOW CUCTeMbl M COjlepXKalllelicsi B Hell WH(pOpMalMuh, a TakKKe BO3MOXHOCThb
BOCCTAHOB/IeHUS] UH(OPMALIMOHHOM CHUCTeMbI U CofieprKallleiics B Helt MH(popMaIii.

20.10. Mepnl TO0 obecrieueHU0 JOCTYITHOCTH WHGOPMAIMKM JO/DKHBI 00ecrieurBaTh
aBTOPU30BaHHbIM JIOCTYII I0JIb30BaTe/eld, MMEIIIMX MpaBa M0 TaKOMy JOCTYIy, K MH(pOpMaLuu,
cojepxkaljeiics B HHGOPMALMOHHOM CHUCTeMe, B IUTaTHOM peXuMe (PyHKI[MOHUPOBAHUS
VMH(OPMAaLMOHHOM CUCTEMBI.

20.11. Mepbl 1o  3amuTe  CpeAbl  BUpTyalM3aliMM  JO/DKHBI  WUCKJ/IOYaTh
HECAHKLIMOHUPOBAaHHBIA  JOCTYNT K  WHbopmaiuy, obpabaTbiBaeMoli B BUPTYaabHOMN
MHGPacTpyKType, U K KOMIIOHEHTaM BUPTyaJbHOM HWH(PaCTPYKTypbl, a TakKe BO3[elCTBHe
Ha WHQOpPMALMI0 W KOMIIOHEHTbl, B TOM UHWCAe K CpeACTBaM yMpaB/ieHUsi BUPTYaJbHOMN
MH(paCTPYKTypOl, MOHUTOPY BUPTyadbHbIX MallliH (TUIEPBU30pY), CUCTeMe XpaHeHHUs [JaHHbIX
(BK/TFOUAsl CUCTeMY XpaHeHHsi 00pa30B BUPTYa/JbHOM MHMPACTPYKTYPhI), CETU TepeauM JaHHBIX
yepe3 3/IeMeHTbl BUPTyalbHOW WM (Pu3nueckoli WHGPACTPYKTYphl, TOCTEBLIM OIlepaljiOHHbIM
CcUCTeMaM, BUPTya/lbHbIM MalllHaM (KOHTeliHepaM), CUCTEME U CeTH pervIMKalliy, TePMUHA/IbHBIM
M  BUPTyaJbHbIM  YCTPOMCTBaM, a  Takke  CHUCTeMe  pe3epBHOTO  KOMWPOBAHUS
Y CO3/laBaeMbIM €10 KOTIHSIM.

20.12. Mepbl 10 3amUTe  TEXHUYECKUX  CPeACTB  JO/DKHBI  HMCK/IOUYaTh
HEeCAHKLIMOHUPOBAHHbBIN [OCTYN K CTAllMOHAPHBIM TEXHUUYECKUM CpeJCTBaM, 00pabaThIBAIOLUM
vH(OpMaIuio, CpeAcTBaM, 00ecreurBaromuM (YHKIMOHUPOBaHWe WH(OPMAIIMOHHOW CUCTEMbI
(nanee - cpezcTBa obecrieueHust PyHKIIMOHUPOBAHMS), ¥ B TIOMeIL[eHHs], B KOTOPBIX OHU TIOCTOSTHHO
pacriosioXKeHsl, 3alUTy TeXHUYECKHWX CPeJACTB OT BHEIIHWX BO3JEWCTBUM, a TakXke 3alluTy
vHdopMalvY, TIpe/iCTaBleHHOW B  BUJe  UH(MOPMATUBHBIX  3JIEKTPUUYECKUX  CHUTHA/IOB
Y GU3MUeCKUX T0JIeH.
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20.13. Mepsl 0o 3amure UHPOPMALMOHHOM CHUCTEMbI, ee CpeJCTB, CHUCTeM CBSI3U
¥ Tiepefaud [JaHHBIX [O/DKHBI oO0OecrieunBaTh 3alUTy WHGOpPMALUW TIpU B3auMO/IeHCTBUU
MH(OPMAI[MOHHOW CHUCTeMbl WIA e€e OTJelbHbIX CerMeHTOB C WHBIMU WH(POPMALMOHHBIMHU
cucTeMaMM W WH(POPMAaI[MOHHO-Te/IEKOMMYHHUKALIMOHHBIMUA CeTSIMU TIOCPeJICTBOM TpPHUMeHeHUsI
apXUTEKTypbl MH(OPMAIIMOHHOW CHUCTeMbl, TIPOEKTHBIX peIlleHHd TI0 ee CHUCTeMe 3alllUThbl
vHGbOpMaIMHY, HarlpaB/IeHHbIX Ha obecrieueHue 3alUThl UHGOOPMAIHH.

20.14. Mepsb! no 3aummre MHGOPMALIMOHHOM CUCTeMbl OT aTak, HarlpaBJeHHBIX Ha OTKa3
B 00C/TY)KMBaHUH, JOJDKHBI TIPUHUMAThCS B OTHOIIEHWH WH(OPMALMOHHOW CHUCTEMBI, MMeOIei
uHTepdelickl W CepBUCHl, K KOTOPBIM [O/DKeH ObITh oOecrieueH TIOCTOSIHHBIA — [JOCTYII
13 HHGOPMAaLIMOHHO-TeIeKOMMYHUKAL[MOHHOM ceTu «VHTepHeT» (nanee — ceThb «VIHTepHeT»),
U JOJDKEH IpelyCMaTpuBaTh:

a) BbIsiB/IeHUe UHTep(elicoB U CepBUCOB MH(OPMALIMOHHON CUCTEeMBbI, K KOTOPBIM [J0JDKEeH
OBbITH 0OecrieueH TIOCTOSTHHBIN IOCTYT;

0) BbIsgB/IeHWe TMyOJUUHBIX CEeTeBbIX aJ[pecoB, 3aperdCTPUPOBAHHBIX 3a OIepaTopoM
u (W1d) TO/NyuyeHHbIX OT T[IPOBai/iepOB XOCTUHIA, W JOMEHHbIX WMeH, HWCII0Jb3yeMbIX [IIs
obecrieueHust HyHKIIMOHUPOBAHMS HH(POPMAL[MOHHOM CUCTEMBI, OTIPe/IeIeHHe UX Ha3HAUeHus;

B) BbISIBJI€HHE U WCK/IOUeHHe M3 MH(OPMAaLMOHHOW CUCTeMbl UHTepP(eiicoB U CepBHCOB
WH(POPMALIMOHHBIX CUCTEM, K KOTODbIM o0ecriedeH AOCTyI U3 ceTH «VIHTepHeT», MyOarMuHBIX
CeTeBbIX afIpECOB M [JOMEHHBIX WMeH, He HWCIMO/b3yeMbIX s obecrieueHUs] (PyHKI[MOHUPOBAHMUS
VMH($OPMaLMOHHON CUCTeMBbI U (M) TIPUHA/J1e)KHOCTb KOTOPBIX HE YCTaHOBJIEHA;

r) QopMupoBaHMe TiepeuyHsi pecypcoB ceTu «VIHTepHeT», C KOTOPbBIMH MOXKeT
B3aMMO/IeliCTBOBaTh MH(OPMALIMOHHAs CUCTEeMa, BKJIFOYAIOLLEr0 UCXOAIMN U BXOJAIIUN CeTeBble
IIOTOKH, MUX XapaKTepPUCTUKU U HCIIO/Ib3yeMble MPOTOKO/bI (fanee — Marpulia KOMMYHHUKaLAN
HMH(OPMAaLIMOHHOW CUCTEMBI C CeThi0 « AHTepHeT»);

,E[) orpeaejeHrde  CeTeBbIX a/ipecoB, C KOTOPbIMH  OOJ/IXKHO ObBITH  0OecrieueHo
B3aHMOAEﬁCTBHe I/IH(i)OpMaL[I/IOHHOI‘/JI CHUCTEeMBI, Q)OPMI/IPOBaHI/Ie CIMMCKa Ppa3pelieHHbIX CeTeBbIX
dJIpeCoB B YCJ/IOBUAX pea/iM3adliK daTdK, HAIIPAB/IEHHBIX Hd OTKd3 B 06C]'Iy)KI/IBaHI/II/I;

€) WCMo/b30BaHKE TPOTPAaMMHBIX, TIPOTPAMMHO-aIapaTHBIX CPe/ICTB, 00eCcrieunBarOInX
aHamM3 W (UABTPAIMIO CeTeBBIX 3allpOCOB B COOTBETCTBUM C MaTpHUL[e KOMMYHUKAI[UH
MH(OPMaI[MOHHOW CHUCTeMbI C CeTbi0 «V/IHTepHeT» Ha MaKCHMaJbHO BO3MO>KHOW CKOPOCTH [JisI
3TUX KaHaJ/IOB CBSI3U M BO3MOXXHOCTh OJIOKMPOBaHUsI CeTeBbIX 3arpocoB, 00/1a/jar0IUX prU3HaKaMHu
aTak, HarpaB/IeHHbIX Ha OTKa3 B 00C/Ty>KUBaHUH, Ha CeTeBOM
Y TIPUK/IaJHOM YPOBHSIX WH(GOPMALIMOHHOM CHUCTEMBI;

)K) Ha/MuMe BYKPAaTHOTO pe3epBa MPOMYCKHOW CIOCOOHOCTH KaHA/OB Tiepefiaya JaHHbBIX
OTHOCHUTENIbHO 00beMOB Tpad¥Ka B YCJIOBUSX OTCYTCTBUSI pealv3allid aTak, HarpaB/IeHHBIX
Ha OTKa3 B 00C/Ty>KUBaHUH;
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3) HCII0/Ib30BaHHe JAHHBIX, MOTyUYEeHHBIX MTPU B3aUMOEMCTBIM C LIeHTPOM MOHMTOPHHTA
Y yTIpaBJIeHHsI CeThIO CBsi3u 061iero mosb3oBanus'(D;

1) (obecrieueHre XpaHeHUsI B TeueHHe TpeX JieT ciefyroileli uHGpopMmauu o (akrax
peasu3aliiyd aTak, HalpaBleHHbIX Ha OTKa3 B OOC/Ay)KMBaHMM: [JaTra M BpeMs Hauaaa
Y OKOHYAaHHWSl peanr3aliyd aTaku, TUIl aTaku, obbeM (I'OWT/C, ceTeBBIX MakKeTOB/C), TepeueHb
CeTeBBbIX a/|pecoB, SIBJISIFOLIMXCS WCTOYHMKOM aTaK, M CeTeBbIX aJpecoB, IOJBep)KeHHBbIX aTak,
NIpYHUMaeMble Mephbl.

21. Beibop Mep 3amuThl MHPOPMAIMU [ UX peanu3aliii B WHPOPMAIIMOHHOW CHUCTeMe
B PaMKax ee CUCTeMbl 3alUThl MHGOPMAaLIMK BK/IHOUAeT:

oripesiesieHre 06a30Boro Habopa Mep 3alUThl MH(OPMAL[UM AJIsi YCTAaHOB/IEHHOTO KJacca
3alUIIeHHOCTH MHPOPMALMOHHOW CUCTeMbI B COOTBETCTBUM C 06a30BbIMUA HabopamMH Mep 3allUThI
MH(pOpMaLWy, TpUBeIeHHBIMU B TTpUioykeHUH Ne 2 K HacTosityM TpeboBaHUsIM;

azlanTanuio 6a30Boro Habopa Mep 3aIUThl UHPOPMAIUK MPUMEHUTE/LHO K CTPYKTYPHO-
(YHKIIMOHA/TBHBIM ~ XapaKTepUCTUKaM  MHMOPMAIMOHHOW  CUCTeMBI,  WHGMOPMAIIMOHHBIM
TEXHOJIOTUSIM, OCOOEHHOCTSIM (DYHKLIMOHUPOBAaHUSI WH(OPMAI[MOHHOW CHCTeMBbI (B TOM UHC/Ie
TpelyCMaTPUBAIOIIYI0 WCK/IOUeHWe W3 0a3oBoro Habopa Mep 3amuThl WH(OpMAIUU Mep,
HETOCPeJICTBEHHO CBSI3aHHBIX C WH(POPMALIMOHHBIMUA TEXHOJIOTHUSMH, He HCIO/Ib3yeMbIMU
B MWH(POPMALMOHHOW CHICTeMe, WIA CTPYKTYpHO-OYHKIMOHAIBHBIMH  XapaKTepUCTUKAMHU,
He CBONCTBeHHbIMU HH(OPMAI[IOHHOW CUCTEME);

yTOUHEeHHe aJanTHpPOBaHHOTO 0a30BOoro Habopa Mep 3amUThl MHGOPMALUM C Y4YeTOM
He BbIOpaHHBIX paHee Mep 3alUThl MHGOPMALM, TIPUBEAEHHBIX B  MPUIOXKEHUH
Ne 2 k HacTtosiiiium TpeboBaHUsIM, B pe3y/bTaTe Uero OIpeZessiFoTCs Mephl 3aliUThl HHPOpMaIuy,
obecrieunBarorie OJI0KMpOBaHWe (HEUTpaaM3alMio) Bcex Yrpo3 0e30macHOCTH WHGPOPMALHH,
BKJTFOUEHHBIX B MO/IeJib YTPO3 Oe30macHOCTH HH(OpMaLy;

JIOTIOJIHEHWe YTOYHEeHHOTO aZlalTUPOBAaHHOTO 6a30Boro Habopa Mep 3aluTbl MHPOPMAaLUU
MepaMH, 00ecrieurBarOILMMH BhITOJIHEHWe TpeOoBaHUM O 3alyTe WHPOPMALMH, yCTaHOB/IEHHBIMU
WHBIMH HOPMATHMBHBIMU TIPABOBLIMU aKTaM{d B 00/IacTH 3aliUThl MH(OpMAl[UM, B TOM UHC/ie B
00J1aCTH 3alUTHI TIePCOHA/IBHBIX JAaHHBIX.

Ins BeIOOpa Mep 3amuThl WHGOPMAIUK [I7IsT COOTBETCTBYIOIIEr0 Kjlacca 3all[UIeHHOCTH
MHGOPMAIIMOHHON  CUCTEMBbI  TPUMEHSIIOTCS  MeTOJUUeCKHWe JOKYMeHThbI, pa3paboTaHHbIe
u yrtBepxaeHHble ®CTOK Poccum B coorBeTcTBUM C TOANYHKTOM 4 niyHKTa 8 IlosioxkeHus
o denepanbHOUM Cmy>K0Oe M0 TEXHUYECKOMY M SKCIIOPTHOMY KOHTDOJTIO, YTBEP)KIEHHOTO YKa3om
[Tpesugenta Poccurickor @epepanuu ot 16 aBrycra 2004 r. Ne 1085.

22. B uHbopMalMOHHON cHCTeMe COOTBEeTCTBYIOIIEro Kijacca 3allUIeHHOCTH B paMKax
ee CHCTeMbl 3allyMThl WH(POPMALMK AOJDKHBI OBITH peasi30BaHbl Mephbl 3all[UThl MH(OpMAIUH,

1(1) Myukt 4 TonoxeHwust o LIeHTpe MOHUTOPUHTA U YIIPABIEHUS CEThIO CBSI3U OOIIIEro MoJh30BaHMUs, YTBEPXKIEHHOTO
npuka3zom PockomHagzopa ot 31 wwona 2019 1. Ne 225 (3apeructpupoBaH MuHtoctoMm  Poccuun
22 Hostops 2019 1., peructpauuoHHbii Ne 56583), ¢ W3MeHeHUsIMM, BHECEHHBIMH TMpPHKa30oM PocKoMHaz3opa
oT 24 anpens 2024 r. Ne 73 (3apeructpupoBaH MuHtoctoM Poccuu 6 utoHs 2024 1., peructpaijioHHbiii Ne 78486)
(manee — INonokeHue o LleHTpe MOHUTOPUHTA)
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BbIOpaHHbIE B COOTBETCTBMM C TiyHKTOM 21 Hacrosumx TpebGoBaHuii M obecrieunBaroriye
6nokupoBaHue (HelTpanr3aluio) Bcex yrpo3 6e30mnacHOCTH MH(GOPMALUH.

[lpu 3TOM B WHQPOPMAIMOHHOW CHUCTeMe JOJDKeH ObiTh, KaK MHHHUMYM, peajr30BaH
a/lanTHPOBaHHBIN 0a30BbIN HAOOP Mep 3alUThI UH(POPMALK, COOTBETCTBYIOIIUN YCTAHOB/IEHHOMY
KJIacCy 3allMIeHHOCTH UH(OPMaL[MOHHON CUCTEMBI.

22.1. B ciyuae ecsv Mepbl 3aluThl MHGOpMALMM, peaau30BaHHble B MH(GOPMALIMOHHO-
Te/IEKOMMYHHUKALIMOHHOW ~ WMH(PacTpyKType LieHTpa 00paboTKu [aHHBIX, 00eCcreunBaroT
6nokupoBaHue yrpo3 6e30macHOCTH WHGOPMAIMY, aKTyalbHBIX /i1 (QYHKIMOHMPYIOL[EH Ha ero
0ase MHGOPMAL[MOHHON CHUCTeMbI, TPUHITHE [OTOJHUTENBHBIX Mep 3aliuThl HMH(GOpMAaLUH
B JJaHHOW WH(OPMAIMOHHOW crcTeMe He TpeOyercs. Ilpu 3TOM IMOSTHOMOYMS B YacTH 3allUThI
vHpOpMaIM IO0/DKHBI OBITH pacrpesiesieHbl MeXK/ly OrepaTopoM HH(GOPMALMOHHON CHCTEeMbI
¥ orepaTtopoM HH(OPMAaI[IOHHO-TeIeKOMMYHHUKAITMOHHOW MH(GPACTPYKTYphl IjeHTpa 00paboTKu
JIAHHBIX.

23. Tlpy HeBO3MOXXHOCTM peanu3aliid B MWH(POPMALMOHHOM CUCTeMe B paMKax
ee CHUCTeMbl 3alUThl HHGOPMAalMM OTAe/bHBIX BbIODAHHBIX Mep 3alliUThl HMH(pOpPMaLUU
Ha 9JTamax ajanraiguyd OasoBoro Habopa Mep 3amuThl MHGOpPMALMM WA YTOYHEHUS
a/larTUPOBaHHOTO 0a3oBoro Habopa Mep 3au[UThl MH(OPMAI[MM MOTYT pa3pabaThiBaThCsi MHbIE
(KoMIIeHCHpYIOLIe) Mephl 3aluThl MHPOpMaLuK, obecrieurBaroiie aZieKBaTHOe OJ0KHWpOBaHHe
(HeMTpanM3aLuio) yrpo3 6e30macHOCTH UH(POPMALHH.

B 3ToM ciyuae B xofie pa3paboTKy cUCTeMbl 3aluThl WHGOpMalMd MHPOPMAaLMOHHOU
CHCTEMBI [JOJDKHO OBITH TNPOBeeHO 00OCHOBaHWE TIPUMEHEeHUsT KOMITEHCHUDYIOIUX Mep 3allyThl
MHpOpMaLlMK, a TpU aTTeCTAlMOHHBIX MCIIBITAaHUSIX OLleHeHa [0CTaTOYHOCTb U aJeKBaTHOCTb
JAHHBIX KOMITEHCUPYIOIIMX Mep AJisi OJ0KupoBaHus (HeWTpammu3anuu) yrpo3 06e30rmacHOCTH
vH(OopMaLUH.

24. Mepsbl 3aiUThl HTHGOPMAIUK BHIOWPAIOTCS U Peau3yoTCs B MH(POPMALOHHOW CUCTeMe
B paMKax ee CHCTeMbl 3al[UThl MH(OpPMALMK C ydeToM yrpo3 Oe3omacHocTd WH(OpMAarn
MPUMEHUTENTbHO KO BceM 00BeKTaM U cyOBekTaMm [JOoCTyna Ha anrapaTHOM, CHCTEMHOM,
MpUK/IaZHOM W CeTeBOM YpOBHAX, B TOM uucie B Cpefle  BUpTyalu3aluu
1 00/1aUHBIX BBIYUCTEHUH.

25. OpraHuszaloHHbIE Mepbl W CpPeACTBa 3alUuThl HHGOpPMALUM, TpUMeHsieMble
B MHGMOPMAL[MOHHOMN CHCTeMe, IO/DKHBI 00eCrieunBaTh:

B MH(OPMALMOHHBIX CHCTeMax 1 Kjlacca 3alUIIieHHOCTH - 3all[UTy OT yrpo3 0e30macHOCTH
MHGbOPMaIUH, CBSI3aHHBIX C JIEMCTBUAMHI HApPYIIUTE/IeH C BBICOKUM TIOTEHITHA/IOM;

B MH(OPMAL[MOHHBIX CHCTEMax 2 KJacca 3alllMIlleHHOCTH - 3all[UTy OT yrpo3 0e30MacHOCTH
WH(OPMaLIMH, CBS3aHHBIX C [JeHCTBUSAMH HapyLIUTeIeH C TOTeHIMa oM He HIDKe YCHUJIEHHOTO
©a3oBoro;

B MH(OPMALMOHHBIX CHCTeMaxX 3 KJjacca 3alUIeHHOCTH - 3al{UTy OT yrpo3 0e30macHOCTH
vH(OpMAaIK, CBS3aHHBIX C JeHCTBUSMH HapyLIUTeNel C TIOTeHI[aIoM He Hibke 6a30Boro.



25

[ToTeHLan HapylmMTesel onpezensieTcsl B X04e OLeHKM WX BO3MOXXHOCTeH, MPOBOAWMOM
npu  ompefieieHMA  yrpo3  0e30macHOCTM WHQOpMAalMd B COOTBETCTBUM C  IyHKTOM
14.3 Hacrosiyx TpeboBaHwuii.

OmepaTtopoM MOKeT OBbITh MPUHSTO pellieHre O MTPUMeHeHUH B MH(POPMAIJMOHHOW CHCTeMe
COOTBETCTBYIOLIIEro KJjlacca 3alliyIeHHOCTH Mep 3alliuThl HH(OopMarLyy, obecrieunBaroIyX 3aljUTy
oT yrpo3 OesomacHocTH UWH(OpPMaLMY, peanu3yeMblXx HapyLIMTeNsiMd C 0Oosee BBICOKHM
[IOTEeHLIMa/IOM.

25!, OpraHu3aiMOHHBIE Mepbl, HAMpaB/JeHHble Ha 3aIIUTy WH()OPMAIMOHHON CHUCTeMBI
OT aTak, HalpaB/IeHHbIX Ha OTKa3 B 00C/Ty>KUBaHWH, [IO/DKHBI TTPeyCMaTpHBaTh:

a) B3aUMOJIeHiCTBMe C TOCy/lapCTBeHHOW cucTeMON OOHapyKeHUsl, TMpeAyTpex/eHUs
Y JUKBUJALMM TIOCTe[CTBUIA KOMITBIOTEPHBIX aTak Ha WH(OPMalLMOHHbIe pecypchl Poccuiickoit
®epeparyu'®);

6) B3aMMOZIEHCTBME C aBTOMATU3UPOBAaHHOM peXume ¢ LIeHTpOM MOHUTOPUHIa
W yIIpPaB/IeHUs CeThIO CBSI3U 00IIero rnojb3oBaHus ' ();

B) B3auMMOJENCTBUE C TPOBAaKZEpPOM XOCTHMHIA WM OpraHu3alyed, MNpefoCTaBstoLen
yCJIyTU CBSI3Y;

r) ompeje/ieHHe TIOPsiIKa B3aUMO/IEMCTBYS C TIPOBAlZIEPOM XOCTHHTA WM OpraHu3aliied,
Tpe/loCTaBJIsoIL el CIyTH CBfI3H, 1o COBMECTHOMY 0/IOKMPOBAHUIO aTak,
HarpaB/IeHHBbIX Ha OTKa3 B OOC/IY)XKMBaHUM, U Pa3rPaHUUYEHUI0 30H OTBETCTBEHHOCTH TMPHU TaKOM
O/10KMpOBaHUY;

n) obecrieyeHre JOCTYMHOCTH WX ceTd «VIHTepHeT» UHTep(eiicoB U CepBHCOB
VH(GOPMAaLMOHHON CUCTeMbI, TIOJJ/Ie)KaluX 3allldTe OT aTaK, HarpaBJeHHbIX Ha OTKa3
B 00CIy)kKMBaHWHM, TI0 COTJIaCOBAaHWIO CO CTPYKTYPHBIM TMOfipa3fiesieHreM, CrelaaucTaMu
Mo 3aumTe WHGOpMaLMU T[0C/e TPUHATHSL Mep 10 KOHTPOI U (UIbTpaLUM HCXOZSALIEro
Y BXOJSILEr0 ceTeBOro Tpaduka B COOTBETCTBUM C MaTpHLie KOMMYHUKaLMK WHGOPMAaLMOHHOM
CUCTeMBI C ceTbr0 «IHTepHeT»;

€) BO3MOKHOCTh pasMellleHUss HWHGMOPMAIMOHHOW CUCTeMbl B MH(GOPMAalMOHHO-
TeJIeKOMMYHHUKAI[MOHHONW WH(PACTPYKType TMpoBalijiepa XOCTUHra, 00eCcreurBaroiiero 3aifuTy
OT araK, HarpaB/leHHbIX Ha OTKa3 B OOC/IYy)KMBaHWUM, WIA OCYIIeCTBJieHWe 3allyThl
WH(POPMALIMOHHBIX CHCTeM TIyTeM TlepeHarpaBeHds CeTeBOro TpaduKa Ha IPOrpaMMHO-
anrapaTHble Cpe/CTBAa OpraHW3alid, OKa3bIBaIOIe yCIyTd TI0 KOHTPOJIO, (GUIbTpPALUU
¥ OJIOKMPOBAaHUIO CeTeBBbIX 3alpOCOB, 00/alarolMX TMPHU3HAKaMHU aTak, HarpaB/IeHHBIX Ha OTKa3
B 00C/Ty>KMBaHUM, TPU OTCYTCTBUM TEXHUUECKOW BO3MOXKHOCTH Yy OrlepaTopa CaMOCTOSITeNbHO
OpraHu30BaThb 3alllUTy MH(OPMAI[MOHHBIX CHCTeM OT aTaK, HarpaBjeHHbl Ha OTKa3
B 00CTy)KUBaHUH.

1(2) Tlognyukr «b6» mnyHkrta 2 VYkasza [Ipesusenta Poccuiickoii @epepaiuu ot 22 gekabps 2017 T
Ne 620 «O COBepIIeHCTBOBAaHUN TOCYJApPCTBEHHON CHUCTEeMBI OOHApy)KeHWsl, TPeAYNpPeXIeHUsT W JUKBUAAL[UUA
TTOCJIe/ICTBUI KOMITBIOTEPHBIX aTak Ha MH(OpMaIMoHHbIe pecypchkl Poccutickoit ®eepaliyu.

1(3) [yskr 5 IMTonoxxeHus o LleHTpe MOHUTOPHHTA.
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252, HpOFpaMMHO—aHHapaTHbIe CpeacTBad, HCIIOJB3yeMble I OCYLIEeCTBJ/IEHHMS KOHTPOJIA,
Cl)I/IJIBTpaL[I/II/I u 6JIOKI/IpOBaHI/I${ CeTeBbIX 3dITIpOCOB, O6J'Ia,E[aI-OH_lI/IX TMPpHU3HaKdMHU dTdK, HAlTPABJ/JI€HHBIX
Hd OTKAd3 B O6CJ'Iy)KI/IBaHI/II/I, A0J/DKHBI OBITh PacCIio/ioKeHblI Ha TepPpUTOPUUA Poccuiickoit d)e,qepaum/l.

26. TexHuueckre Mepbl 3al{UThl MH(OPMALMM pean3yTCsl MOCPeACTBOM IpPUMEeHeHHUs
Cpe/CTB 3alUThl MHPOPMaLK, B TOM UKMCJ/Ie TIPOrpaMMHBIX (TIpOrpaMMHO-aMnapaTHbIX) CPeJCTB,
B KOTOPBIX OHHU PeaM30BaHbl, UMEIINX Heo0Xxoqumble GyHKLuH Oe3omacHoCTH. [1pu sTOM:

B MH(GOPMAaILMOHHBIX cHcTeMax 1 K/jacca 3alliMileHHOCTH TPUMEeHSIIOTCSI CpeZiCTBa 3alliUThl
vH(dopMaluM He HWKe 4 Kjacca, a TakkKe CpeJCTBa BbIYMC/IUTE/IbHONM TeXHUKHA He HIXKe
5 Knacca;

B MH(GOPMAIMOHHBIX CHUCTeMax 2 KJjacca 3alllUIleHHOCTH TPUMEHSIFOTCSI CpeZiCTBa 3allUThl
vH(dopMallud He HWKe 5 Kjacca, a TakKe CpeJCTBa BbIUMC/IIUTE/NILHONM TEeXHUKHW He HIKe
5 KJ1acca;

B MH(OPMALIMOHHBIX CHUCTeMax 3 Kjacca 3alllUil[eHHOCTH TPUMEHSIFOTCSl CpeJiCTBa 3all[UThl
vHbopMmaum 6 Kiacca, a TakKkKe CpeJCTBAa BbIUMC/IUTE/NbHOM TeXHUKUM He  HIDKe
5 Kjacca.

B  uHdopmaumoHHBIX ~ cucTeMax 1  Kjacca — 3alUILEHHOCTA  NPUMEHSIFOTCS
cepTUULIMPOBaHHbIe CPe/ICTBA 3alUThl HH(POPMALMK, COOTBETCTBYIOIIME 4 WU 6osiee BHICOKOMY
YPOBHIO [J0Bepysi. B uHH(pOpMalMOHHBIX CUCTeMax 2 KJjacca 3alUILeHHOCTH TPUMEHSIOTCS
cepTU(ULIMPOBaHHbIe CPe/ICTBA 3allUThl MH(POPMALMK, COOTBETCTBYIOIIME 5 UM Oosiee BHICOKOMY
ypoBHIO [JoBepusi. B uH(pOpMalMOHHBIX CUCTeMax 3 KJjacca 3aljUIl{eHHOCTH TPUMEHSIOTCS
cepTu(UIMPOBaHHbIe CPe/ICTBA 3alUThI MH(OPMALMU, COOTBETCTBYOIIHE 6 U Oosiee BHICOKOMY
YPOBHIO [JOBEpUS.

Kilacchl 3aljuThl U YpOBHU [OBepUs OIpeLe/satoTCsd B COOTBETCTBUM C HOPMAaTUBHBIMU
npaBoBbiMU akTaMu PCTOK Poccum, v3gaHHbIMM B COOTBETCTBMM C MOANYHKTOM 13.1 myHKTa
8 Tlonoxenus o DenepanbHON CaykOe TIO TEXHHMUECKOMY U 3KCIIOPTHOMY KOHTDOJIIO,
yTBepxAeHHoro Ykasom [Ipesngenta Poccutickor ®@egepanmm ot 16 aBrycra 2004 r. Ne 1085.

B wuHpopMalMOHHBIX CHUCTeMax TIPUMEHSIIOTCS Cpe/CcTBa 3alllUThl HMHGOpPMaLH,
CcepTUGUIIMPOBaHHBIE HAa COOTBETCTBHE 00si3aTe/bHBIM — TpeOOBaHUSAM 10  0e30MacHOCTH
nHbopmaruy, ycraHoBieHHbIM @CTOK Poccun, wiv Ha cooTBeTCTBHE TPeOOBaHUSM, YKa3aHHBIM B
TeXHUYECKUX yCJIOBUAX (3afaHusix 1o Ge3omacHocTy). Ilpy 3ToM dyHKUIMK 0€30MacHOCTH TaKUX
CpeJCTB JI0/KHBI 00eCcTieurnBaTh BLIMIOTHEHHe HAaCTOSIIUX TpeboBaHuUM.

26.1. Tlpy TIPOEKTHUPOBAaHWM  BHOBb  CO3/laBaeéMbiX WA  MOJEePHU3UPYEMbIX
WH(POPMALIMOHHBIX CHUCTEM, WMEIOLIUX [JOCTynm K ceTd «VIHTepHeT», JO/DKHBI BBIOMpAThCS
MapIIpyTH3aTOPbI?, CepTUGUIIMPOBAHHBIE HAa COOTBETCTBHE TpeOOBaHMSIM TI0 0e30MacHOCTH
vHbopMalyH (B UaCTH peas30BaHHbIX B HUX (PYHKLIUM Oe301MacHOCTH).

2 Tlyukr 4 miaeel Il Knaccudukanuu cpeacTB MpOrpaMMHOrO, TeXHMYeCKOro obecriedeHusi, paboT W ycayr
(mpunokenrie Ne 2 K MeToguueckyM yKa3aHHsIM TI0 OCYIIIeCTB/IEHHIO ydeTa MH(POPMALMOHHBIX CHCTEM U KOMITIOHEHTOB
MH(POPMAaLIMOHHO-TeIEKOMMYHUKALIMOHHOM MH(PACTPYKTYPLI, YTBEpP>KAEeHHBIM MPHKa3oM MUHKOMCBs3u Poccuu ot 31
Masi 2013 1. Ne 127).
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27. B ciayuae 00paboTKM B HHGOPMALMOHHON cucTeMe HWHGOPMALUM, COZep Kalliei

TepCoHa/IbHbIe [laHHbIE, peajiM3yeMble B COOTBETCTBUM C TMyHKTaMd 21 u 22 HaCTOALIUX

TpeboBaHut MepHbI 3aIUTHl HHHOPMALUH:

o uH(OpMaLMOHHOW  cucTeMbl 1 Kjacca — 3all{UIeHHOCTH
1, 2, 3 ¥ 4 ypOBHM 3aIIUIEHHOCTH TIEPCOHATBHBIX JaHHBIX;

O MH(QOPMAaLMOHHOW  cuUCTeMbl 2 Kjacca  3all{UIeHHOCTH
2, 3 ¥ 4 ypOBHH 3all[UII[EHHOCTH MePCOHA/IbHBIX IaHHBIX

A MH(QOpMAaLMOHHOW  cucTeMbl 3 Kjacca  3all{UIIeHHOCTH
3 ¥ 4 YPOBHH 3aIIUI[EHHOCTH TIePCOHA/BHBIX JaHHBIX

obecreunBaroT

obecreunBaroT

obecreunBaroT

28. Ilpu wucnonb3oBaHMM B MH(POPMALMOHHBIX CHUCTEMax HOBBIX HH(OPMAaLMOHHBIX

TeXHOJIOTUM W BBISB/IEHUU JOTIOJHUTEbHBIX Yrpo3 6e3omacHOCTH WH(OPMALUH, [Jisi KOTOPBIX

He orpeaejieHbl MePbI 3dlHUThL I/IHCl)OpMaL[I/II/I, AOJDKHBI paBpa6aTLIBaTbCH KOMITEHCHUPYIOIIHE MeEPbI

B COOTBETCTBHH C ITYHKTOM 23 HacTosiux TpeboBaHMiA.

1 YcraHaBiIMBaeTCsi B COOTBETCTBUH C TPEGOBEIHI/IHMI/I K 3aljuTe TMepCOHa/IbHbIX [OJdHHBIX TIpHU HX o6pa60TKe
B I/IH(i)OpMaL[I/IOHHLIX CHUCTeMaX TIepCOHAJ/IbHBIX [OdHHBIX, YTBEpP)XAEHHbIMHU T10CTAHOB/IEHUEM HpaBI/ITEJ'ILCTBa

Poccutickoit @epepariuu oT 1 Host6pst 2012 . Ne 1119.
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[Tpunosxkenne Ne 1

K TpeboBanusiM o 3ammyTe UHGOPMALUH,

He COCTaBJIAIo0LIel TOCYZapCTBeHHYI0 TalHy,
coZieprKallelcs B rocyZlapCTBeHHBIX
VMH(OPMaLMOHHBIX CHCTeMax

OITPEJIE/TEHUE K/TACCA 3AIIMUINEHHOCTU MH®OPMAIIMOHHON
CUCTEMBI

1. Knacc 3amuiijeHHOCTH MH(OPMaLMOHHOW crcTeMbl (repBblid knacc (K1), BTopoii knacc
(K2), Tpetuit knacc (K3)) onpezensieTcsi B 3aBUCUMOCTU OT YPOBHS 3HAUMMOCTU MH(popMaLuu (Y 3),
obpabaTbiBaeMoii B 3TOM MH(MOPMAIMOHHOW CHUCTeMe, W MaciiTaba WHGOOPMAIMOHHON CHUCTEMBI

(bemepanbHBIM, perioHa/IbHBIN, 00 BEKTOBBIN).
Knacc 3amuiriennoctu (K) = [ypoBeHb 3HaUMMOCTH WHGOPMALUK; MacIITab CUCTEMBI].

2. YpoBeHb 3HAUUMOCTH MH(OPMAI[UH OTIPe/ie/iieTCsl CTeNeHbl0 BO3MOXKHOTO yiepba zist
obnazmarens uHdopmalmu (3aKa3urMka) ¥ (MIM) oriepaTopa OT HapyIlleHUsT KOHGHUAEeHIMaTbHOCTH
(HerpaBOMepHbIe JIOCTYII, KOMMPOBaHUe, IpejoCTaB/leHre WM paclpoCTpaHeHue), LeJIOCTHOCTU
(HerpaBOMepHbIe YHUUTOXKEHWE WX MOAUGULMPOBaHKEe) WU [AOCTYIHOCTU (HelpaBOMepHOe

610KMpoBaHue) MHGOOPMALIUH.

¥3 = [(KoHOUIeHLIMATBLHOCTb, CTereHb yiepba) (1[eI0CTHOCTh, CTerneHb yiepOa)

(mocTymHOCTS, cTemneHb yiiepba)],

r/le cTereHb BO3MOXKHOTO yiriepba omnpefessieTcst 06/1ajaTesieM nHGoOpMaliy (3aKa3ulKoM)
Y (WTH) OTIepaToOpoOM CAaMOCTOSTe/TbHO SKCIIEPTHLIM MJIH UHBIMHA METOJJaMH M MOXKET ObITh:

BBICOKOM, €C/li B pe3y/ibTaTe HapyIleHWs OZHOTO W3 CBOWCTB 0e30MacHOCTH WHGMOpMaI|u
(KoH(UIEeHI[MaNTbHOCTH, 1IeJIOCTHOCTH, [OCTYIHOCTU) BO3MOXKHBI CYyIIleCTBeHHble HeraTHBHbIE
TIOC/Ie/ICTBUSI B COLIMA/IbHOM, TIOJIMTUUECKOW, MeXXAYHapOAHOM, SKOHOMUYEeCKOM, (MHAaHCOBOM WU
MHBIX 00/1aCTSAX AeATeNbHOCTH U (WM) UH(OPMaI[MoHHas cucTeMa U (Wm) oreparop (obmagarenb
vH(bOopMalL1) He MOTYT BbIMIOJIHATH BO3/I0)KEHHbIE HAa HUX (YHKLUHY;

CpefiHel, ec/ld B pe3y/ibTaTe HapyIlIeHWs OZHOTO W3 CBOHCTB 0e30macHOCTH MH(MOpPMaIUH
(KoH(UIEHI[MaNbHOCTH, 1|eJIOCTHOCTH, JAOCTYIHOCTH) BO3MOXKHbI yMepeHHble HeraTHUBHbIE
TIOC/Ie/ICTBUSI B COLIMA/IbHOM, TIOJIMTUUECKOW, MeXXAYHapOAHOW, SKOHOMUYEeCKOM, (PMHAaHCOBOUM WU
MHBIX 00/1aCTSAX AeATeNbHOCTH U (W) UH(OPMaI[MoHHas cucTeMa U (um) oreparop (obmagarenb

vHGbOpMaI[[1) He MOTYT BBITIOJIHATE XOTS1 ObI OJJHY M3 BO3/IO)KEHHBIX Ha HUX (YHKI[HM;
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HU3KOMW, e/l B pe3y/ibTaTe HapYIIeHUs OJHOTO M3 CBOWCTB 0e30MacHOCTH WH(pOPMALU
(KoH(UIEHI[MaNTbHOCTH, L[eJIOCTHOCTH, [JOCTYITHOCTH) BO3MOXKHbI He3HAaUMUTe/bHble HeraTHBHBIE
TOC/IeICTBUS B COLIMA/IbHOM, MOUTHYECKOW, MEXIyHAapOJAHOM, SKOHOMUUECKOM, (PUHAHCOBOU WU
MHBIX 00/1aCTSX AeATeNbHOCTH U (WM) UH(OPMaI[MoHHas cucTeMa U (um) orneparop (obmagarenb
vHbOpMalMiy) MOTYT BBIMOJHATH BO3/OXKEHHble Ha HUX (GYHKLUM C HeJ0CTaTOUYHOM
3bGdeKTUBHOCTBI0O WM BbIMOJIHEHHWEe  (GYHKI[MM  BO3MOXKHO TOMBKO C  TIPUBJIeUEHHEM
JIOTIO/THUTE/TbHBIX CUJT U CPEJICTB.

WHdopmalysi uMeeT BBICOKUM ypoBeHb 3HauuMmocTH (Y3 1), ecnu xoTsi Obl AJisi OHOTO
M3 CBOUMCTB Oe3oracHOCTH wuHMOpMaImu (KOHPHIEeHITMAaTbHOCTH, I[€IOCTHOCTH, [JOCTYITHOCTH)
orpe/iesieHa BbICOKasl CTeTeHb yiriepOa. MHdopmariys nMeeT cpefHHI YpoBeHb 3HAUMMOCTH (Y3 2),
ec XOTs Obl [yis OJHOTO W3 CBOWCTB Oe3omacHocTH WH(opMarmy (KOH(UIEHI[MaIbHOCTH,
1[€JIOCTHOCTH, JJOCTYITHOCTH) OTIpe/ie/ieHa CpeZHsIsI CTereHb yiriepba U HeT HU OTHOTO CBOMCTBA, ISt
KOTODOTO oOrfpefie/ieHa BbICOKasi cTemeHb yiepba. WHdbopmalvs uWMeeT HU3KUNA YPOBEHb
3HaunMocTty (Y3 3), eciu Ayt BceX CBOMCTB Oe30macHOCTA WHGopMalyu (KOH(MUAEHI[HaTbHOCTH,
11€JIOCTHOCTH, JJOCTYITHOCTH) OTIpe/ie/ieHbl HU3KKe CTereHu yiiepoba.

Ilpu o6paboTKe B WH(OPMAIMOHHOW CUCTEMe [BYX W Oojee BHAOB HWHGMOpMAaIUU
(cnyxkeOHasi TaliHa, HajOroOBasi TallHa M WHBIe yCTAaHOBJIEHHbIe 3aKOHOZATeTbCTBOM Poccuiickoit
denepaliy BUIbI UHPOPMALMU OTPaHUUYEHHOTO A0CTYIa) YPOBeHb 3HAUMMOCTH UHGopmaiuu (Y 3)
ompefieNiATCS OTJAeNbHO [/isi KaXKAO0ro BHJAa UWHGopMaluu. MTOroBbiii ypoBeHb 3HAUMMOCTH
vHbopMaly, obpabaTbiBaeMoii B MHPOPMAIIMOHHOW CUCTEMe, YCTaHaBIMBAETCs TI0 HAaMBBICIITUM
3HaueHWsM CTeNleHH BO3MOXKHOTO yimepOa, oOrpefe/neHHbIM /s KOHOH/eHLHaTbHOCTH,
L|e/IOCTHOCTH, JOCTYITHOCTH MH(OPMaLMU KaXX/10r0 BUa UH(OPMaLUH.

3. HdopmarmoHHasi cuctema uMeeT ¢efiepanbHbiii MaciTad, ec oHa (YHKLUOHUPYET
Ha TeppuTtopumn Poccuiickoii ®@egeparuu (B ripesienax (enepasbHOTO OKpyra) U UMeeT CerMeHTbI
B cybnekTax Poccuiickoit @eaepaliii, MyHUIUMTIATBHBIX 00pa30BaHUAX U (M/1M) OpraHu3alysX.

WHpopMalMoHHasi CHUCTeMa WMeeT perdoHalbHbIA MaciuTab, eciv oHa (DYHKIIMOHUDYeT
Ha TeppuTopuM cybbekTa Poccuiickoii @efjepaljiii U1 UMeeT CerMeHThI B OJJHOM WJIA HECKOJIbKUX
MYHUIUIATBHBIX 00pa30BaHUsAX U (U/IK) TIOABEIOMCTBEHHBIX Y UHBIX OPraHU3alI[UsX.

WHdopmaloHHasi cucTeMa HMeeT OOBEeKTOBBbIM MaciiTad, ecnv oHa (YHKIMOHUDYeT
Ha 0ObeKTax ofiHOTO (peZiepabHOTO OpraHa rOCy/apCTBEHHOW BJIaCTH, OpraHa rocy/japCTBeHHOMN
BjacTu CcybbekTa Poccuiickoit denepariyiv, MyHHUIUIAIEHOTO 00pa30BaHus U (M/IM) OpraHU3al[uu
U He UMeeT CerMeHTOB B TEePPUTOPUA/LHBIX OpraHax, TIpeJCTaBUTe/NbLCTBAX, (uiIranax,

moiBe/IOMCTBEHHBIX Y MHBIX OPraHr3aljuAaX.



4. Knacc 3amuileHHOCTH WHGOPMALIMOHHOM CHUCTeMbl OIpefie/isieTCs B COOTBETCTBUU

C Tabsutiei:

30

YpoBeHb 3HAUMMOCTU

Maciitab nHhOpMaIMOHHON CUCTEMBbI

rHbopMaLmu
®deepabHbIN PervonanbHbIN OOBeKTOBBII
y31 K1 K1 K1
¥32 K1 K2 K2
Y33 K2 K3 K3
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[Tpunosxenue Ne 2

K TpeboBanusiM o 3ammyTe UHGOPMALUH,

He COCTaBJIAIo0LIel TOCYZapCTBeHHYI0 TalHy,
coZieprKallelcs B rocyZlapCTBeHHBIX
VMH(OPMaLMOHHBIX CHCTeMax

COCTAB
MEP 3AIIUTBI THOOPMAILIMA U X BA30OBbIE HABOPBI
JAJI1 COOTBETCTBYROIIETI'O K/TACCA 3AIIIMIIIEHHOCTHA
NH®OPMAIIMOHHON CUCTEMBI

YcnoBHoe Mepsbi 3amuThl HHMOOPMaIMK B HHOOPMaI[MOHHBIX Knaccer
0003HaueHMe cucTemMax 3aLLUILIeHHOCTH
1 HOMeD “H(OpMaI[OHHOU
Mepbl CHUCTEeMbI
3 2 1

I. UneHTuduKaLys u ayTeHTUPUKALUS CyObeKTOB AocTyma U 00bekToB goctyna (MAD)

NAD.1 WNpentndukanmuss v ayTeHTUM(UKALMs IO/b30BaTeneu,| -+ + +
SIBJISTFOLLMXCSI pAOOTHUKAaMU oriepaTopa

NAD.2 VpeHTudukanys U ayTeHTU(UKALUsl yCTPONCTB, B TOM + +
Yuc/le CTaljMOHapHbIX, MOOM/IBHBIX U TOPTaTUBHBIX

NAD.3 YripaBneHue uzeHTudUKaTOpaMu, B TOM YMC/ie CO3/laHue, | + + +
TIPUCBOEHWe, YHUUTOXXeHUe WeHTU(PUKaTOPOB

NAD.4 YnpaBneHue cpefcTBaMU ayTeHTH(UKAL[MK, B TOM yucie| + + +
XpaHeHHWe, BblJjaua, WHULMaMM3aLus, OJ0KMpOBaHUe
CpeACTB ayTeHTU(UKALMM W TIPUHSATHE Mep B Cayyae

yTpaThl u (wnn) KOMITpOMeTal[in Cpe/iCTB
ayTeHTUhUKALIUN
NA®D.5 3aiura oOpaTtHoM CBSA3U rpu BBOJEe| + + +

ayTeHTHU(UKALIMOHHOW MH(MOpMaLK

NA®.6 VpeHTudukanys U ayTeHTU(UKALMSA T10/1b30BaTesel, He| + + +
SIBJISTIOIIMXCS  pabOTHUMKaMM  orepatopa  (BHELIHHUX
TI0/Ib30BaTes e )

NAD.7 Unentrdukanys v ayTeHTUDHUKALKS 00BeKTOB (QaiinoBoit
CUCTEMBI, 3allyCKaeMbIX U WCIOJHSAEMBIX MO/YJ/IeH,
O0OBEKTOB  CHUCTeM ympaBleHUs1 0a3amMM  [IaHHBIX,
00BEKTOB, CO3/laBaeMbIX TMPHUKIAJHBIM W CrelHdaJbHbIM
MPOrpaMMHBIM 00ecrieueHreM, UHBIX 00beKTOB I0CTyTIa

I1. YripaBsieHue JOCTYTIOM CyOBEKTOB foCTyTa K 00bekTam goctyra (YIT11)
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YIIIL1

YnpaBneHve (3aBefieHue, aKTHBALYs, OJIOKMpOBaHWE U
YHUUTOKE€HHE) YYeTHbIMU 3alUCSIMHU T0/b30BaTesieu, B
TOM UKCJie BHELIHUX T10J/Ib30BaTesnen

VIIJI.2

Peanu3aiusi HeoOXOAMMBIX MeTO/IOB (AMCKPEIMOHHbIN,
MaH/IaTHBIM, POJIEBOW WIX UHOW MeTOJ]), TUTIOB (UTeHue,
3aMMCh, BBITIOJIHEHWE WIM WHOW TUM) U  TpaBUI
pasrpaHUueHus J0CTyna

VI3

Ynpaenenue (¢punbTpaLys, MapLIpyTH3aLys, KOHTPOJIb
COe[IMHEHWH, OJHOHAIpaB/ieHHasi Iepefjayua W WHbIe
crocobbl  yripaB/ieHUs)) WH(OPMAaLMOHHBIMK TIOTOKAMHU
MeX/y YCTPOMCTBaMM, CerMeHTamMu HWH(GOPMaLMOHHON
CUCTEMBI, a Takke Mexay HWH(OPMaLMOHHBIMU
cucTeMamMu

VT4

Pa3nenenvie mosiHOMOuMii  (posieii)  ToJib30BaTesew,
a/IMUHUCTPATOPOB U UL, obecreunBaroILUX
dbyHKI[MOHMPOBaHKe H(OPMAaLMOHHON CUCTEMBbI

VIIZ.5

Ha3HaueHne MUHUMATbHO HEOOXOAUMBIX TMpaB M
TIPUBUJIETHM  TI0/Ib30BaTe/sIM,  aJIMUHUCTpaTopaM |
JIULIAM, obecreurBarIUM (yHKI[MOHUPOBaHUE
MH(OPMalOHHOW CUCTEMBI

YII/L6

OrpaHvyeHre  HeyCHelIHbIX  TIOMBITOK  BXOJa B
YHGbOPMAaI[OHHYIO CUCTEMY (moctyma K
HMH(OPMaI[OHHOU CUCTEeMeE)

YIIL7

[Mpenymipe)xaeHue TMoOMb30BaTesisi TIPU  €ro  BXO/e B
WHQOpMALlMOHHYI0 ~ CHUCTeMy O TOM, UTO B
“H(OPMaI[MOHHOW CHCTeMe peaM30BaHbl Mephl 3allUThl
uHpopMaM, U O HeoOXOJUMOCTH COOJFO/IEHUS UM
YCTaHOBJ/IEHHBIX ~ OTepaToOpoM  TIpaBUl  00pabOTKH
MH(popMaLn

VI8

OmnoBelljeHre T0JIb30BaTeNs MOC/Ae YCIeUIHOro0 BXOJAa B
VMH(GOPMaLMOHHYIO0 CUCTEMY O ero MpeAbiAyleM BXoJe B
WHGOPMALOHHYIO CUCTEMY

YIIJI.9

OrpaHuueHve uuc/ia mnapasiefbHbIX CEAaHCOB JOCTYyIa
O KaKJOM ~ YUeTHOM  3alkiCh  [0Jb30Bare’ist
VMH(OpPMaLMOHHON CUCTEMBbI

YIIJI.10

bnokupoBaHue ceaHca [JocTyna B WH(POPMaLMOHHYIO
CHCTEMY TIOC/Ie yCTaHOBJIEHHOTO BpeMeHH Oe3/eiiCTBUs
(HeakKTMBHOCTH) MO/Ib30BATEJIS1 WU TI0 ero 3arpocy

YIII.11

Paspellienvie  (3ampeT)  JeliCTBUM  TI0JIb30BaTesei,
paspeleHHbIX /10 UieHTUDUKALMK U ayTeHTU(PUKAL[UU




33

YII.12

[Mogmep>kka W coxpaHeHWe arpuOyTOB 0Oe30MacHOCTH
(MeToK 6e30MacHOCTH), CBsI3aHHBIX C HMH(pOpMalUell B
TIpoljecce ee XpaHeHHUsI 1 00pabOTKH

YIIJI.13

Peanu3alisi  3alUIEHHOTO  Y/JAJeHHOrO  JIOCTyTia
CyOBEeKTOB ZIOCTyMa K 00beKTaM ZI0CTyTIa uepe3 BHeIlIHHe
WH(OpPMaIMOHHO-Te/IEKOMMYHUKAIL[AOHHbIE CETH

YIIJI.14

PernameHTanss ¥ KOHTPOJIb  MCIIO/Ib30BaHUS B
WH(OPMALIMOHHOW CHUCTeMe TeXHOJIOTHM 0eCripoBOJHOTO
J0CTyTIa

YII.15

PernmameHTaniss ¥ KOHTPOJb  MCIIO/Ib30BaHUS B
WH(OPMALIMOHHOW CUCTeMe MOOU/IBHBIX TEeXHUYECKUX
Cpe/CTB

YII/I.16

YnpaBneHve B3aUMOJENCTBHEM C HH(GOPMAaLMOHHBIMU
cucTeMaMM  CTOPOHHMX  OpraHusalid  (BHelIHHe
MH(POPMaLIMOHHbIE CUCTEMBI)

YII.17

O6ecrnieueHue JlOBepeHHOM 3arpysKu CpeACTB
BBIYMC/TUTE/IBHOM TEXHUKU

I11. Orpanuuenue riporpammHoii cpefbl (OTIC)

OIIC.1

YnpaBneHnue 3amyckom (oOpaijeHUsIMHA) KOMITOHEHTOB
MIPOrpPaMMHOTO 00ecrieyeHus], B TOM UHC/Ie OrpejesieHre
3aMyCcKaeMbIX KOMIIOHEHTOB, HACTpOMKa TlapaMeTpOB
3arycka  KOMIIOHEHTOB, KOHTPOJIb  3a  3alyCKOM
KOMITOHEHTOB IMPOrPaMMHOT0 00ecrieueHust

OIIC.2

YrpaBrieHue yCTaHOBKOW (MHCTasuisLel) KOMIIOHEHTOB
MPOrpaMMHOTO 00ecrieyeHus], B TOM UHC/Ie OrpejesieHue
KOMIIOHEHTOB, IO/JIe)KallluX  YCTaHOBKE, HACTPOMKa
rapaMeTpoB YCTAaHOBKM KOMITOHEHTOB, KOHTPOJIb 3a
YCTaHOBKOW KOMITOHEHTOB ITPOTPaMMHOT0 00ecIieueHust

OIIC.3

YcraHoBKa (MHCTa/ISILUSI) TOJIBKO pa3pelieHHOro K
WCTIO/Ib30BaHUIO TIPOrpaMMHOro obecrieueHUss W (U/IH)
ero KOMIIOHEHTOB

OI1C.4

YmpaBrieHue BpeMeHHbIMU (paiilamMu, B TOM 4UHCJIe
3arpeT,  paspellieHWe,  TlepeHarpaBjieHHe  3arlucHy,
yZasieHue BpeMeHHbIX ¢aiinioB

IV. 3amura MaliMHHBIX HocuTesnel nadopmaruu (3HU

)

3HA.1

YueT MallIMHHBIX HOCUTe el HH(pOopMaLuu

3HN.2

YmpaBsieHWe JOCTYNIOM K MAaIllMHHBIM  HOCUTEJISIM
vHdopmaluu
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3HN.3

KoHTpone  mepemelljeHMs] ~ MalllMHHBIX ~ HOCHUTesel
MH(OpMaLMK 3a rpe/ie/bl KOHTPOIMPYeMOM 30HbI

3HN.4

WckntoueHne BO3MOXKHOCTA — HECAHKLIMOHUPOBAHHOTO
03HAKOMJ/IEHUS c cofiep>kaHUEeM vH(opMaluy,
XpaHSIIeNcsT Ha MallUMHHBIX HOCUTeNsX, W (WIK)
WCTIO/Mb30BaHUsl ~ HOcuTenelt uWHGOpPMAlMM B HHBIX
HMH(GOPMAI[MOHHBIX CHCTeMaXxX

3HU.5

KoHTposib ucrnonb3oBaHus nHTepdelicoB BBOia (BbIBO/IA)
vH(bOpMalMy Ha MalllMHHbIe HOCUTeTN UH(OPMaLIUU

3HN.6

KonTponb BBogia (BbIBOZA) MHGOpPMALMK Ha MalllHHbIE
HOCUTEeM UH(OpMaLUU

3HIN.7

KoHTpo/ib  MOAK/IIOUEHMs] ~ MallMHHBIX ~ HOCHUTesei
VHpopMaLn

3HI.8

YHuuroxxeHve (cTupaHue) MH(GOPMALMKM Ha MalllMHHBIX
HOCHUTeJISIX TIPU UX Tiepeiaue MeXXAy I0Jb30BaTe/siIMU, B
CTOPOHHHKE OpraHu3aluu [/ PeMOHTa WM yTUIn3allvy,
a Tak)Ke KOHTPOJIb YHUUTOKeHUs1 (CTUPAHUS])

V. Peructpanus coobiTuii 6e3omacHocty (PCB)

PCb.1

Omnpegenenve CoOObITHM 6€30MAaCHOCTH, TIO/IeKAIIMX
PErucTpalyy, U CPOKOB UX XPaHEHHUSI

PCB.2

OmnpefeneHve cocTtaBa M COZep)KaHWs WH(OpPMaLUU O
CoOBITHSIX 6€30TTaCHOCTH, TOAJIEXKAIIUX PETUCTPAL[UH

PCb.3

Cbop, 3amuch U XpaHeHWe WHGOPMALUKA O COOBITHSIX
0e30MacHOCTH B TeueHHe YCTAHOB/IEHHOTO BpeMeHH
XpaHeHUs

PCb.4

PearmpoBanrie Ha cOOM TIpM perucTpanii COOBITHI
6e3omacHOCTH, B TOM YKMC/Ie arrapaTHble U IPOrpaMMHbIe
ommbkyu, c6or B MexaHW3Max cOopa uH(oOpMaruud u
JOCTIDKeHUe Tipefiesla WIM IleperiojiHeHdsi obbema
(eMKOCTHM) MaMSTH

PCB.5

MonuTtopuHr ~ (IpOCMOTp,  aHa/lW3)  pe3y/IbTaToB
pervcrpaiyy cobbITH 6e30MacHOCTH 1 pearvpoBaHue Ha
HUX

PCb.6

leHeprpoBaHMe  BpeMEHHbIX  MeTOK U (WIM)
CUHXPOHM3aLUs CUCTEMHOT'0 BpeMeH! B
VMH(POPMaLIMOHHOM cHcTeMe

PCB.7

3amuTa uH(opMaLyu 0 COOLITHSIX H6e30MacHOCTH

PCb.8

OGecrieueHre BO3MOXXHOCTH MpoCMOTPa U dHaJ/IM3d
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vH(opMalMy 0 eCTBUSX OT/le/TbHBIX MOJib30BaTesiell B
VMH(POPMaLIMOHHO cHcTeMe

VI. AntuBrpycHas 3amuTa (AB3)

AB3.1 Peanusanusi aHTUBUPYCHOM 3allUThI + +

AB3.2 OG6HoB/ieHWe 0a3bl [JJaHHBIX TIPU3HAKOB BPEJOHOCHBIX | + +
KOMITbFOTEPHBIX MTPOrpamMm (BUPYCOB)

VII. O6napy>kenue Bropenuii (COB)

COB.1 OO6Hapy>keHHe BTOP>KeHUH +

COB.2 OG6HoB/eHMe 0a3bl pelaroLX MPABUIT +

VIII. KonTposb (aHaniu3) 3aiuiieHHocTy nHdopmaruu (AH3)

AH3.1 BoisiBnenne, aHanu3 ysa3BUMOCTed WH(OPMALMOHHOW | + +
CUCTeMBI M OllepaTUBHOE yCTpaHeHHe BHOBb BbISIBJIEHHBIX
ySI3BUMOCTeU

AH3.2 KoHTponb  ycraHOBKM  OOHOB/IEHMM  TIpOrpaMMHOro| + +

obecrieueHusi, BK/IOYass OOHOB/IEHHWE TIPOTPAMMHOIO
obecrieueHust CpeICTB 3aIUThl HHHOPMALIUH

AH3.3 KonTtpons paboTtocrocobHOCTH, TTapaMeTpoB HAaCTPOWKH | + +
W TIPaBUIBHOCTH (YHKIMOHUPOBAHUS TPOTPAMMHOIO
obecrieueHust U CPe/ICTB 3all{UThl HH(POPMALUU

AH3.4 KoHTposb cocTaBa TeXHUYECKUX CPeCTB, TPOTPAMMHOTO | + +
obecrieueHust U CPe/ICTB 3all[UThl HH()OPMaI[UH

AH3.5 KoHTposib mipaBU/ TreHepald W CMeHbI TapoJsied| + +
T0/ib30BaTesieil, 3aBe/leHus1 U y/jarieHrst yUeTHbIX 3arucei
NoJib30BaTesiel, peanu3aliy IpaBU/ pasrpaHUYeHHst
JIOCTYTIOM, MOJIHOMOYMI ToJib30BaTesnen B
VMH(POPMaLIMOHHOM CcHCTeMe

IX. ObecrnieueHue 11€/I0OCTHOCTA UHPOPMALMOHHOM cUcTeMbl U MH(opMaruu (OLIJT)

onJI.1 KOHTpO/Ib 11eJIOCTHOCTH TPOrPaMMHOTO  00ecreueHusl, +
BK/TIOUasi TMporpaMMHoe obecrieueHre CpeZCTB 3allyThl
vH(popMaLu

onJ1.2 KoHTponb 1jen0cTHOCTM UH(OPMAaLUH, CoJieprKallieiics B
6a3ax gaHHBIX MH(HOPMALIMOHHON CHCTEMBI

OLJI.3 Ob6ecrnieueHue BO3MOXXHOCTH BOCCTAHOBJ/IEHUS | + +
nporpaMMHOro obecrieueHus], BKJHOYas IPOTPaMMHOe
obecrieueHre Cpe/ICTB  3aluUThl  WH(OPMAIUH, TIpU
BO3HHMKHOBEHWY HEILTaTHbIX CUTyalui
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OLIJL4

OO6Hapy)KeHHWe U pearupoBaHWe Ha TOCTyIUIeHHe B
MHGOPMAI[MOHHYIO CUCTEMY He3aripaliiBaeMbIX
3JIEKTPOHHBIX COOOIIeHUM (TrceM, JOKYMEHTOB) U UHOU
vHbOpMalliK, He OTHOCAIUXCS K (PYHKLIMOHHUPOBAHHUIO
HMH(OpPMaI[MOHHOM CUCTeMBbI (3all[iTa OT Cliama)

OLIJL5

KoHTposnb copeprkanus vH(opMalyy, TepejaBaeMo U3
MH(POPMaLIMOHHOM CUCTeMBI (KOHTelHepHBIH,
OCHOBAHHBIM Ha CBOWCTBaX OOBeKTa [JOCTyIa, U
KOHTEHTHbIN, OCHOBaHHBIi Ha TOMCKe 3arpelleHHON K
nepefiaue MHGpOpPMaLMU C WCIOJIb30BaHUEM CHTHATyp,
MacoK U WHBIX METO/IOB), U UCK/IIOUeHHe HellpaBOMepHOU
repeiaud WH(OpMaIMX 13 UHPOPMAILIMOHHON CUCTEMBI

OLLJL6

OrpaHvueHve TmpaB  T[O/lb30BaTesiell 1O  BBOAY
vH(popMaLy B UHPOPMALMOHHYIO CUCTEMY

OLIJL7

KoHTpo/ib TOUHOCTH, MOMHOTEI U NIPAaBUIBHOCTU [IAHHBIX,
BBO/IMMBIX B MH()OPMALJMOHHYIO CUCTEMY

OLL/L8

KoHTposis ommbOOUYHBIX [JeMCTBUIA T0/Ib30BaTE/I€N TI0
BBOJy M  (wid)  Tepejaue  uHMOpMalMU U
TIpeAyTIpeXK/IeHHe  T0/ib30BaTesiell 00  OIIMOOUHBIX
JeMCTBUSAX

X. Obecrieuenne goctynHocty uHbopmaruu (OT)

OJT.1

Vicnonb3oBaHue OTKa30yCTOMUYMBBIX  TeXHUYECKUX
Cpe/CTB

OZIT.2

Pe3zepBupoBaHMe TeXHUUECKUX CpPeJCTB, MPOTrPaMMHOTO
obecrieueHus, KaHa/lIoOB TepeZiaud WHPOPMALMH, CPeZCTB
obecrieueHrsi  (PyHKI[MOHUPOBaHWS HWH()OPMAI[HOHHON
CUCTEeMbI

OAT.3

Kontposb 6e30TKa3HOTrO (GYHKLIMOHUPOBaHUSA
TeXHUYeCKUX CpeJCTB, OOHapy)KeHHWe U JiOKa/lu3alus
OTKa30B  (PYHKLIMOHHMDOBaHMs, IIPUHATHE Mep IO
BOCCTAaHOB/JIEHUIO  OTKas3aBLIMX  CPeACTB MU MX
TeCTUpPOBaHue

OJIT.4

[Tepriopryeckoe pe3epBHOe KOMMpOBaHWe WH(OpMaryu
Ha pe3epBHbIe MallIMHHbIE HOCUTETH WH(POPMALU

OJT.5

ObecrnieueHue BO3MOKHOCTH BOCCTaHOBJIEHUS
vHbOpMallid C pe3epBHBIX MAIIMHHBIX HOCUTesel
vHdopmaiui  (pe3epBHbIX  KOMUH) B  TeueHHUe
YCTaHOB/IEHHOT'O BpeMEeHHOT'0 WHTepBasia

ONT.6

Knacrepu3aiyss “HQOPMAIIMOHHOW CcUCTeMBbI U (W) ee
CEerMeHTOB
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OJT.7

KoHTponb cOCTOSTHMSI W KadecTBa TIPeAOCTaBJIEHUS
YIOJTHOMOYEHHBIM JIMI[OM BbIYMC/IUTELHBIX PEeCcypCcoB
(MolL[HOCTe}), B TOM UMC/Ie T10 Tiepe/iaue WHMOpMaluu

XI. 3amura cpegpl BupTyanusanuu (3CB)

3CB.1

Unentrdukanys v ayTeHTUPUKALUS CyObeKTOB 0CTyIIa
¥ 00BEKTOB [IOCTYTIa B BUPTYa/IbHON MH(PPACTPYKType, B
TOM 4YMCJe aJMUHUCTPAaTOpPOB yIpaB/eHUsl CpeACTBaMHU
BUPTYyau3aLun

3CB.2

YmnpaBneHue JOCTYNIOM CyOBeKTOB JOCTyra K 0ObeKTam
JI0CTyTa B BUPTya/bHOM MH(PACTPYKType, B TOM YHC/e
BHYTPU BUPTYa/IbHBIX MallIH

3CB.3

Peructpauusi coObiTHil 0e30MacHOCTH B BUPTYalbHON
MH(pacTpyKType

3CB.4

Ynpaenenue (dbunbTpalysi, MaplipyTU3alius, KOHTPOJIb
coefiHeHUs], OJHOHArpaB/ieHHasl TiepeZiaua) TIOTOKAMH
vHbopMalid  MeXAy KOMIIOHeHTaMu BUPTYaabHOU
MH(paCTPYKTYyphl, a TakKKe MO TepUMeTPYy BUPTYya/IbHOMU

MH(PaCTPyKTypPbl

3CB.5

[loBepeHHasi ~ 3arpy3ka CepBepoB  BUpTYyalu3alvy,
BUPTya/lbHOW  MallMHbl  (KOHTeliHepa),  CepBepOB
yTpaB/ieHus1 BUpPTyanu3ariuei

3CB.6

YnpaBneHue TepeMeleHHeM BHUPTYaJbHBIX  Malll|H
(KoHTeliHepOB) ¥ 0OpabaThIBaeMbIX Ha HUX JAHHBIX

3CB.7

KOHTpO/b 11€/I0CTHOCTH BUPTYaabHOM UH(PACTPYKTYPHI
Y ee KOH(uUrypauui

3CB.8

Pe3epBHOe KoOmNMpoBaHWEe [IAaHHBIX, pe3epBHPOBaHUE
TEXHUUECKUX CpeJCTB, TIPOrPaMMHOIO 00ecrieueHust
BUPTYa/bHOW WH(PaCTPYKTYyphl, a TaKXe KaHal0B CBSI3U
BHYTPH BUPTYa/IbHOW UH(PPaCTPYKTYPbI

3CB.9

Peanu3anmst u yrnpaBieHuWe aHTUBHUPYCHOW 3alllUTOM B
BUPTYya/llbHOW MH(PPACTPYKType

3CB.10

PasbueHne BUpPTyasbHON MHGPaCTPYKTYPbl HA CEIMEHTbI
(cerMeHTMpOBaHMWe BUPTya/lbHOM MH(PaCTPYKTYpbl) AJisi
00paboTKK MH(OPMAaIMKM OT/ebHBIM I10/Ib30BaTesieM U
(vn) rpymnIou rnosb3oBaresen

XII. 3augura Texuuueckux cpegcts (3TC)

3TC.1

3ammra uHbopMary, obpabaThiBaeMoOl TeXHUUECKHUMU
CpeJCcTBaMU, OT ee yTEUKU 10 TeXHUUeCKUM KaHasiaM
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3TC.2 Opranuszainusi KOHTPOJIMPYyeMOW 30HbI, B Tipefenax| + + +
KOTOPOM TOCTOSIHHO  pa3sMellaloTcs — CTalMOHapHble
TeXHUUeCKHe Cpe/icTBa, obpabaTtkiBaroIirie MH(OpMaIHio,
¥ Cpe/iCTBa 3alluThl MHGOpPMAI[MK, a TaKXe Cpe/CTBa
obecrieueHust GyHKLIMOHUPOBAHUS

3TC.3 KonTponb u ympaBneHue (QU3MUYeCKUM [OCTYIIOM K| + + +
TeXHUYeCKUM CpeZicTBaM, cpefCcTBam 3alUThI
vH(bopMaLuy, cpeficTBaM obecrieueHUst
GYHKI[MOHUPDOBAHUS, a Takke B TIOMeIleHUs U
COOpY)XeHUs, B  KOTOPbIX  OHU  yCTaHOBJ/IEHBI,
WCK/TIOUaloliie  HeCaHKLIMOHUPOBAHHBIA  (r3ruecKuit
JOCTYIT K cpeicTBaM  00paboTkKu  uH(OpMaLiy,
cpeAcTBaM  3alUThl  MHGOpMAalMMd U CpeACTBaM
obecrieueHrsi (PyHKI[MOHUPOBaHUS HWH(OPMAI[MOHHON
CUCTeMbl U TIOMeIl|eHUs] U COOPY>KeHUsI, B KOTOPbIX OHHU

YCTaHOBJ/IEHbI

3TC.4 Pa3sMerieHue  ycTpoWicTB  BbIBoZla  (OTOOpakeHus)| + + +
vH(OopMal1Y, UCK/TIoUarolllee ee HeCaHKI[MOHUPOBAHHbIN
TIPOCMOTP

3TC.5 3aiuTa OT BHEIIHWMX BO3/eWCTBUN  (BO3/AeNCTBUM +
OKpY’Karolllei cpe/ibl, HeCTabuIbHOCTH

3/1eKTPOCHAOKeHUS], KOHAWL[MOHUPOBAaHUS ¥  HWHBIX
BHEIIHUX ()aKTOPOB)

XIII. 3atuTa nHGOPMALIMOHHOM CUCTEMBI, ee CPe/ICTB, CUCTEeM CBSI3U U Mepe/jau JaHHBIX

(3UC)
31C.1 Pa3nenenvie B MH(OpPMALIMOHHOW cUcTeMe (PYHKLUMA TI0 + +
yIipaBieHut0 (aJIMUHUCTPUPOBAHKIO) WH(OPMal[MOHHOU
CUCTEMOU, yIIpaBJ/IeHUIO (aAMUHUCTPUPOBAHHUIO)

CUCTEeMOH 3aIuThl HHMOpMAIH, GYHKIHM 110 06paboTKe
MHpOpMaLMKM U UHBIX (QYHKIMA MHPOPMALIMOHHOU
CHUCTEMBI

3UC.2 IIpenoTBpaieHue 3a/1epKKU WIH TpepbIBaHUS
BbITIOJTHEHUSI TIPOLIECCOB C BBICOKUM TIPUOPUTETOM CO
CTOPOHBI MPOLIECCOB C HU3KUM MPUOPUTETOM

31C.3 ObGecrnieuenrie 3amUThl WH(POPMAILMM OT PpacCKpbITHS, | + + +
MoAu(UKalMM W HaBsi3biBaHUS  (BBOZA  JIOXKHOM
vH(opMaln) TIpU ee repejaue (MMOATOTOBKE K Tepezaue)
MO0 KaHa/laM CBSi3W, MMEIOL[UM BbIXOJ 3a Tpefesibl
KOHTPOJIMPYEeMOM 30HBbI, B TOM 4KC/Ie OecrpoBOAHBIM
KaHajiaM CBSI3U

3nC.4 ObGecnieueHre [OBepeHHBbIX KaHaja, MapIIpyTa MeXIy
aZIMMHUCTPATOpOM, II0/Ib30BaTe/leM U Cpe/iCTBaMU
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3anmThl  WHbopMmaimK  (QyHKUusSMH  6e30TacHOCTH
CpeJCTB 3alUThl THPOPMAIIK)

3UC.5

3anpeT HeCaHKLIMOHMPOBAHHOW yJaJeHHOW aKTHUBaL[uU
BU/leOKaMep, MHUKPO(OHOB M UHBIX TMepudepuHbIX
YCTPOWCTB, KOTOpPbIE MOTYT aKTUBMPOBAThCS YJaleHHO, U
OTIOBell[eHWe T0/b30BaTesieli 00 aKTHUBAl[UM  TaKUX
YCTPOWCTB

31C.6

[Tepejaua W  KOHTPOJb  LIEJIOCTHOCTH  aTpUOyTOB
Oe3ormacHocTr  (MeTOK 0€301acHOCTH), CBSI3aHHBIX C
vHpopmaleli, npu obmeHe HHpopMalell C HWHBIMU
VMH(POPMAaLIMOHHBIMUA CUCTeMaMHU

3U1C.7

KOHTpO/Mb ~ CAHKI[UOHMPOBAHHOTO U HUCK/IFOUEHHe
HEeCaHKIIMOHUPOBAaHHOT'O  HWCIIO/Ib30BaHUSI  TE€XHOJIOTUH
MOOW/ILHOTO KO/Ia, B TOM UHCJIe PErucTparyisi COOBITHH,
CBSI3aHHBIX C MCIO/Ib30BaHUEM TEXHOJIOTHH MOOW/ILHOTO
KOJa, WX aHa/W3 W pearpoBaHHe Ha HapyllIeHus,
CBSI3aHHbBIE C WCII0JIb30BAHUEM TEXHOJIOTMH MOOH/IBHOTO
KOJa

31C.8

KoHTpo/ib  CaHKUMOHHMPOBAaHHOTO U MCKJ/IOUEHHe
HECAHKL[MOHWUPOBAHHOIO  UCIIO/Ib30BAaHUS ~ TEXHOJIOTUH
repefiaud peud, B TOM UHC/Ie PEervucTparyisi COOBITHH,
CBSI3@aHHBIX C WCII0/Ib30BAHMEM TEXHOJIOTHH Tepefaun
peund, MuX aHaiu3 U peardpoBaHMe Ha HapyLIeHus,
CBSI3aHHbIE C MCMO/Jb30BaHWEM TEXHOJIOTHUH Tepefaur
peuu

31C.9

KoHTponb  CaHKI[MOHUPOBAHHOW U UCK/IOYeHue
HeCaHKIJMOHUPOBAHHOU Tiepefiaud BUjeonMHbOpMaluy, B
TOM UWCJe PErucTpalysi COOBITHH, CBSI3aHHBIX C
nepefaueid  BUZeoWHpoOpMalUW, UX  aHaIM3 U
pearvpoBaHve Ha HapyllleHusl, CBsi3aHHbIe C Tiepefaueid
BUleoMH(bOpMaIu1

3UC.10

[ToaTBepxeHne TIPOUCXOXK/EHHUS MCTOYHMKA
MHpOpMaLMy, To/lyuaeMoi B TIpoLiecce OIpe/esieHus
CeTeBBIX a/JpeCcoB I10 CeTEBBIM MMeHaM W/ OIpeZiesieHust
CeTeBbIX UMeH 110 CeTeBbIM aZipecam

31C.11

ObGecrieueHre  MOAJIMHHOCTU  CETEBLIX  COeAMHEHUM
(ceaHCOB B3aMMO/IEMCTBHS), B TOM UMCJIe [JIs1 3al[UThl OT
TO/IMEHBI CeTeBbIX YCTPOUCTB U CEPBUCOB

31C.12

VcknoueHre BO3MOKHOCTH OTPHUL[@HUSI T10J/Ib30BaTesieM
dakTa oTrpaBKu MH(GOPMALMK APYTOMY T10J/Ib30BaTeo

31C.13

HcknoueHre BO3MO’KHOCTHU OTPHUL|AHKA T10J/Ib30BaTe/IEM
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dakta  moayueHuss ~ UHQOpMALMM  OT  JPYroro
T10/Tb30BaTe/Ist

31C.14

Vcnonb3oBaHue yCTPOWMCTB TEPMUHATBHOTO JOCTYTIA IS
00paboTKy uHbOpMAaIUH

3NC.15

3aluTa apXuBHBIX (pail/ioB, TapaMeTpOB HaCTPOMKHU
CPeACTB  3alUThl WH(OPMAMd ¥ [POTPAMMHOTO
obecrieueHrss YW WHBIX [JAHHBIX, He TOZJIeXAINX
M3MeHEeHHIO B Tiporiecce 06paboTKy MHMopMaLuH

31C.16

BrisiBnenue, aHasu3 17} 6J10KMpOBaHKe B
MH(POPMAaLIMOHHOM CHCTeMe CKPBIThIX KaHa/oB Mepejauyu
vHpopMaLMu B 00XOJ peasM30BaHHBIX Mep 3alllUThI
MHpOpPMALlMM WA BHYTPU pa3pelleHHBbIX CeTeBbIX
IIPOTOKOJIOB

3UC.17

Pa36uenve WH(OPMAIL[MOHHOW CUCTeMbl Ha CErMeHThI
(cermeHTHpOBaHMe UWH(POPMAIIMOHHOM  CUCTEMBI) U
obecrieueHre 3aLUThI NepyuMeTpOB CerMeHTOB
VH(POPMAaLIMOHHOUN CUCTEMBI

31C.18

ObGecrnieueHre 3arpy3kd M WCIOJHEHHST TPOTPAMMHOTO
obecrieueHrsi C MaIIMHHBIX HOCUTe/el HWHMOpPMAaLWH,
JOCTYMHBIX  TOMBKO  [7si UTeHHs, U  KOHTPOJIb
1[€JIOCTHOCTH JIaHHOT'O TIPOrPaMMHOT0 0becrieueHUst

31C.19

M3onsauust  mipolieccoB  (BBIMIOJIHEHHWE TMpPOrpaMM) B
BbI/[e/IEHHOM 00/1aCTH MaMsSITH

31C.20

3aiuTa 6ecrpoBOAHBLIX COeIVMHEHUH, MPUMEHSIEMBIX B
rMH(OpMaI[MOHHOW CUCTeMe

31C.21

WckmtoueHne [ocTymna Mo/b30BaTesss K WH(OpMaLuu,
BO3HUKIIIEH B pe3y/jbTaTe [JeWCTBUW MpeJblAyIero
M0JIb30BaTesisi uepe3 peecTpbl, OIMEpPaTUBHYI0 MaMSTh,
BHeIIIHWe 3allOMUHaloIlIe YCTPOWCTBA U HHble 0OIMe
/151 TI0/1b30BareJieii pecypchbl MH(GOOPMAaLMOHHON CUCTeMbI

31C.22

3ammra  MH(QOPMALIMOHHOM  CHUCTeMbl  OT  yrpo3
6e3omacHOCTH MH(OPMaLMK, HalpaB/IeHHBIX Ha OTKa3 B
o6cy>xrBaHNM MH()OPMALIMOHHOMN CHCTEMBI

31C.23

3aiuTa nepuMetpa (dusnueckux U (WIKM) JOTMUECKUX
rpaHul])  WHGOPMAIIMOHHOW  CUCTeMbl  TIpU  ee
B3aUMOJIEMCTBUM C  UHBIMU  HMH(OPMALIMOHHBIMU
CUCTeMaMU U HMH(OpPMaLMOHHO-
Te/IeKOMMYHUKALIMOHHBIMU CETSIMU

31C.24

[TpekpareHue ceTeBbIX COEAUHEHUM IO WX 3aBepIIeHUUN
WA TI0 WCTeYeHHWU 3aJjaHHOTr0 OrepaTOpOM BpPEMEHHOIO
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HWHTEPBa/ld HEAKTUBHOCTH CeTeEBOI0 COeAMHEHUA

31C.25 Wcrnons3oBaHve B WHGOPMAIIMOHHON CHCTeMe WK ee
CerMeHTax  pa3/IMuHBIX  THUIOB  OOIECHCTeMHOrO,
NPUKJIAJIHOTO U CreLMaJbHOrO  NIPOrpaMMHOIO
obecrieueHust (Co3/1aHKe TeTEPOTeHHOMN Cpe/ibl)

31C.26 Ncnonb3oBaHWe  TPUKIAAHOTO U CIELUaJIbHOTO
MIPOTPAMMHOTO  00ecrieueHusi, UMEIOIIUX BO3MOXXHOCTb
(yHKLIMOHHUPOBaHUS B cpezax pa3/InyHbIX
OTeparjMoOHHBIX CUCTEM

3NC.27 Cozganve (SMyJ/siLivsi)  JIOKHBIX ~ UH(OPMALIMOHHBIX
CUCTEM WM WX KOMIIOHEHTOB, MpeJHa3HaUYeHHbIX /s
oOHapy)KeHWsl, pPerucTpalvyd W aHajau3a [JIeHCTBUMN
HapyliTesell B [pollecce  peanv3aliid  yrpo3
6e3omacHOCT UHPOPMALIUH

31C.28 BocrnipousBeseHrie 0XHBIX M (W) CKPbITHE WUCTUHHBIX
OT[le/TbHbIX HMH(POPMALIMOHHBIX TEXHOJIOTMM U  (WIN)
CTPYKTYPHO-(DYHKIIMOHA/IbHBIX XapaKTepPUCTUK
VH(OPMAaLlMOHHOM  CHUCTeMbl WM €ee  CEerMEeHTOB,
obecrieunBarolliee HaBsi3bIBAaHWE HAPYIIWTE/O JIOKHOTO
npe/icTaB/ieHdss 00  WMCTUHHBIX ~ MH(OPMAIMOHHBIX
TeXHONMOTUSIX U (WIM) CTPYKTYPHO-(QYHKIIMOHATbHBIX
XapaKTepuUCTUKax MH(OPMAaLIMOHHOW CUCTEMBbI

31C.29 [TepeBog, vH(MOPMAaI[MOHHOW CHUCTEMBI WU €e YCTPOUCTB
(KOMITOHEHTOB) B 3apaHee ornpeiesieHHY 10
KOH(UTyparuto, o6ecreunBaroLy0 3aIUTy
uH(popMaLyy, B C/Iydae BOSHUKHOBEHUH OTKa30B (COOeB)
B cucTeMe 3aluThl HWHMOpMaluyu UWHGOPMAalMOHHON
CUCTEeMBbI

31C.30 3amumra MOOHTEHBIX TeXHUYeCKHUX CpeacTs, | + + +
TpuMeHsieMbIX B UH(GOPMAaIMOHHOM crucTeMe

«+» - Mepa 3ai|Thl HH(GOpPMaIUK BK/IOUeHa B 0a30BbIi HAOOp Mep /IJii COOTBETCTBYIOIIETO
KJlacca 3allyIleHHOCTH UH(GOPMAaLIMOHHON CUCTeMBI.

MepbI 3a1UThl HGOPMaLUY, He 0003HaUeHHbIe 3HAKOM «+», TIPUMEHSIFOTCS TIPU a/lanTaluy
G6a3oBoro Habopa Mep W YTOUHEHWM aJalTUPOBAaHHOTO  0a3oBoro Habopa  Mep,
a TakXe MpHU pa3paboTKe KOMITEHCUPYIOIUX Mep 3aliuThl MH(OpMalu B WHGOPMALIMOHHOM

CHCTeMe COOTBETCTBYIOLIETO KjldCCa 3dlIMIII€EHHOCTH.




