Mpukas ®eneparnbHOM Cryx0Obl MO TEXHNYECKOMY M 9KCMOPTHOMY KOHTpomto oT 25 gekabpsa 2017 r. N 239 "O6

Mpuka3 PenepanbHON CryXObl MO TEXHUYECKOMY U SKCMOPTHOMY KOHTpPOJIIO OT 25 fekabpsa
2017 r. N 239 "O6 yTBepxaeHun TpeboBaHMK No obecnevyeHU0 6e30NacHOCTU 3HAYUMBbIX
006BHLEKTOB KpUTU4YECKON MHhopMaLMOHHOM UH(pacTpYKTYpbl Poccuimnckon Pegepaumn” (c
M3MEeHEHUSIMU U AONONHEeHUAMM)

C n3MeHeHUSIMHU M JONOJTHEHUSIMH OT.

C u3MEHEHUSIMHU U JOIIOJIHEHUSIMU OT.

9 asrycra 2018 ., 26 mapra 2019 ., 20 deBpans 2020 r., 28 aBrycra 2024 r.

B cootBercTBHM ¢ MYHKTOM 4 YyacTu 3 ctaTbh 6 deaepanbHoro 3akona ot 26 urojst 2017 r. N 187-03
"O 0e30MacHOCTH KPHUTHUYECKOH HH(pOpMAIMOHHONH HHppacTpykTypbl Poccuiickoit ®eneparuu” (Cobpanue
3akoHOareNbeTBa Poccuiickoit Meneparmu, 2017, N 31, cr. 4736) npukassiBaio:

VY1Bepauts mpuiaracMeie | peboBaHMA 1o obecredyeHuio 6e30MacHOCTH 3HAYUMBIX OOBEKTOB
KPUTHYECKON HHPOpMAMOHHOM nHpacTpyKTyphl Poccuiickoit @eneparym.

Hupexrop DenepanbHON cIyxKObI 1O
TEXHHUYECKOMY U DKCIIOPTHOMY KOHTPOJIIO B. Cemun

3apeructpupoBano B Muntocte P® 26 mapra 2018 .
Peructpanuonnsiii N 50524

YTBEP>XOEHbI
npukasom ®PCTIK Poccum
ot 25 pekabps 2017 r. N 239

TpedoBanus
1o odecnevyeHUI0 0€30NMACHOCTH 3HAYMMBIX 00BEKTOB KPUTHYECKOil MH(pOpManMOHHOI NHPPACTPYKTYPHI
Poccuiickoii ®@epepannu

C n3MeHeHUSIMH M JOMOJTHEHUSIMH OT.

C u3MeHEHUsIMU U JOIIOJHEHUSMU OT.

9 aBrycra 2018 r., 26 mapra 2019 r., 20 depansa 2020 r., 28 aBrycra 2024 r.

|. O0mme mMoJI0KeHNA

1. Hacrosimme TpeGoBanust pazpaboTansl B cooTBeTcTBUHM ¢ PefeparibHbiM 3aKOHOM oT 26 uromns
2017 r. N 187-®3 "O Oe3onmacHOCTH KpHUTHYECKOW WH(pOpMAIMOHHONW HHMpacTpykTypsl Poccuiickoit
Oenepanu’ W HampaBlieHbl Ha OOeCHeYeHHEe YCTOMYMBOTO (DYHKIMOHMPOBAHHA 3HAYUMBIX OOBEKTOB
KpuTHuecKoil uHpopmairoHHol HHpacTpykTypsl Poccuiickoit ®enepanun (nanee - 3HaAUYUMbIE OOBEKTBHI,
KpuTHYeCKasi ”HPpOpMalMOHHAs HHPPACTPYKTypa) MPH MPOBEJICHUN B OTHOIICHUH HUX KOMITBIOTEPHBIX aTakK.

2. [eiictBue Hactosmux TpeGoBaHuii pacnpocTpaHsieTcss Ha HH(OPMAIMOHHBIE CHUCTEMBI,
ABTOMATHU3UPOBAHHBIC CHCTEMbI YIPaBJICHUS, WHPOPMAIMOHHO-TEICKOMMYHHUKAIIMOHHBIE CETH, KOTOpBIC
OTHECEHBI K 3HAYMMBIM OOBEKTAM KPUTHYECKOH HH(GOPMAIMOHHOW HH(PACTPYKTYpPHl B COOTBETCTBUH CO
cratben 7 deaepanbHoro 3akona ot 26 wmroas 2017 r. N 187-®3 "O 06e30macHOCTH KPUTHYECKOH
nH(popMaImoHHoU nHppacTpykTypbl Poccuiickoit @enepanuu’.

3. Ilo penrenuto cyObekTa KpUTHIECKON WHGOPMAIIMOHHOW HHPPACTPYKTYpHI HacTosmme TpedoBaHus
MOTYT TpPUMEHATBCS Uil oOecredeHus 0e30IacHOCTH OOBEKTOB  KPHTHYECKOW HMH()OPMAIIMOHHOU
HHPACTPYKTYPHI, HE OTHECEHHBIX K 3HAUUMBIM OOBEKTaM.

4. ObecneueHne 0€30MACHOCTH 3HAYMMBIX OOBEKTOB, B KOTOPBIX 0OpadaThiBaeTcs WHQOpMAIHs,
COCTaBISIIOIIASl TOCYJApPCTBEHHYIO TaiiHy, OCYIIECTBISIETCS B COOTBETCTBUM C 3aKOHOLATElIbCTBOM
Poccuiickoit @enepanuu o rocyJapCTBEHHON TalHE.

5. ns oOecrieueHuss 0O€30MACHOCTH 3HAYMMBIX OOBEKTOB, SIBIISIONUXCA WHGOPMAI[MOHHBIMU
CHCTeMaMH MEPCOHATBHBIX JTAHHBIX, HacTosAlMe TpeGoBaHMsI MPUMEHSIOTCS ¢ ydeToM | peboBaHui k 3amuTe
MEPCOHANBHBIX JIAHHBIX NP HX 00paboTke B HMHOOPMAIIMOHHBIX CHCTEMaxX IMEPCOHANBHBIX JAHHBIX,
YTBEPXKACHHBIX MNOCTaHoBNeHnem [paBurtensctBa Poccuiickoit ®eneparyn ot 1 HosOps 2012 r. N 1119
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(Cobpanne 3axonomarenpctBa Pocentickoit @enepanuu, 2012, N 45, c1. 6257).

Hnsi  obecriedeHus: 0E30MACHOCTH  3HAYUMBIX ~ OOBEKTOB,  SIBJSIFOIIUXCS  TOCYAapCTBEHHBIMH
MH()OPMALMOHHBIMU CHUCTEMaMH, HacTosue TpeOoBaHHs NPUMEHSIOTCS C ydeToMm |peboBaHui o 3amuTe
nHbOpMaILK, HE COCTABIIIOLIEH TOCYJAapCTBEHHYIO TalHy, copaepskameiics B  IoCyJapCTBEHHBIX
rH()OPMAITMOHHBIX CHCTeMaX, yTBepxkaeHHBIX Mnpukazom ®CTIOK Poccum ot 11 ¢espans 2013 r. N 17
(3apeructpupoBan Muntoctom Poccun 31 mas 2013 r., perucrpamuonusiii N 28608) (¢ M3mMeHeHusiMu,
BHeceHHBIMU NPUKaszom ®CTIK Poccun ot 15 despans 2017 r. N 27 "O BHecennn nzmenenuit B TpeboBaHus
0 3amuTe MHPOpMAIMK, HE COCTABISIOUICH TOCYNAapCTBEHHYIO TaiiHy, COJAEpKalleiics B roCyJapCTBEHHBIX
nHPOPMAMOHHBIX cHucTeMax, yrBepikaeHHble npukazoM PCTIK Poccum ot 11 despans 2013 r. N 17"
(3apeructpupoBan Muntoctom Poccun 14 mapra 2017 r., peructpaonnsiii N 45933).

6. BezonmacHOCTh 3HAUMMBIX OOBEKTOB 00ECIEUUBACTCS CYObEKTaMH KPUTHUECKOH WH(POPMAIMOHHON
UHQPaACTPYKTYphl B paMKax (PYHKIIMOHHPOBAHHS CHUCTEM OE30MAacHOCTH 3HAYUMBIX OOBEKTOB, CO37aBaEMbIX
CyObeKTaMH KpUTHYECKOH HWH(OpMAIMOHHOW WHQPACTPYKTyphl B COOTBETCTBUM co cCTatben 10
®denepanpHoro 3akoHa ot 26 umrons 2017 r. N 187-03 "O Ge3omacHOCTH KPUTHYECKOH HHOOPMAIIMOHHOM
nHppacTpykTypsl Poccutickoit @eneparun’.

I. TpeﬁOBaHHﬂ K 00ecleuyeHHI0 0€30IacCHOCTH B Xo0/1e co3ganus, SKCIIyaTallud U BbIBOJA U3
IKCIVIyaTallud 3HAYUMBIX 00bEKTOB

Hngpopmayus 06 usmenenusx.  [lynkm 7 usmenen ¢ 25 cenmsnops 2020 2. - [Npuka3 @CTIK Poccuu om 20
¢pespans 2020 2. N 35
Cwm. npedbidywyro pedakyuro

7. OGecrieueHne 0€30MACHOCTH 3HAYUMBIX OOBEKTOB SIBISIETCSI COCTABHOM YacThiO paboT MO CO3/IaHUIO
(MozepHHM3aIMK, TIPH KOTOPOH M3MEHSETCS apXUTEKTypa 3HAYMMOTO OOBEKTa, B TOM YHCIE MOJACHCTEMA €ro
0€30MacHOCTH, B COOTBETCTBHH C OTACIbHBIM TEXHHYECKUM 33/IaHHEM Ha MOJICPHU3AIIMIO 3HAYMMOT0 00bEKTa U
(nnm) TEXHHUYECKMM 3aJaHueM (YaCTHBIM TEXHMYECKHM 3aJ[aHMeM) Ha MOJCPHHU3ALHUI0 IOJCUCTEMbI
0e30MacHOCTH 3HAYUMOro O0BeKTa (manee - MOJACpHH3ALMs), IKCIUTyaTalldd W BbIBOJA M3 OIKCIUTyaTal[HH
3HAUYUMBIX OOBEKTOB. Mepbl M0 00eCHeUeHUI0 0e30MacCHOCTH 3HAYMMBIX OOBEKTOB MPHHUMAIOTCS Ha BCEX
cTaausx (dTanax) ux KM3HEHHOTO IHKJIA.

8. Ha crammsax (pramax) >KH3HEHHOTO IIUKJIA B XOI€ CO3MaHus (MOIEpPHM3AINH), SKCILIyaTalldd U
BBIBOJIA N3 3KCIUTyaTallil 3HAYMMOTO OOBEKTa IIPOBOISTCS:

a) yCTaHOBJIEHHE TPeOOBaHUIT K 00ECTICYCHUIO OE30ITACHOCTH 3HAYUMOTO O0BEKTA;

0) pa3paboTKa OpraHH3al[MOHHBIX M TEXHHYECKHUX MEp MO OOECIEUCHUI0 OE30MacHOCTH 3HAYUMOTO
00BEKTA;

B) BHEIpPCHHE OPTraHHM3aI[MOHHBIX M TEXHUYECKHX Mep MO oOecredyeHHI0 Oe30MacHOCTH 3HAYUMOTrO
00BEKTa ¥ BBOJ €T0 B JICHCTBUE;

r) obecreueHre 0e30MacHOCTH 3HAYMMOT0 00BEKTA B XOJIE €r0 IKCILTyaTallly;

1) obecrieyeHre 0e30MacHOCTH 3HAYMMOT0 0OBEKTa MPU BHIBOJE €T0 M3 IKCILTyaTallly.

Pe3ysbraThl peanu3alii MEpPOIPUSTHN, MPOBOAUMBIX Ul OOECHeYeHUs: OE30MacHOCTH 3HAYUMOTO
o0beKkTa Ha cramusx (Jramax) ero >KU3HEHHOTO IHMKIA, MOUIeKAT JAOKYMEeHTHpoBaHuio. CocTaB u (OPMBI
JIOKYMEHTOB OIPEJIEISIOTCS CyOhEKTOM KPUTUIECKOW HHPOPMAIIMOHHON HHPPACTPYKTYPHI.

9. Jlnst 3HAaYUMBIX OOBEKTOB, HAXOMSIIUXCS B IKCIUTyaTalldH, HACTOSIIHEC TpeOOBaHHs IMOICHKAT
pealm3andy B paMKax MOJCPHM3AIMM WM JOOCHAIIEHHS IIOJICHCTEM O€30IacHOCTH HKCIUTyaTHPYEMBIX
3HAUYUMBIX O0BEKTOB. MopepHU3anus WIN JOOCHAIICHHE ITOJICHCTEM Oe30IaCHOCTH 3HAYMMBIX OOBEKTOB
OCYIIECTBIISIETCS B TOPSAKE, YCTAHOBICHHOM HACTOSIIMMHU TpeOOBaHHUAMHE JUIS CO3/aHMS 3HAYUMBIX 00BEKTOB
U UX TOACUCTEM O€30MacHOCTH, C YYETOM HMEIOIIUXCS Yy CYOBEKTOB KPUTHYECKOH HWH()OPMAIMOHHOU
uH}pacTpyKTYphl porpamMM (IUTAHOB) MO MOJEPHHU3ALMH MIIH JOOCHAIICHHIO 3HAYHUMBIX OOBEKTOB.

YcranoBienue TpedoBaHmii K o0ecnevyeHn0 0€30MACHOCTH 3HAYUMOI0 00beKTa

10. 3amanme TpeOGoBaHMT K oOecredeHUI0 O€30MacHOCTH 3HAYMMOTO OOBEKTa OCYHIECTBISETCS
CYyOBEKTOM KpUTHYECKOW HH(POPMAIIMOHHON HHPPACTPYKTYphI U (MJIH) JTHIIOM, YCTAaHABJIHMBAIOIMM TPEOOBAHMUS
K o0ecrieueHHI0 0Ee30MaCHOCTH 3HAYMMBIX OOBEKTOB, B COOTBETCTBHH C KAaTErOpUEH 3HAYUMOCTU 3HAYMMOTO
00beKTa, ONpPECICHHONW B MOPSKE, YCTaHOBICHHOM [lpaBuiiaMy kateropupoBaHus OOBEKTOB KPUTUYECKOM
nHpopmarmonHolt uWHMpacTpykTypsl Poccuiickoit  ®Denepanuu, yTBEPKISHHBIMH OCTAHOBMEHNEM
[IpaButensctBa Poccuiickoit ®egeparmuu ot 8 despans 2018 r. N 127 "O6 yrBepxkaeHun IlpaBun
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KaTeropupoBaHusi OOBEKTOB KPUTHYECKON WHPOpManMoHHON uHPpacTpykTypsl Poccuiickori ®Dexepanuu, a
TAaKKe TepeyHs T[OKa3aTeNiell KpUTEpHeB 3HAYMMOCTH OOBEKTOB KPUTHYECKOH HH(MOPMAIMOHHOW
uHppacTpykTypsl Poccuiickoit ®eneparmu” (Cobpanre 3akoHomaTenbcTBa Poccwuiickoit ®enepanmu, 2018,
N 8, cr. 1204).

TpeboBanuss k oOecrmedeHHIO0 OE30IACHOCTH BKIIOYAIOTCS B TEXHUUYECKOE 3aJaHHE Ha CO3JaHHE
3HAYMMOro 00beKTa U (MJIM) TeXHUYECKOe 3afaHne (YaCTHOe TEXHHYECKOe 3aJaHKe) Ha CO3/IaHUE MOCHCTEMBI
0€301acHOCTH 3HAYMMOTr0 00BEKTa, KOTOPBIE JOJKHBI COEPKATh:

a) 1eNb M 3a7a4yn oOecredyeHus 0e30MacHOCTH 3HAYMMOTO OOBEKTa MM ITOJICHCTEMBI OE30MacHOCTH
3HaYUMOTO 0OBEKTA,

0) KaTeropuio 3HaYMMOCTH 3HAYUMOT0 OOBEKTA,;

B) TMEpevyeHb HOPMATHBHBIX IPABOBBIX aKTOB, METOAMYECKMX JOKYMEHTOB U HallMOHAJIBHBIX
CTaHIAPTOB, KOTOPBIM JIOJDKEH COOTBETCTBOBATH 3HAUUMBIN OOBEKT;

r) MepeveHb THIIOB 0OBEKTOB 3aLIUThl 3HAYUMOT0 00BEKTA;

Hupopmayus 06 usmenenusx:.  Iloonynkm "0" usmenen ¢ 30 anpens 2019 a. - [Mpuka3z ®CTOK Poccuu om
26 mapma 2019 2. N 60
Cwm. npedbidywyto pedakyuro

1) TpeOOBaHWs K OPraHM3AIMOHHBIM M TEXHHYECKUM MeEpaM, MPHUMEHSEMbIM [Uisi OOeCreueHHUs
0€30MacHOCTH 3HAYUMOTO O0BEKTA,

e) craguu (3Tamsl paboT) Co3MaHus ITOICHCTEMBI 0€30ITaCHOCTH 3HAYNMOTO OOBEKTA;

k) TpeOOBaHUsI K MPUMEHSIEMBIM IPOrPAMMHBIM M IIPOrPAMMHO-AIINAPATHBIM CPEICTBAM, B TOM YHCIIC
CpEIICTBaM 3alIUThl HHPOPMAIIUH;

3) TpeOOBaHUS K 3allUTE CPEIACTB M CHCTEM, OOCCICUMBAIOIINX (YHKIMOHUPOBAHHE 3HAYUMOIO
oObekTa (oOecrieunBaromieit ”HPpacTpyKType);

n) TpeOOBaHMs K HMH(POPMALMOHHOMY B3aUMOJCHCTBHIO 3HAYMMOTO OOBEKTa C MHBIMH OOBEKTaMHU
KPUTHYECKOH HWH(POpMALMOHHOW WHOPACTPYKTYphl, a TaKKe HMHBIMH WH()OPMALMOHHBIMU CHUCTEMaMH,
ABTOMAaTH3MPOBAHHBIMU CUCTEMaMH YIPABJICHUS WU HHPOPMALMOHHO-TEICKOMMYHUKAIIMOHHBIMU CETSIMHU;

Hupopmayus 06 usmenenusix. [lynkm 10 donoanen noonynkmom "k" ¢ 30 anmpens 2019 e. - [lpukas
DOCTIK Poccuu om 26 mapma 2019 2. N 60

K) TpeOOBaHMS K COCTAaBY M COICP)KAHHIO JOKYMEHTAllMH, pa3padaThiBaeMOW B XOJ€ CO3JaHUS
3HaYUMOTO 0OBEKTA.

B cnyuae ecnu 3HauMMEBI OOBEKT cO3/aeTcs B paMKax OOBEKTa KallUTaJbHOTO CTPOMTENHCTBA,
TpeOoBaHMS K 00eCIeueHHI0 0e30MaCHOCTH 3HAYMMOTO O00BEKTa 3a/Ial0TCsl 3aCTPOHIIUKOM U O(OPMIISIOTCS B
BU/JIC MIPUJIOKCHUS K 33/IaHHIO HA TIPOSKTUPOBaHUE (PEKOHCTPYKIINIO) 00BEKTa KAlUTaIbHOTO CTPOUTEIHCTRA.

[Ipn ompenenennu TpeboBaHUIl K oOecrieueHHI0 OE30MaCHOCTH 3HAYMMOTO OOBEKTa YUHUTHIBAIOTCA
MIOJIOXKEHUST OPraHU3alMOHHO-PACHIOPSIUTEIbHBIX JOKYMEHTOB IO OOECIEYEHHI0 OE30IacHOCTH 3HAYUMBIX
00BEKTOB, pa3padaTbIBaeMbIX CyOBEKTaMH KPUTHIECKOW WH(GOPMAIIMOHHOW UHPPACTPYKTYPHI B COOTBETCTBUU
C TpeOOBaHMSIMM K CO3JAHHMIO CHUCTEM OE€30MaCHOCTH 3HAYMMBIX OOBEKTOB UM O0ECHEUCHHMIO HUX
(YHKIMOHUPOBAHUS, YTBEP)KICHHBIMU B COOTBETCTBHH C MYHKTOM 4 4acTun 3 cTaTby 6 PenepanbHOro 3aKk0Ha
or 26 mronsa 2017 r. N 187-®3 "O 06e3onmacHOCTH KPUTHYECKOW HH(OPMALMOHHOW HHQPACTPYKTYPHI
Poccuiickoit ®enepanmu” (manee - OpraHM3alMOHHO-PACHIOPSAMTEIBHBIE JOKYMEHTHI 10 O€30MacHOCTH
3HAYUMBIX 00BEKTOB).

Pa3patGoTka opranu3aiiMOHHBIX U TEXHUYECKHX MeP 10 obecnevyeHn 0 0e30MaACHOCTH 3HAYUMOI'0 00beKTa

11. Pa3zpaboTka OpraHM3aIMOHHBIX M TEXHHYECKHUX MeEp MO 00eCredeHnI0 Oe30MMacHOCTH 3HAYNMOTO
00BEKTa OCYIIECTBISCTCS CYOBEKTOM KPUTHYECKOH HH(MOPMAIMOHHONW HH(PACTPYKTYpbl U (WIJIH) JTHIIOM,
MIPUBJIEKaCMBIM B COOTBETCTBHU C 3aKOHOAATENHLCTBOM Poccuiickoit demepanuui K MpoOBEISHUIO padoOT 1O
co3mannio (MOIEpPHHU3AINH) 3HAYNMOT0 00BeKTa U (M) 00eCIIeUeHHI0 ero 0e30IaCHOCTH, B COOTBETCTBUH C
TEXHHYECKUM 33/laHHEM Ha CO3JaHHE 3HAYUMOro oObekTa M (HJIM) TEXHHYECKUM 3aJaHHeM (4acTHBIM
TEXHUUYECKUM 3aJaHHEM) Ha CO3JaHHe MOACUCTEMbI 0€30MAaCHOCTH 3HAYMMOT0 00BEKTa U JOJKHA BKIIFOYATH!

a) aHaJIM3 yrpo3 0e30MacHOCTH MHPOPMALUK B pa3pabOTKy MOJETH yrpo3 0e30MacHOCTH HHpOpMaLUuH
WK ee yTouHeHue (MpU e HATUYUH);

0) MPOEKTUPOBAHKE TOICHCTEMBI 0€30MTaCHOCTH 3HAYMMOT0 OOBEKTA,;

B) pa3paboTky pabouell (IKCIUTyaTalHOHHOW) [IOKYMEHTAllMd Ha 3HAa4YMMbIii 00BbEeKT (B uacTu
obecrieyeHust ero 6e30MacHOCTH).

PazpabarpiBacMble OpraHM3allMOHHBIE M TEXHHYECKHE MEpbl IO OOECIeYeHHI0 Oe30MacHOCTH
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3HAYNMOTI' O OGBCKTa HC HOOJDKHBI OKa3bIBaThb HETATHBHOI'O BJIIMAHHWA Ha CO34aHUEC U (1)YHKHI/IOHI/IpOBaHI/Ie
3HAYUMOTO 0OBEKTA.

IIpu pa3zpaboTke OpraHW3AIMOHHBIX W TEXHUIECKUX MEpP IO OOECICUCHHIO 0€30MacHOCTH 3HAYMMOTO
00BeKTa YyUYMTHIBACTCS €ro WH(POPMAIMOHHOE B3aMMOJEWUCTBHE C WHBIMH OOBEKTAMH KPHUTHYECKOU
nH()OPMAITMOHHOW MH(PPACTPYKTYPHI, HHOOPMAIMOHHBIMH CHCTEMaMH, aBTOMAaTH3WPOBAHHBIMH CHCTEMaMH
yIpaBiIeHHus WK WHHOPMAITMOHHO-TEIIEKOMMYHHUKAIIMOHHBIMH CETSIMHU.

HUngopmayus 06 usmenenusx.  I[lynkm 11.1 usmenen ¢ 30 anpens 2019 e. - [puka3d @CTOK Poccuu om 26
mapma 2019 2. N 60
Cwm. npedbidywyto pedakyuro

11.1. lensro aranmm3a yrpo3 6€30MacHOCTH HHPOPMALIUH SBISIETCS ONPEIeTIeHHe BO3MOKHBIX CIIOCOOOB
peanmm3any  (BOSHUKHOBEHUs) yrpo3 Oe3omacHOCTH HWH(OPMAMKM M IOCICACTBHH HMX pealu3aluu
(BO3HMKHOBEHHMSI) C YYeTOM COCTaBa IOJb30BATeleil W  HMX  [OJHOMOYHMMH, MPOTPaMMHBIX U
MIPOTPaMMHO-aMIapaTHBIX CPEACTB, B3aMMOCBA3E€H KOMIIOHEHTOB 3HAYMMOTO OOBEKTa, B3aUMOJACHCTBHS C
WHBIMH OOBEKTaMH KpPUTHYECKOH HH(POPMALMOHHONW HHMPACTPYKTYpbl, UHQOPMAIMOHHBIMA CHCTEMAaMH,
ABTOMAaTH3MPOBAHHBIMU CUCTEMaMH YNpPAaBJICHUs, HH(POPMAIIMOHHO-TEIICKOMMYHHKAIIMOHHBIME CEeTsIMH (ajee
- aPXUTEKTypa 3HAYMMOTO 00BEKTa), a TAKKe 0COOCHHOCTEH (PyHKIIMOHMPOBAHMUS 3HAYUMOT0 00BEKTA.

Amnanmu3 yrpo3 6e30nacHocTH HH(GOPMAIIUH JTOJKEH BKITFOYATS!

a) BBISIBJICHHE MCTOYHUKOB YTrpo3 0€30MacHOCTH WH(OPMAIMK U OIIEHKY BO3MOKHOCTEH (MTOTeHIMaa)
BHEIIIHUX ¥ BHYTPEHHUX HapyLIUTENEH;

0) aHanmM3  BO3MOXKHBIX  YS3BHUMOCTEH  3HaYUMOro  OOBEKTa M €ro  MPOrPaMMHBIX,
IIPOTPaMMHO-aMIapaTHBIX CPEACTB,;

B) OINpEAECNIiCHHEe BO3MOXHBIX CIOCO0OB (ClieHapueB) peaiu3anud (BOHHKHOBEHHS) YIrpo3
0e3onacHOCTH HHGOPMALIUH;

I) OLEHKY BO3MOXHBIX TIIOCICACTBUI OT peanu3aiuy (BO3HHKHOBEHHs) YIrpo3 0e30ImacHOCTH
nHPOPMALIUH.

B kavecTBe MCXOOHBIX AaHHBIX JJIS aHaiuu3a yrpo3 0e30macHOCTH MH(OpMalMu HCHOJIb3yeTcs OaHK
JAaHHBIX yrpo3 Oe3omacHocTH wuH(MOpMaluu, BeneHue koroporo ocymectpisercss D®CTOK Poccun B
cOOTBeTCTBHU ¢ MOAMNYHKTOM 21 nyHkta 8 Ilonoxenuss o dexepanbHOll Ciry’kOe MO TEXHHYECKOMY H
3KCIIOPTHOMY KOHTPOJIIO, YTBEp K aeHHOro YKa3om Ilpesunenra Poccuiickoii deneparnu ot 16 aprycra 2004 r.
N 1085 (Cobpanue 3akoHOmarenscTBa Poccuiickoit ®eneparmu, 2004, N 34, cr. 3541; 2006, N 49, cr. 5192;
2008, N 43, cr. 4921; N 47, ct. 5431, 2012, N 7, ct. 818; 2013, N 26, ct. 3314; N 53, cr. 7137, 2014, N 36,
ctr. 4833; N 44, ct. 6041; 2015, N 4, ct. 641; 2016, N 1, ct. 211; 2017, N 48, cr. 7198) (nasnee - 6aHK JaHHBIX
yrpo3 6e3omnacuocti uHMopMarmu PCTIK Poccuu), a Takke UCTOYHUKH, COAEPIKAIINEC HWHbIE CBEACHHS 00
YS3BUMOCTSX U yrpo3ax 0e30macHOCTH HHPOPMALHH.

[lo pe3ynbraTam ananuza yrpo3 6e30macHOCTH HHPOPMALMKA MOTYT OBITh pa3padOTaHbl pEKOMEHAALNH
0 KOPPEKTUPOBKE apXUTEKTYpPhl 3HAUUMOI'0 OOBEKTa M OPraHU3alMOHHO-PACTIOPSAUTENBHBIX JOKYMEHTOB I10
0€30MacHOCTH 3HAYMMbIX OOBEKTOB, HANpPABICHHbIC Ha OJIOKMPOBaHUE (HEWTpaATU3aLHUI0) OTICIBHBIX YIpo3
0e3omacHOCTH HHPOPMAIUH.

Mogens yrpo3 0e30MacHOCTH HMHGOPMALUHN AOJDKHA COJAEPkKATh KPAaTKOE OMHCAHHE apXUTEKTYPHI
3HaYUMOTO O0BEKTa, XapaKTEPUCTHKY MCTOYHHUKOB yrpo3 Oe3omacHOCTH MH(opMaluu, B TOM YHCIE MOZETbH
HapYIIUTENs, ¥ ONIHMCAHKUE BCEX YIpo3 0e30MacHOCTH HHPOPMAIIUH, aKTYAIBHBIX JUIS 3HAYUMOTO OOBEKTa.

Onmcanne Kaxmoil yrpo3sl 6€30MacHOCTH HH(POPMAIINHU TOJDKHO BKITIOYATh.

a) UCTOYHHUK YIPO3bI 6€30MaCHOCTH HH()OPMAIINH;

0) ys3BumocTu (OmHOKH), KOTOPBIE MOTYT OBITH HCIIOJB30BaHbI JUIs peaiu3anuu (CrocoOCTBOBATH
BO3HHKHOBEHHIO) YTPO3bl 0€30MacHOCTH HHPOPMAIHH;

B) BO3MOJXKHBIE CIIOCOOBI (CLIEHAPUH) pealTH3al[ii YTPOo3bl 6€30MacHOCTH HH(POPMALHY;

T') BO3MOXHBIE ITOCJIEACTBHS OT peain3auy (BOSHUKHOBEHHUS) YIPO3bl 0€30I1aCHOCTH HH(POPMALIUH.

Mogens yrpo3 6e30macHOCTH HMH(POPMALUN MOXET pa3padaThIBaThCS OISl HECKOJNBKHX 3HAUYMMBIX
00BEKTOB, UMEIOLINX OJUHAKOBBIC LIENH CO3AaHUS U apXUTEKTypy, a TakKe THIOBBIE YIrpo3bl O0E30MacHOCTH
WHPOPMALIUH.

s omnpeneneHus yrpo3 0€30MacHOCTH WH(POPMAIMKA W Pa3paOdOTKH MOJEIH yrpo3 Oe30MacHOCTH
UHQOPMAIMH JOJKHBI MPUMEHSTHCS METOJMYECKHEe JOKYMEHTHI, pa3paboraHuble n yTBepkaeHHbie @CTIK
Poccun B cooTBeTcTBHHM ¢ NOAMYHKTOM 4 nyHKTa 8 Ilonoxenust o degepanbHOil ciry)k0e M0 TEXHUYECKOMY H
3KCIIOPTHOMY KOHTPOJIIO, YTBEp K AeHHOro YKa3oM Ilpesunenta Poccuiickoii deneparnu ot 16 aprycra 2004 r.
N 1085.

Hugopmayus 06 usmenenusax.  [lynkm 11.2 usmenen ¢ 25 cenmsnops 2020 e. - Npuka3d @CTIK Poccuu om
20 ¢pespansn 2020 2. N 35
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11.2. TIpoekTupoBaHHE MOJCHUCTEMbI 0€30MACHOCTH 3HAYUMOI0 OOBEKTa JIOJDKHO OCYIIECTBISATHCS B
COOTBETCTBHHU C TEXHHUYECKUM 3aJaHHEM Ha CO3[aHHe 3HAUYMMOro OoObeKTa M (WIM) TEXHHYECKHM 33JlaHHEeM
(4acTHBIM TEXHMYECKMM 33/IaHHEM) Ha CO3JaHHE MOJCUCTEMbI OE30IAaCHOCTH 3HAYMMOIO OOBEKTa C Y4eTOM
MOJIEJH Yrpo3 0e30MacHOCTH MH()OPMAIY U KaTeTOPUH 3HAYMMOCTH 3HAYMMOTO OOBEKTA.

[Tpu mpoeKTUpOBaHUH TTOICHCTEMBI 0€30MTaCHOCTH 3HAYMMOTO O0OBEKTA!

a) ompenessoTes cyObeKThl nocTyna (mojbp30BaTeNd, MPOLECCHl M WHBIE CYOBEKTHI JOCTyINA) H
00BEKTHI JJOCTYIA;

0) omnpenensOTCs TOJUTUKU YOPABICHUS JOCTYNOM (IMCKpELMOHHAs, MaHJaTHas, poJeBas,
KOMOMHUPOBaHHAs);

B) ONpPEICISIOTCS M OOOCHOBBIBAIOTCS OPraHW3allMOHHBIE W TEXHUYECKHE MEphI, IOJUICKAIINe
peanu3ainny B paMKax MoJICUCTEMBbI 0€30ITaCHOCTH 3HAYUMOT0 00BEKTa,;

r) ONPENeNsOTCS BUAbI U THIBI CPEACTB 3AlIUThl MH(POPMAIMH, OOECICYMBAIOIINE pPEATH3AIIUIO
TEXHUYECKUX Mep Mo obecnedeHnto 6€30MacHOCTH 3HAYNMOTo 00BEKTa,;

1) OCYILECTBIISIETCS] BBIOOP CPeCTB 3auuThl nHpopManuu 1 (Wik) ux pa3paboTKa ¢ y4eTOM KaTeropuu
3HAQYUMOCTH 3HAYMMOTO OOBEKTa, COBMECTUMOCTH C NPOTPAaMMHBIMH W  IIPOTrPaMMHO-aIIapaTHBIMA
CpEIICTBaMH, BBIOJHIEMBIX (DYHKIMI O€30IaCHOCTH M OTPaHUYCHHI Ha SKCILTyaTalHIo,

€) pa3pabaThIBacTCs apXUTEKTypa MOACHCTEMbI OE30MaCHOCTH 3HAYMMOrO OOBEKTA, BKIIOYAIONIAs
COCTaB, MECTa yCTAHOBKH, B3aUMOCBSI3H CPEJICTB 3aIIUTHI HH()OPMAIHH,

) OIPEACIAIOTCS TPeOOBaHUS K MapamMeTpaM HAaCTPOMKH MPOTrPaMMHBIX U MPOrPaMMHO-aNIapaTHBIX
CpEeACTB, BKIIOYAs CpPEACTBAa 3alIMThl MH(pOpManuy, oOEcreyrBaOUINe pPealn3aliio Mep 10 00eCHeueHHIO
Oe3omacHOCTH, OJOKMpOBaHMEe (HEWTpaaM3aluio) yrpo3 Oe3omacHOCTH HWH(OpMAIMM M yCTpaHEHHE
ySI3BUMOCTEH 3HaYMMOI'0 OOBEKTa;

3) ONpENeNAIOTCA MEphI M0 00ecTeueHHI0 Oe30MaCHOCTH MPU B3aMMOJICHCTBUU 3HAYMMOTO 00BEKTa C
WHBIMH OOBEKTAMH KPUTHUYECKON HH(POPMALMOHHONW WHOPACTPYKTYPbl, WHYOPMAIMOHHBIMA CHCTEMaMH,
ABTOMATHU3WPOBAHHBIMU CHCTEMaMH YIPaBJICHUs WA HH()OPMAIIHOHHO-TEIEKOMMYHUKAITHOHHBIMH CETSIMHU.

B cimysae ecim B Xoae MPOEKTHPOBAHMS IIOACHCTEMBI 0OE30MACHOCTH 3HAUYMMOTO 00BeKTa
IpelyCMOTpeHa pa3paboTKa MPOrpaMMHOTO 00ECTIeYeH s, B TOM YHCIIE IPOrPaMMHOTO 00ECIIeYeH s CPEJICTB
3amuThl MHGOpPMAIMK, Takas pa3padoTKa MPOBOAWUTCS B COOTBETCTBUH CO CTaHIApTaMHu Oe30macHOU
pa3pabOTKH MPOrpaMMHOT0 00eCTICUeHNSI.

PesynbTathl NMpOEKTHPOBAaHHUs TOACHUCTEMBbl O€30IAaCHOCTH 3HAYMMOIO OOBEKTa OTpakaloTcsi B
NPOCKTHOM JIOKYMEHTallid Ha 3HAYUMBIH OOBEKT (HmOACHCTEMY O€30MacHOCTH 3HAYUMOTO OOBEKTa),
pa3pabaTbiBaeMOii B COOTBETCTBHUHM C TEXHHYECKHM 3aJaHMEM Ha CO3JaHUE 3HAYMMOro oObekTa W (Wim)
TEXHUYCCKUM 3aJaHueM (YacTHBIM TEXHHYCCKMM 3aJlaHMEM) Ha CO3/IaHMe MOACUCTEMbI Oe30MacHOCTH
3HaYUMOTO 0OBEKTA.

B nipomniecce mpoeKTHPOBaHKS 3HAUUMOTO 00BEKTa €r0 KaTeropusi 3HAaUMMOCTH MOXKET ObITh YTOYHEHA.

B mensx tecTHpoBaHUS IMOJCHCTEMBI OE30MACHOCTH 3HAYMMOTO OOBEKTa B XOJE MPOCKTHPOBAHUS
MOJET OCYIIECTBIATHCS €€ MaKEeTHPOBaHUE WIIM CO3JIaHHE TECTOBOU cpenbl. TecTMpoBaHHE JOJKHO OBITH
HAaIpaBJIeHO Ha!

obecrieueHre pabOTOCIIOCOOHOCTH M COBMECTHMOCTH BBIOPAHHBIX CPEJICTB 3aIIUTHI WH(DOpPMAITUH C
MPOTPaMMHBIMH H aNNapaTHBIMHU CPEICTBAMH 3HAUUMOTO OOBEKTA,

MPaKTHYECKYIO0 OTPaOOTKY BBHIOJHEHHS CPECTBAMH 3aIIUThI HH(popMamu QyHKIMHA 0e30IacHOCTH, a
TalOKe  BBINOJHEHMs  TpeOOBaHMM 1O  0OE30HAaCHOCTH,  NPENbSBISIEMBIX K  NPOrPaMMHBIM U
MIPOrpaMMHO-aNIapaTHBIM CPEACTBaM, B TOM YHCIE CPEICTBaM 3allUThl WHPOPMAIMH, B COOTBETCTBHH C
nyHktamu 27 - 31 nacrosmux TpeOoBaHwMid;

HCKITIOYCHHE BIUSHHA TIOJCUCTEMBI 0€30MacCHOCTH Ha ()YHKIIMOHUPOBAHUE 3HAYHUMOTO 0OBEKTA.

MakeTrpoBaHue TOACHUCTEMBI O€30MaCHOCTH 3HAYUMOTO OOBEKTa M €€ TECTHPOBAaHHE MOXKET
MPOBOAMTHCS C UCTIOIB30BAHUEM CPEJICTB M METOJIOB MOJICITUPOBAHUS, & TAKXKE C UCIIOIB30BAHUEM TEXHOJIOTHHA
BUPTYaJIH3allnH.

I[lpy  TNpPOEKTUPOBaHWU  TOJCHCTEM  OE30MACHOCTH  3HAYUMBIX  OOBEKTOB,  SIBIISIOIIHXCS
nH()OPMALIMOHHO-TETIEKOMMYHHUKAIMOHHBIMU ~ CeTSIMH, HacTtosmme TpeOoBaHUS TNPUMEHSIOTCA C  Y4eTOM
TpeboBaHMIN K IPOEKTHPOBAHUIO CETEH DIEKTPOCBA3H, YIBEPKIAEHHBIX MPVKa3oM Munkomcs3u Poccnn ot 9
mapta 2017 r. N 101 (3aperucrpupoBan Muntoctom Poccun 31 mast 2017 r., peructpannonusiii N 46915), a
TaKke WMHBIX HOPMATUBHBIX MPABOBBIX aKTOB  (pelepajbHOr0 OpraHa HCIIOJHHUTENBHOW  BIACTH,
OCYWIECTBISIIOIIETO  (YHKUMHM 1O  BBIPAa0OTKE W peanu3aldd  T[OCYJapCTBEHHOH  IMONUTHKA H
HOPMAaTUBHO-TIPABOBOMY PETYJIHUPOBAHUIO B 007IaCTH CBS3H.

11.3. Pa3zpabotka paboueii (IKCIUTyaTalMOHHON) TOKYMEHTAIMHM Ha 3HAYUMBI 00BEKT OCYIIECTBIISCTCS
B COOTBETCTBUH C TEXHHYECKUM 3aJaHUEM Ha CO3JaHHE 3HAYMMOTO O00BEKTa M (MJIM) TEXHHYCCKUM 3aJaHUEeM
(YacTHBIM TEXHMYECKHM 3aJ[aHUEeM) Ha CO3[aHUE MOJCHCTEMBbI OE30MaCHOCTH 3HAYMMOTIO OOBEKTa Ha OCHOBE
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HpOCKTHOfI I[OKyMeHTaHI/H/I.

Pabouas (9KCIUTyaTallMOHHAs) JOKYMEHTAINS Ha 3HAUNMBIH 00BEKT JODKHA COMEPIKATE:

OIIMCAaHNE aPXUTEKTYPHI TIOACHCTEMBI O€30IIACHOCTH 3HAYMMOTO 00BEKTA;

MOPSAIOK M IIapaMeTphl HACTPOUKM MPOTPAMMHEBIX M IIPOrPAMMHO-AIIAPATHEIX CPEICTB, B TOM YHCJIE
CPEJICTB 3aIUTHI HH()OPMAITHH;

MpaBWia SKCIUTyaTallMd MPOTPAMMHBIX W IPOrPAMMHO-aNMapaTHBIX CPEICTB, B TOM YHCJE CPEICTB
3anuThl HHGOopMaruu (nMpaBuia 6€30MacHON IKCITyaTAIHH).

CocraB u ¢opmbl paboucii (IKCIUTyaTAI[MIOHHOM) JOKYMEHTAI[MH OMPECIAIOTCS B COOTBETCTBHH C
TEXHHYECKUM 3aJaHHEeM Ha CO3JaHHE 3HAYUMOro O0bekTa W (MJIM) TEXHMUYCCKMM 3aJaHueM (J4aCTHBIM
TEXHHUYECKUM 33J[aHHEeM) Ha CO3/IaHHe TOACHCTEMBI O€30IaCHOCTH 3HAYMMOTO 0OBEKTA.

BHeapenune opraHu3aliMOHHBIX U TEXHUYECKHX MeP 10 o0ecnevyeHn 0 0e30NaCHOCTH 3HAYUMOI0 00beKTa
U BBOJI €ro B JieiicTBHe

12. BHenpeHune OpraHM3alMOHHBIX M TEXHHYECKHX Mep 10 oOecreueHHIo 0e30MacHOCTH 3HAYMMOTO
00BEeKTa OpraHu3yercs CyOBEeKTOM KPUTHUECKOW HH(OPMAIMOHHON HH(PACTPYKTYpHl B COOTBETCTBHU C
MPOEKTHOM U paboyeil (IKCIUTyaTallMOHHON) JOKYMECHTAIMCH Ha 3HAYUMBIH O0BEKT, CTAaHIApTAMH OpraHU3aIHi
U BKITIOYAET:

a) YCTAaHOBKY M HACTPOMKY CpPEACTB 3aIUThl HMH(POPMAIMH, HACTPOHKY MPOTPaMMHBIX H
MIPOTPaMMHO-aMIapaTHBIX CPECTB,;

0) pa3paboTKy OpraHM3alUOHHO-PACIIOPSAUTEIBHBIX JOKYMEHTOB, PEriIaMeHTHPYIOIIUX MNpasunia u
npoleaypbl obecrieueHs: 0€30MaCHOCTH 3HAYMMOTO 00BEKTA;

B) BHEJIPCHHE OPraHU3AMOHHBIX Mep 10 00ECIICUYCHUIO OE30ITACHOCTH 3HAYUMOT0 00BEKTA;

r) MpeBapUTEIIbHbIC HCIIBITAHMS 3HAYMMOTO O0BEKTa M €ro MOJACHCTEMbI O€30MaCHOCTH;

1) OIBITHYIO 3KCIUTYyaTalUI0 3HAYMMOT0 00BEKTA U €ro MOJCUCTEMbI 0€30IT1aCHOCTH;

€) aHaJIN3 YA3BUMOCTEH 3HAYMMOT0 00BEKTa M TIPHHATHE MEP 110 UX YCTPAHEHHIO;

) MIPUEMOYHbBIC UCIBITAHUS 3HAYMMOT0 0O0BEKTA U €ro MOJICUCTEMbI 0€30IMaCHOCTH.

ITo pemrennto cy0beKTa KPpUTHIECKOM HHPOPMAITMOHHON HHOPACTPYKTYPHI K pa3pabOTKe M BHEAPCHUIO
OPraHM3allMOHHBIX W TEXHHYECKUX Mep M0 OOecredyeHHto Oe30MacHOCTH 3HAYUMOTO OOBEKTa MOXKET
MPHUBJIEKATHCSI JIUIIO, SKCILTyaTHpyoliee (ITaHUPYOLIee IKCIUTYaTUPOBaTh) 3HAYUMBIA OOBEKT.

12.1. YcraHOBKa M HACTPOMKA CPEACTB 3aIIUTHI HHPOPMAIMU JT0JKHA TPOBOIUTHCS B COOTBETCTBHU C
MPOEKTHOM 1 pabodeit (IKCIUTyaTallMOHHON) TOKYMEHTAIMeH Ha 3HAYUMBIi OOBEKT, @ TAKXKE B COOTBETCTBUH C
9KCIUTyaTallHOHHOW JOKyMEHTAlUeH Ha OTIENbHBIE CPEICTBA 3aIUTHI HH(POPMAIIHH.

[Ipu ycraHOBKE U HACTPOWKE CPEACTB 3alIUTHl MHPOPMALMH JOKHO OBITh 00ECIEYEHO BBITIOIHEHHE
OFpaHI/I‘-IeHI/Iﬁ Ha OKCITyaTaluio 3THUX CpPEACTB 3allWThI I/IH(bOpMaHI/II/I, B ClIydyac HUX HaJIW4YUA B
JKCILTyaTallMOHHOM JTOKYMEHTAlUU.

12.2. PazpabarbiBaeMble OpraHU3AIMOHHO-PACTIOPSIUTEIBHBIE JTOKYMEHTHI 10  0€30IIacHOCTH
3HAYUMOT0 0OBEKTA JOOJIKHBI OIIPEACIIATE MpaBUJia U NPOUCAYPHI pCaln3allvii OTACIIBHBIX OPraHu3alluOHHBIX U
(nm) TexHUUecKHMX Mep (ITOJUTHK Oe30IacHOCTH), pa3pabOTaHHBIX M BHEAPEHHBIX B paMKaX IIOACHCTEMBI
0e30IacHOCTH 3HAYNMOTO 00BEKTa B COOTBETCTBHH ¢ TtaBoi |11 HacTosmmx TpeboBanuii.

OpraHu3anoOHHO-PACTIOPSIUTENBHBIE JOKYMEHTBI 1O O€30MacHOCTH 3HAUYMMOTo OOBEKTa JOJDKHBEI B
TOM YHMCJIE YCTAaHABJIMBATh MpaBHiia 0e301MacHOi paboThl PaOOTHUKOB, SKCILUTYaTHPYIOIINX 3HAYMMBIC OOBEKTHI,
u pabOTHUKOB, 0OecneynBaOUX (YHKIHOHUPOBAHHE 3HAYUMBIX OOBEKTOB, a TAKXKe ACHCTBHS pPaOOTHUKOB
[P BO3HUKHOBEHUH HEIITATHBIX CUTYAIMi, B TOM YHCJIE BBI3BAHHBIX KOMIIBIOTEPHBIMU HHLIUACHTAMHU.

CoctaB U (opMBl OpraHM3alIMOHHO-PACTIOPAAUTENLHBIX JOKYMEHTOB MO O€30MacHOCTH 3HaYMMBIX
O0BEKTOB  OMpEACISIOTCS CyOBEKTOM KPUTHUECKOH WH(POPMAMOHHOH HWHQPACTPyKTYpel C Y4ETOM
0COOEHHOCTEH €ero JIesTeNbHOCTH.

12.3. Tlpu BHEIpEeHUHM OPraHMU3aMOHHBIX MEp MO O0ECIeYeHHIO0 0E30IMacHOCTH 3HAYMMOTO OOBEKTa
OCYIECTBIISFOTCS:

a) OpraHM3aIMs KOHTPOJS (DPHU3UUECKOTO JOCTyIa K MPOrpaMMHO-aIIapaTHbIM CPEACTBAM 3HAUYNMOTO
00BEKTa M €ro JINHUSAM CBS3H,

0) peanm3auusi MPaBUI pPa3TPAHUYCHHUS] JOCTYNA, PErIaMEHTHPYIOIIMX MHpaBa IOCTyIa CYOBEKTOB
J0CTyTna K 00BEKTaM JIOCTYIa, U BBEACHHE OTpaHMYCHUH Ha JEHCTBUS MOJIB30BATENeH, a TakKe Ha H3MCHEHHE
YCIIOBHI 3KCIUTyaTalllH, COCTaBa M KOH(UTYpaLH IPOrPAMMHBIX M IIPOrPaMMHO-AIINAPaTHBIX CPE/ICTB;

B) NPOBEpKa MOJHOTHI U JETaJbHOCTH ONUCAHUS B OPTaHM3AI[HOHHO-PACIIOPSIUTENBHBIX JOKYMEHTAaX
o 6e30MacHOCTH 3HAYMMBIX OOBEKTOB JIEHCTBUI MONB30BATENICH U aIMUHUACTPATOPOB 3HAYMMOTO OOBEKTA I10
peanu3anry OpraHn3alioHHBIX Mep;

T) Onpee/icHue aIMUHUCTPATOpa 0E30MaCHOCTH 3HAYMMOT0 OOBEKTA,;
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1) oTpaboTKa JAeHCTBUIl MONIB30BaTENCH M aIMHHUCTPATOPOB 3HAYMMOTO OOBEKTA M0 PeaTH3alul Mep
1o 06ecreYeHn o 0e30MacHOCTH 3HAYUMOTO 00BEKTA.

Undhopmayus 06 usmenenusix:  Ilynkm 12.4 usmenen ¢ 25 cenmsops 2020 e. - [Npuka3 @CTIK Poccuu om
20 gespana 2020 2. N 35
Cwm. npedbidywyto pedakyuro

12.4. TlpenBapuTenbHbIC UCIBITAHHUS 3HAYMMOI'O OOBEKTA M €ro IOJCHCTEMbI 0E€30MAaCHOCTH JOJIKHBI
MIPOBOJIUTHECS B COOTBETCTBHHM C TIPOTPAaMMON W METOJMKAMH MPEABAPUTEIHHBIX HCIBITAHWA M BKIFOYATh
MIPOBEPKY pabOTOCIIOCOOHOCTH TOJCHCTEMBI 0€30ITaCHOCTH 3HAYNMOTO 00BEKTa M OTACIBHBIX CPEACTB 3alTUTHI
nH(pOpMAIK, OICHKY BBHITIONHEHHS TpeOOBaHWH MO 0e30MacHOCTH, MPEABSBISEMBIX K TPOTPAMMHBIM H
MIPOrpaMMHO-aNapaTHBIM CPEACTBaM, B TOM YHCIIE CPEICTBAM 3allUThl WHPOPMAIMH, B COOTBETCTBHUHU C
nyHkramm 27 - 31 wHacrosmux TpeOoBaHMii, OLIEHKY BIMSHUS TIOJACHCTEMBI 0E30MACHOCTH Ha
(hyHKITMOHUPOBAaHUE 3HAYMMOTO OOBEKTa MPHU MPOSKTHBIX PEKUMaX €ro paboThl, YCTAHOBICHHBIX MPOCKTHON
JIOKYMEHTAIIMEH, a TaK)Ke MPUHATUE PEIICHUS O BO3MOXXHOCTH ONBITHOW IKCIUTyaTalluyd 3HAYUMOTO OOBEKTa H
€ro MOJCUCTEMBI 0€30aCHOCTH.

Hnupopmayus 06 usmenenusix.  Ilynkm 12.5 uzmenen ¢ 30 anpens 2019 e. - [Npukad @CTIK Poccuu om 26
mapma 2019 2. N 60
Cwm. npedbidyuwyro pedakyuro

125. OmpITHas SKcIuTyatanyst 3HaYMMOTO OOBEKTa M €ro IMOACUCTEMBI 0€30MaCHOCTH JOJKHA
IIPOBOJUTHCS B COOTBETCTBUU C IMPOrPaMMOM M METOAUKAMHU OIBITHOM 3KCIUIyaTalMd U BKIKYAaTh IIPOBEPKY
(YHKIMOHUPOBAHUSL IOJICHCTEMBI 0E30MaCHOCTH 3HAYMMOrO OOBEKTa, B TOM YHCIE pEaTU30BaHHBIX
OpPraHv3alMOHHBIX W TCXHUYCCKUX MEP, a TaKXKCE 3HAaHUHA U YMCHI/Iﬁ Moab30BaTelIed U AIMUHHUCTPATOPOB,
HEOOXOAMMBIX JUIS IKCIUTyaTallid 3HAYMMOTO O0BEKTa W €ro MmojcucTeMbl Oe3omacHocTd. [lo pesympratam
OIBITHOW OSKCIUTyaTallid TMPUHUMAETCS pPEIICHHEe O BO3MOXKHOCTH (MM HEBO3MOXKHOCTH) TMPOBEACHHUS
MIPHEMOYHBIX UCTIBITAHUNA 3HAYMMOTO OOBEKTA U €T0 IMOACUCTEMBI O€30MTaCHOCTH.

HUugopmayus 06 usmenenusx:  [lynkm 12.6 usmenen ¢ 30 anpens 2019 e. - [Npuka3d @CTIK Poccuu om 26
mapma 2019 2. N 60
Cwm. npedbidywyto pedakyuro

12.6. Anamu3 ysSI3BHMOCTEH 3HAYMMOTO OOBEKTa IPOBOMUTCS B IENAX BBIABICHUS HEIOCTATKOB
(cmabocreit) B mojcHcTeMe 0€30MACHOCTH 3HAYUMOT0 0OBEKTA M OIIEHKH BO3MOXHOCTH UX UCIIOJIB30BAHHMS IS
peanmzanuu  yrpo3 Oe3zomacHoctH wHGopManuu. I[lpm 3TOM aHanmM3y TOJUIeXKAT YA3BHUMOCTH KOJa,
KOH(UTYpALUU ¥ apXUTEKTYPhl 3HAYUMOTO 00BEKTA.

AHanu3 ys3BUMOCTEH MTPOBOIUTCS JIJISl BCEX MPOTPAMMHBIX U IPOTPAaMMHO-AIIAPAaTHEIX CPEJICTB, B TOM
Yrcie CPEACTB 3aIUTh HH(OPMAaLuH, 3HAUUMOTO O0BEKTa.

[Ipu npoBeneHnn aHanM3a ysI3BUMOCTEH MPUMEHSIFOTCS CIIEIYIOIINE CIOCOOBI X BBISBICHHS:

a) aHam3 MPOEKTHOMH, paboueii (PKcTITYaTanMOHHO) JOKYMEHTAIN u
OpTaHU3alIOHHO-PACIOPSTUTEIBHBIX TOKYMEHTOB IT0 0€30MaCHOCTH 3HAYMMOT0 00BEKTA,

0) aHaj M3 HACTPOEK MPOTrPAMMHBIX U MPOrPaMMHO-AIIIaPATHEIX CPEACTB, B TOM YKCIIE CPEACTB 3aIllUThI
rH(pOpMaIi, 3HAYUMOTO 0O0BEKTa,;

B) BBUIBJICHHE M3BECTHBIX YS3BUMOCTEH MPOTPAMMHBIX U TPOrPAMMHO-AMIMAPATHBIX CPEACTB, B TOM
YHUClie CpPEeACTB 3amuThl WH(POpPMAIHH, TOCPEICTBOM aHAIW3a COCTaBa yCTAHOBIIEHHOTO MPOTPaMMHOIO
obecrieyeHust ¥ OOHOBIJICHHI 0€30MAaCHOCTH C MPHUMEHEHHEM CPEJICTB KOHTPOJIS (aHaamM3a) 3allUIICHHOCTH U
(MJTH) UHBIX CPEACTB 3alIUTHl HHPOPMAIIUH;

) BBISIBIICHHE W3BECTHBIX YSI3BHUMOCTEH MPOrPAaMMHBIX U MPOrPAMMHO-ANMAPATHBIX CPEICTB, B TOM
YHcie CPEACTB 3alluThl MH(OpMAlMH, CETEeBBIX CIYXO, AOCTYNHBIX U CETEBOrO B3aMMOJCHCTBUS, C
NPUMEHEHUEM CPEIICTB KOHTPOIIA (aHaM3a) 3alUIIeHHOCTH;

1) TECTUPOBAaHHE HA MPOHMKHOBEHHE B YCIOBHSX, COOTBETCTBYIOIIUX BO3MOXKHOCTSM HapyIIUTEJICH,
OTIpeIeNICHHBIX B MOJIENIN YTpo3 0e30MacHOCTH HH(OpMAIIUH.

[IpumMeHeHne criocoOOB ¥ CPEICTB BBISBICHHS YSI3BUMOCTEH OCYILIECTBISIETCS] CYOBhEKTOM KPUTHIECKOM
HHPOPMAITMOHHON HHPPACTPYKTYPHI ¢ YIeTOM 0COOCHHOCTEH (PYHKIIMOHMPOBAHHS 3HAYMMOT'O O0BEKTA.

JlonyckaeTcst IpOBEICHIE aHaIN3a yI3BUMOCTEH Ha MakeTe (B TECTOBOM 30HE) 3HAUNMOTO 0OBEKTA MIIH
MaKeTaxX OTIEIbHBIX CETMEHTOB 3HAYUMOTO OOBEKTA.

AHanmu3 ys3BUMOCTEH 3HAYMMOTO OOBEKTa MPOBOAMTCSA 10 BBOJAA €r0 B HKCIUTyaTallMI0 Ha JTarax,
OTIpe/IeTsIeMBIX CyOBEKTOM KPUTHIECKOW MH(OPMAITMOHHOW HHPPACTPYKTYPHI.

B ciydae BeIsBIEHHS YSA3BHMOCTEH 3HAYMMOTO OOBEKTa, KOTOPHIE MOTYT OBITH HCIOJB30BaHBI IS
peanuzanuu (COCOOCTBOBATh BO3HWKHOBEHHUIO) Yrpo3 0e30MacHOCTH HWHGOPMAIUMH, TPUHUMAIOTCS MEpHI,
HATpaBJICHHBIC HA WX YCTPAHCHHWE WM HCKIIOYAIONINEe BO3MOXHOCTh HCIOJIB30BAHUS (IKCIUTyaTallum)
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HapYIIMTEIEM BbISBICHHBIX YSI3BUMOCTCH.

ITo pesymbraraM aHamm3a YSA3BUMOCTEH MOJDKHO OBITH TMOATBEPXKICHO, YTO B 3HAYMMOM OOBEKTE,
OTCYTCTBYIOT ySI3BHMOCTH, K&K MHHHMYM COJep)Kamnuecs B 0aHKe JaHHBIX yrpo3 0e301MacHOCTH HH(OpMAITUH
OCTOK Poccun, ykazanaom B nyHkTe 11.1 nHactosmux TpeOoBaHWi, WM BBISABICHHBIE YA3BHUMOCTH HE
MIPUBOJIAT K BOSHUKHOBEHUIO YTpo3 0€30MacHOCTH HH(POPMAIIMK B OTHOLIIEHHH 3HAYNMOTO OOBEKTA.

Hngopmayus 06 usmenenusx.  I[lynkm 12.7 usmenen ¢ 30 anpens 2019 e. - [puka3d @CTIK Poccuu om 26
mapma 2019 2. N 60
Cwm. npedbidywyto pedakyuro

12.7. B xozne mpreMOYHbIX UCHIBITAHUI 3HAUUMOT0 O0OBEKTa U €r0 MOJCUCTEMBI O€30MaCHOCTH JOKEH
OBbITh MPOBEACH KOMIUICKC OPTraHM3alHOHHBIX M TEXHHYECKHX MEpONpHATHH (MCIBITaHHi), B pe3yibTaTe
KOTOPBIX MOATBEPKIACTCS COOTBETCTBHE 3HAUYMMOIO OOBEKTa M €ro MOJACHCTEMbI 0€30HacCHOCTH HACTOSIIUIM
TpeOoBanusM, a Takke TPeOOBAaHMSAM TEXHHYECKOTO 3aJaHHMs Ha CO3/aHME 3HAYMMOrO OObekTa M (HJiIH)
TEXHUYECKOTO 3aJaHusl (YaCTHOIO TEXHUYECKOTO 331aHKsI) Ha CO3/IaHHE MOJICHCTEMBbI 0€30MAaCHOCTH 3HAYUMOTO
00BeKTa.

B kadecTBe HCXOIHBIX JaHHBIX TPH TNPHUEMOYHBIX HCIBITAHUAX HCIONB3YIOTCS MOJETIh YTpo3
0e30MmacHOCTH HH(pOpMALUK, Pe3yabTaThl (AKT) KaTeropUpOBaHHs, TEXHHYECKOE 3aJaHHWe Ha CO3/aHHe
(MozepHHM3AIMIO) 3HAYUMOTO O0BeKTa W (MIHM) TEXHHYECKOe 3ajaHue (YacTHOe TEXHHYECKOe 3ajaHue) Ha
CO3/[aHKE TOJICHCTEMbl 0E30MAaCHOCTH 3HAYUMOr0 OOBEKTa, MpOEKTHas Hu paboyas (IKCIUTyaTallMOHHAS)
JOKYMEHTAallMsi Ha 3HA4YUMBIA OOBEKT, OPraHU3allMOHHO-PACHOPSIUTEIbHBIE JOKYMEHTHI 1O 0€30I1acHOCTH
3HAYMMBIX OOBEKTOB, PE3yJIbTaThl aHAIN3a YA3BUMOCTEIl 3HAUMMOro OOBEKTa, MaTEepUalbl IPEABAPUTEIILHBIX
WCTBITAHUI M ONBITHOW 3KCITyaTallWH, a TaKKe HMHbIE JOKYMEHTHI, pa3pabaTbiBaeMble B COOTBETCTBHHU C
HacTosiuMH TpeOoBaHUsAMH U TPEOOBAHUSIMH CTAaHAAPTOB OPraHU3ALUH.

[IpuemouHbIE HCOBITAHUS 3HAYUMOTO OOBEKTa M €ro MOJACHCTEMbI Oe30MacHOCTH MPOBOIATCA B
COOTBETCTBHHU C MPOTrPaMMON U METOAWKON MPHUEMOUYHBIX MCIBITAaHUN. Pe3yapTaThl MPUEMOYHBIX HCIBITAHUH
3HaYMMOTO OOBEKTa M €ro MOJICHCTEMBl 0E30MacHOCTH C BBIBOJOM O €€ COOTBETCTBHH YCTaHOBIICHHBIM
TpeOOBaHHUAM BKJIFOUAIOTCA B aKT MIPUEMKH 3HAYMMOT0 00BEKTa B SKCILUTYaTaLHIO.

B cnyyae ecnu 3HaYMMBIN OOBEKT SBIISIETCS TOCYNAPCTBEHHOW MH(MOPMALMOHHONW CHUCTEMOH, B WHBIX
ClIy4asiX, yCTaHOBJICHHBIX 3aKOHOAATENbCTBOM Pocculickoin denepanyy, a Takke B Cllydae NPUHATHS PEIIECHUS
CyOBEKTOM KPUTHUECKOH MHPOPMAMOHHON MHPPACTPYKTYPHI, OIICHKA 3HAYUMOT0 00BEKTa U €T0 MOJACHCTEMBI
0€30I1aCHOCTH MPOBOIUTCS B (pOpPME aTTECTAIlMM 3HAYUMOTO OOBEKTa B COOTBETCTBHH C | pebOBaHMAMU o
3ammre MH(OpMalWM, HE COCTaBJLIOIICH I'OCYJapCTBEHHYIO TalHy, COIEpIKaIleHcs B I'OCYJapCTBEHHBIX
HH()OPMAITMOHHBIX CHCTeMaXx, yTBepkaeHHBIMHU NPprKkaszoMm ®CTIK Poccnn ot 11 derpans 2013 1. N 17.

BBox B 3KkcIulyatanio 3HaYMMOT0 OOBEKTa U €ro MOACHUCTEMBbI 0E30IaCHOCTH OCYIIECTBISIETCS MPH
MOJIOKUTENFHOM 3aKiFoueHUH (BBIBOJC) B aKTe MPUEMKH (MM B aTTecTare COOTBETCTBHS) O COOTBETCTBHU
3HaYUMOT0 0OBEKTA YCTAHOBJICHHBIM TPEOOBAHUSM 110 00ECIICUEHHIO OE30IIaCHOCTH.

Oobecnieyenne 0€30I1aCHOCTH 3HAYMMOI0 00bEKTA B X0/1€ €r0 IKCINIyaTAlNU

13. OOGecneueHne 0€30MACHOCTH B XOJA€ OKCIUTyaTallMd 3HAYUMOTO OOBEKTa OCYIIECTBIISETCS
CyOBEKTOM KpPUTHYECKOH WH(POPMAIMOHHOH WHPPACTPYKTYphl B COOTBETCTBUH C OKCIUTyaTallHOHHOM
JIOKYMEHTAIMeH U OPraHn3alMOHHO-PACTIOPSAUTSIbHBIME JOKYMEHTaAMH 110 0€3011aCHOCTH 3HAYMMOr0 00beKTa
1 JIOJDKHO BKITIOYATH PEANTU3AINIO CIIETYIOIINX MEPOITPHSTHIA:

a) TUIAHUPOBAHUE MEPOTIPHATHI 110 00ECIIEUEHNTO OE€30IIACHOCTH 3HAYNMOTO 0OBEKTA,;

0) aHanu3 yrpo3 6e30MacHOCTH HH(POPMAIIUH B 3HAYMMOM OOBEKTE U TOCICICTBHI OT MX PeaU3allnHy;

B) ynpasienue (a AMHUHUCTPHUPOBAHNUE) TTOJCHCTEMOM 0€30MacCHOCTH 3HAYMMOTO O0OBEKTA,;

r) yrpasiieHHe KOHDUTYpalel 3HaYMMOro 00beKTa U ero MoICHCTEMOM 6e30IacHOCTH;

1) pearnpoBaHue Ha KOMIBIOTEPHBIC MHITUICHTHI B XO/I€ IKCILTyaTalliy 3HAYMMOTO 00hEKTa,

¢) obecreyeHue CHCTBUM B HEITATHBIX CUTYAIUAX B XOJI€ IKCIUTyaTaIl[ii 3HAUUMOTO O0BEKTa,;

k) HHPOPMHUPOBaHUE 1 00yUCHHUE TIEPCOHATA 3HAUUMOT0 OOBEKTa,;

3) KOHTPOJIb 3a oOecrieucHreM Oe30MaCHOCTH 3HAYUMOT0 0OBEKTA.

13.1. B xozme mMIaHUPOBaHMS MEPONPHUATHH IO OOECIIEYCHUIO OE30MacHOCTH 3HAYMMOTO OOBEKTa
OCYIIECTBIISIOTCS:

a) ompejieieHe JIHIl, OTBETCTBEHHBIX 32 IJIAHUPOBAHUE M KOHTPOJIb MEPONPHUSITHII IO 00ECIICUCHHIO
0€3011acHOCTH 3HAYMMOTO 00BEKTA,

0) pa3paboTka, yTBEP)KAECHHE W aKTyaJM3alus IIaHa MEPOIPHATHI M0 obecredeHnio 6e30MacHOCTH
3HAYUMOT'O0 OOBEKTA;

B) OMpeJeIeHUs] MOPSAKa KOHTPOJSI BBIMOJHCHUS MEPONPUATHH MO O00ECHEYCHUIO 0e30MacHOCTH
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3HAYMMOTO 00BEKTA, TPETYCMOTPEHHBIX YTBEPKICHHBIM ITAHOM.

[MnanupoBaHne MeEpONPUATHA 1O OOecreueHuo Oe30MacHOCTH 3HAYMMOT0 OOBEKTa  JIOJKHO
OCYILLIECTBIIATBCSA B paMax# Ipolecca IUIAHUPOBAHUS, BHEAPEHHOIO B COOTBETCTBUU C TPEOOBAHUAMH K
CO3MIaHMI0 CHCTeM O€30IIaCHOCTH 3HAYUMBIX OOBEKTOB M OO0ecledYeHHI0 HUX (QYHKIMOHHPOBAHUS,
YTBEPXICHHBIMUA B COOTBETCTBUU € MYHKTOM 4 YacTtu 3 ctaTbu 6 denepanpHoro 3akoHa ot 26 utons 2017 r.
N 187-®3 "O 6e3onacHOCTH KpUTHUECKOM nH(DOpMAIMOHHOM HHppacTpyKTyphl Poccuiickoit denepanuu’.

13.2. B xome ananm3a yrpo3 0e3omacHOCTH HHGOPMAaLUH B 3HAYMMOM OOBEKTE M BO3MOMKHBIX
MOCJEACTBUN MX peaqu3aluy OCYLIECTBISIOTCS:

a) aHaJIM3 YSA3BUMOCTEH 3HAYMMOT0 00BEKTa, BOSHUKAIOIIMX B XOJIE €r0 IKCILTyaTallly;

0) aHaJ M3 M3MEHEHUs yrpo3 0e30MacHOCTH HH(POPMAIIMU B 3HAYUMOM O00BEKTE, BO3HUKAIOIIUX B XO/IC
€ro dKCILTyaTallyH,

B) OLICHKAa BO3MOXKHBIX IOCJICACTBHI peaju3alid yrpo3 0e30macHOCTH HH(GOPMAIMH B 3HAYUMOM
o0BeKTe.

[leproguuHOCTh  MPOBEACHUS  yKa3aHHBIX paboOT  ompenensieTcss CyObEKTOM  KPUTHYECKOH
nHGOPMAIMOHHON HMHPPACTPYKTYphl B OPraHU3aLMOHHO-PACIOPAIUTENbHBIX JOKYMEHTax IO 0e30IacHOCTH
3HAYUMBIX OOBEKTOB C YIE€TOM KaTErOpHH 3HAYMMOCTH 00BEKTa M OCOOEHHOCTEH ero (yHKIIHOHHUPOBAHMS.

13.3. B xozme ynpasieHusi (aAMHHUCTPHPOBAHHS) MOJCUCTEMOW O€30MacHOCTH 3HAYUMOTrO OOBEKTa
OCYILECTBIISIIOTCA:

a) OmIpeneNieHWe JIMI, OTBETCTBEHHBIX 3a ylpaBiieHHe (aIMHHHCTPUPOBAaHHE) MOACUCTEMOM
0e301acHOCTH 3HAYMMOT0 00BEKTa,

0) ynpaBieHHE yUYSTHBIMH 3alIUCAMH TOJIb30BATENCH U MOICP)KaHUE B aKTyalIbHOM COCTOSIHHU TPaBUIT
pasrpaHU4eHus JOCTyIa B 3HAYUMOM OOBEKTE;

B) yIIpaBJICHHE CPECTBAMHU 3aIUTHI HHOPMAIMU 3HAYUMOTO 00BEKTa;

r) ympaBiieHHE OOHOBJCHHUSMH MPOrPAMMHBIX M MPOTPAMMHO-AIMapaTHBIX CPEICTB, B TOM YHCIIE
CpE/CTB 3aIIUThl HH(OPMAIIUH, C YIeTOM 0COOeHHOCTEH (PYHKIIMOHUPOBAHHS 3HAYUMOTO O0BEKTA,;

1) UCHTPAIM30BAaHHOE YIMpPaBJICHHE MOJCHCTEMOI 0e30MacHOCTH 3HAYUMOro oObekTa (mpu
HEOOXOIUMOCTH);

€) MOHHUTOPHHI W aHAJIU3 3apErHMCTPUPOBAHHBIX COOBITHH B 3HAYMMOM OOBEKTE, CBS3aHHBIX C
obecrieuenreM 06e30macHOCTH (majee - COOBITHS O€30IaCHOCTH);

) CONpOBOXKICHHE (DYHKIMOHMPOBAHMS MOACHCTEMbI 0E30MACHOCTH 3HAYMMOTO OOBEKTa B XOIE €
9KCIUTyaTalllu, BKIIOYasl BEICHUE HKCIUTYyaTaAlMOHHOW JOKYMEHTALMH M OPraHW3allMOHHO-PACTIOPSAUTEIBHBIX
JOKYMEHTOB IO 0€3011aCHOCTH 3HAYHMOTO OOBEKTa.

13.4. B xozae ympaBieHusi KOHQHUrypanyeil 3HaunMOro 00beKTa U €ro MOJCHUCTEMBbI 0e30MaCHOCTU IS
uesieit odbecrieyeHus ero 6€30MacHOCTH OCYIIECTBIISIOTCS

a) Ompe/esieHUE JIHMIl, KOTOPBIM pa3pelieHbl JCHCTBUS 1O BHECCHHUIO M3MEHCHUI B KOHQHIYpPAIHIO
3HaYUMOTO 0OBEKTA H €T0 MOJICHCTEMBbI 0€30MTaCHOCTH, ¥ UX TIOJTHOMOYNH;

0) ompezeieHHe KOMIIOHEHTOB 3HAYMMOI0 OOBEKTa M €ro MOJCHCTEMbI 0E30MaCHOCTH, MOICKAIINX
M3MECHEHHIO B paMKax yrpaBiieHus KoH(urypauuu (MaeHTUGUKAIHMsS 00bEKTOB yIPaBICHHs KOH(PUTYpaIuu):
IIPOTrpaMMHO-aMNIapaTHbIe, IPOrpaMMHbIE CPECTBA, BKIIIOYAs CPEICTBA 3aIMUTHI HHYOPMALNUH, U UX HACTPOUKH
U NPOrpaMMHBIA KOJ, SKCIUIyaTallMOHHAs NOKyMEHTauus, uHTepdeichl, ¢aiasl U HHbIE KOMIIOHEHTBHI,
MOJUIEKAIINE U3MEHEHHIO U KOHTPOJIIO;

B) YIpaBJieHHE HM3MECHEHHSIMH 3HAYMMOrO OOBEKTa M €ro MOJCHCTEeMbI OE30IMaCHOCTH: pa3paboTka
apaMeTpoB HACTPOHKH, OOecleunBaIOmIMX Oe30MacHOCTh 3HAYMMOTO OOBEKTa, aHaIW3 IMOTEHIHAJILHOTO
BO3ACUCTBHA  IUIAaHMPYEMBIX HM3MEHEHMH Ha oOecreyeHHe  O€30MacHOCTH  3HAYMMOTO  OOBEKTa,
CaHKLIMOHUPOBaHWE BHECEHHS W3MEHEHHWH B 3HAYMMBIH OOBEKT M €ro MoJACHCTeMYy O€30IacHOCTH,
JOKYMEHTHpPOBAaHUE JHCTBUI MO BHECEHHIO M3MEHEHHMH B 3HAYMMBIH OOBEKT M COXpaHEHHE NaHHBIX 00
U3MEHEHUIX KOH(QUTYpaluy,

r) KOHTPOJIb [JCHCTBHH 10 BHECEHHIO M3MEHEHHH B 3HAUYUMbIH OOBEKT M €ro MOACHUCTEMY
Oe3onacHoCTH.

PeanmzoBaHHbIe TIpOIIECCH YHpABICHUS W3MEHEHUSMH 3HAYMMOTO OOBEKTa U €ro TOACHUCTEMBI
0€30MaCHOCTH JIOJDKHBI OXBATBHIBATH MPOLECCHI TAPAaHTHHHOIO W (MJIM) TEXHHYECKOro OOCIY)KHMBAHUS, B TOM
YHCIIe AUCTAHIIMOHHOTO (yIaJeHHOrO0), IPOrPaMMHBIX U ITPOrPAMMHO-AIIIAPATHBIX CPEACTB, BKIIFOUYAsk CPECTBA
3aUThl KHPOPMAIMH, 3HAYMMOT0 00BEKTA.

13.5. PearnpoBanue Ha KOMIIBIOTEpPHbIE WHIMACHTHI OCYILECTBISIETCS B MOPSAAKE, YCTAHOBICHHOM B
COOTBETCTBHU C MYHKTOM 6 4yactm 4 ctatbn 6 denepanpHoro 3akona ot 26 uronms 2017 r. N 187-®3 "O
0e30macHOCTH KpUTHYECKOH nH(popManuoHHOK HHMpacTpyKTyphl Poccuiickoit dexepanuu”.

Hns pearnpoBaHMsT Ha KOMIBIOTEPHBIC WHIMICHTHI ONPENENSAIOTCS paOOTHUKH, OTBETCTBEHHBIC 32
BBISIBJICHE KOMIIBIOTEPHBIX HHLIUACHTOB M PearupoBaHe Ha HUX, U ONPEIEISIOTCS X (QYHKLUH.

13.6. [lns obecnieueHust NEHCTBUI B HEIITATHBIX CUTYalMsSX MU SKCIUTyaTalldd 3HAYUMOTO OOBEKTa
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OCYIIECTBIISIFOTCS:

a) IUTaHUPOBAHWE MEPONPHATHHA MO OOecreveHnt0 O0e30MacHOCTH 3HAYMMOTO OO0BbEKTa Ha Cirydaid
BO3HHKHOBEHHS HEIITATHBIX CUTYALUH;

0) oOyueHre U 0TpaboTKa JCHCTBHIA EPCOHAA M0 00ECIeUeHNI0 OE30ITaCHOCTH 3HAYMMOTO 00BEKTA B
Ccllydae BOSHHKHOBEHHS HEIITaTHBIX CHTYAIHH;

B) CO3/aHHE albTEPHATHBHBIX MECT XpaHEHHs: U 00pabOTKM MH(POPMAILMU HA CiTy4yail BO3HUKHOBEHHS
HEIITATHBIX CUTYAIHH;

T) pe3epBUPOBaHKE MPOTPAMMHBIX U TIPOTPAMMHO-ANIAPATHBIX CPEJCTB, B TOM YHCIIE CPEIICTB 3aIIUTHI
nH(pOpMaLH, KaHAJIOB CBSI3H HA CITy4ail BOSHMKHOBEHHS HEIIITATHBIX CHTYAIIHH;

1) oOecrieueHHe BO3MOKHOCTH BOCCTAHOBJICHHSI 3HAYUMOT0 OOBbeKTa M (MJIM) €ro KOMIIOHCHTOB B
CjIydya€ BOSHMKHOBCHUA HECIITATHBIX CHTyaHHﬁ;

e) OMpEeACIICHUE TMOpsAdKa aHalin3a BO3HUKIIUX HEHITATHBIX CI/ITyaHHﬁ n TPpUHATUA MEp 110
HCOOMYIICHUIO X ITOBTOPHOT'O BO3HUKHOBCHUA.

13.7. B xoae nH(pOpMHUPOBaHUS U O0YUCHHS IIEPCOHAIA 3HAYUMOTO 00BEKTA OCYIIECTRIISIOTCS

a) mH()OPMHUpPOBaHHE TepcoHama 00 yrposax 06e30MacHOCTH HWHGOPMAIMH, O MpaBHUiIaXx Oe30IMacHOM
9KCIUTyaTalliy 3HAYUMOTO 00BEKTa;

0) noBemeHHE 10 MEpCOHanNa TPeOOBaHUH MO O0ECIEUCHUIO OE30MAaCHOCTH 3HAYMMBIX OOBEKTOB, a
TaKoKe MOJIOKEHUH OPraHU3allMOHHO-PACTIOPSIUTENBHBIX TOKYMEHTOB 110 0€30MacHOCTH 3HAYMMBIX 0OBEKTOB B
YacTH, UX Kacaromeiics,

B) 00y4YeHHUE MepcoHala MpaBHiIaM dKCIUTyaTalluy OTACIbHBIX CPEACTB 3alIUTHl HH)OPMAIHHY, BKITIOYas
MpoBeIEHIE NPAKTHUECKUX 3aHATUI C TIEpCOHATIOM,

) KOHTPOJIb OCBEJOMIICHHOCTH TIEpCOHaNa 00 yrpo3ax 0e30macHOCTH MH(OPMALMK M YPOBHS 3HAHUI
nepcoHala 1mo Bonpocam odecreueHus: 6€30MacHOCTH KPUTHIECKOH HHPOPMAITHOHHON HHPPACTPYKTYPHI.

[leproanyHOCTh TIPOBEACHUS yKa3aHHBIX MEPOIPHATHN yCTaHABIMBAETCA CYOBEKTOM KPUTHUYECKOM
WHPOPMAIMOHHON WHPPACTPYKTYphl B OPraHU3alMOHHO-PACTIOPSIUTEIBHBIX JOKYMEHTaX M0 0e30IMacHOCTH
3HAYUMOTO OOBEKTa C Y4YETOM KaTeTOPHUH 3HAYUMOCTH M OCOOCHHOCTEW (YHKIIMOHUPOBAHHS 3HAYUMOIO
o0BeKTa.

13.8. B xoje kOHTpOIIs 32 obecriedeHneM 0e30MacHOCTH 3HAYUMOT0 00BEKTa OCYIIECTBIISTIOTCS:

a) KOHTpONIb (aHaNW3) 3aIIMIICHHOCTH 3HAYMMOrO OOBEKTa C YYETOM OCOOCHHOCTEH ero
(YHKIIMOHUPOBAHHS,

0) aHaMM3 W OLEHKAa (YHKIMOHUPOBAHHS 3HAYMMOTO OOBEKTa M €ro IOJCHCTEMBI 0E30MaCHOCTH,
BKJIIOYAsi aHAIW3 M YCTPAaHEHHE YSI3BUMOCTEH W HHBIX HEJOCTATKOB B (PYHKIMOHHUPOBAHUHM MOACHUCTEMBI
0€301acHOCTH 3HAYMMOT0 00BEKTa,

B) JJOKyMEHTHUPOBaHHE MPOLECYDP U PE3yJIbTATOB KOHTPOJISI 32 00eCIICYeHUEM 0€30MaCHOCTH 3HAaYUMOTO
00beKTa,

I) OIPUHATHE PELICHHs MO Pe3yJIbTaTaM KOHTPOJIS 32 o0ecredeHreM 0e30MacHOCTH 3HAaYUMOT0 00beKTa
0 HEOOXOIMMOCTH I0pabOTKH (MOACPHHU3AIINH) €T0 ITOICHCTEMbI 0€30TaCHOCTH.

Obecneuenue 0€30MACHOCTH 3HAYHUMOI0 00bEKTA IIpu BBIBO/J€ €r0 U3 IKCILTyaTalluu

14. Ob6ecrieuenne 6e30MACHOCTH 3HAYUMOTO OOBEKTA MPHU BBHIBOJE €Tr0 M3 SKCIDTyaTaIlMH WIH MOCIe
MPUHATHS pellieHus 00 OKOHYaHWU 00paboTKM HH(MOPMAIMU OCYIIECTBISIETCS CYOBEKTOM KPHUTUYCCKOM
“H()OPMAITMOHHOW WH(PACTPYKTYPHl B COOTBETCTBHH C JIKCIUTYaTallMOHHON JTOKYMEHTAIlMed Ha 3HAYUMBIH
O00BEKT M OpraHU3AIMOHHO-PACTIOPAAUTEIHHBIMU IOKYMEHTAMH 110 0€30IaCHOCTH 3HAYUMOT'0 00BEKTA.

OOGecrieueHre 0€30MACHOCTA 3HAYUMOTO OOBEKTa MPH BBIBOJAEC €ro M3 OKCIUTyaTallud JIOJKHO
IpelyCMaTPUBATh:

a) apXUBHPOBaHUE HHPOPMALIUH, COIEpIKAIIICiiCS B 3HAUUMOM 00BEKTE;

0) yuuuTOoXKeHHE (CTHpaHWE) MOaHHBIX M OCTAaTOYHOW HWH(OpMAIMKM C MAIIWHHBIX HOCHTEIEH
uHbOpMaIUK 1 (MIK) YHUYTOKEHUE MAIIHHHBIX HOCUTENIEH HH(DOpMAIINH;

Hupopmayus 06 usmenenusx:  Iloonynkm "6" usmenen ¢ 30 anpens 2019 e. - [Npuka3d ®CTIK Poccuu om
26 mapma 2019 2. N 60
Cwm. npedbidywyto pedakyuro

B) YHUUTO)KCHHE HJIM apXUBUPOBAHUE JTAHHBIX 00 apXUTEKTYpe  KOHDUTYpaIliK 3HAYMMOT0 00BEKTa,;

) apXHBUPOBAHUE WM YHUUTOXKECHHE KCIUTYyaTAIHOHHOW TOKYMEHTAIIMH HA 3HAYUMBIH OOBEKT U €ro
[TOJICUCTEMY 0€30IaCHOCTH U OPraHHU3alMOHHO-PACHIOPSIAUTEIBHBIX JOKYMEHTOB 110 0€30MaCHOCTH 3HAYUMOIO
00BeKTa.

14.1. ApxuBupoBaHue HHPOPMAITUH, COJEPKANICHCS B 3HAUNMOM 00BEKTE, JIOKHO OCYIIECTBISATHCS B
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cilyyae ee JaJbHEHIEro WCIOJNb30BaHUS B JICATCIBHOCTH CYOBEKTa KPUTHUECKOH HWH()OPMAIIMOHHOM
nH(PACTPYKTYPHI.

14.2. Yuuuroxkenue (CTHpaHHE) IAHHBIX W OCTATOYHOW HWHMOPMAIMHM C MAIIMHHBIX HOCHUTEIEH
rH(OPMAITUN OCYIIECTBIIIETCS B Cllydae OOpaOOTKH 3HAYUMBIM OOBEKTOM HWH(GOPMAIMH OTPaHMYEHHOTO
JOCTylTa WM B CIydae TPUHATHS TAaKOTO pemeHHS CyObEeKTOM KPHUTHYECKOW WH(HOPMAIMOHHON
nH(PACTPYKTYPHI.

YHuuTOXKEHUE (CTHPAHUE) TAHHBIX U OCTATOYHON WH(OPMAIMH C MAITUHHBIX HOCUTEICH HHPOPMAIUH
MIPOU3BOJIUTCS TIPH HEOOXOAWMOCTH MEepeAadd MAIIMHHOTO HOCUTENS MH(OpMAlWU IPYroMy MOJIb30BaTENro
3HAYUMOT0 00BEKTA WM B UHBIC OPTaHU3AIlUU I PEMOHTA, TEXHHYECKOTO O0CITY)KMBaHUS WU JTATBHEUIIIETO
YHUUYTOKEHUS.

[Ipu BBIBOAE W3 IKCIITyaTallMd MalIMHHBIX HOCHTENEeH WH(POpPMAaIUH, Ha KOTOPBIX OCYIIECTBIUTUCH
XpaHeHue W oOpaborka HH(GOpPMALWHU, TPOM3BOAUTCS WIM (PH3MYECKOE YHUYTOKEHHE CaMUX MAIIMHHBIX
HOcUTeNlel WHQOpPMAalUM WIM YHHUYTOXKCHUE COJIEpXKAllecss Ha MAIIUHHBIX HOCHTENSIX WH(POpPMAIUH
METO/IaMH, HE MPe[yCMATPUBAIONIMMHU BO3MOXKHOCTh €€ BOCCTaHOBIICHUSI.

Yuuuroxenue (CTUpaHue) TaHHBIX U OCTATOYHON MH(POPMAIIMK C MAITUHHBIX HOCUTENEH HHpOpMAIIUU
MTOJJIEKUT JOKYMEHTHPOBAHHIO B COOTBETCTBHHU C OPraHU3AI[MIOHHO-PACIIOPAIUTEIFHBIMUA TOKYMEHTAMH IO
0€301MacHOCTH 3HAYNMOTO OOBEKTA.

14.3. IIpu BBIBOJIE 3HAYMMOTO 00BEKTa M3 HKCIUTyaTallU JIOJDKEH OBITh OCYIIECTBIEH COPOC HACTPOEK
MPOrPaMMHBIX M MPOTPAMMHO-AINAPATHBIX CPEACTB, B TOM YHCJIE CPEJACTB 3allUThl WH(POpPMAIMH, yAaieHa
rH(popMaI|s 0 CyObeKTax AOCTYIA M 00BEKTaxX JOCTYINa, yAalICHbl YUCTHBIC 3alliCH TOJIh30BATENCH, a TaKkKe
UICHTU(DUKAIIMOHHAS U ayTeHTH()HUKAIIMOHHAs HH(OpMaIus CyObEeKTOB JOCTYyIIA.

14.4. Tlpu BbIBOJIE 3HAYUMOTO OOBEKTA M3 IKCILIyaTal[MH BCS DKCIUTyaTAllMOHHAS JIOKYMCHTALUs Ha
3HaYUMBIH OOBEKT W €ro MOoJCHCTEMY O€30MaCHOCTH, HSKCIUTyaTallMOHHAS JOKYMEHTalMsi Ha OTAEIbHBIC
CpeZCTBA 3aIUThl HHPOPMAIIUH MOUICKUT APXUBHOMY XpaHEHUIO.

Cpoku XpaHEHUS JOKYMEHTAIlMU OIpPEIEINSIOTCS CYOBEKTOM KPHUTHYECKOW HH(GOPMAIMOHHON
HHPPACTPYKTYPHI B OPraHU3AUOHHO-PACTIOPSUTEIBEHBIX JOKYMEHTAX 110 0€30MacHOCTH 3HAYUMOTO O0BEKTA.

[lo pemennro cyObeKTa KpUTHYECKOH WH(GOPMAIIMOHHOW WHQPACTPYKTYPHl AKCIUTyaTallMOHHAS
MOKYMEHTalus  Ha  3HAYUMBIH  OOBEKT HW  €ro  MOJACHCTeMYy  O€30IacHOCTH, a  TaKxke
OpraHU3aIMOHHO-PACTIOPSIUTEIIBHBIE JOKYMEHTBI 10 0€30IMaCHOCTH 3HAYUMOro 00bekTa (HHCTPYKIIHH,
PYKOBOJICTBa) MOTYT OBITh YHHUYTOXKEHBI. B 3TOM ciiydae (akT YHHUTOKEHHUS TOUICKUT JTOKYMEHTHPOBAHHIO
CyOBEKTOM KPUTHYECKOW WH(GOPMAIIMOHHOW WH(PPACTPYKTYphl C YKa3aHHEM HAMMEHOBaHHS, COCTaBa
JOKYMEHTOB, CIIOCOOOB M AAThl UX YHUUTOXKCHUSI.

[11. TpeGoBaHHUA K OPTraHU3AMUOHHBIM H TEXHHYECKHM MepaM, IPHHUMAaeMbIM /I o0ecredeHust
0€30IMaCHOCTH 3HAYHMBIX 00bEKTOB

15. lenbto obecrieyeHns: 6€30MACHOCTH 3HAYMMOTO O0BEKTa SBISETCS 00ECIeUueHHE ero yCTOMYHBOTO
(YHKIIMOHUPOBAHUSI B TPOCKTHBIX pPEXHMaxX pabOThl B YCIOBHSAX pEANTM3allid B OTHOIICHUH 3HAYHMOTO
00BeKTa yrpo3 6€30IMacHOCTH NH(HOPMAITHH.

16. 3amauamu obecriedeHs 0€30IACHOCTH 3HAYMMOT0 O0OBEKTa SABIISIOTCS:

a) MpeJOTBpAIIEHHE HEMPAaBOMEPHOrO JocTynma K HH(popMaimu, o0pabaTbiBacMOl 3HAYHMBIM
00BEKTOM, YHHYTOXKEHHSI Takod uWHOpMaImu, ee MOAU(PUIUPOBaHUs, OJOKUPOBAHHS, KOMUPOBAHHUS,
MPEIOCTABIICHNsI W PACIPOCTPAHEHUsS, a TaK)KE HMHBIX HEIPAaBOMEPHBIX JEWCTBUH B OTHOIIEHUH TaKOW
nHpOpPMaLIUH;

0) HemomyunieHHe HH(POPMAIMOHHOTO BO3JACHCTBHS HA MPOrpaMMHBIE U NPOrPaMMHO-AIapaTHbIC
CpelcTBa, B pe3ysbTare KOTOPOrO MOXKET ObITh HapymieHo u (WiM) NpeKpameHo (YHKIMOHUPOBAHHE
3HaYUMOTO 00BEKTA,

B) obecrieuenne (YHKITMOHHPOBAHUS 3HAYMMOTO OOBEKTa B MPOEKTHBIX PEXHMMax €ro paboThl B
YCIIOBHSIX BO3JICHCTBUA yTpo3 0€30MacHOCTH NH(GOPMAIIHH;

r) obecrieyeHre BO3MOKHOCTH BOCCTAHOBIICHHUS (DYHKIIMOHUPOBAHHUS 3HAYUMOTO 00BEKTa KPUTHIECKON
nHpOpMaAITMOHHON HHPPACTPYKTYPHI.

17. B 3HauMMBIX 00BEKTaX OOBEKTAMH, MOIICKAIMMH 3aIIUTE OT YyTpo3 0e3omacHOCTH WH(HOpMAITUN
(0OBEKTaMU 3AIMUTHI), ABIIAIOTC:

a) B ”HPOPMAIMOHHBIX CHCTEMAX:

nHpopmarus, oopadareiBaeMast B ”HPOPMAILIMOHHON CHCTEME;

NporpaMMHO-aIapaTHele  cpeacTBa (B TOM  4YHCIE MalIMHHBIE HOCHTENW  HMH(pOpMAIHH,
aBTOMATHU3MpPOBaHHbIE pabouue MecTa, CepBephl, TEeNEKOMMYHUKAIIMOHHOE OOOpYyAOBaHME, JHWHUH CBSI3H,
cpencTBa 00paboOTKH OYKBEHHO-LU(PPOBOA, rpadMuecKoii, BUACO- U PEUEBON HH(POPMAIIUH);
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nporpaMMHbie  cpeicTBa (B TOM  YHCIE MHKPONPOrPaMMHOE, OOIIECHCTEMHOE, MPHUKIAIHOE
mporpaMMHoe obecrieueHue);

CpeICTBa 3alIUTHl HHPOPMALNH;

apXUTEKTypa U KOHUTypamust ”HGOPMAITMOHHON CHCTEMBI,

0) B MHPOPMAIIMOHHO-TEJICKOMMYHUKAIIHOHHBIX CETSIX:

nHpopMarys, epeaaBaeMasi 1o JNHHUSIM CBSI3H,

TENICKOMMYHHUKAIIMOHHOE 00OpynoBaHHe (B TOM 4YHCIE MporpaMMHOE oOeclieueHue, CHucreMa
yIIpaBJICHHS);

CpeICTBa 3aLIUThl HH(POPMALINY;

apXUTEKTypa U KOHUrypauus HHGOPMALMOHHO-TEJICKOMMYHUKAIIMOHHOM CETH;

B) B @BTOMATHU3UPOBAHHBIX CUCTEMAaX yIPABJICHHS:

uHdopmanms (IaHHbIE) O mMapamerpax (COCTOSIHUM) YMpaBisieMOro (KOHTPOJIMPYEMOro) oObeKTa HIIH
nporecca (B ToM umciie BXomHas (BbIXOJHAs) uH(pOpManus, yrpasistomias (KomMaHmHas) uH(opmaius,
KOHTPOJIbHO-U3MEPUTEIbHAS HHPOPMAIIUS, UHAS KPUTHUECKH BaKHAs (TeXHOIIOrHYecKas) HHOpMAaIus);

NpOrpaMMHO-aNnapatHple  cpeacTBa (B TOM 4YHWCIe aBTOMaTH3UpPOBaHHbIE pabodne Mecra,
MPOMBINIJICHHBIE CEPBEpPHI, TEIEKOMMYHHKAMOHHOE O00OpYyZOBaHHWE, JIMHUU CBS3H, NPOrpaMMHpyEMbIe
JIOTHYECKHE KOHTPOJUIEPBI, IMPOM3BOJCTBEHHOE, TEXHOJOIMYECKOe 00OpynoBaHHE  (MCHONHHUTEIbHBIC
YCTPONCTBA);

nporpaMMHbIe  cpeacTBa (B TOM 4YHCIE MHUKPOIPOTPAMMHOE, OOIIECHCTEMHOE, MPHKIIAJIHOE
nporpaMMHoe o0ecrieueHue);

CpeICTBa 3aLIUThl HH(POPMALINY;

apXUTEKTYpa U KOHDUTypaLusi aBTOMAaTH3UPOBAHHON CUCTEMBbI yIIPABJICHHS.

18. OGecneuenue 0€30MACHOCTH 3HAYMMOTO OOBEKTA JIOCTHUTaeTCs IyTeM IPHHATUS B paMKax
HOJICUCTEMbI 0E30MTaCHOCTH 3HAYMMOr0 OO0BEKTAa COBOKYITHOCTH OpPraHM3alMOHHBIX M TEXHUYECKHX Mep,
HAINpaBJICHHBIX HA OJOKMpOBaHHE (HEHTpAIU3aINIo) Yrpo3 0e30MacHOCTH HHPOPMAIIMH, PeaTH3aius KOTOPhIX
MOXET MPUBECTH K MPEKPAIlCHUI0 WIA HApyNICHHIO (QYHKIMOHHPOBAHUS 3HAYUMOTO O0BEKTa U
obecrieunBaroniero (ynpasisieMOro, KOHTPOJIMPYEMOIo) UM Ipoliecca, a TaKKe HapyIICHHIO Oe30MacHOCTH
obpabarpiBaemoit  uH(OpMaimu  (HAPYIIEHHIO  JOCTYIHOCTH,  IEIOCTHOCTH,  KOH(HICHIMATbHOCTH
uHpopmaIum).

OpraHM3aliOHHBIE W TEXHUYECKHE MeEphl 110 O0eCHeueHHI0 Oe30MacHOCTH 3HAYMMOro oOBeKTa
NPUHUMAIOTCSI CYOBEKTOM KPUTHYECKOHW WH(POPMALMOHHOW HH(QPACTPYKTYphl COBMECTHO C JIUIIOM,
IKCIUTYaTUPYIOIIUM 3HAuUMBIA 00BeKT (mpu ero Hamuuuu). [Ipm 3TOM MeXIy CyOBEeKTOM KPUTHYECKOU
MH()OPMALMOHHOW HMH(PPACTPYKTyphl W JIMIOM, SKCIUTyaTHPYIOIIMM 3HAYUMBIH OOBEKT, JOJDKHO OBITh
IIPOBEJICHO pasrpaHuueHue (YHKIUH 1O 0O0eCleYeHHI0 OE30MacHOCTH 3HAaYMMOro OOBEKTa B XOJE €ro
IKCILTyaTalyH.

19. Mepsl 110 00ecreYeHNI0 0e30MaCHOCTH BRIOUPAIOTCS U PEANM3YIOTCS B 3HAUMMOM O0OBEKTE C YIETOM
yrpo3 6e3omnacHocTH HHGOPMAIMK IPUMEHUTEILHO KO BCEM 00BEKTaM M CYyOBEKTaM J0CTYIa Ha arapaTHoM,
CHCTEMHOM, TIPHKJIATHOM U CETEBOM YPOBHSIX, B TOM YHCJIC B CPEJIC BUPTYaATH3AIHH.

20. Mepsl 1o oOecredeHHIO ©O€30MacHOCTH 3HAYMMOI0 OObEKTa MNPUHUMAIOTCS CYOBEKTOM
KPUTHYECKOH MH()OPMAITHOHHON HHPPACTPYKTYPBI CAMOCTOSTEIFHO HIIH IIPH HEOOXOAMMOCTH C TIPHBIICYCHUEM
B COOTBETCTBHH C 3aKOHOJATENbCTBOM Poccuiickoit denepanny opraHu3anuii, IMEIONIMX B 3aBUCUMOCTH OT
nHpopmarn, oOpabaTbiBaeMOil 3HAYUNMBIM OOBEKTOM, JIMIIEH3HIO HA JESTEIBHOCTh MO0 TEXHHYECKOW 3aIuTe
nH(pOpMaLUH, COCTABISIONICH TOCYAapCTBEHHYIO TaifHy, M (WJIM) Ha IESATENBHOCTH 10 TEXHUYECKOW 3aIluTe
KOH(pUACHINAIEHON HH(OpMaLuu

21. TlpuHuMaeMble OpraHM3allMOHHBIE W TEXHHYECKHE MEpbl MO oOecredeHHo 0e30macHOCTH
3HAQUYUMOT0 OOBEKTA JOJDKHBI COOTHOCHTBHCS C MEpPaMH 110 MPOMBIIUICHHON, (PyHKIMOHAIBHOW 0E30MacHOCTH,
WHBIMH MEpaMH 10 OOecredeHHI0 0e30MacHOCTH 3HAYMMOTO O00BeKTa M olecreunBaromiero (ympasiseMoro,
KOHTPOJIHMPYyeMOoro) o0bekTa Wik mporecca. [Ipu 3ToM Mepbl MO oOecreueHn0 0e30MacHOCTH 3HAYMMOTO
00BEKTa HE JO/DKHBI OKa3bIBATh OTPHIATEIHLHOTO BIMSHHA Ha (YHKIMOHHPOBAHHE 3HAYUMOr0 OOBEKTa B
MPOEKTHBIX PEIKUMaX ero paboThl.

Undhopmayus 06 usmenenusx:  Ilynkm 22 uzmenen ¢ 5 nosops 2024 2. - [puka3z @CTIOK Poccuu om 28
aseycma 2024 2. N 159
Cwm. npedbidywyto pedakyuro

22. B 3HauMMBIX 00BEKTaX B 3aBUCHUMOCTH OT HMX KAaTErOPHUH 3HAYUMOCTH M Yrpo3 0€30MacHOCTH
HHPOPMAITUK  MTOCPEJICTBOM HCIOJHEHUS] OpPraHW3allMOHHBIX W TEXHUYECKUX Mep, ONpeiesieMblX B
COOTBETCTBHH C MPUIIOKEHHEM K HaCcTOSIIMM TpeOOBaHUSIM, OCYIIECTBISIFOTCS:

a) uaeHTH(UKAIMS 1 ayTeHTH(OUKAUS CYyObEKTOB JOCTYIa B 0OEKTOB TOCTYIIA,

0) ympaBieHHE J0CTYIIOM CyOBEKTOB IOCTYIa K 00BEKTaM JOCTYIIa,;
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B) OTpaHUYCHHE TIPOrPAMMHOI CPEIIbI;

T) 3aIMTa MalMHHBIX HOCUTENeH HH(POPMAIINH;

1) ayIuT 0€30ITaCHOCTH;

€) aHTHBHPYCHas 3aIlUTa;

) TPEOTBPAIICHHE BTOPXKEHHI (KOMITBIOTEPHBIX aTaK);

3) obecrieueHue MeI0CTHOCTH;

1) obecreyeHre TOCTYMHOCTH;

K) 3alMTa TEXHUYECKUX CPEICTB U CUCTEM,;

J1) 3anmra HHGOPMAaLMOHHOH (aBTOMAaTU3MPOBAHHOW) CHCTEMBI M €€ KOMIIOHCHTOB,;
M) TUIAHHPOBAHUE MEPOIPHATHIA 10 0OeCTIeUeHHIO 0S30IaCHOCTH;

H) ynpaBlieHHe KOH(UTypanmei;

0) ympaBJieHHe OOHOBICHUSIMHU MIPOTPAMMHOTO 00€CTICYCHHS;

1) pearupoBaHKe Ha MHIMICHTHI HHPOPMAIIMOHHON OE30MaCHOCTH;

p) obecriedenme qeHCTBUM B HEITATHBIX CUTYAIIHSX;

¢) uHpOpPMHUpPOBaHKE U 00yUeHHE TIEPCOHAA;

T) 3aIUTa 3HAYUMbBIX O0OBEKTOB OT aTakK, HAMPABJICHHbBIX HA OTKA3 B 0OCITY)KHBAHHH.

Hnpopmayus 06 usmenerusx: Tpebosanusi dononnenvt nynkmom 22° ¢ 5 nosbpa 2024 2. - [Mpukas

DCTIK Poccuu om 28 aseycma 2024 2. N 159

22", Tpu peanusanuu Mep MO OBGECHCUEHHIO GE30IACHOCTH 3HAYMMEIX OOBEKTOB MPUMEHSIOTCS
METOJIMYECKHE JIOKYMEHTHI, pa3padoranHbie ®CTIK Poccuu B cooTBeTcTBHM C MOLMYHKTOM 4 nyHKTa 8
[onoxenus: 0 GenepanbHOl CITy:KO0€ MO TEXHHYECKOMY U IKCIIOPTHOMY KOHTPOJIO, YTBEPKAECHHOTO YKa30oM
[pesunenra Poccutickoit ®enepanuu ot 16 aBrycra 2004 r. N 1085.

Hngpopmayus 06 usmenenusx: Tpe6osanusn Oonoanenwvr nynkmom 22° ¢ 5 nosops 2024 o. - [lpuka3s
DCTIK Poccuu om 28 aseycma 2024 2. N 159

2
22°, MepLI o 00eCIeUYeHHIO 3alliThl 3HAYMUMBIX 0OBEKTOB OT aTak, HallpaBJICHHBIX Ha OTKa3 B
06CJ'Iy)KI/IBaHI/II/I, AOJDKHBI TPUHUMATBCA B OTHOLICHHMHU 3HAYHUMBIX 06T>GKTOB, HUMCIOIINX I/IHTepCI)efICBI n

CEpBUCHI, K KOTOPBIM JOJDKEeH OBITDH obecrieyeH MOCTOSIHHBIN JOCTYI u3
MH()OPMALIMOHHO-TEICKOMMYHUKaMOHHOH cetn  "MHTepHer” (manee - cerb "HMHTepHeT"), W JOIDKHBI
peaycMaTpyuBaTh:

a) BBISBJICHUEC MHTEP(EHCOB U CEPBHCOB 3HAYMMbBIX OOBEKTOB, K KOTOPHIM JOJDKEH OBITH OOecreueH
MOCTOSIHHBIN TOCTYM U3 ceTu "MHTepHeT", onpenencHue uxX MpUHAAICKHOCTA U Ha3HAYCHUS,

0) BBIABICHHE TYyOJMYHBIX CETEBBIX aaPECOB, 3aPETHCTPUPOBAHHBIX 3a CYOBEKTOM KPHUTHUECKOU
HHPOPMAITMOHHONH HHOPACTPYKTYphl W (MJIM) MOJYYEHHBIX OT IpoOBaiaepa XOCTHHra, W JOMEHHBIX HMEH,
HCIIOJIB3YEMBIX JUIS 00ecieueHus (PYHKIIMOHUPOBAHHS 3HAYMMBIX 00BEKTOB, ONPECICHHE UX Ha3HAYCHHUS;

B) BBISIBJICHUE U UCKIJIIOUEHHE M3 3HAYUMbIX 00BEKTOB HHTEP(HEHCOB M CEPBHCOB 3HAYUMBIX 00BHEKTOB, K
KOTOpPBIM oOOecredeH AOCTyn U3 cetH 'VHTepHeT", myOJMYHBIX CETEeBBIX aJpPECcOB W JIOMEHHBIX HMMEH, HE
HCIIONIb3YEMBIX [UTsl 0OecriedeH st HYHKIIMOHUPOBAHHS 3HAYMMBIX 00HEKTOB M (HJIH) MPHHAIC)KHOCTh KOTOPBIX
HE YCTaHOBJICHA;

r) gopMupoBaHHEe TepedHs pecypcoB cetd "HHTepHET', ¢ KOTOPBIMH MOTYT B3aUMOJCHCTBOBATH
3HAYUMbIC OOBEKTHI, BKJIFOUAIONICTO WCXOJSAINIMA M BXOMASAIIUN CETEBBIE TOTOKH, MX XapaKTCPUCTUKH H
HCTIONIb3YeMbIC MTPOTOKOJIBI (aiee - MaTpuila KOMMYHHKAIUH 3HAYMMBIX 00BEKTOB ¢ ceThio "MHTepHeT");

1) OIpeJieNieHHE CETEBBIX aJJPECOB, C KOTOPHIMHU JIOJDKHO OBITh 00SCIICUCHO B3aUMOICHCTBIE 3HAUMMBIX
00BEKTOB, (OPMHPOBAHHE CIIMCKA pa3pelIeHHBIX CETEBHIX aJpecoB B YCIOBUSAX pealu3alid aTak,
HaIpPaBJICHHBIX Ha OTKa3 B 00C/Ty)KMBaHUHU;

€) HWCIOJIb30BaHKWEe IPOTPAMMHBIX, MMPOrPAaMMHO-AMIAPAaTHBEIX CPEACTB, OOECICUHBAIONINX aHAIHM3 U
(UIBTpAIMIO CETEBBIX 3alPOCOB B COOTBETCTBUU C MATPHUIICH KOMMYHHUKAIUH 3HAYHUMBIX OOBEKTOB C CEThIO
"NHaTepHET" HAa MaKCUMaJIHHO BO3MOXKHOM CKOPOCTH ISl OTHX KaHAJIOB CBS3U M BO3MOXKHOCTH OJIOKHPOBAHUS
CETEBBIX 3aIPOCOB, 00JIAMAIONINX MPU3HAKAMH aTaK, HAIPABJICHHBIX HA OTKa3 B OOCITY)KHBaHWH, HA CETEBOM U
TIPUKJIATHOM YPOBHSIX 3HAYHMBIX 00BEKTOB;

) HaJWM4YHe JBYKPAaTHOrO pe3epBa MPOIYCKHON CIIOCOOHOCTH KaHaJOB Iepeladd  JIaHHbBIX
OTHOCHTEIHHO O00BEMOB Tpaduka B YCIOBHSX OTCYTCTBUS pealM3alliil aTak, HalpaBICHHBIX Ha OTKa3 B
00CITy>KUBaHUHY,

3) HCMOJL30BAHWE [AHHBIX, MOJYYCHHBIX IPH B3aUMOJCUCTBHM C I[eHTpOM MOHHUTOpWHTA W

YIIPABIICHHS CEThIO CBA3H OOIIEro HONb30BAHMS |
1) oOecrieyeHre XpaHeHHs B TCUYCHUE TPEX JIET clienyromnied nadopmayn o hakTax peaausaluu arak,
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HaIpaBJICHHBIX Ha OTKAa3 B OOCIYXUBAaHWU. JaTa M BpeMs Hadalla 1 OKOHYAHHSI peaTM3aIlii aTaKu, THI aTaKH,
o6beM (I'6uT/C, CETEBBIX MAKETOB/C), MEPEUEHD CETEBBIX aIPECOB, SIBISIOMINXCSA UCTOYHMKOM aTak, W CETEBBIX
aJIpecoB, TIOJIBEPKEHHBIX aTakaM, TPUHUMAEMbIE MEPHI.

' MyHKT 4 Tlonoxenus o LleHTpe MOHHTOPHHIA M YIPAaBJICHHS CETHIO CBA3H OONIErO IOIb30BAHHS,
yTBEpXKICHHOTO MNPprKa3om Pockomuamzopa ot 31 uronst 2019 . N 225 (3aperucrpupoBan Muntocrom Poccun
22 nosiops 2019 r., perucrpammonnsiii N 56583), ¢ n3meHeHnaAMK, BHeceHHBIME NPUKa30M PockomHamzopa
or 24 ampens 2024 r. N 73 (3apeructpupoBan MuntoctomM Poccun 6 wmrons 2024 r., perucTpaIriioHHBIHR
N 78486) (nanee - [Tonoxenue o [{eHTpe MOHUTOPHHTA).

23. Bei6op Mep 1o obecrieueHrIo 0e30MacCHOCTH 3HAYUMBIX OOBEKTOB ISl HX pealli3allii BKIIOYAeT:

a) ompeeneHre 6a30BOro Habopa Mep 1Mo 0decIeUeHNo O€30IaCHOCTH 3HAYMMOTO 0OBEKTA,;

0) amanraiuio 6a30Boro Habopa Mep Mo 0OeCIIeYeHN 0 0€30ITaCHOCTH 3HAYNMOTO 00bEKTa,;

B) JOINOJIHCHUE aJaNTUPOBAHHOTO Habopa Mep 1Mo o0ecneyeHnto 0e30IMacHOCTH 3HAaYMMOro oO0beKTa
MepamH, yCTaHOBJIEHHBIMH MHBIMH HOPMATHBHBIMU MPABOBBIMH aKTaMH B 001acTH oOecriedeHus: 6€30macHOCTH
KPUTHYECKOM HHPOPMAITMOHHOM HHBpacTpyKTyphl Poccuiickoit @enepanyu 1 3amuThl HHPOPMAITUH.

BbazoBeiii Habop Mep mo obecneueHHI0 0€30MaCHOCTH 3HAYMMOTO OOBEKTa OINpenessieTcs Ha OCHOBE
YCTAHOBJICHHON KaTerOpHU 3HAYMMOCTU 3HAYUMOTO OOBEKTa B COOTBETCTBUU C MPUITOXKEHVEM K HACTOSIIIIM
TpeboBaHUsAM.

bazoBerii HAbOp Mep MO 0OOecCTeUeHUI0 0E30MacHOCTH 3HAYMMOTO OOBEKTa TMOMJICKHUT afalTalid B
COOTBETCTBHU C Yyrpo3aMu 0e30MacCHOCTH MH(POPMALMH, IPUMEHAEMBIMI HH()OPMALIMOHHBIMU TEXHOIOTUAMH U
0COOEHHOCTAMHU (PYHKIMOHMPOBAHUS 3HAYMMOro oOBekTa. Ilpm 3TomM u3 0Ga3oBoro Habopa MOTYT OBITH
WCKITFOUCHBI MEPBI, HEMOCPEACTBEHHO CBS3aHHBIE ¢ MHPOPMAIIMOHHBIMH TEXHOJIOTHSIMHU, HE UCIIOJIb3YEMbBIMU B
3HAaYMMOM OOBEKTE, WM XapaKTepUCTHKaMH, HE CBOWCTBEHHBIMH 3Ha4YMMOMY oOBekTy. [lpum apmanramuu
0a3oBoro Habopa Mep Mo obecredueHHI0 0€30IaCHOCTH 3HAYMMOT0 00BEKTa JJIsl KaXKI0i yrpo3bl 0€30MacHOCTH
UHQOpMAIMH, BKIIOYEHHOH B MOJENb YIpO3, COMOCTaBISIETCS Mepa WIM Tpylna Mep, oOecreyrBarollyie
OJIOKMPOBaHHE OAHOM WJIM HECKOJIBKHX YIpo3 0€30IacCHOCTH WM CHIJKAIOIIHE BO3MOXKHOCTH €€ Pean3alliu
UCXOnsl W3 YCHOBUH (PYHKIMOHMPOBAHHMS 3HAUMMOro oObekTa. B cimywyae ecnu 0a3o0BbIE HabOp Mep He
H03BOJISIET O0ecrednTh OJOKMpoBaHHE (HEHTpalu3alnio) BCeX yrpo3 0e30macHOCTH HH(GOpPMAIMH, B HETO
JIOTIOJTHUTEIIFHO BKITFOUAIOTCSI MEPHI, TPUBEICHHBIE B MPUIOXKEHNM K HacTOSIIMM TpeOoBaHUSM.

JononHeHne aganTUpOBaHHOTO Habopa Mep MO 00eCHeYeHHIO0 Oe30MacCHOCTH 3HAYMMOI0 OOBEKTa
OCYIIECTBIISIETCSl C IETbIO BBIONHEHHS TpeOOBaHMH, YCTAHOBJICHHBIX WHBIMH HOPMATHUBHBIMH MPaBOBBIMU
aKTamy B o0nacTi obecrieueHHs OE30MAaCHOCTH KPUTHUYECKOW MHPOPMAMOHHON HHOPACTPYKTYPHI H 3alUThI
nHpopmaruu. [lonojgHeHHe aJanTHpPOBAaHHOTO HaOOpa Mep NPOBOAUTCS B Cilydae, €CIM B OTHOIICHUH
3HaYMMOTO OOBEKTa B COOTBETCTBMH C 3aKOHOAATeNbCTBOM Poccuiickolt denepaunu Takxke yCTaHOBJICHBI
TpeOOBaHMs O 3alluTe WH(POPMAIMH, COACPXKAIICHCS B TOCYJAPCTBEHHBIX WH(POPMAIIMOHHBIX CHCTEMAax,
TpeOOBaHUS K 3allUTe TEPCOHAIBHBIX JaHHBIX TpH HUX 00paboTke B WH(HOPMANMOHHBIX CHCTEMax
MEPCOHANBHBIX JaHHBIX, TPeOOBaHMS K Kpunrorpaduyeckoil 3ammre WHGOPMALUN WM HHbIE TpeOOBaHUS B
obmactu 3amuThl uWHGOpManmMM U oOecredyeHUs OE30MacHOCTH  KPUTHYECKOH HMH(OpMAIMOHHOM
HHPPACTPYKTYPHI.

24. B cimydae ecid 3HAYMMBIH OOBEKT SBISETCS TOCYNAPCTBEHHOW MH(POPMAIIMOHHON CHCTEMOW HITH
WHPOPMALIMOHHON CHCTEMOW MNEepCOHANBHBIX IAaHHBIX, MEpPBl MO OO0eCleueHHI0 0e30MacHOCTH 3HAYMMOTO
0o0beKTa W Mepbl 3amuThl uHpopManuu (MO OOECIECUEHHUI0 TEePCOHANBHBIX JAHHBIX) MPHHUMAIOTCS B
COOTBETCTBMM C 0oyiee BBICOKOM KaTeropueld 3HAYMMOCTH, KJIACCOM 3allMIICHHOCTH WIH YPOBHEM
3aLIUIICHHOCTH [IEPCOHANBHBIX JaHHBIX.

25. Ecnu npuHATHIE B 3HAYUMOM O0OBEKTE MEPHI TI0 00ECIICUSHHIO TPOMBILIIICHHOH, (YHKIMOHATBHON
OezomacHoctd ¥ (Win) u3MIECKONH OE30MacCHOCTH JOCTATOYHBI ISl OJOKHUpOBaHHs (HEHTpaTH3aIlim)
OTICNBHBIX YIpo3 Oe30macHOCTH HMH(OpMAalUWH, NONOJHWUTENIBHBIE MEpbl, BBIODAaHHBIE B COOTBETCTBHU C
NyHKTamn 22 w 23 Hacrosmux TpeOoBaHMI, MOTYT HE HpUMEHAThCS. [Ipm 3ToM B Xome pa3paboTKu
OpPTaHM3AIMOHHBIX M TEXHUYECKHUX Mep MO oOecredeHHIo 0e30MacHOCTH 3HAaYUMOro OOBEKTa JOJKHA OBITh
000CHOBaHa JIOCTATOYHOCTh IIPUMEHEHHsS Mep I10 OOECIEYEHHIO MPOMBIIUIEHHONH O€30IacHOCTH WM
¢u3nyeckoil 0e30macHOCTH sl OJOKMpOBaHMs (HEHTpaIM3allM) COOTBETCTBYIOLIMX YIrpo3 Oe30MacHOCTH
UHQOPMAIIHH.

26. IIpu OTCYTCTBMM BO3MOXXHOCTH PEAJIM3aLlUH OTAEIBHBIX MEp M0 00ECHEYCHUIO 0E30IacHOCTH U
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(nM) HEBO3MOXKHOCTH WX MPUMEHEHHUs K OTICIbHBIM OOBEKTaM M CYOBEKTaM [OCTyIa, B TOM YHCIIE
BCJICACTBHEC HNX HCIaTUBHOI'O BJIHWAHUS Ha (I)yHKHI/IOHI/IpOBaHI/Ie 3HAYUMOro0 OOBLEKTa B IMPOCKTHBIX PEKUMAX
3HAYUMOTO OOBEKTa, JOJDKHBI OBITh pa3paboTaHBl M BHEAPCHBI KOMIICHCHUPYIOIINE MEphI, 00ECIIeUNBAOIIHE
O710KUpoBaHKe (HEHTpATU3aIINI0) yrpo3 0e30MacHOCTH HHPOPMALIUK ¢ HEOOXOAMMBIM YPOBHEM 3aIUIICHHOCTH
3HaYUMOTO 00BekTa. [Ipu 3TOM B X0je pa3pabOTKU OPraHU3ANMOHHBIX M TEXHHYECKUX Mep MO0 00eCIeUeHHIO
0€30MacHOCTH 3HAYUMOTO OOBEKTa JOHKHO OBITh O0OOCHOBAHO MPUMEHEHHE KOMIICHCUPYIONUX Mep, a MpH
MPUEMOYHBIX MCIBITAHUAX (aTTecTalMu) OIlCHEHA JOCTATOYHOCTh M aICKBATHOCTD JaHHBIX KOMITCHCUPYIOIINX
Mep 15 OIOKUpOBaHus (HEHTpanu3aiun) yrpo3 6€30macHOCTH HHPOPMAIHH.

B kauecTBe KOMIIEHCHPYIOIIMX MEp MOTYT OBITH pacCMOTPEHBl MeEphl MO0 OO0ECHEeUCHHIO
NPOMBILUICHHOH,  (yHKIMOHanbHOW W (wim)  ¢Qu3mueckoit  GE30mACHOCTH  3HAYMUMOTO  OOBEKTa,
MOJIZICPKUBAFOINE HEOOXOIUMBIN YPOBEHB €0 3aIIUICHHOCTH.

Hupopmayus 06 uzmenenusix. Tpebosanus oononnenvt nynkmom 26.1 ¢ 25 cenmsops 2020 o. - [Npukas

DCTOK Poccuu om 20 ¢pespans 2020 2. N 35

26.1. [Ipu ucronb30BaHUU B 3HAYMMBIX OOBEKTaX HOBBIX HH(OPMALIMOHHBIX TEXHOJOTHIA U BBISBICHUU
JOTIOJTHUTENFHBIX YIpo3 0e30MacHOCTH MH(POPMALUH, JJIsl KOTOPHIX HE ONpelesieHbl MEphl Mo 00ecleueHHIO
0e301acHOCTH, JOJDKHBI pa3padaThIBaThCsl KOMIIEHCUPYIOIINE MEPBI B COOTBETCTBUU C MYHKTOM 26 HACTOSIINX
TpeboBanuii.

Hngpopmayusn 06 usmetenuax: Tpebosanus Oononnenvi nynkmom 26° ¢ 5 nosops 2024 o. - [Npuka3s
OCTIK Poccuu om 28 aseycma 2024 2. N 159

2
26°. Opl"aHI/BaI_II/IOHHBIe MCPbI, HAIPABJICHHBIC Ha 3allUTy 3HAYUMBIX 00BEKTOB OT aTak,
HaIIPpaBJICHHBIX HA OTKAa3 B 06CHy)KI/IBaHI/II/I, JOJDKHBI IPEeAyCMAaTPUBATh.
a) BSaHMOﬂCﬁCTBHe C I‘OC}’,I[apCTBGHHOﬁ CHCTEMOM 06Hapy>KCHI/I$I, npeaynpeKACHUA W JIMKBUAALIUN

. N 2.
MOCJIEACTBUN KOMIIBIOTEPHBIX aTak Ha nHGOpMaMoHHbIe pecypcsl Poccuiickoit denepanmn’;
0) B3aUMOJEHCTBHE B aBTOMAaTU3UPOBAHHOM PEXHUME ¢ LIeHTpOoM MOHUTOpPHMHra M YIPABICHUS CETHIO

CBSI3H OOIIEro MOIb30BAHHSA" B PaMKaX MPOTHBO/CHCTBHS aTaKaM, HATIPABIICHHBIM Ha OTKa3 B 00CITyKHBAHHH,

B) B3aHMO/ICHCTBHE C MPOBaiiIepOM XOCTHHTA HJIM OpPraHU3ale, NpeJoCTaBISsIOICH YCIyrH CBSI3H,
[IPOrpaMMHO-aMIapaTHbe CPEACTBAa KOTOPBIX, YYaCTBYIOIIME B KOHTpoOJie, (QUIBTpAalMH U OJIOKMPOBAaHUH
CETEBBIX 3aIPOCOB, 00JaIAI0MINMX IPU3HAKAMH aTaK, HallPaBJICHHBIX HAa OTKa3 B 00CITy>KWBAaHHUHU, JOJKHBI OBITH
pacnosioxkensl Ha Tepputopuun Poccuiickoit denepanuy;

r) OmpelcicHWE TOpSAAKa B3aWMMOICHCTBUS ¢ TPOBAWICPOM XOCTHHra WM OpraHu3anuei,
MPEIOCTABIIAIOMIEH YCIyrH CBsSI3M, 10 COBMECTHOMY OJIOKMPOBAaHHMIO aTak, HaIllpaBJIEHHBIX Ha OTKa3 B
00CITy’)KUBaHUH, U pa3TPaHHYCHUIO 30H OTBETCTBEHHOCTH TIPH TAKOM OJIOKMPOBAHHH,

1) obecredyeHre TO0CTYMHOCTH U3 ceTn "VHTepHeT" MHTep(eiicoB M CEPBHCOB 3HAYMMBIX OOBEKTOB,
MO/JISKAIINX 3allUTe OT aTak, HapaBICHHBIX Ha OTKa3 B 0OCIY>KUBAHHUH, TI0 COTJIACOBAHUIO CO CTPYKTYPHBIM
MOJpa3aeCHUEM, ClIE[MAIMCTaMH 10 3aluTe MH()OpMaUU IOC/Ie IPUHATHS MEp 110 KOHTPOIIO U (PHIIBTPALIH
HCXOISIIEr0 M BXOISINEro CEeTeBOro Tpaduka B COOTBETCTBUM C MATPULEH KOMMYHHKAIMH 3HAUYUMBIX
00BeKTOB ¢ ceThio "HMHTEepHET",

€) BO3MOXKHOCTh DPa3MEIICHUS] 3HAYUMBIX OOBEKTOB B HH()OPMALUOHHO- TEIEKOMMYHHKAIIMOHHON
HHPACTPYKType NpoBaiifiepa XOCTHHIA, OOCCIIEUMBAIOLIEIO 3aIlIUTy OT aTakK, HAlpaBJICHHBIX Ha OTKa3 B
OOCITy’)KUBaHWHM, WM OCYLICCTBICHHE 3allUThl 3HAYMMBIX OOBEKTOB IyTEM IIE€PEHANpPaBICHUS CETEBOTO
Tpaduka Ha TNPOrpaMMHO-allapaTHble CPEACTBA OpPraHU3allMM, OKA3bIBAIOUICH YCIyTd IO KOHTPOJIIO,
¢ubTpanuy 1 OIOKUPOBAHUIO CETEBBIX 3alIPOCOB, 00JIAAAIONINX IPU3HAKAMHU aTaK, HAIPAaBJICHHBIX Ha OTKa3 B
OOCITy’)KUBaHNH, TIPU OTCYTCTBUU TEXHHUUYECKOW BO3MOKHOCTH Yy CYOBEKTa KPUTHYECKOW HH(POPMAIIMOHHOM
UHQPaACTPYKTYPhl CaAMOCTOSTEIBHO OPraHW30BaTh 3AIUTY 3HAYUMBIX OOBEKTOB OT aTak, HANPaBICHHBIX Ha
OTKa3 B 00CITy’KHBaHUH.

2 MoanyHKT "6" nyHkTa 2 Ykasa Ipesunenta Poccuiickoit ®eneparmu ot 22 gexabpst 2017 r. N 620
"O COBEpIICHCTBOBAHUM TOCYJIAPCTBCHHONW CHCTEMBI OOHAPYKCHHUS, MNPEAYNPEXKICHUS | JTHKBUIAIHMN
MOCTIeICTBUI KOMITBIOTEPHBIX aTak Ha HH(POPMAIMOHHBIE pecypchl Poccuiickoit Demeparyn’.

3 MyHkT 5 [Monoxenus o LleHTpe MOHUTOPHUHTA.

Hngpopmayus 06 usmetenuax: Tpebosanus Oononnenvi nynkmom 26° ¢ 5 nosops 2024 2. - [Npuka3s
OCTIK Poccuu om 28 aseycma 2024 2. N 159
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26°. [IporpaMMHO-aImapaTHbIC CPECTBA, HCIIOIb3YEMBIC JUIS OCYIIECTBICHHS KOHTPOIS, (HIIbTPAIIHI
U OJNOKMpOBaHMs CETEBBIX 3alpOCOB, OOJIANAIONIMX NpPU3HAKAMHM arak, HaNpaBICHHBIX Ha OTKa3 B
00CITy>)KUBaHUH, IOJDKHBI OBITH PaCIIONIOKEHBI Ha TeppuTopuu Poccuiickoii denepannu.

Undhopmayus 06 usmenenusx. Tpedosanus dononnenvi HaumeHoganuem enasvl ¢ 25 cenmsops 2020 e. -
lNpuka3 ®CTIK Poccuu om 20 ¢espans 2020 2. N 35

V. TpeboBanusi K MporpaMMHBIM M IPOrPaAaMMHO-ANMAPATHBIM CpeACTBaM, MPUMEHSIEMBIM IS
odecrneueHHus 0€30MACHOCTH 3HAYNMBIX 00LEKTOB

Undhopmayus 06 usmenenusix.  Iynkm 27 usmenen ¢ 25 cenmsops 2020 e. - [lpukad @CTIK Poccuu om 20
despans 2020 2. N 35
Cwm. npedbidywyto pedakyuro

27. TexHuueckwe Mepbl IO OOeCHeUeHUI0 O€30MacHOCTH B 3HAYUMOM OOBEKTE peaiu3yroTCs
ITOCPEACTBOM HCIIONIB30BAaHUS TPOTPAMMHBIX W TPOTPAMMHO-ANIIapaTHBIX CPEACTB, NPUMEHSEMBIX I
obecrieueHus 6€30MacHOCTH 3HAYMMBIX OOBEKTOB - CPEICTB 3aIUTH HHPOPMAIMK (B TOM YHCIIE BCTPOEHHEBIX B
O0IIIECHCTEMHOE, TPHUKIAJAHOE MpOrpaMMHOE obecriedeHne), a Takke obecredeHus 0e30MacHOCTH
MIPOrPaMMHOTO 00eCTIeYeHHs 1 MPOrPpaMMHO-aNapaTHBIX CPEJICTB, MPUMEHSIEMBIX B 3HAYHMBIX 00BEKTaX.

[Ipy 3TOM B NPHOPUTETHOM TMOPSIKE IOMJISHKAT MPUMEHEHHUIO CPEICTBA 3alUThl WHGOPMAIIVH,
BCTPOCHHBIC B MPOrpaMMHOE oOecriedeHue u (MIIM) MporpaMMHO-aIapaTHhIe CPeACTBA 3HAYMMBIX OOBEKTOB
(mpu uX HATUYUH).

28. Jlns oOecreueHus: 0€30MacHOCTH 3HAYMMBIX OOBEKTOB KPUTHYECKOH WHQPOPMAIMOHHON
UHQPaACTPYKTYpbl AOJDKHBI TPUMEHSTHCA CpEACTBAa 3allMThl WHGPOPMAIUK, MpPOIIEANINe OIECHKY Ha
COOTBETCTBHE TpeOOBaHMSIM IO Oe3omacHOCTH B (opmax o0s3aTesNibHON CcepTU(UKALWN, WCIBITAHWHA HIIH
MIPUEMKH.

CpencrtBa 3amuThl WHQOPMAIIAH, TPOIISAIINE OICHKY COOTBETCTBHUA B ¢GopMe 00s3aTeabHOM
cepTH(UKAIIAN, MPUMEHSIIOTCS B CIIyYasX, YCTAaHOBJICHHBIX 3aKOHOAATENbCTBOM Poccwmiickoit denmeparuu, a
TaKKe B CIIy4yae MPUHITHS PEIIeHHs CyObeKTOM KPUTHIECKOH HH()OPMAITMOHHOW HH(PACTPYKTYPHI.

B uHBIX ciiydasx MpUMEHSIOTCS CPeACTBa 3aIIUTHl HHPOPMAIIHH, MPOIIEAIINE OIIEHKY COOTBETCTBUS B
(opMe HUCHBITAHWI WM TPHEMKH, KOTOpPHIE IPOBOJATCS CYObEKTaMH KpPUTHYECKOH WH(POPMAIMOHHON
“H(PACTPYKTYPhl CaMOCTOATENBHO WM C TIPUBJICUECHHEM OpTraHU3aluii, MUMEKIIUX B COOTBETCTBHH C
3aKOHOAATENLCTBOM Poccuiickoii denepannn TUIEH3UU HA ACATENBHOCTD B 00JIACTH 3aIIUTH HH)OpMALUH.

Ao3an yrparun cuity ¢ 1 saBaps 2023 r. - [prkas ®CTIK Poccun ot 20 pespans 2020 . N 35

Unpopmayus 06 usmenenusix.  CM. rpedsiOywyto pedakuyuro

Hngpopmayus 06 usmenenusx.  Ilynkm 29 usmenen ¢ 30 anpens 2019 e. - [lpukaz @CTIK Poccuu om 26
mapma 2019 2. N 60
Cwm. npedbidywyto pedakyuro

29. B cmyuae wuCnoibp30BaHMS B 3HAYMMOM OOBEKTE CEpTH(PUIUPOBAHHBIX HA COOTBETCTBUE
TpeOOBaHUAM O 06€30MaCHOCTH HHPOPMALIMH CPEACTB 3aIUThl HHPOPMALIUH:

a) B 3HaYMMBIX O0OBEKTax 1 KaTeropuum NPUMEHSIOTCS CPEICTBA 3aIIUTHI MH(POpPMAIMU HE HWKe 4
KJacca 3allUThl, a TaKXKe CPeICTBa BHIYUCIUTENFHON TEXHUKU He HIDKE S Kiacca,

0) B 3HAUYUMBIX O0OBEKTaX 2 KATETOPUH MPHUMEHSIOTCS CPEACTBA 3alIMThl MHDOpPMAIMKM HE HIKE 5
KJIacca 3alUThl, a TAaKXKe CPe/ICTBA BRIYMCIUTENbHON TEXHUKH HE HIXKE S Kiacca,

B) B 3HAYMMbIX O0BEKTax 3 KaTErOpMH MPHUMEHSIOTCS CpEeACTBa 3amuThl MHpopMaimu 6 kimacca
3aIUTHI, a TAKXKE CPEICTBA BRIYUCINTENFHON TEXHUKH HE HIDKE S Kiacca.

[Ipu sTOM B 3HAYUMBIX O0BEKTaxX 1 KaTeropuH 3HAYUMOCTU MPHUMEHSIOTCS CEpPTUQUIIMPOBAHHEIC
CpeAcTBa 3alUThl MH(GOPMALUK, COOTBETCTBYOIME 4 nin 0ojiee BHICOKOMY YPOBHIO IOBepHs. B 3HaunmmbIx
00BeKTax 2 KaTerOpWH 3HAYMMOCTH TPUMEHSIOTCS CepTU(OHUIMPOBAHHBIC CPEICTBA 3aIMUTHI WH(GOPMAIIHH,
COOTBETCTBYIOIINE S WK Oosiee BEICOKOMY YPOBHIO 10BepHs. B 3HaUMMBIX 00beKkTax 3 KaTeropuu 3HaUUMOCTH
MPUMEHSIOTCS  CepTHU(GUUIUPOBAHHBIE CpPEACTBA 3aIlUTHl HMH(OpManuu, COOTBETCTBYMomHMEe 6 miu Ooiee
BBICOKOMY YPOBHIO JOBEPUSI.

Krnacchl 3ammTel 1 ypoBHU JOBEpHUs ONPEAETSIIOTCS B COOTBETCTBHM C HOPMATHBHBIMU MPaBOBBIMH
aktamu ®CTOK Poccuu, u3gaHHBIME B COOTBETCTBUU C MOAMyHKTOM 13.1 nyHkta 8 Ilonoxenus o
depepanbHON CiTy)K0€ MO TEXHHYECKOMY M IKCIOPTHOMY KOHTPOIIO, yTBEpXKIeHHOro YKasom IlpesumeHra
Poccuiickoit @epepanun ot 16 arycra 2004 r. N 1085.
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[Ipu ucrionb30BaHUKM B 3HAYMMOM OOBEKTE CPEACTB 3aIUTHI UHPOPMAIMU, CEPTUPHUIMPOBAHHBIX IO
TpeOoBaHMAM Oe30macHOCTH WH(GOpPMAIMH, YKa3aHHBIE CpENCTBA MAOJDKHBI OBITH CepTHU(HUIMPOBAaHBI Ha
COOTBETCTBHE 00s3aTEIbHBIM TPEOOBAHMUAM IO O€30MAaCHOCTH MH(OpMAlKH, YCTAaHOBICHHBIM HOPMAaTUBHBIMU
[PABOBBIMH aKTaMHU, WIIH TPEOOBAHHSM, YKA3aHHBIM B TEXHUUECKUX YCIOBUSX (3aIaHUSIX 10 G6E30MaCHOCTH).

@OyHKIMM 0E30MIaCHOCTH CPEACTB 3alIMThl HMHGOPMALUHN NODKHBI 00ECHEeYMBATh BBINOJIHEHHE
HacTosmmx TpebGoBaHuii.

Hngpopmayus 06 usmenenusix.  I[lynkm 29.1 usmenen ¢ 5 nosops 2024 2. - [Npukaz @CTOK Poccuu om 28
aszycma 2024 2. N 159
Cwm. npedbidywyto pedakyuro

29.1. Tlpy MPOEKTUPOBAHWU BHOBH CO3/1aBACMbIX HWJIM MOJEPHU3UPYEMBIX 3HAUYUMBIX 00BEKTOB 1
KaTeropuy 3HAYMMOCTH B KAueCTBE TPAaHMYHBIX MapUIPyTH3aTOPOB, UMEIOIIUX JOCTYN K cetd "HHrepHer",
BBIOMPAIOTCS MapIIpyTH3aTOPhl, CEPTH(HUIMPOBAHHBIE HA COOTBETCTBHE TPEOOBaHUSAM IO OE30MaCHOCTH
uHpopmMaIuu (B 4aCTH PEATU30BAHHBIX B HUX QYHKI[HH 0€30MaCHOCTH).

B ClIydya€ OTCYTCTBUA TEXHAYECKOM BO3MOKHOCTH IMPUMCHCHUA B 3HAYUMBIX O6’bCKTaX 1 KaTCeropumn
3HAYMMOCTH TPaHUYHBIX MapIIPyTU3aTOPOB, CEPTUOUIMPOBAHHBIX HA COOTBETCTBHUE TPEOOBAHUSAM IIO
Oe3onacHocT MHPOpMAIWH, (QYHKIUK OE30MaCHOCTH I'pAaHMYHBIX MapIIpyTH3aTOPOB IMOJIJIEkKAT OICHKE Ha
COOTBETCTBHUEC TpeGOBaHI/ISIM 110 0€301aCHOCTH B paMKax IpUEMKHU UIHU HCIBITAHUI 3HAYNMbBIX 06BCKTOB.

O60CcHOBaHHE OTCYTCTBHS TEXHHYECKONH BO3MOXXHOCTH NPUBOJIWTCS B MPOEKTHON ITOKYMEHTAIlMH Ha
3HaYMMBIE OOBEKTHI (MOJCHCTEMBI OE30MIACHOCTH 3HAUYUMBIX O0OBEKTOB), pa3pabaTbiBa€MOi B COOTBETCTBHH C
TEXHUYECCKUM 3ajJlaHHEM Ha CO3JaHHE 3HAYMMBIX OOBEKTOB W (MJIM) TEXHUYECKUM 3aaHHeM (YaCTHBIM
TEXHUYIECKUM 3a/IaHUEM) Ha CO3/IaHKE MOJICUCTEMbI 0€30MaCHOCTH 3HAYUMBIX OOBEKTOB.

Hngdopmayus 06 usmenenusx. Tpebosanus Oonoanenvt nynkmom 29.2 ¢ 1 saneaps 2023 2. - [Npukasz @CTIK
Poccuu om 20 ¢hespans 2020 2. N 35

29.2. CpenctBa 3amuThl WHGOPMAIMH, OIEGHKA COOTBETCTBHS KOTOPHIX TIPOBOAHMTCI B QopMme
WUCTBITAHUI WA TPUEMKH, [JODKHBI COOTBETCTBOBAaTH TpeOOBaHMAM K (yHKIHMAM O€30MacHOCTH,
YCTaHOBJIEHHBIM B COOTBETCTBHH C MOLMYHKTOM "X" nyHKTa 10 Hactosmmx TpeboBaHwMiA.

He BcTpoeHHble B 00IIECHCTEMHOE M IMPUKIAIHOE MPOrpaMMHOE OOECIIEYeHHE CPEICTBA 3allUThI
HHPOPMAIUH, OLIEHKA COOTBETCTBHSI KOTOPBIX MPOBOAUTCS B ()OPME UCTIBITAHUH WM IPUEMKH, JTOTIOJIHUTEIBHO
K yKa3aHHBIM TPeOOBaHUSAM JIOJKHBI COOTBETCTBOBATH 6 Mt OoJiee BLICOKOMY YPOBHIO JOBEpHSL.

Wcnbitanus (mpueMka) CpeicTB 3alluThl MH(GOpPMALMM HAa COOTBETCTBUE TPEOOBAHUSM K YPOBHIO
JOBepusi U TpeOOBaHMSIM K (DYHKIUSAM 0OE30MAacCHOCTH MPOBOISTCS HA dTalle MPEABAPUTENBHBIX UCIBITAHUNA B
COOTBETCTBHH C MYHKTOM 12.4 Hacrosimux TpeGoBaHUiA.

Hcnbitanust (OpuUeMKa) MPOBOMATCS OTACIBHO WJIM B COCTAaBE 3HAYUMOro oObekTa. IIporpamma u
METOIMKH  HUCTBITAaHUH  (MPUEMKH)  YTBEPXKIAIOTCS  CYOBEKTOM  KPUTHYECKOW  HH(DOPMAIHOHHON
nHPACTPYKTYpHl B Clydae CaMOCTOSTEIBHOIO IMPOBEIEHHs HCIbITaHUH. B ciyuae mpoBeneHHs HCHbITaHUH
MHBIM JIMLIOM, IIPOrpaMMa U METOJIUKH HCIbITaHUH (IIPUEMKH) YTBEPXKIAIOTCS 3THM JIMLIOM I10 COTJIACOBAHHMIO C
CyOBEKTOM KPUTHUECKOH NH(POPMAIIMOHHON HHPPACTPYKTYPHI.

ITo pesynpraTaM HCHBITAHHN (OPHEMKH) CPEACTBA 3alIUThl HH(MOpPMALUKU OGOPMISIETCS HPOTOKOI
HCHBITaHUH, B KOTOPOM YKa3bIBaIOTCA:

Jlata ¥ MECTO NMPOBEACHHS UCIIBITAHUH (TpUEMKH);

OTMCaHNe UCIBITHIBAEMOTO CPECTBA 3aIIUTH HH(OpMAaLnHy;

OINHMCAaHUE NMPOBEICHHBIX NCIBITAHUH;

PEe3yJIbTaThl HCIBITAHHUMN 110 KaXKIOMY HCIBITBIBAEMOMY MapameTpy (XapakTepucTuke);

BBIBOJIBI O COOTBETCTBMM (HECOOTBETCTBHMH) CpEICTBA 3alIUThl HH(pOpMaluu TPeOOBaHUSIM IO
0e30macHOCTH HHPOPMAITUH.

[IpoTokon ncmeITaHuil yTBEpKAaeTCS CyOBEKTOM KPUTHIECKOH HH(POPMALMOHHON MHPPACTPYKTYPHI B
Cllyyae CaMOCTOSTEIbHOIO IPOBEACHUS MCHBITAHWNA. B MHOM cilyuae IPOTOKON WCHBITAHUI yTBEP)KAAETCS
JWLOM, IPOBOAMBIINM HCHBITAHUS, W TPEIACTABIIETCS CyOBEKTy KPUTUYECKOM HH(DOpMAIMOHHON
HHPPACTPYKTYpHl Ha 3Tale NPUEMOYHBIX HCIBITAHUH A NPUHATHS PEIICHUS O BO3MOKHOCTH HNPUMEHEHHS
CpeACTBa 3aIUThl HHPOPMALIMK B 3HAUNMOM OOBEKTE.

Hcnpitanus (mpueMka), IpeIyCMOTPEHHBIE HACTOSAIINM ITyHKTOM, MPOBOJASATCS B OTHOILICHUH CPEICTB
3aUThl MH)OPMAIHH, TNIAHUPYEMBIX K BHEJPCHUIO B paMKax co3/aHus (MOJCPHHU3ALUH HIH PEKOHCTPYKIINH,
PEMOHTA) 3HAYUMBIX OOBEKTOB.

HUnupopmayus 06 usmenenusx. Tpebosanus oononnenvt nynkmom 29.3 ¢ 1 ausapsa 2023 2. - [Npukad @®CTIK
Poccuu om 20 ¢espans 2020 2. N 35

29.3. llpuknagHoe mporpaMMHOE oOeclieueHHe, IUIAHUPYeMOe K BHEAPEHUIO B paMKaxX CO3AaHUS

10.12.2024 Cuctema F'APAHT 17


http://ivo.garant.ru/document/redirect/410613116/1028
http://ivo.garant.ru/document/redirect/74632250/108
http://ivo.garant.ru/document/redirect/74632250/108

Mpukas ®eneparnbHOM Cryx0Obl MO TEXHNYECKOMY M 9KCMOPTHOMY KOHTpomto oT 25 gekabpsa 2017 r. N 239 "O6

(MoJepHHU3AIMU WM PEKOHCTPYKIIMH, PEMOHTA) 3HAYUMOT0 OOBEKTa M 00ECIEeYMBAIOIICE BBIMOJHEHHE €ro
GbyHKIMIA 10 Ha3HA4YeHHWIO (Iajgee - mporpaMMHOe O0ecriedeHHe), JODKHO COOTBETCTBOBATH CIICAYHOIIHM
TpeOOBaHUSM IT0 OE30TTACHOCTH:

29.3.1. TpeboBanwms 1Mo 6e30macHON pa3padboTKe MPOTrPAMMHOTO 0OCCTICUCHHS .

HaJIMYHMe PyKOBOACTBA MO Oe30macHoi pa3paboTKe MpOrpaMMHOTO 00eCTIeUeHHS,

NPOBEICHNE aHAIN3a Yrpo3 0e30IMacHOCTH HH(POPMAIIUH IPOTPAMMHOT0O 00eCTICUeHNS;

HJINYME ONHUCAHUS CTPYKTYPhl MPOrpaMMHOr0 OOecneueHHs Ha ypOBHE MOJCHCTEM M Pe3yJIbTaToB
comocTaBiieHHs (YHKLIUI MpOrpaMMHOrO obecreueHHss W HHTepdelcoB, ONMMCAHHBIX B (DYHKIMOHAIBHOU
crieruUKany, ¢ ero MoJCUCTeMaMH (Uil MPOrpaMMHOr0 OOeCIieueHus], IIaHUPYEMOro K MPUMEHEHHIO B
3HAYUMBIX 00beKTax 1 KaTeropuu 3HAYUMOCTH).

29.3.2. TpeboBaHHUs K UCIIBITAHUSAM TI0 BBISIBJICHUIO YSI3BUMOCTEH B IPOTrPAaMMHOM 00ECTICYEHUH

NPOBEJICHUE CTATHYECKOTO aHAIN3a HCXOAHOTO KO/Ia TIPOTPaMMEL,

npoBeieHre (a33uHT-TECTHPOBAHUS TPOTPAMMBI, HAITPABJICHHOTO HA BHISIBICHHE B HEH YS3BUMOCTEH;

NpOBEJCHHE THHAMHYECKOrO aHajiM3a KojJa mporpamMmbl (Ui TMPOrpaMMHOrO  obecrieueHus,
IUIAHUPYEMOT'O K IPIMEHEHHUIO B 3HAUYMMBIX 00bEKTax 1 KaTeropuu 3Ha4MMOCTH).

29.3.3. TpeboBanwms K OIACPIKKE OE€30MTACHOCTH IMTPOTPAMMHOTO OOCCIICUCHHUS .

HaJM4Yhe NpOLENyp OTCIEKHWBAHWS M HCIPABICHUS OOHAPYKEHHBIX OIMMOOK M ySI3BUMOCTEH
POrpaMMHOT0 00ecTieueHus;

OlIpEe/IeNIeHHE CIIOCOOOB ¥ CPOKOB JIOBEICHHS Pa3pabOTUYMKOM (IPOU3BOIHUTENIEM) IPOrPAMMHOTO
o0ecrieyeHUs] O €ro mojb3oBaTeNed WHPOpManuu OO0 YSA3BUMOCTSIX MPOrPAaMMHOTO OOECIedeHUs, O
KOMIIEHCHPYIOIINX Mepax IO 3amuTe WHPOPMALUN WM OTPaHUYEHHSX [0 NPUMEHEHHIO HPOTrPaAMMHOTO
o0ecreveHus1, Cnoco00B MOTYYEHHS MMOJIb30BATEISIMUA IPOTPAMMHOTO 00eCieUeHHsI ero OOHOBICHHUH, MPOBEPKH
UX IEIOCTHOCTH M MOJJTMHHOCTH;

HaJTM4ue Tpoueayp HHYOPMHUPOBaHUS CYOBEKTa KPUTHUECKONH HHPOPMAITHOHHON UHPPacTPyKTYpbI 00
OKOHYAaHUH TPOU3BOJICTBA U (MJIK) OAJCPIKKH IPOTPaMMHOI0 oOectieueH s (U1 MPOrpaMMHOT0 00ecTIeeHH S,
[UIAHUPYEMOTO K TPUMEHEHHUIO B 3HAYUMBIX 00bekTax 1 Kareropuu 3HaYMMOCTH).

Undhopmayus 06 usmenenusx:  Tpebosanus oonoanenvl nynkmom 29.4 ¢ 1 aueaps 2023 a. - [puka3z @CTOK
Poccuu om 20 ¢hespans 2020 2. N 35

29.4. BrimonHeHne TpeOOBaHUit M0 0€30TIaCHOCTH, YKa3aHHbIX B MOAMNYHKTax 29.3.1 - 29.3.3 nyHkTa
29.3 macrosimux TpeOOBaHMIA, OIEHUBAECTCS JHIIOM, BBIIOIHSIONIMM pabOThI TI0 CO3MaHUI0 (MOJAEPHHU3AIIUH,
PEKOHCTPYKIIMK HIH PEMOHTY) 3HAUMMOrO O0BeKTa M (M) OOECIEUEeHHI0 €ro Oe30MacHOCTH, Ha JTalle
MIPOEKTUPOBAaHUS 3HAYMMOTO OOBEKTa HAa OCHOBE pe3yJbTaTOB aHAIW3a MaTephajoB H JOKYMEHTOB,
MPE/ICTABISIEMbIX  Pa3pabOTUYUKOM  (ITPOM3BOJUTENEM) MPOTPAMMHOIO OO0ECIEYeHUsI B COOTBETCTBHH C
TEXHUYIECKUM 3a/1aHHEM (YaCTHBIM TEXHUYECKHM 3alaHHEM), pa3pabaTbiBaeMbIM B COOTBETCTBHHU C MYHKTOM 10
HacTosammx TpebGoBaHuii.

Pe3ynbTaThl OLEHKH BKIFOYAIOTCS B MPOCKTHYIO JOKYMEHTAI[MIO HA 3HAYUMBIA 00BEKT (MOACHCTEMY
0€30macHOCTH  3HAYUMOTO O0BEKTa) W TPEACTABIAIOTCS CYyOBEKTY KPUTHUYECKOH HH(OPMAIIMOHHOM
HHPPACTPYKTYpPHL.".

30. IIpuMeHsieMble B 3HAYUMOM OOBEKTE MPOTPAMMHBIC M MPOTrPaMMHO-AIAPATHBIC CPEJICTBA, B TOM
YHUCIIe CPEICTBA 3allMThl MH(POPMAIMU, IODKHBI 3KCIUTyaTHPOBAThCS B COOTBETCTBUH C HWHCTPYKIMSIMH
(mpaBHIaMK) IO SKCIUTyaTaIliy, Pa3paboTaHHBIMK pa3paboTunkamu (IPOM3BOAMTENISIMHI) STHX CPEACTB, M HHOH
3KCIUTYyaTallMOHHOW TOKYMEHTaIUEen.

Undhopmayus 06 usmenenusix.  Ilynkm 31 usmenen ¢ 25 cenmsops 2020 e. - [lpukad @CTIK Poccuu om 20
despans 2020 2. N 35
Cwm. npedbidywyto pedakyuro

31. [IpumMeHsieMble B 3HAYMMOM OOBEKTE MPOTPAMMHBIE M MPOIPAMMHO-AIMIAPATHBIE CPEJICTBA, B TOM
YHCIIE CPEICTBA 3alIUThl WH(OPMAIMH, TOJKHBI OBITh OOECIeYeHbl TapaHTUHHOW W (WIH) TEXHHYECKOU
MOJIJIEPIKKOH.

[Ipu BBIOOpE TPOTrpaMMHBIX W MPOTPAMMHO-ANIAPATHBIX CPENCTB, B TOM YHCIE CPEICTB 3aIlUTHI
rH(popMaI, HEOOXOAUMO YYUTHIBATH HAJIMYUE OTPAHHYCHHH Ha BO3MOXKHOCTh MX MPHUMEHEHUS CyOBEKTOM
KPUTHYECKOH WHGOPMAIIMOHHOW MH(PPACTPYKTYPHI HA JIFOOOM U3 MPUHAJICKANINX €My 3HAYMMBIX OOBEKTOB
KPUTUYIECKON MH(POPMAIMOHHONW UH(PPACTPYKTYPHI CO CTOPOHBI pa3pabOTUHUKOB (ITPOU3BOMTENCH) UM WHBIX
JIMIL.

B 3HaunmMoM 00BEKTE HE JOMYCKAKOTCSI:

HaJIMUMUEC YAAJICHHOI'O AOCTYyIIa K MPOTpaMMHBIM U IIPpOrpaMMHO-aIrmapaTibiM Cpe€ACTBaM, B TOM YHUCJIC
Cpe€acTtBaM 3allUThI I/IH(i)OpMaHI/II/I, JJIsL OGHOBHCHI/IH WK YIIPaBJICHUA CO CTOPOHBLI JIML, HEC ABJIAIOIINXCA
paboTHUKaMH CyObeKTa KpPUTHYECKOW HH(OpMAMOHHOW WH(PACTPyKTYphl, a Takke pabOTHHUKAMH €ro
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JIOYEPHUX U 3aBUCHUMBIX OOIIECTB,;

HaJIM4YUe JIOKATBHOTO OECKOHTPOJIBHOTO [OCTyHa K MPOTPAMMHBIM M MPOTPaMMHO-AIapaTHBIM
CpeAcTBaM, B TOM YHCJIE€ CPEACTBAM 3aLIUThl HHGOPMALUH, AJ11 OOHOBJICHHSI UM YNIPABICHHUS CO CTOPOHBI JIUII,
HE SBJSIOMINXCS pa0OTHUKAMHU CYyObeKTa KPUTHUECKOW MH()OPMAIMOHHON MH(PACTPYKTYPHI, €TO JOUYEPHUX H
3aBHCHUMBIX OOIIECTB,;

nepegadya uHGOpPMAaLMH, B TOM YHUCIE TEXHOJOTMYECKOW HHGpOpPMaLuH, pa3pabOTUUKY
(mpou3BOIUTENIO) TPOrPAaMMHBIX M IPOTPAMMHO-AIIAPaTHBIX CPEJCTB, B TOM YHCJIE CPEICTB 3aIlUThI
nHGOpPMAIMK, WIM HHBIM JHMLAM 0e€3 KOHTPOJII CO CTOPOHBI CyOBEeKTa KpPUTHUECKOW HH()OPMAIMOHHOM
HHPPACTPYKTYPHI.

B cinyuae TexHHWYECKONH HEBO3MOXKHOCTHM HCKJIIOUYEHHUS YNAJIEHHOTO JOCTyNa K IPOTrPaMMHBIM H
NporpaMMHO-aINapaTHBIM CPEACTBAM, B TOM YHCJIE CPEACTBAM 3aIIWTHl WHPOPMAIUK, B 3HAYUMOM OOBEKTE
NPUHUMAIOTCSI OPTaHW3AIlMOHHBIE W TEXHWYECKHE Mephl M0 00ecreueHHio 0e30MacHOCTH TaKoro JOCTyINa,
peyCcMaTpUBAIOIINE:

OTIpe/IeTIeHNE JIUI] M YCTPOMCTB, KOTOPHIM pa3pelieH yIaJIeHHBIH [OCTyHm K MPOrpaMMHBIM U
IIPOTPaMMHO-aMIapaTHBIM CPEACTBAM 3HAUYMMOI'0 O0BEKTa, NPEAOCTABICHUE UM MHHUMAJIbHBIX ITOJHOMOYHMA
IIPY AOCTYIIE K 3TUM CPEICTBAM,

KOHTPOJIb JOCTYIA K MPOrPaMMHBIM U IIPOTPaMMHO-aNIapaTHEIM CPEACTBAM 3HAYUMOI'0 OOBEKTa,;

3amMTy MHGQOpMAalMU W AAaHHBIX NPH MX Mepefade Mo KaHajaM CBSI3M NPH YOAJCHHOM JIOCTyIle K
MIPOTPaMMHBIM M IPOTrPaMMHO-aINapaTHBIM CPEACTBAaM 3HAYMMOTO 0OBEKTa,

MOHUTOPHHT M PErUCTPaLMIO IEHCTBUH NI, KOTOPBIM pa3pelleH yIaleHHbIH TOCTYI K IPOrPaMMHbBIM
U IpOrpaMMHO-aNMapaTHBIM CPEICTBAM 3HAYUMOTO 00BEKTa, a TAK)KE MHULIUHPYEMBIX HMH IPOLIECCOB, aHAJIH3
9THX JICHCTBUI B LENAX BBIABICHUS (PaKTOB HEIIPABOMEPHBIX JCHCTBUH;

oOecrieueHHe HEBO3MOXKHOCTM OTKa3a JHWI OT BBINOJHEHHBIX JEHCTBUI TPH OCYIIECCTBICHUU
yIAIEHHOTO JIOCTYIIA K MPOrPaMMHBIM M ITPOTPaMMHO-aMNMapaTHBIM CPEACTBAM 3HAYMMOTO 00BEKTa.

B 3HaunMoM 00beKTe MOTYT MPUHUMATHCS JTOTIOTHUTEIbHBIE OPTraHU3aIMOHHBIE U TEXHUYECKHE MEPHI
Mo o0ecrnedeHnio 0e30MacHOCTH YNAJIEHHOTO JOCTyNa K MPOTPaMMHBIM M MPOTPaMMHO-AIapaTHBIM
CpeICTBaM, B TOM YHCIIE CPEICTBAM 3aIlUThI HH(POPMAIMHU, HAIIPaBJICHHbIE Ha OJOKHPOBaHHE (HEHTPAIN3aLHIo)
yrpo3 Oe3omacHocTH WH(pOpPManWu, TMPHUBENSHHBIX B MOJeNd Yrpo3 Oe3omacHOCTH WHGOpMAIWH,
paspabaTsiBaeMoii B cOOTBETCTBHH C MYHKTOM 11.1 Hactosmmx TpeboBaHwmiA.

Bxogsmme B cocraB 3HauMMoro oOwekTa 1 W 2 KaTeropuil 3HAYMMOCTH HNPOTPaMMHBIE U
[IPOrpaMMHO-aMNIapaTHbIe CPEICTBA, OCYLIECTBISIIOIINE XpaHeHne M o00paboTKy HH(oOpManmu, IOKHBI
pa3Memiatbesi Ha Tepputopun Poccuiickoit ®Dexpeparmu (32 MCKIIOYEHHEM CIydYacB, KOTZa pPa3MEIICHUE
YKa3aHHBIX CPEICTB OCYILECTBISIETCS B 3apYOEKHBIX 000COOIEHHBIX TOAPa3ACIeHUIX CyObeKTa KPUTUIECKOH
nHpopMaMOHHOW HHPPACTPYKTYphl ((Duinanax, MpeacTaBUTENLCTBAX), a TAKKE CIy4aeB, yCTAHOBJICHHBIX
3aKOHOJATeNbCTBOM  Poccmiickoit ®Denepanmu u  (WIH) MEKIYHApOIHBIMUA JOroBopamu Poccuiickoit
denepanun).

32. Yrpatun cuiy ¢ 25 cenrsaops 2020 . - [Mpukas ®CTIK Poccun ot 20 pespans 2020 r. N 35

Hnupopmayus 06 usmenenusix:  CM. npedsiOywlyro pedakyuro

Hupopmayus 06 usmenenusx:  I[punoscenue usmeneno ¢ 30 anpens 2019 e. - [Npuka3d ®CTIK Poccuu om
26 mapma 2019 2. N 60
Cwm. npedbidywyro pedakyuro

MpunoxeHune

K TpeboBaHMAM No obecnevyeHU0 6e3onacHOCTU
3Ha4YUMbIX OGBLEKTOB KpUTUYECKOM MHPOPMaLIMOHHOMN
nHdppacTpykTypbl Poccunckon ®eagepaumm,
yTBepXaeHHbIM npukazom ®CTIK Poccuun

ot 25 gekabpsa 2017 r. N 239

Cocrtas
Mep 1o ofecrneyeHUI0 0€30MACHOCTH /ISl 3HAYMMOI0 00beKTa COOTBETCTBYIOLIEH KATeropuu 3HAaYMMOCTH

C n3MeHeHHUsIMH U JONMOJTHEHUSIMH OT:

C U3MECHEHUSIMU U JIOTIOJTHEHUSIMH OT:
9 aBrycra 2018 r., 26 mapra 2019 .
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O6o3HaueHNe Meps! obecrieueHus 6e30MaCHOCTH 3HAYMMOTO 00BEKTa Kareropust 3HaunMoctu
1 HOME
P 3 2 1
MEpBI
|. Unentuduxanus u ayrentudpuxanus (MAD)
HUA®.0 PernamenTanus npaBui u mpoteaAyp UASeHTU(GUKAIAN 1 + + +
ayTeHTU(UKALINN
NAD.1 Wnentudukanus u ayTeHTUQHUKALIUS TT0JIb30BaTENeH 1 + + +
WHUIIMHPYEMBIX MU IIPOIIECCOB
NAD.2 Wnentudurkanys u ayTeHTU(QUKALINS YCTPOHCTB + + +
NA®D.3 VYnpasnenue uaeHTruGUKaTOpamMu + + +
NAD .4 YnpapneHne cpeacTBaMu ayTEeHTUDUKAITIT + + +
NAD.5 Wnentndukanus u ayTeHTU(UKAINS BHEIIHUX MOJI30BaTENeH + + +
NAD.6 JBycTopoHHSIs ayTeHTH(UKALINS
NAD.7 3ammura ayTeHTH(PUKAIMOHHON HH(POPMALIUH [IPH Tiepeaue + + +
[I. Ynpasuenue gocrynom (YIIJI)
YIIA.0 PernamenTanus npaBui U OpoUeAyp YIpaBiIeHUs JOCTYIIOM + + +
YII.1 VYipasieHue y4eTHbIMU 3aIUCSAMU I10Ib30BATENEH + + +
VIIa.2 Peanuzanus Mmoienu ynpaBieHuUs 10CTYIIOM + + +
YIIJ.3 JloBepeHHas 3arpyska + +
VIIJ1.4 Pasnenenne monHoMounit (poseit) monb3oBaresei + + +
YIIA.5 Hasnauenrne MUHIMAaTbHO HEOOXOAUMBIX TIPAB U MPUBUJIETUI + + +
YII.6 OrpaHnueHUE HEYCIEUTHBIX MOMBITOK JIOCTYIA B UHGOPMAIIHOHHYIO + + +
(aBTOMATH3HPOBAHHYIO) CUCTEMY
YIIA.7 [IpenymnpexaeHue noab30BaTess IpU €ro JOCTyIE K
MH(POPMALIOHHBIM pecypcam
YII/1.8 OrnoBenieHNe MoJIb30BaTelIs MPH YCTIEHITHOM BXO/€ O MPeIblIyIeM
J0CTyTe K HHPOPMALMOHHOM (aBTOMAaTH3UPOBAHHOMN) CHCTEME
YIIA.9 OrpaHnyeHue yncia napauielbHbIX CEaHCOB AOCTyNa +
VI1J.10 biiokupoBanue ceanca JOCTyIa I0Jb30BATENS IIPU HEAKTUBHOCTH + + +
VIIA.11 VYrpasnenue nelcTBHSIME MOJIL30BaTEICH 10 HACHTU(DHUKAITIN 1 + + +
ayTeHTU(UKAITUN
VIIJ.12 VYrpasneHue aTpuOyTamu 6€30MacHOCTH
YIIA.13 Peanuzaiius 3aiyileHHOro yJ1aJ€HHOIo JOCTyna + + +
VIIJ.14 Kontpons goctyna u3 BHEIIHUX WHGOPMALUOHHBIX + + +
(aBTOMaTH3HPOBAHHBIX) CUCTEM
[11. Orpanuuenue mporpammuoii cpeant (OIIC)
OIIC.0 PernamenTanus npaBui U OpoUeAyp OrpaHUYEHUSI TPOrPaMMHOM + +
cpeabl
OIlC.1 VYnpasienue 3amyckom (00paiieHusIMH) KOMIIOHEHTOB +
MIPOTPaAMMHOTO 00ECTICUCHUS
OIIC.2 VrpaBieHue ycTaHOBKOM (MHCTAIUISAIMEH) KOMIIOHEHTOB + +
MIPOTPaMMHOI0 00ecIIeUeHHS
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OIIC.3 VYnpasneHne BpeMeHHbIMH (aitnamu
V. 3amuTa MammmHHBIX HOcuTe el mapopmannu (3HN)
3HU.0 PernamenTanus npaBui U NpoueAyp 3alIUThl MAITUHHBIX HOCUTENCH + + +
UHPOPMaIIH
3HN.1 VYder MalIMHHBIX HOCUTENeH HHpOpMaIn + + +
3HUN.2 Ympasnenue GpU3NIECKAM JOCTYIIOM K MAIlTHHHBIM HOCUTEIISIM + + +
UHPOPMaLIH
3HU.3 KoHTpoib nepemMenieHns: MAIMHHBIX HOCUTENeH HHPOpMAaIiK 32
MIPEENbl KOHTPOIUPYEMOH 30HBI
3HN.4 HcknroueHne BO3MOKHOCTH HECAHKITMOHUPOBAHHOTO YTEHUS
UHGOPMAIMK Ha MAIIMHHBIX HOCUTEIAX HHPOPMaLUU
3HI.5 Konrpons ucnons3oBanus uHTEpdEiicoB BBOAA (BEIBOIA) + + +
HHPOPMaIMK Ha CheMHBIC MAllTMHHBIC HOCUTENN HH()OpMaIun
3HU.6 Kontposs BBoaa (BbIBOIA) HH(OPMAIIUMK Ha ChEMHBIEC MAITUHHBIE +
HOCUTENH HHPOPMALIH
3HU.7 KoHTpoap noakmtoueHusi CbeMHbBIX MAIIMHHBIX HOCUTEJIEH + + +
UHPOpMaIIH
3HU. 8 VYuuuroxenue (ctupanue) HHPOPMAIUK HA MAITHHHBIX HOCUTEIISIX + + +
nHDOpMAITIH
V. Ayaut oe3omacHoctu (AY )
AYN.0 PernamenTanus mpaBmiI U IpoIeAyp ayauTa 6€301MacHOCTH + + +
AYN.1 WuBenTapuzanys nHPOPMAIIHOHHBIX PECYPCOB + + +
AVY].2 AHanu3 ys3BUMOCTEH U X yCTpaHEHUE + + +
AY].3 I'eHepupoBaHUe BPEMEHHBIX METOK U (MIIH) CHHXPOHHM3AIINSL + + +
CHCTEMHOT'O BPEMEHH
AY].4 Peructpanus coObiTHii 6€30MacCHOCTH + + +
AY].5 KonTtpons u ananm3 cereBoro Tpaduka +
AV]I.6 3ammra nHpopMaLuH 0 COOBITUSIX 0€30MaCHOCTH + + +
AYN.7 MonuTOpUHT 6€301MacHOCTH + + +
AY].8 PearupoBanue Ha cOou ipH perucTpanyu coObITU 6€30MaCHOCTH + + +
AY].9 AHann3 qefcTBUI OTAEILHBIX IMOJIL30BaTEIEH +
AY.10 [IpoBenenre BHyTPEHHHUX ayAUTOB + + +
AVY].11 [IpoBenenvie BHEIIHUX ayAUTOB
VI. AuTuBupycHas 3amura (AB3)
AB3.0 PernamenTanus npaBui ¥ NpoUeAyp aHTUBUPYCHOM 3aIUTHI + + +
AB3.1 Peanu3anyst aHTUBUPYCHOM 3alLIUTHL + + +
AB3.2 AHTHBHpYCHAs 3alIUTa 3JIEKTPOHHON NOYTHI U UHBIX CEPBUCOB + + +
AB3.3 KonTpoinp ucnosnbp3oBaHus apXUBHBIX, HCIIOTHSAEMBIX U +
3amu(poBaHHbIX (HaiioB
AB3.4 O6HOBICHHE 0a3bl TaHHBIX PU3HAKOB BPEIOHOCHBIX + + +
KOMIIBIOTEPHBIX MPpOrpaMm (BHPYyCOB)
AB3.5 Hcnonp3oBaHue cpesICTB aHTUBUPYCHOM 3alUTHI Pa3TUUHBIX +
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MIPOU3BOIUTEIEH

VII. lIpenoTBpanienne Brop:kenuii (koMnbwTepHbIX arak) (COB)

COB.O PernamenTanus mpaBui v NpoueAyp NpeAoTBpaIleHIs BTOPKEHUH + +
(KOMITBIOTEPHBIX aTaK)

COB.1 OObHapyxeHre 1 MpeoTBpaIlleHIHe KOMITBIOTEPHBIX aTaKk + +
COB.2 Oo6HoBneHHE 6a3bl PELIAIONINX TPABHI + +
VIII. Obecnieuenue neaocruoctu (OLLJI)

OoLJ1.0 PernamenTanus npaBui u npoueayp ooecnedeHus HeI0CTHOCTU + +
OLJL.1 KoHTpOoI1b 11e10CTHOCTH IPOTrpaMMHOT0 00eCTICUeHHUST + +

OLJL.2 KonTpons nenocraoctu nHGopMaruu
OLJI.3 OrpaHuveHus 1o BBOAY WHPOPMAILIUK B UHPOPMAIIHOHHYIO +
(aBTOMATH3HPOBAHHYIO) CUCTEMY
OLJL4 KonTponbs gaHHBIX, BBOJUMBIX B HH()OPMAIMOHHYIO + +
(aBTOMATH3MPOBAHHYIO) CHCTEMY
OLJL5 KoHTpoJ1b 0IMO0YHbBIX ICHCTBHIA MTOJIb30BaTENCH 110 BBOAY | (1H) + +
nepenade HPOPMAIMH U MIPEAYIIPExISHIE T0Ib30BaTeNel 00
OIMOOYHBIX JICHCTBHSX
OLJI.6 O6e3nuunBanue u (WIK) AeuaeHTUGUKAIMS HHOPMAIMN
I X. O6ecneuenne gocrynHocru (OAT)
OAT.0 PernamenTanus nmpaBui u mpomeayp odecrnedeHus JOCTYITHOCTH + +
OAT.1 Hcnonbs3oBanue 0TKa30yCTONYMBBIX TEXHUYECKUX CPEIACTB + +
ONT.2 PesepBupoBaHue CpescTB U CUCTEM + +
OAT.3 KonTtponbs 6e30TKa3HOro pyHKIHOHUPOBAHUS CPEICTB U CUCTEM + +
OAT.4 PesepBHOE KonMpoBaHKe UHPOPMAIH + +
ONT.5 ObecrieueHre BO3MOXKHOCTH BOCCTAHOBJICHHUS WH(OPMAITHH + +
OJNIT.6 ObecrieueHrE BO3MOXKHOCTH BOCCTAHOBJICHHS ITPOrPAMMHOTO + +
oOecrieueHus P HeIITATHBIX CUTYaIUsAX
OAT.7 Knacrepusarus nHGOpMaIHOHHOHN (aBTOMATH3HPOBAHHOM) CHCTEMEI
OAT.8 KoHTpo:p npeaocTaBiasieMbIX BEIYUCIUTEIBHBIX PECYPCOB H KaHAJIOB + +
CBSI3U
X. 3ammuTa Texuudeckux cpeacts u cucrem (3TC)
3TC.0 PernamenTanus npaBui ¥ IpOUEAYp 3alIUTHl TEXHUYECKUX CPEICTB + +
U CHUCTEM
3TC.1 3amuTa nHOOPMAITUHK OT YTEUKH IO TEXHHYECKUM KaHajaM
3TC.2 Opranu3zanys KOHTPOIHPYEMOM 30HEI + +
3TC.3 VYnpasnenue GU3NIECKUM JOCTYIIOM + +
3TC.4 Pa3mernenue ycTpoicTB BbIBOIa (0TOOpaskeH s1) HH(OpMAITHH, + +
UCKJIIOYAIOIIEE €€ HECAHKLIMOHUPOBAHHBIA POCMOT]
3TC.5 3aImTa OT BHENIHUX BO3IEHCTBHIA + +
3TC.6 MapkupoBaHue anmnapaTHbIX KOMIIOHEHTOB CUCTEMbBI OTHOCUTEJIHLHO
paspemeHHON kK 00paboTke nHhOpMAITUI
XI.3amura nHpopManHoHHOI (ABTOMATH3HPOBAHHO) ccTeMBbI U ee KoMnoHeHTOB (3UC)
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31C.0 PernamenTanus npaBui 1 npoueayp 3auThl KHOOPMAXOHHON + + +
(aBTOMATH3MPOBAHHOMN) CHCTEMBI M €€ KOMIIOHCHTOB
31C.1 Pasnenenre QyHKIHIA 10 YIIpaBAeHHIO (aMIHUCTPHPOBAHKIO) + + +
nH(OPMALMOHHON (aBTOMAaTH3UPOBAHHOI) CHCTEMOM C MHBIMU
GyHKIHSIMHA
3UC.2 3ammuTa nepumerpa HHHOPMAIIMOHHOHN (aBTOMaTH3UPOBAHHOI) + + +
CUCTEMBI
31UC.3 DIeoHnpOoBaHHAas 3aTuTa HHPOPMAITHOHHON + + +
(aBTOMATH3MPOBAHHOMN) CHCTEMBI
31UC.4 CermeHTHpOBaHNE HH()OPMALIMOHHOM (aBTOMATH3MPOBAHHOM) + +
CUCTEMBI
31UC.5 Opranuzanus J1eMUJITapU30BaHHON 30HbI + + +
31C.6 VYpasneHue ceTeBbIMU IIOTOKAMHU + + +
3UC.7 Hcnons3oBanue smymnsTopa cpensl QyHKITMOHUPOBAHUS
mporpaMmHoro obecneuerus ('mecounumna)
31C.8 CoKpbITHE apXUTEKTYPHI U KOHPHUTypauruu HHHOPMauOHHON + + +
(aBTOMaTH3HPOBAHHOI) CHCTEMBI
31C.9 Co3anme reTeporeHHON Cpeibl
31C.10 Hcnonp3oBanue nporpaMMHOro odecredeHusi, QyHKINOHUPYIOIETO
B Cpe/iax pa3iUYHBIX ONEPALMOHHBIX CUCTEM
31C.11 [IpenoTBpanieHue 3aA€pKKHU WU NPEPHIBAHUS BBIIIOIHEHUS
MPOIIECCOB C BRICOKUM MPHOPUTETOM CO CTOPOHBI ITPOIIECCOB €
HHU3KUM NIPHOPUTETOM
31C.12 W3omnsmust nporieccoB (BBIMOTHEHHE TIPOrPaMM) B BBIICIICHHON
o0macTy mamsITu
31C.13 3almmTa HEN3MEHSIEMBIX JaHHBIX + +
31C.14 Hcnonp3oBanue Henepe3anuchblBaéMbIX MAIIMHHBIX HOCUTENEH
UHPOPMaIIH
31UC.15 Peanmuzanus 371€KTPOHHOTO TTOYTOBOTO OOMEHA C BHEIITHUMH CETSIMHU
Yyepe3 OrpaHnvIeHHOe KOJTHYECTBO KOHTPOIUPYEMBIX TOUEK
31C.16 3ammTa oT crama + +
31C.17 3ammra nHGOpPMAILIUU OT yTeYeK
3U1C.18 brokupoBka gocTyna K cailTam WK TUIIAM CalTOB, 3alpEUICHHBIX K
HCTIOJIb30BaHUIO
31C.19 3ammra nHOpPMALIMK TIPH ee Mepeade Mo KaHallaM CBS3H + + +
3UC.20 ObecrieueHre TOBEPEHHBIX KaHAalla, MapIIpyTa + + +
31C.21 3ampeT HeCaHKIIMOHUPOBAHHOH ylaleHHOH aKTUBAIMN + + +
nepupepuiHbIX YCTPOUCTB
31C.22 VYupasnenue aTpuOyTaMu 6€30IIaCHOCTH IIPU B3aHMOACHCTBHUH C
MHBIMH HH(POPMALOHHBIMHU (aBTOMATH3UPOBAHHBIMHU) CHCTEMaMH
31C.23 Kontponp ucnonszoBanus MOOMIBHOTO KO
31C.24 KonTpons nepenaun pedeBoit mHGpOpManu
31C.25 Kontpos nepenaun Buaeonnpopmanuu
31C.26 [MonTBepskaeHNE MPOUCXOKACHHSI ICTOUHUKA HH(OPMALIUU
3UC.27 Oo0ecrieyeHue MOIMHHOCTH CETEBBIX COEIUHEHUMN + +
31C.28 HcknroueHne BO3MOKHOCTH OTPHIIAHUS OTIIPABKH HHPOPMAITUH
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31C.29 HckmoueHre BO3MOKHOCTH OTPHLIAHUS TTOTYYeHUsI HHOpMaLuu
31C.30 Hcnonb3oBaHue yCTPOWCTB TEPMUHAILHOTO JIOCTYTIA
31C.31 3ammra OT CKPBITHIX KaHAJIOB Mepeaayr HHPOPMaLIH
3UC.32 3amuTa OECIPOBOIHBIX COSTUHEHHI + + +
3UC.33 HUckmouenne nocTymna gepes oomue pecypesl +
31C.34 3amuTa oT yrpo3 otkasa B oocinyxusanuu (DOS, DDOS-arak) + + +
31C.35 YmpasieHne ceTeBbIMA COCTUHCHUSIMHA + + +
3U1C.36 Coznanue (3MyJIA1LUS) JIOKHBIX KOMIIOHCHTOB HH()OPMAIIHOHHBIX
(aBTOMATH3HPOBAHHBIX) CUCTEM
3UC.37 IMepeBoa nHMDOPMAIIMOHHOH (ABTOMAaTH3UPOBAHHOMN) CHCTEMBI B
6e301acHO€e COCTOSHNE TIPH BOSHUKHOBEHHH OTKa30B (COOER)
31C.38 3ammuta nHGOPMALIMH MIPH UCTIONIB30BAaHUN MOOWIIBHBIX YCTPOHCTB + + +
31C.39 VipasieHue nepeMeniecHueM BUPTYaIbHBIX MalIiH (KOHTCHHEPOB) U + + +
00pabaTpIBaeMbIX Ha HUX JTAHHBIX
XI11. PearupoBanune Ha KoMnbloTepHble HHOHAeHTH (MHILI)
WHIIL.0 PernamenTanus npaBuil U NpoUEAYyp pearupoBaHus Ha + + +
KOMITBIOTEPHBIC HHITUICHTHI
HHIIL.1 BrisiBneHre KOMIBIOTEPHBIX HHUUAECHTOB + + +
WHII.2 WudpopmupoBaHre 0 KOMIBIOTEPHBIX WHIIMJCHTAX + + +
WHIIL.3 AHaN3 KOMITBIOTEPHBIX HHIHICHTOB + + +
HHIL.4 YcrpaHeHue nociiencTBU KOMIIbIOTEPHBIX HHUUIEHTOB + + +
MHIIL.5 IIpunsTHE MEP IO NPEIOTBPALLEHUIO TOBTOPHOTO BO3ZHUKHOBEHMS + + +
KOMITBIOTEPHBIX HHIUICHTOB
WHII.6 XpaHeHue ¥ 3auTa HHGOPMALUU O KOMIBIOTEPHBIX HHIUACHTAX + + +
XI11. Ynpasienue konpurypanueii (Y K®)
YK®.0 PernamenTanys npaBui u MpoeaAyp ynpaBieHus KoHGUTypamuei + + +
MH()OPMALIMOHHOW (aBTOMATH3HUPOBAaHHON) CHCTEMBI
YK®.1 Unentndukanus oObeKTOB yIpaBiIeHUs! KOHUTYparuei
YK®.2 VYpasieHue U3MEHEHUSIMU + + +
YK®.3 VYcraHoBka (MHCTAILISILIUS) TOJIBKO Pa3peIIEHHOTO K MCII0JIb30BAHHIO + + +
MIPOrpaMMHOI0 00eCTICUeHUS
YK® .4 KonTpomas aeficTBH1 O BHECEHUIO U3MEHEHU I
X1V. Yupasiienue 06HOBJIEHHSIMA TporpaMmMHuoro odecrneuenusi (OI10O)
OI10.0 PernamenTanus nmpaBui u MpoleAyp yIpaBiIeHHS OOHOBICHUIMHI + + +
MIPOTPAaMMHOTO 00ECTICUCHHUS
OIl0.1 [Nouck, nomyyenrne 0OHOBICHHUH TPOTPAMMHOTO 00ECTIeYeHHUST OT + + +
JIOBEpEHHOI'0 UCTOYHHKA
OI10.2 KonTtpons nienoctHocTr 00HOBIIEHHUIT MPOTPaMMHOTO 0OeCTIeYeHuUs + + +
OI10.3 TectupoBanue 0OHOBICHUH TPOrPaMMHOTO 00ECTICUEHUS + + +
OIl0.4 YcranoBka 00HOBJICHUH TPOrPaMMHOTO 00eCICUEHHS + + +
XV. IlnanupoBanue MeponpusTuii no odecnevenuro 6ezonacuocru (IMJIH)
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[1JIH.O0 PernamenTanys npaBuil ¥ NpoUEeAyp IIAHUPOBAHUS MEPOIIPUITUI + + +
1o 00eCTIeYeHHIO 3aIUThl HHPOPMALIUH
ITUIH.1 Pa3zpaboTka, yTBepACHIE U aKTyaTN3aIlns IIaHa MEPOTIPUSTHH 11O + + +
00ecIIeueHHUIO 3aUTH HHPOPMAITHH
[JIH.2 KoHTponb BEIOTHEHNST MEPONPUSATHI TI0 00ECTICUESHHIO 3aIUTHI + + +
UHPOpMaIIH
XVI. O6ecneuenue neiicrBuii B HemTaTHbIX cutyamusax (JJHC)
JHC.0 PernamenTanus npasui 1 npoueayp odecrieueHus! JeCTBUH B + + +
HEIITATHBIX CUTYalUsIX
JHC.1 Pa3paboTka muiana 1eHCTBHUI B HEIITATHBIX CUTYaIHAX + + +
JHC.2 OO6yuenue u oTpaboTKa ASHCTBUHN MepCcOHaja B HEIUTATHBIX + + +
CUTYyalusx
JHC.3 Cosznanvie anbTepHATUBHBIX MECT XpPAaHEHHS U 00PabOTKH + +
nH(pOpPMAINH Ha CITydail BOSHUKHOBEHHS HEIITATHBIX CUTYaIUi
JHC 4 PesepBupoBanie nporpaMMHOT0 00eCeUeHHUs], TEXHUIECKUX + +
CPEICTB, KAHAJIOB CBA3M Ha CITyyail BOSHUKHOBEHUS HEITaTHBIX
CUTyaLUH
JHC.5 Ob6ecriedeHre BO3MOKHOCTH BOCCTAHOBIICHHS HH()OPMAITHOHHOM + + +
(aBTOMATU3MPOBAHHOMW) CHCTEMBI B CITy4ae BOSHUKHOBEHHUS
HEIUTATHBIX CUTYaLUH
JHC.6 AHanm3 BO3HUKIIMX HEMITATHBIX CUTYallHid U IPUHSATHE MEP TI0 + + +
HEJOMYIIEHUIO UX TIOBTOPHOTO BO3ZHUKHOBEHMUS
XVII. HudopmupoBanue u odydenue nepconana (UIO)
HUI10.0 PernamenTanus npasui 1 npoueayp HHGOpMUpoBaHUs 1 00yUdeHHUs + + +
nepcoHana
HI1o.1 WndopmupoBanue nepconana o0 yrpo3zax 6e30macHOCTH + + +
nH(pOpMAITH U 0 TIpaBIIIax 0€301MacHO pabOTHI
Ur1o.2 OO0yueHne nepcoHaa npasuiaM 0e30MacHO padOTHI + + +
HI10.3 IIpoBeneHue NPaKTUYECKUX 3aHATUN C IEPCOHAJIIOM 110 PaBUJIaM + +
6e3onacHoii paboThI
UI1o.4 KonTpois ocBenoMieHHOCTH IiepcoHana 00 yrpo3ax 0e30macHOCTH + + +
nH(pOpMAITIHN U 0 TIpaBIIIax O0€30MMacHO pabOTHI
"+" - Mepa oOecricueHusi 0E30MACHOCTH BKJIIOUEHA B 0a30BbIA HAOOp Mep i COOTBETCTBYIOIICH

KaTerOpHH 3HAYUMOTO O0BEKTA.
Mepsl obecnieueHns 0€30MacHOCTH, HE 0003HAYCHHBIE 3HAKOM "+, MPUMEHSIOTCS MPH alanTalid H
JoTIoTHEHNH 0a30BOro Habopa Mep, a TakkKe MPH pa3padOTKe KOMIICHCHPYIONINX MEp B 3HAYMMOM OOBEKTE

KpUTHYECKOH nH(OPMAITMOHHON HH(PACTPYKTYPHI COOTBETCTBYIOIIEH KaTeTOPUU 3HAYNMOCTH.
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