IIpuka3 ®PegepajbHOM CIYKObI 10 TEXHUYECKOMY H IKCIIOPTHOMY KOHTPOJIIO
ot 14 mapra 2014 . N 31
" 00 yrBep:xxnenun TpeGoBanuii k o0ecrneyeHHI0 3alIUTHI HHGPOPMALMU B ABTOMATH3HPOBAHHBIX
CHCTEMAaX YNPaBJeHUs NPOU3BOACTBEHHBIMHU U TEXHOJIOTMYECKHUMH MPOLECCAMHM HA KPUTHYECKH
BAKHBIX 00bEKTAaX, NOTEHUHAJBHO ONIACHBIX 00bEKTAX, a TAKKe 00beKTaX, NPEACTABISIOIINX
MOBBIIIEHHYI0 ONMACHOCTH JIJIsl KU3HHU U 30POBbSI JIIOJeH U IS OKPY:KAKollell MPpUPOIHOH cpeabl”

C u3MeHeHUsAMHM U 10O THEHUSIMU OT:
23 mapra 2017 r.,, 9 aBrycta 2018 1., 15 mapra 2021 1.

B coorBerctBun ¢ Ilonoxennem o DenepanbHoil ciyx0e MO TEXHUYECKOMY M SKCIIOPTHOMY
KOHTpPOJIIO, yTBepkKAeHHBIM YKa3zoM Ilpesunenta Poccuiickoit @enepanuu or 16 aBrycra 2004 r. N 1085
(Cobpanue 3akoHomatenscTBa Poccuiickoit deaepanmu, 2004, N 34, ct. 3541; 2006, N 49, ct. 5192; 2008,
N 43, ct. 4921; N 47, ct. 5431; 2012, N 7, ct. 818; 2013, N 26, ct. 3314; N 52, ct. 7137), npuka3biBaio:

YTBepauTh  TpwiaraeMeie  TpeOoBaHMs K OOECIIEUEHWIO  3ammMThl  wHpopmamuu B
aBTOMATH3MPOBAaHHBIX CHCTEMAax YIPaBICHHS MPOW3BOACTBEHHBIMH U TEXHOJIOTMYSCKHUMH TPOIIECCaMH Ha
KPUTUYCCKH BaKHBIX O0BEKTaX, NMOTCHIMAIBHO OMACHBIX OOBEKTaX, a TaKkKe OOBEKTaxX, MPEICTABIISIONINX
TIOBBIIICHHYIO ONACHOCTb JIJIsl )KU3HU M 3[I0POBbS JIFOICH M [Tl OKPYKAFOIIEH TPUPOTHOMN CpEeIbl.

[upexrop
denepanbHON CITYKOBI IO TEXHUYECKOMY
Y SKCIIOPTHOMY KOHTPOJTIO B. Cenun

3apeructpupoBano B Muntocte PO 30 urons 2014 1.
Perucrpanmonnsiii N 32919

TpedoBanus
K 00ecre4eHnI0 321U Thl MH(POPMALNH B aBTOMATU3HPOBAHHBIX CHCTEMAX YIIPABJIeHHUSA
NMPOU3BOACTBEHHBIMH M TEXHOJOTMYECKMMHU MPOLECCAMHI HA KPUTHYECKH BAaKHBIX 00beKTAaX,
NMOTEHIHAJIbHO OMACHBIX 00bEKTAX, a4 TAKKe 00bEeKTaX, MPeICTABJSIONAX MOBBIIIEHHYI0 ONIACHOCTH
JJISL JKM3HU M 310POBbA JI0Ael U VISl OKPYKAOUIeH MPUPOIHOM Cpeabl
(yTB. mpuka3zom PenepanabHOil CJIY:KObI 0 TEXHHYECKOMY U IKCIOPTHOMY KOHTPOJII0 0T 14 mapTa
2014 r. N 31)

C n3MeHeHHSIMH U T0MOJHEHUSIMHU OT:
23 mapra 2017 r.,, 9 aBrycra 2018 1., 15 mapra 2021 1.

|. O0mme MoJ10KeHU A

Ilynkm 1 usmenen ¢ 17 cenmsabps 2018 2. - Ilpuxaz @CTIK Poccuu om 9 aseycma 2018 2. N 138
Cm. npedvloywyro pedaxkyuro

1. B HacToslIeM JOKYMEHTE YCTaHaBIMBAIOTCS TPEOOBaHMS K OOECIEUCHHIO 3alIUThl HH(OPMALINH,
00paboTKa KOTOPOM OCYIIECTBISETCS aBTOMAaTU3UPOBAHHBIMHU CUCTEMaMHU YIIPABICHUS POU3BOICTBEHHBIMU
Y TEXHOJIOTHYECKMMHU IMPOILIECCAaMU HA KPUTUUYECKHU BAXKHBIX O0BEKTaX, MOTCHIIMAIBHO OMACHBIX OOBEKTaX,
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00BEKTaX, MPEACTABISAIONINX MOBBIIICHHYIO OMACHOCTH IS )KU3HHU U 37J0OPOBbA JIOJEH U ISl OKpY>Karolen
NPUPOIHON cpefbl (anee - aBTOMATU3UPOBAHHBIC CHUCTEMbI YIPABICHHs), OT HEMPABOMEPHOIO OCTYIIA,
YHUUTOXKEHUS, MOAU(PUIIMPOBaHUS, OJTOKHUPOBaHHUS, KOMUPOBAHUS, MPEIOCTABICHUSI, PACIPOCTPAHCHUS, a
TaK)Ke MHBIX HEMPABOMEPHBIX JCUCTBHUI B OTHOIIIEHUH TaKoW WH(OpPMAIINH, B TOM YUCIIE OT AECTPYKTUBHBIX
UH(POPMAITHOHHBIX BO3JCHCTBUI (KOMITBIOTEPHBIX aTak), CJACACTBHEM KOTOPBIX MOXKET CTaTh HapyIICHHE
(YHKIIMOHUPOBAHUSI aBTOMAaTU3UPOBAHHOM CUCTEMBI YIIPaBICHHUS.

ObecnieueHre 0€30MACHOCTH aBTOMATU3UPOBAHHBIX CHUCTEM YMIPABICHUS, SBIISIOIIMXCS 3HAYMMBIMH
00bEeKTaMU KpUTHYECKON MH(pOpMAIIMOHHON HHPpacTpyKTyphl Poccuiickoit @enepannu, oCyeCTBISIECTCS B
COOTBETCTBUM ¢ TpeOoBaHUSMHU TIO OOECHeUYeHHI0 Oe30MacHOCTH 3HAYUMBIX OOBEKTOB KPUTHYECKOU
nH(opManoOHHON MHpacTpyKTyphl Poccmiickoit deneparuu, yTBEp)ACHHBIMU TpuKazoM DenepaabHOM
CITY’KOBI TIO TEXHUYECKOMY M 3KCTIOPTHOMY KOHTpOJIto OT 25 nekabps 2017 . N 239, a taxke TpeboBaHusIMU
K CO3JIaHUIO CUCTEM 0E30MaCHOCTH 3HAYMMBIX OOBEKTOB KPUTHUECKOW HHPOPMALIMOHHON HHAPACTPYKTYPHI
Poccuiickoit ®enepaumn ¥ obecnedeHUI0 HX (PYHKIIMOHUPOBAHUS, YTBEP)KICHHBIMU TMPUKA30M
denepanbHON CITY’KOBI 110 TEXHHYECKOMY W SKCIMOPTHOMY KOHTponmo ot 21 mexabps 2017 r. N 235
(3apeructpupoBan Muntoctom Poccuu 22 pespans 2018 r., peructpanmonnsiii N 50118).

Hacrosimue TpeOoBaHusI NPUMEHSIOTCS B CiIy4yae MNPUHATUS BIAJENbIEM aBTOMATU3MPOBAHHOMN
CUCTEMBbl yIOpaBICHUA pemieHuss o0 oOecrneyeHuu 3amuThl  uHpoOpManuu, o00paboTKa KOTOPOH
OCYIIECTBIISIETCS 3TOM CHCTEMOW M HapylIeHHe Oe30MacCHOCTH KOTOPON MOXKET MPUBECTU K HAPYIICHHUIO
(YHKIIMOHUPOBAHUSI aBTOMAaTU3UPOBAHHOM CUCTEMBI YIIPaBICHHUS.

B cinyyae HeoOXomuMOCTH MpUMEHEHUE KpUNTOrpaduyecKUX METOIOB 3allMThl MH(OpMaLUU U
i POoBaTBbHBIX (KPUITOrPaQUISCKUX) CPEACTB 3alIUThI HHPOPMALIUU OCYIICCTBISCTCS B COOTBETCTBHHU C
3aKOHOAATeNbCTBOM Poccuiickoit @enepanu.

2. Hacrosimue TpeGoBaHus HanpaBiieHbl Ha o0ecrieueHre (PyHKIIMOHUPOBAHUS aBTOMAaTU3UPOBAHHON
CUCTEMBl yMpaBIEHUS B IITaTHOM pPEXHME, MPH KOTOPOM OOECIEUHBACTCS COONIOJCHUE TMPOEKTHBIX
MpeeNioB 3HAUCHUU TMapaMeTPOB BHIMIOJHEHUS [ENEeBhIX (YHKIUNA aBTOMATHU3UPOBAHHOW CHUCTEMBI
YOPABICHUS B YCIOBUSAX BO3ACUCTBHS yrpo3 0e30macHOCTH MH(OpMAIHK, a TaKKe Ha CHUKCHHE PUCKOB
HE3aKOHHOTO BMENIATeNCTBA B MPOIECCHl ()YHKITMOHHUPOBAHUSI aBTOMATU3HPOBAHHBIX CUCTEM YIIPABICHUS
KPUTUYECKH BaXKHBIX OOBEKTOB, TOTCHIUAIBLHO OMACHBIX OOBEKTOB, OOBEKTOB, TMPEACTABISIONINX
MOBBIIIEHHYIO OMACHOCTb ISl KU3HHU W 3J0POBbS JIIOAEH U U1 OKpYKAaroUed MPUPOIHOM Cpelibl, B TOM
YKCie OMACHBIX TMPOM3BOJCTBCHHBIX OOBEKTOB (maniee - ympasisieMble (KOHTPOJIMPYEMbIE) OOBEKTHI),
0€30MacHOCTh KOTOPHIX 00€CTIEUNBAETCS B COOTBETCTBUU C 3aKOHOJATENLCTBOM Poccuiickoin denepanuu o
0€301acHOCTH OOBEKTOB TOIUTUBHO-YHEPTETHUYECKOTO KOMIUIEKCA, O TPAHCIOPTHOW Oe30macHOCTH, 00
WCIIOJIb30BAHUM AaTOMHOW SHEPruH, O MPOMBIILJIEHHON O€30MacHOCTH ONAacHBIX MPOU3BOJICTBEHHBIX
00BEKTOB, 0 OE30MACHOCTH TUIPOTEXHUUECKUX COOPYKEHHMH M MHBIX 3aKOHOJATENIbHBIX aKTOB Poccuiickoit
denepanud.

3. JeiictBue HacTtosmuxX TpeOOBaHUN paCIpPOCTPAHSIETCS HA ABTOMATU3UPOBAHHBIE CHCTEMBI
yrpaBiicHHsI, 00€CICYNBAIONINEC KOHTPOJIb U YIPABICHUE TEXHOJIOTUYCCKMM U (MJIH) MPOU3BOJACTBEHHBIM
obopynoBaHueM (MCIOJHUTEILHBIMUA YCTPOWCTBAMH) M PEATM30BAaHHBIMM HAa HEM TEXHOJIOTMYCCKHUMHU H
(nnM) TPOM3BOACTBEHHBIMH MpPOIIECCaMU (B TOM YHCIIE CHCTEMBI JUCICTYSPCKOTO YIPABICHUS, CHCTEMBI
coopa (mepemaud) [aHHBIX, CHUCTEMbI, MOCTPOCHHBICE HA OCHOBE MPOTPAMMHUPYEMBIX JIOTHUECKUX
KOHTPOJIJIEPOB, PACIpEACIICHHbIE CHUCTEMbl YIPAaBICHHUS, CUCTEMbl YNPABICHUS CTAHKAMU C YHUCIOBBIM
POTPaMMHBIM YIIPABICHHEM).

4. Hacrosmue TpeGoBaHus mpeaHa3HAYCHBI 7S JIMI, YCTAHABIUBAIOIIUX TPEOOBAaHUS K 3alUTE
uHbOpMaIK B aBTOMAaTU3WPOBAHHBIX CHCTEMaX YIpaBlieHUs (fajiee - 3aKa3yuK), JIMIl, 00CCICUMBAIOIINX
IKCIUTyaTaI[UI0 aBTOMATU3UPOBAHHBIX CUCTEM YIIpaBCHHS (fajiee - onepaTop), a TAKXKe JIHII, TPUBICKAEMBIX
B COOTBETCTBHH C 3aKOHOJATeNbCTBOM Poccuiickoii ®Dexepanuy K TPOBEACHHIO pabOT MO CO3JaHUIO
(MpOeKTHPOBaHNIO) ABTOMATHU3WPOBAHHBIX CHCTEM YIpaBieHUs M (WIM) MX CHCTEM 3allMThl (mgaiee -
pa3paboTyuK).

5. Ilpu 00paboTke B aBTOMAaTHU3MPOBAHHOW CHUCTEME yMIpaBieHUs HHGOPMAIIUH, COCTaBIISIONICH
TOCYIapCTBEHHYIO TaliHy, €€ 3aluTa 00ECIeYnBaeTCs B COOTBETCTBHHU C 3aKOHOMATEILCTBOM Poccuiickoi
®denepannu 0 rOCyJapCTBEHHOW TallHE.

6. 3ammra wHQOpPMALMK B aBTOMATH3MPOBAHHOW CHUCTEME YMpaBICHHUS OOECIEUMBACTCS IyTeM
BBITIOJTHEHUS 3aKa34MKOM, OIIEPATOPOM U pa3padOTIMKOM TpeOOBaHMM K OpraHU3alluy 3alIuThl HHpOpMaIuu
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B aBTOMAaTU3WPOBAHHOW CHCTEME yIpaBlIE€HUS U TPeOOBaHMI K MepaMm 3aluThl HHOpMalUU B
ABTOMAaTU3UPOBAHHOM CUCTEME YIIPABICHHUS.

[1. TpeGoBaHusi K OpraHu3anMy 3aUTHI HHGOpPMaNMu B aBTOMATH3MPOBAHHOM cUCTeMe yIPaBJeHus

7. ABTOMAaTH3MpPOBaHHAS CHCTEMA yIPABICHHS, KaK MPABUIIO, UMEET MHOTOYPOBHEBYIO CTPYKTYPY:

YPOBEHbB OIEPATOPCKOTO (IUCIIETUECPCKOr0) yIpaBieHusl (BEpXHUN YPOBEHD);

YPOBEHb aBTOMAaTUYECKOTO yIpaBieHus (CPeJHUN YPOBEHB);

ypOBeHb BBOjIa (BBIBO/IA) JAHHBIX, HCIIOJIHUTEIBHBIX YCTPOMCTB (HIDKHUH (I10JI€BOI) YPOBEHB).

ABTOMAaTH3MPOBAaHHAS CUCTEMA YIIPABJICHUS MOXKET BKIIIOYATh:

a) Ha YPOBHE OMEPaTOpPCKOro (IUCIEeTYEPCKOT0) YIPaBICHHUS:

oneparopckue  (IUCIeTYEpCKUE), HMHXKCHEPHBIC  aBTOMATU3UPOBAaHHBbIE  pabodme  Mecra,
npomsitieHHbie cepBepbl (SCADA-cepBepbl) ¢ yCTAaHOBICHHBIM Ha HUX OOIIECHCTEMHBIM H TPHKJIAJTHBIM
NPOrpaMMHBIM 00ECIICYCHUEM, TEICKOMMYHHKAIMOHHOE 000pynoBaHue (KOMMYTAaToOpbl, MapIIpyTH3aTOPHI,
MEKCETEBBIC IKPAaHbI, HHOE 000PYIOBaHKE), & TAKXKE KaHAJIbI CBA3H;

0) Ha ypOBHE aBTOMATHUYECKOTO YIIPABICHHS:

MPOrpaMMHUpPyEMbIE JIOTHYSCKHE KOHTPOJUICPHI, MHbIE TEXHUYECKHUE CPEACTBA C YCTAHOBJICHHBIM
OPOrpaMMHBIM 00€CIICUeHHEM, MOTyYAIOIINe JaHHbIC C HIDKHETO (MOJICBOT0) YPOBHS, NIEPESIAIONINE JTaHHBIC
Ha BEPXHUI YpOBEHb ISl TPUHITHS PEIICHUS 10 YIPAaBICHUIO O0beKTOM H (WJIM) TpOIecCOM |
dbopmupyrole  yrnpaBiswoomde — KoMaHasl  (ynpaBisioniyro  (KOMaHIHYI) — HMH(POpPMAILHIO)  JIIs
UCTIOJIHUTEIBHBIX YCTPONCTB, a TAKIKE MMPOMBIIIJICHHAS CETh TIepe/iauy TaHHbIX;

B) Ha ypOBHE BBOJIa (BbIBO/A) JaHHBIX (MCIIOJHUTEIBHBIX YCTPOMCTB):

JATYNKH, UCTIOIIHUTEIbHBIC MEXaHNU3MbI, HHBIC alapaTHBIC YCTPOMCTBA C YCTAHOBIEHHBIMH B HUX
MUKpPOIPOrpaMMaMH U MalTHHHBIMU KOHTPOJLIEPAMHU.

KonnuectBo ypoBHEN aBTOMAaTM3MPOBAHHOW CHUCTEMBI YIIPABJIEHUS W €€ COCTAB Ha KaXIOM W3
YPOBHEHW 3aBUCHUT OT HA3HAYCHHS aBTOMATH3UPOBAHHOW CUCTEMBbI YIIPABJICHHSI M BBIMOJHAEMBIX €I0 [[EJIEBhIX
¢byukimii. Ha kakxaoM ypoBHE aBTOMATH3MPOBAaHHOW CHUCTEMbI YIpPaBICHHS TO (QYHKIIMOHAIBHBIM,
TEPPUTOPUAIILHBIM HJIM HHBIM MIPU3HAKAM MOTYT BBIIEIATHCS TOMOIHUTEIbHBIC CETMEHTHI.

B aBTOMaTH3MpOBAaHHOW CHCTEME yIpaBICHHs 00BEKTaMH 3aIUThI SIBIISIOTCS:

uHpopmMarus (1aHHbIe) 0 Tapamerpax (COCTOSHUM) YNPaBasieMoro (KOHTPOJIMPYEMOro) 00beKTa MK
nporecca (BxomHast (BbIXOAHAs1) WHGpOpMAIs, yrpapisiomas (KoMaHaHas) WHGOPMAIUsA, KOHTPOJILHO-
U3MepuTebHast HHPOPMAITUs, HHASI KPUTHUYCSCKU BaykHasl (TEXHOJIOTHYeCKast) MH(OopMaIius);

HNPOTrPaMMHO-TEXHUYECKAN KOMILICKC, BKJIFOYAIONIMNA TEXHUYECKHE CpEACTBA (B TOM YHCIIE
aBTOMATH3MPOBAaHHBIC pabo4yre MecTa, MPOMBIILICHHBIC CEPBEPHI, TEICKOMMYHHKAIMOHHOE 000pYI0BaHHKE,
KaHaJbl CBS3M, MPOrPAMMHUpPYEMbIC JIOTMYECKHE KOHTPOJUIEPHI, HCIIOMHHUTENBHBIC YCTPOICTBA),
nporpaMMHOe obecrieueHre (B TOM YHUCIE MHUKPONPOrPaMMHOE, OOIIECHCTEMHOE, MPHUKIAIHOE), a TaKKe
CpEICTBa 3alIUThI HH()OPMAITUH.

8. 3ammra nHpOpMaUK B aBTOMAaTU3UPOBAHHOIN CHCTEME YIPABICHUS SBISICTCS COCTABHOW YaCThIO
paboT 1Mo co3gaHuio (MOICPHHM3ALMKM) M OIKCIUTyaTallid aBTOMATU3UPOBAHHON CHCTEMbI YIPABICHHS H
obecrieyrBaeTCs Ha BCEX CTaAUX (ITanax) ee CO3MaHus M B XO/I€ IKCILTyaTaI|H.

3amuTa HHPOPMAIIMU B aBTOMATH3UPOBAHHOW CHCTEME YIPABJICHUS TOCTUTACTCS IIyTEM NPUHSITHUS B
paMKax CHCTEMbI 3alUThl ABTOMATH3UPOBAHHON CUCTEMBI YIPABJICHUSI COBOKYITHOCTH OPraHM3alMOHHBIX U
TEXHHYECKHX Mep 3aluThl WH(OpMAlWK, HANpaBICHHBIX Ha OJIOKMpoBaHME (HEHTpaTH3alUI0) YIrpo3
OezomacHoCTH HMH(OpMAIMK, pean3aius KOTOPHIX MOXET NMPUBECTH K HAPYIICHUIO IITATHOTO PEeXUMa
(YHKIIMOHUPOBAHUSI ABTOMATU3MPOBAHHON CHUCTEMBI YIPABICHUS M YNPABISEMOro (KOHTPOIUPYEMOTO)
oObekTa U (WIK) Tpolecca, Ha JIOKATU3AIMI0 U MUHHUMHU3AIUIO MOCICICTBUA OT BO3MOXKHOW pealln3aliuu
yrpo3  Oe3omacHOCTM  HWH(OpMalMKM, BOCCTAHOBJICHHWE INTATHOTO peXUMa  (PYHKIIMOHUPOBAHUS
aBTOMATH3MPOBAHHON CHCTEMBI YIIPABJICHUS B CIy4ae peaju3aiuu yrpo3 0e30nacHOCTH HH(OpMAIIUH.

[TpuHUMaeMble OpraHU3aIMOHHBIC U TEXHHYCCKUE MEPBI 3aIIUThl HH()OpMAIIHK:

JNOJDKHBL  o0ecreunBaTh JOCTYNHOCTh 0O0pabarbiBaeMOd B aBTOMAaTH3UPOBAHHOM  CHUCTEME
yrpaBiieHusT HHPopMaIuu (MCKIIOUECHHE HEMPaBOMEPHOro OJOKMPOBaHUS WH(POPMAIUH), €€ 1EJI0CTHOCTh
(McxJIFOYCHHE HEMPABOMEPHOI0 YHUUTOXKCHHS, MOIUGUIMPOBAaHUS HHGPOPMAIIMK), a TaKxke, MpH



HCOOXOAMMOCTH, KOH(PHACHIHAIBHOCTh (MCKIIOUEHHE HEMPAaBOMEPHOIO  JOCTyIa, KOMHPOBAHUS,
MPEIOCTABICHHUS WIH PACIPOCTPaHEHUs HH(POPMALIVH);

JOJKHBI COOTHOCHUTBCSI C MEpaMU MO MPOMBIIUICHHON, (PU3NYECKOM, MOXKAPHOU, SKOIOTUUYECKOH,
paaualioOHHON O0€30MacHOCTH, WHBIMH MEpaMH [0 OOECIEYeHHIO O€30MaCHOCTH aBTOMATHU3MPOBAHHOM
CHCTEMBI YITPABJICHUS U yIIpaBIsieMoro (KOHTPOIMPYyeMOoro) oobekTa 1 (MiIH) mporiecca,;

HE JIOJDKHBI OKa3blBaTh OTPHIATEILHOTO BIUSHUS HAa INTaTHBIA peXUM (PYHKIHOHUPOBAHUS
ABTOMATU3UPOBAHHON CUCTEMBI YIIPABICHUS.

9. IlpoBenenue pabot mo 3amure UHGOPMALUU B COOTBETCTBHM C HACTOSAIIUMHU TpeOoBaHUSMU B
xofe co3maHus  (MOJEpHHM3AIMK) H OKCIUIyaTalldd aBTOMATU3MPOBAHHON CHUCTEMBI  YIPABJICHUS
OCYIIECTBIACTCS 3aKa34uKOM, OIEpaTopoM © (W) pa3pabOTUYHUKOM CaMOCTOSTEAbHO W (WIH) MpH
HEOOXOIIMMOCTH C TPUBJICUEHHEM B COOTBETCTBHU C 3aKoHOJaTenbcTBOM Poccuiickoit denepanmu
OpraHu3aliid, WMEIONIUX JHICH3UI0 Ha JACSITEIbHOCTh IO TEXHMYECKOW 3aluTe KOH(PUIACHIIMATbHON
nHpopmanmu B cooTBeTCTBUU ¢ DenepanbHbiM 3akoHOM OT 4 Mas 2011 . N 99-®3 "O nunen3upoBaHuu
oTAenbHBIX BUIOB nestenbHOCTH (CoOpanme 3akoHomatenbcTBa Poccuiickoit deneparuun, 2011, N 19,
ct. 2716; N 30, ct. 4590; N 43, ct. 5971; N 48, ct. 6728; 2012, N 26, ct. 3446; N 31, ct. 4322; 2013, N 9,
ct. 874; N 27, ct. 3477).

10. Jlns obOecrneyeHust 3amuThl WHPOPMAMA B aBTOMATU3MPOBAHHOW CHUCTEME YIIPaBICHUS
OIEepaTopoM  Ha3HA4YaeTCs CTPYKTYpHOE TIOApa3NeieHUe WM JODKHOCTHOE Jnio  (paboTHUK),
OTBETCTBEHHbIE 3a 3aIIUTY UHPOPMAIIUH.

11. B aBTOMaTHU3MPOBAHHON CHCTEME YIPABICHUS MPUMEHSIOTCS CPEACTBa 3alIUThl MH(OPMAIINH,
MNPOUIEAIINE OLEHKY COOTBETCTBHUSI B COOTBETCTBUHM C 3aKOHOHIATENIbCTBOM Poccuiickoit ®epepauuu o
TEXHUYECKOM PETYIUPOBAHUHU.

12. Jns obecnedenust 3amuThl MHGOPMAllMM B aBTOMAaTU3UPOBAHHOW CHCTEME YMpaBIEHUS
MIPOBOASTCS CJIETYIOIINE MEPOTIPUSITHS:

dhopmupoBanue TpeOOBaHUH K 3a1UTe HHPOPMAIIMU B aBTOMAaTU3UPOBAHHOW CUCTEME yIPaBICHUS,

pa3paboTKa CUCTEMBI 3aIUTHl aBTOMAaTU3UPOBAHHOW CUCTEMBI YIIPaBJICHHUS,

BHEJIPEHHE CHUCTEMBI 3alIUThl ABTOMATU3UPOBAHHOM CUCTEMBI YIIPABJICHUS U BBOJI €€ B JICHCTBHE;

oOecrieyeHne 3amUThl HHQOpPMAMK B XOJA€ OJKCIUTyaTallid AaBTOMATH3UPOBAHHOW CHCTEMBI
YIPaBIICHHUS;

o0ecrnieyeHue 3alUThl UHPOPMALMK MPU BBIBOAE M3 AKCIUTyaTalluM aBTOMATU3UPOBAHHOM CHCTEMBI
yIpaBJICHUS.

®opmupoBaHue TpeOOBaHMI K 3al[UTe HH(POPMALIUM B ABTOMATH3HPOBAHHOI CHCTeMe yIIPaBJICHUSs

13. ®opmupoBanue TpeOOBaHMI K 3amuTe HWHOpPMANMK B aBTOMAaTU3UPOBAHHON CHCTEME
yIpaBIEHUS OCYIIECTBISCTCS 3aKa3UMKOM.

dopmupoBaHue TpeOOBaHHUH K 3amuTe HHPOPMAIIMK B aBTOMATH3UPOBAHHON CHCTEME YIPaBIICHUS
ocymectBisiercss ¢ yderom [OCT P 51583 "3amura wuHbopmammu. Ilopsigok — cozmaHus
aBTOMATHU3UPOBAHHBIX CUCTEM B 3alUIICHHOM HcnonHeHnu. Ooume nonoxenus” (nanee - TOCT P 51583),
I'OCT P 51624 "3ammra wHboOpManuu. ABTOMATH3HPOBAHHBIE CHCTEMBI B 3aIIUIICHHOM HCIIOJTHCHHH.
Oomrue TpedoBanus” (manee - TOCT P 51624) u crangapToB OpraHU3aIiii ¥ B TOM YHCJIC BKITFOYACT:

MPUHATHE PEHICHUS O HEOoOXOTUMOCTH 3alluThl MHPOPMAllMd B aBTOMATH3WPOBAHHOW CHCTEME
YIPaBJICHHUS;

KJIacCU(UKAIMI0O aBTOMAaTU3UPOBAHHOW CHCTEMBI yIpPaBICHUS IO TPEOOBAHUSAM  3alTUTHI
uHbopmaryu (1anee - KacCHu(pHUKaIys aBTOMATH3UPOBAHHON CHCTEMbI YIIPABICHHS);

ompesieiecHne yrpo3 0Oe30macHOCTH HWHGOPMAILUU, pean3alis KOTOPBIX MOXET TIPUBECTH K
HapyIICHUIO IITAaTHOTO peXuMa (PYHKIIMOHUPOBAHHS aBTOMATH3WPOBAHHOW CHCTEMBI YIIPABIICHUS, H
pa3paboTKy Ha UX OCHOBE MOJIETH yTpo3 0€30MacHOCTH HH(OpMAIIUH;

ompeneneHne TpeOOBaHUM K CUCTEME 3aIUThl ABTOMATU3UPOBAHHOM CHCTEMBI YIIPABIICHHUS.

13.1. [Ipu npuHATUU peuieHUs 0 HEOOXOAMMOCTH 3alIUThl MHPOpPMAIMU B aBTOMATHU3WPOBAHHOU
CHUCTEME YIIPaBIICHUS OCYIIECTBIISIIOTCS .

aHaiMu3 LeJeil Co3MaHMsl aBTOMATH3WPOBAHHOW CHUCTEMBI YNPAaBICHUS U 3a/1a4, PELIaeMBbIX STOU
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ABTOMAaTU3MPOBAHHOM CUCTEMOMW YIIPABJIECHUS;

ompezeneHne UHPOpPMAIUU, HAPYIIEHHE IOCTYMHOCTH, LETOCTHOCTH WKW KOHQUICHIUATHHOCTH
KOTOPOM MOXET MPUBECTU K HAPYIICHUIO IITATHOTO peXnMa (PyHKIMOHUPOBAHUS aBTOMATHU3MPOBAHHOM
CHCTEMBbl ympaBjieHus (OMpeaesieHHe KPUTUYECKH BaKHOW HWH(POpPMAIMKM), W OICHKA BO3MOMKHBIX
MOCJIE/ICTBUN TaKOTO HAPYIIICHUS;

aHaJIM3 HOPMATUBHBIX MPABOBBIX aKTOB, JIOKAJIBHBIX MPABOBHIX aKTOB, METOAMYECKUX JOKYMEHTOB,
HAIlMOHAIBHBIX  CTAHAAPTOB W  CTAaHJAPTOB OpraHU3aluii, KOTOPHIM JOJDKHA COOTBETCTBOBATH
aBTOMAaTU3WPOBAHHAS CHCTEMA YIIPABJICHHUS,

MPUHATUE PEIICHUS O HEOOXOAMMOCTH CO3[IaHUsI CHUCTEMBI 3alllUThl aBTOMAaTH3WPOBAHHON CHCTEMBI
YVOpaBICHUS W OMNpeAesieHue Lenell W 3anad 3ammuThl MHQOpMalMK B aBTOMAaTU3MPOBAHHOM CHCTEME
yIpaBICHUS.

13.2. Knaccudukanuss aBTOMAaTU3MPOBAHHOW CHUCTEMBI YIIPABJICHHS MPOBOIUTCS 3aKA34MKOM HIIN
OIepaTopoM B 3aBUCUMOCTH OT YPOBHS 3HAYMMOCTH (KPUTHYHOCTH) MH(OpPMAIKH, 00pabOoTKa KOTOPOM
OCYIIECTBIISETCS B aBTOMAaTU3UPOBAHHOM CHCTEME yTIPaBIICHUSI.

VYcraHaBnMBaOTCS TpU Kjlacca 3allMILIEHHOCTH AaBTOMAaTU3MPOBAHHOM CHCTEMbl YIIPaBJICHMUS,
OTpEeIIAIONINE YPOBHH 3aIIUILIEHHOCTH aBTOMaTU3MPOBAHHON CUCTEMBI yIipaBieHus. CamMblii HU3KUH KJ1acc
- TPETUH, caMblid BBICOKMU - MepBbId. Kilacc 3alMIIEHHOCTH aBTOMAaTU3WPOBAHHON CUCTEMbI yIIPABICHUS
ompenensercs B cooTBeTcTBUH ¢ npuiiokenrem N 1 k Hactosimum TpeboBaHUsM.

Knacc 3ammiieHHOCTH MOXeT OBbITh YCTaHOBIEH OTIEIBHO [Jisi KaXJIOr0 U3 YpPOBHEH
aBTOMAaTU3WPOBAHHOW CUCTEMBbI YIIPABJICHHSI UJIM UHBIX CETMEHTOB MPU UX HAJTUYHH.

Pesynbratel kinaccuduKanuu aBTOMATU3MPOBAHHOM CHCTEMBI YIPaBICHHUS OQOPMIISIIOTCS aKTOM
KJIacCU(UKAIUH.

TpeboBanue K Kiaccy 3alllMIIEHHOCTH BKJIOYAE€TCS B TEXHUYECKOE 3aJaHHe Ha CO3/IaHHE
ABTOMATH3MPOBAHHON CHCTEMbI yIpaBieHHUs U (MIIHM) TEXHUYECKOE 3a1aHie (YaCTHOE TEXHHUECKOES 3aJaHNUC)
Ha CO3/IaHH€ CUCTEMbI 3alllUThl ABTOMAaTU3UPOBAHHOW CUCTEMBI yNpaBleHUs, pa3pabdaTbiBaeMbIe C yUYEeTOM
I'OCT 34.602 "Nnudopmanmonnas Texnonorus. Komriekc cTaHaapToB Ha aBTOMaTHU3UPOBAHHBIEC CUCTEMBI.
TexHudeckoe 3amaHue Ha CO37aHuEe aBTOMaTH3UpoBaHHOW cuctembl” (mamee - [OCT 34.602), TOCT P
51583, 'OCT P 51624 u ctangapTOB OpraHU3aIUu.

Krnacc 3amuiieHHOCTH aBTOMATH3MPOBAHHON CHCTEMbI yIpaBieHUS (CErMEHTa) IOICHKHT
MEePEeCMOTPYy TOJBKO B Cllydae €€ MOJEpPHHU3AllUU, B PE3ybTare KOTOPOM M3MEHUJICS YPOBEHb 3HAYMMOCTH
(xpuTruHOCTH) HHpOPMAaIKK, 00pabaThIBAEMOI B aBTOMAaTH3UPOBAHHOM CHCTEME YIIpaBieHus (CerMeHTe).

THoonynxm 13.3 usmenen ¢ 17 cenmabpsa 2018 2. - [Ipuxaz @CTIK Poccuu om 9 aszycma 2018 2. N 138
Cm. npedvloywyro pedaxkyuto

13.3. Ompenenenue yrpo3 0e30MacHOCTH WH(OpPMAIIMM OCYIIECTBISETCS HAa KaXJIOM W3 ypOBHEH
aBTOMAaTU3WPOBAHHOW CUCTEMBI YIIPABJICHHSI M IOJKHO BKJIIOYATH:

a) BBISABICHUC HWCTOYHHUKOB Yrpo3 0Oe30macHOCTH HHMOpPMAIMU W OICHKY BO3MOXKHOCTCH
(moreHIMaNa) BHEIIHUX ¥ BHYTPEHHUX HAPYIIUTEICH;

0) aHa;mM3 BO3MOXXHBIX YS3BUMOCTEH aBTOMATH3MPOBAHHOW CHCTEMBbl W BXOISIIUX B €€ COCTaB
MPOrPaMMHBIX M ITPOTPaMMHO-aNMapaTHBIX CPEICTB,;

B) OMpeaeicHHEe BO3MOXKHBIX CIOCO0OB (clieHapueB) peanu3anud (BO3HUKHOBEHHS) YIPO3
0e30MmacHOCTU UH(OPMALINH;

r) OLEHKY BO3MOXXHBIX TOCJIEJACTBUH OT peanu3anud (BO3HHMKHOBEHHs) Yyrpo3 Oe30MacHOCTH
UH(pOPMAIUK, HAPYIICHHUS OTACIBHBIX CBOMCTB Oe30macHOCTH UH(OpMaIuu (1EJTOCTHOCTH, TOCTYIMHOCTH,
KOH(UICHIINATLHOCTH) U aBTOMaTU3UPOBAHHOM CHCTEMBbI YIIPABICHHS B I[EJIOM.

B kadecTBe MCXOAHBIX JAHHBIX MPU OINPENEICHUN Yrpo3 0e30MacHOCTH MHPOPMAIIMUA UCTIONB3YETCS
0aHK JaHHBIX yrpo3 Oe3omacHocTH wHoOpMaruu, BeaeHue koroporo ocymectiasiercs PCTOK Poccun B
cootBeTcTBUU ¢ noamyHKToM 21 mynkra 8 Ilonmoxkenus o ®PepepanbHOil ciiy)kOe MO TEXHUYECKOMY U
AKCIIOPTHOMY KOHTPOJIIO, yTBepKaeHHOoro Yka3zom IIpesumenta Poccuiickoit denepanmm ot 16 aBrycra
2004 r. N 1085 (Cobpanne 3akoHomarenbctBa Poccuiickoit denepanuu, 2004, N 34, cr. 3541; 2006, N 49,
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ct. 5192; 2008, N 43, ct. 4921; N 47, ct. 5431; 2012, N 7, ct. 818; 2013, N 26, ct. 3314; N 52, ct. 7137;
2014, N 36, ct. 4833; N 44, ct. 6041; N 4, ct. 641; 2016, N 1, ct. 211; 2017, N 48, ct. 7198; 2018, N 20,
cT. 2818), a TakKe WHBIC MCTOYHUKH, COICPIKAIIUEC CBEACHUS 00 YSI3BHMOCTSIX M yrpo3ax 0e30MacHOCTH
uH(pOpMaIIH.

[Tpu onpenenennn yrpo3 6e30macHOCTH MHPOPMALIUU YUUTHIBAIOTCS CTPYKTYpPHO-(DYHKIIMOHAIbHbBIE
XapaKTePUCTUKH aBTOMATU3UPOBAHHON CUCTEMBI YITPABJICHHSI, BKIFOYAIOIINE HATMINE YPOBHEH (CErMeHTOB)
aBTOMATU3MPOBAHHOM CHUCTEMBbl YIIpaBIIEHUS, COCTaB AaBTOMATU3WPOBAHHOW CHUCTEMbI YIIpaBlICHUS,
¢busnyeckue, Jorudeckue, (PyHKIMOHAIbHBIE W TEXHOJOTMYECKUE B3aUMOCBS3M B aBTOMATU3MPOBAHHOMN
CHCTEeME yIPaBJICHHMS, B3aUMOJICHCTBHE C MHBIMH aBTOMAaTH3UPOBAaHHBIMU (MH(POPMAIIMOHHBIMHU) CHCTEMaMHU
u MHGOPMAIIMOHHO-TEIIEKOMMYHUKAIITHOHHBIMU CeTSIMH, PEKUMBI (bYHKIMOHUPOBAHUS
aBTOMATU3UPOBAHHOM CHCTEMBI YINpaBJICHUS, a TaKKe WHbIE OCOOCHHOCTH €€ TIOCTPOCHHsS U
(YHKITMOHHPOBAHUS.

[To pesynbraTam ompeneneHuss yrpo3 ©0€30macHOCTH WH(POPMAIIMM MOTYT pa3padaThIBaThCs
PEKOMEHIAIUU 110 KOPPEKTHPOBKE CTPYKTYPHO-(DYHKIIMOHATBHBIX XapPAKTEPUCTHUK aBTOMATH3UPOBAHHOU
CHCTEMBI YIIPABJICHHUSI, HAITPABJICHHBIC Ha OJIOKUPOBaHUE (HEHTpaNINU3aIlnI0) OTACIBHBIX YTPO3 0E30MaCHOCTH
uHpOpMaLIIH.

Mopnens yrpo3 Oe3omnacHocTH HWHGMOPMAIUHM JIOJKHA CONEPKaTh ONMMCAHHE aBTOMATH3HPOBAHHOMN
CHCTEMBI yIpaBJICHUS U YyIrpo3 6e30macHOCTH HH(pOpMAIIUU TS KaXKIOTO M3 YPOBHEH aBTOMATH3MPOBAHHON
CHCTEMbI yIpaBIICHKsI, BKJIIOYAIONICC OMMCAHHWE BO3MOXKHOCTEH Hapymmrened (Moaeiab HapyIIMTENs),
BO3MOXKHBIX YSI3BUMOCTEH aBTOMAaTH3UPOBAHHOW CHCTEMBI YIIPABICHHS, CIOCOO0B (ClIeHApHEB) peain3aiun
yrpo3 0e30mnacHOCTH HH(OpPMAIMK U TMOCIEACTBUI OT HAapyIICHHUs] CBOMCTB 0€30MacHOCTH WHGMOpMALNH
(mocTymHOCTH, IIEIOCTHOCTH, KOH(PHUICHIMAIBHOCTH) U INTATHOTO pPEXUMA  (DYHKIIMOHUPOBAHHUSI
aBTOMAaTU3UPOBAHHOW CUCTEMBI YIIPABICHUS* .

st onpeneneHust yrpo3 0e30macHOCTH MHQPOpPMAIUU U pa3padOTKH MOJAETU Yrpo3 0e30MacHOCTH
uHpopMalu npuMenstorcs Meroguueckue qokymeHTsl @CTIK Poceun*.

13.4. TpeboBaHUs K CUCTEME 3aLIUThl ABTOMAaTU3UPOBAHHOW CHCTEMBbI YIPABJICHHUS ONPEEISIOTCS B
3aBHCHMOCTH OT KJIacCa 3alUIIEHHOCTH aBTOMaTU3UPOBAHHON CHCTEMBbI YIPABICHHS U yTpo3 0€30MacHOCTH
uHbOpMaIHH, BKIIOYEHHBIX B MOZIEIb YTPO3 0€30MacHOCTH HH(OPMAIIH.

TpeGoBanust Kk cucremMe 3alIUThl ABTOMATH3MPOBAHHOW CHCTEMbI YIPABICHHS BKIIOYAIOTCS B
TEXHUYECKOE 3aJlaHue Ha co3JaHue (MOJECPHHM3AIMI0) aBTOMAaTU3UPOBAHHOW CHUCTEMbI YIpPaBICHHUS M (MJIH)
TEXHUYECKOe  3ajaHue  (YacTHOE  TEXHHYECKOE 3aJaHue) Ha  CO3JaHUE  CHUCTEMBI  3alllUThI
aBTOMAaTU3WPOBAHHOW CHCTEMBI yIpaBiieHHs, pa3padareiBaembie ¢ yuyetoM [OCT 34.602, 'OCT P 51583,
I'OCT P 51624 u cranmapToB OpraHu3aiyy, KOTOPhIE JOKHBI B TOM YHCIIC COJIEPIKATh:

1EeNb U 33]]a9¥ 00€CTICYCHHS 3aUThl HHPOPMAIIMK B aBTOMATU3UPOBAHHON CHCTEME YITPaBICHUS,

KJIaCC 3alUIIEHHOCTH aBTOMAaTH3UPOBAHHON CHCTEMBbI YIIPABICHHUS;

nepevYeHb HOPMATHUBHBIX MIPABOBBIX aKTOB, JIOKAJIHHBIX MPABOBBIX aKTOB, METOJMYECKHX JOKYMEHTOB,
HAI[MOHAJBHBIX  CTAHAAPTOB W  CTAaHAAPTOB OpraHMW3allMif, KOTOPHIM [IOJDKHA COOTBETCTBOBAThH
aBTOMATHU3UPOBAHHAS CUCTEMa yTIPABJICHNUS,

OOBEKTHI 3aIIUTHl ABTOMATH3UPOBAHHON CHCTEMBI YIIPABICHHS Ha KaX/IOM U3 €€ YPOBHEH;

TpeOOBaHUA K MepaM M CPEACTBAM 3alllUThl UH(OpPMAIMH, IPUMEHSEMbIM B aBTOMAaTU3UPOBAHHOMN
CUCTEME YIIpaBJICHHUS,

TpeboBaHUd K 3amure UWHGOpPMAUU TPH HUHPOPMAIMOHHOM B3aUMOACHCTBUM C HWHBIMHU
aBTOMATH3MPOBAHHBIMHU (MH(GOPMAIMOHHBIMU) CUCTEMaMH U HH()OPMAIIMOHHO-TEICKOMMYHHUKAIIHOHHBIMH
CeTSIMU,

TpeOOBaHMS K MOCTABISEMBbIM TEXHHUYECKUM CPEICTBAM, MPOrpaMMHOMY OOECIIEUEHHIO, CPEICTBAM
3alUThl HHPOPMAITUH,

(GyHKIIMU 3aKa3yuKa M oreparopa Mo 00eCreueHuIo 3auuThl HHGOpMaAIllMd B aBTOMAaTU3UPOBAHHOM
CUCTEME YINpaBJICHNUS;

craauu (dTamsl paboT) CO3MaHUsI CUCTEMBI 3aIUThI ABTOMATU3UPOBAHHON CUCTEMBI YIIPABICHUSI.

[Ipu onpeneneHnu TpeOOBaHW K CHUCTEME 3alUThl aBTOMATU3WPOBAHHOM CUCTEMBI YIPaBICHUS
YUUTBIBAIOTCS TOJIOKEHHUS MOJIUTUK olOecrieueHus: MHPOpPMallMOHHON 0€30MacHOCTH 3aKa3urKa B Clyyae UX
paspabotkn mo ['OCT P MCO/MDK 27001 "WudbopmanmonHas TexHoimorus. MeToiasl W CpeacTBa
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obecrnieuenus: 6ezonacHocTH. CUCTEMbl MEHEIKMEHTa HH(POpPMAIMOHHOW Oe3omnacHocTu. TpeboBanus'", a
TaK)Ke TMOJIMTUK oOecriedeHns] WH()OPMAIIMOHHOW 0€30MacHOCTH OIreparopa B 4YacTH, HE MPOTHBOpeUallen
MOJTUTHKAM 3aKa34HKa.

Pa3paborka cucTeMbl 3allIUTHI ABTOMATU3HPOBAHHOM CHCTEMbl YIIPABJICHHUS

14. Pa3paboTka CHUCTEMBI 3alIUTHl AaBTOMATH3UPOBAHHOW CHCTEMBI YIIPABICHHUS OPTaHU3YETCS
3aKa34MKOM U OCYIIECTBISICTCS pa3paOdoTYMKOM | (HJIH) OIIEPaTOPOM.

Pa3zpaboTka cHCTEMBI 3alIUTHl ABTOMAaTH3UPOBAHHON CHCTEMBI YINPAaBICHHS OCYLICCTBISETCS B
COOTBETCTBHH C TEXHHUYCCKUM 3aJlaHMEM Ha CO37aHue (MOJCPHU3AIMI0) aBTOMATU3UPOBAHHON CHCTEMBI
yrpaBieHust U (WIK) TEXHUYECKUM 3aJaHreM (YaCTHBIM TEXHHUYCCKHM 3aJlaHHMEeM) Ha CO3JaHHUE CHUCTEMbI
3alIUTHl aBTOMAaTU3UPOBAaHHOW cuctembl ynpasieHus c¢ ydetom ['OCT 34.601 "HudopmanuonHas
TexHoJorusa. KoMIUIeKC cTaHAapTOB Ha aBTOMATH3MPOBAaHHBIE CHUCTEMBI. ABTOMATH3UPOBAHHBIC CHUCTEMBI.
Craauu co3nanus” (manee - TOCT 34.601), TOCT P 51583, 'OCT P 51624 u cranaapTOB OpraHU3aIiu 1 B
TOM YHCJIE BKIIIOYAET:

POEKTHPOBAHHUE CHCTEMBI 3aIIUTHI aBTOMAaTH3UPOBAHHON CUCTEMBI YIIPaBICHNUS,

pa3paboTKy IKCILTyaTallHOHHOW JOKYMEHTAIIMH Ha CHCTEMY 3alllUThl aBTOMaTU3UPOBAHHON CHCTEMBI
yIIpaBJICHUS.

CucremMa 3alMTBI aBTOMATU3UPOBAHHOW CHUCTEMbI YIPABICHUS HE JIOJDKHA MPEMsSTCTBOBATh
IITaTHOMY PEXHUMY (DYHKIIMOHHPOBAHUS aBTOMATH3MPOBAHHOW CHCTEMBI YIPABICHHUS TPH BBITOJTHEHUH €
(GYHKIMI B COOTBETCTBUY C HA3HAYCHUEM aBTOMaTU3UPOBAHHOI CUCTEMBI YIIPaBICHHUS.

[Tpu pa3paboTKe CHUCTEMBI 3alIUTHl ABTOMAaTU3UPOBAHHON CHCTEMBI YIPABICHUS yYUTHIBACTCS €€
UH()OPMALIMOHHOE B3aMMOJICHCTBHE C HHBIMU aBTOMAaTH3HPOBAHHBIMU (MH()OPMAMOHHBIMH) CHCTEMaMH U
UH(POPMAIIOHHO-TEJICKOMMYHHUKAITUOHHBIMHU CETSIMH.

14.1. Ilpu mpoeKTUPOBAHUN CHCTEMBI 3AIMUTH ABTOMAaTU3UPOBAHHON CHCTEMbI YIIPABICHUS

OTIPEICIISIOTCS TUIBI CyOBEKTOB JIOCTyMa (IOTB30BATEIH, POLECCH H WHBIE CYOBEKTHI JOCTyIa) U
OOBCKTOB  JIOCTYIA, SBJISIONIMXCS OOBEKTaMH 3allUTHl  (aBTOMAaTW3UpOBaHHbIC pabounme Mecra,
NPOMBIIUICHHBIE CEPBEPHI, TEIEKOMMYHUKAIIMOHHOE O00OpYIOBaHUE, TPOTPaAMMHUpPYEMbIE JIOTHUECKUE
KOHTPOJLICPHI, UCTIOTHUTENILHBIC YCTPOHCTBA, UHBIC OOBEKTHI JOCTYIIA);

OTPEJICIISIOTCSI METOJIbI YIPABICHUS JOCTYNOM (JIMCKPEIIMOHHBINA, MaH/IATHBIN, POJICBOM MM WHBIC
METO/IbI), THIBI JOCTyna (YTEeHHe, 3aluCh, BBINOJIHCHHE WM HWHBIC THUIBI JOCTYNa) M IpaBuiia
pasrpaHMYeHUs] JOCTyna CyOBEKTOB JOCTyma K o0OBeKTaM JocTyna (Ha OCHOBE CIIMCKOB, METOK
0e30macHOCTH, pOJIEH W WHBIX TPaBWI), TMOMJICKAIIUE peaju3alud B aBTOMAaTU3MPOBAHHON CHCTEME
yIIpaBIICHHUS,

BBIOMPAIOTCSI MEPHI 3alIUTHl HH(POPMAIMHU, NOAJTIEKALINE pealn3aluy B paMKaX CHCTEMbI 3aIUTHI
aBTOMATH3MPOBAHHOW CHCTEMBI yIIPABICHUS;

OTIPEICIISIOTCS  MapaMeTpbl TPOTPAMMHUPOBAHUS ¥ HACTPOWKHM TPOTPaMMHOTO OOecreyeHus,
BKJTIOYasl TIPOrpaMMHOE 00eCIieYeHHEe CPEACTB 3alUThl HH(popMaluy, 00eCIIeYHBaIONINE PEATU3AIMIO MEp
3alMThl UHOOPMALIMU, a TAKXKE YCTpAaHCHHWE BO3MOXKHBIX YSI3BUMOCTEH aBTOMATH3MPOBAHHON CHCTEMBI
yIIpaBJICHUS;

OTIPE/ICIAIOTCS. BHIBI M THUIBI CPEICTB 3alIUThl WHPOpMANW¥, OOCSCIIEUNBAIONINE PEATH3ALUIO
TEXHHYECKHX MEp 3aIUTHl HHPOpMALNH;

OIIPE/ICISICTCS CTPYKTypa CHCTEMBI 3aIlUThl aBTOMATH3HPOBAHHOW CHUCTEMBI YIPABJICHUs, BKIIOUYas
cocraB (KOJMUYECTBO) M MECTa Pa3MEIICHHUS €€ HIICMCHTOB;

OCYIIECTBISIETCS MpPU HEOOXOJUMOCTH BBIOOp CPEIACTB 3aIlUThl HHPOPMAIMU C YUYETOM UX
CTOMMOCTH, COBMECTUMOCTH C MPOTPAMMHBIM OOECIICUCHHEM W TEXHHYECKHMMH CPEICTBaMH, (YHKIIUIA
0€30MacHOCTH JTHUX CPEACTB W OCOOGHHOCTEH WX peanu3alid, a TakKe KiIacca 3allUIIeHHOCTH
aBTOMAaTH3MPOBAHHON CHCTEMBI YIIPaBICHUS,

OIIPEIEISIOTCS. MEphl 3alIUThl MH(QOpMAanuyu MpU WHPOPMALMOHHOM B3aWMOJCHCTBUH C HHBIMH
ABTOMATH3MPOBAHHBIMU (MH(POPMAIIMOHHBIMH) CHCTEMaMH U HUH()OPMAUOHHO-TEIICKOMMYHUKAIIMOHHBIMH
CeTsIMU,

OCYILIECTBIISIETCSI POBEPKa, B TOM YHUCIIE MPH HEOOXOAMMOCTH C HCIIOIB30BAHMEM MAaKEeTOB WIIH
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TECTOBOH 30HBI, KOPPEKTHOCTH (DYHKIIMOHUPOBAHUS aBTOMATU3MPOBAHHOW CHCTEMBI YIIPABIICHUS C
CHCTEMOW 3allUThl U COBMECTHMOCTH BBIOPAHHBIX CPEICTB 3allUThl WHPOPMAIMK C MPOrPAMMHBIM
o0eCIeueHuEeM U TEXHHYCCKUMH CPEICTBAMH aBTOMATU3UPOBAHHOM CUCTEMBI YIIPABIICHHSI.

[Ipy NPOEKTHPOBAHWM CUCTEMBI 3alIUTHl ABTOMATU3UPOBAHHOW CHUCTEMBI YIPABICHHUS OJKHBI
YUUTHIBATHCS 0COOCHHOCTH (PYHKIIMOHMPOBAHUS TPOTPAMMHOTO OOCCIICUYCHUS M TEXHUYECKHX CPEJICTB Ha
Ka)XIOM M3 YPOBHEH aBTOMATU3UPOBAHHOM CUCTEMBI YIIPABJICHUS.

PesynbraTthl NMPOEKTUPOBAHWS CUCTEMBI 3alIUThl ABTOMATU3MPOBAHHON CHCTEMbI YIIPAaBICHUS
OTPaXKAIOTCA B MPOCKTHOM JOKyMEHTAluu (ICKU3HOM (TeXHHYeCKoM) TpoekTe u (mim) B pabouei
JOKYMCHTAIIMM) Ha aBTOMATHU3WPOBAHHYIO CHCTEMY YIPaBIeHHS (CHCTEMY 3alldThl aBTOMATH3HPOBAHHOMN
CHUCTEMBbI ympaBiieHus), paspabarbiBacMbix ¢ yderoM [OCT 34.201 "UudopmanuoHHAs TEXHOJIOTHS.
Komruiekc craHmaproB Ha aBTOMAaTH3UPOBAHHBIC CHCTEMbl. BHIBI, KOMIUIGKTHOCTh M 0003HA4YCHHUE
JOKYMEHTOB TIpHM CO3JaHUU aBTOMaTu3upoBaHHbIX cucreM' (mamee - ['OCT 34.201) u cranmapToB
OpraHU3allHH.

14.2. Pa3paboTka 3KCILTyaTallMOHHOW JOKYMCHTAIMM HAa CHUCTEMY 3alllUThl aBTOMATH3WPOBAHHOU
CHCTEMbI YIIPABICHUS OCYIICCTBIISICTCS TI0 Pe3yJbTraTaM MPOSKTHPOBAHUS B COOTBETCTBHU C TEXHUYCCKUM
3aJjlaHMeM Ha co3ianne (MOJACPHHU3AIINI0) aBTOMATU3UPOBAHHOM CHUCTEMBI YIPABICHHS U (MJIH) TEXHUIECCKUM
3ajaHueM (4acTHBIM TEXHUYECKUM 3aJlaHMeM) Ha CO3JaHHUE CUCTEMbI 3alllUThl ABTOMATH3HPOBAHHOMN
CHCTEMBbI YIIPABJICHUSI.

DKCIUTyaTallMOHHAsT JOKyMCHTAllMs Ha CHUCTEMY 3allldThl aBTOMATH3MPOBAHHOW CHCTEMBI
ynpasienust paspabareiBactcs ¢ yderom ['OCT 34.601, 'OCT 34.201, 'OCT P 51624 u cranmaptoB
OpPTraHM3AINY U JIOJKHA B TOM YHCIIE COIEPIKATh OMMCAHUE!

CTPYKTYPBI CUCTEMBI 3aIIUThI aBTOMAaTH3UPOBAHHON CHCTEMBI YIIPABJICHHUS;

COCTaBa, MECT YCTAHOBKH, MapaMETPOB W TOPSAKA HACTPOWKHU CPEIACTB 3alUThl HH(DOpMAIuy,
MPOrPaMMHOTO 00ECIICUCHUS M TEXHUYECKUX CPEJICTB;

MIPABIJI KCILTyaTaI[MM CUCTEMBI 3all[UThl aBTOMATU3UPOBAHHOW CUCTEMBI YITPABIICHUSI.

BHe):[peHne CHUCTEMBbI 3alIIUTHI aBTOMaTI/I3I/Ip0BaHHOﬁ CUCTEMBI YIIPABJICHUA U BBOJ €€ B HEﬁCTBHe

15. BHeapeHue cuCTeMbl 3alllUTHl ABTOMATU3WPOBAHHOW CHUCTEMBI YIPABICHUS OPraHU3yeTCs
3aKa34MKOM U OCYIIECTBISCTCS Pa3pabOTUYMKOM U (MIJTH) ONIEPATOPOM.

Brenpenue cucTteMbl 3alUThl aBTOMATU3MPOBAHHOW CHUCTEMBI YMPABIEHUS OCYIICCTBISETCS B
COOTBETCTBUU C TPOCKTHOW M JKCIUTyaTAllMOHHOW JOKyMEHTAIlMeld Ha CHUCTeMY 3alluThl MHGOpMaIUU
ABTOMAaTU3WPOBAHHOW CUCTEMBI YIIPABJICHHSI H B TOM YHCJIE BKIIOYACT:

HACTpOMKY  (3aJaHue  TapaMeTpPOB  MPOTPAMMHUPOBAHHUS)  MPOrPAMMHOTO  OOCCIICUCHHMS
aBTOMATU3UPOBAHHOM CUCTEMBI yTIPaBICHUS,

pa3paboTKy JOKYMEHTOB, OINPEACIAIONIMX IMpaBuia W mpoueaypbl (MOJUTHKH), peaau3yeMble
orepaTopoM JUIsi 0OECTICUCeHHUS 3aIUThl HHPOPMAIIUK B aBTOMAaTU3UPOBAHHOW CHCTEME YMPaBICHUS B XOJIe
ee dKcIuTyaranuu (J1ajee - OpraHu3aluOHHO-PACTIOPAIUTEIbHBIC JOKYMEHTHI 110 3aIUTe HHPOPMAIIUHN);

BHEJIPCHHUE OPTraHU3aIMOHHBIX Mep 3allUThl HH()OPMAIIHH;

YCTAaHOBKY M HACTPOWKY CpEACTB 3alIUThl HH(POpPMAllMM B aBTOMAaTH3MPOBAHHOW cHCTEME
YIpaBJICHHUS;

MIpeIBAPUTEIHHBIE UCTIBITAHHUS CUCTEMBI 3allIUThHl aBTOMAaTU3UPOBAHHOW CUCTEMBI YIIPABICHUS,

OTIBITHYIO AKCIUTYaTaI[UI0 CUCTEMBI 3aIIUTHI aBTOMATH3UPOBAHHON CHCTEMBI YIIPABJICHHUS;

aHaJIM3 yA3BUMOCTEH AaBTOMATU3WPOBAHHOW CHUCTEMbl YIpPABICHHS W TMPUHATHE MEp MO0 UuX
YCTpaHEHHUIO,

NPUEMOYHBIC UCTIBITAHUS CHCTEMBI 3aIIUTHl aBTOMATU3UPOBAHHOMN CUCTEMBI yIIPABICHUS.

15.1. Hactpoiika (3agaHue mapaMeTpPOB MPOTPAMMHPOBAHMS) TMPOTPAMMHOIO OOECIeUeHHUs
aBTOMATU3UPOBAHHOW CHCTEMBI YIPABICHHS IOJDKHA OCYIIECTBISATHCS B COOTBETCTBUU C TPOCKTHOW U
AKCIUTyaTallMOHHOW JOKyMEHTalMeld Ha aBTOMAaTU3UPOBAHHYIO CHUCTEMY VYIpPABICHHS W OOECIeYrBaTh
KOH(UTYpAIMIO0 MPOrpaMMHOTO OOECIeueHUs U aBTOMATU3MPOBAHHOM CHCTEMBI B IEJIOM, IMPH KOTOPOM
MUHUMU3UPYIOTCS PUCKH BO3HUKHOBEHHUS YS3BUMOCTEH M BO3MOXKHOCTH PealM3aluu yrpo3 0e30MacHOCTH
uH(pOpMALIIH.
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15.2. Pa3pabarbiBacMble OpraHU3alMOHHO-PACTIOPAIUTENbHBIE JOKYMEHTHI 0 3aiuTe HHhopMaluu
JIOJDKHBI ONPEACTISTh PaBUIa U MPOLeayphl (TIOJUTHKH):

peanu3anuii OTAEIBHBIX MEP 3aIUThl HHPOPMAIMU B aBTOMAaTHU3UPOBAHHOW CHUCTEME YTNPABICHUS B
paMKax ee CUCTEMBbI 3allUThI;

MJIAHUPOBAHUS MEPONPHUATHI O O0O0ECIeYeHUI0 3alluThl HWH(OpMAIMK B aBTOMATU3UPOBAHHOMN
CUCTEME YIIPaBJICHHUS,

obecrieueHus1 JCHCTBHI B HEIITATHBIX (HEMPEABHICHHBIX) CHTYallMsX B XOJC OSKCILUTyaTalllu
aBTOMAaTU3WPOBAHHON CUCTEMBI YIIPABIICHUS;

nH(popMHUpOBaHUs U 00yUEHUs NIEPCOHAIA aBTOMATH3UPOBAHHON CUCTEMBI YIIPABIICHHUS;

aHanu3a yrpo3 0e30MacHOCTH MH(POpPMAIMU B aBTOMATHU3UPOBAHHON CHUCTEME YIPABICHUS U PHCKOB
OT UX peaTu3allvy;

ynpasjicHus (aIMUHACTPUPOBAHUS) CUCTEMOH 3aIUThI HH()OPMAIIUN aBTOMAaTH3UPOBAHHOW CUCTEMBI
yIpaBICHUS,

BBISIBJICHUSI MHIIMJCHTOB (OIHOTO COOBITHS WJIM TPYIIBI COOBITHI), KOTOPBIE MOTYT NPUBECTH K
cOOSIM WJIM HapyIICHHIO (QYHKIIMOHHPOBAHUS aBTOMATH3MPOBAHHOW CHCTEMbl yIpaBicHHs W (WIH) K
BO3HHKHOBEHHIO YTPO3 0€30MacHOCTH HHpOpMaIUK (J1ajee - MHIUICHTHI), U pearupoBaHUs Ha HUX;

yIpaBlieHUs KOHPUTYpaIueil aBTOMaTU3UPOBAHHON CUCTEMBI YIIPABIICHUS U €€ CUCTEMBI 3aIllUTHI,

KOHTpPOJIsl (MOHUTOPHHTA) 332 00ECIICYCHUEM YPOBHS 3alUIICHHOCTH aBTOMATU3UPOBAHHOM CHCTEMBI
yTpaBIICHUS,

3aIU Tl THPOPMAILIMK TIPU BBIBOJIE U3 SKCIUTyaTallud aBTOMATU3UPOBAHHOMN CUCTEMBI yIIPABICHUS.

OpraHu3aioHHO-PacTIOPSIIUTENbHBIE TOKYMEHTHI 110 3alIUTe HH()OpPMAIIUu MOTYT pa3padaThiBaThCs
B BUJIE OT/ICIBHBIX TOKYMEHTOB OIeparopa WM B paMKax oOIIel MOIUTHKU oOecrieueHIs] HHPOPMAaIMOHHON
Oe3omacHocTH B ciydae ee paspaborku mo 'OCT P MCO/MDBK 27001 "HUudopMaiimoHHas TEXHOJIOTHS.
Metoasl u cpenctBa obOecnedeHus Oe3omacHOCTU. CHUCTEMBI MEHEMKMEHTa HMHGOPMalMOHHOM
6e3omacHoctu. TpeboBaHus'".
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15.3. IIpu BHeIpEeHUHU OPraHU3AMOHHBIX MEP 3aIIUTH HHPOPMAIIUU OCYLIECTBISIOTCS:

BBCJICHHUEC OrPaHMYCHUN Ha JCHCTBUS mepcoHana (mojb3oBaTescit (omepaTopckoro mepcoHaa),
aIMHHUCTPATOPOB, 00CCIIEUNBAOIIETO TIEPCOHANA), & TAKIKE Ha YCIOBHUS SKCIUTyaTalllK, H3MEHCHUE COCTaBa
Y KOHQUTYpaIK TEXHUIECKUX CPEJCTB U MPOrPAMMHOT0O 00ECIICUCHHS,

ofpeneieHne aAMMHUCTpaTopa 0e30MacHOCTH MH(POPMALIUY,;

peanmuzanus TpaBWI pa3TPaHUUYCHHUS JOCTYIA, PErIaMEHTHPYIONIUX MpaBa JOCTyNa CYOBEKTOB
J0CTyNa K 00bEKTaM JI0CTYyIIa,

MPOBEpKA MOJHOTHI M JETATBHOCTH OMUCAHUS B OPraHMW3alMOHHO-PACTIOPSAIUTEIbHBIX JOKYMEHTaX
mo 3amure uHPOpMAIMU JEWCTBUI TIEpcOHAla aBTOMATU3MPOBAHHOM CHUCTEMBI YNPABICHUS W
aIMUHHUCTpaTopa 6e30macHOCTH HH(OPMAIIHH, HAITPaBJICHHBIX Ha 00€CTIeUeHNe 3alUThl HHPOpMaITIH;

0TpabOTKa TPAKTUYECKUX JEUCTBUM JOHKHOCTHBIX JIUI[ M MOJAPa3eICHU, 00eCIeUrBaIONIUNX
IKCIUTyaTaIMI0 aBTOMAaTU3UPOBAHHOM CUCTEMBI YIIPABJICHUS U 3aIUTY HHGOPMAIIUH.

15.4. YcraHoBKa M HACTpOWKa CpPEICTB 3aIUThl MH(POpPMAIIUU OCYIIECCTBISACTCS B CIydasx, €Cld
TaKue CPEICTBa HEOOXOMUMBI JIUIsl ONIOKMpOBaHUs (HEHTpanu3anuu) yrpo3 0e30macHOCTH HH(OpMAaIHH,
KOTOpBIC HEBO3MOXKHO HCKIIIOYUTh HACTPOWKOW (3aJlaHUeM IapaMeTpoB) MPOTPaMMHOTO OOECIICUCHUS
ABTOMATH3MPOBAaHHOW CHCTEMbl yIpaBicHus W (MIM) peainu3alueldl OpraHU3allMOHHBIX MeEp 3allUThI
nH(popManuu.

VYcraHoBKa M HAcTpoilka CpeICTB 3allUThl HMHQOpPMAIMM B aBTOMAaTHU3UPOBAHHOW CHUCTEME
YIIPaBJIEHUs JOJHKHA IMPOBOJUTHCS B COOTBETCTBUU C JKCIUIYaTALIMOHHOW JOKYMEHTAalUUEW Ha CUCTEMY
3allMThl ABTOMATU3UPOBAHHOMN CUCTEMBI YIPABICHUS U JOKYMEHTAllMEN Ha CPECTBA 3alUThl HH(POpMAITIH.

[Ipu 5TOM ycTaHOBKa M HAaCTpoOMKa CpEACTB 3allUThl HMH(OpPMAIMU JOJDKHA 00ecrneyuBaTh
KOPPEKTHOCTh (PYHKIIMOHUPOBAHMSI ABTOMAaTU3UPOBAHHOW CHCTEMBbl YIPaBICHUS U COBMECTHUMOCTH
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BBIOPAHHBIX CPEJCTB 3aLIUTHI HH(POPMALUHU C IPOTPAMMHBIM OOECIIEYCHUEM W TEXHHYECKUMH CPEICTBAMU
aBTOMATU3MPOBAHHOM CHCTEMBl YIPABICHUS. YCTAaHOBIEHHBIE W HACTPOCHHBIC CPEACTBA 3AIIUTHI
UHGOPMAIMK HE JOJDKHBI OKa3blBaTh OTPUIATEIHHOTO BIUSHHS Ha INTATHBIA PeXUM (QYHKIIHOHHUPOBAHUS
aBTOMATH3MPOBAHHON CHCTEMBI YIPABICHUS.

15.5. TlpenBapuTenbHbIC UCIIBITAHUS CUCTEMBI 3alIUTHI ABTOMAaTH3HUPOBAHHON CHUCTEMBI yIIPaBICHHUS
npoBogsaTcss ¢ yderom [OCT 34.603 "HMudopmaumonHas TexHoiorus. Buasl ucnbITaHui
aBroMaru3upoBaHHbIX cucteM” (manee - TOCT 34.603) u cTaHIapTOB OpraHU3alMU U BKITIOYAIOT MPOBEPKY
paboTOCTIOCOOHOCTH CHCTEMBI 3aIUTHl aBTOMATU3UPOBAHHOW CHCTEMBI YIPABICHUS, a TaKXkKe MPUHITHE
pEUICHUST O BO3MOXXHOCTH ONBITHOM OSKCIUTyaTalldd CHUCTEMbI 3allUThl aBTOMATU3MPOBAHHON CHCTEMBI
yIpaBJIeHUs.

ITo pe3ynbraTaM mHpeiBapUTENbHBIX WCHBITAHUNA CHCTEMBI 3allUTHl aBTOMATU3UPOBAHHOM CHCTEMBI
yIOpaBlIeHHs] MOTYT pa3palarhlBaThbCsl NPEAJIOKEHUS 110 KOPPEKTHPOBKE MPOEKTHBIX pEIICHHH II0
aBTOMATH3MPOBAHHOW CHCTEME YIpaBlIeHHs U (HJIH) €€ CHCTEME 3allHTHI.

15.6. OmnbITHas DKCIUTyaTaldsi CHCTEMBI 3allUThl aBTOMATU3WPOBAHHON CHUCTEMBI YIIPABIICHUS
npopoautrcsi ¢ ydetom [OCT 34.603 w craHgapTOB OpraHU3alMd M  BKJIIOYAET IPOBEPKY
(YHKIIMOHUPOBAHUS CHCTEMBl 3alUThl AaBTOMATU3MPOBAHHOM CHUCTEMbl YIpABIEHUS, B TOM 4HCIE
pearn30BaHHBIX MEp 3alUThl HH)OpPMAIIKH, a TAKXKE TOTOBHOCTh MIEPCOHANIA aBTOMAaTU3UPOBAHHON CHCTEMBI
yIpaBJIeHHs! K SKCIUTyaTalluy CUCTEMBI 3aIllUThl aBTOMaTU3UPOBAHHOI CUCTEMBI YIIPaBICHHUS.

[To pesynpraTaMm OMBITHOM OKCILTyaTallkd CHUCTEMbI 3allUThl aBTOMATH3UPOBAHHOW CHCTEMBI
yIpaBlIeHUs] MOTYT pa3palarhlBaThCsl NPEMAJIOKEHUS 110 KOPPEKTHPOBKE MPOCKTHBIX PEIICHHH TI0
aBTOMATH3MPOBAHHOW CHCTEME YIpaBlieHHs U (HJIH) €€ CHCTEME 3allHTHI.

15.7. Anamu3 ysA3BHUMOCTEH aBTOMAaTH3MPOBAHHOW CHCTEMBI YINPABICHHUS IMPOBOJUTCA B MEIAX
OLIEHKM BO3MOXKHOCTH TMPEOJOJICHUS HApPYIIUTEIEM CHUCTEMbI 3aIUTHl ABTOMATH3UPOBAHHOW CHUCTEMBI
yIpaBlIeHUs] U HapyleHus 0e30macHOro ()yHKIMOHUPOBAHHS aBTOMATU3MPOBAHHON CHUCTEMBI YIPABICHUS
3a CUET peau3aliy yrpo3 0e30macHoCTH HH(POPMAIIHH.

AHanmu3 ysS3BUMOCTEH aBTOMAaTU3MPOBAHHON CHCTEMBI YIPABICHHS BKIIIOYACT aHAIU3 YSI3BHUMOCTEH
CpE/ICTB 3alIUThl MHPOPMAIIUH, TEXHUIECKUX CPEJICTB M MPOrPAMMHOTO 00eCIIeueHHsI aBTOMAaTU3NPOBAHHOM
CHCTEMBI YIIPaBJICHUSI.

[Mpu aHanmu3e ysA3BUMOCTEH aBTOMAaTU3WPOBAHHON CHUCTEMBI YIPABICHUS MPOBEPSETCS OTCYTCTBHE
YA3BHUMOCTEH Cpe/ICTB 3allUThl MH(OpMALUU, TEXHUUYECKUX CPEJCTB U NMPOrPaMMHOIO 00ECIeYeHNUs, B TOM
quciIe ¢ y4eToM MH(pOpMAIMM, UMEoIeiics y pa3pab0TYMKOB U MOJTYYEHHOH W3 IPYTruX OOILIeTOCTYIHBIX
MCTOYHHKOB, MPaBIJIBHOCTh YCTAaHOBKH M HACTPOMKHU CPEACTB 3aLIUThl HH(POPMAIMK, TEXHUUECKUX CPEIICTB
W TPOrpaMMHOTO OOECIHedYeHus, a TakKe KOPPEKTHOCTh paldOThl CPEACTB 3allUThl HHMOpMAIUH,
TEXHUYECKHUX CPEICTB U MPOTPAMMHOTO OOECIIEYEeHHUSI aBTOMAaTU3UPOBAHHON CHCTEMbI YIPABICHUS MPH HX
B3aUMOJECHCTBHUM.

ITo pemenuto 3aka3uuka JUis TOATBEPXKIEHHS BBISBICHHBIX YSI3BUMOCTEH MOXET NPOBOIUTHCS
TECTHPOBAaHUE aBTOMATH3UPOBAHHON CHCTEMBI yIpaBJICHHUs HAa MPOHUKHOBEHHE. YKAa3aHHOE TECTUPOBAHUE
HPOBOIUTCS, KaK IPaBIJIO, HA MakeTe (B TECTOBOM 30HE) aBTOMaTU3UPOBAHHOM CUCTEMBI YIIPaBICHUSI.

B cnyuae BbIIBICHHS YS3BHMOCTEH B aBTOMAaTH3MPOBAHHOW CHCTEME YIPABJICHUS, MPHUBOIAIINX K
BO3HUKHOBEHHIO JIOTIOJHHUTEIBHBIX Yrpo3 0e30macHOCTH WH(OPMAIMH, MPOBOAWUTCS YTOYHEHHE MOIEIU
yrpo3 0e30macHOCTH WH(POPMALUU U MPH HEOOXOIUMOCTH MPUHUMAIOTCS TOTIOTHUTEIBHBIE MEPhI 3aIUTHI
UH(OPMAINH, HAIPaBJICHHBIC HA YCTPaHEHHE BBIIBICHHBIX YSI3BUMOCTEH WIIM MCKITIOYAOIINE BOSMOKHOCTh
OKCILUTyaTalliy HApPYIIUTENIEM BBISIBICHHBIX YSA3BHMOCTEH.

AHanmu3 ysI3BUMOCTEH aBTOMATH3MPOBAaHHOW CHCTEMBI YIPABICHUS MPOBOIAWTCA IO BBOAA
aBTOMATH3MPOBAHHON CHCTEMBI YIPABICHHUS B MPOMBIIIICHHYIO SKCIUTyaTaIlMI0 Ha dTarax, OMpenesieMbIX
3aKa3YHKOM.

15.8. [lpuemMoYHbIE HWCTBITAHUS CUCTEMBI 3alUTHI ABTOMATU3UPOBAHHOW CHUCTEMBI YIIPABIICHHUS
NPOBOAATCS, KaK MPABIIIO, B paMKaX MPHUEMOYHBIX HCIIBITAHUI aBTOMAaTU3UPOBAHHON CUCTEMBI YIIPABICHUS
B 1esioM ¢ yuetoM ['OCT 34.603 u crannapToB OpraHu3auy.

B Xome mnpueMOYHBIX MCHBITAHUM JOKEH OBITh MPOBEJEH KOMIUIEKC OPraHU3allMOHHBIX U
TEXHHYECKUX MEPOIPUATHI (MCIIBITaHMIi), B pe3yJbTaTe KOTOPHIX IMOATBEPKAAETCS COOTBETCTBHE CHCTEMBI
3alIUThl  ABTOMATH3MPOBAHHOW  CHCTEMBl YIpPABICHUS TEXHUYECKOMY 3aJ@HHIO Ha  CO3JaHue
(MomepHM3aIMI0) aBTOMATH3UPOBAHHON CHUCTEMBI YIIpaBICHUS U (MIM) TEXHUYCCKOMY 3aJaHui0 (4acTHOMY
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TEXHUYECKOMY 3aJlaHMI0) HA CO3JaHME CUCTEMbI 3al[UThl aBTOMATU3MPOBAHHON CHCTEMbI yIpaBiCHHS, a
TaKKe HAcTOAIUM TpeOoBaHUSIM.

B kauecTBe HUCXOAHBIX MAHHBIX TMPU MPUEMOUYHBIX HCTIBITAHUSAX HCIOIB3YIOTCS MOJENIb YTPo3
O0e3omacHocTH WH(OpMaNMK, aKT KiIacCU(PUKAIMU aBTOMAaTH3UPOBAHHOW CHUCTEMBI  YIIPABIICHUS,
TEXHUYECKOE 3aJaHKe Ha co3fanue (MOACPHHU3AIMI0) aBTOMATU3UPOBAHHOW CHCTEMbI YIpPaBICHUS U (WIIH)
TEXHHUYECKOE  3ajaHuMe  (YacTHOE  TEXHHYECKOE  3aJaHHWe) Ha  CO3JaHHE  CHCTEMBI  3alllUThI
aBTOMAaTU3WPOBAHHOW CHCTEMbI YIIPABJICHHs, TPOCKTHASI M JKCIUTyaTallUOHHAs TOKyMEHTAIUsl Ha CHUCTEMY
3aIlUThl aBTOMATU3UPOBAHHON CHCTEMBI YIIPABJICHUS, OPraHU3aI[MIOHHO-PACTIOPSAUTEILHBIC TOKYMEHTBI TI0
3amuTe WHPOpPMAIMU, pPEe3yJbTaThl aHaIM3a YSA3BUMOCTEH aBTOMATH3MPOBAHHOW CHUCTEMBI YIIPABIICHUS,
MaTepuabl MPEeABAPUTEIbHBIX M TMPUEMOYHBIX HWCIBITAHUN CHCTEMbl 3alllUThl ABTOMATHU3MPOBAHHOU
CHCTEMBI YIIpaBIICHUS, a TaKXKe HWHBbIE IOKYMEHTHI, pa3padarbiBacéMble B COOTBETCTBHHM C HACTOSIIIUMHU
TpebGoBaHUSIMHU U TPEOOBAHUSMHU CTAHIAPTOB OPTraHU3AIMU.

[IpuemouHble HCHOBITAHHWA CHUCTEMBl 3alUTHl ABTOMAaTM3UPOBAHHOM CHUCTEMBI  YIpaBICHUS
MPOBOJATCS B COOTBETCTBUM C IIPOrpaMMOM M METOAMKOM NPUEMOYHBIX HCHBbITaHUW. Pe3ynbprarsl
MPUEMOYHBIX HMCTIBITAHUN CHCTEMbI 3aIUThl ABTOMAaTU3UPOBAHHON CHCTEMBI YIIPABICHUS C BBIBOJAOM O €€
COOTBETCTBUU YCTAHOBJICHHBIM TPEOOBAaHUSAM BKJIIOYAIOTCS B aKT MPUEMKHU aBTOMATHU3HPOBAHHON CHCTEMBI
YIPABICHUS B 9KCILTyaTallUIo.

[lo pemenuto 3akazymka MOATBEP)KICHHWE COOTBETCTBHSI CHCTEMbl 3allMThl aBTOMAaTU3MPOBAHHOMN
CHCTEMbI YIPABICHHUS TEXHUYCCKOMY 3aJaHHI0O Ha co3gaHue (MOIEPHM3AIMI0) aBTOMATH3UPOBAHHOM
CHCTEMbI yrpaBiieHUs] ¥ (MJIM) TEXHUYECKOMY 3aJaHUI0 (JaCTHOMY TEXHHUCCKOMY 3aJIaHHMI0) Ha CO3/IaHUC
CUCTEMBI 3aIUTHl aBTOMATU3HUPOBAHHON CHUCTEMBI YIIPABJICHHs, a TAKXKE HACTOAIIUM TpeOOBaHUSM MOXKET
MpPOBOAUTHCS B (¢opMe arTecTallud AaBTOMAaTHM3UPOBAHHOW CHUCTEMBI YIOPABIECHHUS Ha COOTBETCTBHE
TpeboBaHusIM MO 3amure uHPopMmamuu. B 3TOM ciyyae A MpOBENEHHUs aTTECTAlUU MPUMEHSIOTCS
HallMOHAJIbHBIC CTAHAAPTHI, a Takke MeToguueckue JokyMeHTel DCTIK Poccun™*.

BBon B nelicTBre aBTOMAaTH3WPOBAHHOW CHUCTEMBI ympaBlieHUs ocymiecTisiercss ¢ yuerom ['OCT
34.601, craHmapTOB OpraHM3alMUd W TMPH IOJIOKUTEILHOM 3aKioueHUH (BBIBOJE) B aKTe MPUEMKH O
COOTBETCTBHM €€ CHCTEMbI 3alllUThl YCTAHOBJICHHBIM TpeOOBaHHMSM K 3amure uHGopManuu (WM npu
HAJIMYUU aTTECTaTa COOTBETCTBUS).

Oo6ecneyeHue 3a1IUTHI HHPOPMAIUH B X0J1€ IKCIJIyaTAllMH ABTOMATU3UPOBAHHOM CHCTEMbI
ylpaBJieHusl

16. Obecrieuenue 3amuThl WHGOPMAIMHM B XOAE HKCIUTyaTallMM aBTOMAaTU3HPOBAHHON CHCTEMBI
YIpaBJICHUS OCYIIECTBISIETCA ONEpaTOpOM B COOTBETCTBHHM C OSKCIUTyaTallMOHHOW JOKyMEHTaluend Ha
CHCTEMY 3allUThl M OPraHU3ALMOHHO-PACHOPSIUTENbHBIMI JOKYMEHTAMH II0 3aluTe HH(OpManuu u
BKJIIOUAET CIIEAYIOIINE TPOLEAYPhI:

IUTAHUPOBAHUE MEPOTPHUATUH 1O OO0ECHEeYeHHIO 3alIuThl MH(OpMAalWU B ABTOMATH3MPOBAHHOU
CHCTEMe yIpaBIICHHS;

obecrieyeHne IEMCTBHI B HEWITATHBIX (HENPEIBHICHHBIX) CHTYalMsX B XOAE OJKCIUTyaTaluH
aBTOMATU3MPOBAHHOM CUCTEMBI YIIPaBICHUS;

nH(pOopMUpPOBaHUE U 00yUYEHHE ITEPCOHAIa ABTOMATU3UPOBAHHOMN CUCTEMBI YIIPABICHNUS;

NEPUOINYECKUI aHanu3 yrpo3 Oe30macHOCTH HMH(OpPMaluu B aBTOMAaTHU3MPOBAHHOW cHCTEME
YIpaBJIEHUs U PUCKOB OT UX pealiu3aluy,

yrpasieHue (aIMUHUCTPUPOBAHUE) CHCTEMOM 3aIlIUThl ABTOMAaTH3UPOBAHHON CUCTEMBI YIIPABIICHHS;

BBISIBJICHHE WHIUACHTOB B XOJ€ HKCIUIyaTallud aBTOMATU3MPOBAHHOM CHCTEMBI YIIPABICHUS U
pearupoBaHue Ha HUX;

ynpaBjieHHe KOH(UTrypalyei aBToMaTu3upOBAHHON CUCTEMBI YIIPABJICHUS U €€ CUCTEMBI 3alUTHI,

KOHTPOJIb (MOHHTOPHHT) 32 00ECIICYCHHEM YPOBHSI 3alIMIICHHOCTH aBTOMaTU3UPOBAHHON CHCTEMBI
YIpaBJICHHUS.

16.1. B <xonme 1ulaHUpOBaHUS MEPONPUATHII MO OOECHEeYeHHIO 3alluThl WHPOpMAIUU B
aBTOMATU3UPOBAHHOM CUCTEME YIPABICHUSI OCYIIECTBISIOTCS

oTpesiesieHHe JIML, OTBETCTBEHHBIX 32 IJIAHUPOBAHHWE M KOHTPOJIb MEPOINPHUITUN MO 00ECIEUEHHIO
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3alIUThl HTHPOPMAIIUU B aBTOMAaTU3UPOBAHHON CUCTEME YTPABICHUS,

pa3paboTKa, YTBEpXKJACHHE U aKTyaldu3alus IUIaHa MEPOIPUSTHH 1O OOECHNEUYECHUIO 3alllUThI
uH(pOpMaIK B aBTOMAaTU3UPOBAHHOMN CHUCTEME YIIPaBJICHHS,

KOHTPOJIb ~ BBITIOJTHEHUS ~ MEPONpUSTH 10  o0ecrmeyeHuto  3amuThl  HHPOpMAIUU B
aBTOMAaTU3WPOBAHHOW CUCTEME YMPABICHUS, MPETyCMOTPEHHBIX YTBEPKACHHBIM IIJIAHOM.

16.2. B =xome oOecneueHHs JACHCTBMH B HEINTATHBIX (HEMPEIBUACHHBIX) CHTYAIHSIX MPH
AKCIUTyaTalluu aBTOMATH3UPOBAHHON CUCTEMBI YIIPABIICHUS OCYIIECTBISIOTCS !

IJIAHUPOBAHUE MEPONPUITHI MO0 OOECIEUSHHIO 3allUThl WH(OpPMAIMK B aBTOMATU3UPOBAHHOMN
CHCTEME yIpPaBJICHHUS Ha CIy4yail BOSHUKHOBEHHS HEIITATHBIX (HENPEABHUICHHbBIX) CUTYALIHIA;

oOyueHne u oTpabOTKa JEHCTBUU TEepcOHaIa MO OOECHEeUeHUI0 3aluThl WHGOpMAllUd B
AaBTOMATH3MPOBAHHON CHCTEME YIPaBJACHHUS B Cllydyae BO3HHKHOBEHHS HEIITATHBIX (HEIPEIBHICHHBIX)
CUTYyalHi;

CO3/IaHHE AJBTEPHATUBHBIX MECT XpaHEHUS U 00pabOTKM MH(POpPMAIMU Ha CIydail BO3SHUKHOBECHUS
HEINTATHBIX (HETPEABUICHHBIX) CUTYAITUH;

pe3epBUpOBaHUE MPOrPaMMHOTO OOecrieueHus, TEXHUYECKUX CPENICTB, KaHAJIOB Mepeladyn JaHHBIX
AaBTOMATH3MPOBAHHON CHUCTEMbI YIIPABJICHUS HA CIy4Yail BO3HUKHOBCHHS HEIITATHBIX (HENPEIBHICHHBIX)
CUTYyalU;

obecrieueHrue BO3MOXKHOCTH BOCCTAHOBJICHHSI aBTOMAaTU3UPOBAHHOW CUCTEMBI YIIpaBiieHUS U (WIK) ee
KOMITOHEHTOB B CJIy4ace BOBHUKHOBEHUS HEIITATHBIX (HEMPEIBHICHHBIX) CUTYAI[H.

16.3. B xone nHpOpMUpOBaHKS U OOyUYCHHS MTEPCOHANIa aBTOMATU3UPOBAHHON CUCTEMBI yIIPaBICHUS
OCYIIECTBIISFOTCS:

nepruoandeckoe MHPOPMHUPOBAHKE MEepcoHaa 00 yrpo3ax 0e30MmacHOCTH UH(POPMAIIMH, O TTpaBUIIax
OKCIUTyaTallid CHUCTEMBI 3aIIUTHl ABTOMATU3MPOBAHHON CHUCTEMBI YIIPABIECHUS W OTACIBHBIX CPEICTB
3alUThl UHPOpPMAIUHY,

nepuoguveckoe  oOyueHue  IepcoHalia  NpaBWIaM  JIKCIUTyaTalldd  CHUCTEMBI  3alllUThI
ABTOMATU3UPOBAHHOW CHUCTEMBI YIPABICHUS W OTACIBHBIX CPEICTB 3alIMThl HH(DOpPMAIUU, BKIFOYAs
MIPOBEICHNE MPAKTUUYECKUX 3aHATUN C IEPCOHATIOM Ha MAKeTax MM B TECTOBOU 30HE.

16.4. B xome ananm3a yrpo3 Oe3omacHOoCcTH HHGOpMAllMM B aBTOMATU3UPOBAHHON cHCTEME
YIPaBICHUS U BOBMOXKHBIX PUCKOB OT UX peaTu3allii OCYIIEeCTBIISIOTCS:

MEPUOJNYECKUN aHAIN3 YA3BUMOCTEH aBTOMATU3HPOBAHHOW CUCTEMBI YIIPABICHUS, BOZHUKAIOIINX B
XOJIe ee IKCILTyaTaluy,

MEePUOANYECKUN aHAIU3 H3MEHEHHUs Yrpo3 Oe30MacHOCTH HMH(POpMAIMU B aBTOMATU3UPOBAHHOMN
CUCTEME YIIPaBJICHUS, BOSHUKAIOIIUX B XOJI€ €€ IKCILTyaTalluu;

MEepUOJNYECKasi OICHKA TOCIEACTBUH OT peanu3aluud yrpo3 0Oe3omacHoCcTH WHMOpPMAMH B
aBTOMATH3MPOBAHHOM CHCTEME yrpaBiicHHs (aHaIu3 PUCKa).

16.5. B xoze ynpasienus (aIMUHUCTPUPOBAHKSI) CHCTEMOM 3aIIUThl ABTOMATH3UPOBAHHONW CHCTEMBI
yIpaBIEHUS OCYIIECTBIISIOTCS:

OTIpeNeICHUE JIMIl, OTBETCTBEHHBIX 3a YIpaBlicHHUE (aIMUHHCTPUPOBAHKME) CHUCTEMOM 3alllUThI
aBTOMATU3UPOBAHHOM CUCTEMBI yTIpaBICHUS,

yIpaBJICHUE YYETHBIMU 3aMUCSIMH MOJIb30BaTEIeH U MOAEp)KaHUE MPABUII Pa3rpaHUUEHUs TOCTyIa
B AaBTOMATHU3MPOBAHHOMN CUCTEME YIIPABIEHHS B aKTyaJIbHOM COCTOSTHHH;

yIpaBlIeHHE CPEACTBAMH 3alTUThI HHPOPMAIIUU B aBTOMATU3UPOBAHHOMN CUCTEME yTPaBIEHUS, B TOM
quclie  TapaMeTpaMd  HACTPOMKM  TPOTPAaMMHOTO  OOECTeueHHs,  BKJIIOYas  BOCCTAHOBJICHHE
paboToCrnocoOHOCTH CPECTB 3aIIUThI HH(GOPMAIINH, TeHEPAIUI0, CMEHY U BOCCTAHOBJICHUE TapoJiei;

yrpaBjieHue OOHOBJICHHUSAMHU IPOTPAMMHOTO OOECIeueHMs, BKIOYas MpOrpaMMHOE olecrieueHue
CPeACTB 3amMThl WHQGOpPMAIMK, C YYETOM OCOOCHHOCTEH (YHKIIMOHUPOBAHUS aBTOMATH3MPOBAHHOMN
CHCTEMBI YIIPaBIICHHS;

[EHTPATN30BAHHOE YIPABICHHE CHCTEMOM 3allUThl aBTOMATH3MPOBAHHOW CHUCTEMBI YIIPABICHUS
(mpu HEOOXOTUMOCTH);

aHaJIN3 3apErUCTPUPOBAHHBIX COOBITUN B aBTOMAaTU3UPOBAHHOW CHCTEME YNPAaBIEHUS, CBI3AHHBIX C
0e30macHOCThIO HHpOpMaIH (1ajaee - COObITHS 0€30MTACHOCTH);

COMPOBOXKICHUE (DYHKIIMOHUPOBAHUS CUCTEMbI 3aIlIUTHl aBTOMAaTU3UPOBAHHOW CHCTEMbI YIIPABICHUS



B XOJI€ €€ OHKCIUTyaTal[id, BKJII0Yash BEJIEHUE HKCIUTyaTAllMOHHOW JIOKyMEHTAaIlMM U OpraHU3allMOHHO-
pacnopsAIUTENbHBIX JOKYMEHTOB I10 3aI[UTe NHHOPMAIIUU.

16.6. Jlns BbISIBICHUS! MHIIUACHTOB U PearupoBaHus HA HUX OCYIIECTBISIOTCS:

OTIpefieJICHNE JIUI], OTBETCTBEHHBIX 32 BBISBICHUE UHIIUJCHTOB U PEaripoOBaHUE Ha HUX;

oOHapy)XeHHE W WIASHTU(PUKAIMSI HMHIIMACHTOB, B TOM YHCJE OTKAa30B B OOCITy)KHBaHWHU, COOEB
(mepe3arpy3ok) B paboTe TEXHUYECKHX CPEICTB, IMPOrPAMMHOTO OOECICUCHHs] M CPEACTB 3allUThI
uHOpMalMK, HApYUICHUN MpaBUJI pa3rpaHUYEHUs JOCTyIa, HEMPAaBOMEPHBIX JEUCTBHM MO cOOpy
UH(pOPMAIUK, BHEAPCHHUS BPEIOHOCHBIX KOMIIBIOTEPHBIX TporpamMMm (BHPYCOB) M HHBIX COOBITHIA,
MPUBOIAIINX K BOSHUKHOBEHUIO UHIIUJICHTOB,;

CBOEBpEeMEHHOE MH(GOPMHUPOBAHHE JIUII, OTBETCTBEHHBIX 32 BBISIBIICHUE WHIIUJICHTOB U pearupoBaHHe
Ha HUX, O BOSHUKHOBEHUHU WHIIUJICHTOB B aBTOMATU3UPOBAHHOMN CHCTEME YIIPABICHUSI IEPCOHAIIOM,

aHaMW3 WHIMACHTOB, B TOM YHCJE OIpeAelieHne WCTOYHUKOB U TPUYUH BO3HUKHOBEHUS
WHIIMJICHTOB, a TAaK)Ke OIICHKA MX MOCIE/ICTBHIA;

IUTAHUPOBAHUE M MPUHATHE MEpP MO YCTPAHEHUIO WHIIMJCHTOB, B TOM YHCJIC MO BOCCTAHOBIEHUIO
aBTOMATU3WPOBAHHOW CHCTEMBI YIpaBICHUS B Ciydyae OTKa3za B OOCIHYy)KMBaHMHM WM TOCie cOOeB,
YCTPaHEHHIO TMOCIEACTBUI HApyLIEHUs NPaBWJI PAa3rpaHUYEHUs J10CTYyNa, HEIPABOMEPHBIX NEUCTBHM IO
cOopy mH(DOpManuu, BHEIPEHUS BPEIOHOCHBIX KOMIBIOTEPHBIX MpOrpamMMm (BHPYCOB) U WHBIX COOBITHH,
MPUBOJSAUINX K BOSHUKHOBEHUIO UHIIUJICHTOB,;

IJIaHUPOBAHKE U IPUHSITHE MEp MO NMPEAOTBPAIICHHIO TOBTOPHOTO BO3HUKHOBEHHS MHIIUIEHTOB.

16.7. B xome ympaBieHUs KOH(UTypalMeld aBTOMAaTU3UPOBAHHON CHUCTEMBI YIPABICHUS U €€
CUCTEMBI 3alLIUThI OCYIIECTBISIFOTCS:

nojiepkaHne KOHPUTYpallud aBTOMAaTU3WPOBAHHOW CHUCTEMbI YIPABICHHSI U €€ CHUCTEMbI 3aIIUTHI
(CTPYKTYpBbI CHCTEMBI 3aIUThl ABTOMAaTH3MPOBAHHOW CHUCTEMBI YIPABIICHHs, COCTaBa, MECT YCTAHOBKHU M
napamMeTpoB HACTPOMKHU CpPEICTB 3alUThl HH(OpPMAIMHM, MPOrPAMMHOIO OOECHEUEeHUS U TEXHMUECKUX
CPEJICTB) B COOTBETCTBHHM C SKCIUTyaTallMOHHOM JOKyMEHTAIlMeld Ha CHCTeMy 3aluThl (MomaepikaHue
0a30BOl KOH(pUTypaIMi aBTOMAaTH3UPOBAHHON CHCTEMBI YIIPABJICHUS M €€ CUCTEMBbI 3allUThI);

ONpe/eNIeHHe JIMI, KOTOPBIM pa3pelieHbl JACUCTBUS 10 BHECEHUI0 M3MEHEHUN B 0a30BYyIO
KOH(UTYpAIMI0 aBTOMAaTU3UPOBAHHOW CUCTEMBI YIIPABJICHHS U €€ CUCTEMBbI 3aIIHTHI,

permaMeHTanuss M KOHTPOJb TEXHUUYECKOTO OOCTY>KMBaHHS, B TOM UHCIE JUCTAHIMOHHOTO
(ymaneHHOTo0), TEXHHYECKHX CPEICTB M MNPOrPaAMMHOIO OO0ECIEUYEeHUS aBTOMATH3UPOBAHHON CHCTEMBI
YIPaBIICHHUS;

yIpaBlieHue U3MEHEHUsMU 0a30BOM KOH(PUTYpaIlMi aBTOMATU3MPOBAHHOW CHUCTEMBI yIpPABICHUSA U
€€ CHCTEMBI 3alIWThl, B TOM YHCJIC OMPECIICHUE TUIOB BO3MOXKHBIX M3MEHEHUI 0a30BOM KOH(UTypaluu
aBTOMAaTH3WPOBAHHOW CHCTEMBl YIIPABICHHS W €€ CHCTEMbl 3allUThl, CAHKIMOHHMPOBAHUE BHECEHUS
M3MEHECHHI B 0a30BYI0 KOH(QUTYPAIIUIO aBTOMATH3UPOBAHHON CUCTEMBI YIIPABICHUS M €€ CUCTEMBI 3aIl[UTHI,
JOKYMEHTHUPOBAHHE JCUCTBUI 1O BHECEHUIO M3MEHEHUH B 0a30BYI0 KOH(PUTYpAIMIO0 aBTOMAaTU3HPOBAHHOM
CHCTEMBI YIIPABIICHUS U €€ CUCTEMBI 3alllUThl, COXpaHEHHE TAaHHBIX 00 U3MEHEHHIX 0a30BOW KOHPUTypaIlluu
aBTOMAaTU3MPOBAHHONW CHCTEMbl YIIPABJICHHUS U €€ CUCTEMBbl 3allUThl, KOHTPOJb JIEUCTBUA IO BHECEHHIO
M3MEHEHHI B 0a30BYI0 KOHPUTYpalli0 aBTOMAaTU3UPOBAHHOW CUCTEMBI YIIPABJICHUSI U €€ CUCTEMBI 3aIlUTHI,

aHaJIM3 TOTEHLUUAJIBHOTO BO3JACUCTBUS IUIAHUPYEMbIX HW3MEHEHHM B 0a30BOM KOH(Urypanuu
aBTOMAaTU3WPOBAHHOW CHCTEMbl YNpPABICHUS M €€ CHCTEMbl 3allUThl Ha obOecrneueHue ee Oe30MacHOCTH,
BO3HUKHOBEHHE  JIONMOJHUTENBHBIX  Yrpo3  Oe3omacHoCcTH uHGoOpManMu U pabOTOCIOCOOHOCTH
aBTOMAaTU3WPOBAHHON CUCTEMBI YIIPABIICHUS;

OlpefielieHHe TNapaMeTpOB HACTPOMKM MPOrPaMMHOIO OOeCreueHus, BKJOYas MPOrpaMMHOE
oOecriedyeHre CpeACTB 3allUThl HH(POpPMAIMU, COCTaBa M KOH(PUIypallMM TEXHUYECKUX CPEICTB U
MIPOrPaMMHOTO OOECIEUeHUs 10 BHECEHUS M3MEHEHHI B 0a30BYI0 KOH(PUIYypallio aBTOMAaTU3MPOBAHHOU
CUCTEMBI YIIPABIICHUS U €€ CUCTEMBI 3allIUTHI,

BHECeHHE MH(pOopMaIuK (TaHHBIX) 00 U3MEHEHUSIX B 0a30BOM KOH(UTYpAIK aBTOMATH3UPOBAHHON
CUCTEMBI YMPABICHUS U €€ CUCTEMBI 3alllUTHl B AKCIUTYyaTAlMOHHYIO JOKYMEHTAILUI0 Ha CHCTEMY 3alUThI
nH(}OpPMAIK aBTOMATU3UPOBAHHOMN CHCTEMBI yIPABICHUS.

16.8. B xome kouTpons (MOHHUTOpPHMHIA) 3a OO0ECIIEYEHHEM YPOBHS  3alUIICHHOCTH
aBTOMAaTU3WPOBAHHOW CUCTEMBI YIIPABJICHUS OCYIIIECCTBIISIOTCS:



KOHTPOJIb 32 COOBITUAMM O€30MaCHOCTH U JEHCTBUSMHU MEPCOHANA B aBTOMAaTH3MPOBAHHON CUCTEME
YIPaBIICHUS;

KOHTpOJIb (aHajaM3) 3alUIIeHHOCTH WH(opMammu, 00pabaThiBaeMOil B aBTOMATH3MPOBAHHON
CUCTEME YIIPaBJICHHS, C YIETOM 0COOCHHOCTEH ee (PyHKIIMOHUPOBAHHUS,

aHanu3 W OIleHKa (YyHKIMOHUPOBAHUS CHCTEMBl 3alllUThl ABTOMATH3UPOBAHHOW CHCTEMBI
yIOpaBleHUs, BKJIIOYAsl BBISBICHUE, aHAU3 U YCTPAHEHHE HEAOCTATKOB B (DYHKIIMOHUPOBAHUHM CUCTEMBI
3aIUThl ABTOMATU3UPOBAHHOMN CHCTEMBI yIIPABICHUS,

JOKYMEHTHPOBAHUE MPOLEAYP U PE3yJIbTaToB KOHTPOJs (MOHHUTOPUHIA) 32 00ECIIEUEHUEM YPOBHS
3alUIIEHHOCTH aBTOMAaTU3UPOBAHHOM CHCTEMBI yIIPaBICHUS;

NPUHATHE PpEIICHUS [0 pe3yJabraTaM KOHTPOias (MOHHUTOpUHIA) 3a OO0ECIeYeHHEM YPOBHS
3alIUIIEHHOCTH aBTOMATU3UPOBAHHON CHCTEMBI YMPaBICHUSI O HEOOXOMUMOCTHU TepecMoTpa TpeOoBaHUH K
3alMTe WHPOpPMAIlMM B aBTOMATH3WPOBAHHOW CHCTEME YIpaBiICHHS W JopaboTke (MOJCpHHU3AIMHU) ee
CHCTEMBI 3aIIIUTHI.

Oobecneyenue 3amMTHI HHGOPMALUM PH BbIBOAE U3 IKCILIYaTAUM ABTOMATU3MPOBAHHON CHCTEMbI
ylpaBJieHUs!

17. OGecneuenue 3amMThl MHPOPMALMK TPH BBIBOAE W3 DKCIUTyaTallMd aBTOMAaTH3UPOBAHHOU
CHCTEMBI yNPaBJICHUS OCYIIECTBISETCS OMEPAaTOPOM B COOTBETCTBUU C IKCILTYyaTAI[MOHHOW JOKyMEHTaluen
HAa CHCTEMY 3alllUThl ABTOMAaTHU3UPOBAHHOW CHCTEMBI YIPABICHHUS U OPraHU3alMOHHO-PACTIOPSAUTEIHHBIMU
JOKYMEHTAaMH 10 3aIuTe MH()OPMAIIMU ¥ B TOM YHCIIE BKITFOUAET:

apXUBUpPOBaHUE HH(OPMAITH, CONEPIKAIICCS B aBTOMAaTU3UPOBAHHOM CHCTEME YITPABIICHUS,

YHUYTOKCHHE (CTUpaHWE) JaHHBIX W OCTAaTOYHONM HH(GOpPMAIMKM C MAIIUHHBIX HOCHUTEICH
uHpOpMaIUK U (MIH) YHUUTOKEHUE MAIIMHHBIX HOCUTENICH HH(DOpMAIIUH.

17.1. ApxuBupoBanue uHGOpPMALIUU, COAEPKAIIEHCS B aBTOMAaTU3UPOBAHHON CHCTEME YIPABIICHUS,
JOJKHO OCYIIECTBIIATHCS MPU HEOOXOAMMOCTH JTabHEHIIIET0 UCTIOIb30BaHUsl HHPOPMAIINH B JESTEIHHOCTH
oreparopa.

17.2. YuuutoxeHue (CTHpaHHWE) NAaHHBIX M OCTATOYHOW HMH(MOPMALUU C MAIIMHHBIX HOCHTEICH
nH(}OpPMAIIMK TPOU3BOAUTCS TPH HEOOXOAUMOCTH TEpeaud MAIIUHHOTO HOCHUTENs MHPOPMAIUU JPYyTOMY
MOJIb30BATEII0 aBTOMATU3UPOBAHHOW CHUCTEMBI YNPABICHUS WU B CTOPOHHHME OPTaHM3AIUU IS PEMOHTA,
TEXHUYECKOTO 00CTY)KUBAaHUS WU TATbHEUIIIETO YHUUTOXKCHHUS.

[Ipu BBIBOZC aBTOMATU3UPOBAHHON CHCTEMBl YMPABICHUS U3 OKCIUTyaTalldd TPOU3BOAUTCS
YHUUYTO)KEHUE MAIIMHHBIX HOCUTENEeH HHPOPMAIINH, COACPKAIINX SHEPTOHE3aBUCUMYIO TIaMSITh.

[11. TpeGoBaHus1 kK MepaM 3alIUTHI HH(POPMALMH B ABTOMAaTU3MPOBAHHOI cucTeMe yIpaBJieHHUs
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18. OpraHu3allMOHHBIE ¥ TEXHHYECKHE MEphl 3allMThl HHPOPMAIIUH, peaTU3yeMblc B
aBTOMATH3MPOBAaHHON CHUCTEME YIPAaBJICHUS B pPaMKaxX €€ CUCTEMbI 3alllUThl, B 3aBUCHMOCTH OT KJacca
3alIMIICHHOCTH, YTrpo3 0e30macHOCTH HH(GOpPMAIMU, HCIOJIB3YeMbIX TEXHOJOTHA |  CTPYKTYpHO-
(YHKIIMOHAIBHBIX XapaKTCPUCTUK aBTOMATH3MPOBAHHOW CHUCTEMbI VIIpaBICHUS W OCOOCHHOCTEH e
(yHKIIMOHMPOBAHMS JTOJHKHBI 00€CIIEYNBATh.

uAeHTUQUKANUIO U ayTeHTUuKaiuio (MAD);

ynpagienue gocrynom (YITI);

orpanuyeHue nmporpammuoii cpeast (OI1C);

3alUTy MAIMHHBIX HOcuTenel uapopmanuu (3HN);

aynut OezomacHoctu (AY]L);
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aHTUBUPYCHYIO 3amuTy (AB3);

npeaoTBpalieHue BropskeHuid (kommbloTepHbix atak) (COB);

obecnieuenue nenoctHoct (OLLJT);

obecneuenue pocrynHoctu (OAT);

3anMTy TeXHUUeckuX cpeacts u cuctem (3TC);

3alUTy HHPOPMAITMOHHOHN (aBTOMAaTU3UPOBAHHOM) cucTeMbl 1 ee kKoMrmoHeHToB (3UC);
pearupoBaHue Ha KoMIbOTepHbIe HHIMACHTHI (THI);

ynpasiieHue konpuryparueii (YKO);

yrpasjieHre 0OHOBIEHUSAMH porpaMmmuoro ooecrnedenus (OI10);

IUTAHUPOBAHUE MEPONIPUATHI 110 obecneucHuo O0e3onacHoctu (ITJTH);

obecrieuenue neiictBuii B HemraTHbix cutyanusax (JJHC);

uHpopmupoBaHue u o0yuenue nepconana (MI10).

CoctaB Mep 3amuThl MHGOPMAIUU W WX 0a30Bbic HAOOPHI IS COOTBETCTBYIOIIMX KIJIACCOB

3aUIIEHHOCTH aBTOMATH3UPOBAHHBIX CHCTEM YIPAaBJICHHS MPUBEACHBI B mpmioxkeHnn N 2 K HaCTOSIUM
TpeboBanusim.

Cogepxxanue Mep M MpaBWIa UX pPEaJU3alMy YCTAHABIMBAIOTCS METOAMYECKHM JOKYMEHTOM,

paszpaboranabiM @CTOK Poccuu B COOTBETCTBUU € MyHKTOM S M MOAMYHKTOM 4 myHkTa 8 [lomoxeHus o
denepanbHON CIYKOE MO TEXHUYECKOMY U SKCIIOPTHOMY KOHTPOJIO, YTBepk)AeHHOrO Yka3oMm IIpe3umenra
Poccuiickoit ®enepanuu ot 16 aBrycta 2004 . N 1085.
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19. Beibop mep 3amuTsel UHGOpPMAIMM AN MX pealu3allid B aBTOMAaTH3MPOBAHHOW CHCTEME
YIpaBJIeHUS B paMKaX €€ CUCTEMbI 3alUThl BKIIIOYAET:

ompeneneHue 0azoBoro Habopa Mep 3amUThl HHGOpMAIMM JJIsi  YCTaHOBJIEHHOIO Kjacca
3alUIIEHHOCTH aBTOMATU3UPOBAHHOM CHUCTEMbI YIPaBICHHUS B COOTBETCTBUHU C 0a30BbIMH HabopamMu Mep
3alUThl THPOPMALIUHY, TPUBEACHHBIMY B npuiioskeHHH N 2 k HacTtosaumM TpeGoBaHusIM;

ajanTanuio 06a3oBoro Habopa Mep 3amMThl UHGOPMAMM NPUMEHHUTENTBHO K KaKIOMY YPOBHIO
aBTOMAaTU3UPOBAHHOM CHCTEMBI YIPaBIEHUS, UHBIM CTPYKTYpPHO-(YHKIIMOHAIBHBIM XapaKTepUCTHUKAM U
0COOCHHOCTSIM ~ (PYHKIIMOHUPOBAHUSI ~aBTOMATH3MPOBAHHOW CHUCTEMBl ympaBieHuss (B TOM YHCIe
IPeAyCMaTPUBAIOIIYIO UCKIIIOYEHHE 13 6a30Boro Habopa Mep 3aIluThl HH(POPMALIUU Mep, HEITOCPEICTBEHHO
CBSI3aHHBIX C TEXHOJIOTMSMM, HE MCIIOJIB3YEMBIMU B aBTOMAaTU3MPOBAHHON CUCTEME YIIPABJICHUS WU €€
YPOBHSIX, WIH CTPYKTYPHO-(YHKIIMOHAJIbHBIMU XapaKTEPUCTUKAMU, HE CBOMCTBEHHBIMU
aBTOMATH3MPOBAHHOW CHCTEME YIPABIICHHS);

YTOYHEHHUE aIalTUPOBAHHOIO 06a30Boro Habopa Mep 3alUThl HHPOPMAIMK C YY€TOM He BHIOpAaHHBIX
paHee Mep 3amMThl MH(pOpMalWH, NpHUBEICHHbIX B mpuiokeHnun N 2 k HacrosumM TpeOGoBaHMAM, B
pesyinprate d4ero ONpeNeNsioTcs Mepbl 3almuThl  HH(pOpManuu, obecreyuBaromme OIOKUPOBAHNE
(HeWTpanm3anuio) Bcex yrpo3 0e30MacHOCTH MH(POPMAIMK Ha KaXJOM M3 YPOBHEH aBTOMaTH3UpPOBAaHHOI
CUCTEMBI YIIPaBICHMS;

JIONIOJIHEHUE YTOYHEHHOIO aJalTHPOBAHHOIO 0a30BOro Habopa Mep 3allUThl HHPOPMALIUKA MEPaMHU,
o0ecreynBalOUIMMK  BBIIIOJTHEHHE TpeOOBaHUIl K 3amure HHGOpMalUM, YCTaHOBJIEHHBIMH HHBIMU
HOpPMAaTHUBHBIMM IPABOBBIMHM aKTaMH, JOKAJbHBIMU MPABOBBIMU aKTaMH, HallMOHAJIBbHBIMH CTaHAAPTaAMHU U
CTaHJapTaMy OpraHU3alMy B 00JIaCTH 3aIIUTHI HH(OpMaLUH.

Jns BbIOOpa Mep 3aluThl HMH(OpPMANUMU A8 COOTBETCTBYIOIIEIO Kjacca 3alllUIIEHHOCTH
aBTOMATU3MPOBAHHOM CUCTEMBI yIIpaBlIeHUsl IpUMeHstoTcs MeToandeckue 1oKkyMeHTel @CTIOK Poccun™*.

20. B aBrOMaTM3MpOBaHHON CHCTEME YIPaBIIEHUS COOTBETCTBYIOIIETO Kiacca 3alUIIEHHOCTH B
paMKax ee CHUCTEMbl 3aIIMThl JOJDKHBI OBITh PEaTu30BaHbl Mephbl 3alIUThl MH(YOpPMalU, BHIOpAaHHBIE B
coorBeTcTBUM ¢ TnyHkTamMu 18 u 19 Hactosmmx TpebGoBanuit u obecrneunBaromye OJIOKHPOBAHUE
(HefiTpanu3anuio) Bcex yrpo3 0€30MacHOCTH MH(POPMAIMKM Ha Ka)XKIOM M3 YpOBHEH aBTOMAaTHU3WPOBAHHOM
CUCTEMBI YIIPaBICHHS.
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BreiOpannbsie  Mepbl  3amMTBl  MHPOPMAIIMKA ~ PACCMATPHUBAIOTCS  JUISS  KaKJIOTO  yPOBHS
aBTOMAaTU3WPOBAHHOW CHUCTEMBI YIPABICHUS OTIEIBHO M MOJUICKAT peau3allli ¢ y4eTOM OCOOCHHOCTEH
(GYHKIIMOHUPOBAHMSI KAXKIOTO U3 YPOBHEH.

[Ipu 3TOM B aBTOMaTU3UPOBAHHOM CHCTEME YIPABICHUS JIOJDKEH OBITh, KAK MUHUMYM, PEaTN30BaH
aJanTUPOBAHHBIA I KaXKJOTO ypOBHA 0a30BbIi HaOOp Mep 3alluThl MHPOPMAIUHU, COOTBETCTBYIOIIUN
YCTAHOBJICHHOMY KJIaCCy 3alUIIEHHOCTH aBTOMAaTU3UPOBAHHOM CUCTEMBI YIIPaBICHHUS.

21. B nensix UCKIIOYCHHsI M30BITOUHOCTH B peaju3alliid Mep 3aiuThl HHOPMAIIMU U B ClIydae, ecliv
MPUHATBIE B aBTOMAaTH3WPOBAHHOW CHCTEME YIPABICHUS MEpPbl 10 OOECMEYEHUIO TPOMBIIIIICHHOM
Oe3omacHocTd W (Wiu) (u3MUeckoil 0e30MacHOCTH JOCTAaTOYHBI Ui OJIOKUPOBaHUS (HEHWTpan3alliu)
OTICNBHBIX yTpo3 0e30MacHOCTH UH(OPMAINH, JOTOTHATEILHBIE MEPhI 3alTUThl HHGOPMAIIUU, BRIOpaHHBIC
B COOTBETCTBHH ¢ myHKTamu 18 u 19 Hactosmmx TpeGoBaHuii, MOTYyT He mpuMeHATbCs. [Ipu 3TOM B X0m€e
pa3pabOTKH CHCTEMBI 3allUThl ABTOMATH3MPOBAHHON CHCTEMBI YIIPABIECHUS JOJDKHO OBITH IPOBEICHO
000OCHOBaHUE JOCTATOYHOCTH TMPUMEHEHHUS Mep IO OOECIEYCHHIO MPOMBIIUIEHHONW 0e30MacHOCTH WU
¢busnyeckoii 6e30MacHOCTH IS OJOKMpoBaHMs (HEWTpaM3alii) COOTBETCTBYIOIIUX YIpo3 0€30MacHOCTH
nH(popManuu.

22. Ilpu OTCYTCTBUHM BO3MOXXHOCTH pEANM3AIMK OTACIHHBIX MEp 3aIIUThl MHPOPMALUKA HAa KaKOM-
a100 M3 ypOBHEH aBTOMATU3MPOBAHHON CHCTEMBI YIPaBJICHUS W (MJIM) HEBO3MOXKHOCTH MX TPUMECHEHUS K
OTAENBHBIM O0OBEKTaM W CyObEKTaM JOCTyIa, B TOM YHCJIC BCIEACTBHE WX HETaTHBHOTO BIUSHHS Ha
MITaTHBIA PEXUM (YHKIIMOHHUPOBAHUS aBTOMATU3MPOBAHHOW CHCTEMBI YIIPABIICHUS, HA dTAlax ajanTaluu
0a3zoBoro Habopa Mep 3amUThl MHPOPMALMU WM YTOUYHEHHUs aJalTUPOBAHHOIO 0a30BOro Habopa Mep
3anMThl MHGOpMAIMK pa3pabaThiBalOTCs WHBbIC (KOMIICHCHUPYIOIIUE) MEphl, 00CCICUMBAIONINE aICKBAaTHOE
OnoxupoBanue (HeHTpanu3aiuio) yrpo3 0Oe30macHOCTH HH(pOpMAIMM H  HEOOXOAMMBIH  YPOBEHb
3aIUIIEHHOCTH aBTOMATH3UPOBAHHON CHCTEMBI YIIPABIICHHSI.

B kauecTBe KOMIEHCUPYIOUIUX MEp, B MEPBYIO O4YEpE/ib, PACCMATPUBAIOTCS MEPHI MO 00ECIECUCHUIO
OpOMBINUICHHOW ©  (Win) (u3nveckoid 0e30MacHOCTH ABTOMATH3MPOBAHHOW CHUCTEMbI  YIIPaBJICHHS,
MOJIJIEP>KUBAIOIINE HEOOXOAUMBIN YPOBEHB 3aIUIIICHHOCTH aBTOMATU3UPOBAHHOMN CHCTEMBI yIIPaBICHUS.

B »ToM cnmydae B xoie pa3pabOTKM CHUCTEMBI 3alllUThl aBTOMATHU3WPOBAHHOW CHCTEMBI YIIPABICHUS
JOHKHO OBITh TPOBENECHO OOOCHOBAaHWE MPUMEHEHUS KOMIICHCUPYIOUIUX MEp, a MpHU MPUEMOYHBIX
UCIIBITAaHUSAX OIEHEHA JOCTAaTOYHOCTh M aJICKBAaTHOCTh JAHHBIX KOMIICHCUPYIOIIMX Mep ISl OJOKUPOBAHUS
(HeriTpanmu3anuu) yrpo3 0€30MacHOCTH MH(POPMAIIUH.

23. BeiOpaHHbIE W peanu30BaHHBIC B aBTOMATU3MPOBAHHON CHCTEME YIPABICHHUS B paMKax ee
CHCTEMBI 3aIIUTHI MEPhI 3aIIUTHI HH()OPMAIIUHU, KAK MUHUMYM, JIOJKHBI 00€CTIeUnBaTh!

B AaBTOMAaTM3MPOBAHHBIX CHCTEMax ympaeleHHs 1 Kiacca 3allMIIEHHOCTH - HEUTpaIH3aIHio
(6;mokupoBanue) yrpo3 0e30macHOCTH MH(OpMAIMU, CBSI3aHHBIX C JCWCTBUSAMH HAPYIIUTENS C BBICOKHUM
MOTEHIUAJIOM,

B AaBTOMAaTM3MPOBAHHBIX CHCTEMax YIpaBlieHUs 2 Kilacca 3allMIIEHHOCTH - HEeUTpaau3aliuio
(6;mokupoBaHue) yrpo3 6€301MacHOCTH HH(POPMAIUH, CBI3aHHBIX C JICHCTBUSIMHU HAPYIIUTENS C IOTCHIIMAIOM
HE HIDKE CPEIHETO;

B aBTOMAaTH3MPOBAHHBIX CHCTEMaxX YIpaBleHUS 3 KiIacca 3allUIICHHOCTH - HEUTpaTH3aIuio
(6;mokupoBanue) yrpo3 0e30MacHOCTH WH(OPMAIMH, CBS3aHHBIX C JICHCTBHAMHU HAPYIIMTENS C HHU3KUM
MOTEHITUAJIOM.

[loTennuan HapylmIuTeNlss ONpPENEIseTCS B XOJIE OLIEHKH €ro BO3MOXHOCTEM U MOTHBAIUH,
MMPOBOJIMMOM TIPH aHAJIM3e Yrpo3 0€30macHOCTH WH(POPMAIIMK B COOTBETCTBUU € MyHKTOM 13.3 HaCTOSIINX
TpeGoBaHuiA.

OneparopoM MOXKET OBITh MPUHITO pEIICHHE O MPUMEHEHWH B aBTOMATH3UPOBAHHON CHCTEME
YIOPABICHUS COOTBETCTBYIOIIETO Kjacca 3alllMIICHHOCTH MEp 3aluThl MHQPOpMAIH, 00eCIeUNBAIONINX
3alUTy OT Yyrpo3 0e30macHOCTH WHGOPMALUM, peaTu3yeMblX HapymuTenaeM ¢ 0ojiee  BBICOKUM
MTOTECHIINAJIOM.
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24. TexHu4yecKkrue Mephbl 3alUThl MHPOPMALKUU PEATU3YyIOTCS MOCPEICTBOM NPUMEHEHUS CPEACTB
3alUThl HHPOPMAIIUHU, B TOM YHCJIE MPOrPaMMHBIX (IIPOrpaMMHO-aNMapaTHbIX) CPEICTB, B KOTOPHIX OHU
peann30BaHbl, MMEIOIUX HeoOXoauMble (YHKIMM Oe30macHOCTH. B KkadecTBe CpeaCTB 3alllUThl
uH(pOpMaLUK B MEPBYIO OYepellb MOMICKAT PACCMOTPEHHIO MEXAaHH3MbI 3alIUTHI (ITApaMETPhl HACTPOIKH)
HITaTHOTO IPOrPaMMHOTO 00eCIIeueHUs] aBTOMAaTU3MPOBAHHONM CUCTEMBI YIIPABIICHUS MPU UX HATUYUH.

B cnyuae ucnonb3oBaHusl B aBTOMaTH3UPOBAHHBIX CHCTEMaX YIPAaBICHUS CEPTHUPHUIIMPOBAHHBIX IO
TpeboBaHUsIM 0€30MaCHOCTH HH(POPMALIUU CPEACTB 3aIUThl HHPOPMAIIMH TPUMEHSIOTCS

B aBTOMAaTHU3HMPOBAaHHBIX CHCTEMax ympasieHus 1 kimacca 3alUIEHHOCTH MPHUMEHSIOTCS CpencTBa
3alMThl HH(GOpPMALMU HEe HUXKe 4 Kiacca, COOTBETCTBYIoLME 4 miu Oojiee BBICOKOMY YPOBHIO JOBEpUs, a
TaKXXe CPEACTBA BHIYMCIMTEIBHOM TEXHUKH HE HIXKE D Kilacca, COOTBETCTBYIoIUE 4 uiau 0ojiee BHICOKOMY
YPOBHIO TOBEPHS;

B aBTOMATU3MPOBAHHBIX CHCTEMax yHpaBieHHs 2 KiIacca 3allUIIEHHOCTH MPUMEHSIOTCS CPEICcTBa
3alMThl HH(GOPMALMU HE HUXKE D Kilacca, COOTBETCTBYIOLIME S WM OoJjiee BBICOKOMY YPOBHIO JOBEpHUs, a
TaKXe CPEACTBA BHIYMCIMTEIBHOM TEXHUKH HE HMXKE D KJjlacca, COOTBETCTBYIOIINE S MM 00jiee BHICOKOMY
YPOBHIO TOBEPHS;

B aBTOMAaTH3MPOBAHHBIX CHCTEMax YHpaBIEeHUS 3 Kiacca 3allUIIEHHOCTH MPHUMEHSIOTCS CPeicTBa
3amuThl HH(GOpPMALMU HEe HUXKe 6 Kiacca, COOTBETCTBYIONME 6 miu Oosiee BBICOKOMY YPOBHIO JOBEpHs, a
TaKXXe CPEACTBA BHIYMCIMTEIBHON TEXHUKH HE HIDKE S Kilacca, COOTBETCTBYIOIMME 6 miu 0ojiee BEICOKOMY
YPOBHIO JOBEPHUS.

Knaccer 3amuTs! ompeensoTesi B COOTBETCTBHH ¢ HOPMATHBHBIME IPABOBBIMU aKTaMH, U3JaHHBIMA
B cootBercTBUM ¢ moamyHkToM 13.1 mynkra 8 Ilonoxenus o denepanbHO Ciy:K0e MO TEXHUYECKOMY U
HKCIIOPTHOMY KOHTpOJIO, yTBep:kaeHHoro Yka3zom IIpesupenra Poccuiickoir denepauuu ot 16 aBrycra
2004 1. N 1085. YpoBHH [0BepHs OIPEAETSAIOTCS B COOTBETCTBUU C TpeOOBaHUSIMH, YTBEP)KICHHBIMHU
npukazom ®CTOK Poccun ot 2 urons 2020 r. N 76 (3apeructpupoBan Munroctom Poccun 11 ceHTSOpst
2020 r., peructpauuonnbiii N 59772).

B cnywyae wucnonb3oBaHHs B aBTOMAaTHU3WPOBAHHBIX CHUCTEMax YIIPABIEHUS CPEACTB 3alUThI
uHbopMaIK, CepTUPHUIMPOBAHHBIX MO TpeOOBaHUAM O€30MacHOCTH WHGOpPMAIMM, YKa3aHHBIE CPEICTBA
JOJDKHBI OBITH CepTU(UIMPOBAHBI HAa COOTBETCTBHE 00s3aTeNbHBIM TpPEeOOBaHUSAM IO OE30MaCHOCTH
MH(pOpMAINK, YCTAHOBJICHHBIM HOPMAaTUBHBIMU IIPABOBBIMU aKTaMH, WM TpeOOBaHMSAM, yKa3aHHBIM B
TEXHUYCCKUX YCIOBUAX (3aaHUSIX 1O OE30MMaCHOCTH).

@OyHKM 06€30MaCHOCTH CPEACTB 3aIUThl MH(OpMAaIWU JIOJDKHBI 00ECIeYMBaTh BBINOIHEHHUE
Hactosiux TpeboBaHUM.
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25. Tlpu wcmonb30BaHWHM B aBTOMATU3MPOBAHHBIX CHCTEMaX YIPABICHHS HOBBIX TEXHOJOTHHA H
BBISIBJICHUU JIOTIOJIHUTENbHBIX Yrpo3 Oe30MacHOCTH HH(OpMAaIMH, A KOTOPBIX HE OMNPEIEICHBl MEpPHI
3alUThl HHPOPMAIUH, TOJKHBI pa3padaThiBaThCs KOMIICHCUPYIOIINE MEPhl B COOTBETCTBUU C MyHKTOM 22
Hactosmx TpeOboBaHUM.

* Paspaborannbie ®CTIOK Poccum B coorBercTBuM ¢ mnoamnyHKToM 4 myHkra 8 IlomoxkeHust o
®denepanbHON CIy>K0€ MO TEXHUYECKOMY U SKCIIOPTHOMY KOHTPOJIO, YTBepk)AeHHOro YkasoMm IIpe3unenra
Poccuiickoit ®enepanmun or 16 asrycra 2004 r. N 1085 (CobOpanme 3akoHojaresibcTBa Poccuiickoi
®enepanuu, 2004, N 34, ct. 3541; 2006, N 49, ct. 5192; 2008, N 43, ct. 4921; N 47, ct. 5431; 2012, N 7,
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ct. 818; 2013, N 26, ct. 3314; N 52. ct. 7137).

** Paspaborannbie ®CTOK Poccuu B coorBerctBumM ¢ mnoanyHktoM 4 myHkra 8 [lonoxkenust o
®denepanbHON CIy>K0€ MO TEXHUYECKOMY U SKCIIOPTHOMY KOHTPOJIO, YTBepk)AeHHOro YkasoMm IIpe3unenra
Poccuiickoit ®enepanuu ot 16 aBrycra 2004 r. N 1085.

[punoxenune N 1

K TpeOoBanusM K 00ecrie4eHUIO 3AUTHI
HHGopMalUi B ABTOMATH3HPOBAHHBIX CHCTEMAaX
yIpaBJieHUs] IPOU3BOIACTBEHHBIMH U
TEXHOJIOTHYeCKUMH MPOLEeCcCAMU HA KPUTHYECKH
BAKHBIX 00bEKTAX, MIOTEHUMAJBHO OMACHBIX
00beKTAaX, a TaKkKe 00beKTaX, NPeACTABJISIOIIUX
NMOBBIIEHHYI0 ONIACHOCTD JJISl }KU3HH

U 3/10POBbS JIIOACH U ISl OKPYKAKOLIEH
NPUPOAHOI cpeabl

Onpenesienne Kjiacca 3allMIEHHOCTH ABTOMATH3MPOBAHHOM CHCTEMbI YIIPaBJIeHUSA

1. Kitacc 3amiuIieHHOCTH aBTOMaTH3UPOBAaHHOW crcTeMbl yrpasienus (nepsbiii kiacc (K1), Bropoi
kinacc (K2), tpermii ximace (K3)) ompenensiercss B 3aBUCMMOCTH OT YPOBHS 3HAYMMOCTH (KPUTHYHOCTH)
obpabarsiBaeMmoi B Helt mHbopmanuu (Y3).

2. YpoBeHb 3HaunMocTH (KpuTHdHOCTH) MH(popMarmu (Y3) ompeaensercs CTENeHbI0 BO3MOXKHOTO
ymepba OT HapylleHHs €€ IeJIOCTHOCTH (HEempaBOMEpHBIC YHHYTOXKEHHE WIH MOAUDHUIIMPOBAHKE),
JAOCTYIHOCTH (HEpaBOMEpHOE OJOKUPOBaHKME) WM KOH(PHICHIIMAIBHOCTH (HEMpPaBOMEPHBIC JIOCTYII,
KOIMPOBAHKE, MPEIOCTABICHUE HWIIM PAacCIpOCTPAHEHKE), B PE3y/bTaTe KOTOPOTO BO3MOKHO HapyIICHHUE
HITATHOTO pEXUMa (YHKIIMOHHPOBAHUS aABTOMATH3MPOBAHHOW CHCTEMBI YIPABICHHS WM HE3aKOHHOE
BMEIIIATEIbCTBO B MPOIECCHI (PYHKIIMOHUPOBAHKSI aBTOMATH3UPOBAHHOM CUCTEMBI YITPABIICHHUS.

VY3 = [(emocTHOCTD, CTemeHb ymepba) (I0CTymHOCTh, CTemeHb yiuepoda) (KoHGbHIAEHINAIbHOCTS,
cTerneHb yiepoa)],

IJIe CTENEeHb BO3MOXHOTO yiepba Ompeaensercs 3aKa3uukOM WM OMEePaTOPOM IKCIEPTHBIM WU
AHBIM METOAOM U MOXKET OBIThH:

BBICOKOH, €ClIi B pe3yibTare HapyIICHHWs OJHOTO M3 CBONCTB 0e€30macHOCTH WHOOPMAINH
(Ie7I0CTHOCTH, JOCTYHMHOCTH, KOH(MUIACHIIMAILHOCTH), TOBJICKIIEr0 HapyIIeHHWEe IITaTHOTO peXuma
(YHKIIMOHWPOBAHUS ~ aBTOMATH3WPOBAHHOW  CHCTEMBl  YIIPaBICHHS, BO3MOXKHO  BO3HHUKHOBEHHE
Ype3BbIYAMHON CHUTyallMu (elepaabHOr0 WM MEKPETHOHAIBHOTO XapakTepa* WM MHBIC CYIICCTBEHHBIC
HEraTuBHBIE ITOCIIEACTBUS B COLMAILHON, IMOJIMTHYECKON, DKOHOMUYECKOH, BOCHHON WM MHBIX 00JacTAX
JIeATEIILHOCTH,

CpemHed, eciaum B pe3ylbraTe HapyIIeHHWs OJHOTO W3 CBOMCTB 0€30MacHOCTH WHOOpPMAIHH
(IeTOCTHOCTH, JOCTYHMHOCTH, KOH(MUIACHIIMAILHOCTH), TOBJCKIIEr0 HapyIIeHHWE INTAaTHOTO peXuMa
(YHKITMOHWPOBAHUS ~ aBTOMATH3WPOBAHHOW  CHCTEMBl  YIIPaBICHHS, BO3MOXKHO  BO3HHUKHOBEHHE
YpE3BbIYAMHONW CUTYallMM PETrHOHAIBHOTO WM MEXKMYHHUIMIIAJIBHOTO XapaKTepa® WIM WHbIE YMEpPEHHbIC
HEraTUBHBIE IIOCIIENCTBUS B COLMAIBLHON, IMOJIMTHYECKON, YIKOHOMUYECKOM, BOCHHON WM MHBIX 00JacTAX
JIeATEIILHOCTH,

HU3KOM, €CJIM B pe3yJlbrare HapYIIeHWs] OJAHOTO W3 CBOMCTB 0O€30MacHOCTH WH(POPMAINN
(1e7I0CTHOCTH, JOCTYHMHOCTH, KOH(MUIACHIMAILHOCTH), TOBJEKIIEr0 HapyIIeHHE IINTaTHOIO pEeXuma
(GYyHKIIMOHMPOBAHKWS  aBTOMATH3UPOBAHHOM  CHCTEMBI  YIPABICHHs, BO3MOXHO  BO3HMKHOBEHHE
Ype3BBIYAMHON  CHUTyallM MYHHUIMIIAILHOTO  (JIOKaabHOr0)*  XapakTepa WM BO3MOXKHBI — HHBIC
HE3HAUUTENIbHBIC HEraTUBHBIC MOCICACTBUS B COIMAIBLHOM, MOIUTHYECKON, DKOHOMUYECKOM, BOCHHOM WJIN
HMHBIX 001aCTIX AEATEIbHOCTH.

B cnyuae, ecau nns undopmanuu, o6padaTbiBaeMoil B aBTOMaTU3UPOBAHHON CUCTEME YIIPaBICHHUS,
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He TpeOyeTcst oOecredyeHHe OJHOTO W3 CBOMCTB  Oe30macHOCTH uHGoOpManuud (B 9aCTHOCTH
KOH(UICHIIMAILHOCTH) YPOBEHb 3HAYMMOCTH (KPUTHYHOCTH) OIPEICIATCS Ui JBYX IPYTUX CBOWCTB
0e3onacHoctu nHGOpMaIyu (IIeIT0CTHOCTH, TOCTYITHOCTH). B 3TOM citydae:

V3 = [(uenocTHOCTD, cTeneHb yiepoa) (10CTymHOCTb, CTeNneHb yiepoa) (KOHPHIECHIIMATbHOCTh, HE
npuMeHsieTcs)].

WNudopmarusi, obpabarsiBacMas B aBTOMATH3UPOBAHHOW CHCTEME YIIPABJICHUS, WMEET BBICOKHIA
ypoBeHb 3HaunMMocTH (kputuuHoctd) (V3 1), ecnu x0T Obl i1 OJHOTO M3 CBOWMCTB OE30MaCHOCTH
uHpopmMaruu (IeJT0CTHOCTH, JOCTYIMHOCTH, KOH(PHICHIIMATLHOCTH) ONpeAeIcHa BRICOKAs CTENCHD yIepoa.
Wudopmarusi, oopabaTsiBacMass B aBTOMAaTH3MPOBAHHON CHUCTEME YIpaBICHHs, UMEET CPEIHUI YpPOBEHb
3HaYUMOCTH (KpuTUaHOCTH) (V3 2), eciiu XOTs OBl JJI1 OJJHOTO W3 CBOWMCTB 0€30MacHOCTH HH(OpMaIuu
(11eTOCTHOCTH, JOCTYIHOCTH, KOH(HMICHIIMAIBHOCTH) OIMpeac/icHa CPEIHSS CTENCHb yiuepba M HET HH
OJIHOTO CBOWCTBA, JIsi KOTOPOTO OIpe/esieHa BBICOKas CTerneHb yiepba. Mudopmarius, odpabarsiBacMas B
aBTOMATU3UPOBAHHOW CUCTEME YIpaBJICHUs, UMEET HU3KUH ypoBeHb 3HauuMmocTu (kputudynoctu) (V3 3),
€CJIM JIJISl BCEX CBOMCTB Oe3omacHOoCTH MHQOpMaIuu (I[eT0OCTHOCTH, JOCTYIMHOCTH, KOH(DUICHIIUAILHOCTH)
OIpe/ie/iCHbl HU3KHE CTEIICHU yIepoa.

[Ipu 06paboTke B aBTOMaTH3MPOBAHHOW CHCTEME YIpaBJIEHHUS JIByX M Oojee BHUIIOB MH(POPMAINHU
(u3mepuTenbHas HHGOpPMAIUs, HHPOPMAIIMS O COCTOSHHH TPOIIECcCa) YPOBEHb 3HAYUMOCTH (KPUTHYHOCTH)
unpopmaruu  (Y3) ompenensercs OTASIBHO Ui KaKAOro Buaa WHopMaiuu. VITOroBblii ypoBEeHb
3HAYUMOCTH (KPUTUYHOCTH) YCTAHABIUBACTCS MO HAMBBICIINM 3HAYCHHSM CTEIICHH BO3MOXHOTO yIepoa,
OIPEICIICHHBIM IS I[EIOCTHOCTH, TOCTYITHOCTH, KOH(PHICHIIMATHHOCTH KaXI0T0 BU1a HH()OPMAIIHH.

3. Kiacc 3aiuIIeHHOCTH aBTOMATU3MPOBAHHON CHUCTEMbI YIpABJICHUS ONpeAeseTcs B
COOTBETCTBUHU C TAOIHUIIEH!

YpoBeHb 3HAUUMOCTH (KPUTHYHOCTH) Kiace 3amunieHHOCTH aBTOMaTu3upOBaHHOMN
uHpopMauu CUCTEMBI YIIPaBJICHHUS
V31 K1
vV32 K2
v¥33 K3

* YcraHaBnMBaeTCs B COOTBETCTBUU ¢ mocTtaHoBineHueM [IpaBurensctBa Poccuiickoit @enepaiuu oT
21 mas 2007 . N 304 "O xnaccudukanuy 4Ype3BHIYAMHBIX CUTyallMi MPUPOJHOTO M TEXHOT€HHOTO
xapaktepa" (CoOpanue 3akoHozarenbcTBa Poccuiickoit ®enepanuu, 2007, N 22, cr. 2640; 2011, N 21,
ct. 2971).
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Kk TpeGoBaHusiM K 00ecrie4eHUI0 3AUTHI
uHGopMaIU¥ B ABTOMATH3HPOBAHHBIX CHCTEMAaX
ylpaBJieHHs] IPOU3BOACTBEHHbIMH U
TEeXHOJIOTHYeCKUMHU MPOUECCAMI HA KPUTHYECKHU
Ba’KHBIX 00bEKTaX, NOTEHIIHAJIbLHO ONACHBIX
00beKTAaX, a TaK:Ke 00beKTaX, MPeACTABJISIONIAX
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NOBBILIECHHYI0 ONIACHOCTD ISl KU3HHU
U 310POBb JIIOEH U VI OKPYKAKOLIeil
NPUPOAHOI cpeabl

CocrTas
Mep 3aIUThHl HH(POPMAIIUH U UX 0A30BbIe HAGOPHI /I COOTBETCTBYIOIIETr0 KJIacca 3alMIIEHHOCTH
aBTOMATH3MPOBAHHOI CHCTEMBI YIIPaBJIeHUsI

C u3MeHeHHuSIMH U JONOJITHEHUSIMU OT.

9 aBrycra 2018 .
YcnoBHoe Meps! 3aminThl HHGOPMAIIMK B aBTOMaTU3UPOBAHHBIX Kiacchr
o0o03HaueHne CUCTEMaX yIPaBIICHUS 3aIUILEHHOCTH
U HOMEp aBTOMaTU3MPOBAHHOMN
Mepbl CUCTEMBI YIIPABJICHHUS
3 2 1
|. Unentuduxanus u ayreHTudpukanus (MAD)

NAD.0 Pa3paboTka nonuTuku uAeHTU(PUKAIIMY U ayTeHTU(UKALTUT
NAD.1 WnenTudukanus u ayTeHTU(UKAIFS TOIh30BaTeNei U

WHULUHAPYEMBIX UMHU [IPOLIECCOB
NAD.2 Nnentudukamnms u ayreHTUPUKALIS YCTPONUCTB + + +
NAD.3 VYrpasienue uaeHTU(HUKATOpaMU + + +
NAD .4 VYipasieHue cpeacTBaMu ayTeHTU(DUKAITUN + + +
NAD.5 WNnentudukanms u ayreHTU)HUKAINS BHEITHUX + + +

I10JIb30BaTEIIEN
NAD.6 JIByCTOpOHHSIs1 ayTeHTU(DUKALINS
NAD.7 3amura ayTeHTH(OUKAITMOHHON HHGOPMAIIUY TIPH Tepeade + + +
[I. YnpaBaenue gocrynom (YIIJI)
YIIA.0 Pa3paboTka monMUTUKH yHpaBiIeHUs JOCTYIIOM + +
VIIA.1 VIpaBiieHHE YYETHBIMU 3alIUCSAMH I10JIb30BaTEIEH + +
YIIA.2 Peanuzanus nommtuk ynpasieHus 10CTyna + +
VIII.3 JloBepeHHas 3arpys3ka + +
YIIJ1.4 Pasnenenue nonuoMouwnit (poseit) monb3oBaresei + +
YIIA.5 HasnaueHne MUHIMaIbHO HEOOXOIMMBIX MIPaB U MPUBHIICTUI + +
VIIJ.6 OrpaHnueHue HEyCIIENIHbIX MOMBITOK I0CTYIA B + +
UH()OPMAIIMOHHYO (ABTOMATH3MPOBAHHY) CHCTEMY
VITI.7 IIpenynpexxaeHue noap30Baress MpU €ro JOCTyIe K
UH(OPMAIIMOHHBIM pecypcam
YIIA.8 OrnogelieHre NOab30BaTENs MPU YCIEITHOM BXO/IE +
MPEIbIIYIIEM I0CTyIe K MHPOPMAIMOHHON

(aBTOMaTH3MPOBAHHOM) CUCTEME
YII.9 OrpanuyeHue yucia napajuieIbHbIX CEAaHCOB JOCTYyNa
YIIA.10 biiokupoBanue ceanca 10CTyna MoJIb30BaTeIs IIPU + +




HCAKTHBHOCTH

YII4.11 VYrpasnenue 1eHCTBUAMH MOJIb30BATENEH 10 UACHTUPUKAIIUN + + +
U ayTeHTU(UKaALUU
YIIA.12 VYnpasnenue arpuOyTamu 0€30MaCHOCTH
YII14.13 Peanuszanus 3amunieHHOTO yAaJIeHHOTo 10CTyIIa
VII/.14 Kontpons noctymna u3 BHEMHUX HHGOPMALIMOHHBIX
(aBTOMATH3UPOBAHHBIX) CUCTEM
[11. Orpannyenue nporpammuoii cpensi (OIIC)
OIIC.0 Pa3paboTka MOMUTHKY OTpaHUYEHUS IPOTPAMMHOM Cpebl +
OIlC.1 VYrpasienue 3amyckoM (oOpaiieHHsIMA) KOMITOHEHTOB
MPOrpaMMHOTO 0OecTeueHus
OIIC.2 VrpasiieHue yCTaHOBKOW (MHCTAJUISAIMEN) KOMITOHEHTOB + +
MIPOTPAMMHOTO O00ECIICUEHUS
OIIC.3 VYropasrnenue BpeMeHHbIMU (daiiamMu
V. 3ammuTa MammHHBIX HOcuTe el nHgopmanuu (3HU)
3HU.O Pa3paboTka MOJUTHKY 3alIATHl MAITUHHBIX HOCUTENCH + + +
uH(popMaluu
3HU.1 VY4eT MalMHHBIX HOCUTENEeH nHpOopMaIuu
3HU.2 VYrpapnenue PU3MUECKUM JIOCTYIIOM K MaIlIMHHBIM
HOCUTEJISIM
uH(popMaluu
3HU.3 KonTpose nepeMenienrss MalimHHBIX HOCUTENEHN
nH(dOpMaILINK 32 TMPEENIbl KOHTPOIUPYEMOI 30HbBI
3HU.4 HckimroueHne BO3MOXKHOCTA HECAHKIIMOHUPOBAHHOTO YTEHUS
nH(OpPMALIMK Ha MAITUHHBIX HOCUTEIAX MHGOpMaLUn
3HUN.5 KoHnTposs ucnonbs3oBanus uHTepdheiicoB BBoa (BBIBO/IA) + + +
uH(OpPMAIIMK Ha MAITUHHBIE HOCUTEIH UHPOPMAITUU
3HU.6 KonTposs BBOza (BRIBOA) HHPOPMAIMH HA MAIIIMHHBIC +
HOCHUTENU UHPOpMALIUN
3HU.7 KoHTponb noakItoueHus MAaIlIMHHBIX HOCUTENEH + + +
uH(pOopMaLuu
3HU.8 YauuToxeHue (CTUpaHue) HHPOPMAIIUK HA MAITMHHBIX + + +
HOCHUTEJSIX HH(DOpPMALINH
V. Aynut 6e3onacuoctu (AY/I)
AVY].0 Pa3pabotka nonutuku ayaurta 6€301MacHOCTH + + +
AV.1 WNuBenrapuzaius nHGOPMAIMOHHBIX PECYPCOB + + +
AVY]I.2 AHanu3 ys13BUMOCTEN U UX yCTPAHEHUE + + +
AVY]I.3 I'eHepupoBaHe BPEMEHHBIX METOK U (MJIM) CHHXPOHHU3AITHS + + +
CHUCTEMHOTO BPEMEHHU
AVY]l.4 Peructpanust coopiTui 6€30MaCHOCTH + + +
AVY.5 Kontposnb 1 aHanu3 cereBoro Tpaduka +
AVY]I.6 3amura nHGopMaK 0 COOBITUSIX 0€30MaCHOCTH +
AYN.7 MounuTtopuHr 6€301acHOCTH +




AVY].8 PearupoBanue Ha cOOU MIPU PETUCTPALIMH COOBITUI + + +
0e30macHOCTH
AVY]1.9 Amnanu3s 1eicTBUM MOIb30BaTeNIeH
AVY]I.10 IIpoBeneHre BHYTPEHHUX ayJAUTOB + +
AV/.11 [IpoBeneHne BHEMIHUX AyUTOB
V1. AnTuBupycHas 3ammuta (AB3)
AB3.0 Pa3zpaboTka moNIUTUKYA aHTUBUPYCHOM 3aIIUTHI
AB3.1 Peanusanus aHTUBUPYCHOM 3aLUTHI
AB3.2 AHTHBUpPYCHAs 3aIIATA 3JEKTPOHHOM MTOYTHI U UHBIX CEPBUCOB + +
AB3.3 KoHTposb nCnonp30BaHus apXUBHBIX, UCIIOTHAEMBIX U
3amudpoBaHHBIX (aliIoB
AB3.4 Oo6HoBNeHNE 6a3bl TaHHBIX MPU3HAKOB BPEIOHOCHBIX + + +
KOMITBIOTEPHBIX ITPOrpaMM (BUPYCOB)
AB3.5 Hcnonb3oBanue CpeCcTB aHTUBUPYCHOM 3aIUThI PA3IMYHBIX +
IPOU3BOIUTENEN
VII. IlpenorBpamenue Brop:xkennii (komnbroTepHbix atak) (COB)
COB.O Pa3zpaboTka moinuTUKY NPEeJOTBPAILEHUS BTOPKEHUH + +
(KOMIIBIOTEPHBIX aTaK)
COB.1 OO6Hapy>keHue U IPeIOTBPAILEHNE KOMITBIOTEPHBIX aTak
COB.2 OO6HoBNEeHKE 0a3bl penaroX MPaBuil
VIII. O6ecneuenne nenocruoctu (OLIJT)
OLJI.O0 Pa3zpaboTka noauTuku odecrneyeHus HeI0CTHOCTH
OLJI.1 KoHTpoIb 11€10CTHOCTH MPOTPaMMHOTO 00ECIICUeHUS
OLJL.2 KonTtpons nenoctHocty uHGpopmanuu
OLJL.3 OrpanuyeHnus o BBoLy UHPOpMAIMU B MTHHOPMALIUOHHYIO +
(aBTOMaTH3UPOBAHHYIO) CHCTEMY
onJ1.4 KoHTponb 1aHHBIX, BBOAUMBIX B HHPOPMAITUOHHYIO + +
(aBTOMaTH3UPOBAHHYIO) CHCTEMY
OLJI.5 KonTposnb ommboYHbIX 1eHCTBUH TTOJIB30BATENICH MO BBOY U + +
(nnm) mepenade HHPOPMAITUH U TIPEAYTPEKICHUC
MOJIb30BaTeseil 00 OMIMOOYHBIX TEHCTBUIX
OLJI.6 OO6e3nruuBanue u (WIK) AeuaeHTUGUKAIMS HHPOPMAITUH
I X. O6ecnieuenue nocrymaoctu (OAT)
OJIT.0 PazpaboTka moauTuku oOecTieueHus TOCTYITHOCTH + + +
O[T.1 Hcnonp30BaHNE 0TKa30yCTOMYMBBIX TEXHUUECKUX CPENCTB + +
O/IT.2 Pe3epBupoBaHue CpeACTB U CUCTEM + +
OAT.3 Kontposnb 6e30Tka3HOoro (yHKIMOHUPOBAHUS CPEJICTB U + +
CUCTEM
OAT.4 PesepBHOe konmpoBaHue nHGOPMALIUU
OIT.5 ObecnieueHre BO3MOKHOCTH BOCCTAHOBJICHHUS HH(POpMAITIN
OAT.6 ObecneueHre BO3BMOXKHOCTH BOCCTaHOBJICHHS IPOIPAMMHOI0

oOecreueHus P HCIITAaTHBIX CUTyallAaAX




OAT.7 Kracrepusanus nHPOpMAIIMOHHON (aBTOMATH3UPOBAHHOM)
CHCTEMBI

OAT.8 KoHTposb npenocTaBiseMbIX BBIYUCIUTEIBHBIX PECYPCOB U + +
KaHaJIOB CBSI3H

X. 3amura Texaudeckux cpeacts u cucrem (3TC)

3TC.0 Pa3zpaboTka MONUTUKHY 3alUTHl TEXHUUECKHUX CPEACTB U + +
CUCTEM

3TC.1 3amuTa UHGOPMAIIMU OT YTEUKH M0 TEXHUYECKUM KaHalaM

3TC.2 Opranu3anus KOHTPOJIUPYEMOM 30HBI

3TC.3 VYnpasnenue GpU3NUeCKUM JOCTYIIOM

3TC.4 PasmerieHre ycTpoicTB BbiBoaa (0ToOpaskeHus) HH(OpMAIIHH,

HCKJIIOYAIOUIee €€ HECAaHKIIMOHUPOBAHHBIN IPOCMOTP

3TC.5 3amuTa OT BHEIIHUX BO3ACHUCTBUH + +

3TC.6 MapkupoBaHH€e annapaTHbIX KOMIIOHEHTOB CHCTEMBI
OTHOCHTEJILHO pa3pelieHHON K 00paboTke nHpopMaIiu

X1. 3ammTa nHpopMAIIMOHHOI (ABTOMATH3NPOBAHHOI1) cucTeMbl 1 ee KoMnoHeHToB (3UC)

3UC.0 Pa3paboTka monuTHKH 3a1UThl THPOPMALIMOHHON + +
(aBTOMaTH3HUPOBAHHON) CUCTEMbI U €€ KOMIIOHECHTOB
31C.1 Pasnenenue GpyHKIMH 10 yrnpaBieHUIO (aIMUHUCTPUPOBAHHIO) + +
UH()OPMAIIMOHHO# (aBTOMATH3UPOBAHHOI) CHCTEMOMN ¢ UHBIMU
byHKIUAMU
31C.2 3amura nepuMeTpa HHPOPMAITMOHHOHN (aBTOMAaTU3UPOBAHHOMN) + +
CUCTEMBI
31C.3 Du1eTOHUPOBAHHAS 3alIUTa HH()OPMAITMOHHOM + +

(aBTOMATH3UPOBAHHOMN) CUCTEMBI

31UC.4 CerMeHTHpOBaHNE HHPOPMAITMOHHON (aBTOMATU3UPOBAHHOM) +
CHCTEMBI

3UC.5 Opranuzanus AeMUIUTAPU30BAHHON 30HBI + +

31C.6 VYipaBneHue ceTeBbIMUA TOTOKAMHU

3UC.7 Hcnonp3zoBaHue smynsaTopa cpebl GyHKIHOHUPOBAHUS

nporpaMMHOro obecnedenus ("necounumna’)

31C.8 CoKpbITHE apXUTEKTYPbI U KOHPUTYpaIi HHPOPMAITHOHHON + +
(aBTOMATH3UPOBAHHOM) CHCTEMBI
31C.9 Coznanue reTeporeHHou cpebl
31C.10 Hcnonbs3oBaHue mporpaMMHOTo o0ecreyeHus,
(YHKIIMOHUPYIOIIETO B CPeIaX Pa3InYHbIX OMEPaIMOHHBIX
CHCTEM
31C.11 [MpenoTBparieHue 3aAepKKU UM MPEPHIBAHHS BBITTOTHCHHS

IIpoICCCOB € BEICOKUM IMPHOPUTETOM CO CTOPOHBI ITPOICCCOB C
HHU3KUM IIPUOPUTCTOM

31C.12 W3onsnus nporeccoB (BBIMOIHEHNE TPOTPaMM) B BBIICICHHOMN
o0nacTu namsT

3UC.13 3amnmra HEU3MEHIEMBIX JaHHBIX +

31C.14 Hcnonp3oBanue Henepe3anuchBaeMbIX MAIllIMHHBIX HOCUTEIIEH
uHpOpMaLIUH




31C.15

PCaJ'II/I3aI_II/I$[ QJICKTPOHHOI'O ITOYTOBOIO oOMeHa ¢ BHEIITHUMH
CCTAMU YCPEC3 OIrpaHUICHHOC KOJTMYCCTBO KOHTPOJIUPYEMBIX

TOYEK
31C.16 3amuTa OT crama +
3UC.17 3amura nHGOpPMALIMK OT YTEUEK
3UC.18 biiokupoBka g0CTymna K caiiTaMm WA TUIIAM CaluTOB,
3aMpernieHHbIX K UCTIOIb30BAHUIO
31C.19 3amuTta nHOpMAaLIMK NIPU €€ Mepeaye Mo KaHallaM CBA3U
31C.20 ObecneueHre JOBEPEHHBIX KaHAla, MapIIpyTa
3UC.21 3anpeTr HECAaHKIMOHUPOBAHHOM yIAJICHHOW aKTUBALIMHU
nepudepuitHbBIX YCTPOMCTB
31C.22 VYnpasnenue arpruOyramu 0€30MaCHOCTH IPU B3aUMOJIEHCTBUU
C MHBIMU UH()OPMAIIMOHHBIMY (AaBTOMATH3HPOBAHHBIMH)
cucTeMaMu
31UC.23 KonTtposns ncnonbp3zoBanus MOOUIBEHOTO KO/IA
3UC.24 KonTpons nepenaun peueBoit HHPpoOpMaLuu
31C.25 Kontposnb nepenaun BuaeonHdopmanuu +
31UC.26 [TonTBep:kaeHNE MPOUCXOXKACHHUSI UICTOUHHKA UH(DOpMAITIH
3UC.27 O0ecneuenne NOIJIMHHOCTH CETEBBIX COETUHEHUMN
31C.28 HckiroueHne BO3MOXKHOCTH OTPHUIIAHUS OTIIPaBKU
uH(popMaUU
31UC.29 Hckntouenne BO3MOXKHOCTH OTPULIAHUSA TTOTYYEHHS +
uH(popMauu
31C.30 Hcnonb30Banue yCTpOUCTB TEPMUHAIBHOIO AOCTyIIA
31C.31 3amura OT CKpBITHIX KaHAJIOB Mepeaayu nHpopMaluu +
3UC.32 3ammTa 6€CIIPOBOIHBIX COCTMHECHMI + +
31C.33 HckiroueHue nocryna yepes oo1ine pecypesl +
31C.34 3ammra oT yrpo3 otkasa B oocinyxkuanuu (DOS, DDOS-arak) + +
31UC.35 VipaBiieHre CETEBBIMU COEIUHEHUSIMU +
31C.36 Cosnanue (IMyJISAIKS) JTOKHBIX KOMITOHCHTOB
HHGOPMAIIMOHHBIX (aBTOMAaTH3UPOBAHHBIX) CUCTEM
3UC.37 [TepeBoa nHGOpMaLIMOHHOM (aBTOMAaTU3UPOBAHHO) CHCTEMBI
B 0€30IMacHOE COCTOSTHUE MPH BOSHUKHOBEHUH OTKa30B (COOCB)
31C.38 3amura nHOOPMAIIMH MTPH UCTIOIB30BAHUNA MOOWITBHBIX + +
YCTPOWCTB
31C.39 VYipasienue nepeMenieHueM BUPTyaIbHbIX MAIlIUH + +
(koHTEiHEpOB) U 00pabaThIBAEMbIX HA HUX JAHHBIX
XI1. PearupoBanue Ha koMnbOTepHbie HHIUAeHTHI (MHIL)
MHII.O0 Pa3paboTka MOJUTHKHN pearupoBaHus Ha KOMITbIOTEPHBIE + +
WHITUICHTBI
MHII.1 BrIsiBneHnE KOMIIBIOTEPHBIX HHIIUIAEHTOB
WHIIL.2 HNudopmupoBaHre 0 KOMIBIOTEPHBIX MHITUICHTAX
MHIIL.3 AHaJIN3 KOMIBIOTEPHBIX UHITUICHTOB




HNHIL.4 YcTpaHeHne nMocaeaCTBUIM KOMITBIOTEPHBIX MHIIMICHTOB

HUHII.5 [IpunsaTHE MEP IO IPEAOTBPALEHHUIO IOBTOPHOIO
BO3HUKHOBEHHS] KOMIIBIOTEPHBIX HHIUJECHTOB
MHII.6 XpaHeHue U 3anuTa HHPOpMaIUU O KOMIIBIOTEPHBIX
VHIHJICHTaX

XI111. Ynpasienune konpurypamnueii (Y Kd)

YK®.0 Pa3paboTka NoMUTHKY yripaBiaeHus: KOHPUTyparuei +
UH(POPMAIIMOHHOHN (aBTOMAaTH3MPOBAHHON) CUCTEMBI

YKo®.1 Nnentndukanns o0beKTOB ynpaBieHus: KOHPUrypaiuei

YK®.2 YnpasneHne n3MEHEHUSIMHA +

YK®.3 YcraHoBKa (MHCTAJLISINS) TOJIBKO pa3pelieHHOTO K

HCIIOJIb30BAHMIO TIPOrPAMMHOI0 00eCTIedeHUs

YK®.4 KoHTposp nelicTBuil 0 BHECEHUIO H3MEHEHUI

X1V. Ynpasiienne 06HOBJIEHUAMHU NPorpaMMHOro odecnedenus (OI1O)

OI10.0 Pa3paboTka noMUTHKY yripaBiaeHUus: OOHOBICHUSIMU +
MPOrpaMMHOT0 0OecTeueHus

OIl0.1 [Touck, nomydyenre 0OHOBIEHUM MPOrPaMMHOIO 00eCTIeYeHUS +
OT JJOBEPEHHOTO HCTOUYHUKA

OI10.2 KonTposb nemocTHocTr 0OHOBICHUN TPOTPAMMHOTO +
oOecrieyeHust

OI10.3 TectupoBanue 0OHOBIEHUI TPOrPAMMHOTO 0OECTIeUEHUs +

Ol10.4 YcranoBka OOHOBJICHHI MPOTPAMMHOTO 00EeCIICUeHUS +

XV. [lnanupoBanue MeponpusiTuii no odecneyenuro 6ezonacHocru (IJIH)

[TJIH.O Pa3paboTka mOIUTHKY TUTAHUPOBAHUS MEPOTIPHUATHHI 110 +
o0ecreyeHuIo 3a1uThl HHPOopMaIUU

[IJIH.1 Pa3pabotka, yTBepKI€HHE U aKTyalld3allus MiaHa +
MEPOIPUATUHN IO 00ECTICUEHHUIO 3aIlUTH HHGOpMAIIUU

[TJIH.2 KoHTposb BBINTOTHEHUS MEPOIIPUSATHIN 110 00E€CTICUCHHTIO +
3alUThl HTHPOPMALUU

XVI1. Odecnevyenue aeiicTBuii B HemraTHbix cutyanusax (JIHC)

JIHC.O PazpaboTrka noauTuku oOecrieueHus ACMCTBUM B HEIITATHBIX +
CUTYaLUsX

JIHC.1 Pa3pabotka miaHa AeCTBUI B HEIITATHBIX CUTYaLUIX

JIHC.2 OOyuenue u oTpadOTKa IEWCTBUI NMEPCOHANIa B HEIITATHBIX
CUTYaIUsAX

JTHC.3 Coznanue anbTepHaTUBHBIX MECT XpaHEHUs U 00paboTKH

nH(popMaLMK Ha cy4yail BOBHUKHOBEHMS HEILITaTHBIX

CUTyalHil

JIHC.4 PesepBupoBanue mporpaMMHOro 00ecreyeHus, TeXHUYECKUX

Cp€acCTB, KaHAJIOB CBA3HU HaA CJ'Iy‘-I&fI BO3HHKHOBCHU
HCIIITAaTHBIX CI/ITyaL[I/Iﬁ

JIHC.5 OOecneueHre BO3MOXKHOCTH BOCCTAHOBIICHUS +
UH(POPMAITHOHHOM (aBTOMAaTH3UPOBAHHOW) CUCTEMBI B CITyYae
BO3HUKHOBCHHMSI HEIITATHBIX CUTYaIlHi

JIHC.6 AHaN3 BOBHUKIINX HEIITATHBIX CUTYalluld U IPUHATHE MEP +




10 HEAONIYIICHHIO X IMTOBTOPHOI'O BO3HUKHOBCHUA | | |

XVIl. UudopmupoBanue u odyuenue nepconasa (UI1O)

HI10.0 Pa3pabotka nonutuku HHGOPMUPOBAHUS U OOYUECHHUS + + +
nepcoHana
UIio.1 NudopmupoBanue nepconana o6 yrpozax 6€30nacHOCTH + + +
uH(pOpMaILIUK U O paBUiiaX 0e30MacHoi paboThI
HNI10.2 OO0yuenue nepcoHasa rnpaBuiaamM 0e30MacHON padoThI +
NI10.3 [IpoBeneHne NpakTHYECKUX 3aHATUN C IEPCOHATIOM I10
npaBuiaM 0e30MacHoi paboThl

HI10.4 KonTponbs ocBenomMiaeHHOCTH TTepcoHaia o0 yrpo3ax + + +

6e3omacHOCTH HHGOPMAITMH U O MPaBHIIaX 0E30MMacHON

paboThI

"+" - Mepa 3amuUTH HTHPOPMALIMK BKJIIOYEHA B 0a30BbI HAOOP Mep ISl COOTBETCTBYIOIIETO Kilacca
3aIIUIIEHHOCTH aBTOMAaTU3UPOBAHHON CHUCTEMBI yIIPABICHUS.

Mepsl 3amuthl MHGOpPMALMKM, HE OOO3HAUYCHHBIE 3HAKOM '+, MPUMEHSIOTCS TMpPHU afanTalud U
JIOTIONTHEHUH 6a30BOro Habopa Mep, a TakkKe MpH pa3padoTKe KOMIICHCUPYIOIIMX MEp 3allUThl HH()OpPMAINH
B aBTOMATHU3HPOBAHHOW CHCTEME YIIPABIICHUS COOTBETCTBYIOIIETO Kacca 3allUIIeHHOCTH.



