IIpuka3 ®PegepajibHOM CIY:KOBI 10 TEXHUYECKOMY M IKCIIOPTHOMY KOHTPOJIIO
ot 14 mapra 2014 . N 31
" 00 yrBep:xknenun TpeGoBaHuii k o0ecrneyeHUI0 3a1IMTHI HHPOPMAIUM B aBTOMATH3HPOBAHHBIX
CHCTEMAaX YIIPaBJICHUS IPOU3BOACTBEHHBIMH U TEXHOJIOTHYECKMMHU MPOLECCAMH HA KPUTHYECKH
BAaKHBIX 00bEKTAX, MOTCHUHAJIBHO ONIACHBIX 00BEKTAX, a TAK:Ke 00beKTaX, NPeACTABIAIOLINX
MOBBIIIEHHYI0 ONIACHOCTD /ISl :KU3HH M 3/10POBbS JIK0/ell U /151 OKpY:Kaloleil IPUPOIHOM cpeabl”

C n3MeHeHHsIMH H J0TIOJTHEHUSIMH OT:
23 mapra 2017 .

B coorBerctBun c¢ Ilonoxkennem o denepanbHoil ciyxk0e MO TEXHMYECKOMY M 3KCIOPTHOMY
KOHTPOITIO, yTBepKAeHHbIM Yka3oMm lIpesuaenta Poccuiickoit @enepanuu ot 16 asrycra 2004 r. N 1085
(Cobpanue 3akonomarenabctBa Poccuiickoit denepannu, 2004, N 34, ct. 3541; 2006, N 49, ct. 5192; 2008,
N 43, ct. 4921; N 47, ct. 5431; 2012, N 7, ct. 818; 2013, N 26, ct. 3314; N 52, ct. 7137), npuka3biBaro:

YTBepaute  mpwiaraempie  IpeOoBaHusi K = oOecleyeHHIO0  3aluThl  HWHpOpManuu B
aBTOMATH3WPOBAHHBIX CHCTEMax YIPABJICHUS MPOU3BOJICTBEHHBIMU M TEXHOJIOTMYECKMMHU MPOLIECCAMH Ha
KPUTUYECKH BaXKHBIX OOBEKTax, MOTEHIIMAIBHO OMAcCHBIX OOBEKTaxX, a Takke O00BbEKTaX, MPEACTaBISIOLIUX
MOBBIIIEHHYIO OMACHOCTD ISl KU3HU U 3[10POBbsI JIIOACH U JIJIs1 OKPY’KAIOIIeH MPUPOAHON CPEIbI.

[upexrop
denepanbHON CITYXKOBI IO TEXHHYECKOMY
1 DKCIIOPTHOMY KOHTPOJIIO B. Cenun

3apeructpupoBano B Munrocte PO 30 urons 2014 1.
Perucrpanuonnsiit N 32919

TpeGoBanus
K o0ecre4eHHI0 3aIUThI HHPOPMALMH B ABTOMATH3HPOBAHHBIX CHCTEMaX yNpaBJIeHHUSA
MPOU3BOACTBEHHBIMH M TEXHOJIOTHYECKMMH NPOLECCAMHU HA KPUTHYECKH BasKHBIX 00bEKTAaX,
NMOTEeHIMAJIBHO ONMACHBIX 00BEKTAX, a TAKJKe 00beKTaX, NPEACTABISIOIIMX NOBLIIIEHHYI0 ONNACHOCTH
JJIS 5KU3HU U 310POBbs JIIOAEH U VIS OKPYKAIOLIEH MPUPOAHOM Cpeabl
(yTB. mpuka3zom PenepanabHOi CIY:KOBI M0 TEXHHYECKOMY M IKCIIOPTHOMY KOHTPOJIIO OT 14 mapTa
2014 r. N 31)

C u3MeHeHHuSIMH U JOMOJHEHUSMMU OT.

23 mapra 2017 1.
. O0uIMe moJoKeHns

1. B HacrosmieM TOKyMEHTE YCTaHABIUBAIOTCS TPEOOBaHUS K O0SCIICUYCHHIO 3aIIUTHl WH(GOPMAIIIH,
00paboTKa KOTOPOM OCYILECTBISAETCS aBTOMATU3UPOBAHHBIMY CUCTEMAaMHU YIIPABJICHUS IPOU3BOICTBEHHBIMU
Y TEXHOJOTHYECKHUMH TMPOILIECCAMU HAa KPUTHUECKH BaXKHBIX OOBEKTaxX, MOTEHIIMAJIHHO OMACHBIX 00BEKTaX,
00BbEKTax, MPEJCTABIAIONINX MOBBIIICHHYIO OMACHOCTD JJISl )KU3HH U 3I0POBBS JIIOACH U ISl OKPY>KaroIei
NPUPOIHON cpeabl (majee - aBTOMAaTU3UPOBAHHBIC CHUCTEMBI YIPaBJICHHUS), OT HEMPABOMEPHOIO JOCTYIIA,
YHUYTOXKEHUS, MOAU(PUIIMPOBAHUS, OJOKMPOBAHUS, KOMMPOBAHUS, MPEIOCTABICHHUS, PACIPOCTpAaHEHUS, a
TaK)Ke MHBIX HETIPABOMEPHBIX JICUCTBHI B OTHOIICHUH TaKoW MH(OpMAIHK, B TOM YHUCJIC OT AECTPYKTUBHBIX
WH(POPMAIIMOHHBIX BO3JICUCTBUN (KOMIBIOTEPHBIX aTak), CIEJACTBHEM KOTOPBIX MOXET CTaTh HapyllIeHUE
(YHKITMOHUPOBAHUSI aBTOMAaTU3UPOBAHHON CUCTEMBI YIIPABIICHHUS.
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Hacrosmue TpeOoBaHusi MPUMEHSAIOTCS B CiIy4yae MPUHATHUS BIAJENbIEM aBTOMAaTU3UPOBAHHOMN
CHUCTEMBl yIpaBJCHUS pemeHns o0 oOecredeHny 3amuThl  uHpoOpMauu, o00padoTKa KOTOPOit
OCYUIECTBJISIETCS 3TOM CHCTEMOW U HapylleHHe Oe30MacHOCTH KOTOPOH MOXKET MPUBECTHU K HaPYILICHHUIO
(YHKIIMOHUPOBAHUSI aBTOMAaTU3UPOBAHHON CUCTEMBI YIIPABIICHHUS.

B cnaydae HEoOXoAMMOCTH NpUMEHEHHE KPUNTOTpadUUeCKUX METOJOB 3aIlIUThl WH(OpMAIUA M
mrpoBaibHBIX (KpUITOrpaguUecKuX) CPEACTB 3alUThl HHPOPMAIIMKA OCYIIECTBIAETCS B COOTBETCTBHU C
3akoHO/aresbcTBOM Poccutickoit deneparuu.

2. Hacrosimue TpeGoBaHuMs HanpaBlieHbl Ha oOecriedeHre (PYHKITMOHUPOBAHHUS aBTOMAaTU3UPOBAHHON
CHUCTEMBbl YMPABJICHUS B IITAaTHOM pEXUME, IMPU KOTOPOM OOECHEUYMBACTCA COOJIIOIECHUE MPOEKTHBIX
MpEeACIOB 3HAYCHUN TMapaMeTpPOB BBINMOJTHEHUS I1I€JIEBBIX (DYHKIMH aBTOMATU3WPOBAHHON CHCTEMBbI
YIIpaBJIEHUS B YCJIOBHUSAX BO3JEHCTBHS Yrpo3 0e30macHOCTH MH(OpMaluM, a TakKe Ha CHIKEHHE PHCKOB
HE3aKOHHOTO BMEIIIATEILCTBA B MPOIECChl (PYHKIIMOHUPOBAHUSI aBTOMATU3UPOBAHHBIX CUCTEM yIIPaBJICHUS
KPUTHYECKA BaXXHbIX OOBEKTOB, TOTEHIIMAJIBLHO OINACHBIX OOBEKTOB, OOBEKTOB, TMPEACTABISIOMINX
MOBBIIIICHHYIO OMACHOCTb JIJISl KU3HHM W 3JI0POBBS JIIOACH W A OKPYXKAroUed MPUPOIHON Cpebl, B TOM
YKCIe OMACHBIX TPOM3BOJCTBCHHBIX OOBEKTOB (masiee - ympaBisieMble (KOHTPOJIMPYEMbI€) OOBEKTHI),
0€30MacHOCTh KOTOPHIX 00€CTIEUNBAETCS B COOTBETCTBUU C 3aKOHOJATENbCTBOM Poccuiickoit denepanuu o
0e30MmacHOCTH OOBEKTOB TOIUIMBHO-YHEPIreTHYECKOTO KOMILIEKCA, O TPAHCIOPTHOW O€30MmacHOCTH, 00
WCIIOIb30BAaHUM ATOMHOW DJHEPryuH, O TMPOMBIIUICHHOW ©O€30MacCHOCTH OIACHBIX IMPOU3BOJCTBEHHBIX
00BEKTOB, 0 OE30MACHOCTH THAPOTEXHUYCCKUX COOPYKEHHH M MHBIX 3aKOHOAATEIBHBIX akTOB Poccuiickoi
denepanuu.

3. JlelictBue HacTosAmMX TpeOOBAaHUI pacHpOCTpaHSETC Ha AaBTOMATU3UPOBAHHBIE CHCTEMBI
yrpaBieHusI, 00ECICYMBAIOIINE KOHTPOJIb U YIPABICHUE TEXHOJIOTUYCCKMM U (MJIH) MPOU3BOJCTBEHHBIM
obopynoBaHreM (MCIOJTHUTEILHBIMU YCTPOUCTBAMU) U PEATM30BAHHBIMA HAa HEM TEXHOJIOTHYCCKHUMHU H
(nnM) TPOM3BOACTBCHHBIMU TpOIlecCaMHu (B TOM YHCIIE CHCTEMBI JAMCIETYSPCKOTO YIPABICHUS, CHCTEMBI
coopa (mepemaud) [OAHHBIX, CHUCTEMbI, IOCTPOCHHBIE Ha OCHOBE MPOrPAMMHUPYEMBIX JIOTHYECCKHUX
KOHTPOJUIEPOB, PACIpPEACIICHHBIE CHUCTEMbl YIPaBICHUS, CUCTEMbl YNPABICHUS CTAHKAMU C YHUCIOBBIM
POTPaMMHBIM YITPABJICHUEM).

4. Hacrosmue TpeOoBaHusi mpeaHa3HAYeHbl 7S JIML, YCTAHABIUBAIOIIUX TPEOOBAaHUA K 3aIUTE
UH(pOPMAIK B aBTOMATU3WPOBAHHBIX CHCTEMax YINpaBiCHUs (ajiee - 3aKa3uyuK), JIUI, 00CCICUMBAOIINX
IKCILTyaTallMi0 aBTOMAaTU3UPOBAHHBIX CUCTEM YITpaBJicHUs (anee - oreparop), a TAKKe JIUII, TPUBICKACMbIX
B COOTBETCTBHH C 3aKOHOIATeIbCTBOM Poccmiickoit denmepanmu K MPOBEASHUIO PabOT IO CO3IaHHIO
(TpOEKTHPOBAaHUIO) ABTOMATH3MPOBAHHBIX CHUCTEM ympaBieHuss W (MiaM) MX CHCTeM 3ammThl (nanee -
pa3paboTUHK).

5. Ilpu oOpaboTke B aBTOMaTHU3MPOBAHHOW CHCTEME YIpaBiIeHHUS WH(OpPMALMH, COCTABISIONICH
TOCYIapCTBEHHYIO TaliHy, €€ 3alluTa 00ECIeYnBaeTCs B COOTBETCTBHHU C 3aKOHOMIATEILCTBOM Poccuiickoit
®denepanniv 0 rOCyJJApCTBEHHOW TallHE.

6. 3amuTa WHGOPMAIMM B aBTOMATH3MPOBAHHON CHCTEME YIpaBlIeHUS OOECIICYMBACTCS ITyTEM
BBITIOJTHEHUS 3aKa3UUKOM, OTIEPATOPOM U pa3pabOTIMKOM TPeOOBaHMM K OpPTaHU3alUK 3alTUTH HH)OpMAITUn
B aBTOMAaTH3UPOBAHHOM CHCTEME yIpaBieHUS U TpeOOBaHMM K MepaM 3amuThl HHGOPMAIUU B
ABTOMATU3UPOBAHHOMN CUCTEME yIIPABICHUSI.

Il. TpeGoBanust K OpraHM3anmMu 3alIUTHI HHGOPMALMH B ABTOMATH3MPOBAHHON cCHCTeMe yIIpaBJIeHUs

7. ABTOMaTU3UpOBaHHAsI CHCTEMaA YIIPABICHUS, KaK MPABHUJIO, UMEET MHOTOYPOBHEBYIO CTPYKTYPY:

YPOBEHb OMEPATOPCKOTO (UCIETYSPCKOro) yrpasieHus (BepXHHUN YPOBCHB);

yYPOBEHb aBTOMATUYECKOI0 yIpaBieHus (CpeJHUI YPOBEHB);

ypOBEHb BBO/Ia (BBIBO/IA) JAHHBIX, HCTIOIHUTEIBHBIX YCTPOMCTB (HIKHHM (TTOJIEBOH) YPOBEHB).

ABTOMaTH3UPOBAHHAS CUCTEMa YITPABJICHUS MOXKET BKITIOUATh:

a) Ha YPOBHE OMEPATOPCKOTO (IUCIIETYSPCKOTO) YIIPABICHHS:

oneparopckue  (AMCHETYSPCKUE), HMHKCHEPHBIC  aBTOMATU3UPOBaHHBIE  pabouMe  MecTa,
npomsbiiiuieHHbie cepBepsl (SCADA-cepBepsl) ¢ YCTAHOBICHHBIM Ha HUX OOIIECHCTEMHBIM U IPUKIIAIHBIM
IPOTrpaMMHBIM 00ECIICYCHUEM, TEIICKOMMYHHUKAIIMOHHOE 000pyI0BaHHE (KOMMYTATOPBI, MapIIPyTH3ATOPHI,
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MEKCETEBbIC SKPaHbl, UHOE 000PYIOBaHKE), & TAKKE KaHAJIbI CBSI3H;

0) Ha ypOBHE aBTOMAaTH4ECKOTO YITPABJICHUS:

OpOTrpaMMHUpPyEMbIe JIOTHYSCKUE KOHTPOJUICPHI, MHBIC TEXHHUYECKHE CPEICTBA C YCTAHOBJICHHBIM
IPOTrpaMMHBIM 00ECIICYCHUEM, TTOJTyYaIOIINe JaHHbIC C HU)KHETO (ITOJICBOT0) YPOBHS, MEPEIAIOIINC JaHHbIC
Ha BEPXHUI YpOBEHb I TPHUHITHS PEIICHUS [0 YIPAaBICHUIO O0beKTOM M (WJIH) MOpPOIECCOM U
dbopmupyrole  yrnpaBiasromde — KoMaHabl  (ympaBisionryro  (KOMaHIHYI0) — HH(POPMAIHIO) IS
UCTIOJIHUTEIIBHBIX YCTPOMCTB, a TAKXKE MPOMBIIIICHHAS CEeTh MepeIadn JaHHBIX;

B) Ha ypOBHE BBOjIa (BbIBO/A) JAHHBIX (MCIIOJHUTEIILHBIX YCTPONCTR):

JaTYNKH, UCTIONIHUTEIbHBIC MEXaHU3MbI, HHBIC allapaTHbIC YCTPOMCTBA C YCTAHOBICHHBIMH B HUX
MHUKPOIPOTrpaMMaMK U MallIMHHBIMH KOHTPOJLICPAMH.

KonnuecTBO ypoBHEH aBTOMAaTH3UPOBAHHOW CHUCTEMBI YIPABICHHS M €€ COCTaB Ha KaXKIOM W3
YPOBHEH 3aBUCHUT OT HAa3HAYCHUSI ABTOMATH3UPOBAHHON CHCTEMBI YIIPABICHHS U BBIMOIHACMBIX €I0 IIEIEBBIX
byukimii. Ha kakaoM ypoBHE aBTOMATH3MPOBAHHONW CHCTEMbI YIpaBICHHS 10 (QYHKIMOHAILHBIM,
TEPPUTOPHAIILHBIM MM HHBIM IPU3HAKAM MOTYT BBIACIATHCS JOMOTHUTEIbHBIE CETMEHTHI.

B aBTOMaTH3MpOBAaHHON CHCTEME YIPaBICHUS 0O0bEKTAMH 3aIUThI SBJISFOTCS:

uHopMalus (TaHHbIe) 0 apamerpax (COCTOSHHUM) YNPaBasieMoro (KOHTPOJIUPYEMOTo) 00beKTa MK
nporecca (BxomHas (BbIXOAHAs1) WHGOpMAIMs, yrpapisiomas (koMaHaHas) HH(GOPMAIUA, KOHTPOJILHO-
U3MepUTeIbHas HHPOPMAITHs, HHAas KPUTUYECKH BaxkHas (TEXHOJOTHUYECKas) HHPOPMAIHs);

OPOrPaMMHO-TEXHHYCCKUI KOMIUIEKC, BKJIIOYAIOIIMN TEXHHUYECKHE CpeiacTBa (B TOM 4HCIIE
aBTOMATU3MPOBaHHBIC pab0oYMe MECTa, MPOMBIIIICHHBIC CEPBEPhI, TEIICKOMMYHHKAIIMOHHOE 000pYI0BaHHUE,
KaHaJIbl  CBSI3M, IPOrPAMMHUPYEMbIC JIOTHUECKHE KOHTPOJUICPHI, HCIOJHHUTEIBHBIC YCTPOWCTBA),
nporpaMMHoe oOecriedeHre (B TOM YHUCIE MHUKPOIPOrPaMMHOE, OOIIECHCTEMHOE, MPUKIATHOE), a TaKKe
Cpe/ICTBA 3alUThl HHPOPMAIIUH.

8. 3amuTa uHGOpMAIMK B aBTOMATH3UPOBAHHOW CUCTEME YIPABJICHUS SBISICTCS COCTABHON YacThIO
pabor mo co3maHuio (MOISPHU3AIMM) M OSKCIUTyaTallid aBTOMATU3WPOBAHHOW CHCTEMbI YIIPABICHUS M
obecrieunBacTCs Ha BceX CTaausAX (3Tanax) ee CO3aHus U B XOJE IKCILTyaTalluu.

3amura HHPOPMAIUK B aBTOMAaTU3UPOBAHHON CHCTEME YIPABJICHUS JOCTHIACTCS MyTEM HPUHSITHS B
paMKax CHUCTEMBbI 3aIUThl ABTOMATU3UPOBAHHOW CHCTEMbI YIIPABJICHHUSI COBOKYITHOCTH OPTaHU3allMOHHBIX U
TEXHUYECKAX Mep 3aliuThl HMH(GOPMAIIMU, HAMPABICHHBIX Ha OJOKUpoBaHME (HEUTpaHM3allMI0) yrpo3
OezomacHoCcTH HMH(pOpMaIMK, peanu3aiysi KOTOPHIX MOXET NMPUBECTH K HAPYIICHUIO IITAaTHOTO PEXAMa
(YHKIIMOHUPOBAHUSI ABTOMATU3UPOBAHHON CHUCTEMbI YIPABICHUS M YNPaBIsEMOro (KOHTPOJIUPYEMOTO)
oObekTa W (WIM) Tpolecca, Ha JIOKAIM3AIMI0 U MUHUMHU3AIUIO MOCIEICTBUA OT BO3MOXKHOW peasn3aliuu
yrpo3 Oe3omacHocTH  WHGOpMAlMM, BOCCTAaHOBICHHWE IITATHOTO peXHMa  (PYHKIIMOHUPOBAHUS
aBTOMATU3UPOBAHHOM CUCTEMBI YITPABIICHUS B Cllydae peaau3aliiy yrpo3 0e30macHOCTH HH(pOpMAITHH.

[TpuHUMaeMble OpraHU3alMOHHbBIE U TEXHUYECKHE MEPHI 3aIUThI HH()OPMAIIHH:

JIOJDKHBI 00€CIIeYnBaTh TOCTYITHOCTh 00pabaThiBaeMOM B aBTOMATH3MPOBAHHON CHCTEME YITPABIICHUS
uHpopmairu (MCKITFOYCHHE HEMPABOMEPHOTO OJIOKUpOBaHMS MH(OPMAIUH), €€ IEeTOCTHOCTh (MCKITIOUeHUE
HEMPABOMEPHOTO YHHUTOKEHHS, MOAM(UIMpOBaHUSA WH(OpMAIIMK), a TaKKe, NpU HEOOXOAMMOCTH,
KOH(DUIEHIIMATLHOCTh (MCKJIFOYCHHE HETMPABOMEPHOIO JIOCTyIa, KOMHUPOBAHUS, MPEIOCTABICHUS WU
pacrpocTpaHeHHs HHPOPMAIMH);

JIOJDKHBI COOTHOCHTBCSI C MEpaMH 1O TPOMBIIIICHHON, (PU3MYECKOU, MOKAPHOH, DKOJIOTHYECKOH,
paJMalMOHHON OE€30MacHOCTH, MHBIMH MEpaMH IO OO0CCICYCHHIO Oe30MacHOCTH aBTOMATHU3WPOBAHHOU
CHCTEMBI YIIPABJICHHSI U YIIPABISIEMOT0 (KOHTPOJIMPYEeMOro) oObekTa 1 (HiTh) mporuecca,;

HE JIOJDKHBI OKa3bIBaTh OTPHIIATCIHHOTO BIMSHUS HA INTATHBIA PEXUM (DYHKIHOHUPOBAHHUS
ABTOMATU3MPOBAHHON CUCTEMBbI YIIPABICHHUS.

9. IIpoBenenue paboT 1Mo 3amure WHOOPMALMU B COOTBETCTBHM C HACTOALMMHU TpeOoBaHUSMU B
Xxofe co3maHus (MOJCpHHM3AIMM) M OKCIUTyaTalldd AaBTOMATU3MPOBAHHON CHCTEMbI  YIPAaBJICHUS
OCYILECTBISACTCS 3aKa34MKOM, OIepaTopoM H (W) pa3pabOTYMKOM CaMOCTOSTEIbHO U (WIH) MpH
HEOOXOUMOCTH C TIPUBJICUYCHHEM B COOTBETCTBUM C 3aKOHOAATeNbcTBOM Poccuiickoit ®deneparuu
OpraHu3aiui, HWMCIOIIUX JIMICH3MIO Ha JCATEIBHOCTh MO TEXHUYECKOW 3alluTe KOH(HICHIIMATbHOM
uHpopmanmu B cooTBeTcTBHH ¢ DenepanbabiM 3akoHOM OT 4 mas 2011 r. N 99-®3 "O nunenzupoBaHuu
oTaenbHbIX BHIOB nestenbHOCTH (CoOpanme 3akoHomatenbcTBa Poccuiickoit demeparuu, 2011, N 19,

ct. 2716; N 30, ct. 4590; N 43, ct. 5971; N 48, ct. 6728; 2012, N 26, ct. 3446; N 31, ct. 4322; 2013, N 9,
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ct. 874; N 27, ct. 3477).

10. [ns obGecnedeHust 3amuTbl MHGOPMAllMM B aBTOMAaTU3UPOBAHHOW CHUCTEME YMpPaBICHUS
OIepaTopoM Ha3HAYACTCS CTPYKTypHOE IMOApa3aeieHHe WIA JODKHOCTHOE Juio (pabOTHHK),
OTBETCTBEHHBIC 3a 3aIUTy MH(HOPMAITUH.

11. B aBrOMaTu3MpOBaHHON CHUCTEME YIIPABICHHUS MPUMEHSIOTCS CPEACTBAa 3alIUTHl WH(OpMaInu,
NPOLIEAIINE OLEHKY COOTBETCTBUSI B COOTBETCTBUM C 3aKOHOAATelIbCTBOM Pocculickoit ®epepauuu o
TEXHUYECKOM PETYIUPOBAHUH.

12. Jns oOecrniedyeHuss 3amuThl WMHGOPMAllMd B aBTOMAaTHU3MPOBAHHOW CHCTEME YTMpPaBICHUS
MIPOBOJISITCS CIICAYIOIINE MEPOTIPUSATHUS

dbopMupoBanue TpeOOBaHMIA K 3aIUTe HHPOPMAIIH B aBTOMAaTU3UPOBAHHOMN CHCTEME YIIPABIICHUS;

pa3paboTKa CUCTEMBI 3aIUTH ABTOMATH3UPOBAHHON CUCTEMBI yIIPaBICHUS;

BHEJIPCHHE CUCTEMBI 3alIUThl aBTOMAaTU3UPOBAHHOW CUCTEMBI YIIPABIICHUS U BBOJ €€ B JICHCTBUE,

oOecrieyeHre 3amUThl WHOpPMAMK B XOJA€ OKCIUTyaTalldd aBTOMATH3WPOBAHHOW CHCTEMBI
yIpaBIeHU,

obecrieueHre 3amMThl HHGOOPMAITUK TP BBIBOJE W3 DKCILTyaTallil aBTOMATH3UPOBAHHOW CHUCTEMBI
yIIpaBJICHUS.

(I)opanOBaHne TpeﬁOBaHI/lﬁ K 3a1llUTe I/IH(l)OpMaHI/lI/I B aBTOMaTI/BI/IpOBaHHOﬁ CUCTEME YIIpaBJICHUA

13. dopmupoBaHrne TpeOOBaHW K 3amuTe HWHQOpPMANMK B aBTOMAaTH3UPOBAHHON cHCTEME
YIPAaBIICHUS OCYILIECTBIISACTCS 3aKa3UMKOM.

®opmupoBaHre TpeOOBaHUM K 3amIMTe MHPOPMALMU B aBTOMATHU3MPOBAHHON CHCTEME YIPaBIICHUS
ocymectBiasiercss ¢ yderom [OCT P 51583 "3amwura wunbopmammm. [lopsgok — cozmaHus
aBTOMATU3UPOBAHHBIX CUCTEM B 3allUIeHHOM HcronHeHur. Oomme nojoxenus” (maiee - TOCT P 51583),
I'OCT P 51624 "3ammurta wHbOpMamuu. ABTOMATH3MPOBAHHBIC CHCTEMBI B 3aIUIICHHOM HCIIOJTHCHHH.
Oomue TpedoBanus” (manee - TOCT P 51624) u cranaapTOB OpraHU3aliiy U B TOM YHCJIE€ BKIIIOYAET:

MPUHATHE PEHIeHUS O HEoOXOMWMOCTH 3aluThl WHGOpMAalMd B aBTOMAaTHU3WPOBAHHOW CHUCTEME
yIpaBIeHUs,

KJacCu(UKAIMI0  aBTOMAaTHU3WPOBAHHOW CHUCTEMBI  YIPaBICHHs 1O TPeOOBaHUSAM  3allUTHI
uHpopmarun (1anee - kKiaccuuKaiys aBTOMaTH3UPOBAHHON CHCTEMBI YIIPABICHUSI);

ompezenieHne yrpo3 0Oe3omacHOCTH WHGOpPMAIMK, pealu3amusi KOTOPBIX MOXET TPUBECTH K
HapyUICHUIO IITAaTHOTO peXuMa (PYHKIMOHUPOBAHMUS aABTOMATHU3WPOBAHHOW CHCTEMBI YIPABICHUS, H
pa3paboTKy Ha MX OCHOBE MOJIENIN yrpo3 6e30MmacHOCTH HH(OPMALIUY;

ompezeieHne TpeOOBaHUN K CHUCTEME 3aIllUThl ABTOMATU3UPOBAHHOM CUCTEMBI YIIPABICHHUS.

13.1. Ilpu npuHATHM penieHHs O HEeOOXOJUMOCTH 3allluThl MH(OpPMALUMU B aBTOMAaTHU3UPOBAHHOU
CUCTEME YIIPABJICHHUSI OCYIIECTBIISIOTCS:

aHanu3 LeJeil Co3AaHMsl aBTOMATHU3MPOBAHHOM CHCTEMbl YNpaBICHUS W 3a/ad, PELIaeMbIX 3TOU
ABTOMAaTHU3UPOBAHHOW CUCTEMOW YIpABJIEHUS;

onpezelieHne UHQOpPMAIMKM, HapyIIEHHE IOCTYMHOCTH, LETOCTHOCTH WM KOH(UIECHIUATbHOCTH
KOTOPOM MOXET MPUBECTU K HAPYUICHUIO IITATHOTO peXuMa (PYHKIMOHUPOBAHMSI aBTOMATU3MPOBAHHOM
CHCTEMbl ymIpaBieHUs (ONpelesicHHe KPUTUYECKH Ba)KHOW WHQOpMAIMK), W OICHKA BO3MOXKHBIX
MOCJIE/ICTBUNA TaKOTO HAPYILICHHUS;

aHaJIM3 HOPMAaTUBHBIX MPAaBOBBIX AKTOB, JIOKAJIbHBIX MPAaBOBHIX aKTOB, METOAMYECKUX JOKYMEHTOB,
HallMOHAJIbHBIX ~ CTAHAAPTOB W  CTAHJApPTOB OpraHu3aluii, KOTOPhIM JOJKHA COOTBETCTBOBATH
aBTOMAaTU3MPOBAHHAS CUCTEMA yIPaBIICHUS,

MPUHATHE PEIIECHUs O HEOOXOAMMOCTU CO3JIaHUsl CHUCTEMBI 3alllUThl aBTOMaTU3UPOBAHHON CHCTEMBI
VIOpaBJIeHUS M ONpeesieHue Iiefied W 3ajad 3aluThl MHPOPMAlMKW B aBTOMATH3MPOBAHHON CHCTEMeE
yTpaBIICHUSI.

13.2. Knaccudukanus aBTOMAaTU3MPOBAHHOM CHCTEMBI YIIPABJICHHS MPOBOJUTCS 3aKa34MKOM HIIN
OIepaTopoM B 3aBUCHMOCTH OT YPOBHSI 3HAYMMOCTH (KPUTHYHOCTH) HH(OpPMAIHH, 00paboTKa KOTOPOH
OCYIIECTBIISETCS B aBTOMAaTU3UPOBAHHON CUCTEME YIIPABJICHHUS.

YcranaBnuBarOTCS TpU KJacca 3allUIIEHHOCTH AaBTOMAaTH3UPOBAHHON CHCTEMBbl YIIPaBJICHHUS,
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ONPEIETAIOIINE YPOBHH 3aUIIIEHHOCTH aBTOMaTU3UPOBAHHON CUCTEMBI yIipaBieHus. CaMblil HU3KHI KJIacc
- TPETUH, caMblid BBICOKMU - MepBbIM. Kilacc 3alIMIIEHHOCTH aBTOMAaTU3MPOBAHHON CUCTEMbI yIIPABICHUS
omnpenensiercs B cooTBeTcTBHH ¢ ipusioxkenrneM N 1 x Hacrosimum TpeGoBanusM.

Knacc 3ammuineHHOCTH MOXET OBbITh YCTAHOBIEH OTIEABHO JJisi KaXJIOr0 U3 YpPOBHEH
ABTOMATU3UPOBAHHOW CUCTEMBI YIIPABIICHUS MIIM MHBIX CETMEHTOB MPHU WX HATWYHH.

PesynpraTel kiaccupuUKany aBTOMAaTU3UPOBAHHOW CHUCTEMBI YIPABICHHS O(OPMIISIFOTCS aKTOM
KJIacCU(UKAIIIH.

TpeOoBanne Kk Kjaccy 3allMINEHHOCTHM BKIIOYAETCS B TEXHMYECKOE 3a/laHMe Ha CO3JaHHe
AaBTOMATH3MPOBAHHOHN CHCTEMbI yIpaBieHHUs U (M) TEXHUYECKOE 3a/laHue (YaCTHOE TEXHHUUECKOEe 3aJaHNe)
Ha CO37[aHHME CHCTEMBI 3alIUThl aBTOMAaTH3UPOBAHHOM CHUCTEMBbI YIIpaBIIEHUS, pa3zpadaTbiBacMble C y4ETOM
I'OCT 34.602 "Nudopmarmonnasi TexHouorus. Komruiekc cTaHaapToB Ha aBTOMaTH3UPOBAHHBIE CHUCTEMBI.
TexHuyeckoe 3aJaHue HA CO3JaHUE aBTOMarM3upoBaHHOW cuctembl” (manee - 'OCT 34.602), TOCT P
51583, 'OCT P 51624 u cTannapToB OpraHu3aluu.

Krnacc 3ammIneHHOCTH aBTOMAaTM3MPOBAHHON CHUCTEMBI yIpaBIeHHUs (CETMEHTa) TIOIUICKHT
NEPECMOTPY TOJIBKO B Cllyyae €€ MOJEPHM3AIMU, B Pe3ysibTare KOTOPOM M3MEHWICS YPOBEHb 3HAYMMOCTHU
(xpuTruHOCTH) HHPOPMAIMK, 00pabaThIBAEMOil B aBTOMAaTH3MPOBAHHON CHCTEME yrpaBiicHHs (CETMEHTE).

13.3. VYrpo3sl Oe3omacHOCTH HMHPOPMALMK  OINPENENSIOTCS Ha  KaXIOM U3  YPOBHEH
aBTOMAaTU3WPOBAHHON CUCTEMBI YIIPABICHUS 10 Pe3yJIbTaTaMm:

OILICHKH BO3MOYKHOCTEH (IOTEHIIMANa, OCHAIIEHHOCTH M MOTHBAIMM) BHCIIHHUX W BHYTPEHHHX
HApyLIUTEIICH;

aHaIM3a BO3MOXKHBIX ySI3BUMOCTEH aBTOMAaTU3UPOBAHHOW CUCTEMBI YIIPABIICHUS;

aHa/M3a BO3MOXKHBIX CIOCO00B (ClieHapHWeB) peajiu3ali yrpo3 0e30MacHOCTH HH(POPMALUUA |
MOCJICICTBUI OT HAPYIICHUS KaK OTICIbHBIX CBOWCTB Oe3omacHOCTH HH(pOpManuu (IEIIOCTHOCTH,
JOCTYITHOCTH, KOH(UICHIIMAILHOCTH), TAK U aBTOMAaTH3HUPOBAHHON CUCTEMBI YIIPABJICHHSI B I[CJIOM.

[Tpu onpenenernn yrpo3 6€30MacHOCTH MHPOPMALUN YUUTHIBAIOTCS CTPYKTYpPHO-(DYyHKIIMOHATHHBIE
XapaKTePUCTHUKU aBTOMATU3UPOBAHHOM CUCTEMBbI YIIPABJICHUS, BKIIIOYAOIINE HATHYKE YPOBHEH (CETMEHTOB)
aBTOMATU3WPOBAHHOW CHUCTEMBI YIIPAaBICHUS, COCTAaB AaBTOMATHU3WPOBAHHOW CHCTEMBI YIIpaBIICHUS,
busnyeckue, Jorndeckue, (QPyHKIMOHAIBHBIE W TEXHOJOTUYECKHUE B3aWMOCBSI3M B aBTOMATH3MPOBAHHOUN
CHCTEME YIPaBJICHUS, B3aUMOJICHCTBHE C MHBIMU aBTOMATU3UPOBAaHHBIME (MH(POPMAITMOHHBIMH) CUCTEMaMH
¥ MTHPOPMALIMOHHO-TEIEKOMMYHHUKAIIMOHHBIMH CETSMH, PeXKUMBI (YHKIIMOHUPOBAHHS aBTOMATH3UPOBAHHON
CHCTEMBI YIIPABJICHHUSI, a TAK)KE WHbIE OCOOCHHOCTH €€ MOCTPOCHHS U ()YHKIIMOHUPOBAHHS.

[To pe3ynbraram ompeneiaeHus yrpo3 Oe30MacHOCTH WHGPOPMAMKA MOTYT pa3padaThIBaThCs
PEKOMEHIAIIUU 110 KOPPEKTHPOBKE CTPYKTYpHO-(DYHKIIMOHAIBHBIX XapaKTEPUCTHK aBTOMATH3MPOBAHHOU
CHCTEMBI YIIPABJICHNUSI, HAIIPABJICHHBIC Ha OJIOKMpOBaHUE (HEHTpaIN3aIUIo) OTACIBHBIX YTPO3 0C30MaCHOCTH
uHbOpMAIIIH.

Mopnens yrpo3 6Ge3omnacHocTH HMHGOPMAIMKM JIOJKHA CONEp’KaTh OMUCAHHE aBTOMATH3MPOBAHHOMN
CUCTEMBI YIPaBICHUS U yTrpo3 0e30macHOCTH WHMOPMALIMK JJI KaXJI0T0 U3 YPOBHEH aBTOMaTHU3UPOBAHHON
CHCTEMBI YIpaBIICHHS, BKJIIOYAIONICE ONMMCAHUE BO3MOXKHOCTEH Hapymmrened (Momeiab HapyIIMTEs),
BO3MOXKHBIX YSI3BUMOCTEH aBTOMAaTH3UPOBAHHOW CHCTEMBI YIIPABICHHUS, CIOCOO0B (CIIeHapUeB) peatn3anun
yrpo3 6e3omacHoCTd MH(OPMAIMM U TMOCIEACTBUIA OT HapyIIEHHUs CBOMCTB 0e30MacHOCTH HH(OpManuu
(mocTymHOCTH, TEIOCTHOCTH, KOH(DHMICHIIMAIBHOCTH) M INTATHOTO peXuMma  (YHKIIMOHHUPOBAHHS
aBTOMAaTH3WPOBAHHON CUCTEMBI yIIPABICHUS™ .

Jlnist ompeneneHus yrpo3 06e30macHOCTH MHGOpMAIMKU U pa3pabOTKU MOAETH yrpo3 0e30macHOCTH
uHbopMalu npuMeHstoTcs Mmetoauueckue 1okyMmeHTel @CTIOK Poccun™.

13.4. TpeGoBaHusl K CUCTEME 3aIIUTHI ABTOMATU3UPOBAHHON CHCTEMBI YIIPABJICHUS ONPEICISIIOTCS B
3aBHCHMOCTH OT KJIacca 3alUIIEHHOCTH aBTOMaTU3MPOBAHHOMN CHCTEMBI YIPABICHUS U yTpo3 0€30MacHOCTH
nH(OPMAIINH, BKIIFOUEHHBIX B MOJIEh YTPO3 0€30MaCHOCTH HH(POPMAITUH.

TpeboBaHus K CHUCTEME 3alIUThl ABTOMATU3UPOBAHHOW CHUCTEMBbI YINPABICHHUS BKIIOYAIOTCS B
TEXHUYECKOE 3aJjaHue Ha co3fanue (MOIEPHHU3AIMI0) aBTOMATU3UPOBAHHOW CHCTEMbI YIPABJICHUS U (WIJIH)
TEXHUYECKOE  3a7aHuMe  (YacTHOE€  TEXHMYECKOE  3aJaHhe) Ha  CO3JaHHUE  CHCTEMbBI  3alllUThI
aBTOMATU3WPOBAHHOW CHCTEMBI yIpaBiieHus, pa3padarsiBaemble ¢ yaetom ['OCT 34.602, TOCT P 51583,
I'OCT P 51624 u craHIapToB OpraHU3aliy, KOTOPHIC TOJDKHBI B TOM YHCJIE COICPKATh:

eJTb U 3379 00eCTIeYeHNs 3alIUThl HHPOPMAaIlMK B aBTOMAaTU3WPOBAHHOW CUCTEME yIIPABJICHUS,
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KJIACC 3alUIIEHHOCTH aBTOMAaTU3UPOBAHHOW CUCTEMBI YIIPABJICHHUS;

nepeyeHb HOPMATUBHBIX MTPABOBBIX aKTOB, JIOKATHHBIX IPABOBBIX AKTOB, METOJIMYECKUX JOKYMEHTOB,
HallMOHAJIBHBIX ~ CTAHAAPTOB W  CTAHJAPTOB  OpraHu3aluii, KOTOPHIM JOJKHA COOTBETCTBOBATH
aBTOMAaTH3MPOBAHHAS CUCTEMa yIPaBICHUS,

0OBEKTHI 3aIIUTHl ABTOMAaTU3UPOBAHHOMN CHCTEMBI YIIPABICHUS Ha KaXI0M U3 €€ YPOBHEH;

TpeOOBaHUS K MepaM M CPEACTBaM 3alllUThl HHPOPMAIUHU, MPUMEHSIEMBIM B aBTOMAaTH3UPOBAHHOMN
CUCTEME YIIPaBJICHHUS;

TpeboBaHMs K 3ammre UWHQOpPMAMH TPH HHPOPMAIMOHHOM B3aMMOACHCTBUM C HWHBIMHU
aBTOMATU3UPOBAHHBIMU (MH(OPMAIIMOHHBIMHA) CUCTEMAMH M WH(POPMAIIMOHHO-TEICKOMMYHHUKAIIMOHHBIMU
CEeTSIMU,

TpeOOBaHUS K MOCTABISIEMbIM TEXHHUECKUM CPEICTBaM, MPOTPAMMHOMY OOECIIEUEHHUIO, CPEACTBAM
3amuThl UHPOpPMAITIH;

(GYHKIIMU 3aKa3yuka M oreparopa Mo 0OECIeUeHHUI0 3aluThl HHGOPMAIMd B aBTOMATU3HPOBAHHOM
CUCTEME YIIPaBJICHHUS;

craguu (3Tansl paboT) CO3aHUs CHCTEMBI 3alIUTHl aBTOMATH3WPOBAHHOM CUCTEMBI YIIPABIICHHUS.

[Ipu ompenenenun TpeOOBaHUN K CHUCTEME 3alUThl AaBTOMATU3MPOBAHHOM CHUCTEMBI YIPaBICHUS
YUHUTBIBAIOTCS TMOJIOKEHHUS MOJUTUK obecrieueHus THPOPMAIIMOHHONW 0€30MacHOCTH 3aKa3uHKa B Clydyae ux
paspabotkn mo ['OCT P MCO/MDK 27001 "UudbopmanmonHas TexHomorus. MeToipl W CpeicTBa
oOecrieuenus: 6ezonacHocTH. CUCTEMBbl MEHEIKMEHTa HH(pOpMalMOHHOW Oe3omnacHocTu. TpeboBanus”, a
TaKKe MOJUTUK obecriedyeHus: MHPOPMAMOHHONW 0OE30MacHOCTU OmepaTopa B YacTH, HE MPOTHUBOpeYaIlei
MOJTUTHKAM 3aKa34rKa.

Pa3pa60TKa CHUCTEMBI 3aIIIUThI aBTOMaTI/BI/lpOBaHHOﬁ CHUCTEMbI YIIpaBJICHUA

14. Pa3paboTka CHUCTEMbI 3allUThl ABTOMATH3UPOBAHHOW CHCTEMBI YIPABICHHUS OPTraHU3YETCS
3aKa34MKOM M OCYIIECTBIISICTCS pa3pabOTYMKOM U (WIIH) OTIEpaTopoM.

Pa3paboTka cucTEMBbl 3allMThl ABTOMATU3UPOBAHHON CHCTEMBI YIPABICHHS OCYIICCTBISICTCS B
COOTBETCTBHU C TCXHHYCCKUM 3aJ]aHMEM Ha co3laHue (MOJICPHHM3AIUI0) aBTOMAaTH3MPOBAHHOW CHUCTEMBI
ynpaieHus U (M) TEXHHYECKUM 3aJlaHueM (YaCTHBIM TEXHMYCCKHUM 3aJlaHHEeM) Ha CO3JaHHE CHUCTEMbI
3allMTHl aBTOMATH3UPOBAHHON cucTeMbl ympaieHus ¢ yderom ['OCT 34.601 "WudopmarmonHas
TexHOJOorHsA. KOMIUIEKC CTaHAapTOB Ha aBTOMATH3MPOBAaHHBIC CHCTEMBI. ABTOMATU3UPOBAHHBIC CUCTEMBI.
Craauu co3nanus” (manee - TOCT 34.601), TOCT P 51583, 'OCT P 51624 u cranaapToB OpraHu3alii 1 B
TOM YHCIIC BKJIFOYAET:

MPOCKTHPOBAHKE CUCTEMBI 3aIUTHl aBTOMATU3UPOBAHHON CHCTEMBbI YIIPABICHHS;

pa3paboTKy SKCILTyaTallMOHHOM JTOKYMEHTAI[MM HAa CUCTEMY 3alllUThl aBTOMATH3UPOBAHHOW CHCTEMBI
yIpaBJICHHS.

CucremMa 3alIUThl aBTOMATHU3UPOBAHHOW CHUCTEMbI YIPABJICHHS HE JOKHA MPEMATCTBOBATh
[ITATHOMY PEXHUMY (YHKIIHOHHPOBAHUS aBTOMATU3MPOBAHHON CHCTEMbI YIPABJICHUS MPH BBIMOJHCHUH €€
(GYHKIMI B COOTBETCTBHH C HaA3HAUCHHEM aBTOMATH3MPOBAHHON CUCTEMBbI YIIPABICHHUS.

[Tpu pa3paboTKe CHCTEMbI 3alIUThl AaBTOMATH3MPOBAHHON CHUCTEMbI YIIPABJICHUS YUUTHIBACTCS €€
UH(POPMAITHOHHOE B3aUMOJICHCTBUE C MHBIMUA aBTOMAaTH3HUPOBAHHBIMU (MH()OPMAIIMOHHBIMU) CHCTEMAaMHU U
UH(POPMAITHOHHO-TEJICKOMMYHUKAITHOHHBIMH CETSIMH.

14.1. Tlpu npOeKTUPOBAHUN CUCTEMBbI 3al[UThl ABTOMATU3UPOBAHHOW CHCTEMBI YITPABJICHUS:

OIPEICIISIOTCS TUTIBI CYOBEKTOB J0CTYyMa (MOIb30BATEIH, MPOIECCH M HHBIC CyOBEKTHI JOCTYIA) U
OOBEKTOB  JIOCTYyMa, SIBJSIFOIIUXCS OOBEKTaMH  3allUThl  (ABTOMAaTH3MpOBaHHBIE pabodyWe MecrTa,
NPOMBIIUICHHBIE CEPBEPHI, TEICKOMMYHUKAIIMOHHOE O00OpYIOBaHUE, MPOTPAMMHUPYEMbIC JIOTHUECKUE
KOHTPOJUIEPHI, UCIIOTHUTEIILHBIC YCTPOMCTBA, WHBIE OOBEKTHI IOCTYIIA);

OIPEICIISIOTCSI METOIbI YIIPABICHHS JTOCTYIIOM (IUCKPEIIMOHHBIN, MaHIATHBINA, POJICBOW WIIM MHBIC
METO/IbI), THIBI A0CTyna (YTEHHE, 3arucCh, BBIMOJHEHHE WJIM HWHBIE THIBI JOCTyNa) M IpaBHia
pasrpaHHYeHus] J0CTyla CyObEeKTOB JOCTyma K o0O0bekTaM jocTyna (Ha OCHOBE CIIMCKOB, METOK
0e30MacHOCTH, poOJIed W HWHBIX TPABWI), MOMJEKAIIWE peaau3alid B aBTOMATU3HPOBAHHON CHCTEME
yIPaBICHHUS,
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BEIOMPAIOTCSI MEPHI 3alIUTHl WH(GOPMAINH, TOJICKANIUE peaTH3alii B PAMKAaX CHCTEMBI 3allUTHI
aBTOMATU3UPOBAHHOW CUCTEMBI YIIPABIICHUS,

OTIPENIEISIFOTCSI TapaMeTPhI TPOrPAMMHUPOBAHUS H HACTPOHKH IPOTPAMMHOTO 00ECTICUSHHSI, BKITFOYAsT
mporpaMMHOe 00EeCreueHUe CPENCTB 3alIUThl WH(GOPMAINH, 00SCIICUNBAIONINE PEATU3AUI0 MEP 3alUTHI
UH(POPMAITHH, a TAKXKE YCTPAHEHUE BO3MOXKHBIX YSI3BUMOCTEH aBTOMATH3UPOBAHHOW CHCTEMbI YIIPABJICHUS;

OIPEICISIOTCS BUJIBI M THIBI CPEICTB 3aIUTHl HWH(POPMAIUK, OOCCICUMBAIOIINE pPEaTH3aALUI0
TEXHUUECKUX MEp 3alllUThl HHPOPMAIIHH;

OTIpeNeIsIeTCS CTPYKTYpa CUCTEMBI 3alllUThl aBTOMAaTH3UPOBAHHOW CHCTEMBI YIIPABIICHUS, BKIIIOYAS
cocTaB (KOJTMUYECTBO) M MECTA Pa3MEIICHUS €€ JIEMEHTOB,;

OCYIICCTBIISICTCS TIPH HEOOXOIMMOCTH BBIOOP CPEJCTB 3allUThl MH(POPMAIMUA C YYETOM UX
CTOUMOCTH, COBMECTHMOCTH C TPOTPAMMHBIM OOCCIICYCHUEM M TEXHUYCCKHUMH CpPEICTBaMH, (PYHKIIUH
0€30MacHOCTH JTHUX CPEACTB W OCOOCGHHOCTEH WX pealu3alid, a TaKKe Kiacca 3alldIleHHOCTH
aBTOMATU3UPOBAHHOW CUCTEMBI YIIPABIICHUS,

OTIPENEIISIFOTCSl MEPhl 3alMThl WHpOpMAIMKU NPU HWHGOPMAIIMOHHOM B3aUMOJICHCTBUN C HHBIMH
ABTOMATU3UPOBAHHBIMH (MHGOPMAITMOHHBIMHU) CHCTEMaMH W HH(POPMAI[HOHHO-TEJICKOMMYHUKAITHOHHBIMH
CCTSIMU;

OCYIICCTBIISICTCSl MPOBEPKA, B TOM YHCIIE NMPU HEOOXOJUMOCTH C HUCIOIB30BAHUEM MAKETOB WIIH
TECTOBOH 30HBI, KOPPEKTHOCTH (DYHKIIMOHUPOBAHHS aBTOMATU3UPOBAHHOW CHCTEMbI YIIPABICHUS C
CHUCTEMOM 3alllUThl U COBMECTUMOCTH BBIOPAHHBIX CPEICTB 3allUThl WHPOPMAIMH C TPOTPAMMHBIM
o0ecrieueHNEeM U TEXHUYECKUMHE CPEJICTBAMHU aBTOMAaTH3UPOBAHHON CHCTEMBbI YIIPABJICHHS.

[Ipy MPOEKTHPOBAHWM CUCTEMBI 3alIUTHl ABTOMATU3UPOBAHHOW CHUCTEMBI YIPABICHUS JTOJKHBI
YVUUTHIBATHCS 0COOCHHOCTH (PYHKIIMOHUPOBAHUS MPOTPAMMHOTO 00ECIIEUEHUsI U TEXHUYECKHX CPEJICTB Ha
Ka)X/IOM U3 YPOBHEH aBTOMAaTH3UPOBAHHOW CUCTEMBbI YIIPABICHHS.

Pesynbrarel MPOSKTHPOBAaHUS CHCTEMBI 3alUThl ABTOMATH3MPOBAHHOW CHCTEMbBI YIPAaBICHHUS
OTPaXalOTCA B TMPOEKTHOM JOKyMEHTAlMH (PCKU3HOM (TeXHHYeCKoM) mpoekTe u (M) B pabouei
JOKyMEHTAIIMM) Ha aBTOMAaTH3MPOBAHHYIO CHUCTEMY YIpaBieHUs (CHCTEMy 3alllMThl aBTOMATH3MPOBAaHHOMN
CHCTEMbI yIpaBiieHus), paspabarbiBaeMbix ¢ yderoM ['OCT 34.201 "HudopmanuoHHAs TEXHOJIOTHS.
Komruiekc craHmaproB Ha aBTOMAaTH3UPOBAHHBIC CHCTEMbl. BHIbBI, KOMIUIGKTHOCTh M 0003HA4YCHHUE
JOKYMCHTOB TIpHM CO3/aHUU aBTOMaTu3upoBaHHbIX cucteM' (mamee - ['OCT 34.201) u cranmapToB
OpraHH3aIlny.

14.2. Pa3paboTka SKCILTyaTallMOHHOW JOKYMEHTAIlMM Ha CHUCTEMY 3alllWThl aBTOMAaTHU3WPOBAHHOU
CHCTEMBI YIPABJICHUS OCYIICCTBIISCTCS 10 Pe3yJabTraraM MPOSKTHPOBAHUS B COOTBETCTBHU C TEXHHYCCKUM
3aJjlaHMeM Ha co3fanue (MOJCPHHU3AIINIO) aBTOMATU3UPOBAHHOM CUCTEMBI YIPABICHHUS U (MJIH) TEXHUICCKUM
3ajjaHieM (4acTHBIM TEXHUYECKUM 3a/laHMEM) Ha CO3JaHHE CHUCTEMbl 3alllMThl aBTOMATH3HUPOBAHHOMN
CUCTEMbI YIIPaBJICHHS.

DKCIUTyaTallMOHHAs JOKYMEHTAIIMS Ha CUCTEMY 3alllUThl aBTOMATH3UPOBAHHON CHCTEMbI YIIPABICHHS
paspabareiBaeTcsi ¢ yuerom ['OCT 34.601, TOCT 34.201, I'OCT P 51624 u craHmapTOB OpraHHU3aIluU H
JO0JDKHA B TOM YHCJIE COJICPIKATh OTIMCAHUE:

CTPYKTYPBI CHCTEMbI 3aIIUThl aBTOMATU3UPOBAHHOM CUCTEMBI YIIPABIICHUS,

COCTaBa, MECT YCTAHOBKH, MapaMETPOB M TOPsJAKAa HACTPOWKH CPEICTB 3alluThl HH(OpMAIUy,
MPOrPaMMHOTO 00CCIICUSHHS U TEXHUYCCKUX CPEIICTB,;

MIPABKJI SKCILTyaTallid CUCTEMBI 3aIUThl ABTOMATH3UPOBAHHON CHCTEMBI yIIPABIICHUS.

BHenpeHne CHCTEMBbI 3aIIIUTHI aBTOMaTI/BI/IpOBaHHOﬁ CHUCTEMBbI YIIpaBJICHUA U BBOJA €€ B JeicTBUEe

15. BueapeHue cucTeMbl 3allUTHl ABTOMAaTU3WPOBAHHOW CHCTEMBbI YIPABICHUS OPTaHU3YyeTCs
3aKa34MKOM U OCYIIECTBIISICTCS pa3pabOTIYMKOM U (WIIH) OTIEPaTopoM.

Buenpenne cucTembl 3allUMThl AaBTOMAaTH3WPOBAHHOM CHUCTEMBI YIIPABICHHS OCYLIECTBIAETCS B
COOTBETCTBUU C MPOEKTHOW M SKCIUTyaTallMOHHOW JOKyMEHTAlMed Ha CHUCTeMy 3alluThl MHGOpMaluu
ABTOMATU3UPOBAHHOM CUCTEMBI YIIPABIICHHS U B TOM YUCJIE BKJIFOYAECT:

HACTpOMKy  (3aJaHue  MapaMeTpoB  NPOrPaMMHPOBAHMS)  MPOTPAMMHOTO  OOeCIreueHUs
ABTOMATU3UPOBAHHON CUCTEMBI YIIPABIICHHUS,
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pa3paboTKy JOKYMEHTOB, OINPECIAIONIMX IMpaBWwia W Opoueaypbl (MOJUTHKH), peaau3yeMble
orepaTopoM JUisi 00eCIeueHrs 3allUThl HHPOPMAIIMU B aBTOMAaTU3WPOBAHHOW CHUCTEME YNPABICHUS B XOJI€
ee IKCIUTyaTanuu (1ajnee - OpraHu3aluOHHO-PACTIOPSIUTEIILHBIC TOKYMEHTHI 10 3alMTe HH)OpPMAIINN);

BHEJPEHHE OPraHU3alMOHHBIX MEp 3alIUThl HH(OPMALIUK;

YCTAaHOBKY M HACTPOMKY CpPEICTB 3allUThl WHPOPMAMA B aBTOMATU3UPOBAHHOW CHCTEME
YIpaBJICHHS;

MIpeIBApUTENbHBIC UCTIBITAHHS CUCTEMBI 3alTUThl AaBTOMAaTU3UPOBAHHON CUCTEMBI YIIPABIICHUS;

OTIBITHYFO DKCIUTYaTaIMI0 CUCTEMBI 3aIlIUThl aBTOMATU3HUPOBAHHOW CHUCTEMBI YIIPaBJICHUS,

aHaMM3 YSA3BUMOCTEH aBTOMATM3UPOBAHHON CHCTEMBl YMPABICHUS M TMPUHATHE MEp MO UX
YCTPaHCHHUIO;

MIPUEMOYHBIC UCTIBITAHUS CHCTEMBI 3allIUThl ABTOMAaTU3UPOBAHHONW CHCTEMBI YIIPABJICHHUS.

15.1. Hactpoiika (3amaHue mapaMeTpPOB NPOTPAMMHPOBAHHS) TMPOTPAMMHOIO O0ECICUCHHUS
aBTOMATH3WPOBAHHON CHUCTEMBI YMpPaBICHHUS JODKHA OCYIIECTBISITHCS B COOTBETCTBHHM C TPOCKTHOW W
IKCIUTyaTallMOHHOW JOKyMEHTallMeld Ha aBTOMATU3UPOBAHHYIO CHUCTEMY VIpaBICHHS W 0OeCleYrBaTh
KOH(PUTYpAIMI0 MPOrpaMMHOTO 00ECTeUeHUsT U aBTOMAaTU3UPOBAHHOW CHUCTEMBI B IIE€JIOM, MPH KOTOPOM
MUHUMU3ZUPYIOTCS PUCKH BO3HUKHOBEHHUS YS3BUMOCTEH M BO3MOXKHOCTH peaM3alliu yrpo3 0e30MacHOCTH
uH(pOpMaIH.

15.2. Pa3zpabarsiBaeMble OpraHU3AIMOHHO-PACTIOPSIUTEIbHBIC TOKYMEHTHI TIO 3aluTe WHPOPMAIUN
JIOJDKHBI ONIPEICIISITh IPABUIIa U MPOIETyPhI (TTOTUTHKH):

peanM3anuii OTACTBHBIX MEp 3alIUThl HH()OPMAITUU B aBTOMAaTH3UPOBAHHOW CHCTEME YIIPaBICHUS B
paMKax ee CHCTEMBbI 3aIUTH,

TUTAHUPOBAHUSI MEPOIPHUITHN 10 OOECNEeUeHUI0 3amuThl WHOOpPMAIMM B aBTOMATH3MPOBAHHOMN
CHCTEME YIIpaBIICHUS,

oOecrieueHus] JICHCTBHI B HEIITATHHIX (HEMPEABHICHHBIX) CHTYallMsIX B XOJE OSKCILUTyaTalluu
aBTOMATU3UPOBAHHOW CUCTEMBI YIIPABIICHUS,

uHGOpMUPOBaHUS U 00yUYEHHsI IePCOHAIa aBTOMAaTU3UPOBAHHON CHCTEMBI yIIPABICHNUS;

aHanm3a yrpo3 06e30macHoCTH WH(GOpPMAIMKA B aBTOMAaTU3UPOBAHHON CHCTEME YIPABICHHS U PUCKOB
OT UX peau3aluy,

yrpasieHust (aIMUHUCTPHUPOBAHUS) CUCTEMOM 3alUThl HH(POPMAIIUU aBTOMATH3UPOBAHHON CHCTEMBI
yIpaBIeHUS,

BBISIBJICHHST MHIUACHTOB (OTHOTO COOBITHS WM TPYIIBI COOBITHI), KOTOpbIE MOTYT MPUBECTH K
cOOSIM WJIM HapyIICHHIO (YHKIIHOHHPOBAHUS aABTOMATH3MPOBAHHON CHCTEMBbI yrpaBicHHs © (HIH) K
BO3HMKHOBEHHIO yTrpo3 O6e30macHoCTH HHpopMaluu (anee - MHIUACHTBI), U PearupoBaHus Ha HUX;

yIpaBlieHUs KOHPUTYpaIeil aBTOMaTu3UPOBAHHON CHCTEMBI YIIPABICHUS U €€ CUCTEMBbI 3alUTHI;

KOHTPOJIsi (MOHUTOPHHTA) 32 00ECIICYCHUEM YPOBHS 3aIUINEHHOCTH aBTOMATH3UPOBAHHON CUCTEMBI
YIPaBIICHUS;

3aIUTHl UHQOPMAIUH MPU BBIBOJIE U3 IKCIUTyaTallii aBTOMATH3UPOBAHHON CUCTEMbI YIPABICHUS.

OpraHu3aIioHHO-PaCTIOPATIUTENLHBIC IOKYMEHTHI 110 3alliuTe HH()OpPMAITUU MOTYT pa3padaThiBaThCs
B BUJIE OT/ICIBHBIX JOKYMEHTOB OTIepaTopa WM B paMKax OOIIel MoIMTUKN oOecrieueHus] HHPOPMAIMOHHON
Oe3omacHocTH B ciydae ee paspaborku nmo 'OCT P MCO/MDK 27001 "MudopmaiimoHHas TEXHOJIOTHS.
Meronbt u cpeactBa oOecrneueHus Oe3omacHOCTH. CuHcTeMbl MEHEIKMEHTa HWH(pOpMalMOHHON
6e3omacHoctu. TpeboBanus".

15.3. Ilpu BHEeIpeHUH OpPTaHU3AIIMOHHBIX MEp 3alTUThI MH()OPMAIIMH OCYIIEeCTBIISIOTCS:

BBCJICHUC OTPAaHMYCHUN Ha JCHCTBUS mepcoHana (Mmojb3oBaTelneil (omepaTopckoro MepcoHala),
aJIMUHHCTPATOPOB, 00ECIICUMBAIOIIETO ITEPCOHANIA), @ TAK)KE HA YCIOBHS IKCILTyaTallui, U3MEHEHHUE COCTaBa
¥ KOHQUTYpALUU TEXHUYECKUX CPEJCTB U MPOrPaMMHOTO 00eCIieueHUs;

peanMzanys TPaBWI pPa3TPaHUUYEHHUS OCTYyIMa, PENIaMEHTHUPYIOIIMX I[paBa JOCTyNa CyObEKTOB
J0CTyTa K 00beKTaM JJOCTYTIa,

MPOBEpPKa TOJTHOTHI W JIETAJTLHOCTH OMHCAHUS B OpraHU3allMOHHO-PACTIOPSIUTEIBHBIX JOKYMEHTAX
1o 3amuTe UHpOpMAaIK JSHCTBUI MepcoHala aBTOMATU3UPOBAHHON CUCTEMBI YIIPABICHUS, HAITPABICHHBIX
Ha o0ecrieyeHue 3auThl THHOPMAIIUH;

0TpaboOTKa MPAKTUYECKUX JEUCTBUM IOHKHOCTHBIX JHUI[ M TOAPA3JICICHHUM, 00eCTeUnBaAOIINX
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AKCIUTyaTal0 aBTOMATU3UPOBAHHONW CUCTEMBI YIIPABIEHUS U 3aLUTY UH(POPMALIUU.

15.4. YcranoBka M HAcCTpOWKa CPEIACTB 3alIUThl MHPOpPMAIMU OCYIIECTBISAETCA B CIydasx, €Cld
TaKWe CPEICTBA HEOOXOMUMBI JJIsl OJIOKMpOBaHUs (HEHTpanu3anuu) yrpo3 0e30MacHOCTH WH(OpMAIIHH,
KOTOpbIE HEBO3MOXKHO HCKIIIOUUTH HACTPOMKOW (33JaHMeM NapaMeTpoB) HPOTrPaMMHOTO O0ECICUCHUs
ABTOMATU3MPOBAHHON CHCTEMbI yIpaBicHus W (W) peanu3aluell OpraHU3allMOHHBIX MeEp 3allUThI
nHpopManuu.

VYcraHoBka M HAcTpoilka CpeICTB 3allldThl HMHQOpPMAIMM B aBTOMAaTHU3MPOBAHHON CHUCTEME
YOpPAaBIICHUS JIOJDKHA IMPOBOAUTHCS B COOTBETCTBUHU C SKCIUIyaTAallMOHHOW JIOKyMEHTAllMeil Ha CUCTeMY
3alMThl ABTOMATU3UPOBAHHOM CUCTEMBI YIIPaBICHHS U IOKyMEHTAIMe Ha CPEeICTBA 3alllUThl HHPOPMAIUH.

[Ipu »>TOM ycTaHOBKa M HACTpOIlKa CpEACTB 3alIUThl HMH(OpPMALMU JOJDKHA 0bOecreunBaTh
KOPPEKTHOCTh (D)YHKIIMOHUPOBAHMSI aBTOMATU3MPOBAHHOW CHCTEMBI YIpaBIEHUS U COBMECTHMOCTh
BBIOpaHHBIX CPEJICTB 3alIUThl HHPOPMALIMU C MPOTPAMMHBIM O0ECIIEUCHHEM U TEXHUYECKUMH CpPEICTBaMU
aBTOMATU3MPOBAHHOW CHCTEMbl yNpaBICHUSA. YCTAHOBJICHHbIE W HACTPOCHHBIE CPEICTBA 3aLIUTHI
uHbOpMaIMU HE JODKHBI OKa3bIBaTh OTPULIATENILHOTO BIMSHHUS HA IITATHBIA peXuM (PyHKIIMOHUPOBAHUS
aBTOMATU3UPOBAHHOM CUCTEMBI YIIPaBIICHUSI.

15.5. [IpenBaputenabHblEe UCTIBITAHUS CUCTEMbI 3aIIUThl aBTOMAaTU3MPOBAHHON CUCTEMBI yNpPaBICHUS
npoBogsaTcss ¢ yderom [OCT 34.603 "UudopmaunoHHas TexHoiorus. Buasl ucnbelTaHuit
apromarm3upoBaHHbix cucteM” (manee - TOCT 34.603) u craHmapTOB OpraHU3alUK ¥ BKIIOYAIOT TPOBEPKY
paboTOCOCOOHOCTH CHCTEMBI 3alIUThl ABTOMAaTHU3UPOBAHHOW CHCTEMBl YNpPABICHUS, a TaKXKe MPHUHITHE
pelieHus 0 BO3MO)KHOCTH OIBITHOM JKCIUTyaTallMM CHCTEMbI 3aIlMThl aBTOMAaTU3UPOBAHHOW CHUCTEMbI
yIpaBJIeHHUS.

[To pesynbraram IMpenBapUTEIbHBIX HUCHBITAHUN CHCTEMBl 3alUTHl aBTOMATU3UPOBAHHOW CUCTEMBbI
yOpaBI€HUS MOTYT pa3palaTbiBaTbCcs MPEUIOKEHUS 10 KOPPEKTUPOBKE MPOEKTHBIX pEIIeHUH 1o
ABTOMATH3HPOBAHHOW CHCTEME yIpaBicHuUs U (MIH) ee CUCTEME 3alllUThI.

15.6. OmpbITHas BKCIUTyaTalys CUCTEMbl 3alUThl aBTOMATU3UPOBAHHOW CHUCTEMbl YIpaBIECHUS
nposoautcs ¢ yuetom ['OCT 34.603 u cTangapTOB OpraHU3aliuy U BKIIOYAET MPOBEPKY (PYHKIIMOHUPOBAHUS
CUCTEMBI 3aIUThl aBTOMAaTU3UPOBAHHOM CHUCTEMBI YIIPABJIEHUS, B TOM UYUCIIE PEAIIM30BAaHHBIX MEP 3alLUThI
uH(pOpMaIMH, a TaK)K€ TOTOBHOCTb IEPCOHAJa aBTOMATU3UPOBAHHONW CHCTEMBI YIPABICHMSI K IKCIUTyaTalluu
CHCTEMBI 3aIUThl aBTOMaTU3UPOBAHHOMN CUCTEMBI yIIPABIECHUS.

ITo pesynabraTaM ONBITHOM SKCIUTyaTallUd CUCTEMbI 3aIMThl ABTOMAaTHU3UPOBAHHOW CHUCTEMBI
YOpaBI€HUS MOTYT pa3palaTbiBaTbCcs MPEUIOKEHUS 10 KOPPEKTUPOBKE IPOEKTHBIX pEIIEHUH IO
aBTOMATH3MPOBAHHOW CHCTEME yIpaBlieHUs U (MIH) ee CUCTEME 3alllnThI.

15.7. AHanu3 ysA3BUMOCTEl aBTOMaTHU3MPOBAHHOW CHUCTEMbI YIPABIEHUS IPOBOJUTCSA B ILEJSIX
OLIGHKH BO3MO)XHOCTH TIPEOJIOJICHUS] HAPYIIUTEIEM CHCTEMbI 3alllUThl ABTOMATU3MPOBAHHON CHUCTEMBI
yIpaBJIeHUs U HapylIeHHUs 0€30MacHOT0 (PyHKIIMOHUPOBAHUS aBTOMATU3UPOBAHHOM CUCTEMBI YIIPaBICHUS 32
CUeT peanu3alyu yrpo3 0€30MacHOCTH HH(POPMAIUH.

AHanu3 ys3BUMOCTEH aBTOMAaTH3MPOBAHHON CHUCTEMbI YNPABICHUS BKJIIOUACT aHAIN3 YA3BHUMOCTEH
CPEeACTB 3alIUTHl HHPOPMALIMU, TEXHUYECKUX CPEJICTB U MPOrPaMMHOTO 00ecIeueHrs aBTOMAaTU3UPOBAHHOMN
CUCTEMBI YIPaBJICHHUS.

[Tpu ananu3ze ys3BMMOCTEH aBTOMATU3WPOBAHHOW CHUCTEMBl YNPABJICHUS MPOBEPSETCS OTCYTCTBUE
yA3BUMOCTEN CPEACTB 3allUThl HHPOPMALIUU, TEXHUUECKUX CPEACTB U MPOrPaMMHOI0 OOecredeH s, B TOM
quclie ¢ y4eToM HMH(pOpMaIiK, UMEoLIEHcs y pa3pab0TYNKOB U MOJYYEHHON U3 JIPYTHX OOILIETOCTYIHBIX
MCTOYHUKOB, MPAaBUIBHOCTh YCTAHOBKH M HACTPOMKHU CPEICTB 3alUThl HH()OPMAIIUH, TEXHUUYECKHX CPENICTB
U TPOrpaMMHOro oOecreyeHusl, a TakKe KOPPEKTHOCTh paboThl CpEeNCTB 3alluThl MH(POpPMAIUH,
TEXHUYECKUX CPEICTB U MPOrpaMMHOr0 oOecriedyeHusi aBTOMaTU3UPOBAHHOM CUCTEMBbl YIPaBICHUS MPU UX
B3aNMOJIENCTBUH.

[To pemenuto 3akazyvka ISl MOATBEPXKACHUS BBISBICHHBIX YSI3BUMOCTEH MOMET MPOBOIUTHCS
TECTUPOBAaHUE AaBTOMATU3MPOBAHHOM CHCTEMBI yNpaBlIeHUs HAa MPOHMKHOBEHHE. YKa3aHHOE TECTHPOBAHUE
HPOBOJHTCS, KaK MPABHUJIO, HA MakeTe (B TECTOBOW 30HE) aBTOMATH3UPOBAHHOW CHCTEMbI YITPABIICHHS.

B cnyuae BbIsIBIEHUS YS3BMMOCTEHl B aBTOMAaTW3MPOBAHHOM CHUCTEME yNpaBICHUS, NPUBOIALIMX K
BO3HUKHOBEHMIO JIONOJIHHUTEIBHBIX YIpo3 0e30macHOCTH HMH(OpMaIUM, MPOBOAUTCS YTOUHEHUE MOAETU
yrpo3 6e3onacHocTd MHGOpPMALMU U MIPH HEOOXOJUMOCTH NMPUHUMAIOTCS JOTOJIHUTEIIbHBIE MEPhI 3alllUThI
uH(OpMalMK, HallPaBJICHHbIE HA YCTPAHEHUE BBISIBICHHBIX YA3BUMOCTEN MM UCKIIIOYAIOLINE BO3MOXKHOCTh
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AKCIUTyaTalliy HAPYIIUTEJIEM BbISIBICHHBIX YSI3BUMOCTEH.

AHanu3 ysI3BUMOCTEH aBTOMAaTHU3UPOBAHHOW CHCTEMBI YIOPABICHUS MPOBOAMTCS IO BBOJA
aBTOMAaTU3WPOBAHHON CHCTEMBbI YNPaBICHUS B MPOMBIIUICHHYIO SKCIUIyaTallMi0 Ha dTamax, OnpeesieMbIX
3aKa3YHKOM.

15.8. TlpuemoYHbBIE WCTBITAHUS CHCTEMbI 3aIIUTHI ABTOMATH3UPOBAHHOW CHUCTEMBI YIIPABICHUS
MIPOBOASTCS, KaK MPaBUJIO, B paMKaxX NMPUEMOUYHBIX UCIBITAHUNA aBTOMATHU3MPOBAHHON CUCTEMBI YIIPABICHUS
B 11esiom ¢ yuetom ['OCT 34.603 1 craHmapToB OpraHu3aIuy.

B xome mnpuEeMOYHBIX HWCHOBITAHUN JODKEH OBITh TPOBEACH KOMIUIEKC OpPraHU3alMOHHBIX U
TEXHUYCCKUX MEPONpUsTU (MCIIBITAHUI), B PE3y/IBTATe KOTOPBIX MOATBEPIKIACTCS COOTBETCTBUE CUCTEMbI
3alUTHl  aBTOMATHU3WPOBAHHOW CHUCTEMBI  yIPAaBICHUS TEXHUYECKOMY 3aJlaHHI0 Ha  CO3/IaHHE
(MonmepHH3aIHMI0) aBTOMATH3UPOBAHHON CHCTEMbI YIIPaBICHUS M (MJIM) TEXHUYCCKOMY 3aJIaHUI0 (4acTHOMY
TEXHUYCCKOMY 3a/JIaHHI0) Ha CO3JaHUE CHUCTEMbI 3aIUThl aBTOMATH3UPOBAHHOW CHUCTEMBI YIPABJICHHS, a
TaKKe HACTOAIIUM TpeOOBaHHSIM.

B kadecTBe HUCXOMHBIX [AHHBIX MPU NPUEMOUYHBIX HCIBITAHUSAX HCIOIB3YIOTCS MOJENIb YTrpo3
O0e3omacHocTd WHGpOpManMM, aKkT KiIaccUPUKAIMU  aBTOMATH3WPOBAHHOW CHUCTEMBI  YIPABIICHUS,
TEXHUYECKOE 3aJaHue Ha co3faanue (MOIEPHHU3AIMI0) aBTOMATU3UPOBAHHOW CHCTEMbI YIpPaBJICHUS U (WJIH)
TEXHHYECKOE  3ajaHue  (YacTHOE  TEXHHUYECKOE  3aJaHHWe) Ha  CO3JaHHE  CHCTEMBI  3alllUThHI
aBTOMAaTH3WPOBAHHON CHCTEMBI YIIPABJICHMsSI, IPOCKTHASI M JKCIUTyaTallUOHHAS TOKyMEHTAIUsl Ha CHUCTEMY
3alllUThl aBTOMATU3UPOBAHHOW CHCTEMBI YNPaBICHUS, OPTaHU3AI[MOHHO-PACTIOPSIAUTEIBHBIE TOKYMEHTHI TI0
3amuTe WHGOpPMAIMK, pPe3ylbTaThl aHaIM3a YSA3BUMOCTEH aBTOMATU3MPOBAHHOM CHUCTEMBI YIIPABIICHUS,
MaTepuanbl TMPEABAPUTEIBHBIX W TMPUEMOYHBIX HCIBITAHUN CHCTEMbl 3alllUThl aBTOMATU3MPOBAHHOM
CUCTEMBbl YIIPaBJICHHs, a TaKKe HHbIC JOKYMEHTHI, pa3pabaThiBacMble B COOTBETCTBHHM C HACTOSAIIUMU
TpeboBanusiMu 1 TpeOOBAHUSIMH CTAHIAPTOB OPTaHU3AIINH.

[IpuemouyHble HCTBITAHUS CHUCTEMBI 3alUTHl ABTOMATH3UPOBAHHOW CHUCTEMBI  YIPaBICHUS
MPOBOAATCS B COOTBETCTBMHU C IPOIPAMMOM M METOAMKOM INPUEMOYHBIX MCIBITAaHUM. Pe3ynbrarsl
MPUEMOYHBIX HMCTIBITAHUN CHCTEMBI 3aIUTHl ABTOMATU3MPOBAHHON CHCTEMBI YIPABICHUS C BBIBOJAOM O €€
COOTBETCTBUU YCTAHOBIICHHBIM TPEOOBAaHUSM BKJIIOUAIOTCS B aKT MPUEMKH aBTOMATHU3UPOBAHHON CHCTEMBI
YIPABIICHUS B SKCILTyaTaIUIO.

[lo pemenuto 3akazymka MOATBEP)KICHHUE COOTBETCTBHSI CHUCTEMBl 3alllUThl aBTOMAaTU3UPOBAHHOMN
CHCTEMbI YIMpPaBICHHUS TEXHUYCCKOMY 3aJaHHI0O Ha co3daHue (MOJCPHM3AILMIO) aBTOMATH3UPOBAHHOM
CHCTEMbI yrpaBiicHHs ¥ (MIM) TEXHUYECKOMY 3a/aHUI0 (YaCTHOMY TEXHHUCCKOMY 3aJIaHHMI0) Ha CO3/IaHUC
CUCTEMBI 3aIIUTHl aBTOMATU3UPOBAHHOW CHUCTEMBI YIIPABJICHMS, a TAKXKE HACTOAIIUM TpeOOBaHUSM MOXKET
MpOBOAUTHCS B (opMe arTecTallud AaBTOMAaTHM3MPOBAHHOM CHUCTEMBI YIPABIECHHS Ha COOTBETCTBHE
TpeboBaHUSIM MO 3amure uHPopmanuu. B 3ToM ciywyae A NpoOBENEHUS AaTTECTAlUU MPUMEHSIOTCS
HallMOHAJIbHBIE CTAHAAPTHI, a Takxke MeToandeckue 1okyMmeHTsl DCTOK Poccun™*.

BBox B nelicTBHE aBTOMAaTU3MPOBAHHON CHCTEMBbI yHpaBieHUs ocyiecTBisercsa ¢ yuyerom ['OCT
34.601, craHmapTOB OpraHM3alMA W IPH IOJOKUTEILHOM 3aKIIOYeHHH (BBIBOJC) B aKTe IMPHEMKH O
COOTBETCTBHM €€ CHUCTEMbI 3allUThl YCTAHOBJICHHBIM TPEOOBAHUSAM K 3aIiuTe WHPOpMAIMu (WIH TPH
HAJIMYHUU aTTECTaTa COOTBETCTBUS).

ObecnevyeHue 3alMTHI MHGOPMALIMHU B X0/1€ IKCILUIYaTAllMH ABTOMATU3MPOBAHHOM CHCTEMbI
ylnpaBJjeHust

16. OOGecmnevenne 3amuThl UHGOpPMAIIMK B XOAE SKCIUTyaTalldd aBTOMATH3WPOBAHHOW CHCTEMBI
yOpaBJI€HUs OCYLIECTBIISIETCS OINEpPAaTOPOM B COOTBETCTBUM C SKCIUIyaTallMOHHOM JOKyMEHTalMeill Ha
CUCTEMY 3alllUThl U OPraHU3alMOHHO-PACTIOPSIUTEIBLHBIMU JOKYMEHTaMU M0 3aluTe WHGOpMalud u
BKJIIOYAET CJIETYIOLIUE MTPOLEAYPHI:

IUIAHUPOBAHUE MEPOMNPUATHI TI0 OOECIEUCHHIO 3allUThl HWH(OpMAalMK B aBTOMAaTU3UPOBAHHOMN
CUCTEME YIIPaBIICHUS;

obecrieueHue JEHCTBUI B HEINTATHBIX (HENPEABHICHHBIX) CHTYAIlMsIX B XOJC OSKCILUTyaTallMu
ABTOMATU3UPOBAHHOIN CUCTEMBI YIPABIICHHUS,

nH(OpMHUpPOBaHUE U OOyUEeHHE NTePCOHANIa AaBTOMAaTU3UPOBAHHON CUCTEMBI YIIPABIICHUS;

NEepPUOANYECKUN aHalnu3 yrpo3 Oe30MacHOCTH HMHQPOpMAIMM B aBTOMAaTU3UPOBAHHOW CHUCTEME
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YIPABIICHUS U PUCKOB OT UX pealln3alii,

ynpasiieHre (aIMUHUCTPUPOBAHKE) CUCTEMOH 3al[MThl aBTOMATU3UPOBAHHOW CHCTEMbI YITPABJICHUS;

BBISIBJICHUE HWHUUJCHTOB B XOA€ OHKCIUTyaTalliM aBTOMAaTHU3UPOBAHHOW CHCTEMbl YIPAaBICHUS U
pearupoBaHuE Ha HHX;

yIpaBlieHHE KOHPUTYpAIFe aBTOMAaTU3UPOBAHHON CHCTEMBI YIIPABJICHUS M €€ CUCTEMBI 3aIlHTHI,

KOHTPOJIb (MOHUTOPHHT) 32 00CCIICYCHHEM YPOBHS 3alUIICHHOCTH aBTOMATH3UPOBAHHOW CHUCTEMBI
yIpaBICHUSI.

16.1. B <xome TMJIaHUPOBAHUS MEPONPUATHA 1O OOECIECUCHUIO 3allUThl HHPOpPMAIUU B
aBTOMAaTH3WPOBAHHOW CUCTEME YIPABICHUS OCYIIECTBISIFOTCS:

OTIpesIeNICHNE JINII, OTBETCTBCHHBIX 3a IJIAHUPOBAHHUE U KOHTPOJIh MEPONPUITHHA MO 0OECTICUCHUTIO
3amuThl HHPOPMAIIH B aBTOMAaTU3UPOBAHHOMN CHCTEME YIIPABIICHUS;

pa3paboTka, YTBEpKACHHE U aKTyaldu3alds IUIaHa MEPOIPHUSATHN 1O OOECMEUYCHHUIO 3alllUThI
nH(pOpPMAIIMK B aBTOMAaTU3UPOBAHHOM CHCTEME yIPaBICHUS,

KOHTPOJIb ~ BBIMIOJTHEHUS ~ MEpPONpUATHA 1O  OOECleYeHWto  3aluThl  HHPOpMAIUU B
aBTOMATH3WPOBAHHON CUCTEME YIIPABJICHHUS, PEAYCMOTPEHHBIX YTBEPKICHHBIM TJIAaHOM.

16.2. B xome ofOecrmeucHuss JCHCTBMI B HEINTATHBIX (HEMPEABHICHHBIX) CHUTyalUsIX MpH
AKCIUTyaTalliy aBTOMaTU3UPOBAHHON CUCTEMbI YIPABICHUS OCYIECTRISIOTCS

IUIAHUPOBAHUE MEPONPUATUIA TIO0 OOECIEUeHHIO 3alllUThl HWH(OpPMALMK B aBTOMAaTU3UPOBAHHOMN
CHCTEME yIpaBJICHHs Ha CIy4ail BOSHUKHOBCHHS HEIITATHBIX (HEMPEIBUACHHBIX) CUTYaITU;

oOydeHne u OTpabOTKa NEUCTBUU IepcoHaja 10 OOECHeYeHUI0 3aluThl HWHOOpMAIMd B
ABTOMATU3MPOBAHHON CHUCTEME YIPABJICHHUS B Cllydyac BO3HUKHOBEHHS HEIITATHBIX (HEMPEIBHICHHBIX)
CUTYyallUi;

CO3/IaHNE ANBTEPHATHBHBIX MECT XpaHeHHsS M 00paOOTKM MHQPOpPMAIUK HA cIydail BOZHUKHOBECHHS
HEIITATHBIX (HEMPEABUICHHBIX) CUTYAIUH;

pe3epBUPOBAHKE MPOTPAMMHOTO OOECIECUEHUs, TEXHUYECKUX CPENICTB, KAaHAJIOB Mepeladn JAaHHBIX
ABTOMATU3MPOBAHHON CHUCTEMBbI YIIPABJICHUS HA CIy4Yail BO3HMKHOBCHHS HEIITATHBIX (HEMpPEIBHICHHBIX)
CUTYallU;

oOecrieueHre BOBMOXKHOCTH BOCCTAHOBJICHHSI aBTOMAaTH3UPOBAHHON CHCTEMbI YIIpaBJcHUs U (WIK) ee
KOMIIOHCHTOB B CJTy4ae BOSHUKHOBEHHS HEIITATHBIX (HEMIPEABHICHHBIX) CUTYALHH.

16.3. B xone nndopMupoBanus U 00ydeHHs MEPCOHANIa aBTOMATU3UPOBAHHON CUCTEMBbI yIPaBICHUS
OCYIIECTBISIOTCA:

nepuoandeckoe HHGOPMUPOBAHUE MEpCOHANAa 00 yrpo3ax 0€30MacHOCTH MH(OPMAIUH, O TPaBHIIax
AKCIUTyaTallid CHCTEMbl 3allUThl ABTOMATHU3WPOBAHHOW CHUCTEMbl YMPABICHUS W OTACIBHBIX CPEICTB
3alUThl THPOPMALIUY;

nepuoAndecKkoe  OoOydeHHE  MepCOoHalia  MNpaBWIaM  JOKCIUTyaTalldd  CHUCTEMBI  3alllUThI
aBTOMATH3WPOBAHHONW CHCTEMBI YIPABICHHUS M OTACIBHBIX CPEACTB 3alUThl WH(GOPMAIUU, BKIIOYAs
MIPOBE/ICHUE PAKTUUECKUX 3aHATUH C MEPCOHATIOM Ha MaKeTaxX MM B TECTOBOM 30HE.

16.4. B xome ananm3a yrpo3 Oe3omacHOCTH HWHGOpMalMd B AaBTOMATU3MPOBAHHON cHCTEME
YIPABICHUS U BOBMOXKHBIX PUCKOB OT MX PEaNM3aI[UU OCYIIECTBISIIOTCS:

MEPUOINIECKUI aHAIN3 YSA3BUMOCTEH aBTOMATU3MPOBAHHON CHUCTEMBI YIPABJICHHUS, BOZHUKAIOIINX B
XOJIE €€ IKCILTyaTalluy,

NEPUOIMYECKUI aHaIN3 HM3MEHEHHUs Yrpo3 Oe3omacHoCcTH HH(OpPMAlMM B aBTOMATH3MPOBAHHOMN
CHCTEMe YTIpaBIICHHUS, BOSHUKAIOIINX B XOJI€ €€ dKCIUTyaTalluy,

MEepUOIMYECKasl OIEHKa TMOCJEICTBUI OT peanu3ald yrpo3 Oe30MacHOCTH HH(OpManuu B
aBTOMATU3UPOBAHHOM CUCTEME yIpaBjicHUs (aHAIN3 PHCKa).

16.5. B xozne ynpasienus: (aIMUHHCTPUPOBAHKS) CUCTEMOM 3aIUThl aBTOMATH3UPOBAHHOW CHUCTEMBI
YIpaBJIeHUS OCYIIECTBIISIOTCS:

OTpE/IeICHUE JIMIl, OTBETCTBEHHBIX 3a YIpaBlicHHEe (aIMUHHCTPUPOBAHHME) CHUCTEMOM 3alllUThI
aBTOMAaTH3WPOBAHHON CUCTEMBI yIIPABIICHUS;

yIpaBIIEHWE YUYETHBIMH 3aIUCSMU MOJB30BaTENICH U MOAepKaHue PABWII pa3rpaHUueHUs JOCTyIa
B aBTOMATU3UPOBAHHOM CHCTEME yIPABICHUS B aKTyaJIbHOM COCTOSTHUH,

yIpaBlIEHHUE CPEACTBAMH 3alIUThl HHPOPMAIIUU B aBTOMATU3UPOBAHHOI CUCTEME yIPABIEHUS, B TOM



yyclie  HapaMeTpaMyd — HACTPOMKM  NPOrpaMMHOrO  OOecreueHus,  BKJIIOYas  BOCCTAHOBJICHHE
paboTOCIOCOOHOCTH CPEACTB 3alIUTHI HH(OPMALIUU, TeHEPAIUIO, CMEHY U BOCCTaHOBJICHHE MapOJIeH;

yIpaBlieHHEe OOHOBJICHUSMH MPOrPAMMHOIO OOECHedeHHUs], BKIIo4as MporpaMMHOe obOecreyeHue
CPEICTB 3aluThl MHPOpPMAILMU, C YYETOM OCOOEHHOCTEeH (PYHKIMOHUPOBAHUS aBTOMATHU3WPOBAHHOU
CUCTEMBI YIIPABIICHUS;

[EHTPAJTN30BAHHOE YIPABICHUE CHCTEMOW 3allUThl aBTOMATH3UPOBAHHOW CHUCTEMBI YIIPABICHUS
(mpu HEOOXOUMOCTH);

aHaJIM3 3apETHUCTPUPOBAHHBIX COOBITUH B aBTOMAaTU3UPOBAHHOW CHCTEME yMpaBJICHUS, CBI3aHHBIX C
0e301macHOCThIO HH(pOpMAIUH (fasiee - COObITHS OE30MaCHOCTH);

COMPOBOXKACHUE (DYHKITMOHUPOBAHHUS CHCTEMBI 3aIIUTHl aBTOMAaTU3UPOBAHHOW CHCTEMBI YIIPABICHUS
B XOJIe €€ OJKCIUTyaTallid, BKJIIOYash BEJEHWE OKCIUTyaTallMOHHOW JTOKyMEHTAIlMM W OpraHU3allMOHHO-
pactopsIUTENBHBIX TOKYMEHTOB IO 3alIUTe MHPOPMAITIH.

16.6. JIns1 BBISIBICHUS MHIIMICHTOB U pearupoOBaHUs Ha HUX OCYIIECTBIISIOTCS:

OTIpezieNICHUE JINII, OTBETCTBEHHBIX 32 BBISBIICHUE MHITUJICHTOB U pearnpoBaHKe HA HUX;

oOHapyXeHHe W HICHTU(UKAIMS WHIUJECHTOB, B TOM YHCJIE OTKa30B B 0OCTy>KHMBaHUU, cOOEB
(mepe3arpy3ok) B paboTe TEXHHYECKMX CPEACTB, MPOrPAMMHOTO OOeCIeueHHss M CPEACTB 3allUThI
nHOpMalMK, HApYUICHUH TMpaBUJ pa3rpaHUYEHUs JOCTyIa, HEMPABOMEPHBIX JEUCTBHM MO CcOOpy
UH(POPMAIMK, BHEAPCHHUS BPEIOHOCHBIX KOMITBIOTEPHBIX TMporpamMMm (BHPYCOB) M HHBIX COOBITHH,
MPUBOJAIINX K BOSHUKHOBEHUIO WHIIUIEHTOB;

CBOEBpPEMEHHOE MH(POPMUPOBAHUE JIUIl, OTBETCTBEHHBIX 32 BBISABICHUE UHIIUJECHTOB U PearupoBaHue
Ha HHUX, O BOSHUKHOBEHUHY MHIIHJICHTOB B aBTOMATU3UPOBAHHOW CUCTEME YIPABICHUS MTEPCOHAIIOM;

aHaJIM3 WHIUICHTOB, B TOM YHCJIE OMpPE/eNIeHUE HCTOYHIKOB U TIPUYHH BOZHUKHOBEHHSI HHIIUCHTOB,
a TaKKe OIIEHKa MX MOCIIE/ICTBUN,

TUTAHUPOBAaHUE W MIPUHATHE Mep 10 YCTPAHEHHWIO WHIIUIACHTOB, B TOM YHCIE MO BOCCTAaHOBJICHHIO
aBTOMATU3MPOBAHHOW CHUCTEMBl YIIPABIEHUS B Cly4ae OTKa3a B OOCITY)KMBAaHMUM WM T1ocjie cOoeB,
YCTPAaHEHHIO TOCIEICTBUI HApYyIIEHUS MPABWJI Pa3TpaHUUYEHHsS JOCTYyNa, HEMPAaBOMEPHBIX ACHCTBUU IO
cOopy mH(DOpManuM, BHEIPEHUS BPEIOHOCHBIX KOMIIBIOTEPHBIX MpOrpamMMm (BUPYCOB) U WHBIX COOBITHH,
MPUBOASAIINX K BOSHUKHOBEHHUIO HHIIUJICHTOB,

TUTAHWPOBAHUE M MIPUHSTHE MEP MO MPEIO0TBPAIICHUIO TOBTOPHOTO BO3HUKHOBEHHS WHITU/ICHTOB.

16.7. B xome ympaBieHUs KOH(pUTypalMeld aBTOMAaTH3UPOBAHHON CHCTEMBI YIpPaBICHUS U €e
CHCTEMBI 3aIIUThI OCYIIECTBIISIOTCS:

nojiep>kaHne KOHQUTYpalud aBTOMATU3UPOBAHHOW CUCTEMBI YIPABICHHUS U €€ CUCTEMBI 3allUThI
(CTPYKTYpBhI CHCTEMBI 3aIUTHl ABTOMAaTH3MPOBAHHOW CHCTEMBI YIPaBIICHHS, COCTaBa, MECT YCTAHOBKH H
MapamMeTpoOB HACTPOWKHU CPEICTB 3alIUThl MH(POpPMAIMH, MPOTPAMMHOTO OOCCIEUCHUS U TEXHHUYECKHUX
CPE/IICTB) B COOTBETCTBMM C OKCIUTyaTAl[AOHHOW JOKYMEHTAIlMeW Ha CHCTeMY 3alluThl (MOIepiKaHue
0a30B0Oi1 KOH(PUTYpAIIMK ABTOMATU3UPOBAHHOW CUCTEMBI YIIPABJICHHUS U €€ CHCTEMbI 3aIllUThI);

OmpejieNiecHue JWIl, KOTOPBIM pa3pelieHbl JACUCTBHS 1O BHECEHUIO H3MEHEHUH B 0a30BYyIO
KOH(UTYpAIMI0 aBTOMAaTU3UPOBAHHON CUCTEMBI YIIPABICHUS U €€ CUCTEMBI 3aIUTHI;

peraMeHTanuss W KOHTPOJb TEXHUYECKOTO OOCTY>KMBaHHSA, B TOM YHCIE JUCTAHIIMOHHOTO
(ymaneHHOT0), TEXHHYECKHX CPEICTB M MPOrPAMMHOTO OOCCIIEUEeHUS aBTOMATH3UPOBAHHON CHCTEMBI
YIPaBIICHUS;

yIpaBlieHHE U3MEHEHUsSMH 0a30BOM KOH(PUTYypally aBTOMATU3MPOBAHHOM CHUCTEMBI yIPaBICHUS U
€€ CHCTEMBbI 3alIUThl, B TOM YHUCJIE OMPEICICHUE TUIOB BO3MOXKHBIX M3MEHEHUIN 0a30BOM KOH(UTypanuu
aBTOMATH3UPOBAHHON CHCTEMBbl YIPABICHUS U €€ CHUCTeMbl 3allUThl, CAHKIMOHHUPOBAHUE BHECEHUS
M3MEHEHUI B 0a30BYI0 KOH(QUTYPAIUMIO aBTOMAaTU3UPOBAHHON CHCTEMBbI YIPABICHUS U €€ CUCTEMBbI 3aIUTHI,
JOKYMEHTHUPOBAHHE JEUCTBHUI MO BHECEHUIO M3MEHEHUN B 0a30BYI0 KOH(PUTYpaIMIO0 aBTOMATU3HPOBAHHOM
CUCTEMBI YIIPaBJICHUS U €€ CUCTEMBbI 3alllUThl, COXpAaHEHUE JaHHBIX 00 U3MEHEHUX 0a30BOI KOH(UTypalun
aBTOMATH3MPOBAHHON CHCTEMbI YIIPABJICHUSI U €€ CUCTEMBl 3allUThl, KOHTPOJb JEUCTBUI MO BHECEHHIO
M3MEHEHUH B 0a30BYI0 KOH(PUTYpalUi0 aBTOMAaTU3UPOBAHHON CUCTEMBI YIIPABICHUS U €€ CUCTEMBbI 3alUTHI;

aHalIM3 TOTEHLUUAJIBbHOTO BO3JICUCTBUS IUIAHUPYEMBIX HW3MEHEHMH B 0a30BOM KOH(UIypaluu
aBTOMATU3WPOBAHHOW CHCTEMBI YNPABJICHUS M €€ CHUCTEeMbl 3allUThI Ha obecriedeHue ee Oe30macHOCTH,
BO3HMKHOBEHHE  JOTIOJHUTEIBHBIX  yrpo3  Oe3omacHOCTH HHpopMamuu W paboOTOCIIOCOOHOCTH



aBTOMATH3UPOBAHHON CUCTEMbI yIIPABICHUS;

ompezieliecHHe TMapaMeTpOB HACTPOMKUM MPOTPAMMHOTO OOECTeueHus, BKIIOYAs MPOrpaMMHOE
oOecriedeHre CpeACTB 3allUThl HHPOpPMAIMU, COCTaBa M KOHPUTypalMu TEXHUYECKUX CPEICTB U
MPOrPaMMHOTO OOECIHEUeHHUs /10 BHECEHUS M3MEHEHH B 0a30BYI0 KOH(PUTYpaIMI0 aBTOMATU3HPOBAHHOM
CUCTEMbI YIIPABICHUS U €€ CHCTEMBbI 3aIIUTHI;

BHeCeHHe MHpopMaIuu (IaHHBIX) 00 U3MEHEHUSIX B 0a30BOM KOH(MUTYpaIlMX aBTOMATH3UPOBAHHON
CUCTEMbI YMPABICHUS U €€ CUCTEMbI 3allUTHl B JKCIUTYyaTAllMOHHYIO JOKYMEHTALUI0 HA CHCTEMY 3alUThI
nH(OpPMALINKA aBTOMATU3UPOBAHHOW CUCTEMBI YIIPABICHHUS.

16.8. B xome koHTpoisi (MOHMUTOpPHMHIA) 3a OOCCIIEYCHUEM YPOBHS  3alUIICHHOCTH
aBTOMATU3UPOBAHHOW CUCTEMBI YIIPABICHUS OCYIIECTBISIFOTCS

KOHTPOJIb 32 COOBITUSAMH O€30MaCHOCTH M JEHCTBUSMHU MEPCOHANIA B aBTOMAaTU3WPOBAHHON CUCTEME
yIpaBIICHUS,

KOHTPOJIb (aHamu3) 3allUIIeHHOCTH WH(pOpManuu, o0padaThiBaeMO B aBTOMATH3MPOBAHHOMN
CUCTEME YIIPaBJICHHS, C YIETOM 0COOCHHOCTEH ee (yHKIIMOHUPOBAHUS;

aHanMM3 W OIeHKa (YHKIMOHUPOBAHUS CHCTEMBl 3alllUThl ABTOMATH3UPOBAHHON CHCTEMBI
yIOpaBleHUs, BKJIIOYAsl BBISBICHUE, aHAIU3 U YCTPAHCHHE HEJOCTATKOB B (PYHKIIMOHUPOBAHHHM CHUCTEMBI
3aIUThl ABTOMATU3UPOBAHHOW CHCTEMBI YIIPABJICHHUS,

JOKYMCHTHPOBAHHUE TPOICAYP U PE3YJILTATOB KOHTPOJs (MOHHUTOPHHIA) 32 OOCCIICUCHHEM YpPOBHS
3aIUIIIEHHOCTH aBTOMAaTU3UPOBAHHOW CUCTEMBI YIIPABJICHHUS,

OPUHATHE PpEIICHUS M0 pe3yjabraraM KOHTPOias (MOHUTOpUHTA) 3a OOCCIIEUeHHUEM YPOBHS
3alMIIEHHOCTH aBTOMATU3UPOBAHHOM CHCTEMBI YNPABICHUS O HEOOXOAUMOCTH MepecMoTpa TpeOoBaHUM K
3ammre MHGOPMAIMKM B aBTOMATU3MPOBAHHOW CHCTEME YIpPaBICHHUS M J0paboTKe (MOICpHHU3AIMH) e
CUCTEMBI 3aIUTHI.

OoecneyeHue 3amUThl MHGOPMALMHU NPHU BbIBO/E U3 IKCIJIYaTAIlUM ABTOMATH3UPOBAHHOM CHCTEMbI
ynpaBJjeHust

17. Obecneuenue 3amuThl WHGOPMALMM TPU BBIBOJAE W3 HKCIUTyaTallM aBTOMAaTHU3WPOBAHHOU
CHCTEMBI yIPABJICHUS OCYIIECTBISETCS OTIEPATOPOM B COOTBETCTBUU C IKCILTYyaTAI[MOHHOW JOKyMEHTAIUEH
HAa CHCTEMY 3allIUThl aBTOMAaTU3WPOBAHHOW CHCTEMBI YIPABICHHS U OPTaHU3alMOHHO-PACTIOPSAUTEIHHBIMU
JOKYMEHTAaMH TI0 3aluTe HHGHOPMAIMHN U B TOM YHCJIE BKIIIOYACT:

apXUBUpOBaHKE WH(OPMAITNH, COJEPKAIICHCS B aBTOMAaTU3UPOBAHHOW CUCTEME yIPABICHUS,

yHUUTOXKECHHUE (CTHpaHHWeE) JaHHBIX W OCTAaTOYHOHW WH(POPMAIMKA C MAIIUHHBIX HOCHUTENCH
uHbopManyu 1 (M) YHUUTOKCHUE MAIIMHHBIX HOCUTEJICH HH(POPMAIIHH.

17.1. ApxuBupoBanue MHGOPMAIIUHU, COAEPKAIIEHCS B aBTOMAaTU3UPOBAHHOW CHCTEME YIPABIICHUS,
JOTHKHO OCYIIECTBIATHCS MPU HEOOXOAMMOCTH JTalbHEHIIIETO UCTIONB30BaHUsI HHPOPMAITIH B IEATEIHHOCTH
oreparopa.

17.2. YauutoxeHue (CTHpaHHWE) JAHHBIX M OCTATOYHOW HMH(MOPMALMU C MAIIMHHBIX HOCHUTEICH
“H(OPMAIIMK TIPOU3BOAUTCS TIPH HEOOXOJUMOCTH TEPEaud MAIIUHHOTO HOCHUTENs HH(POPMAIUU JPYrOMY
MOJIb30BATEII0 ABTOMATU3UPOBAHHOM CUCTEMBI YIPABICHHUS WM B CTOPOHHHUE OPTaHM3AIUU ISl PEMOHTA,
TEXHUYECKOTO OOCTYKUBAHUS WM TaTbHEHIIIETO YHUUTOXKCHHUS.

[Ipn BBIBOAE aBTOMATU3MPOBAHHON CHCTEMBbl YMPABICHUS U3 OKCIUTyaTalldd MPOU3BOAUTCS
YHUYTOXKEHHE MAIIMHHBIX HOCUTENEH NH(POPMAIIUHU, COAEPKAITUX SHEPTOHE3aBUCUMYO MTaMSITh.

[11. TpeGoBaHus1 K MepaM 3alIUTHI HH(POPMALMH B ABTOMATH3UPOBAHHOI ccTeMe YIpaBJeHHUs

18. OpraHuzanoOHHBIE W TEXHWYECKHE MEphl 3alUThl HH(QOpPMAIMH, pealu3yeMbie B
aBTOMATU3MPOBAHHOW CHUCTEME YIPABICHUS B paMKaX €€ CHCTEMBI 3allUThl, B 3aBHCHUMOCTH OT Kilacca
3alUIIEHHOCTH, Yrpo3 0e30macHOCTH WHQPOPMAIMK, WCIONB3YEeMbIX TEXHOJIOTUH U CTPYKTYpHO-
(GYHKIIMOHAIBHBIX XapaKTEPUCTHK AaBTOMATU3WPOBAHHOW CHUCTEMBI YIIPAaBIIEHUSI M OCOOEHHOCTEW ee
(bYHKIIMOHUPOBAHUS, JOJDKHBI 00€CIIeunBaTh:

UICHTU(PUKALINIO U ayTEHTH(UKAINIO CYOBEKTOB JJOCTYIIa M OOBEKTOB JJOCTYIIA,



yIpaBJIeHHUE JOCTYIOM CyObEKTOB JOCTyIa K 00BEKTaM JOCTYTIA;

OTpaHUYCHHE TTPOTPAMMHON CPEIIHI;

3alIUTy MAIIUHHBIX HOCUTENeH nHpopmMaiuy,

perucTpaiunio coObITUi 6€30MacHOCTH;

aHTUBHUPYCHYIO 3aIIUTY;

oOHapyxeHue (IIPeoTBpaIlcHUE) BTOPKECHUH;

KOHTPOJIb (aHAITU3) 3aIIUIIEHHOCTH HH(POPMALIHHY;

LEJIOCTHOCTh aBTOMAaTU3UPOBAHHOM CUCTEMBI yIIpaBieHUs U MH(pOpMaLuy,

JOCTYITHOCTh TEXHUYECKHUX CPEJCTB U MHPOpMAIIUH;

3aIUTY CPEIbl BUPTyalIU3aluiy,

3alIUTy TEXHUUYECKHUX CPEICTB U 00OPYIOBaHMS;

3aIUTy aBTOMAaTU3UPOBAHHOM CUCTEMBI U €€ KOMIIOHEHTOB,;

0e30macHyI0 pa3paboTKy IPHUKIIATHOTO M CIEIUATBHOTO MTPOTPAMMHOTO 00ECIICUEHUS;

yIpaBjeHne OOHOBJICHUSIMU ITPOTPAMMHOTO O0ECIICUEHNS;

TUTAHWPOBAHUE MEPOTIPUATHIH 110 00ECIIEUSHUIO 3aIUThl HHPOPMAIINH;

oOecricueHe JICHCTBHUI B HEIITATHBIX (HEMPEIBUICHHBIX) CUTYAIIUsX;

uHbOopMUpoBaHHUEe U 00yUYeHHE MIEPCOHAIa,

aHasu3 yrpo3 0e30MacHOCTH UH(OPMAIIUU U PUCKOB OT X peau3aluy,

BBISIBJICHUE MHIIUJCHTOB U pearupoBaHNe Ha HUX (yIpPaBICHUE UHITUICHTAMHU);

yIpaBlieHHe KOHPUTYpallei aBTOMaTU3UPOBAHHOM CUCTEMBI YIIPABICHUS U €€ CUCTEMBbI 3aIUTHI.

CocraB mep 3amuthl uMHpOpManuu U uX 0a30Bble HAOOPHI JUISI COOTBETCTBYIOIIUX KJIACCOB
3alIMIIEHHOCTH aBTOMATH3WPOBAHHBIX CHUCTEM YMpPaBIEHUSI NMPUBEIACHBI B MpmiokeHnd N 2 K HacTOsAIIUM
TpebGoBaHusIM.

18.1. Mepsl no uaeHTU(UKAIMM U ayTEHTU(UKALUU CYObEKTOB JIOCTyNna M OOBEKTOB JOCTyIa
JIOJDKHBL  O0ecreunBaTh NPHUCBOCHHE CyObekTaM M OO0BbEKTaM JOCTyla YHHUKaJbHOTO MpHU3HAKa
(nneHTH(MKATOPa), CpPaBHEHUE MPEABABISIEMOro CyObeKTOM (0OBEKTOM) IOCTyma HIeHTH(UKATOpa C
MePEYHEM TMPUCBOCHHBIX HICHTU(PHUKATOPOB, a TAKXKe IMPOBEPKY MPUHAIICHKHOCTH CYObEeKTy (0OBEKTY)
J0CTYyIIa MPEIBSIBICHHOTO UM HUACHTU(HKATOPa (TOATBEPKICHUE MOITUHHOCTH).

18.2. Mepbl 1O YNpaBIEHUIO JOCTYIIOM CYOBEKTOB JOCTyNma K OOBEKTaM JOCTYIa JIOJDKHBI
oOecrieynBarh yIMpaBICHUE TpaBaMH W TPUBWICTUSMU CyOBEKTOB JIOCTyIA, pa3rpaHUYEHUE OCTyIa
CYOBEKTOB JIOCTyMA K 00BEKTaM JIOCTyIa HA OCHOBE COBOKYITHOCTH YCTAHOBJICHHBIX B aBTOMAaTH3MPOBAHHON
CUCTEeME YIPaBICHUs MPABIJI pa3rpaHUYCHUs TOCTYIA, a TaKKe 00ecreunBaTh KOHTPOJIb COOMIOICHHS ITHX
TIPaBHIL.

18.3. Mepbl 10 OrpaHMYCHHIO TPOTPAMMHON CpeIbl JOJDKHBI 00CCIIeYMBaTh YCTAHOBKY W (WIIN)
3allyCK TOJBKO Ppa3pelIeHHOTO0 K HCIOJB30BAaHMIO B ABTOMATU3MPOBAHHOW CHCTEME YIIpaBIICHUS
IPOTrPaMMHOTO OOECTICUCHHUSI WIIM MCKIIF0YaTh BO3MOKHOCTh YCTaHOBKM W (HJTH) 3aITyCcKa 3alperieHHOTO K
MCIIOJIH30BAHUIO B aBTOMAaTU3HUPOBAHHON CHCTEME YITPaBIECHUS MPOTPAMMHOTO 00€CTICUECHUSI.

18.4. Mepbl Mo 3alUTe MAalIMHHBIX HOCHTenedl umH(popmanuu (cpeactBa oOpabOTK (XpaHEHUs)
uH(OpMAaILUK, CHEMHBIC MAIIMHHBIC HOCHTENNM WH(POPMALUK) JOJKHBI HCKIKYaTh BO3MOXXHOCTh
HECAaHKLMOHUPOBAHHOTO JTOCTyIa K MAaIlMHHBIM HOCHUTENSM M XpaHsLIeics Ha HUX MH(OpMaluu, a Takxke
HECAaHKLMOHUPOBAHHOE MCII0JIb30BaHUE ChEMHBIX MALIMHHBIX HOCUTENEeH nHpopMauu.

18.5. Mepsl no peructpanuu coObITHI 0€30MacHOCTH JOJDKHBI oOecrneunBarh cOOp, 3amuCh,
XpaHEHHE U 3aluTy UH(GOPMAIMK O COOBITHAX 0€30MaCHOCTH B aBTOMATU3MPOBAHHOM CHCTEME yNpaBlIeHuUs,
a TaKKe BO3MOXKHOCTh IPOCMOTpPA U aHaJIN3a HH(GOPMAIIMH O TAKMX COOBITUSAX U pearupoBaHUe Ha HUX.

18.6. Mepbl 0 aHTUBUPYCHOM 3alIUTE NOJDKHBI 00ecreunBaTh 0OHAPYKEHUE B aBTOMAaTU3UPOBAHHOM
CUCTEME yMpaBlIEHUS KOMIBIOTEPHBIX MporpaMm JuOO HWHOM  KOMIBIOTEpHON  HH(MOpMAaLNH,
MpelHa3HAYeHHOW i  HECAaHKUMOHUPOBAHHOTO  YHUUYTOXKEHUS,  OJNIOKUpOBaHMS, MOAU(DUKAIINH,
KOMMPOBAHUSI KOMIBIOTEPHOM MH(OPMALIMK WM HEUTpalM3alliu CPEACTB 3alllUThl UH(OpPMAIINH, a TaKXKe
pearupoBaHue Ha OOHAPYKEHHUE ITUX MPOTrpamMM U HHPOPMAIUH.

18.7. Mepbl mo oOOHapyxeHHIO (IPEIOTBPAICHUIO) BTOPKECHUH JIODKHBI  00CCIICUMBATH
oOHapyXeHHe NeUCTBUI B aBTOMaTU3UPOBAHHON CUCTEME YIpPaBJICHHs, HAPABICHHBIX HA MIPEeTHAMEPEHHBIN
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HECAaHKIIMOHUPOBAHHBIN JOCTyN K WH(OpMAIUH, CHEIHalbHBIC BO3ICHCTBUS HA aBTOMATH3MPOBAHHYIO
cucteMy yrpaieHuss W (wiav) MHGOPMALMIO B IEISIX €€ JOObIBaHHS, YHHYTOKCHHS, HCKKCHHS |
OJIOKMPOBAaHUSA JOCTYTA K HH(OOPMAINH, & TAKXKE PearnpoBaHUE HA ATH JICHCTBHS.

18.8. Mepbl 110 KOHTPOJIIO (aHAIM3Y) 3AIIUIIIEHHOCTH HH(OpMAIIUHU JT0JIKHBI 00€CIIeYMBaTh KOHTPOJIb
YPOBHS 3alUINIEHHOCTH aBTOMATH3UPOBAHHON CHUCTEMBI YIIPABICHUS ITyTEM MPOBEICHHS MEPOTPUSTHH 110
BBISIBIICHUIO U aHANU3y YSI3BUMOCTEH, KOHTPOJIIO YCTAHOBKH OOHOBIIGHHH MPOTPAaMMHOTO OOecIedeHus,
COCTaBa MPOTPAMMHOTO OOECHEYEHHs] M TEXHUYECKHUX CPEACTB M TPABWIBHOCTH (DYyHKIIMOHUPOBAHUS
CPEACTB 3aIIUThl UHPOPMAIIHH.

18.9. Mepbl 1o oO0ecreyeHHIo IEeTOCTHOCTH AaBTOMATH3UPOBAHHOW CHCTEMbI YIPAaBICHHUS U
uHboOpMalMM  JIOJDKHBI  o0OecreunBaTh OOHAapy)KeHHE (PAKTOB HECAHKIIMOHHUPOBAHHOTO HAapyIICHUS
[EJOCTHOCTA aBTOMATHU3WPOBAHHOW CHCTEMBbI YMPABICHUS U COIEPKAIIMXCS B HEH MaHHBIX, a TakKke
BO3MOXXHOCTh BOCCTAHOBJICHHSI aBTOMATU3UPOBAHHOMN CUCTEMBI YIIPABICHUSI.

18.10. Mepsl mo oOecneyeHUI0 AOCTYIMHOCTH TEXHUYECKHX CpPEACTB M HMH(OpPMAIUU JIOJIKHBI
o0ecrnieynuBaTh aBTOPU30BAHHBIN JOCTYI MEpCcOHasa, MMEIOILEro Mpasa 1o TaKOMY JIOCTYIYy K TEXHUYECKUM
cpenctBaM (MCIOJTHUTEIbHBIM YCTPOUCTBaM) U MH(POPMAIINH, a TAKXKE JTOCTYITHOCTh TEXHHYCCKUX CPEICTB
(MCTIONHUTENBHBIX YCTPOMCTB) I BXOAHOHM (BBIXOMHOW) HH(MOpMAIKHU, YIpaBISOmeH (KOMaHIHO)
nH(pOpPMALIMK, KOHTPOJIBHO-U3MEPUTENHHON HH(OpPMAINKM, WHOM KPUTUYECKH BaXXHOW HWHMOpManuu B
IITAaTHOM pexxuMe (HYyHKIITMOHUPOBAHUSI aBTOMAaTU3UPOBAHHON CUCTEMBI YIIPABICHHUS.

18.11. Mepsl mo 3ammuTe CpeAbl BUPTyaIW3alMH JOKHBI HCKIIOYaTh HECAHKIIMOHUPOBAHHBIN
nocTyn K uHdopmaiuu, oopadaTsiBaeMoi B BUPTYalbHON HHPPACTPYKTYPE, U K KOMIIOHEHTaM BUPTYaJIbHOM
MHQPACTPYKTYphI, a TakXke BO3ACCTBHE Ha WMHGOPMALMIO M KOMIIOHEHTHI, B TOM YHCJIE K CPEACTBaM
yIpaBlICHUsT BUPTYAIbHOW HH(PACTPYKTYPOH, MOHUTOPY BHUPTYAIbHBIX MAIlWH (THIIEPBU30PY), CHCTEME
XpaHEHUs TaHHbIX (BKJIFOYAsl CUCTEMY XpaHCHHs 00pa30B BHPTyalbHOW HH(PACTPYKTYpPbI), CETH Mepeaaun
JAHHBIX Yepe3 DJIEMEHTHl BUPTYalbHOW WM (U3NYCCKOH WHQPPACTPYKTYPHI, TOCTEBHIM OIEPANMOHHBIM
cCHCTEMaM, BHPTyaJbHBIM MallMHAM (KOHTCHHEpaM), CHCTEME M CETH PEIUTMKAIMH, TePMUHAIBHBIM M
BUPTYaJbHBIM YCTPOHUCTBAM, a TAKXKE CHCTEME PE3EPBHOIO KOMMUPOBAHUS U CO3[JaBAEMBIM €10 KOTIHSIM.

18.12. Mepsl 0 3a1UTe TEXHUUYECKUX CPECTB JOKHBI UCKIIIOYaTh HECAHKIIMOHUPOBAHHBINA JTOCTYII
K CTAallMOHAPHBIM TEXHUYECKUM CpelcTBaM, oOpalaThiBalONM WHGOPMAIMIO, HUCTIOITHHUTEIHHBIM
yCTpOMCTBaM, CpeAcTBaM, oOOeclneYrBaromM (QyHKIMOHUPOBAHHWE AaBTOMATU3MPOBAHHOM  CHUCTEMBI
yhpaBlieHus (majiee - cpencTBa obecredeHUs] (YHKIMOHUPOBAHUS), W B TOMEIICHHS, B KOTOPBIX OHHU
MIOCTOSTHHO PACIIOJIOKEHBI, 00ECTICUNBATh 3aIIUTY TEXHUYECKUX CPEACTB OT BHEIIHUX BO3JEHCTBHM, a TaKKe
3amuUTy MHPOPMAIIH, TPEACTABICHHON B BUAEC MH(OOPMATHBHBIX AIEKTPUICCKUX CUTHAJIOB U (DU3MUECKHUX
TIOJIEH.

18.13. Mepsl 1O 3alIMTEe aBTOMATU3WPOBAHHOW CUCTEMBI U €€ KOMIIOHEHTOB JIOJKHBI 00eCTIeYrBaTh
3amuTy UHPOPMAIIMHU TIPH €€ Iepeiade Mo KaHajlaM CBSI3U, B3aUMOJICHCTBIH aBTOMAaTH3UPOBAHHON CHUCTEMBI
yIpaBlICHUS] WIA €€ OTACIbHBIX CETMCHTOB C HMHBIMH aBTOMATH3MPOBAaHHBIMH (MH(OPMAIIMOHHBIMH)
cucteMaMd W WH(OPMAIIMOHHO-TEJIEKOMMYHHUKAIIMOHHBIMA ~ CETSMH  MOCPEACTBOM  IPUMEHEHUS
aApXUTEKTYpbl aBTOMAaTH3MPOBAHHON CHCTEMBI YIIPABICHUS! M MPOEKTHBIX PEIICHUHN 10 €€ CUCTEME 3alllHTHI,
HaIlpaBJIEHHBIX Ha 00eCIeueHne 3aIuThl HHPOPMALIIH.

18.14. Mepsl 1o oOecrneueHHI0 Oe30macHOW pa3paOdOTKH MPHUKIAAHOTO U CHEIHAIBHOTO
MPOrpaMMHOTO 00€CTIeYeHUs JOJDKHBI 00ECIIeYNBATh BBISBICHHE, aHAJIN3 U YCTpPaHEHHE pa3paboTYMKOM
VSI3BUMOCTEH TPOrpaMMHOTO O0ECTeYeHHs] aBTOMATU3MPOBAHHON CHUCTEMBI YIIPABIIEHUS, ONPEICTIEHHOTO
3aKa34MKOM, Ha BCEX JTamax (CTaausx) ero pa3pabOTKH, a TaKkKe KOHTPOJIb MPHHUMACMBIX MeEp IO
BBISIBJICHHIO, aHAJINW3y W YCTPAHEHWIO YA3BHUMOCTEH CO CTOpOHBI 3akazumka u (Wiam) oreparopa
aBTOMATU3UPOBAHHOM CUCTEMBI YIIPABIICHUSI.

18.15. Mepsl 10 yrpaBieHUIO0 OOHOBIEHUSMH MPOTrPAMMHOTO OOecredeHns JOHKHbI 00ecreunBarhb
0e301acHoe MoJyuYeHue, MPOBEPKY U YCTAHOBKY OOHOBJICHU MPOrpaMMHOIO 00ecreueHrsl Ha KOMIIOHEHTax
aBTOMATU3MPOBAHHOM CUCTEMBI YIIPABJIEHUS TEXHOJIOIMUECKUMHU MIPOLECCaMHU.

18.16. Mepsl MO MIAHUPOBAHUIO MEPOIPHUATUN MO OOECIEUCHHIO 3aIUTHI HHPOPMAIUU JOTKHBI
obecrnieynBarb pa3pabOTKy, YTBEPKICHUE U aKTyaJIM3alHUI0 IIaHA MEPONPUATUI MO 00ECNEUEHUIO 3alUThI
nHOpMallMM B aBTOMATHM3MPOBAHHBIX CHUCTEMaxX VYOPABICHHUSA, B TOM YHCIE MPEAyCMaTPUBAIOIIETO
MEPONPHUATHS IO 3alUTe HWHPOPMAIMU B XOJE CO3MAHUS, DKCIUTyaTalli M BBIBOAA W3 DKCIUTyaTalluu
ABTOMATU3WPOBAHHOW CHCTEMBI YIPABICHHSI, CPOKH BBIIOJIHEHUS MEPONPUATHH W OTBETCTBEHHBIX 3a UX



BBITIOJTHEHUE, a TAK)KE KOHTPOJIb €T0 BHITIOJTHEHUSI.

18.17. Mepbl 10 0OeCHeUCHHIO NIEHCTBUN B HEIITATHBIX (HEMPEIBUACHHBIX) CHUTYAIUAX JOJKHBI
oOecreynBarTh IUIAHUPOBAHUE MEPOINPUATUN, O0OydeHHEe M OTpadOTKy JEHCTBUN MepcoHana B clydae
BO3HMKHOBEHHS HEIITATHBIX (HEMPEIABHICHHBIX) CHTyalldd, a TaKXe pPEe3epPBHPOBAHUE MPOTPAMMHOIO
oOecrieyeH s, TeXHUUECKUX CPEJCTB, KAaHAJIOB Mepeaay JAHHBIX aBTOMAaTU3UPOBAHHBIX CUCTEM yIPaBICHUS
B CJly4aec BO3HMKHOBCHHS HEIITATHBIX (HEMPEIBUICHHBIX) CUTyallMd M OOECICYCHHE BO3MOXKHOCTU €€
BOCCTAHOBJICHUSI.

18.18. Mepbpl 1o HWHPOPMUPOBAHHIO W OOYYCHHIO TIepcOHaNa JODKHBI — O0CCIeunBaTh
nH(popMUpOBaHUE TIEpCOHANIa 00 yrpo3ax 0e30MacHOCTH WH(OPMAIHU, O MPaBUIaX IKCIUTyaTallui CUCTEMBbI
3alUTHl AaBTOMAaTH3UPOBAHHON CUCTEMBI YIPABICHHUS M OTICIBHBIX CPENICTB 3aIIUThl HHPOPMAIINH, a TaKKe
TEOPETUYECKOEe M TMPAKTHYECKOe OOydueHHe (B TOM 4YHCJC MPOBEACHUE TPEHHUPOBOK) MO AKCIUTyaTaluu
CHCTEMBI 3aIIMThl aBTOMATU3UPOBAHHON CUCTEMBI YIIPABICHUS M OTIEIBHBIX CPEJCTB 3AIIUTHI HH(OPMAITIH.

18.19. Mepsl no aHanu3y yrpo3 0e30macHOCTH MHGOPMAIIMU U PUCKOB OT MX peau3aldd JOKHBI
o0ecrieyuBarh  MEPUOAMYECKMI  aHadM3  W3MEHEHUs  yrpo3  OezomacHocTH  uHGOpMAlMM B
aBTOMATU3MPOBAHHOM CHCTEME YNpaBJIEHHUs, BO3ZHUKAIOUIMX B XOAE€ €€ OJKCIUTyaTallud, a Takke
HEPHOITUUECKYIO OLICHKY (IIEPEOIICHKY) IPOrHO3UPYEMBIX MOCIEICTBUI OT peaan3aluy yrpo3 0e30MacHOCTH
nH(OpPMAIIMK B aBTOMATU3UPOBAHHOM CHCTEME yIPaBICHUSI.

18.20. Mepbl 1O BBIABICHUIO WHIUACHTOB M pEarupoBaHUI0 HA HUX JODKHBI 00eCrednBaTh
oOHapyKeHHe, HICHTU(UKALMIO, aHAJIW3 MHIMJIEHTOB B aBTOMAaTU3MPOBAHHOM CHCTeMEe YIpaBieHHs, a
TaKoKe MPUHATUE MEP 0 YCTPAHEHUIO U TIPEIYIPEKICHUIO HHITUICHTOB.

18.21. Mepsl no ynpaBieHHIO KOH(UTrypalueld aBTOMaTH3MPOBAHHOM CUCTEMbI YNpaBIECHUS U €€
CUCTEMBl 3allUThl HH(OpPMAMK JODKHBI OOecleynBarTh YNpaBiICHHE W3MEHEHUSMH KOH(UTypaluu
aBTOMATH3WPOBAHHON CHCTEMBI YIIPABJICHUS U €€ CUCTEMBI 3allUThl HH()OPMALINK, aHAIU3 MTOTEHIINAIBHOTO
BO3/CHUCTBUS IUJIAHUPYEMbIX M3MEHEHMH Ha obecrnieyeHue Oe30macHOCTH MHQOpManuu, a Takxke
JOKYMEHTHUPOBAHHE STUX U3MEHEHUH.

19. Beibop mep 3amuTsel uHGOpMAMK AJIA HX peaju3aldd B aBTOMAaTH3MPOBAHHOW CHCTEME
YIPAaBIICHUS B paMKax €€ CUCTEMBbI 3al[UThl BKJIIOYAET:

ompezeneHue 0a3oBoro Habopa Mep 3alMThl HMHPOpPMAIMU 1T YCTAHOBJICHHOTO Kjacca
3alMIIEHHOCTH aBTOMAaTU3UPOBAHHOW CHUCTEMBbI YNPABICHUS B COOTBETCTBUHU C 0a30BBIMH HaOopaMu Mep
3a1uThl “HPOpPMAIINH, TPUBEAeHHBIMU B npuiiokeHnu N 2 k HacTosmum TpeboBaHUsAM;

ajanTanuio 0a3oBoro Habopa Mep 3amMThl WHPOPMAIMHU TPUMEHHUTETBHO K KaXKIOMY YPOBHIO
aBTOMATU3WPOBAHHOW CHCTEMBI YIPABIEHUS, MHBIM CTPYKTYpHO-()YHKIIMOHAIBHBIM XapakTepUCTHKAM U
0COOCHHOCTSIM ~ (DYHKIIMOHUPOBAHUS aBTOMATU3UPOBAHHON CHUCTEMBI yIpaBicHHs (B TOM 4YHCIC
MIpeyCMaTpUBAIOIIYI0 UCKIIOUeHHE 13 6a30BOro Habopa Mep 3aluThl HHPOPMAIIUKA MEpP, HETIOCPEICTBEHHO
CBSI3aHHBIX C TEXHOJOTMSMHM, HE HCIOJNBb3YEMBIMH B AaBTOMATH3MPOBAHHOM CHUCTEME YIIpAaBIICHUS WIIH €€
YPOBHSIX, WIH CTPYKTYpHO-(YHKITHOHAILHBIMHU XapaKTePUCTUKAMH, HE CBOMCTBEHHBIMH
aBTOMATU3MPOBAHHOHN CUCTEME YIIPaBJICHUS);

yTOYHEHHE aIalTUPOBAHHOTO 0a30BOro Habopa Mep 3amuThl UHGOPMAITUU C YYETOM HE BHIOPAHHBIX
paHee Mep 3amuThl WHGOpMAaNUU, MPUBEACHHBIX B TpwiokeHun N 2 k HacrosmuM TpeGoBaHUsSM, B
pe3yibTare uero ONpeNesstoTcs Mepbl 3alMThl  UHpopManuu, obecredrBarone OJ0KHMpOBaHUE
(mefiTpanuzanuio) Bcex yrpo3 0€30MacHOCTH MH(POPMAIMH Ha KaXXIOM M3 YpOBHEW aBTOMAaTH3WPOBAHHOM
CUCTEMBI YIIPABIICHUS;

JIOTIOJTHEHHE YTOYHEHHOTO aJanTHPOBAaHHOIO 06a30BOro Habopa Mep 3allUThl MHPOPMALIUKA MEPaMHU,
o0OecreynBalOIMMHU  BBITIOTHEHWE TpeOOBaHMN K 3amuTe WH(DOpMAIMKM, YCTaHOBICHHBIMA HHBIMU
HOPMAaTHUBHBIMH MPABOBBIMH aKTaMH, JOKAJIbHBIMUA MPABOBBIMU aKTaMM, HAIMOHAJIBHBIMU CTaHIAPTaMHU H
CTaHJapTaMy OPraHU3alUU B 00JIACTH 3aIIUTHI HH(OPMAIIIH.

Jns  BbiOOpa Mep 3amuThl HMH(OpPMAlUU s COOTBETCTBYIOIIETO Kjacca 3allUIICHHOCTH
aBTOMATH3WPOBAHHON CUCTEMBI yIpaBlIeHUs MpUMeHst0TCsa MeToaudeckue qokyMeHTel @CTOK Poccun™*.

20. B aBroMaTM3MpOBaHHOM CHCTEME YIPaBIIEHUS COOTBETCTBYIOILErO Kiacca 3alUIIEHHOCTH B
paMKax ee CHCTEeMbI 3alUThl JODKHBI OBITh PEaIM30BaHBI MEPHI 3alIUThl WH(GOpMALUM, BHIOpAHHBIC B
coorBeTcTBUM ¢ mnyHkramu 18 u 19 Hacrosummx TpebGoBanuit u obecrneunBaromye OJOKHPOBaHUE
(HeiiTpanu3anuio) BceX yrpo3 0e30macHOCTH MH(GOPMAIMU Ha KaXIOM U3 YPOBHEH aBTOMATH3UPOBAaHHOI
CUCTEMBI YIIPABIICHUS.
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BoiOpannbie  Mepel  3amuThl  MHGOPMAIMM  PACCMATPUBAIOTCS Uil KaXIOTO  YPOBHS
aBTOMATH3WPOBAHHON CUCTEMBbl YIPABICHHUS OTIAEIBHO M MOJJIEKAT pealu3alii ¢ y4eTOM OCOOCHHOCTEH
(YHKIIMOHUPOBAHUS KaXKIOTO U3 YPOBHEH.

[Ipu 3TOM B aBTOMaTU3MPOBAHHOW CHCTEME YIPABICHUS JIOJDKEH OBITh, KAK MUHUMYM, PEaIn30BaH
aJanTUPOBAHHBIA JI1 KaXKJOTO0 ypOBHA 0a30BbIii HaOOp Mep 3aluThl MH(POPMAIUU, COOTBETCTBYIOLIUN
YCTaHOBJICHHOMY KJIACCy 3aIIMIIEHHOCTH aBTOMAaTH3MPOBAHHON CUCTEMbI YIIPABICHUS.

21. B niensax UCKITFOYEHMSI H30BITOYHOCTH B PealM3allii MEp 3aIIUThl HHOOPMAIUH U B CIIy4ae, €CIH
NPUHATBIE B aBTOMAaTHU3MPOBAHHOM CHCTEME YIPABICHHUS MeEpbl MO OOECMEUYEHHIO MPOMBIIIIICHHOM
OezomacHocTd W (Wwin) (QU3MUYECKON OE30MacHOCTH JOCTATOYHBI il OJOKMpOBaHMs (HEUTpaIM3alliu)
OTAENBHBIX YTP0O3 0€30MacHOCTH MH(POPMAIINH, TOTIOTHUTEIBHBIE MEPHI 3aIUThl HH(POpPMaIuu, BEIOpaHHbBIE
B cooTBeTCcTBUU ¢ myHkTamu 18 m 19 nactosmux TpeGoBanwmii, MOTYT HE MpUMEHATHCA. [Ipu 3TOM B X0MI€
pa3pabOTKH CHCTEMBI 3allUThl ABTOMATH3MPOBAHHON CHCTEMBI YIPABICHUS JOJDKHO OBITH IPOBEICHO
00OCHOBaHUE JOCTATOYHOCTH TMPUMEHEHUS Mep IO OO0ECIICEYCHHIO MPOMBIIUICHHOW 0€30MacHOCTH WU
¢busnyeckoii 06e30MacHOCTH It OJoKHpoBaHHs (HEWTpalU3alii) COOTBETCTBYIOIIMX YIpo3 0€30MacHOCTH
nH(popmanuu.

22. IIpn oTCYyTCTBHM BO3MOXKHOCTH peajn3allii OTACIbHBIX MEp 3alluThl HHPOPMAIUA HA KaKOM-
a100 M3 YPOBHEH aBTOMATH3MPOBAHHON CHCTEMbI YIPABICHUS W (MJIM) HEBO3MOXXHOCTH MX MPHUMEHEHUS K
OTICNBbHBIM O0OBEKTaM W CyOBEKTaM JOCTyNa, B TOM YHCIIC BCJICACTBHE HMX HETAaTUBHOTO BIHMSHUS Ha
IITaTHBINA peXUM (PyHKIIMOHUPOBAHUS aBTOMATHU3WPOBAHHOW CHCTEMBI YIIPABJICHMsI, HA dTamax aJanTaiuu
6a3oBoro Habopa Mep 3amuThl WHGOPMAIMK WM YTOUHEHHUs aJanTUPOBAHHOTO 0a30BOro Habopa Mep
3alMThl MH(OpPMAIMK pa3pabaThIBatOTCsl WHBbIC (KOMIICHCHUPYIOIIHE) MEphI, 00CCICUNBAIONINE aJeKBATHOE
OnoxupoBanue (HeWTpamu3anuio) yrpo3 Oe30macHOCTH HH(pOpMANMM H  HEOOXOAMMBIH  YPOBEHb
3aIIUIIEHHOCTH aBTOMATU3UPOBAHHOM CUCTEMBI YIIPABICHHUS.

B kauecTBe KOMIEHCHPYIOIIMX MEp, B MEPBYIO OUYEpE/b, PACCMATPUBAIOTCS MEPHI MO 00ECIECUCHUIO
OpOMBINUICHHOW ©  (Win) (U3MYecKkoi 0e30MacHOCTH aBTOMATH3MPOBAHHOW CHUCTEMbI  YIPaBICHHUS,
MOJIZICP>KUBAOIINE HEOOXOIUMBIN YPOBEHB 3aIUIIIEHHOCTH aBTOMAaTU3UPOBAHHON CUCTEMBI YITPABIICHHUS.

B »TOoM ciydae B xone pa3paOOTKH CHUCTEMBI 3alUThI aBTOMAaTU3UPOBAHHOW CHUCTEMBI YIPaBICHUS
JIOHKHO OBITh MPOBEAECHO OOOCHOBaHUE MPUMEHEHUS KOMICHCHPYIOIIMX Mep, a MpU MPUEMOUYHBIX
UCIIBITAaHUSX OIEHEHA JOCTAaTOYHOCTh M aJIEKBAaTHOCTh JAHHBIX KOMIICHCUPYIOIIUX MEp ISl OJTOKUPOBAHUS
(mefiTpamuzaiuu) yrpo3 6€30MacHOCTH HH(POPMAIIUH.

23. BoiOpaHHbIE W peanu30BaHHBIE B AaBTOMATU3MPOBAHHON CHUCTEME YIPABICHHS B paMKax ee
CHUCTEMBI 3aIlIUTHI MEPHI 3aIIUTHI HH(OPMAILIUU, KAK MUHIUMYM, JOJKHBI 00€CIIEUHBATh:

B aBTOMAaTM3UPOBAHHBIX CHCTeMax ympaBieHus 1 Kiacca 3allMIIEHHOCTH - HEUTpaIu3aluio
(6;mokupoBanue) yrpo3 0e30MacHOCTH HH(OpMAIMHU, CBSI3aHHBIX C JACWCTBUSAMH HAPYIIUTENIS C BBICOKHUM
MOTEHIIUAJIOM;

B aBTOMAaTH3UPOBAaHHBIX CHCTEMax YIpaBlieHUs 2 Kiacca 3allUIICHHOCTH - HEeUTpaIu3aluio
(6;moxmpoBaHue) yrpo3 6€301acHOCTH HHPOPMAINH, CBI3aHHBIX C JICHCTBUSIMHU HAPYLIUTENS C TOTCHIIAAIOM
HE HMXXE CPEIOHETO,

B aBTOMAaTH3WPOBAHHBIX CHCTEMaxX YIpaBieHHS 3 Kiacca 3allUIIeHHOCTH - HEUTpaTu3aluio
(6;moxupoBaHue) yrpo3 0e30macHOCTH WH(POPMAIIMU, CBA3aHHBIX C JCUCTBUSAMHU HApPYIIUTENS C HU3KHM
MTOTECHIIUAJIOM.

[ToTeHnman HapyIIUTENs ONpEAesieTCs B XOJA€ OICHKH €ro BO3MOXHOCTEM M MOTHBAIUH,
MIPOBOAMMON TIPH aHANIM3€ Yrpo3 0e30macHOCTH MH(OpPMAIMK B COOTBETCTBUU C MyHKTOM 13.3 HacToOsAIIUX
TpeboBaHuii.

OneparopoM MOXKeT OBITh TPUHATO pEIICHHE O MPUMEHEHWHM B aBTOMATH3WPOBAHHOW CHCTEME
yIOpaBIEHUS COOTBETCTBYIOIIETO Kiacca 3allUIICHHOCTH Mep 3alluThl MHQOpMAIuH, 00eCTedrnBaIONIUX
3alUTy OT Yyrpo3 0e30macHOCTH WHGOpPMALUM, peaTu3yeMblX HapyluTeaeM ¢ 0ojiee  BBICOKUM
MOTEHIIUAJIOM.

Ipuxazom @CTIK Poccuu om 23 mapma 2017 2. N 49 nynxkm 24 uznoocen 8 Ho8oll pedakyuu
Cm. mexcm nyHkma 6 npeovloyujeii peoaKyuu
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24. TexHuyeckue Mepbl 3alIUThl MHPOPMALKU pPEATU3YIOTCA MOCPEICTBOM NPUMEHEHUS CPEACTB
3alUThl HHPOPMALIUK, B TOM YHCJIE MPOrPAaMMHBIX (IPOrpaMMHO-aNIapaTHbIX) CPEICTB, B KOTOPBIX OHU
peayin30BaHbl, MMEIOIUX HeoOXoauMble (YHKIMM Oe30macHOCTH. B kadecTBe CpeacTB  3alllUThl
uH(OpMaIK B MEPBYIO OYepellb MOMIEKAT PACCMOTPEHUIO MEXaHH3MbI 3alIUTHI (ITApaMETPhl HACTPOIKH)
HITAaTHOTO IPOrPaMMHOI0 00eCTIeYeHHsI aBTOMaTU3UPOBAHHOM CUCTEMBI YIIPABJICHUS IIPU UX HAJIUYUU.

B cnyuae ucnonb3oBaHus B aBTOMaTH3UPOBAHHBIX CHCTEMaX YIPABICHHS CEPTHU(PHUIMPOBAHHBIX I10
TpeboBaHUSIM 0€30MacCHOCTH MHGOPMAIIUU CPEJICTB 3aUTH HHPOPMAIIUN TPUMEHSIOTCS:

B aBTOMAaTHU3MPOBAHHBIX CHUCTEMax ympasiieHHs 1 kiacca 3alllMIEHHOCTH NPUMEHSIOTCS CpPEeiCTBa
3alUThl THPOPMALMU He HUXe 4 Kilacca, a TaKKe CPEICTBA BBIUMCIUTENBHON TEXHUKN HE HUXKE D Kilacca,

B aBTOMAaTH3MPOBAaHHBIX CHCTEMax YIIPaBIeHUs 2 Kjacca 3allUIIEHHOCTH NPUMEHSIOTCS CPelCTBa
3alUThl THPOPMALIMK HEe HUXKe S Kilacca, a TakyKe Cpe/ICTBA BRIYMCIUTENBHON TEXHUKH HE HUXKE S Kilacca,

B aBTOMAaTHU3MPOBAHHBIX CHUCTEMax YIpaBlieHUs 3 Kjacca 3allMIIEHHOCTH NMPUMEHSIIOTCS CPEICTBa
3alUThl THPOPMALIMK He HUXKe 6 Kitacca, a TakyKe Cpe/ICTBa BRIYMCIUTENBHON TEXHUKH HE HIKE S Kitacca.

Knaccsl 3amuTsl onpeaenstoTcsi B COOTBETCTBUU ¢ HOPMATUBHBIMH MPAaBOBBIMU aKTaMHU, U3JaHHBIMU
B coorBercTBUU ¢ moAnmyHkroM 13.1 mynkra 8 Ilonoxenus o dexepanbHoil ciayx0e MO TEXHUYECKOMY U
HKCIIOPTHOMY KOHTPOIIIO, yTBepkaeHHoro Yka3zom IIpesmmenta Poccuiickoit denepanuu ot 16 aBrycra
2004 r. N 1085.

B cinywae wucnonb3oBaHHs B aBTOMAaTHU3WPOBAHHBIX CHUCTEMax YIIPABIEHUS CPEACTB 3alUThHI
uHbopMalMK, CepTU(PUIMPOBAHHBIX MO TPeOOBaHUSAM O€30MacHOCTH WHGOpPMAIMM, YKa3aHHBIE CpPEICTBa
JOJDKHBL OBITH CepTU(UUMPOBAHBI HAa COOTBETCTBHE O00s3aTelIbHBIM TpPeOOBAaHUSAM IO 0O€30MacHOCTH
uHpOpMaIlMK, YCTAaHOBJICHHBIM HOPMATHBHBIMHU IPABOBBIMH aKTaMH, WIM TpeOOBAaHUSAM, YKa3aHHBIM B
TEXHUYCCKHUX YCIOBUSIX (33AaHUSIX 1O OE30MaCHOCTH).

@yHkuuu 0€30MacHOCTH CPEACTB 3allluThl MHGOpPMAIMKM JOKHBI 00ecreunBaTh BBITOJHEHHUE
HacTosmux TpeGoBaHuUH.

B aBTOomMaru3upoBaHHBIX cHucTeMax ympaBileHHs 1 M 2 KjIaccoB 3aIMINEHHOCTH MPUMEHSIOTCS
cepTU(UIMPOBAHHBIE CPEACTBA 3alUThl WH(pOpPMAIMM, MPOTrpaMMHOE OOECHeYEeHUE KOTOPBIX IPOLLIO
IIPOBEPKY HE HUKE UeM 10 4 ypPOBHIO KOHTPOJI OTCYTCTBHSI HEACKIAPUPOBAHHBIX BO3MOXKHOCTEH.

3aka34yukoM (OreparopoM) B 3aBHCUMOCTH OT IIOTEHIMANA HAPYIIUTEIS MOXKET OBITh IMPHHSTO
pELIEHUE O TMOBBIMIEHUH YPOBHSI KOHTPOJIL OTCYTCTBUSI HEAEKJIAPUPOBAHHBIX BO3MOYKHOCTEW CpENCTB
3aIMTHl MHPOPMAIIUH.

25. [lpu ucnonp30BaHMM B aBTOMATH3MPOBAHHBIX CHUCTEMaX YIPABIECHUS HOBBIX TEXHOJIOTUH U
BBISIBJICHUU JOINOJHUTEIBHBIX Yrpo3 O€30MacHOCTH MH(POpPMALMHU, IJI1 KOTOPBIX HE OINpPEAEIEHBI MEpbI
3alIUTHl HHPOPMAINH, JOJKHBI pa3padareiBaTbcs KOMIICHCUPYIOIIUE MEPHI B COOTBETCTBUHU C ITyHKTOM 22
Hactosux TpeboBaHUM.

* Paspaboranneie ®CTOK Poccum B coorBercTBHM ¢ moanmyHKToM 4 myHkra 8 IlomokeHus o
denepanbHON CITY)KOE MO TEXHHUESCKOMY M SKCIIOPTHOMY KOHTPOJIO, YTBEpXKAeHHOTO Yka3oMm IIpe3umeHra
Poccuiickoit ®eneparin ot 16 aBrycra 2004 r. N 1085 (CobOpanue 3akoHomarenbcTBa Poccuiickoi
®enepanuu, 2004, N 34, ct. 3541; 2006, N 49, ct. 5192; 2008, N 43, ct. 4921; N 47, ct. 5431, 2012, N 7,
ct. 818; 2013, N 26, ct. 3314; N 52. ct. 7137).

** Paszpaborannsie ®CTOK Poccuu B coorBerctBuu ¢ noamyHkroM 4 myHkra 8 IlonokeHus o
denepanbHON CiTy)k0€ MO TEXHUYECKOMY M 3KCIIOPTHOMY KOHTPOJIIO, YTBepkKaAeHHOro Ykazom Ilpesunenta
Poccuiickoit @enepanuu ot 16 aBrycra 2004 r. N 1085.

Ipunoxenne N 1

K TpeGoBanusiM K 00ecrie4eHUI0 3aIUTHI
uHopMaAIUM B ABTOMATH3UPOBAHHBIX CHCTEMAX
ynpaBJieHHs] IPOU3BOACTBEHHbIMH U
TEXHOJOTHYeCKUMHU MPOIECCAMU HA KPUTHYECKHU
Ba’KHBIX 00bEKTaX, NOTEHIIHAJIbHO ONACHBIX
00beKTAaX, a TaK:Ke 00beKTaxX, MPeACTABIAIINX
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NOBBILICHHYI0 ONIACHOCTD JJIsl JKU3HH
U 3[10POBbS JIIIAEH U JJIA OKPYKarouen
NPUPOJAHOM CPeAbI

Onpenesienne Kiacca 3allHIIEHHOCTH ABTOMATU3UPOBAHHOM CHCTEMBbI YIIPaBJIeHHS

1. Kitacc 3aliuIneHHOCTH aBTOMaTH3UPOBaHHON cucteMbl yrpasienus (nepsoiii kiaace (K1), Bropoii
kinace (K2), tperuit knace (K3)) ompenmensiercss B 3aBUCHMOCTH OT YPOBHS 3HAYUMOCTH (KPUTUYHOCTH)
obpabarsiBaecMoii B Helt nHpopmanuu (Y3).

2. YpoBeHb 3HaunMocTd (kpuTHyHOCTH) UH(OpMarmu (Y3) ompenensercs: CTENeHbI0 BO3MOKHOTO
yiepba OT HapylmICHHsS €€ LEJTOCTHOCTH (HEIpaBOMEPHbIC YHHUYTOKECHHE WM MOAUDHUIIMPOBAHUE),
JIOCTYIHOCTH (HEImpaBOMEpHOE OJIOKUPOBAaHWE) WM KOH(MUACHIIHAILHOCTH (HEMpaBOMEPHbIE IOCTYII,
KOIMPOBAHUE, MPEJAOCTABICHHE WM PACIpOCTPAHCHHE), B PE3yJIbTaTe KOTOPOrO BO3MOXKHO HAapyIICHHE
IITATHOTO pEKUMa (YHKIIMOHMPOBAHUS aBTOMATH3MPOBAHHOW CHCTEMBI YIPABICHHUS WM HE3aKOHHOE
BMEIIATEIBCTBO B MPOIECCH (DYHKIIMOHUPOBAHUS aBTOMATH3HPOBAHHON CHCTEMBI YIIPABICHHUS.

V3 = [(1etoCTHOCTD, CTeNeHb yiiepda) (Io0CTYIMHOCTh, CTENeHb yinepOa) (KOH(pHICHIIMATbHOCTD,
cTerneHsp ymepba)],

IJie CTENEHb BO3MOXKHOTO yIepOa ONpeAesseTcs 3aKa3dyMKOM WJIM OINEpPaTOPOM SKCHEPTHBIM WU
WHBIM METOIOM M MOJKET OBITh.

BBICOKOM, €CIIM B pe3yJbTaTe HapyIIEHUs OJHOTO W3 CBOMCTB 0€30macHOCTH WHGPOPMAIIMU
(IeI0CTHOCTH, JOCTYMHOCTH, KOH(MHUIACHIIMAILHOCTH), TOBJIEKIIEr0 HapyIIeHUE IITaTHOTO pEeXuMa
(YHKITMOHMPOBAHUS ~ aBTOMAaTH3UPOBAHHONW  CHCTEMBl  YIIPaBJICHHS, BO3MOXKHO  BO3HHUKHOBEHHE
Ype3BbIYAHON CUTyalluu (elepaibHOro WM MEKPETHOHAIBHOTO XapakTepa* WM WHBIC CYIICCTBEHHBIC
HEraTUBHBIE ITOCJIEACTBUS B COLMAIILHOW, IMOJIMTHYECKOW, DKOHOMUYECKO, BOEHHON WM MHBIX 00J1acTIAX
JIESITEILHOCTH,

CpemHeHd, ecnu B pe3yibraTe HapyIICHHWS OJHOTO W3 CBOWCTB 0Oe30MacHOCTH HWHMOpMaIHH
(IeoCTHOCTH, JOCTYMHOCTH, KOH(MUIACHIIMAILHOCTH), TOBJIEKIIEr0 HapyIIeHUE IITaTHOTO pEXuMa
(YHKIIMOHMPOBAHUS ~ aBTOMATH3UPOBAHHOW  CHCTEMBl  YIPaBJICHHs, BO3MOXKHO  BO3HUKHOBCHHE
Ype3BbIYAMHON CUTYallMM PErMOHAIBHOTO WM MEXKMYHHUIHUIIAIBHOIO XapaKTepa® WIM WHbIE YMEpPEHHbIC
HETaTUBHBIE IMOCJIEACTBUAS B COIMAILHOM, IOIUTHYECKON, DKOHOMHYECKOM, BOCHHON MJIM HMHBIX 00JIaCTIX
JIESITEIILHOCTH,

HU3KOM, €Clli B pe3yJlbTaTe HapyIlieHUss OJHOTO U3 CBOMCTB 0€30MacHOCTH HH(OpMAIUU
(emocTHOCTH, JOCTYMHOCTH, KOH(MUIACHIIMAIBLHOCTH), TOBJICKIIEr0 HApyIICHUE INTaTHOTO pPEXuMa
(YHKIIMOHMPOBAHUS ~ aBTOMAaTM3UPOBAHHON  CHCTEMBl  YIPaBICHHs, BO3MOXHO  BO3HUKHOBEHHE
Ype3BbIUAHON  CHUTyallMM MYHHIUIIAJBHOTO  (JIOKAJIbHOTO)*  XapakTepa WM  BO3MOXKHBI ~ HHBIC
HE3HAYMTEIIbHBIC HEraTUBHEIC IMOCJICICTBUS B COLMAJILHOM, MOJIUTHYESCKOM, JKOHOMHYCCKOM, BOCHHON WU
MHBIX 00J1aCTAX JESITEIbHOCTH.

B cnyuae, ecnu ans undopmanuu, o6padarbiBaeMoil B aBTOMaTH3UPOBAHHON CUCTEME YIIPaBJICHHUS,
He TpeOyeTcst oOecreuyeHHe OJHOTO M3 CBOMCTB  Oe3omacHOCTH uHGpOpManuud (B 4aCTHOCTH
KOH(HUICHIIMATLHOCTH) YPOBEHb 3HAYUMOCTH (KPUTHYHOCTH) OIPEICIATCS Ui JBYX JIPYyTHX CBOWCTB
oe3zomacHoctu uHMGopMarmu (IeTOCTHOCTH, AOCTYITHOCTH). B aTOM ciyuae:

V3 = [(uenocTHOCTB, cTeneHb yiiepda) (I0CTymHOCTb, CTeneHb yiepoa) (KOHPUIACHIIMATbHOCTh, He
npuMeHsiercs)].

Nudopmarust, obpabarsiBacMasi B aBTOMAaTH3MPOBAHHOW CHCTEME YIPABICHHS, UMEET BBICOKHI
ypoBeHb 3HauuMmocTu (kputuunoctd) (Y3 1), ecmu XoTss Obl Ui OJHOTO M3 CBOWCTB 0€30MaCHOCTH
urpopmaruu (eJTOCTHOCTH, TOCTYITHOCTH, KOH()UICHIIMAILHOCTH) OMpe/Ie/icHa BRICOKas CTENCHb yIepoa.
Nudopmarusi, odpabarsiBacMasi B aBTOMaTH3UPOBAHHON CHCTEME YIMPABJICHHs, UMEET CPEIHUI YPOBEHBb
3HaYUMOCTH (kpuTuuHOCTH) (V3 2), eciin XOTs OBl JJI1 OJHOTO W3 CBOWCTB 0€30MacHOCTH MH(OpMaIUU
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(LIeTOCTHOCTH, JOCTYIMHOCTH, KOH(DHICHIMATBHOCTH) OIpEeicHa CPEOHssl CTENeHb yinepda ¥ HET HH
OJTHOTO CBOWCTBA, JJII KOTOPOTO OMpeJiesieHa BhICOKas CTeneHb ymepoa. Mudopmarus, oopadbareiBaemas B
ABTOMATU3MPOBAHHON CHUCTEME YIpAaBJICHUS, UMEET HHU3KHI ypoBeHb 3Haunmoctu (kputuunoctH) (Y3 3),
€CJIM JIJIsl BCEX CBOWCTB 0€30MacHOCTH MH(pOpMaIK (IIEIOCTHOCTH, JOCTYIHOCTH, KOH(DUICHIIMAIEHOCTH)
OIpEeICIICHBI HU3KKE CTETICHH yIepoa.

[Ipu 006paboTke B aBTOMaTH3MPOBAHHOM CHCTEME YIpaBJICHHUS NIByX M Oojee BHUIIOB MHGPOPMAIIMU
(n3meputenbHas uHGOpMaIUsa, HHOOPMAIUSI O COCTOSHUU MPOIecca) YPOBEHb 3HAUUMOCTH (KPUTUIHOCTH)
uHpopmanuu (Y3) ompenensercs OTACIBHO JUIS KaKAOro BuIa WHPopMaiuu. VTOroBbli ypoBEeHb
3HAYUMOCTH (KPUTHUYHOCTH) yCTAHABIMBACTCS [0 HAMBBICIIUM 3HAUCHHSM CTEIICHH BO3MOXHOTO yIIepoa,
OIPEICIICHHBIM IS IIEIOCTHOCTH, TOCTYITHOCTH, KOH(PHUICHIIMATBHOCTH KaXKI0TO BHJIa HH(OpMAIIUH.

3. Kitacc 3amuineHHOCTH aBTOMAaTH3UPOBAHHOM CHCTEMBI YITPABJICHUS ONPEICISCTCS B COOTBETCTBHU
¢ TabIuLEH:

VYpoBeHb 3HAYMMOCTHU (KPUTUYHOCTH) Kiacc 3amunieHHOCTH aBTOMAaTU3UPOBaHHON
uHpopManuu CUCTEMBI yIIPABICHUS
V31 K1
V32 K2
vy33 K3

* YcTaHaBIMBAETCS B COOTBETCTBUU ¢ TTocTaHoBieHueM IIpaBurenbctBa Poccuiickoit deaeparuu ot
21 mas 2007 . N 304 "O xknaccudukanud 4Ype3BbIYAWHBIX CHTYallMd MPUPOJHOTO W TEXHOTCHHOTO
xapaktepa" (CoOpanue 3akoHomarenbcTBa Poccuiickoit ®enepanuu, 2007, N 22, ct. 2640; 2011, N 21,
ct. 2971).

Ipunoxenne N 2

Kk TpeGoBanusimM k obecre4eHu 0 3aIUThI
HH(pOpMaANUM B ABTOMATH3HPOBAHHBIX CHCTEMAX
yIpaBJieHUs] IPOM3BOJACTBEHHBIMH 1
TeXHOJIOTH4YeCKMMHM MPOLEeCCaMU HA KPUTHYECKH
BAKHBIX 00bEKTaX, NOTEHIHAJIBHO ONACHBIX
o0beKTax, a Tak:Ke 00beKTaX, NPeACTABJISIOIINX
NOBBIIICHHYI0 ONIACHOCTD /IS )KU3HH

U 310POBbS JIIOAEH U 1JI OKPYKAIOLIeH
NPUPOJAHOM CpeAbI

Cocras MEP 3allIUThI I/IHq)OpMaIlI/II/I U UX 0a30Bble Haﬁopu AJIA COOTBETCTBYOLIECIO KJIacca
3alIMIIICHHOCTH aBTOMaTI/BI/IpOBaHHOﬁ CHUCTCMBbI YIIpaBJICHUSA

YcinoBHOE Mepsl 3amuThl “HGOPMAITHH B Knaccrl 3amunesHocTi
o0o3HaueHue ABTOMAaTHU3UPOBAHHBIX CUCTEMAX YIIPABICHUSA 3 2 1
1 HOMED
MephI
1 2 3 4 5

|. UnenTudukanus u ayrTeHTH(PUKAINA Cy0beKTOB 10CTYNna H 00beKTOB AocTyna (MAD)
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NAD.0 Paspaborka mpaBun wu mpouenyp (HOJUTHK) + +
UACHTU(PUKAIMNA U ayTeHTH(PUKAIUU CYObEKTOB
JOCTYIa U OOBEKTOB JIOCTYTIA

HNAD.1 Nnentudukamms u ayTeHTU(pUKaIHs + +
[10JI30BATEIIEH, SIBIISTFOLLINXCS pabOTHUKAMH
oreparopa

NA®D.2 Nnentudukanmss u ayTreHTUGUKAIUS YCTPOIMCTB, B +
TOM 4YHCI€ CTAallMOHAPHBIX, MOOWIBHBIX W
MOPTATUBHBIX

NAD.3 VYopapneHnue wuaeHTHPHUKATOpAaMU, B TOM UHUCIE + +
CO37laHue, NPUCBOCHUE, U3MECHEHUE, YHUUYTOKECHUE
UICHTU(UKATOPOB

NAD.4 VYnpapneHue CpeAcTBaMU ayTeHTU(UKALUH, B TOM + +
4yucjae  XpaHEHWeE,  BblIa4ya,  MHUIMAIU3ALMA,
OJOKMpOBaHME  CpEICTB  ayTeHTU(UKaUUW U
NpUHATHE Mep B Ciay4ae yTparl u (Win)
KOMIIPOMETAIIUU CPECTB ayTeHTU(PHUKAIIIH

HAD.5 Uckmrouenne oToOpakeHHsST I TTOJIB30BATEIs + +
NEWCTBUTEIHHOTO 3HAYCHUS ayTCHTU(HUKAITMOHHOMN
uHpopmanmn W (MIM) KOJMYECTBA BBOJMMBIX
CHUMBOJIOB (3amuTa OOpaTHOW CBS3M IPH BBOJE
ayTeHTH()UKAIMOHHON HH(DOPMAITHH)

NAD.6 Nnentudukamms u ayTeHTU(PUKaIHs + +
MOJIb30BaTENIC, HE SBJISIONUXCA pPabOTHUKAMU
oreparopa (BHEIIHUX 0JIb30BaTEICH)

NAD.7 Nnentudukanus W ayTeHTUPUKANUS OOBEKTOB
(baiioBO CUCTEMBI, 3aITyCKAEMbIX U HCITOJIHIEMBIX
MoayJie, OOBEKTOB CHCTEM yIpaBieHUs Oa3zaMu
JAHHBIX, OOBEKTOB, CO3AaBAEMBIX MPHUKIAIHBIM H
crenuaibHbIM MPOrPaMMHBIM 00€CTIeYeHUEM, UHBIX
00BEKTOB JIOCTyNa

[I. YnpaBieHue 10cTynom cyobeKToB 0cTyna K oobekTam aocryna (Y1)

YIIJI.0 Paspaborka mpaBun wu mpouenyp (HMONUTHK) + +
yIpaBICHUs. JOCTYIIOM CYOBEKTOB JIOCTyNa K
00beKTaM J0CTyma

VIIA.1 VYupasnenue (3aBeficHHEe, aKTUBALIMS, OJTIOKUPOBAHHE + +
u YHHUYTOXKEHHUE) YYETHBIMHU 3alUCIMU
[IOJIL30BAaTENEH, B TOM YHCIIe BHEIIHUX
M0JIb30BaTelIen

VIIJI.2 Peanuzanus HEOOXOIMMBIX METOIOB + +

(TMCKpeMOHHBIN, MaHAATHBINA, POJICBOW HIIM MHOMN
METOJ), TUIOB (YTEHHUE, 3alKCh, BBIMOJIHEHUE HWIN
WHOM THI) U TIPABUJI pa3rpaHUYCHUs J0CTYIa

VIIA.3 VYipasiieHue (’xpanmrpoBaHue, ¢bunbTpanus, + +
MapuipyTU3alus, KOHTPOJIb COCJIMHECHUH,
OJTHOHAIpABJCHHAs TMepefaya M HWHBIE CIIOCOOBI
yrpaBiieHus) HHOOPMAIIMOHHBIMU TTOTOKAMH MEKTY
YCTpOHCTBAMH, CErMEHTAaMH aBTOMAaTU3UPOBAHHOM




CHCTCMBI YIpaBJICHHA, a TaK¥XKCE MCXKOY
ABTOMATU3HUPOBAHHBIMH CUCTCMAaMHU YIIPABJICHHA

VL4

Pasnenenue monHoMouwnii (poJieii) mosib3oBareliei,
aJIMUHHCTPATOPOB  H  JIMIl, OOECICUYMBAIOIINX
(GYHKIIHOHHUPOBAHHUE aBTOMAaTH3HPOBAHHOMN
CHCTEMBI YIIPABJICHUS

VL5

Ha3znauenne MUHUMAIbHO HEOOXOMUMBIX IpaB H
MPUBUJICTUN TIOJI30BATENSIM, aJAMUHUCTpATOpaM U
auIaM, o0ecreunBalIUM  (PYHKIIMOHUPOBAHHE
ABTOMATU3UPOBAHHOMN CUCTEMBI YIPABJICHUS

VIIJL6

OrpaHuyeHue HEYCIEIIHBIX TMONBITOK BXOJa B
aBTOMAaTH3UPOBAHHYIO CUCTEMY yIpaBIeHUS
(moctyma k cucreme)

V1.7

[IpenynpexaeHue Mmonb30BaTelsi MpU €ro BXOAE B
ABTOMAaTU3WPOBAHHYIO CHCTEMY YIIPABICHUS O TOM,
YTO B HEW  peamu3oBaHbl  MEpPHl  3aIUTHI
uH(pOpMaIlUU, U 0 HEOOXOAMMOCTH COOTIONCHUS UM
YCTAHOBJIEHHBIX ONEpPaTopoM TMpaBuil 0OpabOTKH
uHpopMaLuu

VIIJI.8

OnogelieHre MOJNB30BATENS  IOCIE  YCHEHNIHOTO
BXOJa B ABTOMAaTU3UPOBAHHYIO CUCTEMY
yOpaBI€HUS O €ro MNpeAblIylleM BXOAE B
ABTOMAaTU3UPOBAHHYIO CUCTEMY YIIPABJICHUS

V1.9

OrpannueHue 4ucia MapajyIeIbHBIX  CEaHCOB
JIOCTyIa I KaXXI0H YYETHOU 3armcu
MOJIB30BATENIsl  ABTOMATHU3UPOBAHHOM  CHCTEMBI
yIpaBiIeHUs

VIIJ1.10

brokupoBanue ceaHca J0CTyTa B
ABTOMATH3MPOBAHHYIO CHCTEMY YIIPABICHUS TOCIE
YCTaHOBJICHHOTO BpPEMEHH Oe3neiicTBUS
(HEeaKTMBHOCTH) TOJIb30BATEIIS UITH 110 €70 3aIpocy

VIIJI.11

Paspemienne (3ampet) AEHCTBHIA IMOJIb30BATEIICH,
pa3pelIeHHbBIX hi () UACHTU(UKALIUN u
ayTeHTU(UKALIUU

VIIJI.12

[Monnepxka " COXpaHEHHE arpuOyTOB
Oe3omacHOCTH (METOK 0€30MaCHOCTH), CBSI3aHHBIX C
uHpopMalMeld B TPOIECCe €€ XPaHCHUS U
00paboTKn

VIIJI.13

Peanmzanust 3amMIeHHOrO ymAaleHHOTO JOCTyIIa
CyOBEKTOB JOCTyMma K OOBEKTaM JOCTyma uepes
BHEIIIHKE UH(pOpMaIMOHHO-
TEJIEKOMMYHHUKAIIHOHHBIE CETH

VII/1.14

PemtamenTanuss ¥ KOHTPOJb HCIOJIB30BAHUS B
ABTOMATU3UPOBAHHOMN CUCTEME yIpaBJIeHUS
TEXHOJIOTUI 0€CTIPOBOIHOTO TOCTYIIA

VII1.15

PermamenTanuss ¥ KOHTPOJb HCIOJIB30BAHUS B
ABTOMAaTU3UPOBAHHOMN CUCTEME yIpaBJIeHUs
MOOMJIBHBIX TEXHUYECKUX CPEJICTB

VIIJ1.16

VYnpasnenue B3alMOJIENCTBUEM C




ABTOMATU3UPOBAHHBIMH (MHGOPMAITHOHHBIMH)
CHCTEMaMH CTOPOHHUX OpraHu3anuil (BHEIIHHE
CHCTEMBI)

V117

OOecnieueHre JOBEPEHHOW  3arpy3ku  CpeICTB
BBIUMCIIUTEIHHON TEXHUKHU

[11. Orpannyenne nporpammuoii cpennt (OIIC)

OIIC.0

Pazpaborka mpaBun wu mpouenyp (HOJUTHK) +
OrpaHUYCHHS TPOTPAMMHOMN CPEJIbI

OIlC.1

VYnpapnenue 3aITy CKOM (oOpameHusIMu)
KOMIIOHCHTOB MPOIPAMMHOT0 00eCIieueHus, B TOM
YHCJIC OIpPEICIICHHE 3allyCKaeMbIX KOMIIOHEHTOB,
HACTpOMKa TMapaMeTpOB 3alycka KOMIIOHCHTOB,
KOHTPOJITh 3a 3aIyCKOM KOMIIOHCHTOB
MIPOTPaMMHOT0 00€CIICUCHUS

OIlIC.2

VYrpasieHue YCTaHOBKOU (nHCTAMIAIUCH)
KOMITOHEHTOB MPOrPaMMHOT0 OOECIIEUYEHH S, B TOM
YHCIIe OMPEICIICHHE KOMITOHEHTOB, MOICKAIINX
YCTAHOBKE, HACTPOWKA MapaMeTPOB YCTAHOBKH
KOMITOHEHTOB, KOHTPOJTb 3a YCTaHOBKO#
KOMITOHEHTOB [TPOTPAMMHOTO 00eCIeYEeHUSI

OIIC.3

VYeranoBka (MHCTAJUIAIMS) TOJIBKO Pa3spemIeHHOrO K +
MCIIOJIb30BAHUIO IIPOTPAMMHOTO O0ECIICUEHUS |
(uH) €ro KOMIIOHEHTOB

OIic.4

VYmpasnenue BpeMEHHbIMU (aiijlaMu, B TOM YHUCIIE
3aIpeT, paspelicHue, I[EPEeHANPABICHUE 3alucH,
yJaJeHHe BPEMEHHBIX (pailioB

V. 3amuTa MammmHHBIX HocuTesei madopmanuu (3HU)

3HU.0

Paspab6oTka npaBui u nporeayp (MOJUTHK) 3aIIUTHI +
MAIlIMHHBIX HOCUTEJIEH

3HN.1

VY4er MalIMHHBIX HOCUTENEH HHPOpMALIUU

3HUN.2

VYnpapieHue JOCTYNOM K MAIIMHHBIM HOCHUTENSIM
uHpopMaLuu

3HUN.3

KoHTponbs mnepemelieHrss MaIIMHHBIX HOCHUTENEH
UHpOpMaIIMY 32 IPEEIIbl KOHTPOJIUPYEMOM 30HbI

3HN.4

Hckmouenue BO3MO>KHOCTH
HECAHKIIMOHUPOBAHHOTO 03HAKOMIJIEHHUS c
comepxkanveM uWHGOpPMAIUK, XpaHAIIEHCS Ha
MAIlMHHBIX HOCUTENAX, W (WIM) HUCIOIb30BAHUS
HOCHTEJIEH nH(popMauu B WHBIX
ABTOMAaTU3UPOBAHHBIX CUCTEMAaX YIIPaBICHUS

3HN.5

KonTponbs wucnons3oBanus uHTEpdEcoB BBOAA
(BbIBOMA) MHGpOpPMAIMK HAa MAIIMHHBIE HOCHTEIU
uHpopmanuu

3HU.6

Koutpons BBOma (BeiBoma) uWHpOpMAIMU Ha




MalIMHHbIE HOCUTENN HH(pOpMaLUK

3HU.7

KoHTponb TNOAKIIOUEHHS MAIIMHHBIX HOCHUTEINIEH
uHpopManuu

3HI.8

Vuuuroxenue  (ctupanue) —uHpOpManMM  Ha
MAalIMHHBIX HOCHUTENSIX MPU HX Mepeaaue MEwIy
M0JIb30BATEIISIMUA, B CTOPOHHHE OpPTraHU3AlUU sl
pEMOHTa WJIM YyTWIM3AIMH, & TakXkKe KOHTPOIb
YHUUTOXKEHHUS (CTHpaHUS)

V. Peructpanus coobiTuii 6e3onacuoctu (PCB)

PCB.O0

PaspaGotka mpaBua u  mpoueayp  (IOJUTHK)
perucTpanuu coobITHii 0€30MacHOCTH

+

PCB.1

Onpenenenne COOBITHH 0€e301acHOCTH,
MOJIC)KAIUX PETHCTPAIINN, M CPOKOB MX XpaHEHUS

PCB.2

Onpeznenenue cocTaBa U coiep KaHus MHPOPMALIUU
0 COOBITHAX 0€e30I1acHOCTH, [IOJUIE KAIIIUX
perucTpamnuu

PCB.3

COop, 3anmuch W XpaHeHHe HHGDOpPMAIUU O
COOBITHAX 6e30IacHOCTH B TEUeHHUe
YCTAHOBJICHHOTO BPEMEHH XpaHEHUS

PCb.4

PearupoBanue Ha cOOM MPHU PETUCTPAIIH COOBITHIA
Oe3omacHOCTH, B TOM 4YHCIE amnmapaTHble U
nporpamMmHble OIIMOKH, cOOM B MEXaHHU3Max cOopa
uHpOpMAIIMM W  JIOCTIDKCHHWE TIpeena  WId
nepenoHeHust 00beMa (EMKOCTH) aMsTH

PCB.5

MonuTtopuar  (MPOCMOTP, aHalu3) pPe3yJIbTaToB
perucrpanuu cOOBITUI 0e30macHOCTH "
pearupoBaHue Ha HUX

PCB.6

[eHepupoBaHHEe BpPEMEHHBIX METOK H  (WJIH)
CHHXPOHH3AITHSI CHCTEMHOTO BPEMCHHU B
ABTOMATH3MPOBAHHOW CHCTEME YIIPaBICHHUS

PCB.7

3ammTa nHGOpMAIUK O COOBITUAX OE30MTaCHOCTH

PCB.8

ObecnieueHre BO3MOXHOCTH MIPOCMOTpa M aHaIu3a
uH(bOpMaIun 0 EUCTBUAX OTHEBLHBIX
MIOJIL30BaTelIeH

V1. AnTuBupycHasi 3amura (AB3)

AB3.0

PaspaGotka mpaBua wu mpoueayp  (IOJUTHK)
AHTHUBUPYCHOM 3alIUTHI

AB3.1

Peanuzanyst aHTUBUPYCHOM 3aIIUTHI

AB3.2

Ob6HoBEHNE 6a3bl JTAHHBIX MIPU3HAKOB
BPEIOHOCHBIX KOMITBIOTEPHBIX ITpOrpamMm (BHPYCOB)

VIl. Obounapy:xenue Brop:xenuii (COB)




COB.O Paspaborka mpaBun wu mpouenyp (MOJUTHK)
0OHapyXeHUST BTOP>KEHUI

COB.1 OO6Hapy>keHue BTOPKEHUI

COB.2 Oo6HoBIeHKE 6a3bl PELIAIONINX TPABUIT

VIII. KouTpoas (ananu3) 3amuimenHocTn nadopmanuu (AH3)

AH3.0 Paspaborka mpaBun wu mpouenyp (MOJUTHK) +
KOHTPOJIs (aHATN3a) 3alUICHHOCTH

AH3.1 BrisiBnenue, aHanu3 ys3BUMOCTEH M ONEPATHUBHOE +
YCTpPaHEHNE BHOBB BBISBJIICHHBIX YSI3BUMOCTEMN

AH3.2 KoHTposnb ycTaHOBKM OOHOBJICHHI MPOTPaMMHOTO +
oOecrieueHus1, BKIIF0Yasi OOHOBIICHHE ITPOTPAaMMHOTO
oOecrnieueHus CpeICTB 3alIUThl HHPOPMALIUU

AH3.3 Kontpons  pabGorocnocobHOCTH, [apaMeTpoB +
HACTPOMKM W TPABHIBHOCTH (PYHKIMOHUPOBAHUS
IpOrpaMMHOrO 00OecIieueHusT W CPENICTB 3alluThl

uHpopManuu

AH3.4 Konrponb cocTaBa TEXHUYECKUX CpEACTB, +
MPOrPaMMHOTO OOECIICUEHUsT M CPEICTB 3alUTHI
uHpopMauu

AH3.5 KoHnTponb mpaBwil TeHepalMu M CMEHBI Maposiei

MOJIB30BATENICH, 3aBEICHHUS W YOAJIEHUS YYETHBIX
3alMucell  MOJb30BaTeNiel, pealn3aluyd  IPaBUI
pa3rpaHUYCHHUS JOCTyTa, MTOJITHOMOYH I
MIOJIB30BATENEH

I X. O6ecneuenne nenocraocru (OLLJI)

OLJI.0 PaspaGotka mpaBun u  mpoueayp  (MOJUTHK) +
o0ecrieueHus IeT0CTHOCTH

OLI.1 KonTtpons LIEJI0CTHOCTHU IPOrPaMMHOI0
obecrieueHus1, BKJIIOUasi IpOrpaMMHOE oOecrieueHue
CPECTB 3aIUThl HHPOpMALUU

OLJL.2 KonTpons LEJTOCTHOCTHU uHdopMaInH,
conepkarieics B 0a3ax JTaHHBIX

OIJI.3 OOecneueHre  BO3MOXKHOCTH ~ BOCCTAHOBJICHHS +
MIPOTPAMMHOTO obecrnieueHus, BKJTFOYAst

IpOrpaMMHOE  OOECIIEUeHHE CPEICTB  3alIUThHI
uH(pOpMalliK, TPU BO3HUKHOBEHUU HEIITATHBIX

CUTYyalNil
OoLJL.4 OO0HapyxeHHe U pearupoBaHUE Ha MOCTYIUICHHE B
aBTOMAaTU3UPOBAHHYIO CUCTEMY yIpaBJICHUS

HE3alpaliiBaeMbIX  JJIEKTPOHHBIX  COOOIICHUIT
(muceMm, JOKYMEHTOB) M HWHOW HH(OpPMAIUH, HE
OTHOCSIIUXCS K €€ (DYHKIIHOHUPOBAHUIO (3aIKTa OT
criama)

OLJLS KonTtpons ColepKaHus uHbopMaInH,




nepesaBacMoi M3 aBTOMATU3UPOBAHHOW CHCTEMBI
ynpaBieHuss (KOHTCHHEPHBbIH, OCHOBAaHHBIA Ha
CBOMCTBaX OOBEKTa JOCTyHa, W KOHTCHTHBIH,
OCHOBAaHHBI Ha MOMCKE 3alpPElICHHON K Iepenaye
uH(OpMaIUK ¢ UCTIOTB30BAHUEM CUTHATYP, MACOK U
UHBIX METOJIOB), M HCKJIIOUYECHHE HEIPAaBOMEPHOU
nepeaady nHpopManumn

OLLL6

OrpanuyeHue IpaB INOJIB30BATEIIE IO BBOAY
uH(pOpMallUd B aBTOMAaTU3UPOBAHHYIO CHUCTEMY
yIpaBiIeHUs

OLUL7

KoHTposnb TOYHOCTH, MONHOTBI U MPaBUIBHOCTH
JNaHHBIX, BBOJUMBIX B  aBTOMAaTHU3UPOBAHHYIO
CUCTEMY YIIPABIICHUS

OL1J1.8

KoHTponbk omuOOYHBIX AEWCTBHI MOJIB30BaTENICH
no BBomy W (win) mnepemade HHDOpMAIMUA U
npenynpexaeHre TMoib30oBareneil 00 OIMMOOYHBIX
JNEUCTBUIX

X. O6ecneuenne nocrynnocru (OAT)

O/T.0

PaspaGotka mpaBua u  mpoueayp  (IOJUTHK)
obecrniedeHust JOCTYIMHOCTH

O/T.1

Hcrnonb30BaHre OTKAa30yCTONYHMBBIX TEXHHUECKUX
CpEeICTB

OJIT.2

PesepBupoBanue TEXHUYECKUX CPEICTB,
IIPOrpaMMHOI0 Oo0OecIieueHus], KaHaJIOB Iepeaaqyu
uHpopMaIuy, CPEICTB obecreueHus
(YHKLIMOHUPOBAHUS CUCTEMBI

OJ/IT.3

Kontponr  6e30Tka3HOro  (yHKIMOHHUPOBAHMS
TEXHUYECKUX CpPEICTB, oOHapyKeHue u
JOKaIU3aLus OTKa30B (bYHKLIMOHUPOBAHMUS,
IOPUHATHE MEpP IO BOCCTAaHOBJIEHHMIO OTKAa3aBLIMX
CPE/CTB U UX TECTUPOBAHHE

O/T.4

[Tepronnyeckoe pe3epBHOE KOIMPOBaHUE
uHpOpPMAIIMKA HA PE3epBHBIC MAIIMHHBIE HOCHUTEIN
nHpopmanun

ONIT5

OOGecrieyeHre  BO3MOXKHOCTH ~ BOCCTAHOBJICHUSA
UH(OpMAIMK C PE3EPBHBIX MAIIMHHBIX HOCHTEJICH
uHpopmanu  (pe3epBHBIX KONHUI) B  TEUCHHE
YCTaHOBJICHHOTO BPEMEHHOT'O MHTEpBaJIa

OJIT.6

Knacrepuzanust aBTOMaru3upoOBaHHOM  CHCTEMBI
ynpasieHus U (M) €€ CErMEHTOB

ONT.7

KoHTponb cocTosiHUS M KauecTBa MPEAOCTABICHUS
MOCTABIIUKOM  TEJICKOMMYHHUKAIMOHHBIX  YCIyT
BBIYMCIUTEIBHBIX PECYpCOB (MOIIHOCTEH), B TOM
YHCIIe 10 mepeaaye HHPopMaIuu

X1. 3ammra cpeant Bupryanuszanuu (3CB)




3CB.O

Pa3paborka npaBuit u nporeayp (MOJUTHK) 3alUThI
Cpebl BUPTyaTH3aIiuu

) ‘

3CB.1

Unentudukanms u ayreHTUUKanus CyObEKTOB
JocTyna u OOBEKTOB JIOCTyNa B BHUPTYyaJIbHOMH
MHOPACTPYKTYype, B TOM YHUCIE aJMUHHCTPATOpOB
YIpaBJIEHUs CPECTBAMH BUPTyaIU3alluU

3CB.2

VYnpaBneHue JOCTYNOM CYOBEKTOB JIOCTyma K
o0BeKTaM JI0CTyNa B BUPTYyaJIbHOU HHDPACTPYKTYpE,
B TOM YHCJI€ BHYTPH BUPTYaJIbHBIX MAIIUH

3CB.3

Perucrpanus COOBITHI 0€e30I1acHOCTH B
BHUPTyaJbHOU HHPPACTPYKTYpE

3CB.4

VYpasienue (bunbrpanus, MapIIpyTH3aLus,
KOHTPOJIb COEJIMHEHN, OJITHOHAIIpABJICHHAs
nepegada) — MOTOKaMH — MHGOPMAIMU  MEXKIY
KOMIIOHEHTaMU BUPTYaJbHOW HWHQPACTPYKTYpHI, a
TaKKe o MIEpUMETPY BUPTYaJIbHOU

UHPPACTPYKTYPHI

3CB.5

JloBepeHHass 3arpy3ka CEpPBEPOB BUPTYAJIM3ALINH,
BUPTYalIbHOW MamuHbel (KOHTEHHepa), CepBEpOB
YIIPaBJICHUS BUPTyAIU3alUEH

3CB.6

VYmpasieHue mnepeMeneHueM BHUPTYalbHbIX MAIlUH
(koHTEitHEpOB) 1 00pabaThIBAEMbIX HA HUX JaHHBIX

3CB.7

Koutponb LIEJIOCTHOCTHU BUPTYaJIbHOU
UHPPACTPYKTYPHI U €€ KOHDUryparuim

3CB.8

Pe3epBHOE KonmupoBaHWE NaHHBIX, PE3EPBUPOBAHUE
TEXHUYECKUX CPEACTB, MPOTPAMMHOTO O0OeCIeueHus
BUPTyalbHOW HHQPACTPYKTypbl, a TaKXe KaHaJlOB
CBSI3U BHYTPHU BUPTYaJbHOU UHPPACTPYKTYPHI

3CB.9

Peanuzanusa u yrnpapiieHUE€ aHTUBUPYCHOM 3aIIUTOMN
B BUPTYyalIbHOU MHPPACTPYKTYpe

3CB.10

PazOuenne BupryanmpHOW HH(PACTPYKTYpbl Ha
CETMEHTBI (cermenTHpOBaHHE BUPTYaITbHOU
UHPPACTPYKTYpBI) s  00paboTKK HMHMOpMAIUU
OT/ICIbHBIM MOJb30BaTeieM W (W) TPYIIOi
M10JIb30BaTENEH

X1I. 3ammura Texunueckux cpeacrs (3TC)

3TC.0

PaspaboTka npaBui u npoueayp (MOJIUTHK) 3alUThI
TEXHUYIECKUX CPE/ICTB

3TC.1

Jammra uH(pOpMAIINH, oOpabaTbiBaeMOit
TEXHUYECKUMHU CpEACTBAMH, OT €€ YTCUKH II0
TEXHUYECKHUM KaHaIaM

3TC.2

Opranuzanusi KOHTPOJIHPYEMOW 30HBI, B TIpeaenax
KOTOpOH IOCTOSIHHO DPAa3MEIAloTCsl CTaIl[OHAPHbIE
TEXHUYECKHE Cpe/CTBa, oOpaObaTbIBarolIe
WHQOPMAIMIO, HCIOJIHUTENBHBIE YCTPOHCTBA U
Cpe/acTBa 3aIIUTHl MHPOPMAIMH, a TaKKe CPEACTBa




obecnieueHus] PyHKIIMOHUPOBAHUS

3TC.3

KonTponp u ynpaBieHue (U3NYECKUM TOCTYIIOM K
TEeXHUYECKUM  CpEACTBaM, CpEICTBaM  3alllUThI
uHbOpMaIInH, cpelncTBam obecneueHus
(YHKIIMOHWPOBAHUS, a TakXKe B IIOMCIICHUS U
COOpPY)KEHHsI, B KOTOPbIX OHH YCTaHOBJICHBI,
UCKJTIOYAIOIINE HECAaHKIIMOHUPOBAHHBIN (U3HUECKUI
JTOCTYM

3TC.4

Pasmenienre ycTpodcTB BbIBoAa (OTOOpa)KeHMUs)
uHbOpMaIH, UCKITIOYAIOIIee ee
HECaHKIIMOHUPOBAHHBIN MPOCMOT]

3TC.5

3amura OT BHENIHUX BO3JCHCTBHI (BO3ACHCTBUI
OKpY>Karoleun cpensl, HeCcTaOUIBHOCTHU
ANIEKTPOCHAOKEHNUS, KOHJIUIIMOHUPOBAHUS M HWHBIX
BHEIIHUX (haKTOPOB)

XI11. 3amura aBTOMAaTH3HPOBAHHOI cHCTEeMBI U ee KoMnoHeHToB (3UC)

31C.0

PaspaboTka npaBui u npoueayp (MONMUTHK) 3alUThI
ABTOMATH3MPOBAHHOW CHCTEMBI U €€ KOMIIOHCHTOB

+

+

31UC.1

Paznenenue byHKIMM o yIPABJICHUIO
(amMUHHCTPUPOBAHUIO) aBTOMATU3UPOBAHHOU
CUCTEMOi yIpaBJICHUS, yIPABJICHUIO
(amMUHHCTPUPOBAHHIO) CUCTEMOM 3aIUThI, (DYHKITHI
mo o60paboTrke wuHGOpPMAUU W HHBIX (QYyHKIUN
ABTOMATU3UPOBAHHOM CUCTEMBI YIIPABIICHUS

3UC.2

[IpenoTBpamieHne 3aqepKKUM WIM  [IPEPbIBAHUS
BBIIIOJIHEHUS ITPOLIECCOB C BBICOKUM IIPUOPUTETOM CO
CTOPOHBI IIPOLIECCOB C HU3KUM IPUOPUTETOM

31C.3

Obecneuenue 3anuThl UHGOPMALIUKA OT PACKPHITHUS,
MoAu(UKaIMK ¥ HaBs3bIBaHHUs (BBOJA JIOXKHOM
uHpopMauu) Tpu ee Tnepenade (MOATOTOBKE K
nepesaue) Mo KaHajiaM CBSI3M, UMCIOIIMM BBIXOH 3a
MpeaeNbl  KOHTPOJIMPYEeMOW 30HBI, B TOM YHCIIE
0ecTpOBOIHBIM KaHAJIaM CBS3H

3UC.4

ObecnieueHne JOBEpPEHHBIX KaHaja, MapuipyTa
MEXIy  aJAMHHHACTPATOPOM,  IOJIb30BaTelIeM |
cpeAacTBaMu  3aiiuThl  MHGopMarmu  (PyHKIHAMU
0€30MMacHOCTH CPEJCTB 3alIUThI HHPOPMALIHH)

3UC.5

3anpert HECAaHKIIMOHUPOBAHHOU yIaJICHHOMN
aKTUBallMM BUJEOKamMep, MHUKPOPOHOB U HHBIX
nepuepuiiHbBIX ~ YCTPOMCTB,  KOTOpPbIE  MOTYT
aKTUBUPOBAaTbCSl  YHAJ€HHO, W  OIOBELIECHUE
II0JIb30BaTeIIel 00 aKTHBAIIMK TAKUX YCTPOWUCTB

3UC.6

[lepemaua u KOHTPOJb IEIOCTHOCTH aTpPUOYTOB
Oe3omacHoCcTH (METOK 0E30MacHOCTH), CBA3aHHBIX C
uHpopmanueit, npu ooMeHe nHpopManue ¢ HHBIMU
ABTOMATU3UPOBAHHBIMU (nHGOPMAITUOHHBIMU)
cucTeMaMu




3UC.7

KOHTpOJ'IB CaAHKIIMOHHUPOBAHHOI'0O KW  HCKIIOYCHHC

HECAHKIIMOHUPOBAHHOTO WCIIOJIb30BaHMS
TEXHOJOTHMI MOOWMJIBHOTO KOJa, B TOM YHCIIE
perucrpanus COOBITHIA, CBS3aHHBIX c

HCIIOJIb30BAHUEM TEXHOJIOTM MOOWJIBHOTO KoAa, MX
aHaJM3 U pearnpoBaHHUE HA HAPYLIEHUs, CBSI3aHHBIE C
HCII0JIb30BAHUEM TEXHOJIOTUH MOOUIILHOTO KOJia

31C.8

KoHTponb CaHKIIMOHMPOBAHHOTO W  HCKIIOUYECHHE
HECaHKIIMOHUPOBAHHOTO HCITOJIL30BaHUS
TEXHOJIOTHM  TepeJayd pedyd, B TOM  YHCIE
peructpanus COOBITHH, CBSI3aHHBIX c
WCMOJIb30BAHUEM TEXHOJIOTUW TMepellayu peyd, HUX
aHAJIN3 U pearupoBaHNE HA HAPYIIEHUs, CBA3aHHBIE C
VCIIOJIb30BAHUEM TEXHOJIOTUM MEpEAaun peuun

31C.9

KoHTposb  CaHKIMOHMPOBAHHOM M  MCKJIKOYEHHE
HECAHKIIMOHUPOBAHHOM neperadn
BUJeOMH(pOpMAIIMM, B TOM YHCIE PETUCTpPALUSL
COOBITHUH, CBSI3aHHBIX c nepenaden
BUJICOMH(pOpMAINK, UX aHAJIU3 U pearupoBaHHE Ha
HAapyLIEHUS, CBSI3aHHbIE c nepenayen
BUJICOMH(OpMaIH

31C.10

[TonTBepxnenHue MIPOUCXOXKICHUS WCTOYHHUKA
uH(}OpMaLINH, TTOTy4aeMOH B MPOLIECCE ONPEAETICHUs
CETEBBIX aJpecoB MO CETeBbIM HMEHaM WJIHU
OTpe/IeNIeHUs CETEBBIX UMEH 10 CETEBBIM aJipecaM

31C.11

OOecrieyueHne IMOMIAHHOCTH CETEBBIX COEIUHEHUMN
(ceaHcOoB B3aMMOJECHCTBHS), B TOM YHCIE JUIS
3allTBI  OT TIOAMEHBI CETEBBIX YCTPOWCTB U
CEPBHUCOB

31UC.12

Hckmrouenue BO3MO)KHOCTH OTPHLIAHUSI
nojip3oBaTesieM  ¢akra OTHpaBKA  HHQPOpPMAIUU
APYTOMY TI0JIb30BATEITIO

31C.13

Hcknrouenue BO3MOKHOCTHU OTpULIAHUS
nojb3oBaresnieM ¢akra MoiydeHuss HHPOpMaluu OT
JPYyToro NOJIb30BATENS

31C.14

Hcnonb3oBaHue yCTpOMCTB TEPMUHAIBHOIO JOCTyNa
1U1st 00paboTKU HHPOPMAITUU

31C.15

3amuTa apXuBHBIX (HaiI0B, TAPAMETPOB HACTPOUKHU
CPEICTB 3alUThl HHPOPMAIMU U MPOrPaMMHOIO
oOecrieyeHUs] M MHBIX JAaHHBIX, HE TMOAJIEKAIINX
M3MEHEHHIO B TIpoliecce 00paboTKu HHPpOpMAITUU

31C.16

BoisiBnenue, aHanmu3 u  OJIOKMPOBAaHUE CKPBITHIX
KaHalloB  mepenauyd  uHboOpMauud B 00X0n
peaIn30BaHHBIX MeEp 3alUThl HHPOpPMAIUU WIH
BHYTPH pa3peUICHHBIX CETEBbIX MTPOTOKOJIOB

31C.17

Pazouenue AaBTOMAaTHU3UPOBAHHOMN CHUCTEMBI
yIpaBJICHUS HAa CETMEHTHI (CErMEHTHpOBaHHE) U
o0ecrieueHue 3aliThl IEPUMETPOB CETMEHTOB

31C.18

Obecrnieuenue 3arpy3Ku u UCTIOJTHEHUS
IPOrPaMMHOTO  OOECIEYEeHHs] ¢  MAalluHHBIX




HOCHUTENEeH HHPOpMAIUHU, AOCTYHMHBIX TOJBKO IS
YTeHUs, W  KOHTPOJb  LIETOCTHOCTH  JaHHOTO
MPOrpaMMHOTO 0OecTeueHus

31C.19

W3zonsmus miporieccoB  (BBIMIOJIHEHHE IMPOrpamMM) B
BBIZICJICHHOMN 00TaCTH TaMATH

31C.20

3amuTa OeCrpoOBOIHBIX COCAMHEHUMN, MPUMEHIEMBIX
B aBTOMAaTU3UPOBAHHON CUCTEME YIPABIICHUS

31C.21

Uckirouenue goctyna moib30BaTelist K MHOOpPMaIHH,
BO3HUKIIEH B PE3YJbTATE ACHUCTBUUA MPEABIAYIIETO
TOJIB30BATENS YEPE3 PEECTPHI, ONEPATUBHYIO MaMSTh,
BHEIIHHWE 3allOMMHAOIIME YCTPOMCTBA W HHBIE
oO1rue AJis MoJIb30BaTeNe pecypehl

3U1C.22

3amura aBTOMATU3UPOBAHHON CUCTEMBI yIPaBICHUS
oT yrpo3 0e30MmacHOCTH uHpopmanuu,
HaIPAaBJICHHBIX HA OTKa3 B 00CTy>KWBaHUU

31C.23

3ammra nepumerpa  (pusmyeckux < u  (win)
JIOTHYECKUX TPAHUI]) aBTOMATU3UPOBAHHON CHUCTEMBI
yIOpaBJICHUs] TPU €€ B3aUMOICHCTBUU C HHBIMH
aBTOMATHU3UPOBAHHBIMU (nHMOPMAITHOHHBIMH)
CHCTEMaMH u UH()OPMAITHOHHO-
TEJICKOMMYHHKAITMOHHBIMU CETSIMU

3UC.24

[IpekpamieHre  CETEBbIX COEAMHEHHM TIO  UX
3aBEpPIICHUH WJIM 1O HWCTEYECHUU  3aJIaHHOTO
OTIEPaTOpPOM BPEMEHHOIO WHTEpBajia HEAKTMBHOCTHU
CETEBOIr0 COECIUHEHUSA

31C.25

Hcnonp3oBaHue B aBTOMAaTU3MPOBAHHOIN cHcTeMe
yIOpaBJICHUS PAa3IMYHBIX THUIIOB OOIIECHCTEMHOTO,
NPUKJIATHOTO W CIEUUAIBHOTO  IPOrpaMMHOIO
obecrieueHus (Co31aHNE FeTEPOreHHON CPeJibl)

31C.26

Hcnonb3oBaHue  MPUKIATHOTO  (CHENHAIBLHOTIO)
IIPOrPaMMHOTO obecrnieueHus, MMEIOLLET0
BO3MOXHOCTh  (DYHKUIMOHHMPOBaHUS B  Cpedax
Pa3IUYHbBIX ONEPALIMOHHBIX CHUCTEM

3UC.27

Co3nmanrie  (OMyJsusi)  JIOXKHBIX ~ KOMITIOHEHTOB
aBTOMaTU3UPOBAHHOMN CUCTEMBI yIpaBJICHNU,
MpeIHA3HAYCHHBIX TSI OOHAPYKCHHS, PETUCTPALIUU
U aHanu3a JEUCTBUM HApYyLIUTENIEW B IPOLECCEe
peanuzaiuy yrpo3 0e30MmacHOCTH HH(OpMaIun

31C.28

BocmpousBenenre JOXKHBIX M (MIM)  CKPBITHE
UCTUHHBIX  OTACJBHBIX  TeXHONOTMA ¥ (WIH)

CTPYKTYPHO-(QYHKIIMOHAJIBHBIX XapaKTEPUCTUK
ABTOMATU3UPOBAHHOM CUCTEMBI YIPABJICHUS WU €€
CErMEHTOB, oOecrnieunBarolee HaBsI3bIBaHUE

HapYLIMTEIO JIOKHOTO MPEACTABICHUSI 00 UCTUHHBIX
TEXHOJIOTHAX U (WIH) CTPYKTYPHO-(PyHKIIMOHATBHBIX
XapaKTEPUCTUKAX

31C.29

[lepeBon aBTOMAarU3MpPOBAHHOW CHCTEMBI WIIM €€
yCTPOMCTB (KOMITOHEHTORB) B 3apaHee OINPEICIICHHYIO
KOH(UTYpaImio, 00eCcTeYnBaroIy 0 3alIUTy
uHopMalMK, B Cllydyae BO3HUKHOBEHHUU OTKAa30B




(c6oeB)

31UC.30 3ammTa  MOOWJIBHBIX ~ TEXHMYECKHX  CPEJCTB, + +
MPUMEHSIEMBIX B aBTOMaTH3UPOBAHHOM CHCTEME
yIIpaBIEHUS

X1V. Ob6ecnieuenne 6e30nacHoii pa3padorkn nporpaMmuoro odecniedenusi (OBP)

ObP.0 Paspabotka mpaBun W  mpouenyp  (MOJHTHK) + +
oOecrieyeHus Oe30macHon pa3paboTKu
MPOrpaMMHOTO 0OecTeueHus

ObP.1 AHanmu3 ysA3BUMOCTEH W yrpo3 0e30MacHOCTU + +
uHpopManMu B XOA€ pa3pabOTKH MPOrpaMMHOIO
oOecrieyeHus

OBbP.2 Crarunyeckuii aHanu3 KoZJa MIPOrPaMMHOTO +
obecrieueHnss B XOA€ pa3pabOTKA MPOTPaAaMMHOTO
oOecrieyeHust

ObP.3 PydHoil aHanu3 kopa mporpaMMHOTO oOecrieueHus B
X0/le pa3paboTKH MPOrpaMMHOTO 00ecTIedeHHs

ObP4 TectupoBaHue Ha  IPOHMKHOBEHHE B  XOJI€ +
pa3paboOTKH IPOrpaMMHOTI0 00ecTIedeHUs

OBP.5 JIlnHamMu4yeckuil ~ aHainyM3  KoJa  [POrpaMMHOIO +
obecriedeHUs B XOJe pa3pabOTKH MPOrPaMMHOIO
obecrnieyeHus

OBP.6 JloxymMeHTupOoBaHue rpouenyp obecrieueHus + +
Oe3omacHoi pa3paboTKu IPOrPaMMHOTO
oOecrieyeHus] pa3pabOTYUKOM U TPEICTABICHHE HX
3aKka34yuKy (omeparopy)

XV. YnpagJjienue 00HOBJIeHUsIMU TPporpaMmMHoro odecrnedenusi (OI10O)

OI10.0 Pazpaborka mpaBun u  mpouenyp  (MOJHMTHK) + +
yIIpaBICHUS OOHOBJICHUSIMH IPOTrPaMMHOTO
obecrieueHus: (BKJIIOYAsh TOJNyYeHHE, IPOBEPKY U
YCTaHOBKY OOHOBJICHHUI)

OI10.1 [Tonyuenue OOHOBJICHHI IIPOTPAMMHOIO + +
obecrieueHust oT pa3paboTyrka W
YIOJIHOMOUYEHHOTO UM JIUIIA

OI10.2 TectupoBanue OOHOBJICHU MIPOrPAMMHOTO + +

obOecrieueHHs /10 €ro yCTAaHOBKM Ha MakKeTe WIu B
TECTOBOI1 30HE

OI10.3 [enTpannzoBaHHas yCTaHOBKA OOHOBJICHHI

MPOTPAMMHOTO O0ECIICUEHUS

XVI. IlnanupoBaHue MepoNpUATHIA 10 o6ecniedeHn o 3amuThl mHpopmanuu (ITJTH)

[1JIH.O Paspabotka mpaBun u  mpouenyp  (MONUTHK) + +
IUTAHUPOBAHUSI  MEPONPUATHI 1O  0OCCICUSHHUIO
3aIUThl HTHPOPMALIUU




IIJIH.1 Onpenenenune JINIIL, OTBETCTBEHHEBIX 3a + +
IJIaHUPOBAHUE, peann3anuio U KOHTPOJIb
MEpONPUATHN o o0ecrneuyeHuto 3aIUTHI
uHpoOpMallMM B  aBTOMAaTU3MPOBAHHON cHCTEME
YIIPABJICHUS

[TJIH.2 Pa3zpaboTka, yTBepKIEHHE U aKTyalu3alus IUIaHa + +
MEPOIPUATUI o o0ecrieueHuto 3aILUTHI
uHpOpMAallUM B aBTOMATH3UPOBAHHBIX CHUCTEMAax
yIpaBiIeHUs

[TJIH.3 KonTpoms BBIIIOJTHEHUSA MEpONPUATUI 1o + +
o0ecrneyeHuto 3aILUTHI uHpopMauu B
aBTOMaTU3UPOBAHHBIX  CHCTEMAaxX  yNpaBIEHUS,

ONpCAYyCMOTPCHHBIX YTBCPKICHHBIM IIJIAHOM

XVII. O6ecneuyenue neiicTBuii B HelITATHBIX (HempeaBuaeHHbIX) cutyanusx (JHC)

JTHC.0

Pazpabotka mpaBun u  mpouenyp — (MOJUTHK)
oOecrieyeHust NENCTBUI B HEILITATHBIX
(HempeIBUACHHBIX) CHUTYaIHsIX

+

+

JTHC.1

Pazpabotka JIaHa NeNcTBUN Ha ciay4dan
BO3HUKHOBCHHSI ~ HEIITATHBIX  (HENPEIBUICHHBIX)
CUTyalHil

JIHC.2

OOyuenne W oTpaboOTKa JACHCTBUI MepcoHala B
cirydae BO3HUKHOBCHHSI HEIITaTHBIX
(HempeIBUICHHBIX) CUTYyaIlHi

JIHC.3

Co3naHue albTEPHATUBHBIX MECT XpaHCHHS U
00paboTku nHpOpMaK Ha clydaid BOSHUKHOBEHUS
HEIITATHBIX (HETPEIBUACHHBIX) CUTYyaITHi

JTHC .4

PesepBupoBaHre  IpPOrpaMMHOIO  OOECICUCHHH,
TEXHHUYECKUX CPEJCTB, KAHAJIOB IMepeaad JaHHBIX
ABTOMATH3MPOBAHHBIX ~ CHCTEM  yIpaBICHHUS  Ha
clyJait BO3HHKHOBCHHUS HEIITaTHBIX
(HempeIBUACHHBIX) CUTYyaIlHi

JTHC.5

OOecrnieyeHre  BO3MOXKHOCTH ~ BOCCTAHOBJICHUS
aBTOMATHU3UPOBAHHOW CHCTEMBI yIpaBicHUS U (WIIH)
€€ KOMITOHEHT B ClTy4ae BO3HHKHOBEHHUS HEIITATHBIX
(HempeIBUICHHBIX) CUTYyaIHi

XVIIl. HadopmupoBanue u ody4denue nepconaia (UI1O)

HI10.0

Paspabotka mpaBun u  mpouenyp  (MOJHTHK)
nHGOPMUPOBaHUS U 00yUYEHHs TepcoHaIa

+

HI10.1

NudopmupoBanue
Oe3omacHoCTH uHpopmanuu, 0 MpaBHIIax
SKCIUTyaTaluu CUCTEMBI 3aIUTHI
aBTOMATH3UPOBAHHONW  CHUCTEMBbl  yMpaBIEHUS U
OTAENBHBIX CPEJICTB 3alIUTH HH(POpPMAITUU

nepcoHana 00 yrpo3sax

NI10.2

OOyueHne TmepcoHana TpaBWIaM OKCIUTyaTalluu




CUCTEMBbl 3alUThl aBTOMATHU3UPOBAHHON CHCTEMBI
YOpaBJIEHUS U OTACIBHBIX  CPEACTB  3aIUTHI
uHpopmanuu

HUI10.3 [IpoBeneHne MpakTHYECKUX 3aHATUN C MEPCOHATIOM + +
[0 MpaBWiIaM JKCIUTyaTallMM CHCTEMBI 3aLUTHI
aBTOMATU3MPOBAHHONW  CHUCTEMbl  yHpaBIEHUS U
OTJEJIbHBIX CPEACTB 3alIUThl HHOpMaLIUU

X1 X.Ananau3 yrpo3 6e3onacHocTi MH(PpOPMAIINH U PUCKOB oT uX peanausanun (YBH)

YBU.0 Pa3paborka npaBui u npoueayp (MOIUTHK) aHAIK3a + + +
yrpo3 0e30macHOCTH WHGOPMAIUH U PHUCKOB OT HX
peanu3anuu

YBU.1 [Tepuonuueckuit aHaIn3 W3MEHEHUS yrpo3 + + +

0e30MacHOCTH MH(OpPMAIMH, BO3HUKAIOIIUX B XOJE
JKCIUTyaTalldd  aBTOMAaTU3UPOBAHHOW  CHCTEMBI
YIIpaBJIEHUSA

VBU.2 [lepyonuueckass mNEpeolEHKAa TMOCIEICTBUUA  OT + + +
peanuzauuu yrpo3 0e30macHoCTd UHQOpMaLUH
(ananu3 pucka)

XX. BoIsiBjIeHHe HHIIUIEHTOB U pearnpoBanne Ha Hux (MHII)

HHII.0 Paspabotka mnpaBun u mpouenyp  (MONUTHK) + + +
BBISIBJICHUS] MHITUICHTOB U pearupoBaHUs HA HUX

HHII.1 OnpeneneHue Jull, OTBETCTBEHHBIX 3a BBISBICHHUE + + +
MHIUJEHTOB U pearupoBaHUE Ha HUX

WHIIL.2 OOnapyxeHue, uAeHTUGUKALUSA ¢ PETUCTpaIs + + +
WHIUICHTOB

MHII.3 CBoeBpeMeHHOe UH(GOPMUPOBAHHE JIUII, + + +

OTBETCTBEHHBIX 3a BBIABJIIEHHE HHIMIECHTOB U
pearupoBaHMe€ Ha  HHMX, O  BO3HUKHOBEHHH
WHIIUJIEHTOB

HHIL.4 AHaM3 MHIUACHTOB, B TOM YHCJE OIpEAeSiCHHUE + + +
MCTOYHUKOB Y NMPUYMH BO3HUKHOBEHUS WHIIMJICHTOB,
a Tak)Ke OIleHKa UX MOCJIEICTBUI

WNHIL.5 [IpuHATHE MEp 1O YCTPAHEHUIO IOCIEIACTBUU + + +
MHIUCHTOB

HHII.6 [LmanupoBanue 51 [IpUHATHE Mep I10 + + +
MPEIOTBPAILECHNAIO  IOBTOPHOIO  BO3HUKHOBEHUS
MHIUJCHTOB

XXI. YnpaBienue koHpurypamnmueii aBTOMaTH3HPOBAHHOW CHCTEMBI YIPABJIEHUS U €€ CHCTEMBbI
3ammThl (YK®)

YK®.0 Pazpaborka mpaBun u  mpouenyp  (MOJIHUTHK) + + +
yIpaBieHUs KOH(QUTYpaIel aBTOMaTH3HMPOBAHHON
CHCTEMBI YIIPABJICHUS U €€ CUCTEMBbI 3alUThI




YKo®.1 Ornpenenenne aul, KOTOPBIM pa3pelICHbl EUCTBUS + + +
M0 BHECEHUI0O W3MEHEHHH B  KOHQUTYpaIUio
ABTOMATU3UPOBAHHOM CHUCTEMBI YIPABICHUS U €€
CHUCTEMBI 3aIHTHI

YK®.2 VYipasnenue U3MEHEHUSIMU KOH(pUTYypanuu + + +
ABTOMATU3UPOBAHHOM CHUCTEMBl YIPABJICHUS U €€
CUCTEMBI 3aIIUTHI

VK®.3 Anammz MOTEHIIUAIBHOTO BO3IEHCTBUSI + + +
IUIAHUPYEMBIX ~ WU3MEHEHUW B KOH(UTypanuu
ABTOMATU3UPOBAHHON  CUCTEMBl  yOpPaBICHUS U
CHUCTEMBI 3allUTHI Ha oOecHeueHue  3allUThI
uHQOpMalMM U  COTJIACOBAaHWE W3MEHEHUH B
KOHPUTYpali  aBTOMAaTU3UPOBAHHOM  CHCTEMBI
yIpaBiICHHS C JOHKHOCTHBIM JIUIIOM (pabOTHUKOM),
OTBETCTBEHHBLIM 3a oOecrmeueHue Oe30MacHOCTH
ABTOMATU3UPOBAHHON CUCTEMBI YIPABICHUS

YK®.4 JlokymeHTHpoBanue uHMopMaimu (IaHHBIX) 00 + + +
M3MEHEHUSIX B KOH(UTYypaluyd aBTOMaTH3UPOBAHHOMN
CUCTEMbI YIPABJICHUS U €€ CUCTEMbI 3aLUThI

VK®.5 Pernmamentanus u KOHTPOJIb TEXHUYECKOTO + + +
o0CITy>)KMBaHWsS, B TOM YHCIE JUCTAHIIMOHHOTO
(ynanenuoro), TEXHUYECKUX CPEICTB u

MPOrpaMMHOTO OOECIEUYEeHHs] aBTOMAaTU3WPOBAHHOU
CUCTEMBI YIIPABJICHUS

"+" - Mepa 3ammThl MHPOpPMALIUK BKIFOYEHA B 0a30BBI HAOOP MEp JIJIsi COOTBETCTBYIOIIETO Kilacca
3aMIUIIICHHOCTH aBTOMATU3UPOBAHHOW CHCTEMBI YIIPABJICHHUS.

Mepsbl 3amuThl WHGOpPMAIMKA, HE OO0O3HAUYCHHBIE 3HAKOM "+, MPUMEHSIOTCS TIPH aJanTalvd U
YTOYHCHHUH aJIallTHPOBAaHHOTO 0a30BOro Habopa Mep, a Takke NpH pa3pad0TKe KOMIICHCHPYIOIIMX Mep
3aUTBl  MHPOPMAIMM B aBTOMATU3MPOBAHHOM CHCTEME YIIPABJICHHS COOTBETCTBYIOIIETO KJlacca
3aIHAIIEHHOCTH.



