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YnpaBieHne BCEMU 3IEMEHTAMN UHPACTPYKTYpbI
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Avanpost PKI

Avanpost PKI — KoMnJieKCHas cuctemMa LeHTpaan3oBaHHOro ynpasieHua
BCEMU 3/IEMEHTAaMN MHPPACTPYKTYPbl OTKPbITbIX KAKUEN.

PaspaboTaHHas B MOJIHOM COOTBETCTBUM C TPeOOBaAHMAMM 3aKOHOAATENbCTBA
Poccuiickon depepaunm n perynsTopos, cMcteMa obecneunBaeTt NOHYIO
aBTOMaTU3aLUMIO NPOLLECCOB yrNpaBaeHNs }KMU3HEHHbLIM LIMKIOM U yyeTa
cepTnduKaToB, KOUEBLIX HOCUTENEN U CPEACTB KpUNTOrpaduUeCcKor 3aLmThbl
nHdopMaunm.
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Bonee 500 cepTdMKaToOB MeHee 30 ceKkyHA B 3 pasa cokpaujaeTtcs
BbIMyCKaeTCs B eHb TpebyeTcs Ha BbINyCK cepTuduKaTa Harpyska Ha YL




Avanpost PKI o6ecneuuBaet

ABTOMaTU3aLMIO MPOLIECCA YYETa U YNPABAEHUS MU3HEHHBIM LIMKNOM
cepTMdUKaTOB Nonb3oBaTeNen N MHGOPMaLIMOHHbIX CUCTEM

CvcTeMa ConpoBOXKAAET NOJHbIN LUK paboTbl ¢ cepTUdMKaTaMmM OT CO34aHNSA 3amnpoca Kak
aAMUHUCTPATOPOM, TaK U caMuM cybbekToM (Monb3oBateneM, Bnagensuem NC) oo Bbiaaun
rOTOBOrO AJ1S UCNOJIb30BaHUsA cepTudmMKaTa CybbEKTY C NOAAEPKAHUEM €ro B aKTyaslbHOM
COCTOSIHUK B AanbHelieM (OTC/IeXKMBaAHNE CPOKa AECTBUS, U3MEHEHWE AaHHbIX U cTaTyca
cybbekTa ceptudmKkaTa).

ABTOMaTM3auMIO MpoOLLEeCcCa y4eTa 1 ynpaB/eHUA }U3HEHHbIM LLUKJIOM KJIFOUYEBbIX
HOCWUTEesien Nosib3oBaTenen u I/IHd)OpMaLI,VIOHHbIX CNCTemM

CucrtemMa ConpoBOXAAET MNOHbIV LKA paboTbl C KNOUYEBLIMU HOCUTENAMU OT NEPBUUYHOTO
yueTa 3aKynaeHHbIX HOCUTENIEN C X BO3MOMHOI MHULMANU3aLneii 40 Bo3BpaTta oT
Bnajenbua ¢ rKcaumen Bcex AeNCTBUI, MPOU3BEAEHHDBIX C KNHOUEBbIMU HOCUTENAMMU.

3T0 NO3BONSIET OTCAEANTb MOJIHYIO UCTOPUIO N3MEHEHWNIA NO N06OMY YUTEHHOMY B CUCTEME
K/IIOUEBOMY HOCUTEJTIO U MOCTPOUTb OTUETHbIE IOKYMEHTbI Kak Mo TPE6OBAHUSIM PErynsiTOPOB,
TaK 1 Mo BHYTPEHHUM TpeboBaHMAM 6e30MacHOCTU.

ABTOMaTM3auUMO NpoLecca yyeta 1 ynpaBieHUs KNU3HEHHbIM LLUKIOM
CK3W 1 pabounx MecT, Ha KOTOpbIX ncnoab3ytTcsa CK3U

CucTtema conpoBOXAAET MNONHbIA LUKA paboTbl ¢ CK3M oT nepBUYHOIO yyeTa 3aKynaeHHbIX
JvueHsuin CK3M oo Bo3Bpata oT Bnazenbla ¢ QUKcaLunen BCex AeNCTBUN, MPOMN3BEAEHHbIX
¢ CK3W. 310 n03BONSET OTCNEANTD NOJIHYO UCTOPUIO U3MEHEHWIA NO NIOOOMY YUTEHHOMY
BcucteMme CK3M 1 noCTpouTb OTYETHbIE AOKYMEHTbI Kak Mo TpeboBaHMAM pPerynsaTopos,

TaK U MO BHYTPEHHUM TpeboBaHUsaM 6e3onacHoCTN. CucTeMa AaeT BO3MOXKHOCTb

B aBTOMaTM4YECKOM peXxMMe OCYLLECTBAATL MHBEHTapu3aunto CK3W, yctaHoBneHHbIX Ha APM,
N KOHTPOJIb 3@ Cpefon pyHKUMOHUpoBaHma CK3N.

NHTepderic caMoobenykmBaHMa NONb30BaTeNEN AN ONEPATUBHOIO PeLLeHMUs
BCEX BOMPOCOB, CBSA3@aHHbIX C CepTUdMKaTaMn, KNoUeBbIMU HOocuTenssiMmn n CK3U

CvcTeMa npefocTaBAseT yA0OHbIN MYHBIA KAOUHET NOAb30BaTENS, B KOTOPOM OH MOXKET
3anpocuTb cepTUdmKaTt, 0GOpPMUTL 3asiBKY Ha OT3bIB UM MEPEBLINYCK CepTUdUKATA, 3aKasaTb
K/IOUEBOW HOCUTENb UK nLeH3ui0 Ha CK3W, pa3bnoKkmpoBaTb KAOYEBON HOCUTEND U T.A,.

Mpouecchl cornacoBaHUs 3asBOK No pabote ¢ ceptudumrkatamm n CK31

[IBUOK BM3HEeC-NpoLEeccoB NO3BONSET HACTPOUTbL B CUCTEME MOIHOLLEHHbIEe NPOLECChI
yrnpasaeHus afeMeHTaMn MHGPaCTPYKTYpPbl OTKPbITbIX KAKOUYEN, HanpuMmep, nepesavy
JvueHsunin CK3M nnm TOKeHOB U3 LleHTpa B duanasbl, COrnacoBaHue 3asBAEHUI Ha BbIMyCK
cepTudmrkaToB YK3I c npoBepkamu 3asaBneHnin B CM3B 1 CTOPOHHUX cucTEMaX.

CucTeMa TakKe NoALepKMBaeT aBTOMaTUYECKMIA CTapT bu3Hec-npoLecca no Kakomy-nmbo
Cob6bITUI0, HANpUMep, CTapT NpoLecca NepesbinyCcka cepTudmKkaTa Npu NpUbANNKEHUN
NCTEYEHMS CPOKa ero AencTBus.



Bo3MoOXXHOCTU Avanpost PKI

=

YueT 1 ynpaBieHMe }KU3HEHHbIM LIMKIOM cepTUUKATOB
N KNo4ern nonb3oBartenen n MHGOPMaLMOHHbIX CUCTEM:

* TeHepauwus KNKUen 1 3anpocoB Ha cepTUdUKaTbl C UCNOb30BAHNEM
KaK OTeYEeCTBEHHbIX KpunTorpapuueckux anropmutmos (FOCT),
Tak 1 MexayHapoaHbix (RSA)

*  ABTOMaTWMYECKMI1 BbINYCK, OT3bIB, MPUOCTAHOBKA 1 BO30OHOBNIEHME AECTBUS
cepTMdMKATOB Ha YAOCTOBEPSIOLMX LIeHTpax (NPOrpaMMHbIX KOMMIeKcax)

* lMopnep:Ka paboTbl C yaocTtoBepsaowmMMy LeHTpamm B offline-pexnme

* IMNOPT BbINYLEHHbIX paHee CEPTUPUKATOB B CUCTEMY C LIEIbIO UX MOCTAHOBKM
Ha YUYET U KOHTPOS CPOKOB AENCTBUSA

* Co3paHua Ayb6anKaToB KNKOYern C NoCNeyoLmUM BOCCTaHOBIEHMEM Ha KNIOYEBOM
HocuTene nam skcnopToM B PFX-daiin

*  KOHTpO/Ib CpOKa AeNCTBUA CEPTUPUKATOB U 3aKPbITbIX KtOYE

YUeT 1 yrnpaBiieHNEe KU3HEHHbIM LIMKJIOM KJTIOUEBBLIX HOCUTENEN
nosib3oBaTtenielt U MHPOPMALIMOHHBIX CUCTEM:
*  YyeT KNo4YeBbIX HOCUTENIEN B €AUHOW base AaHHbIX CNCTEMbDbI

*  C6op nHdopMaunm 060 BCeEX KNOUEBBLIX HOCUTENNAX, MOAKIOYEHHBIX K CUCTEME
C MCMNOJIb30BAHNEM areHTCKON NOACUCTEMBI, U yaaneHHOe aAMUHUCTPUPOBaHMe
(dbopmaTupoBaHue, cMeHa MNH-KkoaoB, 610KMpPOBKa, TPEOGOBAHME BHEMIAHOBOM
cmeHbl MNH-Kkoaa)

* ABTOMaTMYeCKOe BeAEeHUE }KYypPHaN0oB AENCTBUN C KOYEBLIMU HOCUTENAMN
° YnpasneHue noanTtukon NMNH-KoOAOB ANS KAKOUEBbLIX HOCUTENEN

° Pa36)10KI/IDOBKa K/IOYEBOr0 HOCUTENA NOSb30BATENIEM U3 JIMUHOTO KabnHeTa

YueT n ynpasneHue *}nU3HeHHbIM UnkioM CK3W nonb3oBaresen
N MHPOPMALMOHHBIX CUCTEM:

* YueT navueHsunit CK3M nonb3oBatenen, UHGOPMaALLMOHHBIX CUCTEM,
aBTOMATM3NPOBAHHbIX pabounx MecT (KOMMbIOTEPOB)

* ABTOMaTWYeCKOe BeAeHUe }ypHaJoB AeNCTBUI C anueH3namm CK3U

* Onctpubyums CK3W B KpynHbIX TEPPUTOPUANBHO pacnpeaeneHHbIX
opraHusaunsx — pasMelleHune anctpmubytnsos CK3W B cucteMe 1 obecneueHme

AO0CTyna ANnda CKavynBaHUA ,EI,I/ICTpI/I6yTI/IBa C KOHTPOJIEM NNIETUTUMHOCTU




(2] YueT aBTOMaATU3MPOBaHHbIX pabounx MecT:

*  YyeT aBTOMaATM3MpPOBaHHbIX paboumx MecT (APM) 1 noaaeprKka aBTOMaTMUYECKON
pernctpauum APM c ncnosib3oBaHMEM areHTCKOW NOACUCTEMbI

° Hanunume BO3MOKHOCTU NEPBUYHOIO UMMopTa nepeyHs APM B cuctemy

* YnaneHHasi 6I0KMpOBKa U pa3biokmpoBka CK3W, yctaHOBNEHHOIO Ha APM

MoAroToBKa OTYETHOCTM O BCEX OOBEKTAX yUETA B CUCTEME,
B TOM UMcne 1 no TpeboBaHMAM PeryaaTopoB

OnoBeLlLeHNE Nonb3oBaTeNen 1 aAMUHUCTPATOPOB O COBbLITUSIX B CUCTEME:

* OnoseLeHnsa no e-mail

* OnoBeLleHMs Cc ncrnonbsosaHnem PUSH-yBeaOMAEHNIA N areHTCKOM NOACUCTEMDI
(Npwv OTCYTCTBMM y NONb30BaTeNEN A0CTYNa K 3N1EKTPOHHOM NoyTe)

=| TonHbIV ayanT BCEX AENCTBUA aAMUHUCTPATOPOB M NOJib30BaTeIen CUCTEMBI:

*  AyauT cobbiTuii 6esonacHocTy (BXOAbl B CUCTEMY, MOMbITKM HEYCMELHOro BXoaa,
npeaocTaB/eHe POEN NONb30BATENAM, U3SMEHEHWE COCTaBa Posiel U T.4.)

*  Ayaut 6usHec-cobbiTuin B cucTeMe (Co3aaHue 3anpocoB Ha CepTUDUMKATSI,
co3faHue 3asBOK, cMeHa MNH-Koa0B Ha KNoUeBOM HoCcUTENE U T.4.)

* [oaaep:kka BO3MOMKHOCTU OTNPaBKN COBBLITUI ayanTa BO BHELLHMWE
NHPOPMALIMOHHbIE CUCTEMbI KOPPENSALMK CobbITUIA (Mo NpoToKoay syslog)




CooTBeTcTBME TPpeboBaHUAM
depnepasibHOro sakoHa 63-93
«06 3/1eKTpOHHOM NoANNCU»

Cuctema nHterpmpoBaHa c cepsucamm CM3B n ECUA, npoBepseT gaHHble
3anpoca Ha cepTudumKaTt ans GpM3nMyecKoro anua vyepes cepsumcol MBA PO n
MeHcMoHHOro poHAa Poccuun, a Ans pUANYECKOro nMua 3anpalimBaeT 1
NpoBeEPAET AaHHble C UCMOJIb30BaHMEM cepBuca PeaepalsibHON HaNOroBoOwn
cny*6bl P®. Avanpost PKI et nan permctpupyeT HOBbI CyObeKT B KaTanore
ECWA n nybnnkyeT BbiNyLWEHHbI AN HEFO CepTUdUKaT.

BHYTpeHHSAs MoaeNib Cy6beKToB

Mogaenb opraHM3saumn Katanora CyobeKkToB B CUCTEME AABASIETCS
nepapxnMUecKom 1 npeacTaBieHa B BUE LIEHTPOB pPerncTpaumnm 1 KOMnaHui.
B KauecTBe CyObEKTOB MOMKET BbICTYMNATb Kak N0Jib30BaTENb

(COTpyAHUK, PU3MUECKOe N1L), Tak U MHGOPMALMOHHAs CUCTEMA
(Hanpumep, Beb-cepBep).

Avanpost PKI noaaep*vBaeT MexaHn3Mbl 3QPEKTUBHOMO pasrpaHUUYeHNs
A0CTyNna aAMUHUCTPATOPOB B PaMKax CYLLECTBYIOLLEN MePaPXUN, @ TaKKe
BO3MOHOCTb yyeTa BNlafle/ibLeB MUHPOPMALIMOHHbIX CUCTEM U OpraHn3aLunm
613Hec-NpoLEeccoB, 0CHOBAHHbLIX HA AAaHHON NHGopMaLumK (HanpuMep,
noAaya 3asiBfIeHUs1 Ha BbIMYCK U NePEBbINYCK cepTUdmMKaTa

ANst UHGOPMALIMOHHOW CUCTEMBI).

KaTtanor cybbeKToB B CUCTEME MOMKET BECTUCb Kak BPYUHYIO,

TaK NaBTOMaTU3MPOBAHHO C MCMNOJIb30BAHNEM NHTErPaALMOHHbLIX peLLeHNni
CBHELWHMMN CUCTEMAMWN - UCTOYHMKAMK Yepe3 0COObIN MHTepdEeNC aapecHoOm
KHUrn Avanpost PKI. Cuctema nogaepmBaeT pasanyHble cLeHapum
CUHXPOHM3AUUN, B TOM YuChe:

* [lo/fIHYIO aBTOMaTUYECKYO 3arpy3Ka AaHHbIX

*  YacTuyHyto 3arpysKy AaHHbIX (MO peleHnto agMmMHUcTpaTopa)

*  CUHXPOHU3ALMIO NU3MEHEHWI




YnpasneHne 6usHec-npoueccamm
n camoobcnymneaHue

Mpouecc BbiMyCKa cepTudmnKaTa BKAOUYAET HE TOIbKO AENCTBUSA
aAMMHUCTpaTopa, HO U NOAroTOBKY COOTBETCTBYIOLLEIrO 3asBAEHUSA
nonb3oBaTenieM. [1pn 3TOM AaHHas 3asiBKa MOXeT noTpeboBaTtb
JOMNOJIHUTENBHOIO COrMacoBaHUs, HaNnpMMep, HENOCPEACTBEHHbBIM
PYKOBOAUTENIEM UM aAMUHUCTPATOpPOM be3onacHocTn. Hannume yanobHoro
cepBuca caMoobCcnyXnBaHMs, B KOTOPOM M0OJIb30BaTE/lb CMOMKET ObICTPO
COCTaBUTb 3aMpoC Ha BbiNyCK cepTuduKaTta, CMCTeEMA NOACTaBUTb BCE
HeobxoAuMble AaHHbIe MOb30BaTeNs, @ COrnacyowee AMuo oaobputs nn
OTK/NIOHUTb €r0 OAHUM KJIMKOM MbILIX, MO3BOJUT 3HAYNTENIbHO MOBbLICUTb
3¢$pPEKTUBHOCTb BCErO NpoLecca.

Avanpost PKI npegoctaBnsieT ya06bHbIN NUHBIA KabHET nonb3oBaTens,
BKOTOPOM OH MOXET 3anpoCcuTb cepTnudmKaTt, 0bpoOpMUTbL 3asBKY Ha OT3bIB

AN NepeBbINYCK cepTudmKaTa, 3akasaTb KAHOUYEBON HOCUTENb U TNLLEH3UIO
Ha CK3W. TakKe AaHHbIN CEPBUC ABNSETCHA eAMHbIM LLEHTPOM YrpaBaeHus
BCEMU 0O6BbEKTAMM NMONb30BATENS, B TOM UMC/E K/IOYEBbIMU HOCUTENAMU
nceptndumkatamm, n NpeaocTaBaseT COOTBETCTBYHOLLYH BCMOMOraTe/ibHYo
nHdopmauuto (Hanpmumep, HaNmOMMHaHMA 06 OKOHUYAHMM CPOKa AEeNCTBMUA
ceptuduKaTa), NO3BONSET PAa3bNOKMPOBATbL COOCTBEHHbIN KNHOUEBOI HOCUTENb
WNn NoNy4nTb OT Hero MNMNH-Koga.

BO3MOMKHOCTb NoJaun 3asiBOK Kak 13 IMUHOI0 KabuHeTa paboTHMKa
Tak U aAAMMHUCTPATOPOM:

* Ha BbINyCK HOBbIX CEPTUDUKATOB
* Ha 0T3bIB 1 NEPEBbLINYCK CEPTUHMKATOB
* Ha nosny4yeHue KAOUYEBLIX HOCUTENEN

* Ha nonydeHue v Bo3spat CK3U




)

B0O3MOXHOCTb KOHCTPYMPOBaAHMA BU3HEC-NPOLLECCOB 06paboTKu

M COrnacoBaHUs 3asiBOK C UCMOJIb30BaHNEM rpaduUyecKoro peaaKkropa
613Hec-npoLUeccoB, 0OCHOBAaHHOIo Ha Moaen BPMN:

° I'Io.u..u.emea 3TanoB NPOCTOro 1 napasnnaejsbHOro cornracoBaHua

* TlopfeprKa KOPPEKTUPOBKN 3a9BOK U AOMOJNHUTESIbHOIO COrnacoBaHus

* ToanaepKa B3anMOAENCTBMSA C BHELUHUMW CUCTEMAMU N CEPBMCAMM B paMKax
ncnonHeHuns GusHec-npouecca (BHeLWHMe CUCTEMbI JOKYMEHTO0bopoTa,
CM3B u ECUA M T.A.)

* TloponeprKKa CNOMKHbIX LEeNCTBUI, TaKUX KaK B3aMMoaencTBme C KueBbIMU
HOCUTENAMM N yaOCTOBEPAKOLWMMN LEHTPaMN B paMKaX MCMNOJIHEHUA
6VI3HEC—I'IpOLI,ECCOB

BO3MOXHOCTb aBTOMATUYECKOro CTapTa 6VI3H€C—I'I|DOLI.€CC8 Ha OCHOBaHUNK
CO6bITUI, NPONCXOASALLNX B CUCTEME:

* TepeBbinyck cepTudurKaTa Npu NCTEYEHUN €ro CPoKa AeNCTBMS

*  OT3bIB CEPTUPUKATOB N OTKPENIEHNST 0OBEKTOB OT YBOJIEHHbIX PabOTHMKOB

* [lepeBblNyCcK CEPTUDUKATOB NPU U3MEHEHUN AaHHbIX PpaboTHMKA U T.4.

MoaaeprKKa pUANUYECKO 3HAUMMOCTU IIEKTPOHHOIO
AOKYMEHTO060pOTa C MCNOJIb30BAHMEM 3/IEKTPOHHOW MOAMNUCH
NpWY CO3AaHUN U COrNAcOBaHUN 3asBOK
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3apava: OpraHn30BaTh NEPBUYHbINA BbIMYCK MNOArOTOB/IEHHbIX HOCUTENEN, CBOEBPEMEHHbIN NePEBbIMYCK
cepTudmKaToB 1 obHoBNeHMe npoduneli VDI Ha cMapT-KapTax nonb3oBatensm EMP 3AIC.

PeweHuve: B faHHOM npoekTe 66110 ABe 3HauuTeNbHble 0cobeHHoCTU. NepBas — nHdpacTpyKTypa EMP
3AIC nocTpoeHa Ha OTKpbITbIX PeLLeHMsIX, COOTBETCTBEHHO, TpeboBanach NoAAEpPKKa paboumx CTaHLUA
Ha 6a3e Linux. Bropas — ansa pabotbl nonb3oBatens B MAK Tpebyetca Hocutenb (cMapT-KapTa ESMART),
cofepKalinii Tpy cepTudurKaTta U OAUH 0OBEKT B 3aKpbiTo 061acTy NnaMsaTn — Npoduib AOCTyna

K VDI. lna noaaepXKn MHOPacTpyKTypbl 6bi1 paspabotaH PKI-areHT ana OC Linux, KOTopbIi aaeT
BO3MOMHOCTb YMPaBasaTb CMapT-KapToi, MOAKNOYEHHON Ha paboyeM MecTe Noab3oBaTeNs.

Avanpost PKI 6blna HTerpupoBaHa ¢ YL, Kpuntolpo 2.0, a HOBbIV naarvH nybankaumm nomor
co3aaTb YHUOMLMPOBAHHLIA MeXaHM3M MHPOpPMUpoBaHua nHOpacTpyKTypbl EMP 3AIC 06 nsMeHeHusX
CepTMPUKaTOB MOJIb30BaTENEN.

3afava yrnpoLLeHUs BbiMyCcKa KapTbl C HeobxoanMbIMM 06beKTaMn bbina pelweHa nyTeM BBoOAa HOBOW
CYLWHOCTN — MPUIOKEHNA, KOTOPOE arpernpyeT B cebe TDEGOBaHMﬂ I/IHCIJOpM&LI,I/IOHHOI;I CUCTEMDI NN
MAK K HocuTento. 3anpoc NpuaoKeHns No3BoAsSET OLHOBPEMEHHO C¢OpMMpOBaTb 3anpochbl Ha 06BbEKTHI
n CepTI/Id)I/IKaTbI, HeobxoauMble Ans pa60TbI B 3TOM NMPUNOXKEHNN.

BbIMOAHEHHbIE 0PabOTKM U HACTPOMKIN NO3BONAN HE TOJIBKO YIOMUTLCS

E]ﬁ B ECTKUIN rpadrk NepBMUYHOIO BbiMyCKa HOCUTENEN, HO 1 COKpaTUTb TpyLo3aTpaThl
onepaTopoB Kak MMHMMYM B 12 pa3s no CpaBHEHUIO C UCNOb30BaHNEM

Eli] CTaHAapTHbIX MHTepdencos YL, PKI-kaneHTa n VDI gns NoaAroTOBKM
W peructpaumm Hocutens. NepeBbiNyCK HOCUTENE CAyCTS o4 UCMob30BaHUA
6bln Npon3BeaeH abCcolOTHO NPO3paYHO ANs Nosib3oBaTeneit: 6e3 cbopa
HOCUTEeNIei, y4acTusa 1 KaKoro-nmbo BoBaeYEHMS B NpoLecc.
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3apaqa: ABTOMaTM3MpOoBaTh AEATENBHOCTb YL M COKpaTUTb N3AEPHKKM Ha BbIMYCK CEPTUOUKATOB
N YYET OCHOBHbIX 06BEKTOB MHGpacTPyKTYpbl PKI.

PeweHue: Avanpost PKI obecrneumBaeT yueT BCeX 06EKTOB MHOPACTPYKTYPbI OTKPLITHIX KNOYEN:
K/IOUEBbIE HOCUTENU, NMLeH3MK Ha CK3W, APM-bl. B cooTBeTCTBUM C TpeboBaHusiMu OCB B cucteme
aBTOMaTM3MpOBaHa neyatb BCEX OTYETHbIX AOKYMEHTOB MO 3TMM 06bekTaM. CucTeMa NoALepKMBaeT
BCE MPOLECCHI, CBSI3aHHbIE C BbIMYCKOM CepTUHMKATOB 3NEKTPOHHON noanucy (3MM) Ans COTPYAHUKOB
KOMMaHU.



B AnyHOM KabuHeTe N060i COTPYAHUK MOMKET CaMOCTOSITE/IbHO 3aKasaTb cebe cepTudumKat 3,
chopmMupoBaTb HEOHXOAMMbIE CONPOBOANTE/IbHBIE IOKYMEHTbI M MPOCMATPUBATb XapaKTePUCTUKN

BCEX BbIMYLLEHHbIX A1 HEr0 CepTUOUKATOB. [ANs onepatopoB YL, Takke npeaycMoTpeH 3proHOMUYHbII
MoJib30BaTe/IbCKMI MHTEPHENC — eaAnHOe OKHO, rae cobpaH BECb KOMIIEKC MHCTPYMEHTOB
PacCcMOTPEHUSA NOCTYNAOLLMX 3aNpOCOB MNoJb30BaTeNel 1 BC HeobxoanMas MHhopMaums ans
MPUHSATUS PELUeHWIA: 3asBeHUs, CKaHbl JOKYMEHTOB, NMapaMeTpbl 3aMpoCcoB U T.4.

B crcTeMy BCTPOEHbI pasfiMuHble MeXaHW3Mbl aBTOMaTM3aL MK, PE3KO COKPaTVBLUME 06BEM PYUHOIA
paboThbl, 3a4EPHKKN U TEXHUUYECKME OWMOKM. OAUH U3 TaKUX MEXAHM3MOB MO3BOJISET MNOJyYaTh
LAOBEPEHHbIE laHHbIE O COTPYAHMKAX KOMMaHUA HEMOCPEACTBEHHO U3 KaZpPOBOI CUCTEMBI
OpraHM3auum, NCKoUas caMy BO3MOMKHOCTb MOSIBJIEHUS U AajibHeliwed 06paboTkM HELOCTOBEPHOIA
nHoopmMaumu. [pyroit MexaHusM obecrneunBaeT aBTOMaTUUECKYO MyBAMKALMIO BbIMYLLEHHbIX
MoJIb30BaTEIbCKUX CEPTUGMKATOB BO BCEX MHOOPMALMOHHBIX cucteMax (MIC) KoMnaHuu, rae aTu
CEPTUOUKATBLI UCTMOb3YIOTCS.

B pamKkax npoekTta co3zaH 6a3uc cuctembl cbopa v aHanUTUYEeCKo 06paboTKu
[}]ﬁ [LaHHbIX, KOTOPas Y*Ke CEeroAHs no3BoaseT 0ObEKTMBHO OLLeHMBaTb 3QPEKTUBHOCTb
E][ﬂ paboTbl COTPYAHUKOB YL, a TakKe NPOBOANTb BCECTOPOHHUIA aHaIN3 ClyYyaeB
HapyLweHus napameTpoB SLA.

Mnosb30BaTeENEN

@ 20000 1, 5ropa

TA3NPOMBAHK

3apaya: ABTOMaTM3MpOBaTh AeATesbHOCTb YL, [lenapTaMeHTa 3awuTbl MHGOpMaLuM B paMKax
obecneueHus rmobasbHOl 33434 MOAEPHU3ALMMN MHOPACTPYKTYPbI U COKPALLLEHWS BPEMEHHBIX
U3LEPIKEK U TPYA03aTpaT Ha TUMOBbIE NMPOLLECChl 0becneveHns paboTHUKOB cepTudrKaTaMu Ans
[0CTyNa K CeTeBOV MHOPACTPYKTYpe (AByXdaKTopHas ayTeHTUdMKaLNS) U AN UCMOb30BaHNs
BO3MOMHOCTEN LUNDPOBAHUS 1 3NEKTPOHHON MOANNCY B KOPMOPATVUBHOW 3IEKTPOHHON MouTe.

PelweHune: KomnnekcHasi cuctemMa ynpaBiaeHust MHOPaCTPYKTYPO OTKPLITLIX KNtOYel, co3aaHHas

Ha ocHoBe Avanpost PKI 6, no3BosiMna He TOJIbKO 3GMEKTMBHO peLLnTb NEPBUYHYIO 3a4a4y

Mo yyeTy KIOUEBbIX HOCUTeNen 1 cepTUGMKATOB paboTHMKOB, KOHTPOJIIO CBOEBPEMEHHOW CMEHbI
NMUH-KOLOB MOJ1b30BaTENIAMU, HO 1 BLICTPOUTb M aBTOMAaTU3MPOBaTh NPOLLECCHI BblAaun 1 NepeBbinycKa
cepTndrKaToB B paMKax obecrneyeHus NpoLeccoB nNprveMa Ha paboTy, NnepeBofoB, NSMEHEHNS AaHHbIX
paboTHMKOB U T.4,.

TexHoM0rMKM paboTbl ¢ peectpamu OC 1 yaaneHHon paboTbl C KAOUEBLIMU HOCUTENAMN

C MCMOJb30BaHWEM areHTCKOWM NOACUCTEMbI 4@ N BO3MOMHOCTb aBTOMATU3NPOBaTh Psij, MPOLIECCOB
6aHKa 1 onepaTUBHO peLLaTh 3a4aun, 06yCNOBAEHHbIE C/OMMBLLENCSA B MUPE 3MUAEMNOSIOTMYECKOWA
cuTyauueii. Hanpumep, no ¢akTy nprveMa Ha paboTy cMCTEMA aBTOMATUUYECKN CO3AaeT 3asiBKy

Ha BbIMYCK A1 HOBOro paboTHMKa 6a30Boro Habopa cepTdUKaToB, KOTOPbIE MOTYT BbiTh ONEPaTUBHO
YCTaHOBJIEHbI.

C ncnonb3oBaHMeM GyHKLMOHaNA NPOAYKTa OblIM peann3oBaHbl M NPOLLECChl KOHTPOS BblAAHHbIX
CcepTUdUKATOB U KIOUYEBLIX HOCUTENEN. IS BPEMEHHOMO NCMOAb30BaHUs BblIN CO3aaHbl KeCcTKMe
npaswuia, KOHTPOAUPYIOLLME BblAayy CTPOro Ha OAMH pabounii AeHb, MO UCTEYEHWN KOTOPOrO MPOMYyCK
aBTOMaTMYECKM OTKpensieTcst OT paboTHMKa, a BPEMEHHbIE CepTUdMKaTbI OT3bIBAKOTCS.

ABTOMaTM3aLMA TUMNOBbLIX MPOLLECCOB C MNOABJEHNEM HOBOIO MHCTPYMEHTA

E]ﬁ ynpaBAeHUst MHOPACTPYKTYPO OTKPLITLIX Ktouel no3sonunia 6aHky addeKTUBHO
PeLLNTb KaK TERYLLME 3a4aun, TaK 1 3a10KMTb NOTEHLMAN ANS AasibHEALIEro
Tl pasBMTUSA 1 aBTOMaTM3aLLMM NPOLLECCOB, HE YBEIMUMB NPY 3TOM YUNCNEHHOCTb

nepcoHana YU A3W.




ApXuUTeKTypa CUCTEMDI

APM MOJIb30OBATEJI / AODMUHUCTPATOPA

&

Be6-6paysep Avanpost PKI Agent

|
La CEPBEP AVANPOST PKI

WEB-CEPBEP

@% Be6-npunoxkeHne Avanpost PKI
ll
]
Ny’

Cnyx6a Avanpost PKI Server basa aaHHbIX Avanpost PKI

AppecHble KHUru.
KoHHeKkTOopbI. MNnarnHbl

v

BHELWHWE NHOOPMALIMOHHbIE CUCTEMbI

2

yu Kapposbie cuctemsl LDAP-kaTanoru
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KOMMOHEeHTbl CUCTeMbl

g

2

Cny:x6a Avanpost PKI Server peannsyeTt 6U3HeC-10rMKy CUCTEMbI,
NIOrMKy 06paboTKN 3aNpPOCOB N 3NEKTPOHHbIX 3a8BOK, YNpaBaeHMs
YKM3HEHHbIM LIMKJIOM CYOBEKTOB 1 06bEKTOB. COAEPKUT NOACUCTEMY
afpeCHbIX KHUT, KOHHEKTOPOB M MJarnHOB AN B3aUMOAEeNCTBUSA

c YU v BHEWHNUMM NHOOPMALMOHHBIMU CUCTEMAMMU

Beb6-npunoxenne Avanpost PKI npepoctaBnsiet Beb-nHtepdeinc
aAMUHUCTPATOpPaM M NONb30BATENSAM CUCTEMbI B YaCTU HAaCTPOWKK
NynpaBaeHUs, NYHbIA KABWMHET B YaCTKU CaMo0bCNyXKMBaHUS

Avanpost PKI Agent — nporpamMMmHbIii KOMNOHEHT, paboTatoLWwmin
B dOHOBOM pexunme Ha APM nonb3oBatensi/agMMHUCTpaTopa

N peanmsyoumnin B3aMMoaencTBme C KJItUeBbIMU HOCUTENAMN
nKpunTorpaduuyecknmm nposangepamm

ba3sa aaHHbIXx Avanpost PKI apnaeTtca xpaHUInLLEeM
BCEX AAHHbIX CUCTEMBI

AZApecHble KHUMW, KOHHEKTOPbI, NIaruHbl — MOAY/IN CONPSAXKEHUS
Avanpost PKI ¢ pasnnyHbiMy BHELUHUMWU MHPOPMALMOHHBIMM CUCTEMAMMU:
YU, nCTOYHMKaMM AaHHbIX 0 CybbekTax, noTpedbutensimMm nHdopmaumm

0 BbIMyCKaeMbIX cepTudmKaTax.
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BO3MOXHOCTU MHTErpauunn

Ha cerogHsawHni aeHb Avanpost PKI pacnonaraert cambiM LUMPOKUM Habopom
BO3MOXHOCTEW ANA MHTerpaumm no cieiyoLwmnm HanpaBaeHnsaMm:

@

IHTerpaums ¢ yaoCToBepsIOLLNMMA LEHTPAMM NpeAHasHayYeHa
ANs pelleHns 3aaad ynpasneHus ceptudmkatamm (Bbinyck, 0T3bIB U T.4.)
Ha NPOrpaMMHbIX KOMMJIEKCax yA0CTOBEPSIOLMNX LLEHTPOB

NHTerpauusa c KnoyeBbIMU HOCUTENAMU NpeAHa3HayYeHa AN peLeHuns
3a4a4 ynpaB/ieHUs KNoUYeBbIMM HOoCUTeNaMmM (Co3aaHne 3anpocoB

Ha cepTudUKaTbl, yCTaHOBKA CePTUUKATOB 1 Katoven, cMmeHa NMNH-Kkoaos,
pa3b/0KMPOBKa U T.4.)

IHTerpaums ¢ UCTOUHUKAMK AaHHbIX 0 Cy6beKTax npeaHasHaveHa
ANS pelleHns 3a4a4 aBTOMATUUECKOWN 3arpy3KM U CUHXPOHM3ALIUN
JAAHHbIX 0 CyObEKTAX M3 BHELLIHUX JOBEPEHHbIX CUCTEM-UCTOUHNKOB
(KaapoBble CUCTEMbI, KaTanoru v T.4.)

IHTerpaums ¢ BHELWHUMM CUCTEMAMKN — NOTPEBUTENAMU NHDOPMALMM
0 BbINYLWEHHbIX CEPTUDMKATax NpeaHa3HavyeHa ANa pewweHns 3aaad
ny6ankaunm nHGOpPMaLMnM O BbINYLLEHHbIX CEPTUDMKATAX ANS HYKA
BHELUHUX MHOOPMALMOHHbIX CUCTEM (CUCTEMbI 3IEKTPOHHOIO
LOKyMeHToobopoTa, LDAP-Kkatanorn u 1.4.)

Ocobble BUAbI I/IHTeraLI,I/IIZ — WHTEerpaunn, peain3oBaHHbIE
ANA peweHnsa bonee Y3KMX 3a4a4, K KOTOPbIM MOXHO OTHECTWU:

*  WHTerpauwuto c cepucamm CM3B
*  WHTerpauuto ¢ cuctemamn 60

*  WHTerpauuio c cucrtemamu O6y‘-IeHVIF| n TeCctTMpoBaHuA



I/IHTerpau,ml cyaocrtoeepdaOoLNMMUN LEHTPaAMU

NHTerpaums c YL, obecneumnBaetcs KOHHEKTOPOM Avanpost PKI, KoTopblili npeacTtaBaseT
co601 NnporpaMMHbIi MoAyNb, peanusyowmin nHtepderic ICA Avanpost PKI.

OH cnyxuT ana obecneveHns Bsanmogernictema Avanpost PKI Server ¢ nporpaMMHbIMU
KOMNOoHeHTaMn YL € uenbio ynpaBieHns }KU3HEHHbLIM LLUKIOM CepTUhMKaToB
(BbINYCK, OT3bIB, MPMOCTAaHOBKA M BO30OHOB/IEHME AEATENLHOCTM cepTudmKaTa)

B Avanpost PKI nmeloTcs rotoBble KOHHEKTOPLI K creayowmm YL

* Microsoft CA * NMAK YL Notary-PRO v. 2.2 n Bbilwe
* TIAK Kpuntollpo YL, 1.5, 2.0 * AlK Banmnpata YL
*  CheckPoint ICA * GlobalSign

- 1K VipNet Ui

NHTerpauusa ¢ KNnro4YeBbiIMMU HOCUTENIAMU

WNHTerpaums ¢ KNYeBbIMM HOCUTENAMM B OCHOBHOM peasnun3yeTcs C UCMOoJb30BaHNEM
areHTcKol noacuctembl Avanpost PKI (3a UCKOUEHMEM «0BNaUHbIX» KIHOUEBbLIX HOCUTENEN)
N noapasyMeBaeT peanmsaunio cneayowmx GyHKUnn (B 3aBUCMMOCTI OT Hannuus
NoAAEPHKN Y MPON3BOANUTENEN KIOUYEBbIX HOCUTENEN):

* ®dopmMaTtmpoBaHue * CmeHa NMNH-KkopoB

* [eHepauus Kauen n cosaaHune *  YpaneHwue CepTVld)VlKaTOB N KNoYven

3anpocoB Ha cepTuduKaThbl
*  PasbnoknpoBKa

* YcTaHOBKa cepTudMKaToB
N KJouen (BOCCTaHOB}'IeHI/Ie) °  3anucb 1 06HOBNEHNE 06BEKTOB

Avanpost PKI nogaep*unsaeT paboTy Co cneayrowmmmn annapaTtHbIMn
M NPOrpamMMHbIMU KIHOUEBbIMU HOCUTENAMMU:

- eToken *  KAZTOKEN
. RuToken *  Cb6epTokeH
*  «06nauHbie»: Kpuntolpo HSM
° ESMART
S n Kpuntollpo DSS
- JaCarta *  USB ¢nsw-Harkonutenu
*  YubiKey

*  Peectp OC Windows

15
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I/IHTerpau,ml C MICTOYHUKaMU AaHHbIX O Cy6'b6I-(TaX

NHTerpaums ¢ MCTOYHMKAMM AaHHbIX 0 Cy6beKkTax obecneumBaeTcs afpecHoOm KHUIow
Avanpost PKI, KoTopas npeacTtaBasieT cob0l NoakaovaemMyto 6MbnMoTeRY, peanmsyoLLyio
nporpaMMHbln nHTepdenc IPersonAddressBook Avanpost PKI. OHa cnyuT ans
obecneyeHuns B3ammoaeicTeus Avanpost PKI Server ¢ BHelHel CUCTEMOM — MCTOYHUKOM
JaHHbIX 0 CyObeKTax cepTUdUKATOB (COTPYAHMKAX).

B KauecTBe CUCTEM-UCTOUYHUKOB AaHHbIX Avanpost PKI noaaep»kvuBaeT Bce camble
pacnpoctpaHeHHble LDAP-KaTanorn n KaLpoBble CUCTEMBbI:

e MS Active Directory, OpenLDAP, * SAPHR
FreeIPA n 1.4.
* Oracle HR n MHOrne gpyrue

*  CucteMbl Ha 6ase nnatpopmbl 1C

NHTerpaumusa ¢ BHEeWWHUMU CUCTEMaMM —
noTpeéburtenaMm nHbopmaumum o BbINyLLEHHbIX
cepTudUuKaTtax

NHTerpaums ¢ BHEWWHMMKN CMCTEMaMKN — NOTpebuTensiMm nHGopMaumm 0 BbiNyLLEHHbIX
ceptudumKaTax obecneumBaeTcs naarMHoM nybankaumm Avanpost PKI, KOTOpbIiA
npeacTaBasieT cob0l NOAKNOUAEMYIO BUONNOTERY, peanm3yoLLyo NPOrpaMMHbIi NHTepderic
ICertificatePublisher Avanpost PKI. OH cnyuTt gns obecneyeHuns B3ammoaencTeus Avanpost
PKI Server ¢ BHELWWHMMUN MHGOPMALMOHHBIMU CUCTEMAMU C LeNbto NybanKkaumm nidopmaumm
0 BbINyLEeHHbIX cepTudumkaTax. OCHOBHble GYHKLMM NnarvHa nybankaumm — 3710 nepepava
BO BHeLWH0 NC nHdopmMaumm o BbiNyLLEHHOM CepTUDMKATE N O HEOHXOAMMOCTIN yaaneHus
(neakTnBaummn) ceptTudmrKara.

Avanpost PKI nmeet rotoBble niaruHbl I'I)/6)1I/IKaLI,VII/1 K TaKMM CUCTEMaM, KakK:

* LDAP-kaTtanorm — MS Active « ECUA
Directory, OpenLDAP, FreeIPA n T.4.
* dannoBasa cucrema

*  «lWunHbl» — IBM MQ, RabbitMQ N MHOrve apyrue

WNHTerpauua c cepeucamm CM3B

Avanpost PKI nogaep*KnBaet nHTerpaumio ¢ cepsmcamum CMCTeMbl MEXBEAOMCTBEHHOIO
3aNeKkTpoHHOro B3ammogencTeus (CM3B 3) B yacTu NOKpbITMA TpeboBaHuii 63 ®3 13 KOPOHKK
n obecneuynBaeT cneayoLime BOSMOXKHOCTU:

* [lpoBepKa AaHHbIX 0 cooTBeTCcTBUM CHUJIC, OO 1 AaThl pOXKAEHUA 3a9BUTENS
(no AaHHbIM 3asBKM U/nnun 3anpoca Ha cepTudurKkar) B cepumcax MNOP

* TonyyeHune BbINMUCKM B 3NEKTPOHHOM Buae u3 EFPHOJ1/ETPUN
C ncnonb3oBaHnem cepsucos GHC



* TpoBepKa NacnopTHbIX AaHHbIX 3asBuUTeNs (Mo AaHHbIM 3asBKM U/UAK 3anpoca
Ha cepTuduKaT) B cepBucax MBJ

*  TMybanKkaums BbIMYyLEHHOTO KBanMduumMpoBaHHOro ceptudurata B ECUA
1N BO3MOMHOCTb perncTpaunm noATBEPKAEHHONM YY4ETHOM 3anmMcy no TpeboBaHmio
3asBUTENS

*  XpaHeHue pesynbTaToB 0bpalleHunin K cepemucamM CM3B B cucteMe
(B BMAE 3NEKTPOHHbIX OTBETOB C 3/IEKTPOHHOW NOANUCHI0 BEAOMCTB)
ANs 06ecrneyeHunst BO3MOXKHOCTU pa3bopa KOHGAMKTHbBIX CUTyaLLUIA

WHTerpauua c cuctemamm b0

3apaueli nHTerpaumm ¢ cuctemammn 60 n ABC siBnasieTcst obecneyeHne BOSMOKHOCTH
BbINyCKa cepTuduUKaTta Ans KnmeHTa 6aHKka no 3anpocy, cGOpMUPOBAHHOMY KJIMEHTOM B
cucTeMe ANCTaHUMOHHOro 6aHKOBCKOr0O 06CNyKMBaHWS. B pamMKkax obecneyeHuns 4aHHOro
npouecca Avanpost PKI nogaep»vBaer:

*  IMNopT cBeAEHWIA O KNMeHTax baHKa

*  IMNopT 3anpocoB Ha cepTUdMKaThl, AanbHelLee paccMOTpeHue
1 BbINYCK CEPTUOUKATOB

*  JKCNOPT BbINYLLEHHbIX CEPTUPUKATOB AN cucteM B0

0cobeHHOCTbIO peannsaumm noaobHbIX NPOLLECCOB C UCnonb3oBaHneM Avanpost PKI
ABISIETCA aBTOMaTUUYECKOE BbINOJIHEHWE OMepaumii No YUeTy KatoueBbix Hocutenen, CK3WU,
CONpOBOAUTENBHbIX AOKYMEHTOB 1 T.4. B paMkax obecneuyeHus npouecca. Avanpost PKI
nmMeeT HapaboTKM NO UHTErpaLunmn co BCEMM NonynsipHeiMn cuctemammn A60:

*  BaHk-KnuenT (BS-Client)
* Telebank (StepUp)

*  U®T baHk (IBSO) n apyrue

WHTerpaums c cuctemamum o6yyeHuns n TeCTMpoBaHus

Avanpost PKI MOXeT 6biTb MHTEFPUPOBAH C BHELLHEN CUCTEMON 0ByUYEHUSI N TECTUPOBAHMUSA

C LLeNIbi0 KOHTPOAS 3a NPOXOKAEHNEM pabOTHMKaMMN 0ByYEeHUs MO MCMNOJIb30BAHUIO

CpeAcTB KpunTorpaduyeckom 3awmuTbl UHGopMauuKn. B pamkax nogobHON MHTerpaumnm

MOryT ObITb peann3oBaHbl TaKMe NPOLLECCHI, KaK KOHTPOJb U 0OGHOBAEHUM MHDOPMALUN O
CBOEBPEMEHHOM MPOXOXKAEHUM PabOTHMKAMK 0BYUEHMS 1 3aMyCK COOTBETCTBYHOLLMX BU3HEC-
NMPOLIECCOB B C/lyuae HEMpPOXOKAEHUS, HanpuMep, 61okmpoBkn CK3W Ha pabouem mMecTe 0
NPOXOXAEHUS 0OyUYeHus.

Avanpost PKI noaaep»uBaeT nHterpaumto c cucremom WebTutor.
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O KoMnaHuu ABaHMNOCT

ABaHMNOCT — BeAYLUNIA POCCUNCKUI pa3paboTumKk cucteM naeHTUOUKaLnm
M ynpaBneHusa AoctynoM. KomnaHusa pabotaet Ha pbiHKe MHGOPMALIMOHHOWN
b6esonacHocT ¢ 2007 roaa v K HaCTOSILLEMY MOMEHTY ABASeTCS
TEXHOJIOrMYECKNM nnaepoM B cermeHTe Identity Management.

Hawu peweHusa

Avanpost IDM Avanpost FAM

CUCTEMA LLEHTPaAM30BaHHOIO cucTemMa eAnHoNn ayTeHTuduKaumm
yrnpas/ieHusa 4OCTYNoM COTPYAHWKOB B KOPNOPaTUBHbIX
K KOpnopaTMBHbLIM pecypcam pecypcax opraHusaumm
opraHusauum

Avanpost PKI Avanpost Web SSO
CUCTEMa ynpaBneHna BCEMUN 3JIEMEHTAMU cucTemMa eanHom ayTeHTMd)MKaLI,MVI
PKI-MHGpaCTPYKTYpbl U3 eAMHOr0 LIeHTpa KNMEHTOB B NopTanax v BHELIHUX

NMPUNOXKEHNAX

Ham poBepstoTt
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