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Jlnpepckne TeEXHONOrMN CETEBOW 3aLLUTbI 1 KOHTPONS
aKTUBHOCTW MPUIOXXEHNIN

Kaspersky
NGFW

40

KonnyecTBo pacno3HaBaeMbIx
MPYNOXEHNI C MOMOLLbIO
TexHonoru DPI

6C

KonuuecTBo noaaepKmBaeMbix
curHaTyp rubkmum IDPS aBrxkkom

20

KonnuecTtBo nonaepxnBaemMbix
npaswn gemxkkom Stateful Firewall

Open
@ Single Management
Platform

Open Sing

Plat — KOHCOJ1b
MOHUTOPWHIa 1 YNpaBneHns
BCceMU pasBépHy TbiM NGFW
W Apyrmu npogykTamu
Kaspersky ynpoLuaeT
PYTUHHbIE ornepauun

1 agMUHUCTPUPOBaHME

- Bo3MOXHOCTb pearpoBaHus
C nomolLLbio Kaspersky Symphony
XDR Ha knbepyrpoasbl

- [NonHag kapTuHa
KnbepbesonacHOCTH
KOMMaHWV B pamMKax eANHOro okHa

MexxceTeBol aKkpaH HOBOIO NOKOMEHWS HA OCHOBE NINAEPCKNX
TEXHOMOIMiN CaMOro HaAEXHOro NOCTaBLLUMKA 3aLUUTHBIX PELLUEHMI.
MpooyKT sawuLaeT KOPNopPaTUBHYHO CETb KOMMAAHUIA OT LLUMPOKOro
CneKTpa KNbepyrpos, KOHTPOIMPYET aKTUBHOCTb MPUIOXKEHNI

1 CEpPBUCOB, NO3BONSET 9PPEKTUBHO YNPaBASaTb TPaPUKOM

1 ONTUMNINPYET NPON3BOANTENBHOCTb UHPPACTPYKTYPbI.

& ApxutekTypa

MNopnepykka MHOronoTOYHOM 06paboTKm Tpaduka C MUHUMU3AUVEN
KONMYECTBA KOMMPOBaHIA

£ @

SdPekTNBHOE NCMOb30BaHVE
pecypcoB

&

[MBkoe pacLmpeHe BO3MOXHOCTEN

OnTumMmn3sauns
NMPOU3BOANTENBHOCTU MPOAYKTa

OKOCNCTEMHbIV NOAXONA,
N LEHTPaNN30BaHHOE YyrpaBieHne

Protection status H

Lalulfilin.

Suspicious activities

Attempts to access social media services

183,1

Mean time to response

9085



KnoueBble BO3MOXXHOCTN

3awuTa OT ceTeBbIX Yrpo3

—

BblcOKOTEXHOMOMMYHbIN
Stateful Firewall

N
S

VHTerpupoBaHHbin DPI

N
e

[mekuin IDPS gsuxok

.

MNponBuHY TbIN
SSL/TLS Inspection

OTCnexmBaeT COCTOSHNS aKTVBHbIX COEANHEHNI
[NpUHMMaET peLLEHNS Ha OCHOBE KOHTEKCTa Tpaduka

BO3MOXHOCTb 6IOKMPOBKIM YCTaHOBAEHHOW CECCUN

OnpepnengeT B Tpaduke 6onee 4 000 NpUnoxeHW 1 cepBncoB

COoBCTBEHHbI LIEHTP SKCMEPTU3bI MO PACMO3HABaHNIO MPUIOXEHWIN

BhISBASET 1 MpeOoTBpallaeT aTaky B pexXnMe peasnbHOro BpemMeHn
Mopoaepxka 6onee 6 000 curHaTyp

PaclumpeHHbIn cuHTakcue u nogaepxka HTTP 2.0

PacwndpoBbiBaeT Tpadvik NobbIX MPOTOKOMOB
Ob6paboTka NponcxoanT B 06LLEM NOTOKE Tpaduka

MomkoyaeT K aHanmay Bce ABMXKKM 6€30MacHOCTN

KoHTponb Be6-Tpaduka 1 oboraiwieHne aHannTrnkKomn

BbICOKOCKOPOCTHOM
NOTOKOBBIA aHTUBKPYC

S
—

BbICOKOTOYHbI
Beb6-KaTeropmnsaTop

-
/—
DNS Security
e -
e

Threat Intelligence

N

@ Kaspersky
Security Network

658

OTpPaXeHo aTak C PasfNYHbIX
pecypcoB

BblgBNSET Bpe4OHOCHbIE aKTUBHOCTW Ha CaMblX PaHHMX STanax

Bblcokoe COOTHOLLEHWE KaYecTBa OeTeKTNPOBaHWA N NMPON3BOONTENBHOCTN

TouHoe onpeaenenHve kateropum URL
CoBCTBEHHbBIE KATErOPU C T’MBKMMY CLIEHaPVISIMK PEarnpoBaHns

BO3MOXHOCTb UCKJTIOUEHUS KOHKPETHbIX URL-anpecos

HpOBepﬂeT NPVHaONeXHOCTb AOMEHHbIX UMEH K MOTeHUMaribHO OnacHbIM

[TosBongeT MUTUTPOBATb aTakw, CBA3aHHbIE C YA3BIMOCTAMN DNS

BcTpoeHHOe aBTOMaTUYeCKoe 060orallieHne akTyanbHoM HbopMaLie 06 yrposax

YHWKanbHble TakTUYECKNE OaHHble Ha OCHOBE OrllblTa 3KCMNepTOoB «ﬂa6opaTop|/|V|
Kacnepckoro»

Ob6oralleHne nHpopmaLmen C NMOMOLLbIO rMobanbHOM CeT
obmeHa cBefeHNsaMM 06 yrposax

153 32

OBHapPY>XEHO YHUKasIbHbIX 3a6J10KMPOBaHO
BPEOOHOCHbIX CChITOK HexxenaTesnbHbIX 06 bEKTOB

* PaszBuTre nHGOpMaLIMOHHbIX Yrpo3s B nepBoM kBapTane 2024 rofa. «Jlabopatopus Kacnepckoro»



[Mouemy Kaspersky NGFW
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CobCTBEHHas apxXnTekTypa

1 OBUXXKWN 6€30MacHOCTM,
OCHOBaHHbIE Ha NNAEPCKNX
TEXHOMOTNSX

=R

[MOMHOCTBIO POCCUINCKAI

NPOLOYKT, COOTBETCTBYIOLLI

cTpaTernn oBn>XXeHn4d
K MMMNOPTOHE3aBNUCNMOCTHN

www.kaspersky.ru

© 2024, AO «JlabopaTtopus Kacnepckoros.
3aperncTpripoBaHHble TOBapHbIE 3HaKM 1 3HaKW
0BCNY>XVBaHNS SBASIOTCS COBCTBEHHOCTbIO

VX NpaBoobnapateneii.
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[MonHbIN KOHTPONb

1 23 deKTUBHOE yrnpaBieHne
ceTeBbiM TpadrKoM

1 aKTUBHOCTbIO MPUIOXKEHNIN

[

MNpo3payHoe NULEH3NPOBaHNE
6€e3 OOMNONMHUTENbHbLIX MOLYEN
1 pacLUNPEHNIA

Kaspersky
NGFW

Y3HaTb O NPOAYKTE Ha caliTe «/labopaTopum
Kacnepckoro» nnu 3agatb BONPOCHI

MoppobHee

RAY

OKOCUCTEMHbIV NOAXOL,
K 3aLLmMTEe KOPNOPaTUBHOW

MHDPACTPYKTYpPbI
M LEHTPaNN30BaHHOE

ynpasneHune

©

[nobanbHas aKkcnepTm3a

B 60pbbe C Knbepyrposamm,

paspaboTke NPOLYKTOB
1 NOOLEPXKE KITMEHTOB

#kas
HaKTUBU|


https://www.kaspersky.ru
https://www.kaspersky.ru/enterprise-security/ngfw

