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Numa BIOS

Poccuitckaa bCBB gnsa x86/x64 nnatdopm

Numa BIOS -

B Peectpe poccuiickoro BBO/JA-BbIBOJA,

nporpaMMHoro o6ecneuenus
PeecrpoBas 3anuch N25467 ot 24.06.2019

Numa BIOS npumenderca B coctaBe paboumx  CTaHumiA,
HOYTOYKOB, CEPBEPOB W  WMHbIX CPEACTB  BbIYMCINATENLHOM
TEXHUKM, NOCTPOEHHbIX Ha nnarhopmax x86/x64. Hymalex
obnajaer CyllecTBeHHbIM onbiTom no agantayun Numa BIOS
ANA  UCMONb3QBaHW4 B COCTaBE  PA3NMYHbIX  CPEACTB
BbIUMCIIUTENBHOW  TEXHUKM, B TOM YMCNE  CMeLuanbHoro
HasHadeHna. Numa_ BIOS paspabarbiBaetca OTAENbHO A4
KaX4OM annaparHoil nnatgopMbl € YYETOM  MHXKEHEPHO-
TEXHUYECKOT0 ~ aHanu3a  CXEMOTEXHUYECKMX — PelieHnd  ee
CUCTEMHON nnarbl.

(DYHKI.I,MUHaHbeIE BO3MOXXHOCTH W npeuMyliecTBa

[ Hanuume MCXOfHbIX KORLOB

LX+3 lcxogHblie kogbl Numa BIOS goctynHbl ans KOHTpons
OTCYTCTBNS B HEM HEAEKNApUPOBAHHBIX BO3MOXHOCTEN
(TpeboBaHua posepus - 2) B COOTBETCTBAN C
TpeboBaHuamn  Peryngropos  (®CT3K  Poccun,
MunobopoHs! Poccun u @Cb Poccuu).

Poccuickoe MUKponporpaMMHoe nporpaMMHoe
obecneyeHue

Ncnonb3oBanne Numa BIOS B coctaBe annapartHbix
NnatopmM MO3BONAET  COOTBETCTBOBATh  KPUTEPUAM
Munnpomtopra, onpegeneHHbim B [T P® No719 or
17.07.2015, no  oTHeceHuw  WT-npomykumm K
npon3seaeHHon B Poccun.

MopynbHas apxutextypa

BoamoxHocTb BcTpanBanua B Numa BIOS wmopyned,
obecneunBaroWnX  AONONHUTENbHbIE  (DYHKLUMM  HA
yposHe BCBB: runepsusop, 4apo OC, TOHKUIA KNNEHT,
KpUNTONpOBanaep,  CUCTEMA  LIEHTPAnM30BAHHOMO
YNPaBNEHMs, aHTUBMPYCHBIN CKaHep 1 T.M.

BcrpoeHHble (yHKLMK KOHTpONS
KoHtponb uenoctHoct mogynein bCBB. Bo3MoxHOCTb
3alLMTbl [IOCTYyNa B MEHK ynpasnenus. [lofaepxka
TexHonorui  SecureBoot, OPAM, fTPM, annapatHoro
napons Ha goctyn kK SATA-fuckam.

MonHoueHHas 3aMeHa opurunanbHoro BIOS

3ameHsaeT cobon opuruHanbHbidi BIOS  MatepuHcKoi
nnatbl  6e3 notepn 6a30BON  (DYHKLMOHANBHOCTY,
obecneynBaetr  MOMHOLEHHOE YHKLVOHMPOBaHNe
annapatHbIX KOMNOHEHTOB U nepudepun.
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pOCCWACKOE nporpaMMHOoe obecneyeHne 0a30BOA  CUCTEMbI
pa3paboTaHHoe  C
MHEOPMALMNA U KDUTEPUEB  MMMOPTO3AMELLEHNS,
anbTepHaTuBoM WHOCTpaHHbIM - BIO
MOCTPOEHHbIX Ha ba3e x86/x64 nnaropm.

TpeboBaHuit  no  6e30macHoCTY
ABNAIOLLEECT  NONHOLEHHON
009 CPEACTB  BbIYMCAMTENBHON TEXHUKH,

YYeTOM
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> BoaMoxHocTb 3aKasHou gopaboTku nof TpeboBaHus
HymaTex MOXeT BbINONHNTL 3aKa3Hyt0 pa3paboTky umu
apantauuio Numa BIOS ans ucnonb3oBaHus B COCTaBe
npakTMyeckn  Nboil  annapatHoi  mnatd)opmsi,
peanu30BaHHON Ha 6a3e X86/X64 apXMTEKTypbl.
BoaMoXHOCTb YCTaHOBKYM MOpyNs [LOBEPEHHOU
3arpysku ypoeHs bCBB NumaArce
B0O3MOXHOCTb YCTaHOBKM MOAYNS JOBEPEHHON 3arpy3Ku
Numa Arce (T.C[13.YB4.M3), paspabotaHHoro HymaTex
%ngmaano Ana (PYHKUMOHMPOBaHuA B cpede Numa

8= Ynpasnenue annaparHbiMu KOMNOHEHTaMH

@== B03MOXHOCTb OTKNIOYEHIA OMPEAENEHHbIX annaparHblx
KOMMOHEHTOB  (KOHTPONNEepoB U CTPOMCTB),
CMOHTMPOBAHHbIX Ha  annapaTHOM nnaTéopme eé
3apybexHbIM NpON3BOAUTENEM B LENsX 0becneyeHms
be3onacHocTm.

FI MonepXKa cTaHaapToB

@ Peannsyet nOAAEPXKKY  CTaHAapTOB
SMBIOS, CSM (legacy), PXE Boot.

KoppekTtHoe —yHKumoHnposasne HBA, RAID, SAS,

AMM[3 (OpROM).

ObecneumBaer 3arpy3ky u ucnonHexnne OC Windows (XP

n Hogee), OC Linux, Unix, DOS, HTTP Boot, iSCSI.

UEFI, ACPI,



=  Numa BIOS
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Knaccudmkaumusa Numa BIOS

CranpaptHbiu BIOS JloBepeHHbIn BIOS

[onHOMYHKUMOHANbHAs 3aMeHa WwTatHbix BIOS annapatHbIx [lna ncnonb3oBaHWA B COCTaBe CEPBEPHbIX NNathop™, K

nnaropm. r— KOTOpbIM  npeabasnalorcs  1peboBaHua  no  6e3onacHoCTH
NH(OPMaLMK.

& Cepaepsl

Ceprucinuupoano GCTIK Poccum
Cepruchurar N°4260 ot 23.06.2020 TV, TpeGoBanus foBepus-L4

[porpaMMHO-TEXHNYECKINE MEXCETeBbIe 3kpaHbl (M. 12.2 TpeboBaHui no
& 6e3onacHocTv UHGopMaLi, YTBEPXAEHHbIX Npukazom GCTIK Poccum
ot 2 wioHg 2020 r. No76.)

< 3alLMLLEHHbIE NPOrPAMMHO-TEXHUYECKME KOMMEKCHI (A1 3aLLnThI
nHdopmayun 8 TG, NCMNIOH, ACY TM, KW)

& Mono6noku

& Hoyrbyku

& CraumoHapHbie MNOBM

MopnepxueaeMbie NNaTthopMbl

omaHpa HymaTex obnapaer cyuwiectBeHHbIM onbiTom no apgantauuu Numa BIOS pna ucnonb3oBaHusa B
coctaBe KOMMbIOTEPHOro, cepBepHoro o6opypoBaHMs W roTOBa BbIMONHWUTL 3aKa3HyW pa3paboTky wunu
apantauuio Numa BIOS pna ucnonb3oBaHusi B cocTaBe npaktuyecku noboi annapatHou nnardopmbl,
peanu3oBaHHOM Ha 6a3e x86/x64 apxMTEKTypbl.

ﬁﬂﬂ MCNONb30BaHNS HA KOHKPETHbIX annapaTHbIX Nnatthopmax (CUCTEMHbIX nnatax) paspabaTtbiBalOTCA OTAENbHbIE UCMONHEHMS
uma BIOS. Pa3pabotka BeAeTcs no cornacoBaHHOMY C NPOU3BOAMTENEM TakoW annapaTHON NnaropMbl TEXHUYECKOMY
3a/1aH1I0 C YYETOM PE3YNbTaTOB MHXEHEPHO-TEXHUYECKOTO aHann3a CXeMOTEXHUYECKUX PELEHWiA CUCTEMHON nnatbl. B
TEXHUYECKOE 3alaHne MOryT ObiTb BKMIOUEHbI TpeOOBaHWS MO Peanu3aLii aKCKN3MBHbIX (HyHKLIMOHANbHbBIX BO3MOXHOCTEI,
BKMouas obecneyeHine NOAAEPKKM PasnnyHbIX MOAKMOUAEMbIX YCTPOINCTB U MOAYNEI.

B Hactoawmin momeHT peanu3osaHo 6onee 500 wucnonHenuii Numa BIOS ana AGUARIUS DEHO

PA3NNYHBIX W3[ENUIA TEeXHONOrnYeckux naptHepoB Hymalex, peanu30BaHHbIX Ha [KomnbloTepc]
x86/x64 nnatgpopmax: pPasNnyHble BbIYACIATENbHBIE MOAYNK, CTALMOHAPHbIE U iCL ca -
MOOUNbHbIE TT3BM, cepsepbl ¥ CMIenanu3vpoBaHHble CepBepHbIe  MnarhopMbl, YIWINPOTEU
NPMMEHAEeMbIe NPK NPOWU3BOLCTBE NPOrPAMMHO-TEXHUYECKMX MEXCETEBbIX 3KPAHOB. TEXHO A4 Cneufexinea

i Cneupanuctamu HymaTex B pamkax TEXHONOMNYECKOro NapTHepCTBa ¢ komnaHuen «baitkan IneKTPOHMKC
[ BbINONHEHa Mopuukauna v agantaumd Numa BIOS u Numa Arce pgna (DK/II-IKLWIOHVIDOBaHVIﬂ Ha
ELECTRONICS NEPCNEKTUBHbIX MATEPUHCKUX Mnatax, pean3oBaHHbIx Ha 6ase npoteccopa Baikal-M.

Mogynb noBepenHoit 3arpysku Numa Arce

Numa Arce paspaboraH komnaHueir Hymalex cneuwanbHo And ucnonb3oBaHus B cpefe Numa BIOS w ceptudpmumpoBad no
TpeboBaHuaM besonacHocTn uHdopmauun. Numa Arce peann3osaH B Buge EFI-moayns u BknoyeH B peectp orevectBeHHoro [10.

uma Arce MaKCUManbHO TECHO WHTErpupyetcs C annaparHoW nnathopmoid, Ha KOTOPOW OH MPUMEHAETCA, a Takxe obnagaer
CYLLECTBEHHbIMI MpeuMyLiecTBaMn  Hag Knaccuyeckumn AMNMIS, peanu3oBaHHbIMM B BWAE MNaT PaCLUMPEHMA, a TaKxe
nporpammHbiMin M3, yHKUMOHMPYIOLWMMKU B He0BEPEeHHOI cpefe WHocTpaHHbix BIOS. Wcnonb3osaHue Numa Arce nossonser
obecneuntb BecnpeLeaeHTHbIN YPOBEHD 3aLLMLLEHHOCTU KOMMbIOTEPHOTO 11 CEPBEPHOMO 060PYAOBAHMS.

[penmyLLEecTBOM MoayNs JOBEPEHHON 3arpy3kin Numa Arce Haj CPefCcTBaMM [OBEPEHHO 3arpy3ki, Peann3oBaHHbIMK B BiAE Mnat
paclwupenua (AMIM[S) 9Bnserca 10, YT0 ero HeBO3MOXHO HECAHKLMOHMPOBAHHO [IEUHCTaNNNPOBarb, «0BONTU» UK OTKIKOYNTL B
npouecce paboTbl, @ TakKe T0, YTO OH HE 3aHMMAeT CNOTbl CUCTEMHOWM NNatbl U He OrpaH14MBaET NPOW3BOANTENS BO BHYTPEHHEN
komnoHoske GBT.
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Numa BIOS rapautupyer pa6ory

f

Ceprudpuuuposan Munoboponbi Poccun @
Ceprudmkar N25224 ot 03.03.2021 \‘/

B Peectpe poccuiicuoro 10 !?

CepruduuupoBan OCTIK Poccun j& .
PeecrpoBas 3anuch N25343 or 06.05.2019 &

Ceprudmkar N24228 ot 04.03.2020

Ceprutbuumposan OCb Poccuu
Ceprudpukar NCD/527-4532 ot 26.06.2023

[ NoapepxuBaemble onepalMoHHbIE CUCTEMBI:

- .. TIOfLAEPXKIBAGT BCE ECKTOMHbIE 1 U l base, ..
[ ASTRALINUX | g Chtiegmoiescsn @ afll &Y mPENOC

| edition

[ NopAepxuBaembie UAEHTUGMKATOPDI: [ Noppepxusaembie AMMJ3:

Pytoken UM 2.0; Pyroken UM 2.0 Touch;

cas | AnMA3
Pyroken 3UM 2.0 2100; Cmapr-kapra PytokeH g ESMART® Token E(A)(L:lkAs «DallagLock» @ «Coborb»

), J2CqracEKITORE=S 3L 2.0 2100; Pyroken AL 2.0 3000; PyTokeH ¢ e
$ JaCarta-2 PKI/BIO/TOCT, 4 3L 2.0 Flash; Pyrokex 3LIM 3.0 3100; Pyrokes Esmart Token TOCT N ANMA3
JaCarta-2 PRO/TOCT 3L 3.0 NFC 3100; Pyroken LI 3.0 3220. «KPUMTOH-3AMOK»
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