R-Vision User and Entity
Behavior Analytics

[lpoABUHYTaA aHanNUTUKa
ONnA obHapyXeHUa yrpo3 u aHoManuu
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R-Vision User and Entity Behavior Analytics (UEBA) — nporpaMMHbiIi MPOAYKT, KOTOPbIN OCYLECTBAET
HenpepbIBHbIA MOHUTOPUHI COBLITUIN 6€30MacHOCTH, aHaNM3NPys AaHHbIEe U3 Pa3/INUHbLIX MCTOUHNKOB,
BK/tOUana cnuctemol Log Management, SIEM v KoHeuHble yCTpoOMCTBaA.

AHanuTuuyeckne MHCTpyMeHTbl R-Vision UEBA No3BoNsA0T CBOEBPEMEHHO BbIAABUTL MPU3HaKK
HaUMHAaIOLLENCA aTaku, MPUOPUTU3NPOBATDL YrPO3bl M MPOAHAIM3UPOBATL BCIO LIEMOUYKY aHOMasIbHbIX

COBbITUN.
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KOTOPbIE MCMOMb3YIT METOAbl CTATUCTUUECKOrO
aHanu3a v MalmHHoro o6yueHnsa (ML) ans
BbIABNEHWNA aHOMaNuin 1 yrpo3 B MOTOKE COBbITUI

VIHCTPYMEHTbI aHann3a, 3a10XeHHbIE B MPOAYKT,
M3yyatoT NoBeLeHMEe OBbEKTOB (MONb30BaTENb,
yJyeTHas 3arnucb, 06opyaoBaHue), opmmpyeT
NPOPUIN HOPManbHOro NMOBEAEHWS U GUKCUPYET
NoBYI0 NOAO3PUTENBHYIO aKTUBHOCTb
CBA3aHHY!I0, C OBbEKTOM

CpeﬂCTBa BW3Yyanm3aLnm oTobpaxkatoT BCIO
AKTUBHOCTbL MO 0BbEKTY 1 CBA3AHHbIE C HUM
CYLWHOCTHW, NOMOratoT NpoBeCTn netasnbHbIv
aHanm3 cobbITUM 1 MOHATb MPUYKHbI
BO3HMKHOBEHNA aHOMaIMn

Mpu coBMecTHOM pa6oTe ¢ R-Vision Endpoint no3sonseTt nonyyaTts:
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CobbITnA € 60MbLIErO KOIMUECTBa MCTOUHMKOB MHq)OpMaLI,MM, B TOM UMCNE C LiNUX-CUCTEM,;

NHdopMaLmio 0 moBedeHuM nonb3osartenen n APM,;

LLIMPOKMI NepeueHb TENEMETPUM C KOHEUHbIX YCTPOUCTB.
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PaboTa R-Vision UEBA ocHOBaHa Ha 06beKTHO-LLeHTPUUHOM MOAX0AE, MO KOTOPOMY BCE
COBbITUA aHaNMU3NPYIOTCH B OTHOLWEHNN KOHKPETHbLIX OBbEKTOB: MOJb30BaTenen, paboumx
CTaHUMK, Gansos, yU4eTHbIX 3arnMcen, CEpBMCOB U1 T.A.

N3yuaa noBeneHme 0bbekToB, R-Vision UEBA ¢popmupyeT npoduiv HopMaibHOro noBeaeHns
N UKCUPYET NOAO3PUTENBHYIO 8KTUBHOCTb B CllyYae OTKIOHEHUN.

UHcTpyMeHTbl aHanu3a R-Vision UEBA

MpocTble npaBuna - 6a30BbIV UHCTPYMEHT aHanmM3a cobblTun NB. AHannTuky
O—ma NHPOPMALIMOHHBIX CUCTEM OOCTAaTOUHO 3adaTh HAbOP KpUTepmnes And oTbopa
CObBbITHSA, MOCIE Uero CobbITUA, YOOBNETBOPSIOLLME YKa3aHHbIM KDUTEPUAM,
6yoyT MapKMPOBaTbLCH Kak MOAO3PUTESbHbIE.

MporpaMMHbIe 3KCNEePTbI - aNrOPUTMbI, KOTOPbIE UCMONB3YIOT METOALI
CTATUCTUUECKOrO aHanM3a 1 MalMHHOIO 06YYeHMs 4N BbISB/IEHWA aHOManum
M Yrpo3 B MOTOKE COBLITUIA. OTO AaeT BO3MOXHOCTb B @BTOMaTUUECKOM PEXMME

LEeTEeKTMPOBaTb:

+ 3anyCK NpPOLLECCOB U MPUIOXEHNA + MOYTOBbI TPaUK

v COb6bITNHA aBTOPU3aLLMM v CMEHY YyUeTHOW 3anmncu

v OOCTyn K parnam v noakntouennsa VPN

v onpeanenerve DGA v OenCTBUA Nosib3oBaTenem
n look-a-like nomeHoB n rpynn 6e3onacHoOCTH

| m TexHonorus anganTMBHOM KOppensiLm CO6bITUN

R-Vision UEBA aBTOMaTUueCKku COBEPLUEHCTBYET BCTPOEHHYIO aHanUTUKY MO BbIABIEHWUIO
aHoManuu. MNpw NOABIEHUN HOBbIX MCTOYHMKOB WU MOAeNen OaHHbIX MUHCTPYMEHTbI aHanmaa
afanTUPYIOTCH B aBTOMATUUYECKOM PEXUME N He TPEBYIOT A0HACTPOWKM.

R-Vision UEBA ncnonb3yeT yH1BepcanbHbii opMaT OaHHbIX A9 aHanm3a, uto obecneunsaeT
MBKOCTb B paboTe aHaNnMTUUEeCKMX MHCTPYMEHTOB.

+ (L? [1HaMnuecKas oLLeHKa yrpo3 u aHoManum

CuncteMa AMHaMUUeCcKom OLLEHKM YrpO3 Y aHOManunn pacCUnTbiBaET PENTUHT ONacHOCTU
KOHTPOMPYEMbIX 06bEKTOB. [pn 06HaPYXeHUM MOO03PUTENBHON aKTUBHOCTUN PENTUHT
0obbekTa yBeNnmMuMBaeTCs, M B CyJyae npesbllleHns A0MYCTUMOro YPOBHA aHaIMTUK MOAyunT
ornoselleHre. 3TO NO3BONAET MPUOPUTU3NPOBATL YrPO3bl 1 CBOEBPEMEHHO pearmpoBaTh
Ha 3HaYMMble OTKIOHEHWA.

g J= . . .
;E Busyanunsauma nocnenoBsatesibHOCTU CO6bITUM B TaUMNauHe

MNoopobHas nHGOPMaLIMA O MOOO3PUTENBHOM aKTUBHOCTM OBbEKTOB COXPAHAETCH B BUOE
TanMnanHa - BpeMeHHOM LLKasbl, Ha KOTOPOW OTMeYatoTCH aHOManunn, BbICTpansaeTca
Nnoc/1ea0BaTeNbHOCTb COBbITUI M KOHTEKCT. TanMnanH 3HaunTeIbHO YyrpoLLaeT aHanm3
WMHLMOEHTOB U BbiABNEHWE Npo6neM B 3alunTe ANF yCTPaHEeHNS.
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O KOMMNaHum

R-Vision - pa3paboTunk cucTtemM knbepbesonacHoOCTw.
KomnaHwusa ¢ 2011 rona co3aaeT TEXHO/Or MK, KOTOPbIE MOMOratoT
BU3Hecy 1 rocyaapCTBEeHHbIM OpraH13aLnaM No BCeEMY MUPY
yBEpPEHHO MPOTMBOCTOATb aKTyasbHbIM KNb6epyrpo3am

n obecneunBaTtb HaaexHoe yrnpasneHme nHGOPMaLIMOHHOM
6e30MnacHOCTbIO.

TexHonornun R-Vision ncnonb3ytoTca B 6aHKax, rocyaapCTBEeHHbIX
opraHuM3auuax, HepTerasoBom OTpPac/Au, SHePreTuke, MeTanlypruu,
MPOMBILLIEHHOCTU 1 KOMMaHUAX APYruX oTpacnem.
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