xello

nnatdopma oNsa 3auLinTbl BM3Heca
OT UeJ/ieBbiX aTaK C NMOMOLLbIO
TexHonoruvm KnéepodbnaHa

Xello Deception —




MPOHI/IKHOBEHI/IE 31OY NMIbILWIEHHI/IKA
B /IHOPACTPYKTYPY —
BOMNMPOC BPEMEHI/I

84 MUHYTbI

cpenHee Bpems
NPOHUKHOBEHMS
3/10YMbILLNIEHHMKO

B MHOPACTPYKTYPY
KOMMQHUM B 2022 1.

YTO6bI yCNELHO peanm3oBATb KNGEPATAKY,
3MOYMBILLUNIEHHUKY OOCTATOYHO HANTK OOHO
YS3BMMOE MECTO BO BCEM MHOPACTPYKTYPE.
B TO Bpems Kak cneuyanmMcTam

No KN6ep6be30NACHOCTU HEOBXOONMMO
KOHTPOMMPOBATL BECb NEPUMETP

B YCITOBUAX MOCTOSHHbIX M3MEHEHUI

N OFPOHNYEHHOCTU PECYPCOB.

BepoaTHOCTb NPOHUKHOBEHMS
3MOYMBILLUNEHHMKA B MHPPACTPYKTYPRY
KOMMOHWM HE UCKITIOYEHA OaXe

NPV HANNYMM OBLLMPHOrO CTEKA
PA3MMYHBIX CPEOCTB 3ALLNTbI U CUCTEM
KN6ep6e30nacHOCTMW.

II 6 oHemn

MeOMAdHHOEe BpeEM4
HE3AMETHOI O NPUCYTCTBUA
3J10YMbILLJTEHHNKA

B MIHPPACTPYKTYpPE
B2022r.2


https://go.crowdstrike.com/2023-global-threat-report
https://www.mandiant.com/m-trends 

HOBbII/I MOAXO[ BbISABJIEHIA
KVIBEPYI'POGS B CETVI

BOSMBLUMHCTBO KMBEPATAK HOYMHAETCS C KOHEUHbIX YCTPONCTB
NOSIb30OBATENEN: CIYYANHO OTKPbITOE GULLMHIOBOE MUCHMO,
SKCMNYATALMS YI3BMMOCTEN HA BHELLHEM MEPUMETPE

(B TOM YMcne HyneBoro OHg), KOMMNPOMETALMS BE6-PECYPCOB
KOMMAHUK. [Tonapas HO XOCT, 3M0YMbILLNEHHUKM CTAPAKOTCS
MOBbLICUTb CBOW MPUBUIErMM 15 OASIbHENLLIEro NpoaBMxXeHus

MO CETU K KPUTUUYECKMM OKTUBAM BU3HECA PA3SIMUYHBIMM CMOCOBAMM:

® 3KCMYATUPYIOT YA3BMMOCTM MPOrPAMMHOMO
o6ecneyeHnsa N NPUIOXeHUNn;

® MbITAKOTCA MOYYUTb MPUBMNEMMPOBAHHbIE
YUYETHbIE OAHHbIE NOMb30BATENEN Yepes
noaéop Naposien Ha MOKCUMASIbHO BO3MOXHOM
KONMMUYeCTBe YUYETHbIX AAHHbIX (Password
Spraying), nepeéop YUETHbIX OAHHBIX
13 yKpadeHHbIX 6a3 gaHHbIX (Credential stuffing),
KOMMPOMETALMIO MEXAHU3MOB CMEHbI 1 COPOCA
naponein (Password changes and resets);

® ULLYT HEKOPPEKTHbIE KOHOUIYPALMM CUCTEM,
cepBu1CcoB 1 Gannos.

[NoBblleHWe npuBUnerum OB6bIYHO BbIMOSIHAETCSH 3J10YMbILLITEHHUKOM, MCMOJb3YIOLLNM
CKOMMPOMETNPOBAHHbIE M,D,eHTMCI)VIKOLI,MOHHbIe OAHHblIe COTPYOAHWNKOB KOMMAHNN.

Takme aTakm QOCTATOYHO CITIOXHO OéHpr)KVITb O6bIYHBbIMM CUrHATYPAMU N NPABUNAMNA,
MOCKOJIbKY SKCrJ1yaTaumn4 y‘-IéTHbIX OOHHbIX B XOOe ATAKU 6y,|:|,eT BbIMMS4EeTb KOK O6blYHOE
nosegeHune rnornb3oBaTeNA.

Xello Deception He 3aBMCUT OT NPEBAPUTESNbHbBIX 3HAOHU 06 Yrpo3e

(MHOMKATOPbI KOMMPOMETALMM UMM ATAK, CUFHATYPbI, PeryTALMOHHbIE CMINCKM,

NPABMING KOPPENALMM) ONS BbISBNEHWUS HENErmTUMHbIX OEeNCTBUM B CETU.

PelueHne NpenocTaBnseT 3/10YMbILLNEHHUKAOM HEAOCTOBEPHYIO MHGOPMALMIO

06 UT-nHPPACTPYKTYyPE KOMMAHUM (B TOM UMCe NOXHbIE MOEHTUGUKALMOHHbBIE AAHHbIE)
N NePEHANPABASET UX HO NTOBYLLKMK, YTO O6ECNEeUMBAET 3ALLUUTY KPUTUYECKMU

BAXKHbBIX MHGOPMALMOHHbBIX OKTUBOB BU3HECA.



SAWVITA OT LEJIEBbIX ATAK

Xello Deception co3gaéT MHOPACTPYKTYRY U3 NOXHbBIX AKTUBOB M AOHHbLIX MO BCEN CETU
KOMMOHWW. DTO BO3MOXHO 6510rogaps NPUMAHKAM M NOBYLLKOM. [TOMMOHKM — NOXHbIE
ApPTEPAKTbI HO KOHEYHBIX YCTPOMCTBAX PEAbHbIX MOMb30BATENEN KOMMAHUK, KOTOPbLIE
3M10YMBILLUAIEHHWKN O6bIYHO MCMOMb3YIOT A9 PA3BUTUS KNOEPATAKM U MOBbLILLEHUS CBOWUX
npueunerni (y4€THble 3arnmcK, COXPAHEHHbIE NAPOSM, KOHOUMYPALMOHHbIE Garsb

B NMAMSTU ONEPALMOHHbBIX CUCTEM, GAMIOBLIX CUCTEM UM 6PAY3ePaX 1 Apyrue).

Ecnv 3noyMbILLAEHHMK NOMBITAETCS MX UCMOb30BATbL B MPOLIECCE peann3aumm
KM6epaATOaKK, CUCTEMA €ro NePeHANPABUT HA JTOBYLLIKY — NTIOXHbIA CEPBUC, PECYPC
NT-nHPpacTpyKTypbl, 6A3Yy OAHHBIX UK CEPBEP.

) MpuMep KOpnopaTMBHOM CETH

Mpumep kopnopartueHon cetu ¢ Xello Deception
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PACMNPEOENEHHDLIE MPVIMAHKL/

1 TOBYLLKI/I MO BCEW CETW
KOMMAHIIVI CO3OAKOT JIOXHbI
CJ10I/1 AAHHbIX, KOTOPbII/I
HEBO3MOXHO N3BEXATb

[TONHOCTBIO OBTOMATU3NPOBAHHBLIE
CUCTEMBI KW6EPOBMAHAO OAKOT
npencTaBneHme O BPeOoOHOCHOM
OKTUBHOCTU B KOPMOPATUBHOM CETH,
KOTOPAOS MOXET 6blTb HEBMOMMA

019 Opyrux CPeacTB 3ALLMTHI.

MPUMAHKM 1 NIOBYLLKW HEBUOUMbI OJ15 ABTOPUIOBAHHbIX
NoSb30BATENEN U HAMPABEHbI UCKITKOUUTENBHO

HO 3MOYMBILLIEHHWKA, MO3TOMY yBEOOMIEHNe

oT Xello Deception ¢ BblIcOKOM [ONen BEPOSTHOCTH
6yOeT CUNTATLCA MHLMOEHTOM 6€30MACHOCTH,

Q HE JIOXHbIM CPABATLIBAHNEM.

OHM rPAMOTHO pacrpenensoTcs Cpeam padoumx

NT-akTBOB KOMMNAHWU, MOKPBLIBAS BCKO CETb TAK,
YTO 3MOYMbILLSIEHHMK HE MMEET LLAHCA U36eXATb UX.
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MpuMepbl 3MyNnMpyeMbIX AKTUBOB U AAHHbIX:

CeTeBble yCTPOMCTBA XPAHUANLLA 1 603bl AOHHbIX NT-cepsucel
Kntoun ot UT-cuctem YuéTHble 3anucu OnepaLnOHHbIE CUCTEMBI

MECTO XELLO DECEPTION
[MPI/1 LLEJIEBOI/I ATAKE

Xello Deception MOXET MCNOMb30OBATLCA ANS NPEPbIBAHNS
LLeNOYKM ATAKM, UCTOLLIEHUS PECYPCOB 3M10YMbILLIIEHHMUKA
Y BbISBIEHNA OeTanen (MHCTPYMEHTOB) peanm3aLmm aTaku.

MonyueHne
nepBUYHOTO
poctyna

MNoBbiweHne
npvesunerum

Komnpometauus
CUCTEMBI

3akpenneHne

Passenka
B CET!

T T T T

3awmTa O6HapyxeHne McecneposaHue CopepxaHue
N MUHUMU3ALMA
notepb

. Knaccuueckue cpefctsa 30LLNUTHI . Xello Deception

Pewaemblie sapaum

. ﬂpe,D,OTBpOLI.I,eHl/le LesnieBblX dTAK C MOMOLLbIO MoAMOTHO pOCI'Ipe,D,eJ'IéHHbIX
MPUMAHOK U NTOBYLLIEK MO BCeW CETU KOMMAHUN

+  YCKOpeHMe NpoLecca pearmpoBaHMS 30 CUET BbiSBIeHUS
TONMbKO PEeAsIbHbIX KNBGEPUHLUMOEHTOB

- CokpalleHne BpeMeHM paccieqoBaHMS MHLMOEHTA 61aroadps
HEeMpPepPbIBHOMY CE0PY N XPAHEHMIO AAHHBIX GOPEHINKM

+  CHWXeHMe HArpy3kn Ha CNeLmnanmcToB KMéep6e3onaCcHOCTHU
30 CYET MUHUMM3ALUMN KOMUYECTBA IOXHbBIX CPABATHIBOHM

+  [loBbllweHne aPpdPEeKTUBHOCTU CYLLECTBYIOLLMX
cucTteM knéepbdesonacHoctu (SIEM, IRP, EDR, Sandbox)

° 3(]KprTVIe chnenbliX 30H KIacCcnyeCKnx CUCTeM 3ALLNThI



ApanTtusHas reHepauna NnpMMaHOK

CoBpEMEHHbIE CETU OTNINYAIOTCS BbICTPON N3MEHUNBOCTBIO

N OMHOMUYHBIM pa3suTHeM. MmeHHo noatomy Xello Deception
PEerynspHO O6HOBASET MPUMAHKMK C YYETOM TEKYLLIMX OCOBEHHOCTEN
NHPPACTPYKTYPbI KOMMAHUW. CUCTEMA TLLATENBHO AHAU3MPYET MOAESb
NOBEAEHNS KOXAOro Nonb3oBaTens. HeaaBmcmMo oT KoHOUrypaLumm

1 NPeOHA3HAYEHNS 3ALLIMLLAEMOro XOCTa (KOoMMbloTep 6yxrantepa,
cepBep 6a3bl AAHHBIX UK HOYTEYK PA3PABOTUMKA) OHA MOABUPAET
NPWUMAHKM TAKOrO TMNA, NPOrpAMMHOE obecnedyeHmne KOToporo
MCMNONb3yeTCs HA 3TOM XOCTe. JIOXHbIN CNOM OAHHBIX YHUKANEH

L7191 KOHKPETHOM KOPNOPATUBHOM CETW.

NpocToe BHeapeHue U OTCYyTCTBUE AONONTHUTENbHOM
HArpysku Ha MHGPACTPYKTYPY

Xello Deception He NCNOb3yeT AreHTbl A1 PACNPOCTPAHEHWUS MPUMAHOK
1N NOAOEPXAHNS CBA3U C CEPBEPOM YNPABIEHNS, MO3TOMY HE OKA3bIBOET
OOMOAHUTENBHOM HAMPY3KM HO PEeasbHYO MHOPACTRYKTYRY KOMAAHWUMN.
MPUMAHKM PACNPOCTPAHSIKOTCS C MOMOLLBIO PA3MIMYHbBIX MPOTOKOMOB
yaanéHHoro ynpasnenuns (WMI, WinRM, SSH) n opyrMmMm CTOPOHHUMM
MexaHu3Mamu. Bes nHdopmauma o pacnpOCTPAHEHHBIX MO CETU
NPWUMAHKAX XPAHUTCS B cucteMe. Nx yoaneHue He BNnsaeT

Ha UT-nHpacTpyKTypy.

EnvHas KOHconb yrnpasneHus

Pe3ynbTaTtbl pa6oTbl MAATGOPMbI OTPOAXEHbI B €ONHOM KOHCOM
ynpaeneHus. C eé NnoMOoLLbO MOXHO YNPABATb MPUMAHKAMM

HAO 3AWMLLAEMbBIX XOCTAX U HOCTPAMBATb MHOMBUAYASbHbBIE MOANTUKMN
3ALWMTBI, FEHEPUPOBATL M YNPABNSATb JTOBYLLKAMK B UT-MHPPACTPYKTYPE.
Bce cobbiTna OT CUCTEMbI OTOBPAXAKOTCS B KAPTOUKE MHUMAOEHTA,

rOe OHU KOPPENMPYIOTCS B €0MHYIO LLEeMOYKY ATOKM U KIACCUPULMPYIOTCS
no mopenu MITRE ATT&CK.

NMoanepXxka onepauMOHHbIX CUCTEM

Xello Deception yCTAHOBAMBAETCS HO ONEPALMOHHbIE CUCTEMBI Linux,
Windows. Npumarku pacnpocTtpaHaoTes Ha OC Linux, Windows, MacOS.



Xello Lures

Xello
RealOS
Traps

Xello
Decoy
Traps

Mnatdopma Xello Deception nMeeT MOOYNbHYIO APXUTEKTYPY.
370 NO3BONFET r’MBKO AAANTUPOBATLCS NMOL MOAENb Y03
MHOPMALMOHHOM 6E€30MACHOCTN KOHKPETHOM KOMMAHUN.

Mopynb pnsa reHepauun NPMMAHOK U UX PACNPOCTPAHEHUS HA KOHEYHbIe
YCTPOWMCTBA Nonb3oBaTeneun

Mogysib QHANMN3NPYET MHGPACTPYKTYPY KOHKPETHOM KOMMAAHWU, TMEKO
nHTErpupyscs ¢ Het (LDAP-cepeepamu, DNS-30HAMU, CTOPOHHUMM
cucTtemMamm). Ho ocHoBe MosyyYeHHbIX OAHHbBIX CO30AET MOKCUMASIBHO
PEANNCTUYHbIE MPUMAHKM N PACTPOCTPAHAET UX HO KOHEYHble YCTPONCTBA
nonb3oBATeNnen NP NOMOLLK:

+  rpynnosbix nonutuk (Group Policy, GPO);

*  CWUCTEM YNpaBneHus koHpurypaumsmm (SCM),
Hanpumep, Ansible unun Puppet;

+  OucneTyepa KOHPUrypaumm CUCTEMHOIO LIEHTPA
(Microsoft Endpoint Configuration Manager, paHee SCCM);

*  WNHCTPYMEHTOB YMPOBNEHNS YOANEHHBIMU YCTPOMCTB
(Mobile Device Management, MDM);

*  OreHTa CTOPOHHErO peLleHuns;

*  NPenoCTABMEHMS NPAB JIOKASIbHOMO AOMUHUCTPATOPA.

Mopynb ans reHepaALMuK NOBYLLEK U UX PACAPOCTPAHEHUS MO CeTU

Moaynb aMynuUpPyeT NOXHbIE CEPBUCHI B CETU, KOTOPbLIE PABGOTAIOT B Cpefe
peanbHOM ONEPALMOHHON CUCTEMBI, HO KOTOPOM OHU PO3BEPHYTHI.

OTO JAeT BO3MOXHOCTb HO AOHHBIA TUM STOBYLLUEK YCTAHOBUTL Nitodoe [MO.
Taknm 06pa30oM, Nobas NPOLAKLWH-CMCTEMA NPEBPALLAETCS B NTIOBYLLKY,
NPW NONAAHUN HO KOTOPYK CUCTEMA OMOBECTUT CNELMANNCTOB
MHOOPMALIMOHHOM 6E30MACHOCTU 06 MHLMOEHTE.

Mopynb ruépuaHon amMynaumm

Mogynb NO3BONSET CO3A0BATH JIOBYLLKM HO YPOBHE MPOTOKOSOB,
OMEPALIMOHHbBIX CUCTEM, CEPBUCOB U YCTPONCTB.

3TO 06ecneymBaeT MAOKCUMAbHOE MOKPbITUE BCEX CEerMeHTOB CETH
PA3NMNYHBIMU NTOXHbIMU CEePBUCAMMU, CJ'Iy)K6C1MI/I, cncrteMmamu.



Xello
Satellites

Xello
Trapless

Xello
VDI RDS

Xello
Identity
Protection

Tunbl aMynupyeMbiX AKTUBOB:

+ CeTeBble: KOMMYTATOPbI, MOPLLPYTU3ATOPbI, MEXCETEBBIE SKPOHbI
pa3nnuHbIx npounssopmtenen (Fortinet, Check Point, Cisco, Huawei);

* paéoune ctaHumm n cepeepsl: Windows OS (7, 8, 10),
Windows Server (2012, 2016), Debian, Ubuntu, CentOS;

* CMELNANN3NPOBAHHbBIE: MEOULMHCKOE O60PYAOBAHME,
OUHAHCOBbIE TEPMUHATBI;

* MOBUJIbHbIE YCTPOoMCTBA HA 6a3e OC Android;

* MHTepHeT Beluen (IoT): IP-kamMepbl, BUOEOPErnCTPATOPSI, MPUHTEPDI 1 MODY.

Ha npuknagHOM ypoBHE YCTPOMCTBO MOXET 6bITh CBA3AHO C UHTEPAKTUBHBLIM
CEPBUCOM, KOrd 3/10YMbILLIEHHUKY MPEROCTABSIETCS BO3MOXHOCTb,
HaMpWMep, BBOAA PEAsIbHbIX KOMAHA, B TepMUHAne SSH nnm yY&THbIX AHHbBIX
B 6peHONPOBAHHON Be6-dOpMe ABTOPU3ALMN YCTPOMCTBA.

Mogynb ynpaeneHus NIOXHbIM CIOEM JAHHBIX
Ha reorpaduuecku pacrnpenen&HHbIX NAoLaaKax

Mogynb nogkmtodaeT K niaTdopMe reorpadpuyeckmn pacnpenenéHHbie
NAoWaaKM 6narogaps OToeNbHbIM CEPBEPAM-CATENUTAM, KOTOPbLIE
YCTOHOBAMBAOTCS B GUAMANAX. TAKMM O6PA30M ONMTUMUINPYETCS
OTKPbITME CeTEBbIX MOPTOB M Nepenayd AAHHbIX MeXay pacnpenen&HHbIMm
NIOLWLAAKAMM 1 CEPBEPOM YNPABMEHMS.

Takxe Moaysb NO3BOAAET PA3MELLATh NOXHbIA CNON OOHHbLIX B OTOANEHHbIX
CerMeHTax ceTu, HaNpPMUMep B «OEMUNIUTAPU3OBAHHON 30He» (DMZ)
WINN TEXHONMOMMYECKOM CErMeHTe.

Mopgynb nony4yeHus CO6bITUA AYyTEHTUPUKALLMM U3 BHELLHUX CUCTEM

Mogysb NOAMMUCHIBAETCA HO COOBLLEHMS M3 CTOPOHHKX cucTeM (Apache
Kafka, RabbitMQ, SIEM, Active Directory, Windows Event Collector)

M NLLET COBbITUS, CBA3AHHbIE C NTOXHBIMW AKTUBAMW. DTO MO3BONSET BbISIBASTb
OEeNCTBUS 3/10YMbILLUIEHHMKO B MOMEHT BEPUPUKALMM NTOXHOMN YUYETHOWN
30MMcK 6€3 MCNOSb30BAHMS NOBYLUEK. [Ng MHTErPALMN He TPeByIOTCS
OOMOSHUTENbHbIE MOLLIHOCTW — OTAESbHbI CEPBEP.

Mopaynb 3awmTbl BUPTYaAnbHbIX paéounx mecT (VDI) n TepMUHANbHbIX
cepsepos (RDS) ¢ noMowbio pacnpeaenéHHbIX NPUMAHOK

Mogynb MHTErpupyeTcs ¢ MHGPACTPYKTYPOM BUPTYASbHBIX PABOYMX MECT
N TEPMUHASIbHBIMU CEPBEPAMMU, PACTIPOCTPAHSS B HUX PA3NUYHbIE TUMbI
MPUMOHOK.

Mopynb LM$pPOBOIA FUrUeHbl ANsi COKPALLEHUS MOBEPXHOCTU ATAKU

Mogaynb YMEeHbLUAET NOBEPXHOCTb ATAKM, YOGS PA3IMNYHbIE APTEPAKTDI
PABOThI MOJb30BATENEN HO KOHEYUHBIX YCTPONCTBAX (COXPAHEHHbIE
YUYéTHble 3anuncK, SSH-coeumHeHus, oTkpblTole RDP-ceccumn, HenermnTuMHbIX
nosb3oBaATENeN U3 rpynn 6e3onacHocTn/Security Group), KOTopble XakKep
ncnonb3yeT Ans AAsbHENLLEro He3AMeTHOrO NepeaBMXeHMs No CeTU.



Xello MITM

Xello API

Xello
Industrial

Xello
Honey
Cloud

Mopynb BbisBneHusa MITM-aTak
(«uenosek nocepepuHe», Man-in-the-Middle)

Moyrb BLISBASET HENErNTUMHbLIE OeNCTBUS C NEPEXBATOM MOMb30BATENbCKMX
LOCHHBIX HO CETEBOM YPOBHE. KOMMOHEHTI MOAYSIS PACCHINAIOT MO CETU
NOXHbIA TPADUK B PAMKAX KOHKpeTHOro npotokond (LLMNR, mDNS, NBT-NS)
W BLISBNSIIOT Y3/1bl CETH, KOTOPbIE OTBEYAIOT HA Hero. Mpu oTeeTe

HQ COOBLLEHMS NIATGOPMA GyAET CUUTATb STU Y3S1bl 3APAXEHHLIMA.

Monynb Aang nHrerpauumm co CTOpoOHHMMM CUCTEMAMU U CepBUCAMU

Mopnynb nHterpupyet Xello Deception ¢ BHELIHUMM cUCTEMAMM

N 06PAGATHIBAET MHLMOEHTbI OT HUX B PAMKAX €AMHOro MNPOLEeCcCa B KOHCOMM
ynpasneHus. Hanpumep, ecnm B KOMNAHUM YXXe UCMOSb3YHOTCS COBCTBEHHbIE
mnn Open Source-noByLLKMW, TO Npu nHTerpauumn Xello Deception éynet
PABOTATH C HUMU, KAK C COBCTBEHHBIMU (KaXOoe CobbiThe ByaeT NPOXOANTb
BECb NMpoLecc 06pa6oTkM BHYTPW MnaTdopMsl). bnarogaps moaynio
NNAaTdoOpPMy MOXHO UHTENPUPOBATH C BHYTPEHHUMU CUCTEMAMU MOHUTOPUHIC
(ong oTNPABKKM BCEX NosyYaeMblX UHLMOEHTOB) UK NIO6LIMU APYrMMI
cpencteamu 3awwmThl (NAC, NGFW, Sandbox n gpyrumm).

Mopgynb 3awmtbl ACY Tl ¢ noMoLblo pacnpeaenéHHbIX NoByLleK

Moaynb pAcnpPOCTPAHSAET NOBYLLKU, AMYANPYIOLLME CReLMnasibHOe
nporpamMMHoe oéecredeHne, yctponcTea ICS/SCADA, MK

B TEXHONOIMMYeCckoM cermeHTe ceti. OHW YCTOHOBAMBAKOTCS BOKPYT
CYLLIECTBYIOLLMX CUCTEMHBIX KOMMOHEHTOB M OrPAHUYMBAIOT PUCK
HEraTUBHOIO BAINSAHUS HO OOCTYMHOCTb U LEMOCTHOCTb TEXHOMOMMYECKUX
NPOoLLeCCoB.

PacnpepnenéHHble No BCen ceTn NOBYLLKW BbISBASAIOT HENErMTMMHOE
B3AMMOAENCTBME C HUMWU. HanpuMep, BpeOoHOCHbIe nporpammel B UT-cpepne
ULLYT YSI3BUMbIE BEPCUN CETEBBIX CIYX6, A B MPOMBILLIIEHHOM CErMeHTe —
TUMbl YCTPONCTB, KOTOPbIE B3ANMOLENCTBYIOT C MHTEPECYIOLLMMU

MX npoLeccamu. ECnm 3noyMmellLINEeHHWK NOMbITAETCS MCNONb30BATb JTOBYLLIKM
B MpoLecce peanmaaumm aTakm, CNELMANNCTbI CPO3Y Xe 6yayT ONOBELLEHbI
CUCTEMOW KNEEPOBMAHO O MOTEHLNANTBHOM UHLMOEHTE 6€30MACHOCTM.

Mopynb 3MynsiLMM NPUMAHOK B 061A4YHOM UHGPACTPYKTYpEe

Mopaynb PAChPOCTPAHAET PAINNYHBIE TUMbI MPUMAHOK W NTOBYLLEK
B O6/104HbIE MHOPACTPYKTYPbI.

[MpoTecTnpynTe BCe BO3MOXHOCTM NAATGOPMbI

Xello Deception HO 6ecnnATHOM MUAOTHOM MNPOEKTE.
CBaxmTECh C HOMUM YOO6HBIM AN BAC CMOCO60M — HOMMUCAB
Ha nouyTy sales@xello.ru nnn octaeme 3aaeky Ha canTte xello.ru.



O KOMIAHI

Xello (Kcenno) — paspaéoTtumk

NepPBOMN POCCUNCKOM MIATHOPMBI

019 NPefoTBPALLEHNS LIeNEBbIX ATAK

C MNMOMOLLIbIO TEXHOSTOMMM KN6EPOBMAHA.
PewweHne oTHocuKTCS K knaccy Distributed
Deception Platform, DDP. BkntoueHo

B peecTp OteuecTtBeHHoro O.

KoMnaHusa 6éonee natv NeT HA PbiHKe
MHPOPMALMOHHOW 6E€30MNACHOCTW.

30 37O BpeMS peasniM3oBAHO 6oee
COPOKA NPOEKTOB B PA3NMMNYHbBIX OTPACAX

SKOHOMMUKMUN: KpeagnTHO-PUHAHCOBOM,
HePTEra30BOM CEKTOPE, MPOMbILLUIEHHOCTH,
TOMSIMBHO-3HEPreTnyeckom Komrnekce, NT
N TENeKome, putensne, rocygapCTBEHHOM.
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https://vk.com/xello_sec
https://t.me/xello_sec
https://www.youtube.com/channel/UCsd7QcuDdsCq0CgVe2n7kjQ

