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R-Vision Incident Response Platform (IRP)

EavHas Touyka KoHconugauvm uHcpopmauumn
060 Bcex nHumpgeHTax MHpopmMaunoHHOW
6e30nacHOCTN B KOMMNaHUn (KOpropaTuBHbIN
SOQC)

NMnaTtdopma ana coBmecTHOM pPadoThbl
rpynnbl pearnpoBaHust Ha nHUWAeHTbl VIb ¢
BO3MO>KHOCTbLIO cbopa, aHannsa u xpaHeHus
cBefeHunmn, oTHocALWMXCAa K nHumpeHtam b

LleHTp KooOpauHaunn aesaTeNbHOCTHN
COTPYOHNKOB KOMMaHUW, pacnpeneneHns 3agad v
y4yeTa BbINOSIHEHHbBIX MEPOMPUATUIN MO
pearmpoBaHuo Ha nHUMaeHTol b
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#2 KoHTponb UT-UH(paCcTPYyKTYypbI
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#3 YnpaBn

WUpeHTn...
MP-7014
MP-7034
MP-8175
MP-1071

MP-183773
MP-1065
MP-8122

MP-183198

MP-412922
MP-1304

MP-430006
MP-8225

MP-412724

MP-183847
MP-1013

MP-182481

MP-182482

RC-18741

R(C-743R4

YpoBeHb

Hassanue

MNoameHa AaHHbIX

HekoppeKTHast Lienoyka cepTudukaTos
He Tpebyetcs noanvicbiBaHe SMB
[MNaHVpOBLLMK 3a8aHnin

BbINo/HEHE NPOM3BOSIBHOMO KoAa
YAaneHHoe yrpassieHie peecTpoM
MopoBpaHbl y4eTHblE 3anmncu

06x0f, orpaHV4eHnin 6e3onacHoCT

Y$13BUMOCTb MPOTOKONA YAANEHHOro pabo. ..

BoamoxxHa ataka Anti DNS Pinning
MoMMTIKa MEXCETEBOTO 3KpaHa Mo Mo

BrioyeHa MapLIpyTM3aLys

YA3BMMOCTb NPy 06paboTKe 3anpocoB K C...

Pasrnatexve nHgopmaumm
[ocTyn K KaTasnoram
Pasrnalenve vrHbopmatmm

PasrnatueHe nHgpopmammn

Ya3srMocTb Win32k, cBsidaHHas ¢ Henpas. ..

VaarumneTh A0ATNa K ACRARMK NAHHAR 1

BuUINERS

MAXPATROL

4 MOHY

I MHOO

AALIMOHH(

HMe YA3BMMOCTAMM

O

OTKpbITa
OTKpbITa
OTkpbITa
OTkpbITa
OTKpbITa
OTkpbiTa
OTKpbITa
OTKpbITa
OTkpbiTa
OTKpbITa
OTkpbiTa
OTKpbITa
OTKpbITa
OTkpbITa
OTkpbITa
OTkpbiTa

OTKpbITa

OTkpbiTa”™

Ominiima

Moka3saTb B cnUcKe o6opyaoBaHuA

Hassanue

192.168.23.100
OTBETCTBEHHBIN:
CpOK yCTpaHeHus:

DC2 — 192.168.23.5
OTBETCTBEHHBIN:
CpoK yCTpaHeHs:

EXCHSRV — 192.168.23.22
OTBETCTBEHHbIN:
CpoK yCTpaHeHws:

HYPER-SRV - 192.168.23.200
OTBETCTBEHHbIN:
CPOK yCTpaHeHwst

NOTE — 192.168.23.227
OTBETCTBEHHBIN:
CPpOK ycTpaHeHus:

REDCHECK2 — 192.16
OTBETCTBEHHBIN:
CpoK yCTpaHeHs:

WIN-SC — 192.168.23.23
OTBETCTBEHHbIN:
CpoK yCTpaHeHws:

WIN-TK3IBAELVQL — 192.168.23.3

OTBETCTBEHHbIN:
CPOK yCTpaHeHwst

WIN7-32-RUS-1 192.168.23.91
OTBETCTBEHHBIN:

Nessus

vulnerability scanner

Red@ck

HaumeHosaHue

MonuTKa No YNpasneHuio ySsBnMocTamMn 1

MormTiika ysiseumocTen 1

MonuTyKa yNpaBneHuns KpUTUHHBIMI

123

Yszenmoctu NC1
uct

YagenmocTi o Cricteme 317,

W nexpose

S Opan p..

enVVAS

Inerahility Assessment Systern

Mpynnbl UT-aKTeos:

[lobaguTs
1S-7 AC "MouToBbIA cepsuc”

1S-12 Mpynna “cepsepa dumana 1"

1S-10 Mpynna cepeepHoro obopyaosaHia 1
1S-11 VIHchopMaLVoHHas cucTema ‘BaxHas”

1S-8 MHbopmaumorHas cuctema “apnnara v kaapbl”

OTBeTCTBEHHbIE:!

YpoBeHn | OTBETCTBEHHbIi
nmm Anexcarapos VeaH (admin)
nm TNesyH Myixann (rm-user2)

MeTpos Metp (cm-user1)
n Cupopos Axppeit (rm-user1)

KyaHewoB AHTOH (im-user1)

CPOK yCTpaHEHVS yR3BIMOCTe (HN):

YpoBeHb Cpok ycTpaHeHua
i 1
L] 3

14

QUALYS



#4 YnpaBJfieHMe MHUMgeHTamMmu

HaumeHosanne @ HavmerosaHve:

B bl ﬂ Bn E H M E PACC“ EAO BAH M E [Z] Umkn o6paboTku: TUNOBOW UMKN 06PaGOTKM MHI o OBpadoTka ABC

Saperwc'rpwpoaaﬂ VHUMAEHT OnucaHue:
LleHTpanu3oBaHHsIi c6op C6op cBMAETENbCTB, BbiABNEHUE .
MHUMAGHTOB U3 PasnnyHbIX MCTOUHUKOB, NPUUYMH 1 0 TLI ET H O CT b HasHaueHie rpu pervicTpaLin MHUuAeHTa o 06paGoTKa MHUMAEHTOB 13 cicTeMsl ABC
. nc
WCTOYHWKOB, aHANMU3, KnaccuduKaumua obcToATeNbCTE MHUMARHTA !]‘\

mopMMpOBaHMe( pasnndHon HagHaveHe Ha MHUMAEHT

oT4eTHocTH (cBOAKa AnA - Mkn 06paboTkm:
HagaHauen ABC w E

PYKOBOACTBA, OTHETBI ANA

perynaTopos u np.)

TUNOBOM LK 06paBOTKIN MHUMAEHTOB

O6paboTtka ABC
- Kputepum:
ObpaboTka UHLMAEHTOB 13 cucTemsl ABC
[o6asnTtb
MpoBepka 1 paccnefosaxe
MpoBepka HUMAEHTbI Tun Mone 3HaueHue
HagHauer Ha 06paboTky CasgaHHbIN akTe Mpynnel VT-axkTvisos "ABC "Bank"

VHumpeHT ¢ SIEM B ob6paboTke .
BHeppeHwe BpefoHOCHOrO

PEAI'M PO BAHME AHAI'I M3 M CTATMCTM KA O6paboTka SIEM kopa no cetn"

OB6paboTka UHLMAEHTOB, MOCTYMNAIOLLMX U3 .v mn
' vopuTeT
HasHadeHme oTeeTcTBeHHbIX ML, 1 TPy Nkl AHaNU3 CTaTUCTUKM MHUMAEHTOB NO 06beKkTam, cncTems SIEM 1 BHaveHve nons p— *2 (MoBbILLEHHBIN)"
“ VHLWAEHTa
PearupoBaHyA, KOHTPOL BLINO/HAEMBIX HUAMaNam, TANAM U 4p. BbIABNEHME TeHACHLMD vy
[AeVCTBUA U CPOKOB yCTpaHeHUs
1 CUCTEMHBIX Npo6nem
P Obpatorka DLP . BHaueHvie nons Cratyc vHumaeHTa "ObpaboTka’
O6paboTka uHLmaeHToB ¢ DLP
Monbsosarenm:
l06aBuTL
ApxuTeKTYpa Ne | HaumeHoBaHue ® A
HaumeroBaHve npasina yBeaoMeHNs:
+ oNMTUKM MHBEHTapWU3aLMN . = g
[Z] Lmkn o6paGoTku: TUNOBOI LMKN 0GPaGOTKM UHI o Vaenomnerve no UC-123 Bobpos Wrops (im-user3) Y4aCTHVIK (MPOCMOTP)
MoauTky ynpaeneHnst yasernmMocTsaMm
2 Mpaguno yseaoMneHUs pyk-si Onucarve: MeTpos MeTtp (cm-usert) Y4acTHUK (3MeHeHNe)
MapameTpe! yBeaomeHms Mpasvio YBeIoMIEeHIe Mo KOHKPETHOM crcTeme _
™ e er2) OtBeTcTBeHHbIN 32
108 Mixaun (am-user
Ynpasneue uHUMAEHTaMM VBEAOMABHAE N0 KPUTUUECKIM A VHUMABHT
TvNbI UHUMAEHTOB 3 VHUMASHTaM
Lvkn obpaboTku:
KpuTideckne VHLMAeHTb!
Lvknel 0BpaGoTkut uHuppenTos TWUNOBOI LIMKN 06PABOTKA VHLIVAEHTOB
YsepomneHve no 1C-123
Mons HUWAeHTOB 4 ) Kpuepun:
YBEIOMIIEHYE MO KOHKPETHOW CICTEME:
Kareropun nHUraeHTos
[lo6asuts
LLIB6OHb! MHLAEHTOS 5 Yeenomnervie no dunnany
YBegomnerve 06 nHupaeHTe B vnvane Tun Mone 3HaueHue
YDOBHM KPUTUHHOCTV
CBsi3aHHbIN aKTVE [pynnel NT-akTnsoB ‘Mpynna ‘laptop ABC™
[Jenctaus no nHUMAEHTY
+ CnpaBoYHKN
Mpasuna ysefomneH1s
MpaBina HasHaEHMS Ha MHUMAEHTbI
Mpasina pearnposaHis CIMCOoK Nonb3oBaTene Ans YBeaoMIGHNSE:
MpaBvina aBToO3anoMHeH!s NobasuTe

VHTerpaums ¢ BHELHUMK cucTemamin
pauy JeBnH Muxaunn (rm-user2)

O6MeH AaHHBIMK MO UHLMAESHTaM



#5 Busyanusauuma v rpacbl cBA3EU
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#6 ABTOMaTU3auuA pearupoBaHuA

Peruncrpauma
WHUMAEHTa

MepBooyepeaHblie
OencTBus

BnoknposaHue

yrposbl

MNpoBepkKa
CUCTEMDI

PaccneposaHue n
BOCCTaHOB/1IEHNE

dcKanauma u
yBeaomneHue

Ne | HaumenoBanue

D | Hamenosawe

] Uukn 06paGoTku: TUNOBO/ LMKN 06PaGOTKM MHI 5 Mpasina pearviposarias 123

Mpasyna pearvposarivs 123

3
Mpasuno 123

Cbop
CBUAOETENbCTB

BoccTaHoBneHWe m3
pe3epBHOMN Konum

[upekrtop no UMb

)

OupekTop
noapasaeneHuns

Onucarme:

Mpasuno 123

Lvikn oGpaGoTku

TUNOBO# LKA OBPABOTKA MHLIAGEHTOS

Kowrepun
[obasuTs
Tun Mone 3Hauenne
3ravenvie nona Cratyc wruagenta  “SapervcTpuposar’
CesaatHbi akTVE OGopynosarute "WIN7-64-ENG"

[leficTans o vHuneHTy:
[oGasums
Haumerosanvne Pevictene

CoaaHve KONV CKOMIPOMETVPOBAHHbIX OBbEKTOB ((ainoe,
BUPTYaTbHbIX CHCTEM 1 TIPOY.) am
OtBeTCTBeHHBIE: AneKcarapos Veak (admin)

Cpok BsinofHeHms: Yacos 3

BsaumopeiicTBue C TPeTbUMM NTMLAMN
BoccTaHoBuTeNbHbIE ASNCTBUA
HeiicTBMA NO C60PY AOMONHUTENBHBLIX CBEAESHUI
KoppekTupytowme geiicteusa
O6ueopraHn3aumnoHHble AeNCTBUA
MposepouHble AericTBnA
OKCTpeHHble aeicTeUA
ABAPUIHOE BBIK/IIOYEHUE NPUKMAAHBIX CHCTEM
BIOKMPOBKa KOHCOM KoHeqHoro yana &

Y/janeHHasi O4MCTKa COAEPXIMOrO MOBI/IBHOO YCTPOMCTBA
coTpyAHYKa

YHWYTOXEHME UH(OPMaUW / HocUTENein MHhopMaLm



#7 NMnaTtdopma oA B3auMmoaeucTBuA C
BHewHumu SOC, CERT, N'ocCOINKA

OnepaTuBHbI KOHTPOJb

KOHTPONb CPOKOB pearMpoBaHma Ha
NHUMAEHTbI

@ CosmecTHaA pabota

Paboune obnactv No MHUMAEHTaM,
KOMMYHWKaLMM 1 06MeH JaHHbIMK,
y4yeT AeNCTBMIA NO UHUNAEHTY

O6meH nHpopmauuen

ObmeH AaHHbIMU C BHEWWHUMMU

ncroyHmkamm (SOC, Tl) @
ABTOMaTU3aLMA pearmpoBaHus @"

MpaBnna pearnpoBaHMA No TMNaAm
WHUWAEHTOB, pacnpeaeneHune 3agau,
yBeAOM/EHUE, 3CKanauma



#8 Ouarpammbl. 'pachukun. Cxembl

Ceogka Kaptbimcxembl  AkTuBbl % = UHUMAEHTbI BaxHaal * BaxHaA2 * Cxemal * Cxema2 * [lomewenue Cn6 * Tomewenue Mck * Puckum * 12¢

NHunpeHTsl B paboTe = NHUMAEHTbI NO 06beKTaM MHGPPACTPYKTYPSI =

LMI

3
3 1
2 2 2
He ycTaHOBMeH ABC Bank AC CRM: AC MouTosblit  UHbopMaunoH... MHdopmaumoH...  Group laptop
BusHec+ cepBuc ABC

[ Hesnauutenbhbiii [ Cpeguuin I Boicokunit [l Kputuunebii
™ ue ycranoenen

MHUMAeHTbl No nogpasgesieHnAam MCTOpVISI MHUNOEHTOB
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#9 MeTpukm

MeTpuka: Ywepb ot peanusaumm =

MHUNOEHTOB

200000

1190 222 pys6.

MeTpuka: MNpenoTBpalleHHbIN ylLepb
OT UHUMEHTOB

30000
20000
: o o © o o
. S S S S S
$§J” Ny D Ny N 5
§ ¢ Q Q Q
3 o S & & O

MeTpuka: lons MHUNAEHTOB C =
cobnoaeHnemM CpoKOB pearmpoBaHus

100 KpuTnueckuin yporauw

. 33.3%

Hegonyctumbin
LOnycTUMBIA YPOBEHb

MeTpI/IKaZ Jonga NHUMAEeHTOB Mo Tunam =

60

KpUTU4eCcKnin ypoBeHk

40

Heponyctumsiin yp 0
20 ] 0

JlonycTumbin yYpoBeHb

METpMKaZ Jona nHUMAeHTOB NO TUNam =

60
40
20 ‘ :IL ] !5; A”‘;
© © © © ©
- S S N N N
& Ny D N D N
< & & &R R R
& R & & &
dz:?‘ 0+ By

MeTpI/IKaZ Jonga NHUMOEeHTOoB Mo Tunam =

| 0%



#10 O6MeH uHdopMmauuen No HUMAEHTaM

Bce BHYTpeHHME HLMAEHTbI BHeluHWe MHUMAEHTBI KpuTHUYHbIE MHUMAEHTBI WUHumpeHtel UIC <
WUnentudumkarop Tun nHumpeHTa ot Oata nocneaHero o6Ho... | KommeHTapuu a
EXT-16-11-33 Hapywenne poctynHoc...  User2 (user2@rvision.... 16 Hos6ps 2016 1., 01:05 0 Tun vHUMAeHTa:
EXT-16-11-32 BHeqpeHue BpeoHocH...  User2 (user2@rvision.... 16 HosGps 2016 1., 01:05 0 (@Y Hapywierie AOCTYNHOCTY OHAIAH-CePBICOB OpraHn3aumn
- [ata BbiSBNEHNS MHUMAEHTa
EXT-16-11-31 KomnpomeTauus cpeagc. . User2 (user2@rvision.... 16 HosiBps 2016 1., 01:05 0
11.01.2016
EXT-16-11-30 KomnpomeTauus cpeagc. . User2 (user2@rvision.... 16 HosiBps 2016 1., 01:05 0 R S
EXT-16-11-29 BHenpeHue BpeaoHOCH. .. User2 (user2@rvision.... 16 HosiBps 2016 1., 01:05 0 Odwic 8 . Camapa
EXT-16-11-28 HapyLerue B pa6orTe (... User: )
Bce BHyTpeHHUEe MHUMAEHTbI BHelwHWe MHUMAEHTDI KpuUTUYHbIE MHUMAEHTBI WUHumpeHtel UIC <
EXT-16-11-27 BHepperve BpeaoHocH...  User:
EXT-16-11-26 Breaperue speaonock...  User: ID Tun nHunaeHTa YpoBeHb UHLM... Cratyc nHumpge... OTBETCTBEHHbIN KaTteropusa
EXT-16-11-25 HecaHKUMOHMPOBaHHSI. .. User: O6LL|,|/I|2
B 61120 | 15-12-1 HecBoeBpemeHHoe ... i PaccrefoBaHvie Bo6pos Vrops (im-u... -
EXT-16-11-23 Hevlenesoe 1cronb3os. .. Usere O6LU.I/1|Z
= 15-12-2 BHenpeHue Bpeac Ky3HeLoB AHTOH (im...
EXT-16-11-22 MpoHuKHoBeHYe nocTo...  User: N3MeHnTb naeHTudmkaTopsbl VHUMOEHT
EXT-16-11-21 BrenpeHue BpefioHocH. .. User: KOI'II/lpOBaTb ObLwwmn
EXT-16-11-20 e m——————— 15-12-3 3aKpbITh noBaHue CysopoB Hvkonan (... MHUMAeHT
(nogpobHOo)
MopenutbeA
oAe c VHumgeHT,
CBA3aHHbIN C
= 15-12-4 HecBoeBpemeHHoe ... I PaccnepnoaHne CyBopoB Hukonan (... nepeBoaom
JOEHEXHbIX
cpencTs
VIHUMaeHT,
CBA3aHHbIN C
15-12-5 HecBoeBpemMeHHoe ... il 3aperncTpuposaH nepeBoaom

OEHEXHbIX



#11 Opranusauma SOC Ha 6a3e R-Vision IRP

FonosHoW odpuc WnuTerpayus c
BHEWHMMHN
PYK cucremamm DB
OBOACTEO
™~ er protection
Hocyb

O6paboTra o
" MHuMaeHTOB

Security

UT scanners

e

" ce
o pEep ynpasneHus

/“ ax
VB R-Vision

HMuBeuTapusauua

obopyaosauusa
Konnekrop R-Vision
BHewHKne MCTOHHUKMN
6 Jlerenpa
CHHXpOHKM3aUKMA “HMPMaq"" = A .
AaHHbIX YA3BUMOCTAX U MHUMAEGHTaX - AHanUTUYECK U ABUMKOK

Wb

dunuan Y\
Muterpauma c
BHEWHMMMH
Wb \ cuctemamm
y% DB
9% -
"e,,h protection
e\‘
___ O6pabotra -
uT <+ Security
MHUNAEHTOB scanners
Cepeep ynpaeneHus

R-Vision
bunmnana MHBeHTapu3aumua

obopygoBauna

Konnekrop R-Vision
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At the root of your security



